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THE IMPORTANCE OF EDP AUDIT AND CONTROL

The use of computers in business is now in its third decade.
Most medium and larger size organizations are heavily auto-
mated, particularly for their financial applications. One would ex-
pect that EDP control procedures (for protecting the integrity of
the data) and audit procedures (for verifying results and eval-
uating those controls) would be widely understood and practiced.
Unfortunately, this is not the case. The Institute of Internal Audi-
tors has just published a landmark study that deserves the atten-
tion of executive management, EDP system designers, and internal
auditors. Here is an overview of the importance of the subject and

what the study has reported.

To set the stage for this discussion of EDP audit
and control, we will address a series of questions.

Question: What is Epp auditability and con-
trol? As defined in the Institute of Internal Audi-
tor’s study (Reference 1), systems control pertains
to the mechanisms within a total systems environ-
ment that ensure the accuracy and completeness
of the information within the system and in its
output. Auditability refers to the features and
characteristics of the system needed to verify (1)
the adequacy of the controls and (2) the accuracy
and completeness of the outputs.

Question: Why are these important? Controls
are needed to insure the accuracy, completeness,
and integrity of the information within the sys-
tem. The system may contain financial data, oper-
ational data, company-proprietary data, and/or
personal data about people. Audit is needed to
verify that the controls are being used effectively
and that the outputs are accurate and complete. A
comprehensive audit program that includes both
of the elements just mentioned can provide assur-
ance that historical data is correct and that future
processing results have a degree or reliability.

Question: What attention is being given to EDP
audit and control? In general, far too little atten-
tion is being given to. these subjects. Executive
management tends to turn the responsibility for
computer-based systems over to data processing
management. Data processing management is
more concerned about getting the application
systems to perform the desired functions, and
about computer center efficiency, than about sys-

_ tem controls. Controls for financial application

systems do receive attention, of course, but the
amount of attention often depends upon the indi-
viduals involved. Internal auditors too often see
their responsibilities as relating to systems where
information is recorded on paper, not computer-
based systems. In other words, they tend to “audit
around” the computer by checking some outputs,
without attempting to verify the controls used
in the computer programs and data processing
operations.

Question: How serious is the need for EDP audit
and controls? The need for carefully designed
controls often is not appreciated until a severe
difficulty or loss occurs due to the lack of controls.
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True, most organizations recognize the need for
at least basic internal controls for handling finan-
cial data. Management recognizes the risk of loss
due to errors, thefts, and so on. Both internal and
external auditors look for basic internal controls
and report on their absence or ineffectiveness.

But the need for controls in systems that handle
operational data, company-proprietary data, or
personal data is not as well appreciated. Appar-
ently, losses in these systems due to the lack
of controls have not been of sufficient size or
consequence to attract the attention of top
management.

The seriousness of the need for controls, then,
seems to be measured by the losses that have oc-
curred and that have been detected. Further,
good information about such losses is hard to ob-
tain. Organizations naturally are reluctant to
publicly discuss cases of waste or theft that they
have detected. So here is the dilemma. Executive
management probably will not get too concerned
about the need for enhanced Epp audit and con-
trols until substantial losses are reported. And or-
ganizations that detect such losses tend not to
publicly report those losses, if they can avoid it.
So it is the organizations that have detected
such losses that give the subject the attention it
deserves.

There is one source of information on losses due
to inadequate controls, however. This source is
several reports prepared by the U.S. General Ac-
counting Office (GAO), Reference 2. These re-
ports have been prepared for the Congress and
are matters of public record. The referenced re-
ports deal with cases of waste occurring from
poorly designed automated decision making
procedures (such as inventory reordering), from
losses due to computer-related crime, and
from losses due to physical damage to computer
installations.

Before describing the case examples in the re-
ports, two main points should be made. One is
that these cases represent only part of the control
and audit problem; they necessarily deal only
with detected cases. One might also question
whether these cases, taken from U.S. federal gov-
emment experiences, are sufficiently representa-
tive of problems in other types of organizations.
Stanford Research Institute, in a report prepared
for GAO, gave the opinion that the opportunities
for computer crime in federal programs and pri-
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vate industry are about the same. It is possible
that the same statement might also be made about
poorly automated decision-making procedures
and computer site safety safeguards.

The other point is that we do not wish to over-
emphasize computer-related crimes. Auditors,
both internal and external, stress that the main
goal of internal controls in financial systems is to
safeguard the assets from waste due to errors, and
to insure the accuracy and completeness of finan-
cial statements. Auditors do not claim that inter-
nal controls will detect fraud or embezzlement.
However, good internal controls and good audits
of those controls, while they may not prevent
improper activities, tend to discourage such
activities.

Let us now consider some relevant experiences
in U.S. federal government agencies.

Errors in automated decision making

In Reference 2a, it is reported that federal
agency computers cause more than 1.7 billion
payment authorizations, checks, bills, requisi-
tions, etc. to be made out each year, totalling
some $44 billion, without anybody reviewing or
evaluating whether they are correct. With this
volume of automated decision making, errors can
quickly turn into huge losses of money. Several
cases were discussed.

In one U.S. Army system, requisitions for ship-
ment of inventory items to overseas locations
were prepared by a computer. The decision of
which stocking point the shipments were to be
made from were made by the computer. Analysis
showed that the decision procedure did not first
check to see if a shipment could be made from the
stocking point which was nearest to the destina-
tion. The result was that many shipments were
made from more remote stocking points, result-
ing in unnecessary transportation costs. The audit
agency estimated that these unnecessary costs
were in the order of $900,000 per year, and that
the excess inventory investment (due to the
longer transportation pipelines) amounted to
about $1.3 million.

Ina U.S. Navy system, an automated procedure
was used for scheduling the overhaul of aircraft
spare equipment. The scheduling procedure used
had errors in it—errors that resulted in dupli-
cation of requirements, overstatements of mate-
rial usage, and premature overhaul. The auditors



estimated that the effect of these errors was mil-
lions of dollars in unnecessary costs. Navy officials
did not agree with this figure but they did agree
that the problems existed.

A Veterans Administration system prepared
monthly payments to some 185,000 veterans for
apprenticeship and other on-the-job training pro-
grams. Auditors found that the system did not
have adequate validation of input transactions, al-
lowing incomplete transactions to be entered.
When the program found the data to be missing,
it used a default procedure involving “standard”
values. This procedure caused overpayments in
the order of $700,000.

The audit agencies involved cited several main
causes for these errors in automated decision
making. For one thing, the programs used in-
complete, inappropriate, or erroneous decision
making criteria; this was reported in 30 of 32
cases studied. Another shortcoming was that the
decision making logic was not what the user re-
quested, as reported in 24 of the cases. The sys-
tems omitted needed validation checks, allowing
incomplete transactions to be processed by re-
sorting to default procedures, in 11 cases. Data
elements were found to be incomplete, incorrect,
or obsolete in 49 cases. These data errors were
due to the use of complex forms that confused
users, to the lack of instructions and training for
the people filling out the forms, to the lack of re-
view of the data, and to workload pressures due to
high volumes of transactions.

GAO solicited opinions of how to prevent or
reduce such problems by sending out question-
naires to 600 people who were members of some
computer-field professional societies. Replies
were received from 263 people. Some of the main
recommendations made were the following.

Documentation should exist that highlights the

cision making process on a cyclical basis. Finally,

prime responsibility should be assigned to a single

“point for insuring the quality of data—including

responsibility for proper internal controls, in-
structions and training for the people who pre-

automated decision making criteria and related
critical data elements, as well as validity checks.

‘A pre-implementation review of an automated

“decision making system should be made by quali-
“fied auditors or others who are independent of the

designers and users. This review should evaluate

pare the data, good forms design, and so on.

Computer-related crimes

GAO contacted nine federal agencies within
the Departments of Agriculture, Justice, HEW,
and others, which had reported 74 cases of appar-
ent computer-related crimes. Of these, 69 met
GAO’s definition of a computer crime. GAO in-
vestigated 12 of these cases in depth and talked to
perpetrators in three of the cases.

In the 69 cases that GAO considered computer
crimes, losses totalled over $2.1 million. In at least
50 of the cases, the crimes were performed by sys-
tem users, not data processing personnel. Of the
69 cases, 27 involved fraudulent direct payment
of funds, while another 28 involved fraudulent
inventory or supply actions. In eight cases,
personnel records were altered without authoriza-
tion. In another four cases, computer facilities
were used for personal benefit, and in two cases,
operations were sabotaged.

The most common type of computer crime is
where the perpetrator enters fictitious transac-
tions which, for example, cause checks to be crea-
ted and mailed to accomplices. In the case of one
welfare system, fraudulent welfare checks were
sent out to the tune of somewhere between
$90,000 and $250,000; the auditors were unable
to pinpoint the losses any closer than that.

GAO pointed out that federal managers are re-
sponsible for establishing effective internal con-
trols to safeguard assets. This action is required by
legislation and by supporting directives. But
based on this study, said the GAO, management
does not place sufficient emphasis on the internal
controls. A higher priority is assigned to making
the application system operational and a lower
priority to assessing and minimizing potential
risks. ,

As far as improvements in internal control sys-

the decision making logic, criteria, and validity

checks. Also, a post-implementation review

_tems are concerned. GAO said that better separa-

tion of duties may be the greatest single need. The

should be made as soon as possible after the new ~

system has been put into operation, to see how it

__second most pressing need noted is better physi-

cal control of facilities and supplies.

is working in practice. Thereafter, some method

Improvements are needed in Epp audit tech-

“should be used for monitoring the automated de-

EDP ANALYZER, JUNE 1977

niques, GAO stated. In 5 of the 12 cases studied in




depth, auditors had not reviewed the controls in
the systems involved. In four other cases, in-
vestigative officials other than auditors had re-
viewed the controls, but only after the crimes had
been detected. In 13 of the 57 other cases rated as
computer crimes, audits or special reviews did re-
sult in the discovery of improper actions.
Stanford Research Institute performed a spe-
cial study for GAO, relating federal computer
crimes to those uncovered in private industry.
Most such crimes are uncovered accidentally,
said SRI, due to the perpetrator making a mistake
or such. The “typical” perpetrator is young, be-
tween 18 and 30 years of age, said SRI. Further,
he or she is highly motivated, intelligent, per-
sonable, a good worker and generally not un-
happy with his job, employed for several years
with no history of job problems, trusted in his
work environment, and possibly over-qualified
for his job. This seems to be a description of the
type of employee that management seeks to hire.
What causes the problem? The usual reason, says
SRI, is a short-term financial problem. The em-
ployee turns to theft to solve the problem tempo-
rarily and then gets in the habit of stealing.
GAQ’s recommendations included the follow-
ing, to help reduce computer crimes. Develop an

organization plan that provides an adequate sepa-
ration of duties. Set up procedures to properly

control assets, liabilities, revenues, and expenses.

Establish a system of practices for each duty and

function. Install a system of eHective internal
controls. And if crimes are detected, analyze
_them in order to determine weaknesses in the

_management control process_that made them
possible.

Shortcomings in physical protection

GAO representatives visited 18 federal proc-
essing installations in the U.S. and 10 overseas.
They observed protection procedures for equip-
ment and for valuable data, and used a checklist
to see what measures were and were not being
used.

_The most common general type of failing was
in the area of fire hazards. The next most common

failing involved flood and water hazards, fol-

lowed by possible sabotage and possible theft or

" misuse.
In addition, GAO contacted 23 other in-
stallations in the U.S., some of which were known
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to have had physical protection problems. The
purpose here was to find out just what the costs
and other impacts of physical damage might be.
Again, some cases of fire and flood damage re-
sulted in losses of millions of dollars, as well as
substantial efforts to get the installations oper-
ating smoothly again.

GAO’s recommendation was that management
officials be appointed at each installation with re-
sponsibility for physical security and risk manage-
ment. Federal guidelines are already available for
instituting such programs. While not mentioned
in the GAO recommendations, we suspect that
GAO would agree with us that Epp auditors
should include physical security and risk manage-
ment factors in their audits.

Observations on the GAO studies

In this brief summary, we have been able to
touch on some of the main points of the GAO
reports. We suggest that they be studied in more
detail.

It seems to us that the GAO studies support the
view of some experts in the computer security
field. This view is that the greatest magnitude of
loss will come from errors of omission and com-
mission. Losses due to theft and losses due to phys-
ical damage follow. The losses due to theft attract
the most attention perhaps. But it is the system er-
rors and inadequate internal controls that, over a
period of time, account for the bulk of the losses.

Perhaps the GAO reports might be accused of
being self-serving by stressing the need for audits,
since GAO plays an audit role—but we would not
agree with this accusation. We think that an ef-
fective set of system controls and an effective EDP
audit program would go a long way toward re-
ducing waste due to errors and losses due to physi-
cal damage. We suspect that controls and audits
also will deter some (but not all) perpetrators of
crimes. v

We should also mention at this point that Ep-
pacs (Reference 5) frequently provides sum-
maries of reported computer abuses and crimes.
In the March 1977 issue, for instance, three de-
tected cases of computer abuse and one suspected
case are reported. An alleged inventory fraud
case may involve as much as $40 million in losses.
In the suspected case, a man earning $23,000 a
year had three wives and families in three cities, a
fiance in another city, and a private plane for get-

4



ting around the country. His job was that of super-
vising the installation of automatic teller
terminals in banks.

We return to our earlier question: how serious
is the need for Epp audit and control? Based on
the experience of the U.S. federal government,
and the cases reported in Eppacs, we conclude
that the need is serious indeed. The types of prob-
lems encountered by the government agencies
are the types of problems that can confront any
computer user. The potential losses can be meas-
ured in large amounts of money.

It is timely, then, that the Institute of Internal
Auditors (ITA) has just issued a series of three re-
ports on system audits and controls.

The systems auditability and control study

The IIA systems auditability and control (sac)
study had its beginnings in mid-1974, when Wil-
liam Perry joined IIA as its Director of Research.
He had spent the previous 15 years at Eastman
Kodak, and had been involved both with data
processing and with internal audit.

Members of two key ITA committees expressed
the view to Perry that an “audit” should be per-
formed to see how well auditors were doing their
job as related to Epp. It was the belief of these
members that EDP audit was not being adequately
performed, and they felt that an objective study
was needed to find out just what was happening.
So Perry was given the assignment to determine
how to proceed.

Perry himself talked to a number of individuals
and companies, to get ideas on the scope and
method of conduct of the study. The more people
he talked to, the broader the scope became. It
soon was clear that the study costs would exceed
ITA’s resources for such a project, if the study was
going to be performed by an independent organi-
zation. So Perry also contacted the major com-
puter manufacturers about financial support for
the project. Several said that they would cooper-
ate. But IBM did more than that. After careful
consideration, it agreed to provide a grant of
$500,000 for the study.

The study was organized with three main ob-
jectives in mind. First, it was desired to find out
just what was happening in the area of Epp audit
and control among leading organizations. Not
what these organizations were thinking of doing
but what they were actually doing. IIA felt that
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the study results might have a significant impact
on the design of future data processing systems.

The second main objective was to increase
management’s focus on the need to build better
controls and auditability into computer-based
systems, and to gain management support for the
controls and auditability deemed necessary by
auditors and Epp personnel. And thirdly, it was
desired to put control and auditability into
the proper perspective within the total systems
environment.

It was also decided that two other areas would
not be singled out for particular attention—be-
cause there were people already working on these
subjects and a large amount of written material is
already available. These were the areas of secu-
rity and computer crime.

With these objectives agreed upon, IIA solic-
ited proposals from twelve research organiza-
tions. Proposals were received from four of them.
And in March 1975, Stanford Research Institute
was selected to perform the study.

The study got underway in April 1975, with the
appointment of an advisory committee with 47
members. These members came from the U.S.,
Canada, and Western Europe. The committee in-
cluded representatives from the major data proc-
essing associations, accounting associations, and
cpa firms, as well as people from GUIDE, SHARE,
user companies, interested government agencies,
and academic institutions. The role of the advi-
sory committee was to submit ideas for the con-
duct of the study and to act as a sounding board
for the tentative results and conclusions. A basic
groundrule was that if a member of the advisory
committee did not agree to have his name associ-
ated with the project, he could have his name re-
moved from the list of advisory committee
members. In actuality, all 47 members stayed
with the project during the two years of the study
and, upon review of the final reports, all of them
agreed to have their names on the reports.

In addition, a 4-person steering committee was
formed to provide the executive guidance needed
during the conduct of the study. This committee
consisted of the chairmen of two IIA committees,
Perry, and a representative from IBM. IBM’s
main interest was to make sure that an objective
study was performed and that schedule and
budget were met, we were told. One aspect of ob-
jectivity requested by IBM was that users of all



major brands of computers be included in the
study.

Finally, a 6-person technical review committee
was formed. It was a subset of the advisory com-
mittee. This technical review committee was to
be in close touch with the project as reports were
being developed. Committee members were to
provide a critical review of the reports before
those reports were submitted to the full advisory
committee.

The first step in the study itself was a mail sur-
vey of 500 U.S. companies. The intent of this sur-
vey was to help define the field of study. From the
replies, it was decided to concentrate on organi-
zations spending $22,000 or more per month on
data processing equipment rental. It was in such
organizations, project members concluded, that
the more meaningful audit and control practices
were likely to be found.

The next step was a questionnaire directed at
executives of a selected sample of organizations
meeting the above criterion—that is, $22,000 or
more per month rental. Again, a sample of 500 or-
ganizations was selected. A commercial file of
computer field installations was used, in order to
obtain representative coverage. A random sample
of 261 organizations was selected from the popu-
lation of regulated industries, and a random
sample of 239 organizations was chosen from the
non-regulated industries. One week before ques-
tionnaires were mailed out, an “advance letter”
was sent to the chief executive officer of each or-
ganization, informing him about the nature of the
study. Then three questionnaires—one for execu-
tive management, one for the director of data
processing, and one for the chief auditor—were
sent to this same executive for him to pass on to
the appropriate people. Follow-up letters were
sent ten days later. Of the 500 organizations con-
tacted, 283 responded.

In addition, SRI contacted by mail almost 100
federal and state agencies, and almost 600 organi-
zations in Canada, Europe, and Japan.

A telephone survey was conducted among 100
non-responding organizations in the main U.S.
survey. Selected questions were asked, to deter-
mine if systematic differences existed between the
respondents and non-respondents.

Next, a list of more than 300 organizations was
proposed by the advisory committee, as candi-

dates for in-depth interviews. This list was re- -
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duced to 175 by discussions between SRI and IIA,
in an attempt to get good representation by in-
dustry groups and company size, and to avoid du-
plications of the audit techniques that were
studied. SRI then telephoned these organizations,
to ask about their control and audit techniques.
Based on the responses, 75 were identified as po-
tentially desirable to visit. Of these, 45 were ulti-
mately visited by SRI project members, in the
U.S., Canada, Europe, and Japan.

Major contributions of the study

We talked to key participants in the project at
IIA and SRI, and to Malin E. See, who was the
SRI project director, about what they thought
were the major contributions of the study. So, be-
fore we get into a description of the study results
themselves, here is how these key participants
view those results.

First definitive study. These participants see
the sac project as the first definitive study of Epp
audit and control that addresses three main au-
diences. Three separate but related reports ad-
dress the interests of executive management, EDP
system designers, and internal auditors. Each re-
port is written in the language of its audience.
Further, each report gives the appropriate level
of detail for its audience on what control and au-
dit practices are actually being used, based on an
extensive study of organizations in the U.S., Can-
ada, Europe, and Japan.

Top management interests. The sac project has
taken the position that the initiative for more ef-
fective EDP audit and control should come from
the top of an organization. So the executive re-
port aims to get top management more interested
in and more concerned about Epp audit and con-
trol. If the report is successful in instilling this in-
terest, a major contribution will have been made,
these key participants told us.

Control aspects. The control report is directed
at the interests of EDP system designers. It is writ-
ten not only in their language but also uses a
frame of reference with which they are familiar.
Over 200 control techniques that are used in
practice are described. Four case studies show
how selected groups of these control techniques
are being used in four organizations. System de-
signers can immediately begin incorporating
some of these control techniques in new system
designs, we were told.
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duced to 175 by discussions between SRI and IIA,
in an attempt to get good representation by in-'
dustry groups and company size, and to avoid du-
plications of the audit techniques that were
studied. SRI then telephoned these organizations,
to ask about their control and audit techniques.
Based on the responses, 75 were identified as po-
tentially desirable to visit. Of these, 45 were ulti-
mately visited by SRI project members, in the
U.S., Canada, Europe, and Japan.

Major contributions of the study

We talked to key participants in the project at
DA and SRI, and to Malin E. See, who was the
SRI project director, about what they thought
were the major contributions of the study. So, be-
fore we get into a description of the study results
themselves, here is how these key participants
view those results.

First definitive study. These participants see
the sac project as the first definitive study of Epp
audit and control that addresses three main au-
diences. Three separate but related reports ad-
dress the interests of executive management, EDP
system designers, and internal auditors. Each re-
port is written in the language of its audience.
Further, each report gives the appropriate level
of detail for its audience on what control and au-
dit practices are actually being used, based on an
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Top management interests. The sac project has
taken the position that the initiative for more ef-
fective EDP audit and control should come from
the top of an organization. So the executive re-
port aims to get top management more interested
in and more concerned about Epp audit and con-
trol. If the report is successful in instilling this in-
terest, a major contribution will have been made,
these key participants told us.

Control aspects. The control report is directed
at the interests of EDP system designers. It is writ-
ten not only in their language but also uses a
frame of reference with which they are familiar.
Over 200 control techniques that are used in
practice are described. Four case studies show
how selected groups of these control techniques
are being used in four organizations. System de-

signers can immediately begin incorporating

some of these control techniques in new system
designs, we were told. '



Audit aspects. The audit practices report is di-
rected at the interests of internal auditors. Again,
it is a definitive study of what EpP audit practices
are actually being used, described in the language
and framework that auditors know. The report
describes in detail 28 audit techniques, with ex-
amples of the use of each. And again, auditors can
begin to use some of these techniques immedi-
ately, we were informed.

Communications bridge. The control and audit
reports discuss common material but from the
viewpoints of system designers and internal audi-
tors. These reports therefore provide a commu-
nications bridge between these two groups. One
of the main difficulties that the project encoun-
tered in its field study was the lack of commu-
nication between these two groups.

Verifying controls. The three reports make a
clear distinction between reviewing the adequacy
of controls, verifying the controls, and verifying
the results of processing (the output data). This
distinction has not always been fully appreciated
by auditors in the past. Verifying the results of
processing is not equivalent to verifying the con-
trols nor to determining the adequacy of the con-
trols that are used in the processing procedures.

Observations on the study

The key participants that we talked to also
made several observations about the study.

As just mentioned, an important finding was
that data processing personnel and internal audi-
tors often do not communicate well. These two
groups may have different meanings for the same
terms. Literature and guidelines written for one
group may be considered unusable by the other
group. If the project reports do, in fact, provide a
communication bridge between these groups,
they will have made a significant contribution.

EDP audit is still considered a specialty within
internal audit, at essentially all organizations con-
tacted. But with the bulk of these organizations
having their financial and operational records on
the computer, Epp audit should become part of
the mainstream of internal audit, and not just a
specialty within internal audit.

All too frequently, the EDP audit tools available
to internal auditors, and the training in the use of
these tools, are not sufficient nor adequate. The

“majority of tools and techniques are not adequate
even for auditing batch systems, to say nothing of
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more advanced systems involving data bases, data
communications, distributed processing, and so
on.

Lastly, it was pointed out that there are three
other publications that, together with the sac re-
ports, provide a broad coverage of Epp audit and
control. Each of these publications supplements
the others. Two of these publications are reports
prepared by the Canadian Institute of Chartered
Accountants (Reference 3), on computer control
guidelines and computer audit guidelines. These
two reports provide a conceptual framework for
audit and control, as contrasted with the IIA/
SRI study of the practices used in the field. They
were perhaps the first publications to structure
the whole area of EpP control objectives and tech-
niques. The third publication is a book on com-
puter control and audit (Reference 4), prepared
by three partners of Touche Ross & Co., and pub-
lished by ITA. This book highlights risks and expo-
sures and provides a preventive perspective. One
of its goals is to provide some structure to the Epp
function itself so that designers can select controls
appropriate to the situation and auditors can se-
lect audit techniques appropriate to both the Epp
function and the controls. So References 1, 3, and
4 should be in the library of every Epp auditor, it
was emphasized to us.

Executive report

As mentioned above, project members con-
cluded that the initiative for better Epp audit and
control should come from executive manage-
ment. So a 20-page executive report was pre-
pared, to explain to top management about the
study and its major recommendations.

This report points out management’s contin-
ually growing need for information, coupled to
the hazards of inadequate audit and control. More
and more information is being carried in auto-
mated systems. If controls on the quality and
completeness of that information are inadequate,
then the repercussions can be widespread.

The report addresses eight main areas. These
are: management responsibilities, the need for
improved control, participation by internal audi-
tors in system development, verification of con-
trols, the need for improved internal auditor
involvement, Epp audit staff development, and
the need for improved EDP audit tools and
techniques.



The report concludes with a brief description
of the cost implications of systems audit and
control.

One point mentioned to us was that essentially
no thorough cost/benefit analyses had been per-
formed on EpP audit and control practices, either
by data processing personnel or by auditors, in the
organizations contacted during the study. Such
analyses would not be easy, because they would
have to deal with potential losses resulting from
inadequate audit and controls. While there was a
belief that total system costs would be reduced by
improved controls, there was no way to clearly
substantiate that belief. One of the benefits that
should accrue from the publication of the GAO
studies (Reference 2) is a better appreciation for
the losses that can occur when controls are
inadequate.

Control practices report

As mentioned, this report primarily addresses
the interests of EDP system designers. It discusses
the control techniques that are being used during
application system development, application sys-
tem operation, and in computer service center
operations.

Also as mentioned above, SRI sent question-
naires to executive management, data processing
managers, and internal auditors. Each group was
asked to rank their concerns about Epp audit and
control. While there were different relative con-
cerns expressed by the three groups, the main
concerns of all three groups were: errors and
omissions, improper controls, and inadequate sys-
tem design.

Even though all three groups indicated con-
cern on these and other points, there was no clear
agreement on who was responsible for overseeing
the installation and use of internal controls. Re-
sponsibility tended to be fragmented. Internal
controls associated with manual procedures tend
to be the responsibility of line management. But if
a computer is involved, user department line
management tends to turn the responsibility over
to data processing personnel. Concern about con-
trols tends to be limited mainly to accounting and
financial applications. Even in these types of ap-
plications, controls are often viewed from a nar-
row perspective rather than from the overall
application system and its associated control
objectives.

EDP ANALYZER, JUNE 1977

As mentioned, controls are discussed from the
standpoint of application system operation, ap-
plication system development, and computer
service center operation. We will start with con-
trols for application system operation.

Application system controls

How does a system designer go about in-
corporating an adequate set of controls in a new
application system? The following approach
might well lead to an effective use of controls.

First, the selection of the controls to be used
should be made early in the development cycle.
The selection should be made in the context of the
total application system and its control needs. In
theory at least, the selection should be based on
explicit management policies concerning control,
organization structure and the separation of
duties, plans for guiding efforts and for measuring
achievement, and operating policies and proce-
dures. In practice, these overall policies are not
fully formulated. So the system designer should
talk to a number of people who are likely to be
the most interested in and concerned about the
controls for the system.

After the control mechanisms have been se-
lected and incorporated in the new application
system, a pre-installation review and test should
be made—to see if the selection has been adequate
and if the controls seem to be effective. Gener-
ally, user department and data processing depart-
ment personnel test the new system before
conversion, to make sure that it functions as it
should. These are usually the same people who
designed and developed the system. From the
standpoint of reviewing and testing controls, it
would be preferable for this to be done by an in-
dependent group that includes internal auditors.
Further, it is quite important that the internal au-
dit function be independent of the user depart-
ments and the data processing department.

After the new system has been installed, a post-
installation review should be made to test the ef-
fectiveness of the controls in practice. Any errors
or shortcomings in the controls should be de-
tected and corrected as soon as possible, before
such shortcomings can lead to much damage. Fi-
nally, the control procedures used in the manual
parts of the system should be verified.

Both the control and the audit reports use a
common structure for the flow of transactions



through an application system. This structure has
seven components. The first component is the
transaction origination activity, which generally
is under the control of user departments. Then
come five components under the control of data
processing—transaction entry, data commu-
nications, computer processing, and data storage
and retrieval. The last step is output processing,
which is partially under the control of the users.

Following are the main types of controls associ-
ated with each of these seven components.

Transaction origination controls. Five generic
types of controls apply to transaction origina-
tion—source document origination, author-
ization, input preparation, source document
retention, and source document error handling.
In these five categories, 45 specific control proce-
dures are discussed. For instance, under source
document origination, a sub-type of control in-
volves source document design which in turn in-
cludes special-purpose forms, source document
preprinted sequential numbers, and type of trans-
action identification. Each of these is discussed in
a separate paragraph, ranging from two to ten
sentences in length.

We should emphasize that these are control
procedures that are in actual use. Each appli-
cation system would use a selected subset of these
controls for transaction origination, depending
upon the needs, risks, and costs. As an example, a
written authorization for a transaction might be
appropriate for transactions affecting negotiable
resources, but not appropriate for routine job
flow transactions in a production plant.

Transaction entry controls. These controls con-
tain the following generic types: batch data entry,
on-line terminal data entry, data validation, batch
proof and balancing, and error handling. A total
of 36 specific types of controls are described. One
example is the use of a pre-formatting with on-
line terminal data entry, to guide the terminal op-
erators in supplying the input data.

Data communications controls include message
input controls, message transmission controls and
message reception and accounting controls. A to-
tal of 32 specific control types are described.

Computer processing controls. Two generic
types of controls are identified—process integrity
and error handling. Examples of process integrity
controls are the use of transaction codes and the
use of control totals. In all, 24 specific controls are
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discussed.

Data storage and retrieval controls include file
handling controls and file error handling controls.
File handling controls, in turn, are made up of li-
brary controls, file access controls, file mainte-
nance controls, and backup procedures. File error
handling includes error reporting, error correc-
tion, and correction reentry. A total of 31 controls
are discussed.

Output processing controls. Six generic types
are identified, including balancing and reconcilia-
tion by data processing personnel, output distri-
bution, balancing and reconciliation by user
personnel, accountable documents, and output
error handling. There are 33 control types
discussed.

So the application system controls section of
the control report discusses over 200 specific con-
trol procedures which are based on the practices
in the firms contacted by SRI.

Computer service center controls

We are attempting to give the flavor of the con-
trol and audit reports by briefly listing the types
of controls and the types of audit procedures that
the study encountered in its field work. We are
also attempting to convey thereby our impression
of an extensive list of control types and audit
practices.

The real usefulness of this control material will
come, of course, when a system designer uses the
control report to help identify the types of con-
trols that should be used in a new application sys-
tem he is designing. That usefulness will have to
come from the report itself. It is impossible in an
overview such as this to do more than to indicate
the merit of the report and to urge system design-
ers to study it.

The computer service center controls are di-
vided into eight generic types: input-output
scheduling and control, media library controls,
malfunction reporting and preventive mainte-
nance, environment controls and physical secu-
rity, separation of duties, resources planning, user
billing and charge-out procedures, and disaster
recovery procedures.

Some of these tend to overlap with application
system controls, as in the case of input-output
controls. Others are largely independent of the
specific application systems, as in the case of dis-
aster recovery procedures.



A total of 52 specific control types are discussed
in this section of the report.

Application system development controls

The report points out that the adequacy and ef-
fectiveness of controls in application systems are
affected by the methods and procedures used in
the development process. Controls over system
development are important for three reasons.
First, they assist in managing costs and schedules.
Second, they help insure that appropriate con-
trols are built into the application systems. And
third, they ensure that those controls will be
properly tested before the application systems
are put into operation.

The controls used in controlling the devel-
opment process tend to follow the steps in the de-
velopment process. The controls break into seven

generic types: system development life cycle con-

trols, project management, structured pro-
gramming, acceptance testing, program change
control, documentation, and data base admin-
istration. A total of 39 specific controls are
discussed.

We were intrigued by the term “structured
programming” being listed as a generic type of
control. The point being made by the report is
that structured programming provides specific
guidelines to programmers on how they may use a
prograrnming language and how each program
fits together to form an application or operating
system. As such, it can be considered as a control
discipline on the building process—which at the
same time, would help to make the programs
more auditable.

Adequacy of control list

The list of controls in actual use was developed
from SRI’s field interviews and mail surveys. The
question then arose: how well does this list work
in practice? If some actual systems are studied,
will important omissions be found in the list?

So four application systems were studied to de-
termine just what controls were actually used.
These four cases were: (1) an on-line accounts re-
ceivable system in a large manufacturing organi-
zation, with over 1,000 transactions daily, (2) an
on-line order entry system in a large continuous
process manufacturing company, with over 3,000
transactions daily, (3) an on-line inventory man-
agement system at a large manufacturing com-
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pany handling over 80,000 line items, and (4) a
point-of-sale credit approval system at a large re-
tailer handling over 65,000 transactions daily.

One conclusion from these case studies was that
no control types were used that had not already
been included in the list. Secondly, some gaps ap-
peared to exist in the control systems. These were
reviewed with the managements of the com-
panies. In each case, the managements stated
that, in their opinion, the benefits did not justify
the cost of implementing those particular
controls.

While there is no claim that the list of controls
is exhaustive, the project members felt reassured
from the fact that no controls used in these four
cases were not on their list. Also, the test cases in-
dicated that the list was organized in such a man-
ner that it aided in pinpointing potential gaps in
the internal control systems.

Audit practices report

The first four chapters of the control report and
the audit practices report are the same, except for
the last few pages of chapter 4. This was intended
to provide a common communications bridge for
systems designers and internal auditors. Of
course, in the later chapters of the audit report,
details are given of particular interest to auditors.

Since it is not required that auditors read the
controls report (although they are certainly en-
couraged to do so), introductory material is given
to explain EDP auditing to the auditor. Also, one
chapter deals with the question of developing an
EpP audit staff.

Then the report lists and describes the 28 audit
tools and techniques that the study found to be in
practical use. These 28 tools and techniques are
divided into the following seven generic types:
audit planning and management, testing com-
puter controls, selection and monitoring of data
processing transactions, verification, analysis of
computer programs, computer service center
evaluation, and application system development
evaluation.

In an overview, about one paragraph is used to
describe each of the 28 tools and techniques. An
example of a technique is a test deck, for testing
the control features of a computer program. In
some instances, the study found that guidelines
and checklists were used by the auditors for per-
forming their checks. Due to the number of
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checklists encountered and the need not to iden-
tify particular organizations, these checklists are
not included in the report (nor are references
given as to where auditors might obtain such in-
formation). We believe that such information
would be helpful for auditors just getting started
in Epp audit. Of course, it is common practice for
auditors to extend and modify such checklists as
they conduct audits and find where changes are
needed. But someone else’s checklist can be a
helpful place to start.

SRI made a survey of the relative use of the
various EDP audit tools and techniques. The five
most commonly used methods, for both devel-
opment and production systems, are the follow-
ing: (1) generalized audit software packages, (2)
identify the flow of transactions and associated
application controls through manual processes as
well as through computer processes, (3) the use of
test data, such as test decks, (4) parallel oper-
ations, and (5) tagged transactions.

The report then illustrates the use of these 28
tools and techniques by discussing, in one chapter
each, which of them are being used for auditing
application systems, application systems devel-
opment, and computer service center operations.

Auditing application systems. The report de-
scribes the same seven-component structure of
the flow of transactions that is given in the control
report. To reiterate, these components are: trans-
action origination, transaction entry, data com-
munications, computer processing, data storage
and retrieval, and output processing.

The audit report then describes the main con-
trol points in this transaction flow and indicates
which of the 28 tools and techniques auditors are
using to verify and evaluate the controls at each
of these points.

Auditing application system development. The
report discusses how the auditor might check and
evaluate the following: statements of user re-
quirements, development standards and guide-
lines, project management, documentation,
acceptance testing, post-installation review, and
program change control.

Auditing computer service centers. Eight con-
trol areas that the auditor should evaluate are
identified. Three of these relate to application
systems controls: input-output controls, media li-
brary controls, and separation of duties. The other
five are general controls: environment controls
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and physical security, disaster recovery, malfunc-
tion reporting and preventive maintenance, re-
source planning, and user billing and charge-out
procedures.

Details on tools and techniques

Up to this point, the report has established a
firm communications bridge between the auditor
and the system designer. The same control points
and types of controls are discussed in each report.

The audit report now gets into a detailed dis-
cussion of each of the 28 audit tools and tech-
niques. One whole chapter is devoted to each of
these, for a total of over 200 pages for all 28.

As an example, the chapter on the use of gener-
alized audit software has the following sections:
(1) overview, (2) typical set of steps to follow in
using generalized audit software, (3) application
examples, (4) limitations and contraints, (5) im-
plementation considerations, such as package se-
lection, data processing department support that
is needed, audit staff training, and costs, and fi-
nally (6) evaluation of effectiveness.

To recapitulate: in considering the questions of
control and audit of computer-based application
systems, the control report and audit report both
present the same structure for the flow of transac-
tions through an application system. The control
report lists and describes over 200 specific control
techniques that are in practical use in appli-
cations systems, organized around the major con-
trol points. This list should be immediately useful
to a system designer in helping select which con-
trols should be used in a new application system
he is designing—and to auditors for reviewing and
evaluating controls. The audit report looks at
an application system in terms of these same con-
trol points. It presents details on 28 audit tech-
niques that are in practical use for verifying the
existence of controls and evaluating their
effectiveness.

In our own experience, many system designers
that we have talked to have either ignored the in-
ternal auditors altogether when designing new
applications systems, or have turned to the audi-
tors for advice on how to build controls into the
system. Neither approach is right, as far as we are
concerned. We believe that the internal auditors
should be one of the groups contacted when the
system designer is selecting what controls to use.
Finally, a set of controls will have to be selected,

11



based on risks, threats, and costs. These controls
may be more or less than what the internal audi-
tors suggested—but at least the internal auditors
have been heard. Then, during pre- and post-in-
stallation reviews and tests, the auditors should
have a chance to test the adequacy of the controls.

While the advice of the internal auditors
should be solicited during the control selection
phase, the internal auditors should not design the
control system. This step seems just as bad to us as
ignoring the auditors completely. The auditors
should be an independent group—independent of
system design and building. The role that the
auditors should play is to review and test the con-
trol decisions made by others.

Itseems to us, then, that the ITA/SRI project on
system auditability and control has presented
something very useful for both system designers
and internal auditors. The designers have a well-
organized list of controls that are in practical use
today, from which they can select the controls ap-
propriate for a given application system. While
not conclusively proved, there is some evidence
that this list is quite comprehensive. So the system
designers can select a suitable set of controls with-
out either ignoring the internal auditors or de-
pending too heavily on them. The internal
auditors, in their turn, have been provided with a
discussion of how 28 practical audit techniques
are being used today in Epp audits. This is not
meant to imply that, without some computer
training, they can jump right in to Epp audits.
Rather, to the limit of their Epp knowledge, they
can begin using these tools and techniques for au-
diting current systems, new system development,
and computer center operations.
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Conclusions

How serious is the need for Epp audit and con-
trol? One really needs a series of objective cost/
benefit studies that measure the benefits and costs
of control and audit practices. Putting numbers to
these things is difficult. Control attempts to pre-
vent undesired events from happening; audit
checks on the effectiveness of the controls. If con-
trols are installed, how many undesired events do
they prevent from happening—and what would
have been the costs to the organization if those
events had happened? To what extent do controls
reduce the need for reruns? How much do they
reduce the need for correcting errors?

One way to approach answers to such questions
is to study the costs that other organizations have
encountered when such undesired events actually
did occur. At least such figures give some idea of
the magnitude of the possible costs, but probably
not the likelihood of such costs occurring.

One of the benefits of the GAO reports (Refer-
ence 2) is that they provide some idea of the costs
that the U.S. federal government has incurred
from inadequate control systems. If other similar
studies could be made publicly available, over a
period of time, it might become possible to esti-
mate what magnitude of cost an organization
could incur from an inadequate set of controls.

.As more and more of an organization’s infor-
mation resources are put on the computer, the
chance of accidental or deliberate loss increases.
We think that the IIA/SRI reports, developed un-
der a grant from IBM, will be very helpful to both
system designers and internal auditors for reduc-
ing the chance for accidental or deliberate loss.
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