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RISK ASSESSMENT FOR DISTRIBUTED SYSTEMS

As computers are moved out of ‘secure’ computer cen-
ters into ‘unsecure’ offices, the vulnerability to computer
crime will probably increase. How should data processing
management deal with this new vulnerability? Can the re-
sponsibility for computer security be passed on to user de-
partment management, along with the machines? And if
so, how should the responsibilities be split between data
processing and user management? In this report we will
try to answer these questions by discussing the initial steps
in the computer security process—risk assessment—and
how users can participate in meaningful ways.

Blake Greenlee, of Citibank in New
York City, spoke at the 1979 National
Computer Conference (Reference 1la)
about managing business risks, including
data processing risks. He has been in
charge of developing and implementing
corporate risk assessment standards at Ci-
tibank since 1973. He also directs the in-
ternal EDP audit consulting staff that sup-
ports the bank’s audit programs world-
wide. What Greenlee had to say is very
applicable, we think, in the new distrib-
uted processing environment. He believes
that not only the processing but also the
risk responsibility should be distributed.

As Greenlee explained, Citibank has
taken the pragmatic position that their
equipment, files, and facilities are impor-
tant only in so far as they affect the conti-
nuity of operations. Equipment costs and
reconstruction costs are not their prime

concern, because these are insurable. Ci-
tibank’s real concern is whether the opera-
tion can be reconstructed after a crime, a
fire, or whatever.

Citibank, like many companies, does
business in a number of countries. That ge-
ographical distribution has led them
toward distributed processing, in some
very challenging and possibly threatening
places. Their day-to-day banking opera-
tions depend upon the continuity of these
distributed data processing operations.

So, Greenlee asks, what kinds of prob-
lems should corporations be considering in
this distributed environment? “What do
you do if your data center is still in opera-
tion, your communication facilities are in-
tact, but, for some reason, you can not op-
erate—say, there has been a fire in the
building, or there is a local transportation
strike? How do you serve your customers
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under such conditions? It makes no sense
at all to have a data center that is running
and has backed-up files if you can not do
your business,” he pointed out.

To answer such questions, Citibank has
developed a standardized set of procedures
for doing risk analysis that it uses world-
wide. These procedures, which we will dis-
cuss later, were developed by the corpo-
rate audit group. They deal with the entire
spectrum of risks of doing business.

As Greenlee explained, many of the
company’s risks are internal, people-re-
lated matters. These include the accidental
modification, loss, or omission of informa-
tion by an employee, damage to equip-
ment (malicious or accidental), loss due to
staff shortages, deliberate acts that are
well-intentioned but counter to company
standards or policies, fraud, and defalca-
tion. The impact of such acts may be er-
rors or processing interruptions, either of
which can be difficult to recover from. In
banking, Greenlee pointed out, errors or
interruptions could result in difficulty with
regulatory agencies, lawsuits, or unhappy
customers.

People-related threats can also come
from outside the company. In many coun-
tries, including the United States, strikes,
terrorism, civil disorder, and crime may
endanger business continuity. This can re-
sult in loss of access to company buildings,
loss of utilities, loss of transportation, loss
of police, fire and sanitation services, dam-
age to equipment, and even kidnapping,
extortion, or assassination.

A company must also look to its support
facilities, including supplies, spare parts,
and so on. Greenlee particularly stressed
the problem of utilities, both public and
internally-controlled. What happens, for
instance, when personnel who are anxious
to conserve energy shut down the cooling
system on weekends, forgetting that some-
one else will be using the computer? It
takes most mini-computers months to re-
cover from eight hours of over-tempera-
ture operation, he noted. Or what if your
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operation relies on moving paper from one
place to another, and the elevators in your
high-rise building go out? Or what if the
turbines that distribute water in the high-
rise go out? This is an especially serious
problem in some countries where import-
ing replacement parts may be restricted or
takes a very long time. Equipment does
wear out and get damaged with startling
regularity, he pointed out.

And finally, how does a company deal
with natural disasters® What happens to
operations—and to company personnel and
their families—during such calamities as
earthquakes or hurricanes? And what
about courting disaster by locating next to
an explosive chemical plant, on an earth-
quake fault line, under an airport landing
or take-off path, or in a high crime area?
At Citibank they try to consider all of
these possibilities in their risk assessment

process. It is really quite a spectrum, we
think.

The security problem

Citibank’s risks are typical of what most
large companies face, we suspect. They
can be true even for medium-sized organi-
zations with offices in only a few cities. In
terms of data processing, Citibank’s geo-
graphical distribution is just the kind of
environment in which distributed data
processing is proliferating. As we have
pointed out in the past, distributed systems
are going to be widely used in the future
by many companies. More and more, com-
panies with varied locations and highly
differentiated internal divisions will find
themselves putting processing capability
out into the hands of the end users.

Certainly the problems of computer se-
curity, broadly speaking, are similar every-
where. But when one begins to look at ac-
tual specific sites, the problems do vary—
because personnel, functions, and com-
puter system configurations differ from one
situation to another. Local combinations
of assets, vulnerabilities, personnel, and se-
curity strategies make risks a local matter.



What happens—or could happen—at an
office in one country is bound to be some-
what different from what happens in an-
other.

A new role for data processing

In this report we will be focusing on the
role that a central data processing depart-
ment might play in analyzing and control-
ling data processing risks in a distributed
system environment. This is a particular
instance of the general risk management
problem that Greenlee addressed. Green-
lee proposes a risk management based on
the distribution of risk responsibility. We
believe that the same is true in distributed
systems—computer security risk responsi-
bility will need to be distributed to user
management. But how does one separate
the data processing department’s role from
user management’s role?

One role that we consider viable for a
data processing department is to serve as
technical guide and counselor for users of
a distributed system. In this role, the de-
partment’s function would primarily be to
create and distribute technical guidelines
for such things as equipment selection
(pointing out system security features), risk
assessment, contingency planning, depart-
mental computer operations, and so on.

With distributed systems, the data
processing department can no longer ‘do
everything’. The users must take over
some of the responsibilities. In risk assess-
ment we see user managers identifying lo-
cal vulnerabilities, identifying and quanti-
fying potential local exposures, and esti-
mating their operating risks. All of these
estimates would be based on guidelines
and procedures prepared centrally by the
data processing and internal audit depart-
ments. User management would also be re-
sponsible for putting the most necessary
and cost-effective counter-measures into
place, again based on centrally-prepared
guidelines.
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So what we are saying is: In a distrib-
uted system environment, risk assessment
responsibilities should be distributed too.

Traditional risk assessment

In the past, risk assessment for data
processing has been performed by the cen-
tral data processing and internal audit de-
partments. The following is a brief de-
scription of the traditional risk assessment
process. The points of concern apply to
both distributed systems and to centralized
systems. The key difference is that for cen-
tralized systems, the assessment itself has
been performed centrally. Special teams
from these two departments typically have
performed all of the following assessment
steps, for centralized systems.

First, the team has asked, “What are
our assets? What do we have that is valu-
able, where loss or damage could hamper
or destroy our ability to do business?” The
team attempts to set a value on each asset
identified. Of course, in a centralized sys-
tem, the assets are right at hand. In a dis-
tributed system, however, many of the as-
sets are ‘out there somewhere’.

Second, the team has asked, “What are
the potential threats to these assets? What
could happen to compromise these as-
sets?” Assets can be imperiled by many
things, including accidents and well-inten-
tioned (but misguided) deliberate acts.
When considering computer crime, the
questions could include, “Could the assets
be stolen, damaged, or harmfully altered?
How could these events happen?” We will
look at some such threats in a moment.

Third, in looking at their operation and
facilities, the team has asked, “Where is
our organization vulnerable to those
threats? For instance, is our computer site
physically secure? Are sensitive files con-
trolled and backed up? Are personnel able
to gain access to areas outside their re-
sponsibilities?”

The fourth step has been for the team to
identify and quantify exposures to threats.
“What harm or loss could result—what



consequences—if a threat did come to pass
against an area of vulnerability? Would
the organization be slightly inconve-
nienced, highly inconvenienced, or even
put out of business?” Exposures involve
possible financial losses. More importantly,
though, as Greenlee mentioned, a compa-
ny’s main concern may well be recover-
ability, since financial losses can be cov-
ered by insurance.

Fifth, the team has asked, “What are
the risks? That is, what is the probability
of a given threat coming to pass? Low?
High? Once in a day, a month or a year?
Once in a century?”

Once an analysis of threats, vulnerabili-
ties, and risks has been performed by the
team, the result has been a set of figures.
These are very approximate figures, since
many of the input numbers are, at best,
only guesswork. Data processing managers
then have before them a list of specific
dangers to their computer center and its
operations, a set of estimates of how likely
those dangers are to occur, and a set of
figures for the harm or loss that could re-
sult. The dangers are ranked to indicate
the relative levels of seriousness they pose
for the organization. Based on such an as-
sessment, priorities have been established
for instituting security controls, or counter-
measures.

The new distributed environment

In the new distributed systems environ-
ment, the process of risk assessment will
still involve the same elements listed
above. But these must be broken up
among user, data processing, and internal
audit personnel. Central data processing
and auditing may be too far removed from
the user environment, functionally and
perhaps geographically, to be able to as-
sess users’ individual risks. Later in this re-
port we will suggest one approach for
splitting up this risk assessment task. But
first, we look at the distributed system en-
vironment and the new crime vulnerabili-
ties it presents.
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New vulnerabilities

The key word in distributed systems, of
course, is ‘distributed’. Among the features
of distributed systems that will lead to new
vulnerabilities are the following:
Distributed equipment
Distributed data
Distributed programs
Distributed knowledge of
computers

e Distributed program

documentation

e Distributed printed forms

This distributed environment is much
different from a centralized system, even
one with lots of on-line terminals. Distrib-
uted systems move the actual processing
capability ‘out there’. In the central sys-
tem, the data processing department con-
trols the terminal network and must,
therefore, also control security. But in the
distributed system, many of the data
processing components are no longer un-
der the physical control of the central data
processing department. Not only that, but
there may not be much conformity among
the numerous departmental systems. This
is why we see the data processing depart-
ment’s role likely to shift from control to
guidance—helping user departments create
plans for equipment selection, software de-
velopment, work scheduling, and security.

New threats

Given the new environment, and the
new vulnerabilities it brings, what threats
are most likely to endanger a company
with distributed computing facilities? We
single out people-type threats, particularly
from employees, to keep the discussion
within bounds. The discussion could just as
well cover threats of loss of critical serv-
ices (such as electric power) or natural di-
sasters.

Threats involving theft. One prime asset
that can be stolen, often with devastating
results, is a master file. This file can con-
tain trade secrets, customer lists, sensitive



financial figures, proprietary computer
programs, or the like. Employees can also
steal computer time—the service of the
computer itself. Printouts and other output
can also be stolen, especially if stored in
unsecured areas. And, of course, computer
equipment can be stolen. Small computers,
terminals, modems, etc. can easily be car-
ried out of a building.

Threats involving destruction. In this
case, the primary targets are likely to be
computer equipment and data files. At-
tacks on equipment by disgruntled em-
ployees, vandals, and even terrorists have
been reported. As for data, its destruction
might involve destroying floppy disks or
writing over existing files.

Threats involving manipulation. Input
data must be considered vulnerable to ma-
nipulation. One threat is the insertion of
false input. Another is the suppresion of
output, so that normal output does not ap-
pear. An embezzler might suppress output
to cover his tracks, for example. Or he
might simply alter output, for instance, by
substituting a false output statement for
the real one. Someone pilfering inventory
could alter master files so that losses do
not show on inventory listings. Or an em-
ployee with programming knowledge
could modify a program, perhaps to
change programmed decisions, such as ac-
count write-offs, inventory scrapping,
stock reordering, and so on. Finally, equip-
ment itself can be modified, for instance by
substituting a spurious logic board to
change computer operations. This might
be done, for example, to by-pass or elimi-
nate built-in audit checks.

Under the central batch system, it has
been easiest to: (1) insert false input via
the regular data ent mode (by-passing
controls, of course), (2) steal master file
data, for instance by walking out with a
tape, copying it elsewhere, and returning
it, (3) steal services, such as operating the
machine at night for private purposes, and
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(4) damage equipment, for instance by ar-
son.

These are the ‘big four’ reported com-
puter crimes. They are the big four be-
cause they may well be the easiest to per-
form in a centralized batch processing en-
vironment—which is still the dominant en-
vironment.

When you add remote terminals to this
centralized system, additional ‘bad things’
can happen. Using a terminal in a remote
location—to which physical access may be
easier—an intruder can: (1) change pro-
grams, (2) change master files, and (3) alter
input. Most of the existing literature on
computer crime focuses on a central batch
operation augmented by on-line terminals.
Almost none of it has dealt with the spe-
cial aspects of distributed systems. Yet we
think these aspects may cause significant
shifts in the nature of computer crime. So
let’s look at a few of the threats that ap-
pear to be much more likely in a distrib-
uted systems environment.

Theft or alteration of output. With
smaller, less expensive hardware involved,
the distributed computers are not likely to
be located in ‘tight fortresses’. That kind
of hard security for a small operation just
may not appear economical. And when the
computer is a mini- or a micro-computer
incorporated in a work-station, then physi-
cal access to the computer may be even
easier.

One thing that will be increasingly dis-
tributed along with all the hardware is
printed forms. These are likely to be kept
in cabinets right in the office. With offices
easy to enter and keys to cabinets easy to
obtain (as we reported in our July 1979 is-
sue) payroll check forms, invoices, and
such may be ‘easy pickings’—and so will
the equipment and programs with which
to run them. An employee or a knowledge-
able intruder can, for instance, run an ac-
counts payable program after regular
working hours to produce one or more
fraudulent checks, which he then carries
away and cashes.



Theft of master file data. In the central-
ized system, the data files are located in
one place. But in distributed systems, we
expect the files to be distributed also. In
addition to that, as we reported in July,
1979, managers may use the computer to
store information about their own activi-
ties: travel plans, appointment calendars,
tickler files, and the like. Most such data
will be stored on removable media, such
as floppy disks. Compared with the stan-
dard magnetic tape, or even with many
print-outs, floppies are easy to steal; an in-
truder or an employee can walk out with a
floppy disk concealed under his shirt or
tucked into a sheaf of papers. The disk
could be copied elsewhere and returned;
personal computers are making that kind
of stealing easy to do.

Controlling the information stored on
floppy disks will be a real problem, with
serious repercussions possible if sensitive
ones are stolen. For example, suppose a
company has a set of new product specifi-
cations. They may use a central word
processing system to prepare the specifi-
cations. And different departments, such as
marketing and engineering, may copy all
or part onto their own floppy disks. With-
out uniform and extensive safeguards, such
information might be available in a variety
of departments, and accessible to many,
many employees.

Modification of equipment. In his now-
classic book, Crime By Computer (Refer-
ence 2), Donn B. Parker talked about the
Trojan Horse. This is a program, insidi-
ously hidden within a larger, innocuous
program, that is designed by an intruder to
take over the computer. In distributed sys-
tems, with less sophisticated users, the
Trojan Horse is still a threat—for theft,
damage, or manipulation. The intruder just
develops the program on his or her per-
sonal computer and then finds a way to get
it onto a regular program floppy disk.

Another speaker at the 1979 National
Computer Conference, Robert Jacobson,
president of International Security Tech-
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nology (Reference 1b), suggested the fol-
lowing criminal gambit. Assume that the
disk controller chip in a small computer
system is replaced by a field engineer with
a new one. Jacobson asks, “How do we
know what that new chip does? The same
would be true of a new logic board in-
serted in a computer. Who knows what al-
terations could be made to the computer’s
operating system? Who knows what audit
checks could be circumvented?”

Theft of equipment. Two factors make
this a greater problem in the distributed
environment. First, miniaturization has
made computer hardware smaller, while at
the same time increasing processing
power. Thus, it is possible for user depart-
ments to have their own computers dedi-
cated to their own functions.

Second, as we have already mentioned,
computers are being used in locations that
were never designed for the kind of physi-
cal security that is often found in central-
ized shops. Breaking and entering is easier.
Hauling off a small computer can be an al-
most trivial task, only exceeded in ease by
the job of selling it. There is a huge mar-
ket for micro-computers, particularly
when ‘the price is right’.

So with the new distributed environ-
ment presenting such increased risks, we
turn our attention to several risk assess-
ment methods and their suitability in the
new environment.

Risk assessment methods in use

Earlier in this report we discussed the
elements in the risk assessment process.
We look now at how those general ele-
ments are combined in risk analysis meth-
ods. Several authors relate techniques that
are applicable to either centralized or dis-
tributed systems. But they are not equally
effective in both environments, we think.
We have chosen two traditional ap-
proaches to illustrate commonly used as-
sessment methods in use today. Both put
the analysis task in the hands of a central



team, which then makes key decisions for
the entire organization.

Centrally generated information. FitzGer-
ald (Reference 3a) recommends a ‘threat
scenario’ technique for risk assessment. His
approach typifies those that are based on a
brainstorming effort by a central team.
The work is done by a team composed of
user, data processing, and audit depart-
ment representatives.

Once oriented by written materials pre-
pared by the central staff, the members
meet in a number of two-hour sessions to
brainstorm potential threats. All threats,
no matter how improbable or bizarre, are
written on large charts, so they are visible
to all.

Using the charts, one team member cre-
ates story-form scenarios following the
brainstorming meetings. Then all of the
team members rank these scenarios by
likelihood of occurrence. They use a
method that does not involve the usual es-
timation of probabilities. Instead, threats
are paired and ranked against each other,
with the rankings then consolidated into
one list. Following the ranking, each
threat is weighted according to its relative
seriousness to the organization. The team
then develops possible safeguards or con-
trols, and analyzes their cost effectiveness,
in order to prepare an action plan for the
organization.

Similar brainstorming techniques can be
used to generate estimates of asset values
and exposure costs. Such costs, like the
probability figures used in most risk assess-
ments, are at best only guesswork.

Inward-flowing information. Gerberick
(Reference 3b) suggests a risk assessment
method that involves a central decision-
making committee consisting mainly of
data processing people. Most of the input
for this committee’s work comes from a
set of questionnaires filled out by user de-
partment personnel.

The user department representatives
identify the important data that is main-
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tained by each application system, and as-
sign order-of-magnitude values to the pos-
sible loss or modification of that data. The
committee gives the user representatives a
list of threat classes (without trying to
identify each specific threat) and the users
estimate the likelihood of the occurrence
of each threat class. The committee then
calculates the exposure, in dollars per year,
for each type of important data, to obtain
company-wide figures and develop con-
trols.

Certainly one of the difficulties with risk
assessment, particularly with centralized
assessments, is the time involved. Assess-
ment teams draw numerous key people
away from their regular work for relatively
long periods. Gerberick and others have
mentioned the difficulty of getting a com-
mitment from senior management to per-
form risk analyses, for this very reason.
And commitment, especially without sen-
ior level support, is equally hard to get
from the potential risk assessors them-
selves. All of this is compounded by the
fact that security deals with hypothetical
events. Unlike the real events that produce
company revenues, the tangible results of
security and risk assessment are often hard
to measure, especially when none of the
threats materialize. Gerberick’s answer to
this difficulty is to make risk assessment
only a part-time duty of the several data
processing people on the committee.

A distributed assessment approach

Centralized risk assessment may be via-
ble in smaller organizations, or in a spe-
cific branch of a large one. But for a far-
flung organization, we think a more viable
solution is to distribute the risk assessment
responsibility itself, under central guid-
ance. Greenlee proposed such an approach
in his speech. But before recounting the
steps in his method, we will briefly de-
scribe Citibank’s distributed environment.

Citibank’s distributed environment.
Kirschner (Reference 3c) reports on the ev-
olution of Citibank’s commitment to dis-



tributed processing. After having central-
ized processing in the 1960s, Citibank be-
gan to decentralize in the 1970s, through a
controlled distribution of processing. The
problem of trying to manage a broken-up
transaction flow was well-known to the
bank, so they created a system of ‘channel-
ing’ in which one service group became
responsible for all of the needs of one
group of customers. Data processing sup-
port was dispersed out to the customer-
servicing units, and in many cases, mini-
computers were dedicated to specific ap-
plications.

That trend toward distributed process-
ing continues today at Citibank. They are
now moving toward the use of work-sta-
tions—dedicating a small computer and,
say, one or two employees to service a
highly specific customer group. The goal is
to provide customized services for specific
customers or groups rather than trying to
fit customers into a generalized system.
Since 1974, Citibank has moved from 25
data processing facilities, mostly using
IBM hardware, to some 200 facilities using
a variety of systems from several suppliers

Citibank’s earlier risk assessment experi-
ence. Citibank’s experience with risk assess-
ment as a matter of corporate policy be-
gan in 1973. Their first approach was a
centralized one, developed by the corpo-
rate audit department. Essentially, a team
talked to the users and found out what the
problems would be if specific threats ma-
terialized. Then they added up the risks,
and arrived at a corporate world-wide risk
posture.

But, according to Greenlee, there were
some problems with this approach. First,
the method caused too much paperwork.
Second, the method generated wild errors
in expected-loss figures. The risk assess-
ment inherently involved many small prob-
abilities, many potentially large losses, and
errors in estimating both. Says Greenlee,
“No one would believe us, and they were
right.” Lack of accuracy and credibility
were major stumbling blocks in getting
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high-level support for subsequent security
planning.

Their third problem was how to follow
up the risk assessment with appropriate
action. How were they to embed the risk
assessment in a risk containment process
for the bank? They found this to be a par-
ticularly aggravating problem in a widely
distributed system, because the needs and
concerns of managers varied greatly. Citi-
bank learned that it is bad practice to try to
interpose anyone between the line man-
ager and the person who is supposed to as-
sess the risk.

Due to those difficulties, Citibank
moved to its present approach. It has been
in place since 1977. Rather than distribut-
ing security requirements to its outlying
departments, Citibank has opted to distrib-
ute risk assessment responsibility and pro-
cedures.

How Citibank now assesses its risks

Citibank’s risk assessment and contin-
gency planning procedures follow a key
principle of distributed processing: Distri-
bution does not mean simply ‘tossing the
ball’ to the user departments. Rather, user
departments are given the responsibility,
but they are also given guidance. Risk
analysis is part of every department man-
ager’s job, and it is evaluated along with
his other responsibilities at promotion and
raise time. Following are Citibank’s risk
assessment procedures that Greenlee out-
lined (but we have used our terminology,
rather than Greenlee’s, for consistency of
discussion).

Training managers to assess risks. Citi-
bank’s standardized procedures, which ap-
ply world-wide, are structured to be edu-
cational for the line managers who must
comply. A tutorial slide presentation is
given to all managers. It explains that in
risk assessment they are to look at three
categories. The first is threats (which
Greenlee calls ‘exposure types’). We dis-
cussed the kinds of threats Citibank con-
siders in its international operations early



in this report: threats from people (both
employees and outsiders), threats from the
failure of supporting services, and threats
from natural disasters.

Second, the managers are asked to con-
sider the consequences of these threats oc-
curring. The main types of consequences
are errors and processing interruptions—
which in turn result in intermittent or cat-
astrophic failures—and thus lead to inter-
ruptions in business continuity. That is the
main concern for Citibank, as Greenlee
stresses. The costs of recovery are insur-
able but recovery itself is not insurable.

The third category the managers are
asked to look at is containment measures.
Citibank has developed internal standards
for data centers: for contingency planning,
back-up (either off-site or redundant hard-
ware on-site), maintenance, and training.
Corporate policy requires these measures
to be in place, and woe betide the man-
ager who does not have them there.

To give the managers a better feel for
the appropriate amount of detail expected
by the corporate office, Citibank recom-
mends that the managers try out the as-
sessment procedures at home, for their
families. It is suggested that they set an
alarm clock for two hours. In the first half
hour they should try to define their fami-
lies’ threats. In the second half hour they
are to fill out a chart on the consequences
if the threats occur. And in the second
hour they are to put together a family con-
tingency plan. If they can not do this fam-
ily risk assessment in that time, then they
are trying to tackle the problem at too
great a level of detail. This exercise is
meant to give the managers a sense of the
scope and amount of effort to then expend
on their business risk assessment. The
managers also find, from this home assess-
ment, that only a handful of counter-mea-
sures will be needed to protect their fami-
lies. And the same is true for their business
units.

The goals of assessment. This assessment
is not the kind of security procedure call-

EDP ANALYZER, APRIL, 1980

ing for elaborate studies and detailed anal-
yses, or for elaborate knowledge of secur-
ity technology. Those considerations can
be part of the guidance available from
central data processing and auditing.

Citibank’s goal in this kind of assess-
ment, again, is mainly to insure business
continuity. So they require the same ge-
neric type of contingency plan and risk as-
sessment from a small branch manager in,
say, Jericho, New York, as from a manager
of a major bank in, say, Sao Paulo, Brazil.
The amount of detail will be different, but
every manager who has line responsibility
must be able to operate through the con-
tingencies which he or she faces.

The assessment procedures. Following
their training, the managers are asked to
perform a risk assessment of their opera-
tion, based on its current security mea-
sures. It is to include the likelihood of oc-
currence of each exposure type (threat)
and the consequences of these. The assess-
ment is to be both quantitative and quali-
tative, where possible. Precise cost figures
are not necessary.

To help the managers perform this anal-
ysis, Citibank has developed two forms,
which the managers fill in. These are to be
done in pencil, not typed, since that much
effort is not warranted by the kind of accu-
racy involved. Citibank stresses the ratio
of effort to pay-off.

In the first table, the manager lists and
ranks the appropriate threats. The ranking
is in terms of expected frequency of occur-
rence. Low frequency is once in ten to fifty
years. Medium frequency is once in one to
five years (for instance, wear-out of heat-
ing, ventilating, and air conditioning
equipment). High frequency is occurence
more than once a year.

Certainly such estimates are easier to
make for equipment failure than for
crimes. But the relative difference between
the theft of a mini-computer and the theft
of a floppy disk (and the data stored on it)
needs to be evaluated, as an example. Ci-
tibank tells its managers to forget the most



infrequent threats, but to document their
decisions to do so. They should concen-
trate on the medium- and high-frequency
threats.

In the second chart, the likely conse-
quences, if the threats do occur, are rated
in terms of their relative importance to
the company. Will the consequence be (1)
no loss, (2) minor impact, 3) clear and
measurable impact, or (4) put you out of
business?

Next, the managers try to quantify the
consequences likely to occur per day, and
per occurrence, for certain types of
threats. Citibank stresses that this analysis
be done locally, because of local condi-
tions—for instance, it may take six months
in some countries to get replacement parts
for repairing equipment. So the ‘per oc-
currence’ estimate is very important.

So far, the assessment process has been
relatively simple. Given the level of detail
and the quality of estimates requested, the
manager’s task is neither very complex nor
very time-consuming. Greenlee emphasizes
that the risk assessment should not become
more elaborate than necessary, even if the
results are not as rigorous as other meth-
ods might produce. In some cases, how-
ever, local managers might decide to use
approaches such as FitzGerald and Ger-
berick suggest. In that way they can draw
upon the expertise of their staffs in prepar-
ing the assessments.

The manager’s next step is to prepare a
brief report, about a page and a half long;
Greenlee stresses its brevity. It should in-
clude: one paragraph describing the opera-
tion, a second one listing the major types
of operational threats, and a third telling
what actions are planned to reduce the
risks. The two informal tables are attached
as working papers.

Signing off for responsibility. The risk as-
sessment is signed by the line manager
who has the responsibility, typically the
person who prepared it. Then it is re-
viewed by the local internal auditor (in
that country). Finally, it goes to senior
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management for approval. They must sign
off for any residual risk.

Contingency planning at Citibank

Citibank’s risk assessment approach ap-
pears to be a good example of the role
central data processing and internal audit
departments may move toward as distrib-
uted systems spread. Following the risk as-
sessment process, data processing should
continue to help users create their contin-
gency plans.

At Citibank, following corporate guide-
lines, each manager produces a chart
showing what he plans to do if his opera-
tion is shut down for a day, a week, or a
longer term. Despite all preventive mea-
sures, threats do materialize, and they
must be planned for as much as possible.
Citibank tries to plan for all appropriate
categories of such exposure. Greenlee even
recommends including emergency person-
nel measures, to help the organization’s
employees and their families recover from
disasters.

Contingency planning should not ignore
the threat of theft. There can be many
types of impact from theft, not just mone-
tary loss. For instance, the theft of some
kinds of private or proprietary data could
be damaging to an organization’s reputa-
tion or customer relations. The loss of
trade secret data could threaten a compet-
itive position. Altering or destroying both
the master files and their backup copies
might even bankrupt a company; it can be
much more difficult to replace data than
to replace the computing equipment.

Also, just replacing hardware and soft-
ware can be difficult, especially in foreign
operations. This is a problem that is aggra-
vated in distributed systems, since distrib-
uted configurations may become highly in-
dividualized. Replacing equipment can in-
volve several suppliers and, in foreign
countries, long delivery times.

Such losses are precisely the kinds that
most concern Greenlee. Loss of time while .
you wait for replacements or seek alter-
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nate ways to keep operations going means
inability to serve customers. Damage to
reputation or entanglement of managers in
legal proceedings can also impair the orga-
nization’s ability to function. The solution
to all such losses, of course, is the kind of
contingency planning that leaves a man-
ager a way out when disaster strikes. Not
only is recoverability crucial, but it must
also be as smooth, fast, and efficient as
possible. Therefore, Citibank requires
managers at all levels to have contingency
plans. The plans are based on the signed-
off risk assessment. And they are reviewed
regularly for completeness, suitability, and
accuracy. The auditors rate the plans—and
the managers’ salary increases and promo-
tions depend on them. The central audit
support group also guides the preparation
of contingency plans and their mainte-
nance.

Possible counter-measures

In thinking about risk assessment in dis-
tributed systems, what kinds of counter-
measures appear appropriate? And what
types of guidance should the data process-
ing department give to user management
in this area? We will suggest two subjects
that we think users will need help with.
These are, of course, only two of many
possible areas for which data processing
can develop standards, technical evalua-
tions, and ‘good practices’ guidelines.

First, we suggest that data processing
provide users with technical evaluations.
We will discuss one shortly: evaluations of
security features of new systems being con-
sidered by users. User management really
is not technically equipped to evaluate
such offerings. So we suggest that data
processing perform this function.

Second, we suggest that the data
processing department draw up some
‘good practices’ guidelines for computers
operating in office settings. The one we
will discuss is controlling physical access.

Evaluations of security features of new
systems. It would be desirable for data
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processing departments to study hardware
offerings and explain the security features
(or lack thereof) to users. To find out just
what types of security features will typi-
cally be available in hardware for distrib-
uted systems, we looked at the IBM 8100.
This is what we found.

IBM announced its 8100 system in Octo-
ber 1978. It is IBM’s entry into the distrib-
uted system market. The 8100 can be used
as a stand-alone departmental computer or
as a node in a distributed network, with a
System 370 as the central host processor.

The 8100 system can be coupled with
three security products announced in De-
cember 1977: the 3845 and 3846 data en-
cryption devices, and the cryptographic
sub-system. The 3845 is a table-top data
encryption device designed to be con-
nected between a modem and a computer
terminal. The 3846 is a similar device for
use in the data center. This pair of devices
comes with a hand-held key pad with
which users can enter and change stored
encryption keys. If someone tries to unlock
the unit’s protection switch, the stored key
is automatically erased.

The cryptographic sub-system is for use
in a distributed system that uses IBM’s sys-
tem network architecture (sna). It enci-
phers and deciphers data and produces,
manages, enciphers, and deciphers encryp-
tion keys. It can be used to encrypt infor-
mation moving over communication links
or stored on tapes or disks. The sub-system
provides data encryption capabilities at
the terminals as well as at the central
processor.

All three products use the Data Encryp-
tion Standard algorithm that has been
adopted as a U.S. federal standard; see our
December 1978 issue.

These encryption products, that can be
installed in an 8100 system, are its most
touted security features. In addition, the
8100 has key locks on both its processors
and terminals. These are physical locks, to
which authorized operators are furnished
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keys. The equipment must be unlocked to
be operational.

Internally, the system contains a control
program that allows only specified person-
nel to make changes to the operating sys-
tem. And it has logical address isolation,
which prevents one user from gaining ac-
cess to another user’s storage and work
areas. These are the basic security features
of the 8100. When it is connected to a
network controlled by a System 370, other
protection features are made available to
it.

Data processing can evaluate such se-
curity features for users, in terms of the
threats they are designed to guard against.
Such evaluations can be particularly help-
ful if they point out where security fea-
tures are either weak or lacking.

Guidelines for controlling physical access.
After users examine the built-in hardware
and software security features as one part
of their risk analysis, they will find that
most security problems remain human
problems—for which technical counter-
measures are only part of the answer. So
user department managers will also need
to take into account the physical security
of their computer installations.

Following are some suggested guidelines
(taken from one of our other publications)
for improving physical security, in the lan-
guage and depth that might be appropri-
ate for user department managers.

One counter-measure is preventing un-
authorized physical access to the com-
puter both during and after normal work-
ing hours. Unauthorized access can result
in computer equipment being stolen or
damaged, data being examined, changed,
or stolen, etc.

During working hours, access control is
relatively simple in small organizations,
but more difficult in larger ones. In a very
small organization, every employee knows
the other employees, so it is a simple task
to know who is authorized to use the com-
puter. Unauthorized access in this time pe-
riod is rarely a problem. However, in
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larger organizations, it is much harder to
tell just who is authorized to use the com-
puter. Such organizations may need some
form of physical access control.

Some methods which restrict access in-
clude: (1) locking the computer room and
having a receptionist at the entrance, (2)
using badges and color codes on badges to
indicate authorization, or (3) using signed
passes for entering the room and particu-
larly for taking things in and out of the
room.

After working hours, the normal precau-
tions apply, of course—using dead bolt
(rather than spring loaded) locks, making
sure that all doors and windows are
locked, having adequate night lights, and
hiring a security service that checks to see
that the facility is secure at night and on
weekends and holidays.

Even the smaller equipment prevalent
in today’s distributed processing systems is
valuable. A small computer can be easily
and quickly removed by a burglar—so the
manager might consider using a security
consultant to check his safeguards. This
consultant might recommend the use of a
burglar alarm, plus bolting equipment to
the desk, table, or floor, to make removal
more difficult.

The procedures used by the janitorial
service should also be checked. When jani-
tors enter a building at night to clean it,
they often unlock numerous doors, making
it easy for an intruder to enter. It may take
less than a minute for the intruder to do
mischief.

It is also very good practice to ‘lower
the visibility’ of the computer equipment.
Putting it near windows or publicizing its
existence, for instance, are poor practices.

Key control is a serious matter as well.
Too many keys may mean that too many
people have access. And what happens to
keys at night? Does a secretary simply put
them into a desk?

Of course, we have only scratched the
surface on the subject of physical security.
Physical security involves many factors
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other than access control, such as protec-
tion from fire and water damage. This
brief discussion of controlling physical ac-
cess is the type of guideline we think data
processing departments should create for
their users. It is not technically confusing,
and it concentrates on the major types of
threats. But it can get managers thinking
about the problems, and the counter-mea-
sures that need to be considered.

Conclusion

In the distributed systems environment,
put yourself in the place of user depart-
ment management. All of a sudden you
have inherited a major security problem
when you installed your own computer.
But you probably are not very familiar
with evaluating those new threats and
risks. You are willing to do your share, but
you look to the data processing and inter-
nal audit departments for help and guid-
ance.

The responsibility for risk assessment
needs to be distributed. That approach is

what we have discussed in this report. It
looks promising.
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