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7 /31/8'0 Jl.I 1, · l 0 J..2.. ·· t i c o i I~ Changes or MARK J. Re ease 

2-1 Added Security Level bit. 

2-4 Updated Syntax. 

2-5 Added "SL" option to Semantics. 

Updated Restrictions discription. 

2-9 Added "SL" to ADD syntax and semantics. 

-11 Added "SL" to CHANGE syntax and semantics. 

-1 Replaced "DUMP TO PAYROLL=/=" with "COPY=/= TO PAYROLL". 

-2 Updated "PUBLIC FILES". 

Updated "READ-ONLY FILES". 

-6 Added "SECURITY LEVELS". 
-1 Deleted "PTN" and "PIO" from ODT command. 
-2 Deleted "PIN or PROTECTION" and 11PIO OR PROTECT.ID" 

from file attributes. 

for MARK 10. 0 Release 

2-1 1Jpda ted "TYPES and LEUGTHS 11 or .. ·ields. 

2-2 Updated "NO. I+" Syntax Diagram Convencious. 

2-3 Added "IDENTIFIER" term. 

2-4 Updated "SYNTAX". 

2-6 Updated "SEMANTICS". 

2-7 Added new example of Line Printer Output, 

2-8 Added "'1<ANY" and "'l'~NONE" notes. 

2-11 Updated "ADD" syntax and semantics. 

2-13 Updated "Cfl..ANGE" syntax and. semantics. 

2-16 Updated "CREATE 11 semantics. 

Added "DISPLAY" syntax and semantics. 

2-22 Updated "LIST" syntax and examples, 

"THE INFORMATION CONT.AINED IN THIS DOCUMENT IS CONFl.DENTIAL AND PROPRIETARY TO Bl,JRROUGHS 

CORPORATION ANO IS NOT TO BE DISCLOSED TO ANYONE OU.TS1DE OF BURROUGHS CORPOll!ATION WITHOUT ~'A 
THE PRIOR WRITTEN RELEASE FROM THE PATENT DIV!$10N OF BURROUGHS CORPORATION" , 
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G Changes for MARK 10.0 Release cont. 

2-25 Updated "ODT MESSATES'i by deleting number 21 and 
removing all the nu~hers before the statements • 
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2-1 

2-5 

3-2 

3-3 

Updated private access rights sentence. 
Changed Security bit to Public bit. 
Added Override bit. 
Deleted *PRIV paragraph. 
Updated SPO message sentence. 
Updated key words PROTECTION sentence. 
Updated US PAYROLL/ACCT header example. 
Added SECURITYTYPE and SECURITYUSE to file equation. 
Updated file equation explanation. 
Added SEC and SUS to file header. 

3-4 Deleted "filename" and replaced with "mul tifile-id" 
to a secure file sentence. 

Deleted "file-identifier" and replaced with 
"multifile-id" to asterisk precedes sentence. 

3-8· Added RB and RF to SPO COMMANDS. 
Updated USER PAYROLL/ACCT RB =/= syntax explanation. 

3-11 Changed "password" to "usercode" in remote users 
sentence. 

4-1 Added SEC and SUS to SPO command. 
4-2 Added SEC or SECURITYTYPE and SUS or SECURITYUSE 

to the FPB fields. 
Changes for MARK VIII.O Release 

for MARK 9.0 Release 

Replaced SPO with ODT throughout. 
2-4 Updated syntax. 
2-5 Added *NONPRIV and PRIVATE to options and attributes. 

Added US Y to E;x:ample. 
Replaced *PRIV with Security. 
Replaced PUBLIC with SECURITY. 

2-6 Replaced *SYS PACK with *SYS DISK. 
Updated *PRIVILEGED USER*. 

2-8 Deleted CREATE throughout C<IllMAND RESTRICTIONS section. 
Added sentence dealing with CREATE. 

2•9 Updated syntax. 
Added PRIVATE and *NONfRIV to . options and attributes. 

2-10 Updated No.te • 
Added US""BERTHA to Ex.ample. 

2-11 Updated syntax. 
Added PRIVATE, :'lfPRIV, and *NONPRIV to options and 

attributes • 
2~12 Added CHA BERTHA/= to Example. 
2-23 Added 26 and 27 to OUTPUT SPO ERROR MESSAGES. 
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SYNIAX DIAGRAM CONVENTIONS 
DEFINITION OF TERMS ••••••••••••••••• 
USERCODE ATTRIBUTES 

REST RIC TI ON-S 
LIN£ PRINTER OUTPUT 
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CONSOLE KEYBOARD EXECUTION 
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AUTOMATIC FEATURES 
lNFOR"ATIONAL MESSAGES 

PROGRAM TERMINATION 
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DEBUG 
DELETE 
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LIST 
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CONTROL or I/O 
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ACCESS~ PRIV VS. NON-PRIV 
LDC~: PRIY VS. NON-PRIV 

• • . . - . • • • . . . 
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PREFIXED OOT COMMANDS 
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81800/51100 syste•s support a file-security mechanism which 
protects disk files against accidental or deliberate •isuse. A 
secure file, for exa•ple, cannot be removed, changed, or refer­
enced in any ~ay by an unauthorized user. This document provides 
a basic introduction to the currel'lt file security mechanism 
provi~~d by the 8180~/81700 HCP. 

file security is based, essentially, on one aspect of file-naming 
convertions that have existed since the inception of 81700 disk 
files: the ccncept of the multifile-identifier. If the •ulti­
file-identi fer is enclosed in parent~eses, e.g •• CPAYROLL)/<file­
name>• and· designated as a PRIVATE fite in th~ Disk File Header 
<DFH), the file is a secured file. A large portion of this 
docu•ent, then, is devoted to explaining the proper conditions 
under which fHe names with secure u1ltifile-id's can be accessed 
and cre.ated. · 

Disk file security is an option~l feature as far as the 
81800/81100 operating syste~ is concerned. However, once the 
syste• is invcked• there are well-defined rules for its use. It 
should be noted• also. that file sec~rity is not limited to 
datacc•• activity but applies to beth batch and remote modes of 
operation. even though its greatest 2pplicaticn is in the. area of 
datacamm operations. 

This document provides a full discussion of both batch and remote 
applications of file security. It describes the structure of 
disk files created under file security and explains how to 
operate programs that access secure files. 

Disk file security is maintained through control of the multi fi­
le-id since secure files may only be created with names of: 
C<multifile-id>l/<file-name>. When a new secure file is created• 
the 1ultifile-id given to the operating system is taken from the 
usercode field in the CSYSTEMl/USERCCDE file. In the context of. 
file creation• the multi file-id and the usercode are functionally 
the same. 

Secure files are also controlled through specification of a 
pack-id that is associated with evEry usercode/password. If a 
u~er pack-id is blank, files are created, by default, on the 
system disk. One practical implicstion of this system is that 
the operating system cannot locate any secure disk file without 
going to the CSYSTEHlJUSERCODE file. If the system usercode file 
is not present~ secure files cannot be located or processed by 
the cperating system, even though they are actually resident on 
disk. 
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When accessing <reading> a secure file, the operating system goes 
to the system usercode file for the location of the file 
Cpack•id> and checks the Disk file ~eader CDFH> for access rights 
<PRIVATE or PUBLIC>. If the file is found and the access rights 
are PtBLIC. then any user can access the file. If the rights are 
PRIVAlE• it can be accessed only by a privileged user or by a 
program running under the same usercode. Access rights defined 
in the usercode file are used whe~ creating a new file. When 
accessing an old file. security is taken from the header. 

81800181700 HCP II 
8180C/81700 Software Operational Gui~e 
81800181100 HOST/RJE 

Number 

P.S. 2212 5426 
1068731 

P.S. 2212 0126 
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The file-securitr system is initiatec by creating a system user­
code file through SYSTEM/HAKEUSER. Input to SYSTEM/~AKEUSER. 
consists• basically• of usercode/password pairs in a format which 
is defined in the USERCODE ATTRIBUTES section below. The program 
creates a usercode file, called CSYSTE">IUSERCOOE, which contains 
a list of valid usercode/passwcrd pairs. Any batch program or 
remote u~er which atte•pts to create a secure file with a •ulti­
file-id <i.e., usercode> that is not in this file or not his own 
will te denied the cppo~tunity to do sc by the HCP. 

A~cess to usercode-related files is also controlled through the 
use, cf PUBLIC and PRIVATE attributes that are stored as part of 
the disk file ~eader. Public files are able to be accessed by 
any users, but private files are a~ailable cnly to their owners 
or privileged users. Usercodes can be defined as PRIVILEGED in 
~he CSYSTEM>l~SERCODE file if users wish to allow certain user­
codes to access Creadl Private files and write the• back to disk. 

SYSTEM/MA~EUSER is a nor•al-state utility program used to create, 
access, or acdify CSYSTEMl/USERCOOE, the syste• usercode file of 
allowable usercode and password comtirations. Variable fields 
are ter•ed "usercode password entry attributes" and define the 
characteristics of the individual entties C•aximum nu•ber = 
1023). lhe declared types and lengths of these fields are: 

Userccde 
Password 
Pack-id 
Charge number 
User priority 
Privileged l:Jit 
Security 
Override 
Security level 
Haxi•um TimeCHinutesl 
BNA Hostna•e 

10 characters 
10 characters 
10 characters 
2lt bits 
4 bits 
l bit 
1 bit 
1 bit 
2 bits 
16 bits 
17 characters 

Syntax diagrams display the required format for usercode attrib­
utes and input commands, and the rules of such diagrams are: 

1. Any path traced along the. fortiard direction of the 
arrows will produce valid syntax. 

z. Any bridge over a digit •ay 
nu•ber of times specified by 
is followed by an "*"• then 
at least one ti•e· 

be traversed the maiimum 
a digit. If the digit 

the path must be crossed 
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= HAY be traversed only once. 

= HUST be traversed once. 

3. Upper-case letters in the syntax diagra1s indicate 
keywords ~hich are Literally in the co••ands. Minimum 
abbreviations are indicated by underscoring. 

4. Erd-cf-statement is indicated by: 

---------->•-
Cc••ents after the final operand 1ay be preceded by a 
•2•. 

5. Lower-case letters. words• and ~hrases are syntactic 
variables. which represent infor•ation to be supplied 
by the user. CSee DEFINITION OF TERMS -below.) 

The following section defines the syntactic variables NAME• 
INTEGER, USERCODE SPECIFIER and INP~T FILE NAME• IDENTIFIER• as 
well as the d~li•iters used in the cc1•and syrtax dia9rams. 

Na•e= 

Integer: 

Deli1iters: 

Fa•ily: 

Null String: 

a string of up tc 10 alphanumeric charac­
ters. excludirg blanks and delimiters. A 
name may be a ~ull string, which is defined 
as two adjacent Quote sigr.s (•"). 

a string of only numeric characters. 

the following special characters: blanks 
<"">• equal sign C=>• and slash (/). 

a group of usercode/password combinations 
that all have the same usercode. 

two adiacent ouote marks {""). 
not allowed between them. 

Space is 

Usercode Specifier~ consists of a character string of up to 
eight characters for a usercode and sepa­
rated fro• the pass~ord1 which may contain 
ten characters, by a slash C/). The first 
name is the usercode• ·and the second name 
is the passwcrd. An optional form is 
available usin~ the character "=" as the 
password. This indicates all usercqdes of 
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the first na1e. The null string is allowed 
as the passwcrc nare• and results in a 
password of blanks. 

consists of a character string of up to ten 
characters. ' bla~k password may be spec­
ified as a null string ("">• 

Examples: 

a. CJOE)/PASSWORDl 
b. JOE/PASSWOR02 
c. JOE/:i: 
d. JOE/"" 

consists of up to three ~haracter strings, 
of up to ten c~aracters each• separat~d by 
the character •1•, to form a standard MCP­
recognizable f ite name. Note that the "=" 
for• and the null string are not allowed in 
filenames. 

Examples: 

a. HYFILE 
b. USERC-00£/MYFILE 
c. HY.PACK/USERCODE/KYFILE 

denotes, by integer, the highest priority 
at which a batch job can be run. This 
prevents a user at a re•ote terminal from 
running a job at a higher priority• for 
ex~mpte• than a retwork controller. 

A string of up to 17 characters for use as 
BNA hostna1e. · Lower case will be trans­
lated to upper case and underscore will be 
translated to ~ minus sign. 
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Input to SYSTEM/HAKfUS£R reQuires thE syntax: 

<keyword> = <attribute> 

where <keyword> is one of the valid keywords listed below, the 
eQuals sign is option~l, and <attribute> is a character string or 
integer which ~oes not exceed the length specified for the 
attributes. The keyword options US and PW are required, and all 
others are optional. The null strir.9 (•") is valid for password 
CPW> and pack-identifier CPACK=l. 

If a~ option that reQuires an <attribute> is used• it must be 
followed ~Y input. 

Syntax: 

l<------------------------------------------------1 
1 

>------------/!•\------ US ---------~ <name> -------------------># 
I 
I 

• 
1-- = -->I 

--/1•\------ PW 

1-- = -->J 

--/1\------- PACK 

--/1\------- CHG 

1-- = -->I 

I I 
1-- = -->I 

<name> 

<na111e> 

1 
I 
I 

--->1 
I 
1 

---> 

<integer> -

--/1\------- PRI------------ <integer> -
I I 
t-- = -->I 

--/1\------- SL <integer> -

1-- = -->1 

1--/l\------- •PRIV --------------~----->I 
I 
I 
I 

I 
I·- •NONPRIV --1 

J-·/1\----~-- PUBLIC -·------~-----·---->I 
I 
I 

I I 
a-- PRIVATE ---1 

I 
I 
I 
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I \ 

MAXTIME 
_,.. ____ .. __ _ 

<integer> -1 
I 
I 

l 
.!·· 

I 1-- = -->I 
I ' 1-- HOSTNAME ------------ <iaentifier> -•I 

I I 
1- = -->I 

I 
1---· *ANY ----1 

I 
1---- •NONE ---1 
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Semantics: 

The keyword options and their associ~ted default attributes are 
as follows: 

Gp ti on 

I.; s 
PW 
PACK 
CHG 
PRI 
•PRIV 
•NONPRIV 
PUBLIC 
PRIVATE 
SL 
P-!AXTIME 
HOSTNAME 

Attribute 

User code 
Password 
Pack specificaticn 
Charge number 
limiting user jct prjority 
Privileged indicator 
Nonprivileged incicator 
Security 
Security 
Security level 

Default 

None 
None 
System 
0 
7 

disk 

Not privileged 
Not privileged 
PHI\'ATE 
PRIVATE 
0 

Default maximum execution time 0 <infinite> 
B~A hostname *NONE 

Examples: 

US=NEWUS PW=NEWPW CHG=6666 PRI 4 PACK NEWPACK •PRIV 
C~G=lOOO PRI=7 US=NEWUSl PW=NE~P~SSl 
US=NEWUS PW="" PACK=NEWPACK Sl=l 
US USERCOOE PW PASSWORD PUBLIC 
U~ Y P~ BCUZ •NONPRIV PRIVATE 
US NEW PW LIMIT MAXTIME = 4 % this is a comment 
US HN PW ~NY HOST *ANY 

The restrictions for PACK and 
SYSTE~/HAKEUSER since the HCP uses 

Security belcw are enforced by 
t~e ftfINC FIRST• communicate. 

PACK: 

SECURITY: 

indicates default pack. All usercodes which belong 
tc the same family 1ust default to the same pack, 
i.e., system or user pack. 

all usercodes which belorg to the same family must 
have the same securityr i.e. PUBLIC or PRIVATE. 

The line printer output from the list command is formatted as 
follows: 
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£1 
0 0 0 

"SY~TEM/HAY.lUS£H• Hll IAS1 llAl<l\K.O (COHrlll DAIEITJM[ ~ HCNCAY 17 NOV l9eO/l5:l8) 

"'i n c:O 
>0~ 

SYSTEM USERCUDE flLE AT HOST ~ ":.1.AVl5" RUN DATE = JULSOAY 02 D.ECEHiJER 1980 1H07:~9.9 z 3: ~ 
-4 "'ti :a -------- ---- > c:o 

Orf AUL 1 Cll'-Rl:f' Off MAX SFCUHIJY MAXHME 
_,... 

l%i,.,, m 
IND[lC 1.SfRCOU£ PAS Slillllt OVfldilDL l'ACK NUMHE R r l<I DR I JY TYPE llVH "•tlllV" HDSTNAMC MINUTES • ::0 :r: 

::0 VI 
0139 <ACT> CANOE 0 •SYS DISK• ilOOOOilO 12 PUBlIC c •PRIVILEGED USER• •NONE 00000 CD UI 
001'i UCTli> cu.cc 0 u 0000000 12 PUBLIC 0 •PRIVILEGED USER• •NONE 00000 > -<n 
0287 CALF URO) B 0 SHCP 0000000 12 PUBLIC c •PRIVILEGED USER• •NOffE 00000 ::0 VI 0 
0830 CAN ALY 10) l'CP 0 SHCP 000()0!)0 12 PUBLIC 0 •PRIVILEGED USER• •NONE 00000 > -4 :t 
006"i CANAL Yll) HCP c SHCP ()')00000 12 PUBLIC c •PRIVILEGED USER• •NONE 00000 l"l'I -0 

1023 CANS17' > 8P c AllSH4 0000000 12 PUBLIC 0 •PRIVILfGED USEP• •NONE 00000 -0 "% 0 

0208 <ANSl74> COl'OL 0 ANSI74 0001)000 12 PUBLIC D •PRIVILEGED USER• •NONE 00000 ,... "'~ 
0161 CART> ART 0 UC 001)0000 12 l'UBLIC G •PRIVILEGED USER• •NOHE 00000 > > 
0050 <ARTHUtD LE .GRAt.ll 0 D oooocoo 12 PUBLIC D *PRIVILEGED USER• •NOHE 00000 :z Cl -4 

-4 :c ~ 
0858 UV> ARl 0 x 0001000 12 PUBLIC 0 •PRIVILEGED USER• •NONE 00000 00 
0515 <B> 0 •SYS DISK• 0118dl'88 12 PUBLIC c •PRIVILEGED USEP• •NONE 00000 c:z 
0"86 <DAHllI> Ht ll DC 0001)001) 111 PUBLIC D •PRIVILEGED USER• •NONE 00000 -c 
0634 (DARN) YARD D ONA 1)000000 12 l'RIVATE c •PRIVILEGED USER• •NONE 00000 
0015 <BATES) Al 0 D 0000000 15 PRIVATE c •PRIVILEGED US[R• •~ONE 00000 
0692 CBAU[ffl[) R 0 •SYS DISK• 0000000 12 PUBLIC 0 •PRIVILEGED USER• •NONE 00000 
1003 (flDLCl ODLC 0 •SYS DISK• 001)0000 12 PUBLIC D •PRIVILEGED USER• •NONE 00000 
1022 <30LC> CLEM 0 •SYS DISK* 0000000 12 PUBLIC 0 •PRIVILEGED USER• •NONE 1)0001) 
0712 (8ENl MCP 0 SHCP OllODOJG 12 l'UBLIC 0 •PRIVILEGED USER• •NONE 00000 
0210 <OIGELUIO RICHARD c •SYS DISK• 0000000 12 PUBLIC c •PRIVILEGED USER• •NONE 00000 
1019 '8NA> .AIUitBlC 0 DNA 01)0001)0 12 PUBLIC D •PRIVILEGED USER• •NONE 00000 
1021 <ONA) HYAMS 0 DNA 0000000 12 PUBLIC c •PRIVILEGED USER• •NONE 00000 
1020 <ONA> HUR PHY 0 DNA 0000000 12 PUBLIC c •PRIVILEGED USER• •NONE 00000 
0011 (DNA J YARD I 0 DNA 01)00000 12 PUBLIC t •PRIVILEGED USER• •NONE 00000 
0079 (Bt') BELINDA 0 •SYS DISK• 0000000 12 PUBLIC 0 •PRIVILEGED USER• •NONE 00000 
0022 (9RYANJ SHELLY 0 DATACOHH 0000000 l.Z PUBLIC 0 •PRl-ILEGED USER• •NONE 00000 
0157 <BIJG> suuAD 0 u 0000000 12 PUBLIC c •PRIVILEGED USER• •NONE 00000 
0152 (BURGER) TllH 0 x 0000000 12 PUBLIC c •PRIVILEGED USER• •NONE 00000 
1010. <Bl90Cl 0 D OOOOOilO 12 PUBLIC c •PRIVILEGED USER• •NONE 00000 
101£ <Bl9DC > BA 0 D 0000000 12 PUBLIC c •PRIVILEGED USER• •NONE 00000 
06&1! (86800) 0 •SYS DISK• 1)000000 12 PUBLIC 0 •PRIVILEGED USER• •NONE OODOO co; 

0111 CC) s 0 •SYS DiSK• OOO!JOOO 12 PUBLIC (j •PRIVILEGED USER• •NONE 00000 .... 
OU6 (CACHEXY> OHLINE 0 •SYS DISK• 0000000 12 PUBLIC (j •PRIVILEGED USER• •MONE 00000 o; 

0 
1015 (CANO[) n 0 BNA 0000000 12 PUBLIC c •PRIVILEGED USER• •NONE 00000 0 
0421 CC ANO[) KH 0 BNA 0000000 12 l'UBLiC c •PRIVILEGED USER• •NONE 00000 'n OJ15 <CC> cc 0 x 0!>00000 12 l'U9LIC D •PRIVILEGED USEP• •NON£ 00000 cco 
03.lil (Cf> CHRISIY 0 •SYS DISK• 0000030 12 PUBLIC c •PRIVILEGED USEH• •NONE 00000 ., .... :c 
0647 (CHOY[) RANDY 0 RJC 0000000 12 PUBLIC c •PRIVILEGED USER• •NONE 00000 • ...., \: 
0617 <CHRisrY> PORO 0 •SYS DISK• 00000()0 12 l'UBLIC c •PHIVILEGED USER• •NONE 00000 ""0 > 
OHl <CL> CL 0 x 0000()1)0 12 PUBLIC c •PRIVILEGED USER• •NONE 00000 • oz 
084 l <CLO) CYNDY 0 DAT ACOHH 001)00()!) 12 pueuc ll •PRIVILEGED USER• •NONE 00000 -< 
.0588 <CLH> DHS 0 •SYS DISK• 001)00()0 12 PUBLIC c •PRIVILEGED USER• •NONE 00000 N..,, 

0132 <COO IN> DAPHYL 0 •SYS DISK• 0000000 12 PUBLIC c •PRIVILEGED USER• •NONE 00000 N t-4 n 
.... r- 0 

1014 (COBDL/4 > PHIV c COOOll4 Oi!OOOOO 12 PUBLIC a •PRIVILEGED USER• •NONE 00000 '°,.., z 0024 <CON) CLH c •SYS DISK• 1)()00000 12 PUBLIC c •PRIVILEGED USEH• •NONE 00000 .,, 
0884 (CO"ITROL> PATCH 0 PATCH8.0 0000000 12 l'Uill IC 0 •PRIVILEGED USER• •NONE 00000 o en 1-1 
03J5 (Ct') CP 0 )( 0000000 12 PUBLIC D •PRIVILEGED USER• •NONE 00000 .... ,.,,0 
(1905 CCII IN l KLUN 0 •SYS DISK•· 0()00000 12 PUBLIC 0 •PRIVILEGED USER• •NONE 00000 Ont"'1 
0346 CCS) 0 •SYS DISK• IJOOOOJCI 15 PRIVATf D •PRIVILEGED USER• •NONE 00000 NC: Z 
0509 <CURMY) SHYfli 0 •SYS DISK• IJOO!>OOO 12 PU Ill IC c •PRIVILEGED USEP• •NONE 00000 ~-4 

1013 < C Hill!l PRIV 0 CIJ30L H OJOOOOO 12 PUllllC c •PRIVILEGED USER• •NONE 00000 "" ........ N 

0569 (DA) 11Y 0 ·s~s DI.SK• 00 00 Oll () 12 t'IJDL IC 0 •PRIVIL£GED USEll• •NONE 00000 C') ... J» I 

0503 (DU) nu 0 •:>YS DISK• oooiooo 12 PUBLIC c •l'RIVIllGEO US(R• •NONE 00000 \oo< -<,... "...i 

0Hl6 C.OAll) DCkNA c OH ACOH'4 •lOOJOOil 12 PU!ILIC 0 •PRIVILFGCD US(R• •NONf 00000 
0124 (l}A:IOL J llLN 0 OA;,l'l 000JO'l•1 12 t'UIJUC c •P~IVILltfO US[R• •NON[ 00000 
O~/~ rn I\\'' ., ··-:ot: r ,_ >:; y ·~ ;~ T <" }< • ."': O 'l •• f 11 ~ 1? l'IJl'I l r ( •l'~JTHTf ft rn llSf"P• a-'-!fHff 1\1)<)1'111 
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Notes: 

ov: 

INDEX: 

reoorts that the paik override bit• which is 
automatically set when the default pack is 
not on-tine. has been set on. This bit can 
be reset by the ODT message: US <us>/<pw> 
RV. 

reports the actual number of the entry in 
the table of usercodes maintained by the 
progra11. 

•SYS DISK* is defined as the 
entries createc with 
pack specificaticns. 

<pack-id> for those 
the blank <default> 

•PRIVILEGED USER* is output only for those entries which were 
created with tbe •PRIV cption or chan~ed to 
privileged with the CHANG£ command. 

•ANY 

•NONE 

this usercode/pcssword is valid from any BNA 
host as well as fro• the local host. 

this usercode/~assword is invalid from all 
BNA re1ote hosts. Cit is still valid from 
the local host> 

The program can be executed fro• the operator display terminal 
COOT> or through the card reader. The reQuired usercode/password 
variables can come from cards or cisk or be input individually 
through the ACCEPT mechanis! Csee CO~SOLE KEYBOARD EXECUTION). 

After SYSTEH/"AKEUSER is executed• the program generates an 
ACCEPT message to show that the program is ready to accept input 
co••ards. As commands and entries are entered the program vali~ 
dates them. Illegal parameters are noted through error messages 
that appear on the 001, indicating that the input process should 
be repeated. The nor1al process of CDT execution would involve: 

EX SYSTEM/MAKEUSER 
SYSTEH/HAKEUSER = <job-number> ACCEPT. 
<job-number> AX <command> <cptional comment> 

Com•e~ts may be added to comaand reccrds; they must be preceded by 
a percent sign "%". 
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The system usercode file can be created from a card deck 
preserted to the system in the follo~ing form: 

?EX SYSTEM/MAKEUSER 
?DATA NEW/USER.COOES 

<usercode entries> 
?END; 

fhe file will be automatically creatEd, tiste~, and placed in the 
appropriate na•e table slot. 

If a card file named "NEW/USER.COCES• is present at BOJ or after 
execution of a create command, the program will automatically 
create and list the usercode file. SYSTEM/HAKEUSER.will then go 
to EOJ. No operator. intervention is required under these circum­
stances. 

to "l"1 CEX SYSTEH/HAKEUSER 
a listing of the existing user­

Nc operator intervention is 
legitiaate• r.on-zero value for a 

I.f the progra• switches are set 
SWITC~ = L>1 the program produces 
code file and then goes to EOJ. 
raquired. ~ote that •t" is a 
81800/81700 program switch. 

If the program switches are set to np•, CEX SYSTEM/MAKEUSER 
SWITCH = p), the program produces a card deck of the existing 
userccde file and then goes to EOJ. No operator intervention is 
required. ~cte that •p" is a legitimate• non-zero value for a 
81800181700 prcgram switch. In this way, all current AOOs, 
CHANGEs and DElETEs are captured. 

SYSTE~/HAKEUSER displays informational messages which are self­
explaratory on the h-0st OOT when it arrives at BOJ• adds or 
deletes usercodes,· or lists or punches the CSYSTEHJ/USERCODE 
file• etc. The displays are for the user's information and 
require no direct response. 

SYSTE~/MAKEUSER may be normally terminated by 
com•ard. CSee COMMAND section belo~.) The normal 
then appears on the SPO. 

an ENO or EOJ 
EOJ message 

The syntax, semantics- and exa1ples of the actual ODT 1nput 
commands are contained in the following section. The minimum 
abbre~iations for the com•ands are indicated by the underscored 
portion of each com•and• and the co•cands are presented in alpha-
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The co••ands 1ay be abbreviated with a m1n1mu• of three letters. 
Hore than three letters, up to the tull spelling, may also be 
used if the spelling is correct. For example, PUNCH may be 
abbreviated as PUN and as PUNC, but PUNH is a misspelling and 
would be rejected as a valid com•and even though the first three 
letters do suoply the m1n1•u• atbreviation. Three-letter 
com•a~ds must be entered in full. 

It is strongly reco•mended that all usercode/password changes to 
the C~YSTEHl/tSERCODE file be made when no other jobs are running 
and the usercode file is definitely n~t in use by any program 
runnirg under the file-security 1echcrism. Changes other than 
CHANGE and DELETE may safely be lcdE to the usercode file when 
other Jobs are in the mix. However, failu~e to observe this 
warning •ay result in the Loss of data. 

CHANGE and OELETE should not be used while other programs are 
runnirg because these commands may cause a change to the index of 
.valid usercode/pa~sword c-0mbinatiors that the operating system 
•ust have in order to open or to Lee~ a disk file into the direc­
tory. For this reason CREATE is not allowed when other programs 
are in the mix. The operating system further needs the index to 
correctly point to the usercode whe~ it checks the security of a 
read or a write on a file with a secure multi file id. 

If a user knows for sure that the usercode file is not being 
acc~ssed by the operating system Ce.g.~ there are no programs 
whi~h are running unaer a usercode c~ accessing secure files), 
then file maintenance can safely be performed on the system user­
code file in the form of a CHANGE or DELETE. Further discussion 
of the method of overriding these ~rohibitions are contained in 
the separate discussions of CHA~GE a~d DELETE. 
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>--

1JHl 

5yntax: 

t<------------------------------------------------1 
I 

ACD -----/1•\------ US 
I ------------- <name> --------------~>• 

' I I 1-- = -->I 
I I 
t--/1•\------ PW ------------- <name> --->1 

I 
I 
I 

I 
I 
I 

• ·1-- = ·->I 

1--11\------- PACK ----------- <na•e> --->I 
I 
I 
I 

1 
I -- = -->I · 

I . 
I 

1--/1\------- CHG <integer> -

·-- = -->1 

--/1\------- PRI------~----- <integer> -
I 

1-- = -->I 

--lt\------- SL 
________ ._ __ _ 

<integer> -

1-- = -->I 

--/1\------- •PRIY --------------------> 
I 

1-- *NONPRIY --t 

--/1\------- PUBLIC -------------------> 
I 

t-- PRIVATE ---1 

-------- HAXTIH( ---------- <integer> -> 
I 
1-- = -->I 

I 
1 
I 

---- HOSTNAHE ---------- <identifier> ->I 
I I I 
I- = ->I 1---- •ANY ----t 

Se•antics: 

I 
1---- •NONE ---1 

The IDD cou1and al lows the user to add entries to the 
CSYSTEMl/USERCODE file. The keyword options and their associated 

tz· 
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attritutes are as follows: 

Option 

us 
PW 
PAC~ 
CHG 
PRI 
PUBLIC 
PRIVATE 
•PRIV 
•NONPRIY 
SL 
HAXlIME 
HOSlhAME 

Attribute 

Usercode 
Password 
Peck specification 
Charge number 
Li1iting user job priority 
Security 
Security 
Privileged user 
Ncrprivileged user 
Security level 
Default maxi•um execution 
Bf\11 hostna111e 

Note that the ~S and the PW options ~re required, while the rest 
are cptional. The nassword name er pack specifier may be the 
null string w~ich in~icates a blank ~assword or system disk. 

Exa•ples: 

<job-11u•ber>AX 
<job•nu•ber>AX 
<job-nu•ber>A)( 
< j ob-rru•ber>A>C 
<job-rtu•ber>A)I 
< j ob.-11u•ber>A)( 
<job-number>A>C 

ADD 
ADD 
ADD 
ADD 
ADD 
ADD 
ADD 

US=NEWUS PW NEWPW CHG 
US=NEWUSt PW=N£WP~1 % 
US NEWUS2 PW=•" P~I 1 
US=USA PW PWB PUBLIC 

4444 PRI=S PACK=HYPACK 
SYSfEH OISK IS DEFAULT 
PACK~"· % SYSTEM DISK 

US = USERCODE P~ = Bill % DEFAULT IS PRIVATE 
US=BERTHA PW=BIG •NONPRIV PRIVATE 
US REMOTE PW ONA tiOSTNAHE •ANY % 

<job-nu•~er>A) ADD US REMOTE PW ANY HOSTNAHE ANY 

"•ANY" means all 
Remote BNA hosts. 

% "ANY" is the actual 
na•e of the remote 
BNA host 

<job-l'lumber>A) ADO US STUDENT PW 3 M.-JClIHE = 3 % 11aximu111 execution time 
3 •inutes 

-- : ... ·: 
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Syntax: 

>-- C~ANGE ----- <usercode specifier> ---- TO ---------------->> 

ac~-------------------------------------------------1 
I I 

>>----------- PW ------------- <ra•e> -~---------------------># I 1-- = -->I I 
I I 

1--11,-- PACK --------------- <name> -------->I 
I 1-- = -->I I 
I I 
1--11\-- CHG ---------------- <integer> ----->J 
I 1-- = -->I I 
I I 

1--/t\-- PRI ---------------- <integer> ----->• 
I 1-- = -->I 
I 

1--/l\-- SL ----------------- <integer> ----->I 
I I·- = -->I I 
I I 

1--11\-- PUatIC -----------------------------> 
1 I I 
I 1-- PRIVATE ---->I 
I 

1--/1\-- *PRIV -------------~----------------> 
I I I 
I 1-- •NONPRIV -·->I 
t , ________ ., _____ __ 

I 
I 
I 

HAXTIHE <integer>-> 
I I 
1-- = -->I 

1 
·--------- HOSTNAHE ----------.<identifier> ->I 

I I I 
I-= ->I 1---- •ANY ----1 

Semantics: 

I 
1---- *NONE ---1. 

The CfiANGE command allows the user to change the attributes of an 
entry or entries i" the 
attritutes indicated by the 
The ~eyword options and 
follows: 

CSYSTEHl/USERCODE file. Only those 
options shewn above can be changed. 
their associated attributes are as 

.• _ ... ,,. rieee· ' 
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PW 
PACK 
CHG 
PRI 
PUBLIC 
PRIVATE 
•PRIV 
•NONPRIV 
SL 
t'AXTIME 
HOSTNAHE 
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Attribute -----·----
Password 
Pack specification 
Charge number 
li1iting user job priority 
Fite accessing rights 
file accessing rights 
Privileged user 
No~privileged user 
Security le\lel 
Default maximum excution 
Btu hostna11e 

The CHANGE com•and •ini•um abbreviation is CHA. The usercode 
specifier. the literal To, and one of the options are reQuired. 

Exa•i::les: 

<job•nu•ber>AX CHANGE JOE/PASSWORD! TO PN=NEWPASS CHG=5555 PRl=7 
<job·nu•ber>AX CHA JOE/= TO CHG=3333 PR1=5 PACK=NEWPACK 
<job·nu•ber>AX CHA JOE/NEWPASS TO CHG=44444 
<job-number>AX CHA JOE/•• TO PRI=7 CHG=9999 
<job·nu•ber>AX CHA USERCODE/= TO PUBLIC 
<job·nuaber>AX CHA BERTHA/= TO PRIVATE •PRIV 
<job•nu•ber>AX CHANGE OLD/USER TO HOST=NEW~OST 
<job·n~•ber>AX CHANGE STUOENT/1 TO ~AXTIHE=3 % execution timeCminutes> 
<job·nu•ber>AX CHANGE CLASS/= TO HOST~AHE •NONE% all usercodes in this 

% group are now denied 
% e~ecution from all 
% remote BNA hosts. 

WARNl~G: CHA~GE should not be used while other programs are 
running. 
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>-- ·cREAlE --------~---~------~---·-···-----------------------~->I 
1-----><inout file 
I 
I 

' 

ria•e>----------------->I 
I I 
1--> DISK ------>1 

I 

·----- .. ----------------~-------------->• 
Se•antics: 

The CREAlE co11and allows the user tc create a new CSYSTEH1/USER­
CODE file. The user is allowed to specify the input file na•e• 
which is assu•ed to be a card file unless the keyword DISK is 
presert in which case the specified disk is searched for the 
file. If no options are present a card file na •ed CARD is 
assuaed. The for1at of the in~ut file records is specified in 
the subsection USERCODE ATTRIBUTES. 

Examples: 

<job-nu•ber>AX CRE HYCARDS 
<job-nu•ber>AX CRE MYDISK/CARDfllE DISK 
<job-number>AX CREATE HYPACK/MYOlSK/CARDflLE DISK 
<job•nu•ber>AX CREATE "" %CREATES DEFAULT USERCOO£ FILE 

If users wish to create the usercode file through entries fro• 
the CDT· alone~ the for•at CREAlE "" can be used. CREATE •• 
produces a default usercode file that contains one entry Ca 
privileged user). further entries are then ADDed to the 
CSYSTEHl/USERCODE f fle• one by one. 
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Syntax: 

>·- DEBUG ---------------------------------~----~----~---------->I --- 1-----------------> ON -···------------------>I 
I 

·-----------------> -Off --------~------------>• 
Semantics: 

GN activates printing -0f debug out~ut on the printer. OFF 
disables the printing. The default cf this cc•mand is DEBUG Off, 
atid a DEBUG without para•eters inverts the last value. 

If neither ON or Off is specified, the value 
attritute will be inverted Ci.e., if it was Off, 
or vice versa). Duplicate entries •ill reset the 
same value Ci.e., no change}. 

Exa1ple: 

<job-number>AX DEBUG ON 
<job-nu•ber>AX DEB 

of the DEBUG 
it will be ONi 
option to the 
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>-- DELETE ----·-----> usercode specifier --------------------->• 

Semantics: 

The t EL E TE co 11 •and a U ow s the u s er to de let e ex i s t i n g en tr i es i n 
the C~YSJEH>l~SERCODE file. The "=" option of the user~ode spec­
ifier allows the deletion of a group of usercodes of the same 
name~ and the null string indicates a password of blanks. 

Exa•ples: 

<job-nu•ber>AX DELETE USERl/PASSl 
<job-nu•ber>AX DEL USER2/= 
<job-nu•ber>AX DELE USER3/PASS3 
<job-number>AX DEL USER4/"" 

kARNING: DELETE should not be ~sed while other progra•s are 
running. 
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>-- DISPLAY ---~-----------------~~-----------------~---~-~-----------> 
I I 
1-- <us specifier> ----1 

I 

1-- LINKS -------------1 
I I 
I·- SORTED --1 

>----------~--------------------~------------------------------------->• I 
I•• •PRIV -----1 

. I I 
I•• •NONPRIY ·-I 

I 
1-- HOSTNA~E -~----·---<identifier> --1 

I I I I 
I- = ->I 1---- •ANY ----1 

I 
1---- •NONE ---1 

The DISPLAY co•mand allows the user to display the existing 
CSYSTEHl/USERCODE file on the ODT <or Re•ote OOT if program 
Switch O = 101. The default• no options set• is to display the 
entire file. If a usercode specifier is present only that user­
code or usercodes ar~ displayed. The •PRIV option allows the 
displaying of only privileged usercoces. 

<job-~u•ber>AX DISPLAY HARRY/= •NONP~IV % Display on 001 those usercode/ 
% pass~ord pairs of HARRY which 
% are nonprivileged. 

<job-nu,ber>AX DISPLAY •PRIV HOST _*A~Y % Display only those entries 
% which are privileged and 
% whic_h are valid from any 
% re11ote host. 

<job-number>AX DISPLAY ~This will cisplay the entire usercode file. 
2 If it fs desired to interrupt this Cor any 
% display) befcre i~s nor~at ~ompiet~on then 
% merely enter the riext com•and. 
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>·- END -•----------------------------------~-------------·----~># 

Se•antics: 

The E~D command allows the user to terminate the program. 

Example: 

<job-number>AX END % THIS IS THE SAME AS "EOJ" 
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>·- ECJ -------------------------------------------------------->• 
Se•antics: 

Jhe ECJ co••and allows the user to terminate the program. <See 
also END.> 

Exa•pte: 

<job-nu•ber>AX EOJ Z ALTERNATIVE TO •END" 
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11..SJ 

Syntax: 

>-- LIST -----------------------------------------------~-------> 
1---- <us specifier> ----->I 

I 
1---- LINKS ---------------1 

I I 
1-- SORlED ----1 

>-------------------------------~-------------------------------># 
I 

1-- •PRIV -----1 
I 

1-- *NONPRIV --1 

1-- HOSTNAHE ---------- <identifier> --1 

Semantics: 

I 
I• =->I 1---- •ANY ----1 

' 1---- •NONE ---1 

The LIST command allows the user to list the existing 
CSYSTEH>JUSERCODE fil~ on the line printer. The default, no 
optio~s set, is to list the entire file. If a usercode specifier 
is present only that usercode or usercodes are listed. The •PRIV 
opticr allows the listing of only privileged usercodes. 

Exa11ples: 

<job-number>A, LIST 
<job-nu•ber>A~ LIST JOE/JOESPASS 
<job-number>A~ LIS JOE/= 
<job-number>A) LIS JOE/"" 
<job-nusber>AX LIS *PRIV 

<job-r.umber>AX LIST HOSTNAME HUB % lists only entries which are 
% valid from the remote host 
% called "HUB•. 

<job-number>A) LIST REX/= HOST SA1 % list only those entries of REX 
% which are valid from the remote 
% host "SA!•. 

<job-number>AX LIST HOSTNAME •NONE % list only those entries for 
% which alt remote access is 
% invalid. 

<job-number>AX LIST :aNONPRIV HOSTNAHE USER3 % list only those entries 
% .which are NON PRIVILEGED 
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. h ""'"'". 

% and which are valid for 
% remote BNA host "USER3". 
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>-• P~NCH ~--··-··•·-----·----~-----------------------~~~------->I 
I I 
1------- <usercode spe~ifier> ------->I 
I ' I 
1-~------ •PRIV ------·--~---------~->I 

5e•antics: 

A copy -Of the current usercode file• including all additions• 
changes or deletions since the last creation, will be punched and 
interpreted in a format suitable for an automatic CREATE. It is 
l9belled •NEWl~SER.CODES". CSee PROERAH EXECUTION.) 

If a usercode specifier is present• only that usercode or family 
of usercodes are punched. The •PRJV option allows the punching 
of only privileged usercodes. 

Exa•ples: 

<job-nu•ber>AX PUNCH 
<job-nu•ber>AX PU~C JOE/JOESPASS 
<job·number>AX PUN JOE/= 
<job-number>AX P~N JOE/"" 
<job·number>AX P~N •PRIV 
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When an error is discovered on an input iecord or in an ACCEPT 
message• the following diagnostic error messages will be 
displayed on the OCT: 

· •LNKNOWN COMMAND "<command>" • T~Y ONE Of "CHANGE• ADO• DELETE• 
CREATE• LIST• DEBUG• PUNCH• COPY• END• OR EOJ." 

•COMMANDS ~UST BE FROM 3 TO 6 C~IRACTERS IN LENGTH." 

·LNRECOGNIZED COMMAND/KEYWORD" <input command> "OR TOO MANY 
PARAH£TERS fOR T~IS COMMAND.• 

"FARAMETE~ REQUIRED AND NOT FOU~D FOLLOWING <input parameter>." 

"flEQUIRED PARAMETERS WERE OMITTED FOR THIS COMMAND." 

·~UMBER FIELD FOR "CHARGE NUMBER• Cor "PRIORITY"] TOO LARGE." 

··csYSTEH)/USERCODE" FILE NOl ON CISK• COMMAND IGNORED." 

••csYSTEHl/USERCOOE· FILE LOCKED, CO~HAND IGNORED." 

·~AXIMUH FILE SIZE OF 1024 ENTRIES EXCEEDED, COMMAND TERMINATED." 

•INVALID USERCOOE "<usercode>" E~TRY DISCARDED." 

"DIFFERENT PACK NAME FOR SAME USERCODE" 
<usercode> "ENTRY" DISCARDED." 

"FILE NAME MUST BE SPECIFIED WIT~ "DISK" OPTION• COMMAND IGNORED." 

"PACK NAME IS INVALID FOR CARD FllES• COMMAND IGNORED." 

"INP~T FILE SPECIFIED IS NOT ON CISK' COHHANO IGNORED." 

·~o USERCOCE FILE PRESENT• COMMAND IGNORED.~ 

·~PECIFIED ENTRY DOES NOT EXIST• COMMAND IGNO~EO.• 

·~UMERIC FIELD CONTAINS NO~-NUHERIC CHARACTERS." 

"INVALID OELIMITEP "<delimiter>"• COHHA~D IGNORED." 

"CHANGE TO PACKNAHE REQUIRES "<usercode>/=." 

"<usercode>/<password>" ALREADY EXISTS." 

"CANNOT CREATE USERCOOE FILE WITH NO ENTRIES. USE CREATE "" FOR 
CEFAULT•" 

"SECURITY MISMATCH - MIXED ••PRI~ATE"" ANO ""PUBLIC"" NOT ALLOWED.• 
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"CHANGE TO SECURITY REQUIRES ""<~sercode>/=""·" 

"CANNOT CHANGE kLL PASSWORDS." 

•CANNOT SPECIFY BOTH PUBLIC ANO FRIVATE." 

"CANNOT SPECIFY BOTH *PRIV AND •~ONPRIY.~ 

"REMOTE E)ECUTION DENIED." 

"ILLEGAL ~SERCOOE." 
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Once the system's usercode file has been established, 
files can te created by progra1s executed under 
userccde/pass~~rd, e.g •• 

? US PAYROLL/ACCT EX X 

a 
secure 
valid 

When the MCP executes program x. it associates a usercode with 
any files created by the program. T~is association is called job 
spawning. Control commands that ere zipped by programs or 
sub•itted through the card reader must also be prefixed by a 
userccde/passwcrd pair if they access secure files. 

If prcgram X creates a new file labeled CHECKS• the MCP will lock 
into the disk directory a tile labeled CPAYROLL)/CHECKS. This 
file is a secure file and can only be accessed by programs run 
under the usercode PAYROLL or a privileged usercode. To do 
library maintenance o~ this file, ere has tc precede the OOT 
cO••ands with the usercode and passwcrd. lhus, the following 
messages are valid: 

USER PAYROLL/ACCT RE CHECKS 
USER PAYROLL/ACCT CH CHECKS lC PC 
USER PAYROLL/ACCT COPY =/= 10 PAYROLL 

The following CDT commands are not valid: 

RE CHECKS %There will be no such file. 

RE CPA~ROlll/CHECKS ?The MCP hill not allow this command 
%since a ~erson is attempting to remove 
%a secure file. 

PD CHECKS %The ~CP hill say: NO fll[ CHECKS. 

If program y, 
attea11:ts to 
disallow it. 

executed under a different usercode or no usercode 
access the file CPAlROlll/CHECKS• the MCP will 

In so1e instances it may be desirable to create secure files that 
can be accessed by all usercodes (privileged and non-privileged). 
This can be done by designating thosE files to be PUBLIC. In the 
exa•~le showr above• by default• the file CPAYROLL)/CHECKS w~s 
•ade PRIVATE and consequently no other non-privileged user could 
access it. However, if CPAYROLL)/C~ECKS were a PUBLIC file then 
program Y (executed with a different usercode - say FINANCE/VP) 
could access this file by stating that the label of the file is 
"CPAYROtll"/"CHECKS". If Y is a COeCL progra1~ then it does this 
in the fO section by stating: 
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VA OF IO IS "CPAYROLLl"/"CHECKS" 

When Y attempts to open this file as input or input/output Ci.e., 
existence of this file is assumeo), the ~CP does a search for 
file "CPAYROlll"/"CflECKS" and checks to see if the file is 
PUBLIC. If it is, then the HCP allcws access. The progra1 can 
read this file; it can write intc it Cif opened input/output> 
and then close it. As a •public" file, CPAYROLLl/CHECKS could 
contain updates made by program Y. 

f.U.!lL1.f; fJL.E.S 

There are three ways of designating a file to be a public file. 
They are: 

1. By doing a file equate' e.g., 

z. 

US PAYROLL/ACCT EX X FI CHECKS SECURITYTYPE PUBLIC 

T~e above example assu1es that t~e internal name of the file 
is C~ECKS. The key word SECURITYTYPE arid PUBLIC indicate to 
the HCP that the file is being made PUBLIC. 

Public files can be •ade private by the same process jf one 
replaces PUBLIC by PRIVATE. This, however, is usually unne­
cess~ry since the default is PRIVATE when a program is 
running under a usercode. 

After a file has been created anc locked into the disk direc­
tory, the file may be wade PUBLJC by modifying the header, 
e.g., 

US PAYROLL/ACCT ~H CHECKS SEC PUBLIC 

3. SYSTEM/MAKEUSER has an option wtereby all files created by a 
s~ecific usercode can be made PlBLIC. When creating the 
CSYSJEHl/USERCODE file Ci.e., the fil~ that contains the 
usercode/password pairs), the keyword PUBLIC can be asso­
ciated with any usercode/password pair. This tells the HCP 
that every new file created with this us~rcode/password will 
be made PUBLIC. 

Currently, there are ro constructs ir any program•ing language to 
•ake files PUBLIC or PRIVATE. 

~1J1H.B.m. ii! 11.0 

If a file has been designated to be fUBLIC then the creator of 
the file has the option of controlling the tyoe of I/O that 
another user can perform, i.e., input, outp~t, I/O. Thus, if 
<PAYRCLll/CHEC~S is a PUBLIC read-or.Ly file• then the progra• Y 
running under the usercode/~assword ~air FINANCE/VP can read this 
file tut cannot write into it. 
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There are two ways of creating read-only files. They are: 

1. By file eQuation: 

US PAYROLL/ACCT EX X FI CHECKS SECURITYTYPE PUBLIC 

SECURITYUSE 
If\PUT 
OlTPUT 
1.0 

l~e keywords SEC and SUS can be substituted for SECURITYTYPE 
and SECURITYUSE1 respectively. lhe options INPUT• OUTPUT• 
a~d I.a indicate whether the file is read only• write only, 
or for reao/write. 

z. By modification of the file header: 

US PAY~OLL/ACCl MH CHECKS SEC PUBLIC SUS INPUT 
OUTPUT 
1.0 

In converting non-secure files to secure files• the most direct 
method is to use a system utility program to copy input files to 
the p~oper pack under the secure rultifile-id. If users wish to 
aake the conversion proqrammatic2llY• they must take the 
folloMing points into account: 

a. Security designation 

t. location of the input file 

c. location of the output file 

c. filename 

The first consideration i~ that of tte security designation given 
the usercode/passwcrd pair under wtich the program is run. If 
the pair is privileged• it can read and write files with any 
valid 1ultifile-ids1 secure or no~·secure. If• for example• 
PROGR#H/X is executed under the privileged usercode/password of 
PAYROLL/ACCTS1 it may access a file called OLO/INFO and •ake a 
new c~tput disk file called CNEWl/INFO Cif a usercode/password 
combiriation for CN£Wl/ANYNAME has been declared), produce a new 
output file called <PAYROLL>IINFO thct is located on the disk 
pack that is specified in the usercoce file, or create a new file 
called NEW/INFO. Privileged userccde/pass~ords have those 
optiors open to them. 

The location of the input file, which is non-secure, is deter­
mined by the file identifier• whatever it happens to be. The 
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location of the output file is deter•ined by the usercode if it 
is a secure file; by the full file identifier if it is a non­
secure file. A secure file may be created or system disk either 
by using a usercode/password with a no default pack-id or by 
tellirg · the ~CP not to change the file name with an asterisk C•> 
as the first character of the multifile-id. Thjs convention is 
.explained •ore fully in DEFAULT I~ENlIFIERS. 

The filenaRle is restricted only if a secure file is being 
created. Since the 1ultifile-ia is being supplied by the oper­
ating syst~•, a new secure file cannot have a declared name with 
both a multifile-id and a filena•e. Further•ore, no programs 
running under a usetcode •ay create a new system file• i.e •• a 
file hith a single filename located c~ system disk. 

~hen the usercode is non-privileged• the following conditions 
would be in effect• where the sa1e fcur points are concerned: 

The ran-privileged user •ay access a non-secure file with a 
1ultifile•id which is not its own tut cannot create a file with 
any ether •ulfifil~-id than its own. Thus, PROGRAM/X may read 
OLDII~FO but cannot create CNE~l/I~FC or NEW/INFO. 

The location of the input file is the sa•e as specified above tor 
non-secure files. The output file• is located in only one of 
three places: on the syste1 disk• o~ a specified pack• or on the 
userccde's default pack. If the file naming convention is over­
riden by the asterisk convention• tte file will be located on 
syste1 disk• otherwise it will be created on the user's pack. 

Non-privileged users are resticted to creatirg output files with 
a multifile-id that is their usercode and a filename that is 
assigned by the•· Any attempt t~ circumvent this restiction is 
prohitited by the operating system. Furthermore• if a user 
program running under a non-privileged usercode/password combi­
nation declares a file with a multifile-id and a file-id• the 
file is not created. The only control exercised over file iden­
tifiers is in the file-name. The operating system supplies the 
pack-id and the multifile·idi co~se(uently, non-privileged users 
•ust not atteapt to write and close files with file identifiers 
other than that ot their default pack• their own multifile-ids• 
and a file-id. The pack-id and the 1ultifile-id would automati­
cally be supplied by infor•ation from the system usercode file, 
but the duplication of effort, then• would be allowed for program 
docu•en~ation. 

When a file is being closed with. lock• the operating system 
auto•atically associates the usercode of any usercode/password 
pair Mith any new file-nare and leeks that file on the pack spec­
ified as the default pack for that usercode/password pair, if no 
instruct1ons are presented which override the convention. 
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Both non-privileged and privileged Lsers are allowed to override 
the dEfault naming convention throLgh the asterisk-convention 
{•). An asterisk that precedes 2 •ultifile-id instructs the 
operating system not to change the file-name as it appears~ for 
non-privileged users Cwho cannot leek a new file without their 
own usercode as the 1ulfifile-idl• this Means that the file is 
saved on system disk or a specifiec user pack. for privileged 
users Cwho can lock a new file witt any name that does not 
violate security naming conventiorsl• this means that the file 
can be saved on system disk• a specified user pack• and/or with a 
multifile-id of their choice. lhe asterisk• then• is used to 
override default pack names and multifile-ids• within the 
restrictions allowed for privileged crd non-privileged users. 

To override the default pack namea in the usercode entry. users 
must specify a pack name, as in the 1ollowing example: 

I-O-CO"TROL. 
MULTIPLE FILE OISKPACK. "Pw CONTAINS CHECKS 
• 

• 
FILE SECTION 

FO CHECKS 
VA Of ID IS "CHECKS" 2This is eQuivalent to 

2 VA of ID is "P"/"CHECKS"/ 

The CCBOL statement above will cause the MCP to create a file 
named P/CPAYROLL)/CHECKS1 irresoective of the default pack id. 

If ir the above example there was a default pack "DP" associated 
with the usercode in CSYSTE~l/USERCODE and the COBOL program did 
not have a pack defired Ci.e •• ro ~UlTIPLE FILE statement> then 
the file would have gone to the pack DP and its name would be 
DP/CP~YROlll/CHECKS. If a default pack is defined and if the 
user wants to look for or create a file on syste• disk then the 
asterisk convention is required. ThLs1 the fellowing statement: 

YA Of IO IS "*CPAYROll)"/"CHECKS" 

will cause the HCP to look for a file on system disk with name 
CPAYRCLl)/CHECKS. The "*" is therefore a way of overriding the 
default pack designation and/or default multifile-id designation. 
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The Security level usercode attribute defines the multi-file-id's 
that the usercode may access. The v2lid values are o. 1, and 2. 
A value of 0 allows any value for the wulti-file-id. A value of 
l allows the multi-file-id to be set to any usercode Cfor exam­
ple, "<PAYROLL>">• A value of 2 allows the multi-file-id of a 
file being accesssed only to be the sa1e as the usercode supplied 
with the input command or the same that the job is running under. 

These rules are relaxed slightly if the command entered is one 
that executes or compiles a program. A usercode with a non-zero 
security level can "EX CMPALL" or "COMPILE PROG WITH COBOL TO 
LI". However, a usercode with a security level of 2 cannot "EX 
CUSERBl/PROGl" unless the usercode inoentifier in the US command 
is USERB. 

All of the security checking and enfcrcement that is based on the 
security level attribute is in iocition to other security 
checking. 

Userccdes which are designated as privileged are 
access or create secure files with 1ultifile-ids other 
own ard this constitutes the major difference between 
two types of usercodes. Tables 3.1 and 3.2 show how 
Lege option affects four different files involving the 
of usercodes. 

allowed to 
than their 
the these 
the privi­
two types 

--------------------~--------------------------------------------
lJsercode I PRIV filename Accessed Access 

·--------------------------------------------~-------------------
I t. CPAYROLL> YES <dp>/CPAYR(]lll./A I Allowed I 
12. <PAYROLL> YES <dp>/CUSERAl/A I Allowed I 
I 3. <PAYROLL> YES fl: CA) /B I Allowed I 
I 4. <PAYROLL) YES <pack-id>/A/8 I Allowed I 
I ---~---------------------------------------------------------
11. Cl SERA) I NO I <dp>/{IJSERAl)/A Allowed 
I 2. CUSERA> I NO 1 <dp}/CPAYRCLL)/A I Denied 
I 3. CU SERA) I NO I *CAl/l:l I Denied 
14. Cl SERA) I NO I <pack-id>/ldB 1 Allowed 

-------------------~---~------------------------~---------------~ 

lable 3.1 Comparative Access Privileges 

Table 3.1 presumes the following conventions: 

<dp> names the default pack asscciated with the usercode in the 
system usercode file. To override this convention, the 
user wculd have to precede the filename with an asterisk 
and specify a pack name, if t~e file did not reside on 
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system disk. If the asterisk is specified• the MtP looks 
tor the file• by default• on tte syste• disk. 

* used to override the default i;ack.-id and/or 11ultifile-id 
designation. If th• file is r~t a secure file• as in the 
last instance for both usercodes• the pack name must be 
specified when accessing· a file that exists on a user pack. 

In' the firs~ instance• both usercodes a~• allowed to access files 
u~der t~eir own •ultifite-ids. Mhere the privileged user is 
•llowed to access files under another•s 1ultifile•id c21, the 
non-privileged user is not. The non-privileged user is also 
denied access to secure files on syste1 disk• as indicated by the 
·~•ultifile-id>/<fite-~d> in case three. The last instance shows 
that both the priviteged and non-privileged user can get any 
rion-secure file. Note that the pact identification must be spec­
ified in this instance because t~ere is no default pack designa­
tion for files that do not have a usercode. Privileged usercodes 
also ha~e the option of creating new output files wit~ pack-ids 
and •ultifile-ids which are not their own• as shown in Table 3.2. 

-------~---~------------------~-----~----~---------------~-------I Usercode I PRIV I filename Created I Approval I 

·--~-------------------~---------~-------------------------------11. CPAYRClL> 1 YES I <dp>/'CPAYRCLL)/ A 1 Allowed I 
12. CPAYROLL> I YES I . <dp>/C USER A.) I A I Allowed I 
13. CPAYROlll I YES I •CAl/B I Allowed I 
I 4. <PAYROLL) I YES I . <pack-id>/ l/B I Allowed· I 
I ---------------------~~~---------~-~------------------------· 11. Cl.SER.Al I NO I <dp>/CUSER#l/A I All owed I 
12. CU SERA) I NO I <dpJ/CPAYRClll/A I Denied I 
• 3. CUSER~l I NO I •CAl/B I Denied I 
11 •• CUSEffAl I NO ' <pack-id>/l/B I Denied I 

--~-~~-----------------------------------------------------------
Table 3.2 Comparative File Creation 

The c~nventions that existed for Table 3.1 also exist for this 
table. Notice that the non-privil~ged user is not allowed to 
lock a non-secure file into the disk directory. 

If a progra• running under a usercode 21Ps a control statement• 
the usercode of the zipping progra• is auto•atically appended to 
the control string. Thus, ZIP "RE CJNVENl/A" will be interpreted 
as USER PAY~Oll/ACCT RE CINVENl/A anc will be disallowed unless 
PAYROLL is privileged. If the zipping progra• inserts a USER 
string in the zipped co••and then thi~ ~sercode beco•es effective 
and net the usercode cf the zipping ~rcgra•· Thus• ZIP USER 
I~VE~/TORY RE CINVENJ/A will re•ove the file. This may lead one 
t·O ~onclude that one user progra• can rel.Clve the files of 
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another• but this is possible only if the password of the other 
user is known by the first. 
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Usercode/password must be prefixed tc a OOT control command if 
the comaand results in •edification er removal of a secure tile. 
The fellowing ODT commands are affected by this rule: 

Examples: 

EX CINVENl/A % Invalid co111Pand 
CH CINVEN)/A TO x % Invalid com•and 

USER INV EN/TORY CH A TO * )( % Invalid command 

USER INV EN/TORY EX CINVENl/# % Valid command 
USER INV EN/TORY EX # % Valid co1111and 
USER INV EN/TORY CH A l 0 x % Valid co111111and 
U5ER El/.ZAPPO CH CINYE~l/# to •X % Valid coR1111and if 

% El/ZAPPO is a 
% privileged 

The ccmaands KA and KP can be appliec to any file• e.g •• 

KA CINVENl/il 
KP CINVEN)/JI 
KA CINVENl/= 

% is OK 
% is OK 
% is OK 

It is not necessary for a PO to be preceded by a usercode 

I USE~ INVEN/TCRY PO A 
I 

PO CI~VENl/A is the same as < or 
\ 

\ l1 S l N V £N P D A 

so: 

user. 

Backup files created ty programs run under a usercode have a 
naming convention that is different from the current naming 
ccnve~tion. Backup files created ur~er usercode PAYROLL have the 
following names: 

<default pack for PAYROLL>/CPAYROLll/#<integer>% printer 
or 

<default pack for PAYROLL>/CPAYROLL1/%<integer>% punch 

To print• remove• display secure backup files, the PB, RB• and AF 
coamards must be preceded by the appropriate usercode and pass­
word• e.g ... 

USEfi PAYROLL/,CCT PB 3 % will print <def pack>/CPAYROLL)/#3 
USER PAYROll/,CCT RB=/= % will re1ove all backup files for 

% this usercode 
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Prior to the VI.I release of the ~CP and SYSTEH/MAKEUSER• remote 
applications progra•s ordinarily required re1ote users to iden­
tify themselves through a usercode and password before they were 
allowed access to the system. .Ttis was true for HCS-type 
progra1s such as CANOE which handlEd individual remote stations 
as well as for RJE/CCNTROLLER which allowed a remote co•puter to 
function as a re•ote terminal in the HOST/RJE syste•· Further­
more, under that syste•• jobs in those configurations were 
c-0nt~clled through a job-spawning frocess that attached a user­
code and unique session number to the batch jobs executed and 
compiled (i.e •• spawned) from the re1ote terminal. 

The present security system is an extension of that design. When 
a re•ote-applications program is running under a secure usercode• 
users must sign on. as before, through usercodes and passwords. 
The new s~curity system• however, allows only those usercodes and 
passwords that are currently contained in the CSYSTEMl/USERCOOE 
file to have access to the system through a remote program. This 
means that unless remote users have been authorized entry to the 
syste• through previously validated ~sercodes and passwords• they 
cannot sign on or log on. 

Further•ore. any jobs spawned fro• i re•ote terminal or computer 
will be checked for security violaticrs according to the sa•e 
standards that have been discussed previously in the BATCH MODE 
subsection of this document. For e•asple• a remote user who 
atte•pts to access the secure file of another user and is not 
privileged to do so will be denied access to that file. The job 
is either not scheduled or OS-ed• dependirg upon the state at 
which the security violation occurs. The security designations 
tor cny file which an individual user creates will be determined 
by the security designation given i~ the usercode/pa~sword entry 
in the <SYSTE~)/USERCODE file• unless specifically overridden. 

It should be stressed at this poir.t that both secure and non­
secure operations can occur on the same system at the same time. 
Thi~ •eans that a secure recote-applications ~peration can be run 
in the same •ix of jobs that allows ~on-secure batch processing 
to take place. However~ the same remote-applications job cannot 
allow both secure and non-secure activities to take place during 
a single session. A mixture of secure and non-secure jobs are 
allowed on the same system because tte security system is inde• 
~endert of the dataco•• operatiors. It is maintained by the 
operating system through the CSYSTE~l/USERCODE file. 

log•on and sign-on procedures involve the same processes that 
kave teen establishe~ in recent releases• i.e., through a user­
code and a password. Under file security, however. users who 
have not established valid userccdes in the CSYSTEHl/USERCODE 



· H'. ···7·gq· inns:· tr tr · rt'· r tlt t .. ' ' c · · nt · ...•. ,': .. Tt' · h1C ~ '!"'? -.u' ti ·T rf·rt· 'innttttmm ·nrrrtz r 

0 

0 

BURRO~GHS CORPORATION 
COHPUlER SYSTEMS GROUP 
SANTA BARBARA PLANT 

3-11 

COMPANY CONFIDENTIAL 
81800/BtlOO FILE SECURITY 

P.S. 2219 0102 CG> 

file are denied access t~ the syste1. This procedure is true for 
CANOE and HOST/RJE as well as any ~CS-type program running under 
a secure usercode. The Supervisory "essage Control System CSMCS) 
is a special case, sine~ it orcinarily dces not run under a 
secure usercode yet supports security checking for those programs 
which require it to ~o so. 

Spawned jobs are handled in the same way that batch jobs 
involving secure files are treated; i.e •• access to secure tiles 

.and closing a disk file with leek are checked for security 
violations. If a violation is found• the job is either DS-ed or 
not scheduled. Non-privileged CANOE users• for example• cannot 
GET Caccess> a private file under another secure usercode. If 
they attempt to execute or co1pile a program with the private 
file that belongs to another user• the execution or compilation 
is not scheduled. 

fll.1 .tU.tA~.LlJHi 

All files are saved• by default• as private or public files, 
according to the user's default protection as specified in the 
CSYSTEHllUSERCODE fit•. Usercode/p~ssword co1binations may have 
a default pack associated with them. If a pack has been defined 
for a particular usercode• all files are read from or written on 
the s~ecified pack unless the default is overridden through the 
asterisk-convention• or explicitly t~rough a pack name. 

Job security inhibits certain MCP cisplays so that the response 
is given only for an individual's session. fer example• 

?WY gives the status of that user's jobCs> only. 

?HX reports on active jobs for that user crly. 

?RE re•oves only the files of the particular, active user. 

?MO modifies only the files of the particular, active user. 

!lAtJUif EJJ.f~ 

Backu~ files created by programs running under secure usercodes• 
both tatch and remote• are controllec by the default designations 
of the usercode unoer which the job is being run. Consequently, 
the file is locked into the disk directory of the default pack• 
assigred the 1ultif ite-id of the usercode unaer which the job was 
executed or co•piled• and given a n~mber by the HCP. unless the 
default is overridden. Printer backup files which have been 
created by jobs running under a usercode are locked in the disk 
directory as <default pack>/Cusereodel/#<number>. 

$' ti .. 
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Since the HCP will fcrce files to a oefault pack associated with 
the usercode/password. syntax has been implemented to allow 
remote users to access or save files en a disk pack other than 
that defined in the CSYSTEH)/ USERCCDE file. A remote applica­
tions program• running under a privileged usercode• allows users 
to access files according to the follcwing table: 

ENlER PACK.ID FAMILY.ID FILE.ID ----- -----.-- .. -- ------·- -------
A ·<default pack> CUC> A 

A/B <default pack> A B 
A/E ON c c A B 
CUC)/A <default pack> C UCl A 
CUCl/11 ON c c CUCJ A 
•Cl:Cl/11 ••SYSTEM DISK•* CUC> A 
•A *'*SYSTEM DISK•• A 
*A ON c c A 

The number of characters in a aultifile-id• including the 
asterisk and the parentheses. may not exceed 10 characters. The 
identifiers •CABCDEFG> and ABCOEFGHIJ are legal• while •CABCOEF­
GHl.r for example .. is not. 

Since remote ~sers are usually reauire~ to sign on to applica­
tions progra•s through usercode/pass~ord combinations .. all files 
saved Clocked or. disk) contain their usercode as the 
multifile-id. To access arother u~er's file• that file must be 
changed from private to public hy the owner or be accessed by a 
privjleqed usercode. When savin~ a file.r it cannot be saved 
under someone else's usercode. Thus.r a user signed on as UC/PW 
cannot save a file with the commanc SAVE AS *CANOTHERl/A; the 
commard SAVE ~S *A saves a file as CLCl/A on system disk. A 
comuard such as SAVE AS A will put the file on disk as <default 
p ac k>/C UC)/ A. 

'W ,, Ff.. t ·• 
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n£EI~lJlD~~ A~~ JA~Lf~ 

flLI lI~~EllI J~fL~~f bl~IJ~~ 

Two fields were added to the disk file header to support file 
securi.ty. 

Upon locking a n$w disk file into t~e directory the HCP will set 
DFH.PROTECTION.1-0 to FPO.PROTECTION.JO then look at FPO.PROTEC­
TION. If it is zero Cdefaultl• then DFH.PROTECTION is set to 
PUBLIC if the MULTI.FILE.ID does not certain a USERCOOE. 
~owever• if the MULTI.FILE.IO does contain a USERCODE, FPB.PPO­
TECTICN will he set to the security ittribute of the usercode• 
i.e •• PUBLIC or PRIVATE. If FP3.PR01ECTION is not equal to zero. 
DFH.P~OTECTIO~ is set to FPB.PROTECTJOh less -0ne. 

DFH.PROTECTION 

Cl - PUBLIC 
1 PRIVATE 
2 - GUARD <not implemented> 

DFH.PROTECTION.IO 

.0 - INPUT Ot.;TPUT 
1 - INPlil ONLY 
2 - OUTPLT ONLY 

Bl T C2 > 

BIT C 2 > 

One CDT command was implemented to change these fields. 

MH <file-identifier> SEC PUBLIC 
PRIVATE 

INPUT 
sus ou·rpu1 

1.0 

Two f ielos were added to the FPB. 
fields in the cisk file header. 

lhese are used to set the 
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Two file attributes c~n set these FPE fields. 

SEC or DEFAULT 
SEC~RITYTYPE PUBLIC 

PRIVATE 
GUARD 

SUS or 
SECURITYUSE 

1.0 
INPUT 
OUTPUT 

Table 4.1, Security Truth Table, outlines the steps taken by the 
HCP in determining whether progra•s running with a non-orivileged 
userccde •ay or may not access or create a disk file. 
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••••*********** 
* JOB RUNNING * 
* WITH A * 
• USERCODE * 
*•***•****•**** 

***•*•****************************** ~EW * OLD * 
* HUtTI.FILE •. ID * PACK.IO * FILE * FILE * 
•••••••*•***********•************•******•******•** 

* 
* 
* 

ELANK 
* PRESENT G * K * 

***•••••••************************•*•************* 
••*******************~***************•************ 
fr 

* fr 
USERCOOE 

* 

* 

BLANK fr 

PRESENT 

0 * l * 
F * * 

********************~***********************•***** 
*************•********************•*•*******fr~frfrfrfr 

* 
* 
* 

ASlERISK IN 
FIRST 

PCSITION 

* BLANK 

fr PRESENT 

fr L * * 

l * * 
*****1rfrfrfr1r***fr****fr************************fr****** 
1rfr******•**fr*******************frfrfrfrfrfrfrfrfr*frfrfrfrfr•fr1rfr 
* 
* 
* 

PRESENT 
* 

BLANK fr 

PRESENT * 

p * c 

p * c * 
******•*********fr******frfrfrfrfrfrfrfrfrfrfrfr1r•***fr*****•*** 

* 
* 
* 

JOB RUNNING * 
WITHOUT A * 

USERCODE * 
frfrfrfrfr********frfrfrfr 
* NEW 
fr FILE 

* OLD * 
* FILE * 

***************** 

* OPEN * c 
frfrfr:I:************* 
* OPEN * c * 
**********fr****** 
*•*************** 
fr 0 * E * 
****•******fr***** 
* w c 
***************** 
****frfrfrfrfrfrfrfrfrfrfr** 

J * N 
***************** 
* J * N 
***************** 
**********fr****** 
* OPEN * c 
***fr***********•* 
* OPEN * c 

4.1. Security Truth Table (~en-privileged users} 

Where: 
A. 1. 

£. 

:! • 

B. 1. 

2. 

3. 
4. 
5. 
6. 

Set P~CK.ID from the USERtOCE table using the USERCODE under 
~hich the program is runnin~-
Set the ~ULTI.FILE.10 with the USERCODE under which the program 
is running. 
Allow OPEN to proceed. 

Set the PACK.ID fro• the USERCODE table using the USERCODE 
under which the program is running. 
Set the MULTI.FILE.IO with the USERCODE under which the 
program is running. 
Search the directory. 
If the file is present allc~ the OPEN to proceed. 
Clear the PACK.ID and the ~LLTI.FILE.IO. 
Proceed to Step c. 
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c. · 1. Search the directory. 

o. 

E. 

r. 

2. If the file is not present hang .the progra• NO FILE. 
3. Proceed to Step R. 

1. 

2. 

3. 

1. 

2. 
3. 

" . c; 
~· 

t. 

2. 

If the USERCODE in the MUlll.flLE.ID is not the same as the 
VSERCODE under which the prcgra• is running then the job is 
DS-ed. . 
Set the PACK.ID from the USERCODE table using the USERCODE 
in the HULTI~FILE.ID. 
Allow the OPEN to proceed. 

Set the PACK.JD from the USERCODE table using the USERCODE in 
the ~VLTI.fILE.IO. 
Search the Qirectory. 
If the file is present then proceed to Step R. 
Clear the PACK.IO. 
Proc~ed to Step c. 

If the USERCOOE in the HULll.FilE•ID is not the saMe as the 
USERCOD£ under which the prcgra• is running then the job is 
OS-ed. 
All ow the OPEN to prcceeci. 

G. 1. Set the ~ULTI.fILE.10 with the USERCOOE under ~hich the 
program is running. 

2. Allow the OPEN to proceed. 

H. 1. If the USERCOOE in th~ MULTJ.FILE.IO is not the same as the 
USERCODE under which the prcgram is running proceed to Step c. 

2. Search the directory. 
3. If the file is not present hang the progra• NO FILE. 
4. Allow the OPEN to proceed. 

I. 1. Set the PACK.IO from the USERCODE table using· the USERCODE in 
the ~lLJI.PACK.ID. 

2. Search the directory. 
3. If the fil~ is present proceed to Step s. 
~. Clear the PACK.IC. 
5~ Proceed to Step H. 

J. 1. Rem~ve the asterisk and shift the na1e left one position 
2. Allow the OPEN to proc~ed. 
3. At CLOSE time proceed to Step T. 
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K. 1. Set the MULTI.FILE.ID with the usercode under which the 
program is running" 
Search the directory. 

t .. 

M .. 

2 .. 
3 .. 
4 .. 
c; .... 

1. 
2 .. 
~ .. 
4 .. 

1 .. 
2 .. 
~ .. 

If the ti le is present ,]Uoti the OP£ ti to proceed .. 
Clear the MULTI.FILE.ID. 
Proceed to Step C~ 

Remove the asterisk and shitt the name left one position. 
If the resultant name is a LSERCODE proceed to Step F. 
Allow the OPEN to proceedn 
At CLOSE time proceed to Step U. 

Remo~e the asterisk and shift the narne left one position. 
If the resultant· name is a lSERCDDE proceed to Steo H. 
Proceed to Sten C~ 

N. 1. Remove the asterisk and shift the name left one position. 
'· Proceed to Step C@ 

O. 14 Set the PACKolD fra• the USERCODE table using the USERCODE 
in the MULTlefILEoID. 

2. Proceed to Steo w. 

P. 1. Allow the OPEN ta proceed. 
2~ At CLOSE time proceed ta S U 

A. 1~ Displar security error message 
2. Hang ~ragram NO FILE. 

R. l. If the OPEN violates file security proceed to Step g. 
2. Allow OPEN to proceed0 

s .. 

2 .. 

If the USERCODE in the MULtJ.F 
USERCODE under which the prcgr 
OPEN to proceed. 
Proceed to Step R. 

If the program is attempting to 
directory and the MULTl.FILEsID 
proceed to Step Ve 
Allow the CLOSE to proceed 

E5ID is the same as the 
is running then allow the 

lock the file into the 
contains a USERCODE than 
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U. t. If t~e HULTI.FILE.ID does not contai" the USERCODE under 
wh1ch this program is ru"nirg and the program is attempting 
to lock this file into the cirectory proceed to Step v. 

2. Allow the CLOSE to proceed. 

v. 1. Display an error message. 
2. Discard the file. 

w. 1. Allow the OPEN to proceed. 
2. Proceed to Step T. 



tj157tjj W @iii ·. t f t 
f . I 

I ~ fb .... • 

I B~RROUGHS CORPORATION !.· C,QHPUlER SYSTEMS GROUP 
I SiNTA BARBARA PLANT 
i 
~ 

0 

0 

0 

•NONPf;IV 2-5 
•PRIV 2-5 

ACCES~/OPEN TABLE 4-2 
ACCESS: PRIV VS. NON-PRIV 3-6 
ADD 2•11 
APPENDED USERCODES 3-1 
AUTOMATIC FEATURES 2•9 

BACKUP FILES 3-11 
BATCH MODE 3•1 

CARD READER £)ECUTION 2•9 
CHANGE 2-13 
CHG 2-5 
COHHAND RESTRICTIONS z-to 
COHHAf\DS 2-9 
CONSOLE KEYBOARD EXECUTION 2-8 
CONTRCL Of 1/0 3-2 
CONVE~SION TO SECURE FILES 3-3 
COPY 2•15 
CREATE 2-16 
CREATING SECU~E FILES 3-1 

DEBUG 2•17 
DEFAlll IDENTIFIERS l-4 
DEFINITION Of TERMS 2-2 
DEFINITIONS AND TABLES 4-1 
DELETE 2-18 
DISK PACK DEFAULTS 3-12 
OISPLIY 2-19 

END 2-20 
EOJ 2•21 

FILE HANDLING 3•11 
FILE SEClRITY 1-1 
FILE SECURITY IMPLEMENTATION 4-1 

INFO~~ATIONAL MESSAGES 2-9 
lNTROCUCJION 1-1 

JOB SPAWNING 3•11 

LINE PRINTER OUTPUT 2-6 
LIST 2-22 
LOCK: PRIV VS. NON-PRIV 3-7 

' .... 

IX-1 

CO"PANY CONFIDENTIAL 
81800/81700 FILE SECURITY 

P.s. 2219 0102 CG> 



' . 
"'<;),. -

0 

.~URROCGffS CORPORATION 
OOMPUlER SYSTEMS GROUP 

·• SANT A BARBARA PLANT 

LOG-ON/SIGN-ON 3-10 

'0UTPU1 ODT ERROR MESSAGES 2•25 

PACK 2-5 
PREFIXED oot COMMANDS 3-9 
PRI . 2•5 . 
PRIVAlE 2-5 
PROGRAM EXECUTION 2•8 
PROGRIM TERHI~ATION 2-9 
PUBLIC 2•5 
PUBLIC FILES 3-2 
PUNCH 2•24 
PW 2•5 

READ•CNLY FILES 3-l 
REL.TED DOCUMENTATION 1•2 
~EMOTE HOOE 3-10 
RESTRICTIONS Z-6 

SECURE FILE IDENTIFIERS 1-1 
SECURITY LEVEL~ 3-6 
SlHTAX DIAGRAM CONVENTIONS 2-t 
sjsTE~ DISPLAYS 3-11 
SYSTEM~MAKEUSER 2-1 

0 , us 2-s 
USERCODE ATTRIBUTES 2-4 
USERCODE BACK~P FILES 3•9 

0 

IX-Z 

COMPANY CONFIDENTIAL 
81800/81700 FILE SECURITY 

P.S. 2219 0102 <G> 



0 

0 

'f t fl$! 7$ !17 tmt h $1 t:t'5nh't ta ;"rt±Wn'1 wtt' · ;'·tr m rrrnwm sttt<p*rtt 

OISTR16UTION LIST; 

---~-------------
81600101700 SOFTWARE PRODUCT SPECIFICATIONS 
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s. H. R~berson - Prod. Mgmt. 
P. Gonzales - Prod. Hg•t. 
J. H. Ross - Int'l Group P 
c. Kunkelmann - BMG 

D~ Cikoski - <Plymouth> 
J. H. Pedersen CPl~mouth> 
W. E. Feeser <Austin> 
J. Berta <Downingtown> 
w •. Minarcik CPaol.i> 
G. Saolnik (Paoli> 
T. Yaaa - f&SSG CPaoli> 
H. E. Ryan CTredyffrin> 
J. firth <Mclean> 
A. Kosla <Mclean> 
A. laCivita - F&SSG <Mclean> 
L. Guell - F&SSG <Mclean) 
R. Sutton - f&SSG CHclean> 
L. OeSartelo - WAOC <Irvine> 
R. Cole <Pasadena> 
H. H. Townsend <Pasadena> 
N. Cass - Pat. Atty. CPasadena> 
O. c. Swanson <Mission Viejo) 
J. Lowe <Mission Viejo> 
H. N. Riley <El Monte) 

s. c. Schmidt 
J. Hale 
R. Shobe 
K. Meyers 
A. van der Linden 
T. Cardona 
R. Bauerle 

8. Dent - CSG 
o. Dahm - Corp. Eng. 
Oir., Pgmg. - SSG 
H. Ooweri - Int'l FE 
D. Hill - re, BM, & SS 

J. C. Allan CGlenrothes> 
w. McKee CCumbernauld> 
d. Higgins (Livingston> 
Hgr~ NPSGrp CRuislipl 
£. Norton <Middlesex> 
a. Hammersley CCtoydon> 
J. Gerain <Pantin> 
J. Cazanove CVillerst 
J. c. Wery Cliege) 
R. Bouvier <Liege) 
G. leBlanc Cliege> 
C. J. Tooth - SSG Clondon> 
J. Oreystadt <Wayne> 

J. Henige 
E. Yardi 
o. Stover 
L. Sweeney - 2 
G. Hammond - 3 
J. Morrison - 6 
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