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REV | REVISION

Lrr |issue pare| APPROVED BY REVISIONS
F |7/31/80 y(;§’xi Changes for MARK 10.0 Release
2-1 Added Security Level bit.,
2-4 - Updated Syntax. '
2-5 Added "SL" option to Semantics.

Updated Restrictions discription.

2-9 Added "SL" to ADD syntax and semantics.

P-11 Added "SL" to CHANGE syntax and semantics.

3-1 Replaced "DUMP TO PAYROLL =/=" with '"'COPY =/= TO PAYROLL'..
3-2 Updated '"PUBLIC FILES'.

3-3 Updated "READ-ONLY FILES".

3-6 Added "'SECURITY LEVELS'". ’

- 1 Deleted "PTN" and "PIO" from ODT command.

V-2 Deleted "PIN or PROTECTION" and"PIO OR PROTECT.ID"

from file attributes.

) A )
c.ﬂ’;’G 1/14/80 3{ [Ii’\-c_:;anges tor MARK 10,0 Release

L) 2-1 Updated "IYPLS and LEHGTHS'" of ‘ields.,
2-2 Updated '"NO. 4" Syntax Diagram Conventions.
2-3 Added "IDENTIFIER" term,
2-4 Updated "SYNTAX".
2-6 Updated ''SEMANTICS".
2-7 Added new example of Line Printer Output,
2-8 Added "®ANY" and ﬁ*NONE" notes,

2-11 Updated "ADD" syntax and semantics.,
2-13 Updated ''CHANGE" syntax and semantics.
2-16 ° Updated UCREATE" semantics.

2-19 Added "DISPLAY" syntax and semantics.

12-22 Updated "LIST" syntax and examples,
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3-3 Added SECURITYTYPE and SECURITYUSE to file equation.
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Added SEC and SUS to file header.
3-4 Deleted "filename" and replaced with "multifile-id"
to a secure file sentence.
Deleted "file-identifier'" and replaced with
"multifile-id" to asterisk precedes sentence.
3-8 Added RB and RF to SPO COMMANDS.
Updated USER PAYROLL/ACCT RB =/= syntax explanation.
3-11 Changed ''password" to "usercode' in remote users
sentence. .
4-1 Added SEC and SUS to SPO command.
4-2 Added SEC or SECURITYTYPE and SUS or SECURITYUSE
to the FPB fields.
Changes for MARK VIII,O Release
-
E 8/22/79 \)\,Wu“l{ganges for MARK 9.0 Release
J Replaced SPO with ODT throughout.
2-4 Updated syntax.
2-5 Added *NONPRIV and PRIVATE to options and attributes.
Added US Y to Example.
Replaced *PRIV with Security.
Replaced PUBLIC with SECURITY.
2-6 Replaced *#SYS PACK with *SYS DISK.
Updated *PRIVILEGED USER¥%,
2-8 Deleted CREATE throughout COMMAND RESTRICTIONS section.,
Added sentence dealing with CREATE.
2-9 Updated syntax.
Added PRIVATE and *NONPRIV to.options and attributes.
2-10 Updated Note.
Added US=BERTHA to Example,
2-11 Updated syntax.
Added PRIVATE, *PRIV, and *NONPRIV to options and
attributes.
2-12 Added CHA BERTHA/= to Example,
2-23  Added 26 and 27 to OUTPUT SPO ERROR MESSAGES.
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EILE SECURITY
INIROLUCTION

B1800/B1700 systems  support a file-security mechanism which
protects disk files against accidental or deliberate misuse. A
secure filer for examples cannot be removeds changeds or refer-
enced in any way by an unauthorized user. This document provides
a basic introduction to the current file security wmechanism
provicded by the B180C/B1700 MCP.

File security is basedr essentiallys on one aspect of file-naming
convertians that have existed since the inception of B1700 disk
files: the ccncept of the multifile~identifier. If the multi-
file~identifer is enclosed in parenthesess e.ge.» (PAYROLL)/<file~-
name>s and designated as a3 PRIVATE file in the Disk File Header
(DFH)» the file is a secured file. A large portion of this
documents thens is devoted to explaining the proper conditions
under which file names uwith secure sultifile~id's can be accessed
and created. ' '

Disk file security 1is an optionzal feature as far as the
B1800/81700 operating system is concernede Howevers ocnce the
systerm is invoked» there are well-defined rules for its use. It
should be noteds also» that file security 1is not (imited to
dataccmm activity but applies to bcth batch and remote modes of
operations even though its greatest cpplication is in the area of
datacomm operationse.

This document provides a full discussicn of both batch and remote
applications of file security. It describes the structure of
disk files <created under . file security and explains how to
operate programs that access secure files.

SECURE FILE ICENTIFIERS

Disk file security is maintained through control of the multifi-
le=id since secure files may only be created with names ofs$
{<multifile~id>)/<file~name>. When a new secure file is created»
the wsultifile-id given to the operating system is taken from the
userccde field in the (SYSTEM)/USERCCDE filee. In the context of

file creations the multifile~id and the usercode are functionally
the same.

Secure files are also controlled through specification of 23

pack=id that 11s associated with eveéry usercade/passworde. If a
user pack=id is blanks files are createds by defaults on the
systew diske One practical implication of this system is that

the cperating system cannot locate any secure disk file without
going to the (SYSTEM)/USERCODE file. If the system usercode file
is not presents secure files cannot te located or processed by
the operating systems» even though they are actually resident on
diske :
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When accessing (reading) a secure filer the operating system goes
to the system wusercode file for the Llocation of the file
(pack=id) and checks the Disk File Header CDFH) for access rights
(PRIVATE or PUBLIC). If the file is found and the access rights
are PLBLIC» then any user can access the file. If the rights are
PRIVAIE, it can be accessed only by a privileged user or by a
program running under the same usercoce. Access rights defined
in the wusercode file are used when creating a new file. When
accessing an old filer security is taken from the header.

BRELAJED DOCUMENTATIION

Name Number
B180C/B1700 MCP II - Pe.Se 2212 5426
B1800/B17C0 Software Operational Guide 1068731

B1800/B1700 HOST/RJE PeS. 2212 0126
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SYSTEM/MAKEUSER

The file~security system is initiatec by creating a system user-
code file through SYSTEM/MAKEUSER. Input to SYSTEM/MAKEUSER
consistss basicallys of usercode/password pairs in a format which
is defined in the USERCODE ATTRIBUTES section below. The program
creates a usercode filer called (SYSTEMI/USERCODE, which contains
a Llist of valid usercode/passuwcrd pairse Any batch program or
remote user which attempts to create a secure file with a wrulti-
file~id (i.e.» usercode) that is not in this file or not his oun
Mill te denied the cpportunity to do sc by the MCP.

Access to usercode-related files is also controlled through the
use c¢f PUBLIC and PRIYATE attributes that are stored as part of

the disk file header. Public files are able to be accessed by

~any users» but private files are aveilable cnly to their owners

or privileged userse. Usercodes can be defined as PRIVILEGED in
the (SYSTEM)/USERCODE file if users wish to allow certain user=-
codes to access (read) private files znd write them back to diske.

SYSTEM/MAKEUSER is a normal—state utility program used to creates
access» or madify (SYSTEM)/USERCODE» the systew usercode file of
allowable usercode and passuord comtirationse. Variable fields

- are termed Tusercode password entry attributes” and define the

characteristics of the 1individual entries (maximum nuaber =
1023). The declared types and Ltengths of these fields are:

Userccde ‘ = 10 characters
Passuword - 10 characters
Pack=id : = 10 characters
Charge number - 24 bits

User priority - 4 bits
Privileged bit = 1 bit
Security ‘ = 1 bhit
Cverride - 1 bit
Security level - 2 bits
Maximum Time(Minutes) - 16 bits

BNA Hostname = 17 characters

SYNIAX DIAGRAM CONVENIIONS

Syntax diagrams display the required format for usercode attrib-
utes and input commands» and the rules of such diagrams are:

1« Any path traced along the forward direction of the
arrows will produce valid syntaxe.

2. Any bridge over a3 digit may be traversed the maximunm
number of times specified by a digits I1f the digit
is followed by an "% then the path must be crossed
at least one timea
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ae cmmmfi\m=——D> = MAY be traversed only once.

ba mmmeflE\=—=> MUST be traversed oncee.

3. Upper—-case Lletters in the syntax diagrass indicate
keywords which are Literally in the commands. Minimum
abbreviations are indicated by urnderscoringe

4. Erd-cf-statement is indicated by:

----------)#_

Ccaments after the final operand wmay be preceded by a

-Zﬂ.

5. Lcwer=-case Lletterss wordsr, and phrases are syntactic
variables» which represent inforsation to be supplied
by the user. {(See DEFINITION OF TERMS below.)

DEFIMITIQN OF JERMS

The follaowing section defines the syntactic variables NAME»
INTEGERs, USERCODE SPECIFIER and INPULT FILE NAME» IDENTIFIER», as
well &s the delimiters used in the ccwmand syrtax diagramsa.

Name: a string of up tc 10 alghanumeric charac—
ters» excludirg blanks and delimiters. A
name may be a rull strings which is defined
as two adjacent quote sigrs ("7).

Integer: a string of only numeric characterse

Delisiters: the fdllouing special characters: blanks
("")r equal sign (=)» and slash (/).

Family: a group of wusercode/passuword combinations
that all have the same usercode.

Null String: two adjacent cuote marks (""). Space is
not allowed between thewm.

Usercode Specifier2 consists of a character string of wup to
’ eight <characters for a usercode and sepa-
rated from the password» which may coantain

ten characterss by a sltash (/). The first

name is the usercoder» and the second name

is the Dpasswcrde An optional form is

available using the character ™=" as the

passworde. ‘This indicates all usercodes of
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User Job Priority

Identifier
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the first namee« The null string is allowed

as the passwerc narmer and results in a
password of blanks.

consists of 3 character string of up to ten
characterse. # blank password may be spec-
ified as a null string ("").

Examples:

aa CJOE)/PASSHORD1
be JOE/PASSWORD?2
Ce - JOE/=

de Jog/s""

consists of up tc three character stringss
of up to ten characters eachs separated by
the character "/®» to form a standard MCP-
recognizabie file name. Note that the "="

form and the null string are not allowed in
filenamese

Examples:

a. MYFILE

b. USERCODE/MYFILE
Ce MY.PACK/USERCODE/MYFILE

denotes» by integér, the highest priority

at which a batch job can be run. This
prevents a user at a rewote terminal from
running a3 job st a higher prioritysr for

examples than z retwork controller.

A string of ug to 17 characters for use as
BNA hostname. Lower case will be trans-
fated to upper case and underscore will be
translated to ¢ minus signe.
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USERCODE ATTRIBUIES

Input to SYSTEM/MAKEUSER requires the syntax:

<keyword> = <attribute>

,uhére <keyword> is one of the valid keyuwords listed belowsr the

equals sign is optional» and <attribute> is a character string or
integer which does not exceed the Llength specified for the
attributes. The keyword options US and PW are requiredr, and all
others are optionala. The null strirg (") is valid for password
(PW) and pack-identifier (PACK=).

If ar option that reguires an <attribute> is useds it must be
followed ty input.

Syntax:
Ig====== S i itttk bl
i :
>esmemssccse- 1%\ ====== {§ ====== s=== <pame> ====s-=s-ssccso-=-o- >¥
| I i 1
i == = ==>1 1
I [
I==/1a\====== P} =======- ==== <pame> ==->1
| 1 | !
! I== = ==>1] 1
I 1
I==/1\======= PACK ====<==c=-== <name> ==-=>|
i i I !
I I== = ==>1 I
I !
f==/1\======= CHG ====<=======~ <integer> =~I
i I i ’ i
! I== = ==>] 1

1 !
I==/1\======= PRI============ <jinteger> ~=|

i i i i
' ‘—- - —-)l |

! '
1==/1\======= SL ===--- -====- <integer> -|
i i i |
1 1== = ==>] '
i 1
I==/1\======= #PRIV ===-==ecemmcceccca==>]
I i 1 !
1 1== «NONPRIV =-1| !
i !

1==/1\======= PUBLIC ========emcccccaac=>]
I i i i
! i-= PRIVATE === |
i . i
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f==<===-c= MAXTIME ========== cinteger> -1
! \ 1 | I
) 1== = ==>] )
T 1
I=~ HOSTNAME ============ <igentifier> ==1

i T !

1= = ==>] J=e=== eANY -===]

I |

l==== sNONE =--1
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attributes are

Cption Attribute Default

Ls Usercode None

Pu Password None

PACK Pack specificaticn System disk
CHG Charge number 0

PRI Limiting user jck priority 7

PRIV Privileged indicator Not privileged
aNONPRIV Nonprivileged incicator Not privileged
PUBLIC Security PRIVATE
PRIVATE Security PRIVATE

SL Security level 0

MAXTIME Default maximum execution time 0 (infinite)
HOSTNAME BMNA hostname *NONE

Examples:

~The tine

US=NEWUS PK=NEWPW CHG=6666 PRI 4 PACK NEWPACK =PRIV
CEG=1000 PRI=7 US=NEWUS1 PW=NEWPASS1
US=NEWUS PwW="" PACK=NEWPACK SL=1

US USERCODE PW PASSWORD PUBLIC

us Y Ph» BCUZ =NONPRIV PRIVATE

US NEW PW LIMIT MAXYIME = 4

US HN PH ANY -HOST =ANY

%2 this is 3a comment

EESIRICYICNS

The restrictions for PACK and Security belcw are enforced by
SYSTEM/MAKEUSER since the MCP uses the "FINC FIRST®" communicate.

ALl usercodes which

PACK: indicates default packe. belong
tc the same family @®«ust default to the same packs
1e€ar System or user packs

SECURITY:  all userccdes which belaorg to the same family must

have the same securitys ie.€e

LINE BRINJER OLIPUY

PUBLIC or PRIVATE.

printer output from the list command is formatted as

follows:



"SYSTEM/HAKEUSER™

" SYSTEM USERCODE FILE

INDEX LSERCOOE

0139
0014
0287
0830
006%
1023
0208
0161
0056
0858
0515
0486
0634
0075
692
1003
1022
0r72
0210
1019
1021
102¢
0011
0079
0022
0157
0152

1018

101€
U111
orri
0136
1015
0421
0315
0318
0647
0647
0331
0841
0588
0132
1014
0024
0884
0335
6905
0346
0509
1013
0569
0503
(P4
0124
aLrs

CACT)
CACTU)
CALFURD)
CANALYEO0)
CANALYLD)
CANSI74)
C(ANSI74)
(ART)
CARTHUR)
(AY)

8)
(BANBI)
(BARN)
(BATES)
(BAUERLE)
@nLe)
3bLC)
(8EN)
(BIGELUNW)
(BNA)
(ONA)
(3NA)
C(BNAD
(Be)
(BRYAN)
(BUG)
CBURGER)
{8190C0)
{819bC)
€B6300)
($9]
(CACHEXY)
CCANDE)
(CANDE)
cc)

(CF)
(CHOYE)
(CHRISTY)
L)
cLo)
(CLH)
(CasIN)
coBoLzs4)
(CON)
C(CONTROL)
e)
CCRIND
(cs)
{CURRY)
(C740R)
[OF D]
(DAaA)
CDAH)
(DASCL)
rnaviy

PASSWCRE

" CANDE

CANCE

B

ree

McP

sp

cgeotL
ART
LE.GRAND
ART

KE
YARD

AL

R

8oLL
CLEM
Hece
RICHARD
ARNOLL
HYAMS
HURPHY
YARDY
BELINDA
SHELLY
SQUAD
Tan

BA

s
OFFLINE
Eh

KH

cc
CHRISTY
RANDY
POBO

CL
CYNDY
DMS
DARRYL
PRIV
CLH
PATCH
e
KLEIN

SAKYER
PRIV
By
DAA
DEKNA
DuN

cwe

AT HOST =

OVERRIDE

THUAMODOLODOIIOOROOCODOLOCODOLOOROODOODODNLLMNMOOOODONODODOAN MO OO

RELEAS: MAKK

"HLAVES”

DIFAULT
PACK -

*SYS DISKs=
u

SHCP

sucp

SHCP

ANS I74
ANSTIZ74

uc

B

X

«5YS DISKs
Dc

BNA

D

*5YS DISKe
#SYS DISKe
«5YS DISKs
SNCP

*SYS DISK»
ONA

BNA

BNA

GNA

*5YS DISKe
DATACOMM

u

X

D

D

43YS DISKe
#SYS DISKs
#5YS DISK»
BNA

BNA

X

&#SYS DISKs
RJC

£SYS DISK»
X

DATACOMNM
*SYS DISKs
~*SYS DISK«
caBoL74
*5YS DISKe
PATCHE.0

X

«SYS DISKs -

45YS DISK=
*5YS DISKe
cceoLvée
«5YS DISKs
*3Y5 DISKs
DATACOMM
0DALTL

85YS N¥CK&

CHARCY
NUMBE R

3003000
0000000
coo00000
3009090
0700000
00600G00
0009000
00006000
0000€00
0003000
0888888
0000000
0000000
0000000
0000000
0000030
03006000
000C039
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000600
0000030
0000000
0000000
0009000
0000000
0000000
0000000
00006000
00006039
4000000
0000000
0000070
00000900
0000000
0000600
0300000
9500000
0600000
0000000
0000000
9000030
¢002000
0300000
2000000
0007000
2003000
6003099
faanean

X0

RUN DATE

DEF WAX
PRIORITY

12
12
12
12
12
12
12
12
12
12
12 -
i4
12
15
12
12
i2
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
15
12
12
12
12
iz
i2

17

(CoMpILE DATE/ZTINL = MONCAY

= TULSDAY

SECUR
TYPE

PUBLIC
PUBLIC
PUBLIC
PUBLIC
FuBLIC
PUBLIC
PUBLIC
pusLIc
PUBLIC
PUBLIC
PUBLIC
pPysBLIC
PRIVATE
PRIVATE

- PUBLIC

PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
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‘Notes:
| ov: reports that the pack override bits which is
| automatically set when the default pack is
g not on-lines, has been set on. This bit can
; be reset by the 0DT message: US <us>/<pu>
E RVa
z INDEX: reports the actusl number of the eprtry in
the table of wusercodes maintained by the
programe
+3YS DISK= is defined as the <pack~id> for those

entries createc with the blank (default)
pack specificaticnse

| - «PRIVILEGED USER=# is output only for those entries which were
i - created with the #PRIV cption or chanced to
privileged with the CHANGE commsand.

*ANY - this usercode/péssword is valid from any BNA
host as well as from the local host.

*NONE this wusercode/gpassword is invalid from all
BNA remote hostse. (It is still valid fron
the Llocal host)

PROGRAM EXECUTION

The ©program can be executed from the operator display terminal
(ODT) or through the card reader- The reguired usercode/password
variables c¢can come from cards or cisk or be input individually
through the ACCEPT mechanism (see COMNSOLE KEYBOARD EXECUTION).

CONSOLE KEYBOARD EXECUTION

After SYSTEM/¥AKEUSER is executed» the program generates an
ACCEPT message to show that the program is ready to accept input
compardse. As commands and entries zre entered the program vali-
dates theme. Itlegal parameters are noted through error messages
that eppear on the 0DT» indicating that the input process should
be rereated« The norwmal process of (DT execution would involve:

EX SYSTEM/MAKEUSER
SYSTEM/MAKEUSER = <job~number> ACCEPT.
<job-number> AX <command> <cptional comment>

Comments may be addedg to command reccrds?s they must be preceded by
a percent sign "1%.
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CARD READER EXECUTION

The system wusercode file can be created from a card deck
preserted to the system in the followning form:

2EX SYSTEM/MAKEUSER

?DATA NEW/USER.CODES
<usercode entries>
2END>

The file will be automatically createcr Llistecrs and placed in the
appropriate name table slote.

LUTOMATIC FEATURES

If a card file narmed "NEW/USER.COCES™ is present at BOJ or after
execution of a create commands the program will automatically
create and Llist the usercode filea SYSTEM/MAKEUSER will then go
to E0OJ. No operator. intervention is required under these circum=
stancese.

If the program switches are set tc "L"» (EX SYSTEM/MAKEUSER
SKITCE = L)» the program produces a listing of the existing user=
code file and then goes to EOJ. Nc¢ operator intervention 1is
required. Note that "L™ is a legitisater non~zero value for a

. B1800/81700 program switche

If the program switches are set ta "P%, (EX SYSTEM/MAKEUSER

SHITCH = Pl» the program produces a card deck of the existing
userccde file and then goes to EO0J. No operator intervention is
required. Note that "P”" is a legitimaters non—-zero value for a

B1800/sB81700 prcgram switcha In this waye all current ADDs»

.CHANGES and DELETEs are captured.

ANFORMATIONAL MESSAGES

SYSTEV/MAKEUSER displays informational messages which are self-

explaratory on the host 00T when it arrives at B80Js adds or
deletes wusercodess’ or Llists or punches the (SYSTEM)/USERCODE
filer etce The displays are fcr the wuser's information and

require no direct response.
PROGRAM IERMINATION

SYSTEM/MAKEUSER wmay be normally terminated by an END or EOJ
commard. {See COMMAND section belcwe) The normal E0J message
then appears on the S5PQ.

COMMAMNDS
The syntaxs semanticss and exasples of the actual ODT input
commands are contained in the following sectione. The minimum

abbreviations for the commands are indicated by the underscored
porticn of each commands 23nd the comsands are presented in alpha-
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betical ordere.

The commands may be abbreviated with a minimunm of three letterse.
More than three letterss, wup to the tull spellings may also be
used if the spelling 1is corracte. For exampler» PUNCH may be
abbreviated as PUN and as PUNC» but PUNH is a misspelling and
would be rejected as a valid command even though the first three
letters do supply the minimus atbreviation. Three-letter
comsands must be entered in full.

COMMAND RESTRICIIONS

It 1is strongly recommended that all usercode/password changes to
the C(SYSTEM)/USERCODE file be made when no other jobs are running
and the wusercode file is definitely not in use by any progranm

runnirg under the file~security mechzrism. Changes other than
CHANGE and CELETE wmay safely be rzce to the usercode file when
other jobs are in the mix. Howevers failure to observe this

warning mady result in the loss of datze.

CHANGE and CELETE should not be used while other programs are
runnirg because these commands may céuse a change to the index of

valid wusercode/password combinatiors that the operating systemn

must have in order to open or to lcck a disk file into the direc—
tory. For this reason CREATE is not allowed when other progranms
are in the mix. The operating system further needs the index to
correctly point to the usercoade when it checks the security of a
read or a write on a file with a secure multifile ide

If a user knows for sure that the usercode file is not being
accessed Dby the operating system (e.ge.sr there are no programs
which are running under a usercode cr accessing secure files),
then file maintenance can safely be gerformed on the system user-
code file in the form of a CHANGE or DELETE. Further discussion
of the wmethod of cverriding these trochibitions are contained in
the separate discussions of CHANGE and DELETE.
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20D
Syntax:
R bbbl L ) e e— - lakaadededebbedb e b D L
1 1
>== ALD =====/la\===—=== U§ =====meoe- se==== <Name> w -~ =—sccccaca- >

-- 1 1 1 1
1 I== = «==>] 1
! 1
I==/1t\==mmo= Pl =cc==- s==e== <name> ===>1
| o i i
| . == = ==>] 1
1 ' B |
==/ I\ === PACK =====-~ ==== <npame> -=-=>|
i v 1 i ' 1
i == = ==>1| i
1 {
I==/1\======= CHG ====-- ====== <integer> =1
I i | [ I 1
1 ' I== = ==>1 ’ 1
i : i
[==/1\======= PRI[====== ====== <jntecger> -|
i i i i
i . o= = ~==>]| 1
i i
f==/I\===mm== G| ===== memm——- <integer> -1
i | i {
i ‘ == = ==>]} i
1 { I
==\ =o=m=—=- #PRIY == === eccccmcccacas==)|
{ | i 1
i 1=~ «NONPRIV =--1 : ‘ 1
| 1
==/ I\ ~mo——— PUBLIC ~====cec=mccccancaaa)]|
i : 1 i 1
1 i== PRIVATE ===} ' i
| o i
jm======= MAXTIME =======<-==- <integer> =>1
i ] { i
i == = ==>} 1
i i

The

{==== HOSTNAME ========-= <jdentifier> =>]
| 1 1
1= = =>1 l==== #ANY ====|

i 1
I==== #NONE ==--1

Semantics:

£DD

comrand allows the wuser to add entri

es to

the

(SYSTEM)/USERCCDE file. The keyword options and their,associated
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Option
us

PHW

PACK

CHG

PRI
pusLIC
PRIVATE
PRIV
*NONPRIY
SL
- MAXTIME
HOSTNAME
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Attribute

Usercode

Password

Pzck specification

Charge nusber

Liriting user job priority
Security

Security

Privileged user
Ncrprivileged user
Security level

Default maximum execution
BN2 hostname

Note that the LS and'the PW options zre required,

are cptional. The

while the rest

password name cr pack specifier may be the

null string which indicates a blank fassword or system diske

Examples:

<job=rumber>AX ADD
<job=number>AX ADD
<job~rumber>AX ADD
<job=rumber>AX ADD US=USA PW PHWB PU
<job=number>AX ADD US = USERCODE PK
<job=number>AX ADD US=BERTHA PW=BIG
<job=number>AX ADD US REMOTE PW BNA
<job=numter>AX ADLC US REMOTE PW ANY
ADD US STUDENT PH4 3

<job=numbher>AX

BLIC
= BILL 2
sNONPRIV

US=NEWUS PW NEWPW CHG 4444 PRI=5 PACK=MYPACK
US=NEKWUS1 PW=NEWPR1 Z SYSTEM DISK IS DEFAULT
US NEWUSZ PW="" PRI 7 PACK="" X SYSTEM DISK

CEFAULT IS PRIVATE
PRIVATE

FOSTNAME 2ANY X "+ANY" means all
. Remote BNA hostse.
HOSTNAME ANY X T"ANY" is the actual
. name of the remote
' BNA host
MAXTIME = 3 Z maximum execution time

3 minutes
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| LHANGE
Syntax:
>== CHANGE =-=-=~ <usercode specifier> ==== ) ====-=-- —-——— -=>>
R e DL DL Db e e DA S D DL S DL L !
' 1
dysmmmmmssc== PN semcsscscc--- ([r3Ee> "mmesmsscsc--o- mem———e—— >#
! I== = ==>4 1
! !
1==/1\== PACK ========-= =e=== <name> =======-=>]
! I== = ==>1 1
| _ 1
1==/1\== CHG ====- smesmmee- == <integer> =-=---- >1
1 I== = ==>| ' I
! ~ !
1==/1\== PRI =======-= ======= <integer> =====>}
r I== = ==>1 ’ 1
1 1
1==/1\== §L =======c==-- ====- <integer> =====>]
1 I== = ==>] !
1 S 1
(:3 1==/1\== PUBLIC ======~<-c-ccccccccaccccncana- =>1
o 1 1 i 1
1 1== PRIVATE ===->1 l
! i
1==/1\== &PRIV ==<===--- mmeeem—— smeese—————— =>4
1 ( l !
1 I== «NONPRIV ===>] ' i

1 i
jre=essecsssms= MAXTIME ===<====== <integer>=>1
i i B | !
1 ‘ ' f== = ==>{ : |
! ' 1
j========= HCSTNAME ========== <jdentifier> =>1

i | I ' i

{= = =>] {==== 2ANY ===-|]

i i

|==== =NONE =--~-1}

Semantics:

The CHANGE command allows the user tc change the attributes of an
entry or entries in the (SYSTEMI/USERCODE file. Only those
attritutes indicated by the options shcwn above can be changed.

The keyword options and their asscciated attributes are as
follows:
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Option Attribute
PH Password
PACK Pack specification
CHG Charge number »
PRI Liniting user job priority
PUBLIC File accessing rights
PRIVATE File accessing rights
«PRIV Privileged user
«NONPRIYV Norprivileged user
SL Security level
MAXTIME Default maximum excution
HOSTNAME BN2 hostnaame
The CHANGE command minimum abbreviation is CHAe The usercode

specifierr, the literal TO» and one of the options are required.
Exaacles:

<job-number>AX CHANGE JOE/PASSWORDY TO PW=NEWPASS CHG=5555 PRI=7

<job~number>AX CHA JOE/= TO0 CHG=3333 PRI=5 PACK=NEWPACK

<job-number>AX CHA JCOE/NEWPASS TOQ CHG=44444

<job=number>AX CHA JOE/"" T0 PRI=7 CHG=9999

<job=number>AX CHA USERCODE/= TO PUBLIC

\ <job-number>AX CHA BERTHA/= TO PRIVATE =«PRIV
‘:D‘ <job=number>AX CHANGE OLD/USER TO HCST=NEWHOST

<job-nuaber>AX CHANGE STUDENT/1 70O MAXTIME=3 X execution time({minutes)

<job-number>AX CHANGE TLASS/= TO HOSTKAME =NONE % all usercodes in this
X group are now denied
X execution from all
Z remote BNA hostse

WARNING: CHANGE should not be wused while other programs are
: runninge.




| 2-16
BURROUGHS CORPORATION COMPANY CONFIDENTIAL

COMPUTER. SYSTEMS GROUP B1800/B1700 FILE SECURITY
" SANTA BARBARA PLANT P.S5. 2219 0102 (G)
CREAIE
Syntax:

>== CREATE ===c==emeccmcecececcccccccsccececcmomcecececn—ae——— ->2
--- ! | '
I=====><input file rane>=========c==c====>]
i 1 !
1 , 1==> DISK ======>1
1 i

'----a- W wmwm- ---------------------n--——)‘

Semantics:

The CREATE cosmand allows the user tc create a new (SYSTEM)/USER~-

- CODE filee The user is allowed to specify the input file names

which is assumed to be a card file unless the keyword DISK is
presert in which <case the specified disk is searched for the
filea If no options are present a card file named CARD is
assumed. The format of the input file records is specified in
the subsection USERCODE ATTRIBUTES. ,

Examples:

<job=number>AX CRE MYCARDS

<job=number>AX CRE MYDISK/CARDFILE DISK

<job=-number>AX CREATE MYPACK/MYDISK/CARDFILE DISK
<job~number>AX CREATE ™" XCREATES DEFAULT USERCGDE FILE

If users Wwish to create the usercode file through entries from
the CDYT alones the forwat CREAYE """ can be used. CREATE =~
produces a default usercode file ¢that contains one entry (a
privileged wuser)d. Further entries are then ADDed to the
CSYSTEM)/USERCODE files» one by one.



C

.
L)

2=17

BURROLGHS CORPORATION COMPANY CONFIDENTIAL
COMPUTER SYSTENMS GROUP B1800/B1700 FILE SECURITY
SANTA BARBARA PLANT PaS. 2219 0102 (G)
LEBLG
Syntaxs
>== DEBUG ========= - oo e eemeeceeecmeemeo oo >t
- - ' ‘
' @ - -y UN ----------------—---——)‘
] |
|==cecmcmceccacana) (Jff =sc-cmcccccccsmcmcans)|
Semantics:
N activates printing of debug outgut on the printer. OFF

disables the printing The default of this command is DEBUG OFF»
and a2 DEBUG without parameters inverts the last value.

If neither ON or OFF is specifieds» the value of the DEBUG
attritute will be inverted Cie.ece.» if it was OFF» it will be ON>?

or vice versad. Duplicate entries will reset the option to the
same value (i.e.» no changed.

Example:

<job-number>AX DEBUG ON
<job-number>AX DEB
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LELEIE
Syntax:

>== DELETE ==========> usercode specifier =====e====m=ccc-e—ec-c>y

Semantics:?

The CELETE cowmmand allows the user to delete existing entries in
the (SYSTEM)/USERCODE file. The "=" gption of the usercode spec~
ifier allows the deletion of a grocup of usercodes of the sawme
names» and the null string indicates a password of blanks.

Examples:

<job=number>AX DELETE USER1/PASS1
<job~nuaber>AX DEL USER2/=
<job=-number>AX DELE USER3/PASS3

< job=number>AX DEL USER4/""

WARNING: DELETE should not be used while other programs are
runrninge
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DISPLAY
Syntax:
>== DISPLAY --?-----------------—--------------------—---------------->
- 1 1

I== <us specifier> ===-1
| 1
i |
1== SORTED =-=i

> e e e e e e e e e e e e e e - e e e e e e e e - ————————— >
' I ! | '
1=-= aPRIV ====-1 == HOSTNAME ========--= cidentifier> ~-1
N ! 1 (! |
I== «NONPRIV ==1 1= = =>1 Q==== &ANY ===-]
] 1
f==== *NONE ==-1

~The DISPLAY coamand allows the wuser to display the existing
(SYSTEM)/USERCODE file on the ODT (or Remcte O0DT if program
Switch 0 = 10). The default» no options sets is to display the
entire file. If a usercode specifier is present only that user-
code or usercodes are displayed. The «PRIY option allous the
displaying of only privileged usercoces.

<job=number>AX DISPLAY HARRY/= #NONPRIV X Display on ODT those usercode/
' Z password pairs of HARRY which
Z are nonprivileged.

<job=number>AX DISPLAY *PRIV HOST *ANY % Display only those entries
: Z which are privileged and
Z which are valid from any
Z

remote hoste.

<job-number>AX DISPLAY Z This H!ll cisplay the entire usercode file.
2 If it is desired to interrupt this Cot any
- % display) befcre its normal completion then

% merely enter the rnext command.
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END
Syntaxs

>== [ND ===-cecccccemcecccecccecccccceccccccccccmccccccmm— e ——=) ]

Semantics?

The EXD command allows the user to terminate the progranm.

Example:

<job-number>AX END X THIS IS THE SAME AS "E0J"
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£q4

Syntax:

>== E(J mm=emmeameeeeecmmmacaeeceoaoaoa-

Semantics:

The ECJ command allows the user to terminate the program. (See
also END.)

Example:

<job=-number>AX EOJ Z ALTERNATIVE TO "END"
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1131
Syntaxs:
>== LIST ==~moem—cccrccnca= e ———-—— ceremecc—e——- - ——————— >
-—-- | 1
I==== <us specifier> ===-=>}
1 1
{==== LINKS ====ecccccmec==]
i I
f== SORTED ==-=--1
b L e L e L L E L e e ————— >
{ 1 | 1
I== *PRIV =====| == HOSTNAME ~========= <jdentifier> =-=-|
1 1 1 i1 1
I== 2NONPRIV ==1| I= = =>| |==== &£ANY ====|

1 1
{==== #NONE =--1

Semantics:

The LIST command allows the wuser to Llist the existing
(SYSTEM)/USERCODE file on the line printere. The defaults no
optiors sets» is to list the entire file« If a usercode specifier
is present only that usercode or usercocdes are listeds The =PRIY¥
opticr allows the Llisting of only privileged usercodese.

Examples:

<job~number>AX LIST
<job=number>AX LIST JOE/JOESPASS
<job=number>AX LIS JOE/=
<job~number>AX LIS JOE/""
<job-number>AX LIS PRIV

<job=rumber>AX LIST HOSTNAME HUB Z lists only entries which are

X velid from the remote host
2 celled "HUB™.

<job=number>AX LIST REX/= HOST SA1l 2 List only those entries of REX

Z which are valid from the remote
Z host "SAl".

2 List only those entries for
¥ which all remote access 1is
Z invalid.

<job-number>AX LIST HOSTNAME «NONE

<job-number>AX LIST 2NONPRIV HOSTNAME USER3 X list only those entries
X which are NON PRIVILEGED
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X and which are valid for
Z remote BNA host "USER3™
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EUNCH
Syntaxs:
>m=- PuNcH —-------—------—-ﬁ---------—--—}--—----—---——,— --------- ‘)#
--- [ 1

|]======= <usercode specifier> =======>]
| |

l--——---- *PRIV mEmmnEme® oo oo - - - —-)l
Semantics:®

A copy of the current usercode filer» including all additions»
changes or deletions since the last creations will be punched and
interpreted in a format suitable for an automatic CREATE. It is
Labelled "NEW/USER.CODES™. (See PROCRAM EXECUTION.) '

If a usercode specifier is presents, only that usercode or family
of wusercodes are punched. The *PRIV option allows the punching
of only privileged usercodes.

Examples:

" <job=number>AX PUNCH
<job=number>AX PUMN JOE/JOESPASS
<job=number>AX PUN JOE/= :
<job=number>AX PUN JOE/""
<job=number>AX PUN =PRIV
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@ QUIPY] 0D] ERROR MESSAGES
When an error is discovered on an input record or in an ACCEPY

messager the following diagnostic error messages wWill be
displayed on the 0LT:

- "UNKNOWN COMMAND “<command>" » TRY ONE OF “"CHANGEs ADD, DELETE»
CREATE» LIST» DEBUG» PUNCH, COPY» END» OR EOJ." '
"COMMANDS MUST BE FROM 370 6 CHARACTERS IN LENGTH."

"ULNRECOGNIZED COMMAND/KEYWORD™ <input command> "OR TOO MANY
PARAMETERS FOR THIS COMMAND."

"FARAMETER REQUIRED AND NOT FOUNC FOLLOWING <input parameter>.™
“"REQUIRED PARAMETERS WERE OMITTYED FOR THIS COMMAND."
"MUMBER FIELD FCOR "CHARGE NUMBER"™ [or "PRIORITY"] TOO LARGE."
*"(SYSTEM)/USERCODE™ FILE NOT ON CISK» COMMAND IGNORED.™
""(SYSTEM)/USERCODE™ FILE LOCKED>» COﬁMAND IGNORED."™
| (:R: *"MAXIMUM FILE SIZE OF 1024 ENTRIES EXCEEDED, COMMAND TERMINATED.™
| ~ “INVALID USERCODE "<usercode>" EMNTRY DISCARDED."™

“CIFFERENT PACK NAME FOR SAME USERCODE™
<usercode> "ENTRY™ DISCARDED."

“FILE NAME MUST BE SPECIFIED WITH "DISK™ OPTION, COMMAND IGNORED."
"PACK NAME IS INVALID FOR CARD FILES, COMMAND IGNORED."™

"INPUT FILE SPECIFIED IS NOT ON CISK» COMMAND IGNORED."

“N0 USERCOCE FILE PRESENT» COMMAND IGNORED.®

"SPECIFIED ENTRY DOES NOT EXIST» COMMAND IGNORED.™

“NUMERIC FIELD CONTAINS NON-NUMERIC CHARACTERS."

*"INVALID DELINMITER " <delimiter>", COMMAND IGNORED."™

"CHANGE TO PACKNAME REQUIRES "<usercode>/=."
"cusercode>/<password>™ ALREADY EXISTS."™

"CANNOT CREATE USERCODE FILE WITH NO ENTRIES. USE CREATE ™" FOR
CEFALLT."

“SECURITY MISMATCH = MIXED ""PRIVATE™™ AND ""PUBLIC™" NOT ALLOWED."™




o 2-26
' BURROLGHS CORPORATION COMPANY CONFIDENTIAL
COMPUTER SYSTEMS GROUP 81800/B1700 FILE SECURITY
SANTA BARBARA PLANT P.S. 2219 0102 (G)

"CHANGE TO SECURITY REQUIRES ""<usercode>/=m=.m
"CANNOT CHANGE ALL PASSWORDS.® |

"CANNOT SPECIFY BCTH PUBLIC AND FRIVATE."
"CANNOT SPECIFY BOTH =PRIV AND sNONPRIV.®
"REMOTE EXECUTION DENIED."

"ILLEGAL USERCODE."
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CREATING SECURE EILES
BAICH MODE
Once the systesm's usercode file has been establisheds» secure

files can ke <created by prograss executed under a valid
userccde/passnords €7ger

? US PAYROLL/ZACCT EX X

When the MCP executes program Xs it associates a2 usercode with
any files created by the program. This association is called job
spauninge Control commands that zre zipped by programs or
submitted through the card reader w®must also be prefixed by a
userccde/passwcrd pair if they access secure filese. : '

If prcgram X creates a new file labeled CHECKS» the MCP will lock
inte the disk directory a tile labeled (PAYROLL)/CHECKS. This
file is 2 secure file and can only be accessed by programs run

under the wusercode PAYROLL or a privileged usercode. To do
Library maintenance aor this file» ore has tc precede the 0DT
coumands with the usercode and passwcrds Thus» the following

messages are valid:

USER PAYROLL/ZACCT RE CHECKS
USER PAYROLL/ACCT CH CHECKS T1C PC
USER PAYROLL/ACCY COPY =/= 10 PAYROLL

The following ODT commands are not valid:
RE CHECKS ZThere will be no such file.

RE C(PAYROLL)/CHECKS %ZThe MCP milt not allow this command

2since a gerson is attempting to remove
Za secure file.

PD CHECKS _ ZThe MCP will say: NO FILE CHECKS.

If program Y» executed under a different usercode or no usercode
attemgpts to eccess the file (PAYROLL)/CHECKS» the MCP will
disallow ite

In some instances it may be desirable to create secure files that
can be accessed by all usercodes (privileged and non-privileged).
This can be done by designating those files to be PUBLIC. In the
exasple showr abovesr by defaults the file (PAYROLL)/CHECKS was
made PRIVATE and consequently no other non-privileged user could
access ite Howevers if (PAYROLL)/CHECKS were a PUBLIC file then
program Y (executed with a different usercode =~ ~say FINANCE/VP)
could access this file by stating that the label of the file is
“(PAYROLL)"/"CHECKS"™. If Y is a COBCL prograans then it does this
in the FD section by stating:
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VA OF ID IS "(PAYROLL)I"/"CHECKS"™

When Y attempts to open this file as input or input/output (i.e.»
existence of this file is assumeg)s the MCP does a search for
file “(PAYROLL)"/"CHECKS™ and <checks to see 1if the file is
PUBLIC. If it is» then the MCP allcws accesse. The progras can
read this files it can write intc it (if opened input/output)
and then close ite. As a "public”™ files C(PAYROLL)/CHECKS could
contain updates made bty grogram Y.

BUBLIC FILES

There are three ways of designating a file to be a public file.
They ares

1. By doing a file equater» €oger

US PAYROLL/ZACCT EX X FI CHECKS SECURITYTYPE PUBLIC

The above example assumes that the internal name of the fite
is CHECKS. The key word SECURITYTYPE and PUBLIC indicate to
the MCP that the file is being wade PUBLIC.

Public files can be made private bty the same process if one
replaces PUBLIC by PRIVATE. Thiss howevers is usually unne-~
cessary since the default is PRIVATE when a program is
running under a usercodee.

2. After a file has been created anc locked into the disk direc—
tory» the file may be made PUBLIC by modifying the headers
e.g:'

US PAYROLL/ACCT ¥H CHECKS SEC PUBLIC

3. SYSTEM/MAKEUSER has an option utereby all files created by a
speci fic usercode can be made PULBLIC. When creating the
CSYSTEMI/Z/USERCODE file (i.ee.-» the file that contains the
usercode/password pairs)s» the keyword PUBLIC can be asso-
ciated with any usercode/password paire. This tells the MCP

that every new file created Hlth this usercode/password will
be made PUBLIC.

Currently, there are ro constructs ir any programming language to
make files PUBLIC or PRIVATE.

CONTROL QF 1/0

If a file has been designated to be PUBLIC then the <creator of
the file has the option of ccntrclling the type of 1I/0 that
anothesr user can performs ieeer inputs outputr, I/0. Thuss if
C(PAYRCLL)/CHECKS 1is a PUBLIC read-orly filer then the program Y
running under the usercode/password gair FINANCE/VP can read this
file ktut cannot write into it.
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READ-ONLY EILES
There are tuwo ways of creating read~only files. They are:
1. By file equation:
US PAYROLL/ACCT EX X FI CHECKS SECURITYTYPE PUBLIC
INPUT
SECURITYUSE gLTPUT
I.0
Thre keywards SEC and SUS can be substituted for SECURITYTYPL
and SECURITYUSE» respectivelye. The options INPUT, OUTPUT,
ard I.0 indicate whether the file is read only» write only»
or far reac/uritee.

2« By modification of the file header:

US PAYROLL/ACCY MH CHECKS SEC PUBLIC SUS INPUT
QUTPUT
I.0

CONVERSION 10 SECURE FILES
In coenverting non-secure files to secure files» the most direct
aethod 1is to use a system utility program to copy input files to
the proper pack under the secure rgultifile=ide If users wish to
make the conversion programmaticzllys they must take the
following points into account:

2« Security designation

te ULocation of the input file

Ce Location of the output file

Ce Filencme

The first consideration is that of tte secufity designation given

the wusercode/passwcrd pair under wtich the program is runa. if
the pair is privilegeds it can read and write files with any
valid sultifile~ids» -~ secure or non-secure. If» for examples

PROGRAM/X is executed under the privileged usercode/password of
PAYROLL/ZACCTS» it may access a file called OLD/INFO and wmake a
new autput disk file called (NEW)/INFO (if a wusercode/passworg
combiration for (NEW)/ANYNAME has been declared)» produce a new
output file called (PAYROLL)/INFO thet is Llocated on the disk
pack that is specified in the usercoce files or create a new file
called NEW/INFO. Privileged userccde/passwords have those
optiors open to them.

The Llocation of the input file» which is non=secure» is deter-
mined by the file identifier» whatever it happens to be. The
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Location of the output file is determined by the usercode if it
is a secure file? by the full file identifier if it is a non-
secure file. A secure file may be created or system disk either

by usirg a usercode/password with a8 ro .default pack=id or by
tellirg the MCP not to change the file name with an asterisk (=)
as the first character of the multifile~ide. This convention 1is
explained more fully in DEFAULT ICENTIFIERS.

The filename is restricted only if a secure file is being
createds Since the wmultifile~ic is being supplied by the oper=
ating systems a new secure file canrot have a declared name with
both a multifile-id and a filename. Furthermores no programs
running under a usercode may create a new system filer i.e.» a
file with a single filename Located c¢cr system diske.

When the usercode is non-privileged, the following conditions.
would be in effectr, where the same fcur points are concerned:

The ron-privileged wuser may access a non=-secure file with a
smultifile~id which is not its own tut cannot create a file with
any cther sulfifile~id than its cune. Thuss PROGRAM/X may read
OLD/INFO but cannot create (NEW)ZINFC or NEW/INFQ.

The lccation of the irput file is the same as specified above for

non=secure files. The output files is Llocated in only one of
three places: on the systes disks on a specified packs or on the
userccde®s default packa If the file naming convention is over-

riden by the asterisk conventions, tte file will be Llocated on
syster disks ctherwise it will be created on the user's packe.

Non-privileged wusers are resticted to creatirg output files with
a sultifile~id that is their usercode and a filename that 1is
assigned by them. Any cttempt to circumvent this restiction is
prohitited by the operating system. Furthermores if a  user
program running wunder a non-privileged usercode/password combi~
nation declares a file with a2 multifile~id and a file=ider the
file is not created- The only control exercised over file iden-
tifiers is in the file-name. The aperating system supplies the
pack=id and the multifile-id? corsecuentlys non-privileged users
Aaust not attempt to write and close files with file identifiers
cther than that of their default packs their oun multifile~ids»
and a file—ide The pack=id and the sultifile~id would automati-
cally be supplied by information from the system usercode files
but the duplication of efforts thens would be allowed for program
documentation.

CEFAULT IDENTIFIERS

When a file is being closed with locks the operating systenm
automatically associates the usercode of any wusercode/password
pair with any new file-nawe and locks that file on the pack spec-
ified as the default pack for that usercode/password pair» if no
instructions are presented which override the convention.




3-5
BURROUGHS CORPCRATION COMPANY CONFIDENTIAL
COMPUTER SYSTENMS GROUP B1800/B1700 FILE SECURITY
SANTA BARBARA PLANT P.S. 2219 0102 (G)

Both non-privileged and privileged users are allowed to override
the default naming convention throLgh the asterisk—convention
(). An asterisk that precedes 2 multifile~id instructs the
operating system not to change the file-name as it appearss For
non-privileged wusers (who <cannot lcck a new file without their
oWn usercode as the sulfifile~id)s» this means that the file is
saved on system disk or a specifiec user packe For privileged
users (who can lock a new file witft any name that does not
violate security naming conventiors), this means that the file
can be saved on system disk» a specitied user packs and/or with a
nultifile=id of their choice. The asterisks thens is used to
override default pack names and wultifile-ids» within the
restrictions sllowed for privileged zrd non-privileged users.

To override the default pack named in the usercode entrys users
sust specify 3 pack namer as in the following example:

I-0-CONTROL.
MULTIPLE FILE DISKPACK "P"™ CONTAINS CHECKS

FILE SECTION
FD CHECKS . ’
VA OF ID IS "CHECKS"™ 2This is equivalent to
2 VA of ID is "P"/"CHECKS"/

The CCBOL statement above will cause the MCP to create a file
named P/Z(PAYROLL)/CHECKSs» irrespective of the default pack id.

If §r the above exaample there was a3 default pack "DP™ associated
.with the usercode in (SYSTEM)/USERCODE and the COBOL program did
not have a psck defired (i.e.» ra MULTIPLE FILE statement) then
the file would have gone to the pack DP and its name would be
DP/C(PAYROLL)/CHECKS. If a default pack is defined and if the
user wants to look for or create a file on system disk then the
asterisk convention is required. Thuss the fcllowing statement:

YA OF ID IS "=(PAYROLL)®/"CHECKS"

will cause the MCP to look for a file on system disk with name
(PAYRCLL)/CHECKS. = The "%=™ j3s therefore a way of overriding the
default pack designation and/or default multifile-id designation.
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SECURITY LEVELS

‘The Security Level usercode attribute defines the multi=-file-id's

that the usercode may access- The vélid values are 0, 1» and 2.
A value of 0 allows any value for the nulti~-file-ide. A value of
1 allows the muiti-file~id to be set to any usercode (for exam-
ple»r “(PAYRCLL)™). A value of 2 sllows the nulti-file-id of a
file teing accesssed only to be the same as the usercode supplied
with the input command or the same that the jaob is running under.

These rules are relaxed slightly if the comwand entered is one

that executes or compiles a program. A usercode with a non~zero
security Level <can ™EX CMPALL"™ cr "COMPILE PROG WITH COBOL YO
LI". However» a usercode with 2 security Llevel of 2 cannot "EX

CUSEREB)/PROGI™ wunless the usercode incdentifier in the US command
is USERB.

All cf the security checking and enfcrcement that is based on the
security level attribute is in accition to other security
checking.

#CCESS® PRIV ¥S- NON-PRIY

Userccdes which are designated as privileged are allowed to
access or create secure files with sultifile~ids other than their
oWwn and this constitutes the major difference between the these
two types of usercodese. Tables 3.1 and 3.2 show how the privi-
Ltege option affects four different files involving the two types
of usercodes. ‘

i Usercode I PRIV ! Filename Accessed i Access §
l L L L u—--‘-.-f--—--nnu--—-cq R W R Y 0 SEN I GAG M I SN WER DB GNR WS DS W NEN G M DU NS 8D WX
11. C(PAYROLLY 1 YES - 1 <dp>/C(PAYRCLL)/ZA ! Allowed i
12. (PAYROLL) § YES I <dp>/CUSERA)/A i Altowed i
i3. (PAYROLL) § YES I =CA)/B I Allowed i
14. CPAYROLL)Y | YES 1 <pack=id>7/A/B i Allowed [}
] o D T 0 e o e e - [}
11. (LSERA) i ND I <dp>/CUSERAI/A i Allowed i
2. CUSERA) 1 NO 1 <dp)/C(PAYRCLL)/A 1 Denied I
3. (USERA i NO i =(A)/B i Denied i
4. (USERA) i NO ! <pack=id>/A/B 1 Allowed 1

1able 3.1 Comparative Access Privileges

~Table 3.1 presumes the following conventions:

<dp> names the default pack asscciated with the usercode in the
system usercode file. To override this conventions the
user wculd have to precede the filenawme with an asterisk
and specify a pack namer if the file did not reside on
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system diske. If the asterisk is specifiedn the MCP looks
for the filesr by defaultr on tte system diske.

- used to override the default fpack~id and/or wmultifile=-id
designation. If the file is rot a secure file» as in the
last instance for both usercodess the pack name must be
specified when accessing a file that exists on a user packa

In the first instancer» both usercodes are allowed to access files
under their oun multifile-ids. Where the privileged user is

‘allowed to access files under another®s sultifile=id €2)» the

non-privileged user is note. The non-privileged wuser is also
denied access to secure files on syster disks as indicated by the
s<pultifile-id>/<file~id> in case three. The last instance showus
that both the privileged and non-privileged user can get any
non-secure file. Note that the pack identification must be spec~-
ified 1in this instance because there is no default pack designa-
tion for files that do not have a usercode. Privileged usercodes
also have the option of creating rew output files with pack-ids
and multifile=ids which are not their ownr, as shown in Table 3.2.

10cK: BRIV ¥5. NONZPRIY

EE L L R L E LI L EE LR L L AL B L L L L A A K L R R B L R L L R R R T T R RN X ]

i Usercode | PRIV i Filename Created i Approval |
' A AR YT R AR N W S aw e . e ‘--------,-----------------------------------_‘--_---
11. CPAYRCLL) 1 YES I <dp>/CPAYRCLLI/ZA 1 Allowed 1
12, CPAYROLL)Y & YES I <dp>/CUSERA)/A 1 Allowed |
13. (PAYROLL) 1 YES i =«(A)/B : 1 Allowed {
14. C(PAYROLL)Y 1 YES 1 <pack=-id>/#/B I Allowed i
L] - o - - - - 0 1 0 -1
11. (LSERA) I N\O 1 <dp>/CUSERA)/A I Allowed i
12. CUSERA)D ! NO I <dp)/C(PAYRCLL)I/A { Denied i
13. CUSERA) 1 NO f =«CA)/B 1 Denied 1
14. CUSERA) I NO 1 <pack=id>/7#/8 - : ! Denied f

Table 3.2 Comparative File Creation

The ccnventions that existed for Table 3.1 alsc exist for +this
table. Notice that the non-privileged user is not ailowed to
Lock a non-secure file into the disk directory.

APPENDED USERCODES

If a program running under a usercode ZIPs a control statements
the usercode of the zipping program is automatically appended to
the controd string. Thuss ZIP "RE C(INVEN)/A™ will be interpreted
as USER PAYROLLZACCT RE CINVEN)/A anc will be disallowed unless
PAYROLL is privilegeds. If the zipping prograe inserts a USER
string in the zipped command then this usercode becomes effective
and nct the usercode of the zipping grograme Thus» ZIP USER
INVEN/TORY RE CINVEN)/ZA will remove the files This may lead one
to conclude that one wuser progras can remcve the files of
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anothers but this is possible aoanly if the password of the other
user i1s known by the first.
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EREEIXED QD] COMMANDS
Usercode/password must be prefixed tc a 0DT control command if
the command results in modification cr removal of a secure file.
The fcllowing ODT commands are affected by this rule:
CH» CO» EX» MHs MO» QF» RB» RE» RF

‘Examples:

EX CINVEN) /A Z Invalid coamand
CH CINVEN) /A Ta X Z Invalid comaand
USER INVEN/ZTORY CH A TQ =X X Invalid command
USER INVEN/TORY EX CINVEN)/ %2 YValid command
USER INVEN/TORY EX # Z Valid command
USER INVEN/TORY CH A T0 X Z VYalid command
USER EL/ZAPPO CH CINYEN)/? to =X 2 Valid command if
4 EL/ZAPPO is a
2 privileged user.

The ccmmands KA and KP can be appliec to any files CeGer

KA CINVEN)/A Z is 0K
KP CINVEN)/A Z is OK
KA CINVEND/= Z is OK

It is not necessary for a PD to be preceded by a usercode so:

/ USEF INVENZTCRY PD A
/
PD C(IANVENDI/A is the same as < or
\
\ US INVEN PD A

LSERCODE EACKUP FILES

Backup fites created ty programs run under a usercode have a
naming convention that is different from the current naming

cenvertian. Backup files created urcer usercade PAYROLL have the
following names:

<default pack for PAYROLL>/(PAYROLLI/#<integer>Z printer
or .
<defzult pack for PAYROLL>/(PAYROLL)/Z<integer>X punch

Jo prints removesr display secure backup files» the PBs RBs and BF
commards must be preceded by the zppropriate usercode and pass-
HOTrds €aQer

USER PAYROLL/ACCT PB 3 %2 will print <def pack>/(PAYROLL3I/Z#3
USER PAYROLL/ACCT RB =/= 2 will resove all backup files for
: Z this usercode
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REMOIE MODE

Prior to the VI.1 release of the MCP and SYSTEM/MAKEUSER», remote
applications programs ordinarily required remote users to iden-—
tify themselves through a usercode and password before they were
allowed access to the system. Ttis was true for MCS—type
programss such as CANDE which handled individual remote stations
as well as for RJE/CCNTROLLER which allowed a remote computer to
function as 3 remote terminal in the KOST/RJE system. Further=
more, under that systems jobs in those <configurations were
contrclled through & job=spawning frocess that attached a user-
code and unique session number to the batch jobs executed and
compiled (i.e.» spawned) from the rescte terminal.

The present security system is an extension of that design. HWhen
a remcte—-applications program is running under a secure usercodes
users must sign on» 3s befores thrcugh usercodes and passWwordse
The new security system» howevers, allcws only those usercodes and
passwords that are currently contained in the (SYSTEM)/USERCODE
file to have access te the system thrcugh a remote program. This
means that unless remote users have been authorized entry to the
systes through previously validated usercodes and passwordss they
cannat sign on or log on.

Furthermores any jobs spauwned from : remote terminal or computer
will be checked for security violaticrs according to the same
standards that have been discussed previously in the BATCH MODE
subsection of this documente. For exanples a remote wuser who
attempts to access the secure file of arother user and is not

privileged to do so will be denied access to that file. The job
is either not scheduled or DS—~eds dependirg upon the state at
which the security violation occurse. The security designations

for eny file which an individual user creates will be determined
by the security designation given irn the usercode/password entry
in the (SYSTEMI/ZUSERCODE filer unless specifically overridden.

It should be stressed at this poirt that both secure and non-
secure operations can occur on the same system at the same time.
This means that a secure rewcote—applications c¢peration can be run
in the same mix of jobs that atlows ron-secure batch processing
to take placee. Howevers the same remote—applications -job cannot
allow both secure and non~secure activities to take place during
a single sessione. A mixture of secure and non-secure jobs are
allowed on the same system because tlte security system is inde~
pendert of the datacomm operatiorse. It is maintained by the
gperating system through the (SYSTEM)/USERCODE file.

L0G=ON/SIGN=ON

Log~on and sign=on procedures involve the same processes that
have teen establishec¢ in recent relezses» i.€e.» through a user-
code and a passwords. Under file security» howevers users who
have not established valid userccdes in the (SYSTEM)I/USERCODE
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file zre denied access to the systes. This procedure is true for
CANDE and HOST/RJE as well as any ¥CS~type program running under
a secure usercode. The Supervisory Message Control System (SMCS)
is a special cases since it orcinarily dces not run under a

secure usercode yet supports security checknng for those progranms
which require it to do so.

~ JgB SPANNING

Spauned jobs are handled in the same way that batch jobs
involving secure files are treateds i.e.» access to secure files

and closing a disk file with Llcck are checked for security

violationse 1If a violation is founds the job is either DS=ed or
not schedulede. Non-privileged CANDE users» for exampler» cannot
GET (access) a private file under ancther secure usercodee. If
they attempt to execute or cowspile a program with the private
file that belongs to another user» the execution or compilation
is not scheduled. ’

EILE HANDLING

ALl files are saveds by defaults as private or public files»
according to the user's default protection as specified in the
(SYSTEM)/USERCODE file. Usercode/péssword corbinations may have
a default pack associated With them. If a pack has been defined
for a particular usercoder all files are read from or written on
the specified pack unless the default is overridden through the
asterisk-conventions or explicitly through a pack name.

SYSJEM DISPLAYS

Job security inhibits certain MCP c¢isplays so that the response
is given only for an individual®s session. For examplesr

2HY -= gives the status of that user's'job(si only.

?MX == reports on active jobs for that user orly.

?2RE == removes only the files of the particulars active user.
?MC == modifies only the files of the particular» activé users

EACKUP EILES

Backugr files created by programs running under secure usercodess
both tatch and remoter» are controllec ty the default designations
of the usercode under which the job is being run. Consequentlyy
the file 1is locked into the disk directory cf the default packs
assigred the sultifile~id of the usercode under which the job was
executed or compileds and given a number by the MCPs» unless the
default is overridden. Printer backup files which have been
created Lty jobs running under a usercode are locked in the disk
directory as <defsult pack>/Cusercode)/#<number>.
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DISK PACK DEFAULIS

Since the MCP will fcrce files to a default pack associated with
the usercode/password, syntax has been implemented to allow
remote users to access or save files cn a disk pack other than
that defined in the (SYSTEM)/ USERCC(DE file. A remote applica-

- tions programs running under a privileged usercodes allows users

to access files according to the follcwing tables

ENTER PACK.ID ' FAMILY.ID FILE.ID
A - <default pack> (ue) A

A/B <default pack> - A B

AJE ON C c A B

(uclz7a <default pack> ut) A

(uC)/s2 ON C c uc) A

«{LUC)I/A 2« SYSTEM DISKx« uc) A

=4 : *%SYSTEM DISK=« A

=A ON C C . A
The number of characters in a agultifitle-id» including the
asterisk and the parentheses» may not exceed 10 characters. The

identifiers ~(ABCDEFG) and ABCDEFGHIJ are tegals while *«(ABCDEF-
GHY)» for examples is not,

Since remote users are usually requirec to sign on to applica-
tions programs through usercode/password combinations, all files
saved {(locked or disk) contain their usercode as t he
pnultifile-ida To access arnother user?®s filer that file must be
changed from private to public by the owner or be accessed by a

privileged usercodee. When savinc a filer it cannot be saved
under someone else's usercode. Thuss a user signed on as UC/PH
cannot save a file with the commanc SAVE AS =(ANOTHER)/A; the
commard SAVE AS *A saves a file as (LC)/A on system diske. A

commard such as SAVE AS A will put the file on disk as <default
pack>/(UC)/A.
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DEFINITIONS AND JABLES
EILE SECURITY JMPLEMENTATION

Two fields were added to the disk file headef to support file
securitye. ' :

Upon Llocking a new disk file into the directory the MCP will set
DFH.FROTECTION.IO to FPB.PROTECTION.IC then Locok at FPB.PROTEC~
TION. If it is zero (default)» then DFH.PROTECTION is set to
PUBLIC if the MULTI.FILE.ID does not cortain a USERCODE.
Howevers if the MULTI.FILE.ID does contain a USERCODE, FPB.PRO~
TECTICN will be set to the security zttribute of the wusercocdes
ie€es» PUBLIC or PRIVATE. If FP3.PROTECTION is not equal to zeros
DFH.PFOTECTION is set to FPB.PROTECTION Lless one.

DFH.PROTECTION BIT (2)
0 - PUBLIC

1 = PRIVATE
2 = GUARC (not implemented)
CFH.PROTECTION.IO BIT (2)
0 = INPUT OLTPUT

1 = INPUT ONLY

2 = 0UTPLT ONLY

One OLCT command was implemented to change these fields.

MH <file-identifier> SEC PUBLIC
PRIVATE

INPUT
SUS ouTPUTY
I.0

Two fields were added to the FP8. These are used to set the
fields in the cisk file header.
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FPE.PROTECTION  BIT ()

"DEFALLT

PUBLIC

PRIVAIE ‘
GUARD (not implemented)

tad N\
]

FPE.PROTECTION.IO BIT (2)
0 = INPUT OUTPUT |
1 = INPUT ONLY
2= OUTPUT ONLY

Two file attributes @an set these FPE fieldse.

SEC or DEFAULTY SUS or I.0

SECURITYTYPE PUBLIC SECURITYUSE INPUT |
PRIVATE ~ OUTPUT
GUARD - '

 ACCESS/OPEN IABLE

Table 4e1» Security Truth Tables outlines the steps taken by the
MCP in determining whether programs running with a non-privileged
userccde may or may not access or create a disk file.
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* JOB RUNNING =
% WITH A x

*+ USERCODE =

KARRERRARERKR LR
AANARAACAANNAAARRRAASRASNRANRARARAAR® NEW = QLD =

* MULTILFILE.ID = PACK.ID * FILE ~ FILE »

EXRRABARARARREARREANRARAANNRAKARNAREAARARAAA S AR ARAA KK

REAARARRRALAAKAARARAARAREARAARA XA XKL R ARARE XA A AAR LR

- * BLANK A o+ B s
* ELANK ARBRAREAAARRAR R R R AR AR ARRAARARRE KX
x | *«  PRESENT + G * K =

t**ti*it}ﬁtitttt*tttq*tk*ttt**titittiiit***i*t*t*t
REREARRARRRREAR KR AR AR A LS AREARRERRARARN R A AR R ARANEEARAAEAR X

& * BLANK « 0 =« T *
£ 3 USERCODE AAREAARAAARRAAERARAR R AAREEA A K ARA KL
* & PRESENT * F = Y ®

EARRRARE AR AR R A AR AR AR A AR R A A RAR AR R A AR ARARRAERAR AN &L
EEAEERERRARRR A LR R EER A AR AR ARRCERRAR LR R AR R RRARAS AL ARAART S

= ASTERISK IN * BLANK = L LA *
® FIRST AR ARAR AR AR AR AR AR R AR ARRRAARNAR AR
* PCSITION * PRESENT * L * M ®

AAERRERRREARERRBRRR A AR R ASAARRARAE A RAARARRARAR KA SR AN A X
REAEEKERARRRRAEAR AR AR E AR AR AR REEAAEAA SRR AR RARREE A AR E R X

* #  BLANK + P = C =
* PRESENT EAAAEARRARRRAR A AR AR AR AREE AR RAAGR
& * PRESENT = P = C *

tt**iit*t*it*itti**ti**ttt*tki****ttiﬁ*t*****i**t*
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kEEREEREAAEAR AR

* JOB RUNNING =
% WITHOUT A b

* USERCODE =
kAR EARAEAKEA LK
« NEW * OLD =
* FILE = FILE =

khkhAkRKAREAE kAKX A

KRR AKX E AR EAR AR
+ OPEN = C =
EEREERKEREL XA AR &R
* OPEN = C *
EAXRREERRAEAE A EAKE
EERERARRELAAREARRX
* 0 * £ x
kAR EEAERRELE KA R K
* W * c *
AR REEERAAEREAS KR
KRR ERAAXREAREREERE
* J * N %
AR ERERERARRE AR E
* J * N £
EERRAERAAER KR KA RS
EERERRCR AR RS AT AR
& OPEN = C *
KEkREERXREEARERERE
« OPEN = C =

RAREAEREE IR AA RS

fol. Security'Truth Table (Ncn=privileged users)

Where:s
Ae 1.
which the program is runnince

2. Set the MULTI.FILE.ID with the USERCCDE under

is runninge.
1, Altow OPEN to proceed.

B. 1.
under which the program is runninge.

~Set PACK.ID from the USERCOLE table using the USERCODE under

Set the PACK.ID from the USERCODE table using the USERCODE

2o Set the MULTILFILE.ID with the USERCCDE under which the

program is runninge.
3« Search the directorye.
4, If the file is present allocws the OPEN to
%« Clear the PACK.ID and the MLLTI.FILE.ID.
6. Proceed to Step C.

proceede.

which the program
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C. 1. Search the directorye.

2. If the file is not presenrt hang the program NO FILE.
1. Proceed to Step R.

De 1. If the USERCODE in the MULTI.FILE.ID is not the same as the
USERCODE under uhlch the prcgram is running then the job is
DS~ede.

2. Set the PACK.ID from the USERCODE table using the USERCODE
in the MULTI.FILE.ID.
3. Allow the OPEN to proceede.
Ee 1. Set the PACK.ID from the USERCODE table using the USERCODE in
‘ the MULTI.FILE.ID.
2. Search the girectory.
3. If the file is present then proceed to Step R.
ke Clear the PACK.ID.
€. Proceed to Step C.

F- 1. If the USERCODE in the MULTI.FILE.IC is not the same as the
USERCODE under which the prcgram is running then the job is
fS~ed.

2. Allow the OPEN to prcceede.
Ge 1. Set the MULTI.FILE<ID with the USERCODE under which the
: program is runninge

¢« Allow the 0OPEN to proceed.

He 1. If the USERCODE in the MULTI.FILE.ID is not the same as the

USERCODE under which the prcgram is running proceed to Step C.
2. Search the directory.
.2« If the file is not present hang the program NO FILE.
4. Allow the OPEN to oroceed.
I. 1. Set the PACK.ID from the USERCODE table using the USERCODE in
the MULTI.PACK.ID.
2. Search the directorye.
3. If the file is present proceed to Step S.
4, Clear the PACK.ILC.
S« Proceed to Step H.

Jo 1. FKemove the asterisk and shift the name left one position

¢ Allow the OPEN to proceed.
3.

At CLOSE time proceed to Step T.
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’k. 1. Set the MULTI.FILE.ID Ma?h the uqercode under which the
program is running.
2. Search the directory. , : .
. If the file is present atliow the: OPLN to proceed.
o Clear the MULTI.FILE.ID. o
S« Proceed to Step C.
Lo 1. FRemove the asterisk and shift the nawe {eft one positiona
2. If the resultant name is 2 LSERCODF proceed to Step F.
e Allow the OPEN to proceed. .
be At CLOSE time proceed to Step Y.
Me 1. Remove the asterisk and shift the name left one position.
2o If the resultant name is 2 i SERCODE proceed to Step H.
s Proceed to Sten C.
Ne 1. Remove the asterisk and shift the name left one position.
¢« Proceed to Step C.
0o 1. Set the PACK.ID from the USERCODE table using the USERCODE
in the MULTI.FILE.ID.
2. Proceed to Sten Y.
P 1. Altow the OPEN to procecd.
20 At CLOSE tiwme proceed to Step U
Q. 1. Display security error HES% 4098
2o Hang prograwm NO FILE.

R.v 1. If the OPEN violates file @ecuwuty proceed to Step R.

¢« Allow OPEN to proceed.

Soe 1o If the USERCODE in the MULY (P FILELID is the same as the
USERCODE under uhich the prcgram is running then allow the
OPEN to proceeds

2o Proceed to Step R.

T« 1. If the program is attempting to lock the file into the
directory and the MULTI.FILE.ID contains a USERCODE then
proceed to Step VY.

¢« Allow the CLCSE to proceed.
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Us 1. If the MULTI.FILE.ID does noet contain the USERCODE under
which this program is runnirg and the program is attempting
to Llock this file into the cirectory proceed to Step V.
2. Allow the CLCOSE to proceeds.
Yo 1. Display an error message.
' ¢ Discard the file.
We 1. Allow the OPEN to proceed.
2. Proceed to Step T.
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