UNISYS

CTOS®

System
Administration
Guide

3.3CTOS |
33CTOS Il
3.0/3.1 CTOS/XE
Priced item

June 1991

Printed in USA
4357 4599-100



UNISYS CTOS®

System Administration
Guide

Copyright © 1991 Unisys Corporation
All Rights Reserved
Unisys is a trademark of Unisys Corporation

3.3CTOS | June 1991
" 33CTOS |
3.0/3.1 CTOS/XE Printed in USA

Priced ltem 4357 4599-100



The names, places, and/or events used in this publication are not intended to correspond to any
individual, group, or association existing, living, or otherwise. Any similarity or likeness of the names,
places, and/or events with the names of any individual, living or otherwise, or that of any group or
association is purely coincidental and unintentional.

NO WARRANTIES OF ANY NATURE ARE EXTENDED BY THIS DOCUMENT. Any product and
related material disclosed herein are only furnished pursuant and subject to the terms and conditions of
a duly executed Program Product License or Agreement to purchase or lease equipment. The only
warranties made by Unisys, if any, with respect to the products described in this document are set forth
in such License or Agreement. Unisys cannot accept any financial or other responsibility that may be
the result of your use of the information or software material, including direct, indirect, special or
consequential damages.

You should be careful to ensure that the use of this information and/or software material complies with
the laws, rules, and regulations of the jurisdictions with respect to which it is used.

The information contained herein is subject to change without notice. Revisions may be issued to
advise of such changes and/or additions.

CTOS, NGEN, and SuperGen are registered trademarks of Convergent Technologies, Inc.

ClusterShare, Context Manager, CT-Net, Document Designer, Generic Print System, Image Designer,
Series 186, Series 286, Series 386, Series 286i, Series 386i, SRP, TeleCluster, and X-Bus are
trademarks of Convergent Technologies, Inc.

OFIS is a registered trademark of Unisys Corporation.

BTOS is a trademark of Unisys Corporation.

IBM PC is a registered trademark of of IBM Corporation. Intel is a registered trademark of Intel
Corporation.



Page Status

Page

i through xxv

XXVi

1-1 through 1-5
1-6

2-1 through 2-11
2-12

3-1 through 3-5
3-6

4-1 through 4-16
5-1 through 5-13
5-14

6—1 through 6-15
6-16

7—-1 through 7-17
7-18

8-1 through 8-13
8-14

9-1 through 9-27
9-28

10-1 through 104
11-1 through 11-30
12-1 through 126
13-1 through 13-15
13-16

14-1 through 14-8
15-1 through 15-11
15-12

16-1 through 16-27
16-28

17-1 through 17-27
17-28

18-1 through 18-12
19-1 through 194
20~1 through 20-34

Issue

Original
Blank
Original
Blank
Original
Blank
Original
Blank
Original
Original
Blank
Original
Blank
Original
Blank
Original
Blank
Original
Blank
Original
Original
Original
Original
Blank
Original
Original
Blank
Original
Blank
Original
Blank
Original
Original
Original



Page

Glossary—1 through 18
Index—1 through 14

Issue

Original
Original



Contents

AboutThisGuide .................coiiiiiiiiinnn..

Section 1.

Section 2.

Section 3.

If You Are New to System Administration

Overview. ..ottt iiiiiinennn.
NewTerms ................. ccccviian...
What Does “Configuration” Mean? .........
Administrative Duties ....................
SettingUpaSystem ..................
Other Administrative Tasks . ............

Understanding Hardware

WhatlsaCluster? .......................
Workstation Hardware. . ..................
Processors ........ .o,
Cartridges, Modules, and Expansion Cards
Monitors ........ . i
Keyboards............ccoviiiiii...
Shared Resource Processor Hardware . . .. ..

Understanding System Software

What Is System Software? ................
Standard Software . ......................
Workstation Operating Systems ...........

Server Workstations ..................

..........

..........

..........

..........

Cluster Workstations With Local File Systems ... .....

Diskless Cluster Workstations ..........
SRP OperatingSystems ..................

Xix

1-1
1-1
1-2
1-3
1-3
1-5

2-1
2-2
2-3
2-4
2-4
2-5
2-5
2-5
2-7

3-1
31
3-1

3-5



CTOS System Administration Guide

vi

Section 4.

Section 5.

Using Administrative Tools

What Tools Are Available? ..........................
SystemManager .............. ... . . i
Starting the System Manager . ....................
Using the System Manager.......................
Using System Manageronthe SRP ................
TheEditor...... ... ... .
Startingthe Editor . . ............ ... .. L
Usingthe Editor ........... ... ..o,
Cursor MovementKeys .........................
Deletion Keys . ........ciiiiniiiiin i
ClusterView . ... ... .. i i
' Using Cluster View on a Shared Resource Processor . .
Using Cluster View on a Workstation Server .........
Cluster View System Services ....................
Cluster ViewCommands ........................
Installing Cluster View on a Shared Resource Processor
Installing Cluster View on a Workstation Server ... .. ..
Stating Cluster View .......... .. ... ... ...
Working in a Cluster View Session ... ..............
Using a Cluster View on a Workstation Server........

Bootstrapping

How a System Bootstraps. ..........................
Bootstrapping a Workstation .. ......................
Bootstrapping a Workstation From a Server..........
Workstation Type Numbers ......................
Using the BootstrapMenu .......................
Indirect Bootstrapping . .......... .. ... i L,
Workstation Hardware IDs . ......................
SignOnDisplay ..ot
Bootstrapping a Shared Resource Processor ..........
Front Panel Keyswitch Positions. ..................

41
4-1
4-2
4-3
45
4-7
4-7
4-7
4-8
4-8
4-9
4-9
4-9
4-10
4-11
4-12
4-12
4-13
4-15
4-16



Contents

Section 6.

Section 7.

Implementing System Security

How PasswordsWork . ........ ... ..............
ProtectingVolumes .............................
Assigning a Password to the System Volume .....
Assigning Passwords to Other Volumes..........
Changing a Volume Password .................
Protecting Directories .. .........................
Assigning a Password to a Directory ............
Changing a Directory Password ................
Protecting the <Sys> Directory .. ...............
Limiting Access to Directories . .. ...............
Protecting Files .......... ... .. ... ... ... ... ....
Assigning a Protection Level to a Group of Files . ..
Assigning a Unique Passwordto aFile ..........
Restricting Access to the System ... ..............
Allowing Access to a Single Directory . ...........
Eliminating Known User Names .. ..............
Limiting Access to Certain Commands.............
Installing the Command Access Service. . ........
Using the Command Access Service Log File .. ...
Allowing Access to Users on Other Nodes .. ......

Customizing User Environments

What Is a User Configuration File? .. ..............
CreatingaUserFile.............................
ModifyingaUserFile............................
Editinga UserFileManually . .. ...................
File Specifications for UserFiles.. ... ...........
UserFileFormat ... .........................
AddingaUserFileOption........................
Creating a Working Environment . ... ..............
Selecting an Environment With the User File Editor. . ..
Specifying an Environment With the Editor. .. ..."..
Limiting AccesstotheSystem....................
Removing the Default UserFile . ...............
Assigning Passwords to User Names . ...........
Signing On Automatically . .. .....................
Signing On With a Magnetic Card Reader...........

6-1
6-1
6-2
6-3
6-3

6-6
6-7
6-8
6-8
6-8
6-9
6-10
6-10
6-11
6-11
6-12
6-13
6-15
6-15

7-1
7-1
7-3
7-3
7-4
7-4
7-5

7-6

7-6
7-7
7-8
7-8
7-9
7-9

vii



CTOS System Administration Guide

viii

Section 8.

Section 9.

User File Options for Standard Software. ..............
SignOnOptions. . ....oviiei it
Executive Option. .. ... ... i,
Mouse Options .........ccoviiiiiiiiiiniennen.
Installation Manager Options . ....................
Cluster ViewOptions ........... ...,

Installing Applications

SoftwarePackages ................ ... .. . ol
Planning the Installation . . ..........................
What Applications Are Available? ....................
Office Automation Applications ....................
Communications Applications . .. ..................
Other Applications. ... .......... i,
A New Installation Technology . .. ....................
Using the Instaliation Manager.......................
Installation Manager Features . ......................
Installing From Floppy Diskettes . . .. ...............
Instaling FromQIC Tape . .......... ...,
Installing Fromthe Server. . ......................
Installing Public Software ........................
UsingthelogFile.... ... .. .. ... . o it
Removing an Application . ........... .. . ... .....
Recovering From Installation Failures. .. ..............
Restarting aninstallation . ..........................
LoadableRequests .............. ... . i,
CommonProblems ............ ... ... ... .. ...,

Installing System Services

What Isa System Service? ............. ... ... .ll.
What System Services Do YouNeed?.................
Standard Software System Services ...............
Generic Print System Services .. ..................
Electronic Mail Services .........................
Network System Services .. ......................
Other System Services .............cciviiin...
Where to Install System Setvices. ....................

7-10
7-10
7-12
7-12
7-13
7-15

8-1
8-2
8-2
8-2
8-3
8-3
8-3

8-9
8-9
8-9
8-9
8-10
8-10
8-10
8-11
8-11
8-12
8-13

9-1
9-2
9-2
9-8

9-9



Contents

Section 10.

Section 11.

Calculating Memory Requirements ................... 9-11
How Much Memory Is Available? . ................. 9-11
How Much Memory Is Required? .................. 9-13
Installing System Services on a Workstation . .......... 9-14
Installing From the Executive ..................... 9-14
Installing During System Initialization ............... 9-16
Installing System ServicesonanSRP................. 9-20
Installing With Cluster View ...................... 9-20
Installing During System Initialization ............... 9-21
Installing the Remote User Manager ................... 9-25
Using the RunNoWait JCL Statement ................. 9-25
CommonProblems ................... .. ... .. ... 9-27

Accessing Data Throughout the Cluster

Using DisksontheServer .......................... 10-1
Accessing Disks on Cluster Workstations ............. 10-1
Installing Cluster File Access onthe Server . ......... 10-2
Installing the File Filter ......... ... ... ... ... ... 10-2
Installing the Workstation Agent . .................. 10-3
Configuring Cluster File Access . .................. 10-3
Using Cluster File Access . .. ... coiieiii ot 10-4
Accessing Additional Resources ... .................. 104

Adding Hard Disks

WhatlsaCTOS Volume? ................cviiinn... 11-1
WorkstationDisks ............ ... ... .. ... L. 11-1
Device NamesforHard Disks ... .................. 11-2
Disk Type and Bad SpotReport . . ................. 11-2
Initializing a New WorkstationDisk . ................ 11-4
SRPDiskS. ... .o e 11-7
Disk Compatibility .. ...........coiiiiiiiiiii 11-7
Device Names for SRP Disk Drives ................ 11-8
Initializinga New SCSIDisk ...................... 11-9
Initializing New ST-506 or SMD Disks .............. 11-10
Using Parameter Templates . ........................ 11-14
Configuration FileFormat ........................ 11-14
Format Templates..............coiviviiienan., 11-15
Device Templates . . .......... ..o, 11-22
Reinitializing Valid Volumes . .. ...................... 11-25



CTOS System Administration Guide

Section 12.

Section 13.

Section 14,

Correcting Input/Output (W/O)Errors .................. 11-26
SpecifyingBad Spots ......... ... ... il 11-26
Running Surface Tests .......................... 11-27
Reinitializingthe Disk ........................... 11-27

Reinitializing Corrupted Volumes .................... 11-28

Optimizing DiskSpace ............................. 11-29

Using Tape Drives

Different Typesof TapeDrives ... .................... 12-1
What Kind of TapestoUse .......................... 12-1
Hardware and Software Requirements ................ 12-2
Installing the Sequential Access Service .............. 12-3
Configuringa TapeDrive .............. ... ..., 12-5
Preparing TapesforUse ............................ 12-56
Write-Enabling Half-Inch Tapes ...................... 12-5

Backing Up and Restoring Data

Performing RoutineBackups . ....................... 13-1
Cleaning Up Disks Before Backups................... 13-1
Performing a Complete Volume Backup ............... 13-2
Performing an IncrementalBackup ................... 13-6
Performing Backups With Cluster View ............... 13-7
Restoring Backups .......... ..., 13-8
Restoring a Complete Backup .................... 13-8
Restoring Portions of an Archive Dataset. . .......... 13-12
Recovering a Corrupted Volume ..................... 13-13
ldentifying a Corrupted Volume ................... 13-13
Backing Up a Corrupted Volume .................. 13-14
Troubleshooting Disk Problems ................... 13-14
RestoringData ............ ..., 13-15

Using a File System Cache

What Is a File System Cache? ....................... 14-1
How CachingWorks ............. ... ... il 141
Configuring CacheMemory ......................... 14-2
Setting File Attributes for Caching.................... 14-4
Disabling Filesfor Caching ....................... 144
Enabling Files for Caching ....................... 14-5



Contents

Section 15.

Section 16.

Using the Cacheasa RAMDisk..................
Caching Files Fromthe Server...................
Remote CachingonanSRP .....................
SharingaCache ................ . ... coi...
Configuring a Remote Cache .................

Optimizing System Performance

Configuring Context Manager ...................
What Are Partitions? . ... ........... ... .....
Using Static Partitions ... ....................
Using Variable Partitions. . ... ................

Allocating Buffers . ............................
ISAM . L
ElectronicMail . ........... .. ... ... .. ....

AllocatingQueues . ..................cciunn.
DynamicQueues ..................c...ua..
StaticQueues ......... ... o

Optimizing Useof DiskSpace ...................
Moving the “Scratch” Volume .................
Moving Applications . .......................

Optimizing Memory UsageontheSRP ............
Isolating Disk-Intensive Applications............
Moving Communications Services .............
Avoiding Interprocessor Data Transfers . ........

Adjusting MemoryBlocks.......................
What Are Blocks? . ...... ... . i,
X-Blocks o oii e
W-,Y-,andZ-Blocks ........................

Using a Cache Memory Disk.....................

Configuring Workstation Operating Systems

The Operating System Configuration File..........
Editing Config.sys . .. ...t
Creating WsNNN>Config.sys ...........o. ...

Configurable Parameters .......................

14-5
14-6
14-7
14-7

15-1

15-8

16~1
16-3
164
16-5

xi



CTOS System Administration Guide

Section 17. Configuring Shared Resource Processor
Operating Systems

The Operating System Configuration File .. ............
Using Keyswitch Files . ..........................
Editing SrpConfig.sys . .....coviveeiri ..
BootSection ........... i
ProcessorSection. ..........coiiiiiiiinnnnnn.

Configurable Parameters ...........................
Master Processor . ........coiiiiiii i,
AllProcessors . ..o vtit i it it it
Protected-Mode Processors ......................
Processors With ClusterLines ....................
Processors With Disk Controllers ..................
Processors With Tape Drive Controllers. . ...........

Section 18. Building a Customized Operating System

Installing the System Build Utilities. . .................
Making Changes to the SourceCode .................
AssemblingandLinking ............... ... ... ... ...
File System PrefixFile ........ ... ... .. ... .. ..
Cluster Agent Prefix File . . ...... .. .o oot
Operating System Prefix File .....................
Testing the New Operating System ........ e
OnaWorkstation .......... ... i,
On an SRP Master Processor. ....................
On Other SRP Processors .........covvnvenan.t.
Installing the New Operating System..................
Troubleshooting SysGenErrors .....................
Assembly Errors .......... . o i
LinkErrors. .. .o e
Bootstrap Errors .. ... . i

Section 19. Customizing Standard Software

What YouCanCustomize ...........................
MessageFiles. ............ .. it iiiiiinnnn.
Generating aMessage TextFile...................
Editing a Message TextFile ......................
Creating a Binary Message File ...................
MergingMessage Files..........................
TemplateFiles ............. ... i,

Xii

19-1
18-
19-2
19-2
19-3
194



Contents

Section 20. Troubleshooting

Diagnosing Problems
PLOg .o e
ClusterStatus .............co it
Partition Status ............ ..o,
Workstation Troubleshooting
Workstation Does Not PowerOn . ...............
Workstation Does Not Bootstrap. ................
Module Is Not Recognized .. ...................
Keyboard Does NotWork . .. ...................
Monitor Does Not ComeOn . ...................
Workstation Does Not Communicate With the Server . .
Application CannotBe Started ..................
Application Is Running Slowly . .. ................
SRP Troubleshooting

............................

............................

Hardware Installation Problems .................
" ProcessorCrashes ............ ...,
Isolating Hardware Problems ...................
Isolating Software Problems . ...................
Errors During System Service Installation .........
Intermittent System Crashes . ...................
Collecting a Crash Dump
Performing Crash Dumps on Workstations.........
Performing Crash DumpsonanSRP .............
What If a System Will Not Bootstrap? ................. 20-29

Bootstrapping Fromthe Server.................... 20-30

Bootstrapping From a Floppy Diskette .............. 20-30

Bootstrapping From QIC Tape .................... 20-31

Converting Hexadecimal ErrorCodes .. ............... 20-33

GlOSSaIY . ... i e e 1
INdeX . ... e 1

xiii






Figures

2-1.  Simple Cluster Hardware Configuration . ...................... 2-1
2-2. SRPPrimaryCabinet ........ ..ot 2-6
2-3.  Placement of SRP Master Processor ... ...................... 2-9
2-4.  SRP Processor ldentifiers. ......... ... ... i 2-11
3-1.  Operating System Identification ............................. 3-2
4-1.  System ManagerDisplay ..........c. i 4-2
4-2.  Mouse Mark Button (Right-Handed Configuration)............... 4-4
4-3.  SRP System ManagerDisplay ............ ... o i, 4-6
4-4. Cluster View Menu ... ... ... ittt i 4-15
5-1. Workstation Bootstrap Sequence . . ........cciviiiiiiiin.. 5-3
5-2. BootstrapMenu . ...... .. .. e e e 5-7
5-3. SRPBootstrapSequence ............ ..ot 5-11
6-1.  Command Access Service ConfigurationFile .................. 6-14
7-1. UserConfigurationFile .. ...... .. ... .o i, 74
9-1. GPS System ServicesinaCluster .............c.cvvviienn .. 9-5
9-2.  Electronic Mail System ServicesinaCluster ................... 9-7
9-3.  System Services Installed Throughouta Cluster ................ 9-10
9-4.  Partition Status Display. .. ...... ..ot 9~-11
9-5.  Workstation System InitializationFile . . ....................... 9-16
9-6.  SRP System InitializationFile. .. ............ ... . ... . L. 9-23
10-1. CFAConfigureDisplay ... .......ccoiiiiiiiiiiniininnennennn 104

XV



CTOS System Administration Guide

Xvi

11-1.
112,
11-3.
11-4,
11-5.
11-6.

12-1.

14-1.

15-1.

16-1.

17-1.

20-1.
20-2.
20-3.
20-4.
20-5.
20-6.
20-7.
20-8.

Workstation Disk Type and Bad SpotReport . .................. 11-3
Disks in an SRP Primary Cabinet............................ 11-8
BadSpotsFile ........ ... 11-11
FormatTemplate .......... ..o iiiiiiiiiiiiiiiiaenn 11-15
Device Template .. . ........coo it i 11-22
Volume Status Display . .......ccoiiiiit i ie i 11-30
Write-Enable Ringon aHalf-inch Tape ....................... 12-6
FileSystemCache ......... .. ... . i, 14-3
Partition Status Map Display ... ...... ... it 15-2
Workstation Operating System Configuration File ............... 16-3
SRP Operating System ConfigurationFile ..................... 17-2
SRP Slot Numbers (inhexadecimal) ......................... 20-5
Cluster Status Errors Display . ....... .. ..o 20-6
SRP Real-Mode Processor Status LEDs ...................... 20-18
LED Patterns for Hexadecimal Digits . ...........c.oiivnn. 20-19
LED Sequence Pattern for a Hexadecimal Error Code ........... 20-20
SRP Protected-Mode Processor Status LED . .................. 20-21
Sequence Pattern for a Decimal ErrorCode . .................. 20-21
Hexadecimal-to-Decimal ConversionChart .................... 20-34



Tables

2-1.

3-1.
3-2.

4-1.

6-1.
6-2.
6-3.

6-5.

9-1.
9-2.
9-3.
9-4.

11-1.
11-2.
11-3.

12-1.
12-2.

SRP CabinetSummary........... ... e 2-7
SRP Processor Summary . .........ccoitiiiii it 2-8
Workstation OperatingSystems ... ......... ... ... .....o.... 3-3
SRP Operating Systems . . . ..., ... i 3-5
Cluster View ParameterFields . .. ........... ... .. .. nin... 4-14
Workstation Type Numbers ...... .. ... ... .. ... ... ... . ... 5-6
Change Volume Name Parameters ................c.ccccvun... 6—4
Protectionand Access Levels........... ... .coiiiiiiiin.... 6-5
Create Directory Parameters .......... ... iiiiinienn... 6-6
Set Directory Protection Parameters ................... e 6-7
Set Protection Parameters ............. .. i, 6-9
Installation Parameters .. ...... ... it 8-8
Software Installation Errors. ... ........ ... . i i 8-13
System Service Commandsand RunFiles .................... 9-15
JCL Statements for workstations ................ ... . ... 9-17
JCL StatementsforSRPs . . ...... ...ttt 9-24
System ServiceErrors ....... ... .. Ll e, 9-27
Format Disk ParameterFields .............................. 11-5
Device Templates . . ...t iie it iieeniianenenenns 11-13
Format Templates. .........c.oiiiii it 11-16
Approved Tapes forDataStorage .................. ...t 12-2
Sequential Access Service Parameters ....................... 124

XVii



CTOS System Administration Guide

13-1. Volume Archive Parameters .. ............ciiiiiiiiinnnnnn 13-4
13-2. Restore Archive Parameters................ooviiiininnnnn.. 13-10
18-1. CTOSIPrefixFiles . ..... oot it 184
18-2. CTOSHIPrefixFiles ...... oo, 184
18-3. CTOS/XEPrefixFiles .........ccviiii i, 18-5
20-1. Cluster Status Ermrors ...ttt it i 20-7

- xviii



About This Guide

Who This Manual Is For

This manual is for system administrators who are responsible for setting
up and maintaining CTOS®-based clusters. You may be an experienced
full-time system administrator, or you may administer a cluster in
addition to other job duties. In either case, this manual is written with
the following assumptions about your skills and knowledge:

*  You are familiar with basic workstation operations, such as signing
on and using the Executive.

¢ You understand file system concepts, such as volumes, directories,
and /Sys.

If you need to learn about basic workstation operations or the file sys-
tem, see the CTOS Executive User’s Guide before you continue with this
manual.

What This Manual Covers

This manual describes the tasks performed by system administrators
and provides detailed procedures for performing those tasks. It also
provides an overview of workstation and shared resource processor
hardware and software components and introduces the software tools
available to system administrators. In addition, it describes
troubleshooting techniques for both workstations and shared resource
processors.
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Changes to This Edition

This edition of the CTOS System Administration Guide is relative to
10.0 CTOS I, 3.3 CTOS II, and 3.0/3.1 CTOS/XE. See “What Is New in
System Software,” below, for specific information about changes to the
system software products.

What Has Become of BTOS™?

The BTOS and CTOS workstation operating systems have been
enhanced and merged into the following system software products:

CTOS 1, version 3.3, replaces real mode BTOS II and the real-mode
CTOS operating systems.

CTOS 11, version 3.3, replaces protected mode BTOS II and the
CTOS/VM operating systems.

The standard utilities (also called Standard Software) are packaged
with the operating systems are compatible with 3.3 CTOS I, 3.3
CTOS I, and 3.0/3.1 CTOS/XE.

What Is New in System Software

The following major changes to CTOS and Standard Software are
documented in this manual:

XX

Access to Cluster View and the Set Time command can now be
controlled by a system service called the Access Service. This
service reads a configuration file that contains permissions and
restrictions according to user names. See Section 6, “Implementing
System Security.”

The MCR Service allows users to sign on with an access card
inserted into a magnetic card reading device. See Section 7,
“Customizing User Environments.”

A number of new system services are packaged with Standard
Software. See Section 9, “Installing System Services.”

The Sequential Access Service replaces the QIC Service and Half
Inch Tape Service. See Section 12, “Using Tape Drives.”
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* A new set of multipurpose archive commands replace the utilities
previously required for disk and tape backups. See Section 13,
“Backing Up and Restoring Data.”

¢ File system caching now works on workstations, as well as on
shared resource processors. See Section 14, “Using a File System
Cache.”

How This Manual Is Organized

This manual is organized as follows:
Section 1. If You Are New to System Administration

This section provides an overview of administrative tasks for those
who are new to system administration.

Section 2. Understanding Hardware

This section presents an overview of workstation and shared
resource processor (SRP™) hardware.

Section 3. Understanding System Software

This section presents an overview of the operating systems and
Standard Software utilities.

Section 4. Using Administrative Tools

This section describes the software commands and applications you
use for system administration.

Section 5. Bootstrapping

This section describes the bootstrap and system initialization
sequences of workstations and SRPs.

Section 6. Implementing System Security

This section describes how to password-protect your system and
prevent unauthorized persons from using it.

Section 7. Customizing User Environments

This section describes how to define the commands and applications
available to users.

xXi
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xxii

Section 8. Installing Applications

This section describes how to install software products from floppy
diskettes or tapes.

Section 9. Installing System Services

This section describes how to install loadable system services, which
supplement the operating system by providing access to additional
resources, such as tape drives, modems, and printers.

Section 10. Accessing Data Throughout the Cluster

This section describes how to install and use the Cluster File Access
facility, which allows files to be shared from cluster workstation to
cluster workstation.

Section 11. Adding Hard Disks

This section describes how to format disks for use on workstations
and shared resource processors.

Section 12. Using Tape Drives

This section describes the media and system services required to use
quarter-inch cartridge (QIC), digital data storage (DDS), and
half-inch tape drives.

Section 13. Backing Up and Restoring Data

This section describes how to back up and restore disks to and from
tape archive media.

Section 14. Using a File System Cache

This section describes how to configure a file system cache, which
increases the speed at which files are accessed.

Section 15. Optimizing System Performance

This section describes how to improve system performance by
making optimal use of memory, disk space, and other system
resources.

Section 16. Configuring Workstation Operating Systems

This section describes how to configure workstation operating
systems to function optimally in your environment.
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Section 17. Configuring Shared Resource Processor Operating
Systems

This section describes how to configure SRP operating systems to
function optimally in your environment.

Section 18. Building a Customized Operating System

This section describes how to further configure an operating system
by building a customized version.

Section 19. Customizing Standard Software

This section describes how to customize screen messages for the
Standard Software utilities.

Section 20. Troubleshooting
This section contains troubleshooting tips and techniques.

In addition, a glossary and index are included near the end of the
manual.

What This Manual Does Not Cover

This manual does not address specific hardware issues, such as installa-
tion of workstations, SRPs, or cluster cabling. See the appropriate
installation guides for information about your hardware products.
Cluster hardware installation is described in the CTOS Cluster and
Network Hardware Installation Guide.

See the CTOS System Software Installation Planning Guide and the
Software Release Announcements for information about installing the
operating system and Standard Software.
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Where to Find More Information

XXiv

The following manuals document the Standard Software utilities and
are packaged with the CTOS operating systems:

CTOS Executive Reference Manual

This manual documents the Executive command interpreter, which
is a primary tool for system administration. It describes Executive
commands packaged with Standard Software. It is arranged
alphabetically by command name and describes parameter fields in
detail. Keep it handy as a companion volume to the CTOS System
Administration Guide.

CTOS Executive User’s Guide

This user’s guide provides step-by-step procedures for the most
commonly used commands and features of the Executive. Itis a
good resource for people who are new to CTOS or are occasional
users of the Executive.

CTOS Status Codes Reference Manual

This manual provides descriptions for CTOS status codes. It is
organized numerically by status code number.

CTOS Editor User’s Guide

This user’s guide contains detailed information about the Editor
application, which is frequently used by system administrators for
editing configuration files.

CTOS Basic Asynchronous Terminal Emulator User’s Guide

This user’s guide contains detailed information about the Basic
Asynchronous Terminal Emulator application.

CTOS Batch Manager II Installation, Configuration, and
Programming Guide

This manual describes the Batch Foreground command that is
packaged with the Standard Software utilities. In addition, it
describes the Background Batch function of Batch Manager 11,
which is packaged and installed separately from the Standard
Software utilities.
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See the following manual for information about installing cluster
hardware, including cable and Telecluster requirements:

CTOS Cluster and Network Hardware Installation Guide

See the following manuals for information about printing, networking,
and electronic mail products:

CTOS Generic Print System™ Administration Guide

CTOS BNet II Installation, Configuration, and
Administration Guide

CTOS OFIS™ Mail Administration Guide

Conventions

The following conventions are used throughout this manual:

New terms appear in italics. Their meanings usually become
apparent as you read them in context; however, italicized terms are
defined in the glossary.

Command names are capitalized, for example, Format Disk and
Volume Status.

Names of forms and fields appear in italics, for example,
SignOn form
[Password] field

Variable information also appears in italics, for example,
..WsNNN, where NNN stands for a three-digit number.

Names of keys appear in uppercase bold, for example, GO.

Volume, directory, and file names appear in italics, for example
[Sys]<Sys>Config.sys.
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Section 1
If You Are New to System Administration

Overview

If you are new to system administration or have never worked with
CTOS, you may not be familiar with certain terminology or the various
tasks that a system administrator performs.

This section defines some terms and briefly describes a number of
administrative tasks. After reading this section, you should have a good
idea of what will be expected of you as a system administrator.

The sections that follow expand on the terms and concepts presented
here and provide detailed procedures for performing specific tasks.

New Terms

The terms defined below are used throughout this manual and in most of
the other documentation you will use with CTOS-based systems. These
terms, and many others, are described in more detail in later sections.

Application A program you interact with on your workstation.
This term usually refers to a multifunctional
program, such as a word processing or accounting

package.

Cluster A group of computers connected together for
sharing resources, such as files, printers, or a data
base.

Configuration An arrangement of parts, such as computer hard-

ware, or of elements, such as software programs.
(See also “What Does ‘Configuration’ Mean?,”
below).
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CTOS

CTOS1
CTOS 11

CTOS/XE
Operating system
Server

Shared resource
processor (SRP)
Standard
Software

System services

User file

Workstation

A comprehensive term for workstation and shared
resource processor operating systems.

The operating system for real-mode workstations.

The operating system for protected-mode
workstations.

The operating system for shared resource
processors.

The program that controls hardware and applica-
tion programs on a computer.

One computer within the cluster that controls
resources that are shared throughout the cluster.

A floor-model computer that always functions as a
server (also called an XE).

A set of commands and applications you use to
perform basic tasks, such as copying files or
backing up a disk.

Optional programs that expand the capablhtles of
the operating system.

A configuration file that defines the working
environment for a specified user name.

A desktop computer that can be configured as a
server or a cluster workstation.

What Does “Configuration” Mean?

The word configuration is a commonly used system administration term.
It is used in a variety of circumstances, as described below:

Hardware
configuration

Cluster
configuration

The pieces of hardware present on a workstation or
SRP.

The combination of different systems in a cluster.
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Software The combination of the operating system and
configuration applications installed on a system.

Configuration file A file that contains parameters for a software
product or a hardware device.

This term is frequently used in this manual because CTOS systems are
very configurable. This means that each individual workstation or SRP
can be set up many different ways. Configurability allows systems
within the cluster to meet the needs of individual users.

Administrative Duties

The actual duties you perform as a system administrator depend a great
deal on the size of your cluster. In general, you are responsible for the
server; sometimes you are also responsible for other workstations in the
cluster. For example, if you are administering a small cluster in
addition to your other job duties, it is likely that other users on the
cluster administer their own workstations. On the other hand, if you are
administering one or more large clusters as a full-time job, most likely
you will be responsible for all aspects of system administration.

The tasks described below are typical administrative duties. In addition,
many system administrators are also responsible for hardware mainte-
nance. See the appropriate installation guides and technical reference
manuals for help with your hardware requirements.

Setting Up a System

The following list briefly describes the tasks associated with settingup a
workstation or SRP. See the referenced sections and manuals for more
detailed information.

1. Assemble the hardware.

Setting up workstation hardware is a simple task; the only tool you
need is a small, flathead screwdriver for attaching the monitor cable
to the workstation. See the installation guide that accompanies the
workstation for detailed instructions. SRPs are usually installed by
a field service engineer; for detailed information, however, see the
XE-530 Shared Resource Processor Hardware Installation Guide.
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Install system software.

Before a workstation or SRP will function as a computer, you must
install system software, which consists of the operating system and
Standard Software. ‘See the CTOS System Software Installation
Guide.

Configure the operating system.

On a shared resource processor, you may need to configure the
operating system to recognize all hardware components on the
system. See Section 17, “Configuring Shared Resource Processor
Operating Systems.”

Connect workstations to the server.

To form a cluster, workstations are connected to the server. See the
CTOS Cluster and Network Hardware Installation Guide for
detailed information about connecting the systems in a cluster.

Install applications.

After you install system software, you install applications. See
Section 8, “Installing Applications,” for general information. See
the release documentation or the software installation guide for
each application for specific instructions.

Install system services.

In many cases, system services are required to run applications. See
Section 9, “Installing System Services,” and the release documenta-
tion for each application.

Configure applications.

Some applications have configuration files that affect the way they
work. See the release documentation and the manual for the appli-
cation for more information.
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Other Administrative Tasks

In addition to setting up workstations, system administrators frequently
are responsible for the following:

Assigning
passwords

Creating
directories

Creating
user files

Adding disks

Updating
software

Configuring
hardware
and software

Performing
backups

Monitoring
the system

Troubleshooting
problems

As system administrator, you are responsible for
password-protecting the server.

In some cases, particularly if users share disk
space on the server, you are responsible for
creating directories.

You create user files to customize the working
environment for each user.

In many cases, you are responsible for planning
the use of disk space and adding disks when
necessary.

You install new software applications and update
existing ones when new versions are released.

Whenever you add hardware or software, check the
release documentation and application manuals
for specific configuration requirements.

You are usually responsible for backing up disks
on the server, and in some cases, all disks in the
cluster. You do this periodically (in many cases,
daily) to make duplicate copies of all data stored on
the system.

As you become more experienced, you might want
to keep track of system activity, for example, the
number of users who are signed on at certain
times or how quickly disks fill up. This helps you
tailor the system to the needs of your workplace.

You are responsible for diagnosing and solving
problems. Troubleshooting is one of the most chal-
lenging aspects of system administration.






Section 2
Understanding Hardware

What Is a Cluster?

A cluster is a group of computers that are connected together for sharing
disks, printers, and other system resources. A single computer within
the cluster functions as a server, which controls certain resources for the
entire cluster. The server and cluster workstations are connected either
with cables or with TeleCluster™, which connects them via telephone
lines. Figure 2-1 shows a simple cluster configuration.

Server Workstation Cluster Workstation

= |-

[\

5

H

1

Cluster Workstation Cluster Workstation
IRRNEENE
T o

(=

502.2—-1

Figure 2-1. Simple Cluster Hardware Configuration
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The server can be either a workstation, as shown in Figure 2-1, or a
larger computer called a shared resource processor (SRP). This section
provides an overview of both workstation and SRP hardware compo-
nents, which are referred to throughout this manual. See the appropri-
ate hardware installation guides for more specific information. For
details about setting up and connecting systems to a cluster, see the
CTOS Cluster and Network Hardware Installation Guide.

Workstation Hardware

A workstation is a desktop unit that can function as a server, a clustered
workstation, or a standalone computer. A workstation consists of a cen-
tral processing unit (CPU), a keyboard, and a monitor. Optional
modules or expansion cards can be attached to most processors to
provide local disk storage space, graphics, and other enhancements.

Although there are many distinct workstation models, they can be
grouped into the following categories. For more specific information, see
the installation guide for your particular workstation.

Series 5000 A Series 5000 workstation consists of a base unit

workstations containing an Intel® 80486 CPU, and optional
expansion units. In addition to the CPU, the base
unit contains removable cartridges, which house
disk drives, graphics controllers, tape drives, and
other optional equipment.

Modular A modular workstation is a collection of separately

workstations housed modules. Each module contains one hard-
ware component, such as a processor, a disk, or a
graphics controller. On some models, additional
hardware components can be added with internal
expansion cards. Modular workstations include
the Series 186™ NGEN®, and the B26 and -
B27-CPU, which contain Intel 80186 processing
units; the Series 286™ NGEN and the B28, which
contain Intel 80286 processing units; and the
Series 386™ NGEN and the B38, which contain
Intel 80386 processing units.
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Integrated
workstations

Diskless
workstations

Processors

An integrated workstation base module contains
the processor, a hard disk and a floppy disk drive.
Additional hardware components can be added as
expansion cards within the base module or as
separate workstation modules. Integrated work-
stations include Series 286i™, which contain the
Intel 80286 processing unit, and B39 and Series
386i™, which contain the Intel 80386 processing
unit.

A diskless workstation consists of a processing
unit, a keyboard, and a monitor. It does not
contain disks; it uses disks on the server. Diskless
workstations include the B27-CLS, B27-LCW, and
CWS models, which contain Intel 80186 processing
units; the B28-LCW, which contains and 80286
processing unit; and the SuperGen® Series 2000,
which contains an Intel 80386 processing unit.

Several different processor models are available for workstations. For
system administration purposes, however, they can be grouped into the

following categories:

Real-mode
processors

Protected-mode
processors

Contain Intel 80186 CPUs. They provide a
maximum of 1024K bytes of random access
memory (RAM).

Contain Intel 80286, 80386, or 80486 CPUs. They
provide enhancements over real-mode processors,
such as greater speed and more RAM.

The terms “real mode” and “protected mode” are used throughout this
manual. In some cases, system administration differs between the two.
If you are not sure what type of processor you are working with, use the
System Manager command, as described in Section 4, “Using
Administrative Tools.” It displays a picture of workstation components
and identifies the processing unit.

2-3



CTOS System Administration Guide

Note: Although the B28-LCW contains an 80286 processing unit, it is
classified as a real-mode processor, because it is designed to run a
real-mode operating system. See Section 3, “Understanding
System Software,” for information about workstation operating

systems.

Cartridges, Modules, and Expansion Cards

Many cartridges, modules, and expansion cards are available for
workstations. The following list describes only a few. See your installa-
tion guide for information about installing modules and expansion

cards.
Disks

Graphics
controllers

Tape drives

Monitors

2-4

These cartridges and modules contain a hard disk
for mass storage of data and some models also
contain a 5-1/4 inch floppy disk drive. Disk
cartridges can be inserted into the Series 5000 base
unit. Disk modules can be attached to modular,
intergrated, and Series 5000 workstations.

A graphics controller is required to use certain
monitors. These are available as cartridges for
Series 5000 workstations, and as modules or
expansion cards for integrated and modular
workstations.

Quarter-inch cartridge (QIC) tape drives are
available for use on modular, integrated, and
Series 5000 workstations. Digital data storage
(DDS) tape drives are available for use on Series
5000 workstations.

Major categories of monitors are listed below:

¢  Green-on-black monochrome monitors

*  Color graphics monitors

¢ High-resolution monitors
¢ Video Graphics Array (VGA) monitors
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Not all monitors can be used with every processor, and in many cases, a
graphics controller is required. See the workstation installation guide to
find out about monitor and graphics controller compatibility.

Keyboards

Several keyboard models are available for workstations. Although the
position of some keys may vary, names of keys are the same on all
models and are used consistently throughout this manual.

Shared Resource Processor Hardware

The shared resource processor (SRP) is a floor-model computer contain-
ing multiple processors that perform different functions. For example,
some processors control disk operations, while others control cluster
communications. The processors constantly pass data back and forth,
and are dependent on one another to function as a system. Many
processor combinations are available to provide the optimal hardware
configuration for different applications.

An SRP always functions as a server. It does not have a keyboard and
monitor; therefore, a special utility, called Cluster View, is required to
communicate with SRP processors. (Cluster View is described in
Section 4, “Using Administrative Tools.”)

Hardware components of the SRP are briefly described below. For more
detailed information, see the installation guide for your particular
model.

Cabinets

SRP hardware components are housed in cabinets (sometimes called
enclosures). An SRP consists of one primary cabinet and up to five
secondary cabinets. A primary cabinet, as pictured in Figure 2-2, is
equipped with a keyswitch, a reset button, a two-numeral status display,
and a QIC tape drive. Both primary and secondary cabinets contain
processor boards and disk drives. The various cabinet models are
summarized in Table 2-1.
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Keyswitch

Status Display

Reset Button
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Figure 2-2. SRP Primary Cabinet
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Table 2-1. SRP Cabinet Summary

Name Type Description
C-Box Primary Contains a QIC tape drive, three 5-1/4 inch
cabinet hard disk drive slots, and six processor
board slots.
E-Box Primary Contains two 8-inch hard disk drive slots, six
cabinet processor board slots, and optionally, a QIC
tape drive.
B-Box Expansion Contains four 5-1/4 inch hard disk drive slots
cabinet and six processor board slots.
X-Box Expansion Accommodates ten 5-1/4 or three 8-inch
cabinet hard disk drives.

Processor Boards

The latest model SRP processor boards are equipped with Intel 80386
protected-mode processors. Older processor boards contain Intel 80186
real-mode processors. An SRP can be equipped with a combination of
real-mode and protected-mode processor boards. See the XE-530 Shared
Resource Processor Hardware Installation Guide for information about
the compatibility of different processor models.

To identify SRP processor boards, look at the acronyms stamped on the
back, which are visible when you open the rear cabinet doors. These
acronyms are used throughout this manual.

The different processor boards are summarized in Table 2-2. Your SRP
may not contain every type of processor.
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Table 2-2. SRP Processor Summary

Name Acronym Mode Description

General GP Protected The GP contains two RS-485 cluster

Processor channels (four ports), which can support
up to 32 workstations (16 per channel),
two RS-232-C ports, and one parallel
printer port.

General GP Protected The GP+SI consists of a General Pro-

Processor cessor (see above) and a SCS| Interface

with SCSI board (SCSI stands for Small Computer

Interface Standard Interface). The expansion
board contains two SCSI device con-
trollers, which can support up to eight
SCSl devices.

General GP Protected The GP+Cl consists of a General Pro-

Processor cessor (see above) and a Communica-

with Comm- tions Interface board. The expansion

unications board contains six RS-232-C ports, two of

Interface which can be configured as either V.35 or
X.21 ports.

Cluster CP Real The CP contains two RS-422 cluster

Processor channels (four ports), which can support
up to 16 workstations (8 per channel); two
RS-232-C ports; and one parallel printer
port.

File FP Real The FP contains four disk interface ports,

Processor which can support up to four ST-506 hard
disk drives.

Data DP Real The DP consists of a Storage Processor

Processor (see below) with a Storage Controller
board (SC) in the adjacent slot. A DP
controls up to six external SMD disk
drives.

Storage SP Real The SP contains a tape interface that sup-

Processor ports up to four external 9-track half-inch
tape drives.

Terminal TP Real The TP contains ten RS-232-C channels

Processor and one parallel printer port.
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Master Processor

All SRPs contain a master processor, which bootstraps itself first and
then controls booting of the other processors. The master processor is
the first processor in the primary cabinet. It must be a disk-controlling
processor, that is, a General Processor with SCSI Interface, a File
Processor, or a Data Processor, as described in Table 2-2.

Figure 2-3 shows the location of the master processor within a three-

cabinet SRP.
Expansion Cabinets Primary Cabinet
A A
e ~N —~
FP|TP|SP FP |GP | ME|GP | ME| ME GP|ME| ME|CP|CP
o] Cl Si
] —— —//
] _l | comvem—

I 502.2-3

Master
Processor

Figure 2-3. Placement of SRP Master Processor
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Processor ldentifiers

A unique identifier (ID) is assigned to each processor. It consists of the
two-letter acronym for the processor, as listed in Table 2-2 and a
two-digit number identifying the processor’s position within the SRP, for
example, GP0O0 or CP01.

Note: The two-letter acronym for all General Processors, with or without
a SCSI Interface or a Communications Interface, is GP.

Processor IDs are used when configuring software; you will also
encounter them when using the System Manager command or reading
the system error log. Processor numbering schemes are described below.

Reail-Mode Processor Numbers

Each type of real-mode processor has a unique acronym (see Table 2-2).
Therefore, processors of the same type are numbered independently of
other processor types. When viewing an SRP from the back, as shown in
Figure 2-4, processor numbering begins from the left of the primary
cabinet. For example, the first File Processor is identified as FP00,
while the second is FP01; the first Cluster Processor is CP00, while the
second and third are CP01, CP02, and so on. Note in Figure 2-4 that
sequentially numbered processors are not necessarily adjacent to one
another (for example, FP00 and FP01).

Protected-Mode Processor Numbers

2-10

All protected-mode processors are identified by the acronym GP (see
Table 2-2). Therefore, protected-mode processors are numbered
sequentially, regardless of whether they contain a SCSI or
Communications Interface. For example, in Figure 2-4, the first GP,
which has a SCSI Interface, is GP00; the second GP, which has a
Communications Interface, is GP01, and so on.
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Memory Expansion Boards

Memory expansion boards (ME), as shown in Figure 2-4, are available
for protected-mode processors and some real-mode processors. They
expand the amount of RAM available to the processor.

Protected-mode processors can be expanded with two memory expansion
boards for a total of 64M bytes of memory. See the XE-530 Shared
Resource Processor Hardware Installation Guide for details.

Real-mode processors containing 256K bytes of memory can be expanded
with one memory expansion board for a total of 768K bytes of memory.
Memory expansions cannot be added to real-mode processors containing

786K bytes of memory.

Exapnsion Cabinets Primary Cobinet

A N
z N\ N
FP{GP|SP FP |GP | ME{GP | ME| ME GP|ME] ME|CP|CP
Cl Cl SI
—— =] [——
—— ——l —l

! T | =

SP0O cPO2 cPo1
GPO3 Gro1 CP0O

FPO1 FPOO GPOO

Figure 2-4. SRP Processor Identifiers
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Section 3
Understanding System Software

What Is System Software?

System software includes the operating system, configuration files, and
system services that are required for a workstation or shared resource
processor to function as a computer. This section describes the compo-
nents of system software as they are installed on workstations and
SRPs. See the CTOS System Software Installation Guide for installation
instructions.

Standard Software

Standard Software is a group of applications, utilities, and configuration
files. It is distributed on floppy diskettes or QIC tape for installation on
both workstations and SRPs. Many aspects of Standard Software are
described in this manual. For detailed information about individual
commands, however, see the CTOS Executive Reference Manual.

Workstation Operating Systems

Workstation operating systems are divided into the following major
categories:

*  Protected-mode operating systems are used on workstations contain-
ing 80286, 80386, or 80486 processors. They are designed to take
advantage of the faster processing speed and extended memory of
those CPUs.

*  Real-mode operating systems are typically used on workstations
containing 80186 processors. They can, however, run on B28 and
B38 modular workstations. In addition, the B28-LCW, which
contains an 80286 processor, is designed to run a real-mode
operating system.
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Beyond the two main categories, both real-mode and protected-mode
operating systems are divided into types. The operating system type
determines whether a workstation functions as a server or cluster
workstation.

The operating system (OS) type is displayed on the Executive screen, as
shown in Figure 3-1.

Operating System Type

f_A_\
(Executive 12.1.0 (0S pCistrlfs 3.3.0) User: Tricia "\
Path: [d0]<Work> Wed May 8, 1991 12:32 pm

Command |

502.3-1

Figure 3-1. Operating System Identification
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Operating system types are listed in Table 3-1 and described below.

Table 3-1. Workstation Operating Systems

Operating System Type
Workstation CTOS | CTOS Il
Characteristic (Real Mode) (Protected Mode)
Server t1Srvr pSrvrS (16 users)
pSrvrM (24 users)
pSrvrl (32 users)
Cluster with disks t1ClstrLfs pClstrLfs
Diskless cluster t1Clstr pClstr
Cluster with disks (B27) bAwsClstrLfs NA
Diskless cluster (B27) bAwsClstr NA
Diskless cluster (B24) viClstr NA

Server Workstations

A server operating system can be installed on any workstation with a
hard disk. The server operating system supports communications
between itself and cluster workstations. A server operating system is
required to manage cluster-wide resources, such as spooled printing and
electronic mail.

When possible, a protected-mode processor is a good choice for a work-
station server. The server controls access to many cluster-wide system
services, which are described in Section 9, “Installing System Services.”
These can consume a great deal of memory, so the extended memory
capabilities of the 80286 and 80386 hardware, in combination with the
protected-mode operating system, are often essential.
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Cluster Workstations With Local File Systems

The term local file system (LFS) refers to a cluster workstation with a
disk. Most LFS workstations are equipped with both a hard disk and a
floppy disk drive; however, a workstation with a floppy disk drive only is
considered to have a local file system. To function as an LFS, the
workstation must be running the appropriate operating system, as
shown in Table 3-1.

Local file systems can be used in different ways. For example, an LFS
workstation that bootstraps from its own disk often functions as an
independent system. If all applications and working files are stored
locally, it is dependent on the server only for cluster-wide system
services. Such a system usually remains operational when the server is
not functioning.

Other workstations with local file systems may be used for storing
working files only, while the operating system and application software
reside on the server. In this case, applications are “down loaded” from a
disk on the server to memory on the LFS; data files, however, are stored
on a local disk.

Diskless Cluster Workstations

A diskless workstation does not contain a hard disk or a floppy drive. It
boots from a disk at the server. Any modular or low-cost workstation
can function as a diskless workstation. Diskless workstations use a
different operating system type than LFS workstations, as shown in
Table 3-1.
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SRP Operating Systems

The SRP uses a set of operating systems to support its various proces-
sors. All types of protected-mode processors run the same protected-
mode operating system. Each type of real-mode processor, however,
runs a slightly different real-mode operating system. The operating
systems constantly communicate with one another to provide an
integrated system.

Table 3-2 lists the prebuilt operating systems for SRP processor boards.
You will need to know these when you configure the operating system
configuration file for your SRP.

Table 3-2. SRP Operating Systems

Operating

Processor System Mode
General Processor pSrpGp.img Protected
(including GP+SI and
GP+Cl)
File Processor rSrpFp.run Real
Cluster Processor rSrpCp.run Real
Terminal Processor rSrpTp.run Real
Data Processor rSrpDp.run Real
Storage Processor rSrpSp.run Real







Section 4
Using Administrative Tools

What Tools Are Available?

As a system administrator, you routinely use certain software utilities to
monitor the status of the cluster, perform troubleshooting, and update
system configuration files. The following tools are commonly used by
system administrators to perform their daily tasks:

¢  The System Manager provides status information and access to
frequently used commands.

¢ The Editor is used to customize configuration files for system
software and other applications.

¢ Cluster View allows you to issue commands from a cluster
workstation keyboard to a processor on the server.

An overview of these tools is presented in this section. More detailed
instructions for using them to perform specific tasks are provided later
in this manual.

System Manager

The System Manager is an administrative control center. It combines
frequently used Executive commands into a single interface with which
you can perform the following types of tasks:

e  Back up disks

¢  Format disks

¢ Edit command files

*  Create and modify configuration files

¢  Monitor memory, disk space, cluster, and network activity
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Figure 4-1 shows a sample System Manager display for a workstation.

3

The existing hardware configuration is pictured below:

16MHz386CPU GCPAP3  Win/Floppy/Win Phone Video Keyboard Mse

i)
it

TContig |

502.4-1

o] Boot{ClusterfErriodelinstalll. oo {ServicefiParStat[Status

Figure 4-1. System Manager Display

Starting the System Manager
To start the System Manager, follow these steps:
1. On the Executive command line, type System Manager.

2. Press GO.

4-2



Using Administrative Tools

The System Manager display is divided into the following sections:

Status area The status area is located at the top of the
screen, above the double bar. It displays
information about the highlighted module and
the system date and time.

Hardware Workstation modules and other hardware

components components are displayed and labeled in the
center of the screen. The selected module is
highlighted.

Function keys A function key menu is displayed at the

bottom of the screen. You use function keys
to invoke commands that pertain to the
highlighted module. Function key names
change as you select different modules.

Using the System Manager

To use the System Manager, you select a hardware component and a
function key for the task you want to perform. You can use the keyboard
or the mouse to make selections from the System Manager display. Both
methods are described below.

To exit the System Manager, press FINISH.

With the Keyboard
To make selections from the keyboard, follow these steps:

1. Use the arrow keys to position the highlight on the module you want
to select.

2. Press the function key for the operation you want to select.
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With the Mouse
To make selections with a mouse, follow these steps.

1. Move the mouse to position the highlight on the module you want to
select.

Click the MARK button.

Position the mouse cursor (usually an arrow) on the function key you
want to select.

4. Click the MARK button.

Figure 4-2 pictures the MARK button on a right-handed three-button
mouse. Its position is the same on a two-button mouse. You can reverse
right-to-left orientation of the mouse buttons by entering
:LeftHanded:Yes in the user configuration file. See Section 7,
“Customizing User Environments,” for more information.

Mark Button ———>

502.4-2

Figure 4-2. Mouse Mark Button (Right-Handed Configuration)
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Function Keys

Each hardware component has its own set of functions. Therefore,
function key labels change as you select different modules. See the
CTOS Executive Reference Manual for a complete list of function keys.

To return to the System Manager display after pressing a function key,
press CANCEL.

The F1 (Remote) function key, which appears on some displays, starts
the System Manager on an SRP server; it is described later in this
section.

No function keys are provided for the keyboard, the Multiline Port
Expander, or the PC Emulator.

Using System Manager on the SRP

You can use the System Manager on your SRP server in much the same
way you use it on a workstation.

If the F1 (Remote) function key appears on your workstation display,
press it to start the System Manager on the SRP server. In a few
moments, the SRP System Manager is displayed, as shown in Figure
4-3.

While the System Manager is running on the SRP, the F1function key is
labeled “Local.” Press it to exit System Manager on the SRP and return
to the workstation display.

Note: If your workstation display does not show the F1(Remote) key, see
“Starting the System Manager With Cluster View,” below.

Starting the System Manager With Cluster View

If the F1 function key does not appear on the workstation display, you
first start a Cluster View session, and then execute the System Manager
command. See “Cluster View,” later in this section, for information
about starting Cluster View on an SRP.
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System Manager Display on the SRP

On an SRP, the System Manager display resembles the system’s
hardware configuration, as viewed from the rear. An example is
pictured in Figure 4-3.

Use the cursor keys or mouse, as described earlier in this section, to
select a processor, disk, or tape drive. When you select a disk or tape
drive, the processor that controls it becomes outlined in bold. If the SRP
consists of more than three cabinets, press NEXT PAGE to display more
cabinets. Press PREV PAGE to return to the picture of the cabinets
previously displayed .

71 72 73 74 75 76

GP ME GP CP TP 502.4-3

Figure 4-3. SRP System Manager Display
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The Editor

The Editor is a text-editing application. You use it to make changes or
additions to the following:

¢  Configuration files for workstations and SRPs
¢  System initialization files
¢  Format and device templates for the Format Disk command

This section provides basic instructions for using the Editor to modify
configuration files. See also the CTOS Editor User’s Guide, for detailed
information about this application.

Starting the Editor
To start the Editor, follow these steps:
1. On the Executive command line, type Editor; then press RETURN.

2. Type the file specification of the file you want to open, as shown in
the following example:

[File name(s)] [d1]<Memos>Crosby.memo
3. Press GO.

Using the Editor

When you open a file with the Editor, the cursor appears under the first
character of the file. To make changes to the file, you position the
cursor, delete existing text, and then type new text. The keys you use to
move the cursor and delete text are described below. See the CTOS
Editor User’s Guide for more detailed information.
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Cursor Movement Keys

Use the following keys to move the cursor:

RIGHT ARROW

LEFT ARROW

UP ARROW

DOWN ARROW
CODE-RIGHT ARROW
CODE-LEFT ARROW
CODE-UP ARROW
CODE-DOWN ARROW
SHIFT-RIGHT ARROW
SHIFT-LEFT ARROW
SHIFT-UP ARROW
SHIFT-DOWN ARROW
CODE-B

CODE-E

Deletion Keys

One character to the right
One character to the left
Up one line

Down one line

To the end of the line

To the beginning of the line
To the top of the screen

To the bottom of the screen
Five characters to the right
Five characters to the left
Up five lines

Down five lines

To the beginning of the file
To the end of the file

Use the following keys to delete or replace text:

DELETE

BACKSPACE

OVERTYPE

Deletes the character where the
cursor is positioned.

Deletes the character to the left of the
cursor.

Replaces existing text with new text
as you type.
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Cluster View

You use the Cluster View facility to issue commands from a cluster
workstation keyboard to a processor on the server. Under ordinary
conditions, commands are executed locally, on the workstation where
you are typing. When you use Cluster View, however, your keyboard
and monitor are communicating with a processor on the server. If your
cluster is part of a BNet or CT-Net network, you can also use Cluster
View on servers in other nodes.

Using Cluster View on a Shared Resource Processor

An SRP does not have its own keyboard and monitor; therefore, to
perform any work on the SRP, you must access its processors via Cluster
View. For example, suppose you want to perform a backup of an SRP
disk, using its own tape drive. If you issue the Volume Archive
command from your cluster workstation, data first travels to your
cluster workstation for processing and is then sent back along the
cluster line to the tape drive on the SRP. With Cluster View, however,
only input and output take place on the workstation; the command is
actually executed on an SRP processor, so the backup is completed more
quickly.

Using Cluster View on a Workstation Server

The use of Cluster View on workstation servers is optional but is often
used for convenience or system security. Remember that Cluster View is
used to access the server’s processor from a remote workstation
keyboard. Therefore, it is not required to perform work on the server,
because you can always access the server via its own keyboard and
monitor.

With Cluster View, though, you can access the server from other
workstations in the cluster. This is particularly convenient if your
server is located in a remote computer room or if you want to access it
from your own office. In addition, if security is paramount, you can
prevent anyone from using the server by simply removing its keyboard.
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Cluster View System Services

Cluster View consists of the following system services, which are
installed on the server only:

* The Remote Keyboard Video Service provides basic Cluster View
services.

¢ The Remote User Manager is a Cluster View option for protected
mode processors.

Both system services are described in more detail below. See also
Section 9, “Installing System Services.”

Remote Keyboard Video Service

The Remote Keyboard Video Service (RKVS) is required to use Cluster
View. On SRPs, it is automatically installed on each processor, as part
of the bootstrap sequence. On workstations, because Cluster View is
optional, it is installed from the system initialization JCL file.

RKVS provides the basic Cluster View service. This allows one user at a
time to execute commands on a processor via Cluster View. In addition,
it runs in a “nonstop” mode; this means that after you initiate a Cluster
View session, it remains running until the server is rebooted. For
example, if you start a backup and then exit from Cluster View, the
backup continues to run on the server. This can be convenient; however,
it can be risky because another user could gain access to that session
and terminate the backup without your knowledge. For that reason, it is
often wise to wait for a command to finish executing, and then log out
before you exit a Cluster View session.

Remote User Manager

4-10

The Remote User Manager (RUM) enhances Cluster View services on
protected mode processors. RUM is an optional system service that you
install during system initialization.

When RUM is installed, more than one Cluster View session can run on
a processor simultaneously. This means that several users can execute
commands or start applications via Cluster View at the same time. Also,
when using RUM, each Cluster View session is terminated when the
user exits Cluster View. This ensures that other users cannot gain
access to a Cluster View session from another workstation.
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If you are familiar with Context Manager, think of it to understand how
the Remote User Manager works. With Context Manager on a worksta-
tion, you can run several applications at the same time. It keeps
applications separate from one another, so that the work you perform in
one partition is not affected by other partitions. RUM is similar, but it
keeps applications separate on the server, for users who are executing
them from multiple workstations within the cluster.

Cluster View Commands

You start a Cluster View session from the Executive with either the
Administrator Cluster View or Cluster View command. If the Remote
User Manager is not installed, these commands are almost identical, so
it doesn’t matter which one you use. If the Remote User Manager is
installed, however, these commands are used for different purposes, as
described below:

Cluster View Use this command to start multiple sessions
on a processor running the Remote User
Manager.

Administrator Use this command to prevent other users

Cluster View from starting a Cluster View session on a

processor running the Remote User Manager.
This ensures access to the primary partition,
which is frequently necessary for administra-
tive functions, such as installing system
services.

If another user attempts to start a session
when you are using Administrator Cluster
.View, the following message appears:

Your session cannot be started.
An administrator session is in progress.
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Installing Cluster View on a Shared Resource Processor

On an SRP, RKVS is installed automatically when you boot the system,
therefore, no separate installation is required to use it. RUM, however,
is installed during system initialization. After it is installed, no other
system services can be installed on that processor.

See Chapter 9, “Installing System Services,” for detailed information
about installing RUM on an SRP server.

Installing Cluster View on a Workstation Server
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On workstation servers, RKVS is optional. Therefore, it is installed as a
system service from the system initialization JCL file. If you install
RKVS only, the keyboard and monitor will not be usable when a Cluster
View Session is in progress. This is appropriate if you want to limit the
use of Cluster View to a single session, or if you plan to remove the
keyboard from the server.

In other cases, though, you may want to retain use of the server as a
workstation. To do so, you must install the Login Service and RUM, in
addition to RKVS. The Login Service allows you to start a Cluster View
session on the server workstation so that you can access it from its own
keyboard.

The following system initialization JCL file shows entries for RKVS, the
Login Service, and RUM in boldface type:

Job Sysl!nit

Run [Sys]<Sys>RKVS.run

;Other system services are installed after RKVS but
;before the Login Service and RUM.

Run [Sys]<Sys>Login.run

RunNoWait [Sys]<Sys>RUM.run

End

The default number of RUM sessions that can be open simultaneously is
2. You can specify up to 13 sessions as a parameter to RKVS, as shown
in the following example:

Run [Sys]<Sys>RKVS.run, 4

Although the parameter value is placed after RKVS, it has no effect if
RUM is not subsequently installed.
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Starting Cluster View

The following procedure describes how to start a Cluster View session
from a cluster workstation. Instructions for performing specific tasks
with Cluster View are included throughout this manual. For more
detailed information about the command form and parameter fields, see
the CT'OS Executive Reference Manual. '

1. On the Executive command line, type Cluster View (or
Administrator Cluster View); then press RETURN.

The following command form appears:

Cluster View
[Processor name — XE only]
[User name]
[User file password]
[Node name}
[Old XE run file?]
[Run file to invoke]
[Partition size]

2. Fill in the command form; fields are described in Table 4-1.
3. Press GO.

If RUM is not installed, the SignOn screen appears; sign on in the
usual manner to start the Executive.
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Table 4-1. Cluster View Parameter Fields

Field Name

Description

[Processor name — XE only]

[User name]

[User file password]

[Node name]

[Old XE run file?]

[Run file to invoke]

[Partition size]

Enter the four-character processor ID of the processor you
want to access. The default is the processor to which your
workstation's cluster line is connected.

Enter a user name that is valid for signing on to the server.
(This means that the user configuration file must be present on
the server.) The default is the user name with which you are
currently signed on.

Enter a valid password for the server. The defaultis the
password with which you signed on.

Enter the name of the node with which you want to connect.
The default is your own server.

Enter Yes if the program you want to execute uses obsolete
methods for writing to video. Use this option if screen output is
garbled or nonexistent. This option does not provide worksta-
tion-quality video, but it does provide readable output.

This field applies only to processors running the Remote User
Manager. Enter the name of the run file you want to execute.
The default is [Sys]<Sys> Exec.run.

This field applies only to processors running the Remote User
Manager. Enter the partition size, in K bytes, in which to
execute the run file. The default is 400K bytes.
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Working in a Cluster View Session

When you are working in a Cluster View session, your keyboard and
monitor perform as though they were attached to the server, and the
work you perform takes place there. Therefore, [Sys/<Sys> refers to the
server’s system volume; the exclamation point (!) is not required, because
you are working on the server. While using Cluster View, you do not
have access to your own local disks.

Displaying the Cluster View Menu

While you are working in a Cluster View session, you perform certain
functions with the Cluster View menu, as shown in Figure 4-4. To
display the Cluster View menu, press the HELP key.

The following keys function as described while the Cluster View menu is

displayed:
FINISH Terminates a Cluster View session.
HELP Displays the Help facility for the application you are using.
CANCEL  Clears the Cluster View menu.
A Starts the Debugger in Simple Mode.
B Starts the Debugger in Multiprocess Mode.
—L Key Action Processor:GP0OO j—
FINISH Terminate session
CANCEL Exit this menu
HELP Remote Help
A Debugger (Simple Mode)
B Debugger (Multi—Process Mode)
502-4.4

Figure 4-4. Cluster View Menu
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Note: The A and B menu items for starting the Debugger appear only
with the Administrator Cluster View command. See the CTOS
Debugger User’s Guide for information about the Debugger.

Exiting Cluster View
To exit Cluster View, follow these steps:
1. Press HELP to display the Cluster View menu (see Figure 4-4).
2. Press FINISH.

Control of the keyboard and monitor return to the cluster workstation
from which the Cluster View command was executed.

Using a Cluster View on a Workstation Server

When the Remote User Manager is installed on a workstation server,
the following message appears on the server’s monitor:

The Remote User Manager is in use.

To use the server’s keyboard and monitor, you must start a Cluster View
session on the server. To do so, press ACTION-NEXT. This displays
the SignOn screen, and you can sign on to the server in the usual
manner.

You cannot use Context Manager when running a Cluster View session
on the server. In addition, when a Cluster View Session is running on
the server, an administrator session cannot be started from anywhere
within the cluster.

To exit a session on the server, follow these steps:

1. On the Executive command line, type Logout; then press GO.
The SignOn screen is displayed.

2. Press ACTION-FINISH.
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Section 5
Bootstrapping

How a System Bootstraps

The term bootstrap (or just boot) is derived from the saying, “to pull
oneself up by his or her own bootstraps,” meaning without any help.

Each processor contains a component called a bootstrap ROM, which
contains the first program executed when the system is turned on or
reset. (ROM stands for read-only memory.) Because this program is
self-contained within the processor, the system is said to bootstrap, or to
get itself started without any help. The instructions contained on the
bootstrap ROM are permanently etched onto it when it is manufactured.

A major function of the bootstrap ROM is to locate and load the correct
operating system (also called System Image) for the workstation or SRP
master processor. Therefore, the operating system must be stored in a
file that is recognized by the bootstrap ROM.

The bootstrap ROM recognizes the following file specifications:

¢ <Sys>SysImage.sys, for a workstation or SRP to boot from its own
disk

*  [ISys]<Sys>WsNNN>SysImage.sys, for a cluster workstation to boot
from the server (WsNNN, the workstation number, varies for
different processor types and is described in “Bootstrapping a
Workstation From a Server,” below)
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When a workstation boots from a System Image located on its own disk,
it is said to boot locally or from a local disk. When you apply power to a
workstation, the bootstrap ROM searches for a file named
<Sys>SysImage.sys. It searches disks in a predetermined order,
depending on the workstation model, and loads the first occurrence of
<Sys>SysImage.sys containing a valid System Image file. At that point,
the disk containing the System Image loaded by the bootstrap ROM
becomes the system volume and is known as [Sys/.

If no disk on the workstation contains a bootable System Image, the
bootstrap ROM attempts to boot from the server. The following
procedure describes the workstation bootstrap sequence. These steps
are illustrated in Figure 5-1.

1. The bootstrap ROM searches for the operating system. Disk devices
are searched in the following order:

a. Local floppy drives, starting with /0], then [f1], and so on
b. Local hard disks, starting with [d0]/, then [d1], and so on
¢. The/[Sys/ volume on the server

2. The bootstrap ROM loads the operating system into memory and
transfers control of the workstation to the operating system. Param-
eters in the operating system configuration file are implemented at
this time.

3. The system initialization sequence is executed.

See Section 9, “Installing System Services,” for information about system
initialization, and Section 16, “Configuring Workstation Operating
Systems,” for information about the operating system configuration file.
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Bootstrap from
server

0s
on local disk

Pawer up No

workstation

Y

(see next page)

Load
operating
system

No

Read
Config.sys

Sysinit.jcl
?

Execute Start
Syslnit.jcl SignOn
progrom

502.5-10

Figure 5-1. Workstation Bootstrap Sequence
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(Cont. from
prev. page)

No

Lood
operating
system

Bootstrap
fails

SN Read Read
WsNNN> We>Confi e
Config.sys s>Config.sys onfig.sys

. 1

WsNNN> No
Syslnit.jcl

?

Yes
Execute
WsNNN> Execut.e .
Syslnit.jcl Ws>Syslnit. jcl
Stort
* I SignOn
program

502.5-1b

Figure 5-1. Workstation Bootstrap Sequence
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Bootstrapping a Workstation From a Server

The following workstation configurations bootstrap from a System Image
located on the server:

¢ Cluster workstations without disks

*  Cluster LFS workstations with disks initialized for data storage only
(that is, not containing an operating system file)

If the bootstrap ROM does not find the System Image on a local device, it
searches for it on the server. To locate the correct System Image, the
bootstrap ROM searches for a file named as follows:

[Sys]<Sys>WsNNN>SysImage.sys

where NNN is a three-digit workstation number, as listed in Table 5-1
and described below.

When a workstation boots from WsNNN>SysImage.sys, a matching
operating system configuration file (WsNNN>Config.sys) and system
initialization file (WsNNN>SysInit jcl) are executed if they exist. See
the flow chart in Figure 5-1 for the exact sequence.

Workstation Type Numbers
The workstation type number (NNN) is derived from the following:
* A processor number etched onto the bootstrap ROM

¢ The devices detected by the bootstrap ROM while it attempts to
bootstrap locally

Table 5-1 lists workstation type numbers. The bootstrap ROM uses the
workstation type number (NNN) to locate the correct operating system
on the server. For example, the bootstrap ROM on a diskless B26
workstation searches for [Sys/<Sys>Ws252>SysImage.sys on the server.
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Table 5-1. Workstation Type/Numbers

Workstation

Number (NNN) Processor File System
125 B27 Hard disk
126 B27 Floppy disk only
127 B27 Diskless
200 B24 Diskless
210 B38* and 386 NGEN* Hard disk
211 B38* and 386 NGEN* Floppy drive only
212 B38* and 386 NGEN* Diskless
213 Series 5000 Hard disk
219 Series 2000 Diskless
220 B39 and Series 386i Hard disk
230 Series 286i Hard disk
231 Series 286i Floppy drive only
240 B28, 286 NGEN Hard disk
B38*, and 386 NGEN*
241 B28, 286 NGEN Floppy drive only
B38*, and 386 NGEN*
242 B28, 286 NGEN Diskless
B38*, and 386 NGEN*
250 B26 and 186 NGEN Hard disk
251 B26 and 186 NGEN Floppy drive only
252 B26, CWS, and Diskless
186 NGEN

*Boot ROM versions 3.2 and higher boot from 210, 211, or 212; versions lower than 3.2 boot
from 240, 241, or 242. The boot ROM version is displayed on the Bootstrap menu; see “Using
the Bootstrap Menu,"” later in this section.
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Using the Bootstrap Menu

You can force a cluster workstation to boot from the server rather than
from its own disk. You can also bootstrap a workstation type number
that is not recognized by the bootstrap ROM. To do so, you manually
initiate the bootstrap sequence from the Bootstrap menu. The Bootstrap
menu varies slightly among different workstation models. A representa-
tive Bootstrap menu is pictured in Figure 5-2, and a procedure for using
it is included later in this section.

The bootstrap ROM version number is displayed above the Bootstrap
menu. The menu options appear as single characters below the version
number. Several commonly used options are described in this section.
See your diagnostics hardware documentation for information about the
other menu items.

4 A

V3.2
B,D,LM,P,T:

- _/

502.5-2

Figure 5-2. Bootstrap Menu
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To bootstrap a workstation using a specific workstation number, follow
these steps:

CAUTION

The following procedure interrupts applications that are currently running on
the system and may cause you to lose data. Therefore, always exit
applications before bootstrapping.

1. To invoke the Bootstrap menu (see Figure 5-2), hold down the space
bar while you turn on or reset the workstation.

Release the space bar when the Bootstrap menu appears.
Type T (either uppercase or lowercase).

Type the workstation number, for example, 240.

Press RETURN.

Type B.

S G Wb

Note: Other options on the Bootstrap menu are most often used by
hardware development engineers to debug bootstrap ROM
programs. If you need more information about bootstrap ROMs,
see the appropriate technical reference or hardware diagnostics
manual.

Indirect Bootstrapping

If your server is a protected-mode workstation or an SRP, you do not
need to store multiple copies of the same System Image in different files.
Instead, [Sys/<Sys>WsNNN>SysImage.sys can contain the file specifica-
tion of the actual System Image file.

For example, when you install the CTOS II operating systems, the file
named [Sys/<Sys>Ws240>SysImage.sys contains only the following file
specification:

[Sys]<Sys>pClstrLfs.img

That is the name of the file containing the protected-mode cluster LFS
operating system.
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Workstation Hardware IDs

On workstations equipped with appropriate hardware, you can assign a
hardware ID number (HwINNN) and use it instead of a workstation type
number (WsNNN) in the following file specifications:

[Sys]<Sys>HwNNN>Config.sys
[Sys]<Sys>HwNNN>SyslInit.jcl
where NNN is the hardware ID assigned to the workstation.

After a workstation bootstraps from the server, the operating system
reads the workstation’s hardware ID. If the files listed above exist for
that hardware ID, they take precedence over the corresponding
workstation type number files. When you use this method, you do not
need to use the Bootstrap menu to set up unique configurations for
workstations that boot from the server.

You assign hardware IDs with the Write Hardware ID command. See
the CTOS Executive Reference Manual for information about that
command.

SignOn Display

The text displayed on the SignOn screen, with the exception of the
SignOn form, is contained in a text file named /Sys/<Sys>SignOn.txt.
You can edit the SignOn text file to display a message that is
appropriate for your environment.

In addition, you can create customized SignOn text files for cluster
workstations that boot from server. Such files must be located in
[Sys]<Sys> on the server and are named as follows:

[Sys]<Sys>WsNNN>SignOn.txt

where NNN is the three-digit workstation type number. If that file does
not exist for a particular workstation number, the following file is used:

[Sys]<Sys>Ws>SignOn.txt

If neither WsNNN>SignOn.txt nor Ws>SignOn.txt exists, SignOn.txt is
displayed.
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Bootstrapping a Shared Resource Processor

On a shared resource processor, the master processor bootstraps from
the System Image located in /Sys/<Sys>SysImage.sys. The master
processor then boots the other processors in the system. The following
procedure describes the SRP bootstrap sequence. These steps are
illustrated in Figure 5-3.

5-10

1.

The bootstrap ROM on the master processor loads the operating
system for the master processor.

The master processor reads the operating system configuration file
and implements configuration parameters for itself.

The master processor boots the other processors and implements
parameters, as defined in the operating system configuration file.

After the boot sequence, the master processor runs the system
initialization sequence to install system services.
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Power up and
set keyswitch

Sysimage.sys
?

Bootstrap
master
processor

No

Bootstrap fails

SrpConfig.sys
?

Yes

Read
SrpConfig.k.sys

Reod
SrpConfig.sys

-
-

[

Boot other
processors

Other processors

do not boot

-
-

Y

(continued on next poge)

Page 1 of 2

Figure 5-3. SRP Bootstrap Sequence
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(continued)

No

Execute
Syslnit.k.jcl

Y

Start SignOn

(on processors
not running the
Remote User Mgr)

Yes

No

Execute
Syslnit.jcl

A

Figure 5-3. SRP Bootstrap Sequence
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Front Panel Keyswitch Positions

To bootstrap an SRP, you turn the keyswitch on the front panel (see
Figure 2-2) to one of three positions, as described below:

N Stands for the normal keyswitch position; it is frequently used
for normal working conditions. In this position, the Reset
button is disabled to prevent rebooting by unauthorized
persons, and the SRP reboots automatically after a system
crash.

M Stands for the manual keyswitch position; it is most often used
in software development environments where it is necessary to
debug processor crashes. In this position, the Reset button is
enabled and the system does not reboot itself after a processor
crash.

R Stands for the remote keyswitch position; it is used to load
diagnostics programs on the master processor. It can also be
used to boot a minimum configuration for troubleshooting. In
this position, the Reset button is disabled and the system
automatically reboots after a system crash.

In addition to the differences inherent in the keyswitch positions, these
positions control loading and execution of the operating system config-
uration file (SrpConfig.k.sys) and the system initialization JCL file
(SysInit.k jcl). If either of those files exists with k corresponding to the
keyswitch position from which booting takes place, that file is used. See
the flowchart in Figure 5-2 for the exact sequence.

See Section 17, “Configuring Shared Resource Processor Operating
Systems,” for information about the operating system configuration file.
See Section 9, “Installing System Services,” for information about the
system initialization JCL file.
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Section 6
Implementing System Security

How Passwords Work

The CTOS operating system provides a multilevel approach to password
protection. As system administrator, you assign passwords and protec-
tion levels to volumes, directories, and files. The correct password is
then required to allow a user to access files or to execute certain
commands on the system. Passwords are frequently used to protect the
system in the following ways:

¢ To protect a volume from commands that destroy data
¢ To limit access to certain directories or files

¢ To restrict access to the entire system

Protecting Volumes

A volume password is the key to system security. Without a volume
password, the password protection mechanism is not activated.
Therefore, you must assign a volume password to each disk that you
want to protect.

The volume password is the “master” password for the disk. It gives the
user unrestricted access to the volume. It must be supplied to perform
the following operations.

¢  To reinitialize the volume
* To change the name or password of the volume
¢ Toback up a volume

Volume protection alone, however, does not restrict access to directories
and files on the disk. To do this, you must implement additional levels
of system security, which are described later in this section.
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Assigning a Password to the System Volume
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When you use the Standard Software Initialization Diskettes, the
Format Disk command is included in the installation procedure. The
installation pauses to display the command form for Format Disk, and
you enter parameter values, such as a volume name and password, for
the [Sys/ volume.

CAUTION

The Format Disk command destroys all data on the disk. Do not use it to
assign a password to a disk containing data. Instead, see “Changing a
Volume Password,” later in this section.

To assign a volume password when you initialize a disk, enter a
password of twelve or fewer characters in the [New volume password]
field. The password can contain letters, numbers, and punctuation, as
shown in the following example:

Format Disk
Device name do
[Device password] #it
[Current volume password] HHt#H
[New volume name] FreddieO
[New volume password] J-123

[Configuration file]

[Format template]

[Device template]

[Print file]

[Overwrite ok?]

[Bad spoit file]

[Recalculate defaults?]
[CTOS partition size in MB]

Be sure to keep a record of the passwords you assign. After the disk is
initialized, you will not be able to view the volume password on the
screen. See also Section 11, “Adding Hard Disks,” for more information
about assigning volume passwords.
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Note: Device passwords are assigned to hard disk drives by the
operating system. For the prebuilt operating systems, device
passwords match device names, that is, d0, d1, and so on.

Assigning Passwords to Other Volumes

After you have installed system software, you initialize the other disks
on the system (see Section 11, “Adding Hard Disks”). You can assign the
same password to all volumes on a system, or you can make each volume
password unique. If you, the system administrator, are the only user
with access to volume passwords, your job will be simplified by using the
same password on all disks. If, however, other users need volume-level
access to certain disks, you may want to assign a different password to
each disk.

Changing a Volume Password
CAUTION

Some applications, such as electronic mail, require reconfiguration after you
change a volume name or password.

You can change or assign a volume password with the Change Volume
Name command. To do so, follow these steps:

1. On the Executive command line, type Change Volume Name; then
press RETURN.

2. Fill in the command form as shown in the following example
Parameter fields are described in Table 6-1.

Change Volume Name

Device name do
[Device password]
[Old volume password] #iti#
New volume name NewVol
[New volume password] efgh

3. Press GO.

6-3



CTOS System Administration Guide

Table 6-1. Change Volume Name Parameters

Parameter Description
Device name Enter the device name.
[Device password] Default: None
Enter the device password for the disk. (In most cases you can
leave this field blank; it is required only if the disk is not a valid
volume.)
[Old volume password] Default: Default password

New volume name

[New volume password]

Enter the password currently assigned to the volume.

Enter the volume name you want to assign to the disk. If you are
changing the volume password only enter the current volume
name (see “Caution,” above).

Default: Currently assigned password

Enter the new password you want to assign to the volume.

Protecting Directories

When you create directories, you can assign a directory password and set
a protection level. The protection level determines whether a volume,
directory, or file password is required to gain access to a file. Protection
levels are listed in Table 6-2. Protection levels also determine the type
of access that is permitted to a file, as described below:

*  Read access allows the user to view files or load programs. Read
access is required for the operating system, configuration files, and
application programs.

*  Modify access allows the user to make changes to a file. Modify
access is required to create and make changes to files with applica-
tions, such as OFIS Designer or Art Designer, and to install or
update software applications.

Some examples for using different protection levels are included later in

this section.
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Table 6-2. Protection and Access Levels

Protection Password Level
Level Required Description
To Read To Modify
15 None None Unprotected. No password is
required to read or modify the file.
5 None Volume or Modify protected. No password is
Directory required to read the file. A volume or
directory password is required to
modify the file.
0 Volume or Volume or Maximum protection. A volume or
Directory Directory directory password is required to read
or modify the file.
7 None Volume, Modify password. No password is
Directory, required to read the file. A volume,
or File directory, or file password is required
to modify the file.
3 Volume, Volume, Access password. A volume,
Directory, Directory, directory, or file password is required
or File or File to read or modify the file.
1 Volume, Volume or Read password. The file can be read
Directory, Directory with a volume, directory, or file
or File password, but a volume or directory
password is required to modify it.
23 None Volume Nondirectory modify password. No
or File password is required to read the file, but
a volume or file password is required to
modify it.
19 Volume, Volume Nondirectory access password. The
Directory, or File file can be read with a volume,
or File directory, or file password, buta
volume or file password is required to
modify it.
51 -Volume Volume Nondirectory password. A volume
or File or File or file password is required to read

or modify the file.
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Assigning a Password to a Directory

You can assign a directory password when you create the directory or
later with the Set Directory Protection command. To assign a password
when you create a directory, follow these steps:

6-6

1.  On the Executive command line, type Create Directory; then press

RETURN.

2. Fill in the command form as shown in the following example.
Parameter fields are described in Table 6-3.

Create Directory

New directory name(s) NewDir
[Default protection level (15)] 0
[Maximum number of files (75)]

[Password for new directory] TES
[Volume password] ##HH

3. Press GO.

See the CTOS Executive Reference Manual for more information.

Table 6-3. Create Directory Parameters

Parameter

Description

New directory name(s)

[Default protection level (15)]

[Maximum number of files (75)]

[Password for new directory]

[Volume password]

Enter a name for the directory you want to create.

Default: 15

Enter the protection level you want assigned to new files
when they are created (see Table 6-2).

Default: 75

Enter the maximum number of files that can be created in
the directory. Note that after a directory has been
created, its size cannot be changed.

Default: Active password

Enter the password you want to assign to the directory.

Default: Active password

Enter the volume password for the volume on which you
want to create the directory.
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Changing a Directory Password

To change or assign a password to a directory that already exists, follow

these steps:

1. On the Executive command line, type Set Directory Protection,;

then press RETURN.

2. Fill in the command form as shown in the following example.
Parameter fields are described in Table 6-4.

Set Directory Protection

Directory name(s) NewDir
[Volume or directory password] ###
[New file protection level (current)] 5

[New directory password] RAC

3. Press GO.

Note that this command does not affect files already stored in the
directory. See “Protecting Individual Files,” later in this section, to learn
how to change the password and protection level of a file.

Table 6-4. Set Directory Protection Parameters

Parameter

Description

Directory name(s)

[Volume or directory password]

[New file protection level]

[New directory password]

Enter the name of the directory that has the password
and/or protection level you want to change.

Default: Current default password

Enter the currently assigned directory password or the
volume password.

Default: Currently assigned protection level

Enter the protection level you want to assign to the
directory. If you leave this field blank, the protection level
is not changed.

Default: Currently assigned password

Enter a new password for the directory. |f you leave this
field blank, the password is not changed. '

67
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Protecting the <Sys> Directory

Protection level 5 is the most appropriate for the <Sys> directory. It
allows read access but does not allow modification without a password.
If you “overprotect” <Sys> (for example, with a protection level of 0), a
password is required to read any file, even files that are required to
bootstrap the workstation.

To assign a password and protection level to the <Sys> directory, use the
Set Directory Protection command, as shown in the following example:

Set Directory Protection

Directory name(s) Sys
[Volume or directory password] #it#i#
[New file protection level (current)] 5

[New directory password] KeepOut

After you assign a password to <Sys>, you may also need to set the
protection level of the files that are stored there. See “Protecting Files,”
later in this section.

Limiting Access to Directories

If several users share disks on the server, you may want to create an
individual directory with a unique password for each user. When you
create the directories, assign a protection level of 0 or 3 (see Table 6-2);
this prevents access by users who do not know the correct password for
the directory. Of course, if the volume password is supplied, a user can
access any file or directory on the disk.

Protecting Files

File passwords and protection levels are frequently used to accomplish
the following:

e To protect groups of files, such as those in the <Sys> directory, from
being modified by unauthorized users

e  To protect individual files from being either read or modified by
unauthorized users

Both situations are described below.
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Assigning a Protection Level to a Group of Files

The password and protection level of existing files do not change when
you change the protection level of the directory in which they are stored.
You assign the protection level to individual files in a separate step, as
described in the following procedure.

1. On the Executive command line, type Set Protection; then press
RETURN.

2. Fill in the command form as shown in the following example.
Parameter fields are described in Table 6-5.

Set Protection
File list [Sys]<Sys>*
New file protection level 5
[New password]
[Confirm each?]

3. Press GO.
Table 6-5. Set Protection Parameters
Parameter Description

File list ’ Enter the list of files that have protection levels and/or
passwords you want to change.

[New file protection level] Default: Currently assigned protection level
Enter the protection level you want to assign to the files.
If you leave this field blank, the protection level is not
changed.

[New password] Default: Currently assigned password
Enter a new password for the files. If you leave this field
blank, the password is not changed.

[Confirm each?] Default: No

If you enter Yes, you are prompted for confirmation
before the protection level and/or password is changed
for each file. If you enter No or leave this field blank, you
are not prompted for confirmation.
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Assigning a Unique Password to a File

When you create a new file, it automatically inherits the password and
protection level of the directory in which it is created. You can, however,
assign a unique password or change its protection level with the Set
Protection command.

The following example shows how to assign a password to a file. In
addition, by assigning protection level 23, you allow users read access
without a password, but require them to enter the file password to
modify the file. To truly protect a file, assign a password that is
different from the directory password.

Set Protection

File list [d1]<Work>ReadThis.doc
New file protection level 23
[New password] secret

[Confirm each?]

To require a password for both read and modify access, assign protection
level 51 and a unique password. This method is frequently used to
assign passwords to user configuration files. See “Restricting Access to
the System,” below.

Restricting Access to the System
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You can use file passwords to prevent users from signing on without a
password. To do this, you assign a password and protection level 51 to
each user configuration file (see Section 7, “Customizing User Environ-
ments”). You can do this with the User File Editor command when you
create the user file, or you can use the Set Protection command, as
shown in the following example:

Set Protection

File list [Sys]<Sys>Freddie.user
New file protection level 51
[New password] popcorn

[Confirm each?]

When you protect a user file, the user must supply the file password or
the volume password to sign on to the workstation.
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Allowing Access to a Single Directory

You can also implement the following protection scheme, which requires
a valid password for signing on and allows access to files in one directory
only:

1. Create a directory with protection level 0 and a unique password.

2. Use the Set Protection command to assign protection level 51 and the
user’s unique password to the user configuration file.

3. Within the user configuration file, specify the user’s unique directory
password in the :SignOnPassword: field (see Section 7, “Customizing
User Environments”).

With the above method, the user’s unique password functions as both
the user-file password and the directory password for the user’s
directory. When the password is entered in the SignOn form, it provides
access to the user configuration file; when it is read again from the user
configuration file, it provides access to the user’s directory.

Alternatively, you could assign a different password to both the user file
and the directory. The :SignOnPassword: entry in the user file then

overrides the password the user enters in the SignOn form. This allows
the user access to the directory without knowing its directory password.

Eliminating Known User Names

CAUTION

Before you delete any prepackaged user files, be sure you have created at
least one working user name to sign on with. See Section 7, “Customizing
User Environments,” for information about creating user names.
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To maximize system security, you need to prevent users from signing on
with generally known user names. To do so, delete or rename the
following prepackaged user files that are included with applications:

e [Sys]<Sys>.user is the default user file supplied with Standard
Software. It allows users to sign on by pressing GO, without
requiring a user name or password.

*  [Sys]<Sys>CM.user is a sample user file supplied with Context
Manager.

e [Sys]<Sys>Gps.user is a sample user file supplied with the Generic
Print System.

o [Sys]<Sys>Student.user is supplied with Standard Software; it is
required to use the Getting Started With Your Workstation training
package.

Limiting Access to Certain Commands

At some workplaces, you may want to limit access to certain commands
to specified users only. For example, you may want to prevent anyone
but yourself from changing the system date and time.

The Command Access Service allows you to limit access to certain
commands that are executed on the server. Cluster View, Administrator
Cluster View, and Set Time are monitored by the Command Access
Service.

The Command Access Service consists of a system service and a
configuration file, which are described below.

6-12



Implementing System Security

Installing the Command Access Service

You install the Command Access Service on the server. To install it
during system initialization, add the following entry to your system
initialization JCL file:

Run [Sys]<Sys>AccessService.arun, LogFileSize, Pswd

where
LogFileSize Is the maximum number of sectors of disk space
allowed for the log file. (See “Using the Command
Access Service Log File,” below.)
Pswd Is a password that allows read access to the

Command Access Service configuration file. (See
“Protecting the Command Access Service
Configuration File,” below.)

On SRPs, you install the Command Access Service on one processor only.

The Command Access Service can also be installed with the Install
Command Access Service command; see the CTOS Executive Reference
Manual.

Configuring the Command Access Service

The Command Access Service reads a file named
[1Sys]<Sys>UserCmdsConfig.sys. This file contains entries that monitor
access to the recognized commands. A sample file is shown in Figure
6-1.

Note that users from other network nodes can be specified in the
configuration file, as shown in Figure 6-1. See “Allowing Access to Users
on Other Nodes,” below.
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:SignOnUserName: Tricia
:AllowedCommands: 'Cluster View’ 'Set Time'
'Administrator Cluster View’

:SignOnUserName: Jim
:AllowedCommands: 'Cluster View’

:SignOnUserName: {Accts}Renee
:AllowedCommands: 'Cluster View’

:SignOnUserName: Alex

Figure 6-1. Command Access Service Configuration File

Creating the Command Access Service Configuration File
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To create the configuration file, use the Editor application, as described
in the following steps:

1.
2.

5.

On the Executive command line, type Editor; then press RETURN.
Type [Sysl<Sys>UserCmdsConfig.sys, as shown below.
[File name(s)] [!Sys]<Sys>UserCmdsConfig.sys

Press GO twice.

Type the configuration file entries, as shown in Figure 6-1.

Valid values for :AllowedCommands: are ’Administrator Cluster
View’, ’Cluster View’, and ’Set Time’, as shown in Figure 6-1.
Note that the 'Set Time’ value applies to the Date/Time field in the
SignOn form, as well as the Set Time command.

Press FINISH, then GO to save the file and exit the Editor.

After you have created the Command Access Service configuration file,
you can add user names or modify entries at any time and the changes
are effective immediately.
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Protecting the Command Access Service Configuration File

To prevent users from modifying the Command Access Service
configuration file, assign it an access level of 23 or 51 and a unique file
password. See “Protecting Files,” earlier in this section, for information
about assigning passwords.

Using the Command Access Service Log File

When a user executes a monitored command, the Command Access
Service writes an entry to the log file, [/Sys/<Sys>Login.sys. Each
log-file entry contains the user’s name, the date and time, and whether
access was allowed, as shown in the following example:

Jim 3/13/91 10:30 AM: Cluster View — Access ALLOWED

If a user is not listed in UserCmdsConfig.sys, access is restricted, but
nothing is logged when he or she attempts to execute a monitored
command. Therefore, to obtain information about users who attempt to
execute monitored commands, you must include their user names in the
configuration file. For example, in the sample configuration file, Alex’s
user name appears, but he is not allowed access to the monitored
commands. Therefore, if he attempts to set the system date and time,
the following entry is written to the log file:

Alex 3/13/91 10:30 AM: Set Time — Name only found
In the log file, new entries appear at the beginning of the file and old
entries are dropped from the end of the file as it becomes full. To

suppress logging, specify 0 as the log file size when you install the
Command Access Service.

Allowing Access to Users on Other Nodes

To allow access to a user on another node, specify the node name before
the user name, as shown in the following example:

:SignOnUserName: {OtherNode}Ruth

Note that if a local user is also named Ruth, as shown in the above
example, a separate entry without a node specification must be added for
the local user. Only the Cluster View and Administrator Cluster View
commands are monitored for access by remote nodes.
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Section 7
Customizing User Environments

What Is a User Configuration File?

A user configuration file (or simply a user file) defines a name to sign on
with and a working environment, such as OFIS Designer, Context
Manager, or the Executive. It also contains information about the
commands and applications that are available to the user.

You can create user files that suit your particular workplace, as demon-
strated in the following examples:

*  You can create user files for individual users using first names, last
names, or nicknames. This method is often used when most users
have their own workstations.

*  You can create user names for the various tasks performed within
your cluster, for example, writing or drawing. This method is
sometimes used when workstations are shared among users.

*  You can assign a user name to each workstation, for example, WS1,
WS2, and so on. This is sometimes done to simplify signing on for
large groups of users.

Creating a User File

To create a user configuration file, follow these steps:

1. On the Executive command line, type User File Editor; then press
RETURN.
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Enter a user name in the command form, as shown in the following
example; then press GO.

User File Editor
User name Freddie
[Old password]
[New password]
[Template file]
[Command file]

Press GO again to create the user name. The Functions menu
appears:

Functions

Modify Options

Select Environment

502.7-A

On the Functions menu, position the highlight on Modify Options;
then press GO.

A list of applications is displayed. This list may include applications
that have not been installed on the workstation.

Position the highlight on the application you want to customize; then
press GO.

A list of options and current values is displayed, for example, options
for SignOn:

I Option category: SignOn I

Volume Sys

Directory
File prefix

Password

Node

Text file

User name

Screen timeout
502.7-B
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6. Fill in the fields as you would an Executive command form. If you
leave a field blank, a default value is used.

7. When you have completed the form, press GO to save your changes.

If you do not want to save changes, press CANCEL to dismiss the
form.

8. Repeat steps 5 through 7 to modify options for other applications.
9. Press FINISH, then GO, to save the file.

The user file options for Standard Software are described later in this
section. To learn about user file options for other applications, see the
appropriate manual. For more detailed information about the User File
Editor, see the CTOS Executive Reference Manual.

Modifying a User File
To make changes to a user file, follow these steps:

1. On the Executive command line, type User File Editor; then press
RETURN.

Enter the user name in the command form.
3. Press GO.
The Functions menu appears.

4. Proceed with the step 5 under “Creating a User File.”

Editing a User File Manually

To add an environment or option not listed by the User File Editor, you
use the Editor application. For example, you might need to add an
option for a new software product.

The following subsections, “File Specifications for User Files” and “User
File Format,” contain information you need to open and edit a user file
with the Editor.
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File Specifications for User Files

To edit a user file with the Editor, you need to know its file specification.
File specifications are written in the following format:

[Sys]<Sys>Name.user
where Name is the name the user signs on with, for example:
[Sys]<Sys>Freddie.user

User files are always stored in /Sys/<Sys>.

User File Format
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When you open a user file with the Editor, its appearance is similar to
the one shown in Figure 7-1.

Each line of a user configuration file is written in the following format:

:Keyword:Value
where
:Keyword: Is the name of a user file option; keywords and the

placement of colons must not be changed. They
correspond to the field names when you select an
application from the Options menu in the User File
Editor.

Value Is the part you can change; values correspond to the
entries you make in the User File Editor.

This file has been created by the User File Editor.

:Environment:Executive
:SignOnChainFile:sys]<sys>Exec.run
:SignOnExitFile:[sys]<sys>Exec.run
:SignOnVolume:Sys
:SignOnDirectory:Sys
:SignOnFilePrefix:

:SignOnPassword:
:ExecCmdFile:[Sys}<Sys>Sys.cmds

Figure 7-1. User Configuration File
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Adding a User File Option

The following procedure describes how to use the Editor to add options to
a user file. See “Editing a User File Manually” for information about file
specifications and formats for user files. See the CTOS Editor User’s
Guide for more information about using the Editor.

1. On the Executive command line, type Editor; then press RETURN.

2. Type the file specification for the user file, as shown in the following
example; then press GO.

[File name(s)] [Sys]<Sys>Freddie.user

Position the cursor at the end of the file.
4. Ifnecessary, press RETURN to move the cursor to a new line.

Type the keyword and value as shown in the following example. User
file options are listed in the release documentation and manuals for
applications.

:Environment:Executive
:SignOnChainFile:[sys]<sys>Exec.run
:SignOnExitFile:[sys]<sys>Exec.run
:SignonVolume:d1
:SignonDirectory:Work
:SignonFilePrefix:

:SignonPassword:

:CookDinner:Yes

6. Press FINISH, then GO, to exit the Editor and save the file.

For changes to take effect, the user must log out and then sign on again.

Creating a Working Environment

The applications a user signs on and exits to are called the environment.
You can customize a user file to start a particular application when the
user signs on. The User File Editor sets up the Executive as the default
environment. You can, however, select Context Manager or Document
Designer instead.

You are not limited to these environments, however. You can specify
other environments by editing the user file manually.
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The following subsections describe how to select an environment with
the User File Editor and how to specify an environment with the Editor
application.

Selecting an Environment With the User File Editor
To select an environment with the User File Editor, follow these steps:

1. On the Executive command line, type User File Editor; then press
RETURN.

2. Enter the user name in the command form, as shown in the following
example; then press GO.

User File Editor
User name Freddie
[Old password]
[New password]
[Template file]
[Command file]

3.  On the Functions menu, position the highlight on Environment; then
press GO.

4. Position the highlight on the environment you want to select; then
press GO.

5. Press FINISH, then GO, to save the file.

Specifying an Environment With the Editor

The environment is controlled by the SignOn chain file and the SignOn
exit file entries, which are described in detail below. To modify these
options, you edit the user file with the Editor application. See “Editing a
User File Manually,” earlier in this section.

The following subsections describe the SignOn chain and exit files and
show some examples of how they can be used.
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The SignOn Chain File Entry

The :SignOnChainFile: keyword defines the application to be started

when the user signs on. The following example shows an entry that
starts OFIS Mail:

:SignOnChainFile:[Sys]<Sys>Mail.run

The following example shows a user file entry for a Context Manager
environment. To specify parameter values for the chain file, you type
the Executive command name, then the parameter values as you would
enter them in an Executive command form.

:SignOnChainFile:[Sys]<Sys>Cmlnstall.run
"Install Context Manager’
[Sys]<Sys>CustomCmConfig.sys

The SignOn Exit File Entry

The :SignOnExitFile: keyword defines the program to appear when the
user exits an application. The following entry exits to the Executive:

:SignOnExitFile:[Sys]<Sys>Exec.run
To exit to the SignOn screen, specify [Sys/<Sys>SignOn.run.

The SignOn exit file can limit the user to a single application. For
example, if you set up an OFIS Designer environment that exits to the
SignOn screen, the user does not have access to the Executive or other
applications on the system.

Limiting Access to the System

When you install Standard Software, a default user file, named
[Sys]<Sys>.user, is created. It allows users to sign on by pressing GO,
without entering a user name in the SignOn form. You can effectively
limit access to the system by removing the default user file and then

assigning passwords to all other user files, as described in the following
sections.
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Removing the Default User File

CAUTION

Make sure that you have created a user name you can sign on with before
you remove the default user file. See “Creating a User File,” earlier in this
section.

To remove the default user file, use the Delete command as shown
below:

Delete
File list [Sys])<Sys>.user
{Confirm each?]

Assigning Passwords to User Names
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If your system is password