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KTll-B

PAGING QOPTION.

INTRODUCTICN

1.1 General Description

The KT11l-D Paging Option, designed and manufactured by Digital, provides
"on a PDP-11, address mapping from a program's virtual address space to
the physical bus address space by cubstitution and extension of the most
significant bits of the virtual addrcess as specified by entries ina "vage mo
This mopping permits user and monitor nrograms to be secomented and those
seguents Lo be allocated to available core on a space-available basis in
a manner completely transparent to the user. The address mapping, along
with the inherent memory and system protection features of the KII11-3,
provide a multiuser, machine-lancuage timesharing environment, in which
the monitor and other users are protected frew erroncous or malicious
acticn by any user. The KT11l-B facilitates the writing of reentrant cooo.

£

shared by many users, thereby optimizing use of core and auxiliary storao

[

The KT11l-B is an interface bhetween ithe processor end the Unibus, o5 shoewsn.

in Ligure 1-1 belew. In uvnpaged mode, bus onerations are performod n
a normal PDP~-11 svstem. With the KT1l-D enabled, certain bus signals ars
nodified to provide protection and relocation.
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MEMORY - . MEMORY  PERIPHERAL
DEVICE
FIGURE 1-1
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AN
Figure 1-2 illustrates a user virtual program and a typical relocation
__ to physical core. Note that the physical core available may be_ four
times the size (262 K bytes) of the nmaximum size user program (64 K
bytes). :
VIRTUAL PHYSICAT,
ADDRESS e ADDRESS
g ) | MONITOR
PAGE 8 OR
512 o OTHER
- USERS
PAGE 1
1824 S A 1p24
PAGE 2 PAGE 3
1536 | o OTHER
l PAGE 3 __ USERS
| _— — =l
i - 1ppes
o~ I
177797 | i PAGE 1
HMONITOR
USER VIRTUAL OR
CORE OTHER
(16-bit ADDRESSES) USERS
PLRIPHERAL? 277777
PHIYSICAL CORE
(18-bit ADDRESSES)
FIGURE 1-2
/“-‘




1.2 Specificaticns

a. Mechanical:
No. of Logic Panels
Type of Logic Panels
Dimensions

"b. Electrical:
Input Power
Power Supply
Module Type
Logic Levels

¢. Operational:
Modes
Virtual Program Size

Max. Physical Core
Page Sizc

1.3 Availability

Two
H9l1l
19 ain. w, 20 in. 4, 18-3/8 ir

T oygn, 47-63 o=

120/240 vVAC
One H720
M-Serics

L = +43v, g = pv (TTL)

Unpaged, Monitor paged, User
Pagad

216 bytes (max.)

238 K bytes

512 bytes

The KT1l-B is a Computer Special Systems product and is available from
Digital Equipment Corporation, 146 Main Street, Maynuard, Massachusetis’

01754 as a component in new installations.




SECTION 2

INSTALIATION

2.1 SITE CONSIDERATIONS

The KT1l-B is built on two H91ll logic panels. This assembly should be
mounted in an H96J cabinct or eguivalent, preferrably as close to the
PDP-11 as possible., On the back dcoor of this same cabinet chould be
mounted the H727 power supply: this power supply occupies an 11-% =
high mounting space. The cabinet is not supplied as part of the Kpll-B.

Due to the action of the KT11l-B, peripherals which are normally mounted
with the prccessor (Teletype, reader, and punch controls and KWll-I, rezl-
time clock) must be mounted in a separate DD1l system unit (not sunnlied
with the K11l-B). The KWll-L may also ke mounted in slot BE9 of the
KTll-B.

2.2 CMABLES

2.2.1 Power Cables

Line power is brought to the H728 power supply viaz a cable with a 15 amp
3-preong plug. Thiz plug should be inserted into an outlel controlled v
the PDP-11 console power switch, so thut power is supplicd to the hille-nd

wnen the processor is turned on.

Logic power, including the ACLO and DCLO signals, is supplicd via a cablc
asscmbly connected to a power end panel on one of the 1911 panels,

2.2.2 Unibus Cables

The KT1ll-B wust be immediately adjacent to the processor on the Unibus,
as shown in Figure 1-1. BCll-A cable assemblies are used for all Unibus
connections. The Unibus comes directly from processor slots Al4 and B14
and enters the KT1l-B in slots A2l and BPl. The Unibus leaves the KT11-2
from slots A@3 and BE3.

2.2.3 Control cable
A Flexprint cable runs from slot B@9 in the processor to slot D12 in the

Krll-B. This cable carries non-Unibus signals necessary for the operat:ion
0L Rili-p.
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2.3 INITIAL OPERATION

2.3.1 Checkout

The K111-B is checked out and demonstrated to be in working order by
performing the following steps:

2

1} Turn on all devices and power in the system; no special
test configuraition is necessary for the svsteom.

2) Verify that the examine and deposit console functions
work and also that the MRINDEC processor and memory
diagnostics run. (See Avpendix A.)

3) Run the K7T11-B diagnostic programs K71, KT2, XT3, and
KT6, allowing each to make at least twenty passes (the
teleprinter bell will ring at the end of each pass).

4) Run the MAINDEC processor diagnostics in user mode using
the KTU program.

5) Run the KI'ES system exerciscer progran in both exec and
user medes with all available devices implemented in
the program (DECtape, RP11 disc, Ki¥ll-L clock, high-speed
reader and punch, and Teletype reader and printer),

2.3.2 Acceptance

The KTli-B is accepted in-house prior to shipment and is considercd
to be meeting its specifications by performing the steps described
2.3.1 above. In addition, the systcm should be exercised with the
KTES program for at least eight hours running all available devices
except the Teletype and high-speed reader and punch (these are omitted
since they may be subject to excessive wear if cperated continually
over long pericds of time).

J
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—




SECTION 3

OPERATION AND PROGRAMMING

3.1 CONTROLS AND INDICATORS R

There are no operator controls or indicators on the KF1ll-B. The KT11-B
registers may be examined manually by using the processor console func-
tions.

3.2 DIAGNOSTIC SOFTWARE

Appendix A contains the descriptions of the diagnostic and exercise
programs for the KT1l-B. Note that certain MAIIDEC standard diagnostic
programs are modified to run with the KT11l-2

3.3 INPUT/CUTPUT CODIKRG
3.3.1 General

The KT11-B ray be considered as an extcnsion of the central processor.
It s purpose is to preovide system proteCiion and program FOlovavlion Qudl
that many users may use the system on a timeshar«d basis. The individa
users (the prograzmmers writing programs to ke run in user mode) nccd 0O
be concernad about the KTll-B; in fact, each uscr writes programs as if
he had the entire PDP-11 and 32K words of core memory to himself. Certan.
restrictions to users are imposed by the KTll-B, but otherwise, it i
entirely transparent. It is the systems progrerwrer, the person who wr
the monitor, who needs to be concerncd about the Krll-B. Thereforea, tihc
systems programmer should be intimately familiar with the operation of
KT1l-B before attempting to write a timesharing monitor making use oI
KT11-B. To this end, Section 4 of this Option Description, describing
principles of operation of the KTrll-B, should be thoroughly understocd

before continuing reading in this section.

|..J
JJ “
{a
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3.3.2 KT11-B Registers

SrTY 1o

Elcvenhﬂs=\9§é§§§g§jare assigned to the operation registers of the X711
There are 8 a +ional addresses which referencc _the words of the scratcr

pad holding the 8 most recently accesséd Page Map Entries.



3.3. 2 l Page Status Contrel Register (KFQS 777576) P
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¥ = READ ONLY
B = Cleared to @ by the Unibus INIT signal

FCN  -Determines KT11l-B operating mode
B ~Unpaged operation - the bus signal INIT clears 1I°Ch.

1 -Destinatien only paging - paging only operational
while processor is in "DESTIIATION" or "“IXECUTE"
state. This is intended as a maintenance mode onls.
Note that traps do hus operaticns in the "SERVIC:®
state of the processor, and therefore, will be
unpaged. )

2 ~Normal paging - this iz the standard cpcrating vl ..

3 ~-Start user - this mode is entered by the Exec in
order to start or restart a User. The next bus
operation made by the processor while in any statc
except "PETC:H" that 1s the next processor bus
operation not a fetch causes the XT11-B to load
the D-lines of the bus with the contents of the
KTPC (the paging program counter) - the address
and control (A and C} lines on the bus are ignorcd.
The following bus opédrations cause the KT'1ll-B to
load the D-lines with the contents of KTPS (the
paging processor status). User paging is then
invoked and the bit § of XTCS is cleared (normal
paging is resumed). Note that if the instruction
executed immediately after setting the FCN bits
to 3 is an RTI, the processor program counter and
status register will be loaded from KTPC and KTPS
respectively.

SS ~SCURCE STATE - This bit is affccted only if all -

"ERROR" flags, bits 15 through 11 of KICS are clcu-.

- Under this condition, it is set whenever the procus:
does:



1. Any bus operation while in the "SOURCE" state
during normal paging.

2. A DATO operation while executing a TRAP or JSR
during normal paging.

3. A DATO while executing a JSR during destination
only paging.

4. Any bus operation while executing a RTS or RTI
and paging during normal or destinaticon - only
paging.

It is cleared whenever the processor deoes any bus
operation while in the "FDTCH" state during normal
paging if all the error flags are clear.

DS -~DESTINATION STATE - Bit is affected only if all the
error flags are clear. Under this condition, it is
set whenever the processor doeos:

l. Any bus operation while in the “"DESTINATION" state
during normal or destination - only puaging.

m N7y . RPN S LI . b s
2. Thoe gceond DATO coeration while eveonting a

during normal paging.

=
)
o
-
”

3. The second bus cperation while not in the fetch
state and executing an RTI during normal or
destination only paging.

It is cleared whenever the source state bit is cleared.

UM ~USER MODE - This bit governs whether USER (set) or
EXEC (cleared) paging is used to generate physical
address. It also governs use of privileged instruc-
tions, the ability to modify processor priority, and
system reaction to interrupts and traps. This bit
is set as the final act of the START USKR SEQUINCE.
It is cleared by interrupts,paging violations (any-
thing that sets an ERROR f£laqg) and EXEC traps, as
well as the bus signal INIT.

10 =INTERRUPTED USER -~ This bit is loaded from the USER
MODE bit whenever an INTR signal is reccived on th=e
bus or a paging violation occurs. It is clearcd any
time a DATO is made to KICS or an INIT occurs.



v ~INSTRUCTION VIOLATION - This bit is set whenever a
USER attempts to execute one of the privileged
instructions (HALT, WAIT, or RESET) or when an

“attempt is made to transfer program execution from
a public to a private page at any other place but
at an entry point instruction, "BR .+2." The
instruction is not executed and a trap is made to
the exec (see 4.2.3). This bit is cleared by INIT
or a DATO to KTCS.

AV -ADDRESS VIOIATION ~ This bit is set whenever an odd
address error (attempt by the processor to do a word
bus operation to an odd address) occurs. It is
cleared by INIT or a DATO to KICS.

WRITE VIOLATICN - This bit is set whenever an attemnt

i

w

is made by the procescsor to do a DATIP, DATO, or LDATLI-
to a page for which the protection key is not "WRITE
ENABLED". It is cleared by INIT or & DATO to KTCS.

PRIVACY VIOLATION - This bit is set whenaver the
procaessor attempts a bus operation to a page wnhich
is not keved "PUBLIC" when tho cperation ¢oces notv
occur during the “"FETCH" state ard the last instruc-
tion fetched during normal pnging which was not fron
the scratchpad and did nct of itzelf constitute an
instruction violation from a page keyed as PUBLIC.
This bit is cleared by IXIT or a DATA to XrC3.

PV

RV -RESIDENCY VIOLATICN - This bit is set whenever the
' processor attempts to reference a page which is not
keyed as "RESIDENT". It is cleared by INIT or a
DATO to KTCS.

3.3.2.2 USER and EXEC Map Control Registers (KTUM - 777614 and
KTEM - 777616)

THESE REGISTERS SPECIFY THE LOCATION AND CHARACTER OF THI USEXR
AND EXEC PAGE MAP PAGES (see 4.2.2).

Both registers are 16 bits wide:

SHARLD PAGES I PISICAL PLGE
BOUNDARY b apzs, |

15 g9 8 .




The houndary. between simple usecr paging map entries and shaved

page map entries is determined by the high order 7 bits ofl the

User Map Control Register. If these bits equal N, the first N

entries in the page map are simple entries (if these 7 bits are
all clear, then 2], or all of the entries in the page mup are

simnle entries).

The high order 9 bits of the physical address of the User Page
Map Page arc in the low order 9 bits of the User MNap Control
Register. '

The extent of simple exec paging is determined by the high order
7 bits of the Exec Map Control Register (K7EM}). If these bits
equal N, there are N page map cntries in the BExec Page Map Page.
{(If these 7 bhits are all clear, then 27, 128 entrics, are in the
page map page.) The remaining entries (128 - N) are in the User
Page Map =2s “Exec-per-process” entries (sce 4.2.2.2).

Loading {DATO or DATOB) either of these
assgociative memory to be clearcd (scc 4.
register to be set to 1Q8.

cgistergs causes the
-2)

and the replacement

3.3.2.3 PAGE INSTRUCTIOH CQUNTER (X7TXC -~ 7770651)

This register is leaded with the low oxder 16 bits of the address
Lines on the Unibus whenever normal paging is oucvat¢on1L, no
- error flags are set, and the processor dees a bus operation while
"in the "FETCH" state.

3.3.2.4 PACE STACK POINTER (KTSP - 7776P2), PAGE PROGRAM COUNTER
{KTPC - 7776ﬁ4), AND PAGE PROGRAM STATUS (KPS - 777¢Z0)

These registers are loaded during the "MODIFIED SEQUINCE"
discussed in 4.2.3. The first DATO of such a sequence has the
processor Status Register on the D-lines of the bus. This

is loaded into XTPS. The second DATO of the sequence helds the
processor stack pointer on the A-~lines and the Processcor Progran
Counter on the D-lines. These are loaded respectively into KTSP
and XTPC. Note that the modified sequence may be entercd duc to
a paging violation in Exec Mode. If recovery is to be pozsible
after such an event, KPSP, KIPC, and RiPS must be saved after
User program interruption and restored when that User is to be
restarted.

-10-



3.3.2.5 -PAGE DATA REGISTER (KTDT - 777612) and PAGE ADDRESS
REGISTER (KTAD - 777619}

These registers are loaded from the D and A lines respectively
whenever any of the error flags become set or a time-out occurs,

3.3.2.6 PAGE MAINTERAKCE REGISTER (IKTMR - 777575)

This register holds the reolacement counter and 5 other flags
which have meaning only when observed with an oscilloscope
during certain KT11l-p internal operations. The Replacement
Register is incremented throuvgh the range lﬁg to 57g whenever
a look up secguence occurs. 1t is set to 1ffg whenever KTUM ox
KrEM are loaded.

4 g
REPLACEKENT
COUNTTER .

| i e

3.3.2.7 DPAGE WikDOW (KTwN - 777572)

Bus operations to this address (after paging) are done to the
USER virtual address specified by the contents of KTILD. Page
violations can occur both at the paging to KITWX and f{rom the
contents of KTAD. This permits the Exec to refercnce User
pacged addresses conveniently.

WINDOW on a wWindow causes a time-put trap.

~11-



SECTION 4

PRINCIPLES OF OPERATION

4.1 OVERALL DESCRIPTION

The KT11-B provides address mapping from the program's virtual addresc
space to the physical bus address space by substitution and extension
of the most significant bits of the virtual address as specified by
entries in a "page map". This mapping pormits access o the entire
physical bus address space which is 4 times larger than any program's
virtual address space.

The operating system in a multiuser (machine language timesharing)
environment is protected against the users.

4.1.1 Goals

The KT11-B accomplishcs mappinc and systcem protection with minimun
interaction with the processor cutside the UNILUS. System proucctich
is achieved by:

1. Keying pages as "public" or "private” and “"writeable" or “"write
protected™.

2. Providing an cntry point instruction wiiich must marik an encry
from pullic to private code execution to permit use of privaie
code.

3. Disallowing execution of privileged instructions in user mode
{e.g. Halt, Reset) .

4, Disabling modifications to processor priority while in uscr
mode.

5. Processing odd address violations and disabling processor
handling of such viclations while in user mode.

6. Breaking up "trap loops" (TRAP service routlnes calling traps
without an intervening instruction) while in user mode.

7. Entering exec mode to service interrupts and exec traps with
push operations of the hardware interrupt service sequence
directed to special registers.

8. Trapping to exec mode when power fail occurs

9. Disabling processor handling of stack overflow violations.

, -12-



it is possible to implement a “"demand paging” scheme for user
program memory allocation since: '

1.: Pages may be keyed as “"resident" or "non-resident".

2. Record is kept of the first location of each instruction
executed.

3.. Record is kept of the progress of each instruction through
processor states.

Provision is made for user-exec communication through exec traps
in user mode and user paged read-writes in excc mode (the "page
window") . '

The KT11-B is power cleared to a non-paging nede in which Kall
operation is identical to that of a Kall without the KT11-B except
for some time penalties on bus operations, and loss of stack over-
flow trapping. :

4.1.2 Major Functional Components

Refer to the ITl1l-B drawing set for the leyic diagrans.

4.1.2.1 Associative mezmory -

An 8 x B8 associative memory permits simultancous comparison of the

8 g-bit words it contains against the seck data. The word that
matches the seek data shows a hi match oulput while the match outputs
for all other words are low. (Optionally, a 24-word associative
memory is available, allowing fewer core look ups.)

Each word of the associative memory contains the page number (7 bits)
and User tag (1 bit) the protection key and relocation information
held in the corresponding word of the Scratchpad. The User tag is 1
if the information is for a page of a program running in User mode
and‘ngor a page of a program running in Exec mode.

4,1.2.2 Scratchpad -

8 words of 16 x 16 IC memory contain the Page Map Entries (protection
keys and relocations) for the 8 pages identified by the associative
memory as just described. The remaining 8 words contain some of the
KT1l operational registers.

One 16 bit word at any time may be made available at the output cf

the scratchpad or written from the scratchpad input. (With a 24-word
associative memory, 16 more words of scratchpad are added.)

* -13-



4.1.2.3 Replacement Counter -

When a page is referenced whose page number has no match in the associa
tive memory, the user’'s oOr exec's core page map is accessed for the
appropriate Page Map Entry. The page number and the current state of
the User Mode bit are then loaded into the associative memory and the
page map entry found in the core page map is loaded into the corre-
sponding word of the scratchpad. The address in the associative

memory and in the seratchpad which is to be so loaded is specified bv
the replacement counter. The replacement counter is then incremented
to point toc the next associative memory address. This sequence of
operations is referred to as a "Lookup Sequence™.

4.1.2.4 Unibus Receivers and Drivers -

Unibus signals from the processor may not in some cases be passed on
to UNIDUS devices (including meomory) until the relecation spacified
for the referenced page has been performed and the protection kay
checked against the reguested bus cperation., If a Page MHep Entry
must be fetched from core, the bus signals D -15:(% - from the »roc
must be blocked so that the lookup operation may be made on the bu

Suny
sSEOn

%53

[

4.2 CENERAL SPLECIFICATIONS
4.2.1 Exec and User Programs

A distinction is made in this specification botween programs which
have privilesged access to system resources and those which do not.

1f a program is given such privileges, the KT1l-B cannot protcct the
system against abuse and failure caused by that progrzam. Such a
program (the "Ixec") is generally responsible for resource allocation
among unprivileged programs ("User" Programs). These resources inclucs
1. CPU Time.

2. Process Priority.

3. Core Storage.

4. Sharable Code. )

5. Sharable Devices (Disks, Drums, etc.).

6. Non-sharable devices (DECtapes, Paper tape, etc.).

The Tuoc iz rospensible for efficient management of these rescurces
and thus assumes control whenever a user attempts to:

l. Halt the processor.

2. Execute a trap loop. _

3. Access core or sharable code in a manner not pexrmitted him.

4. Use a part of his address space for which no physical core is
then allocated.

~)4-



Processor priority cannot be changed by & User. The user nay regquest
system resources through Exec traps (instructions which cause traps
to the Exec). The Exec receives all interrupt reguests as well as
maintains processor priority and system activity to satisfy user -
resource regquests in the most effective manner. The Exec is also
responsible for orderly system shut dovn and restart Onh power trans-
ients, and therefore, recelves power fail and recovery traps as well,

The system starts in ExecC mode without paging. The Exec establishes
paging parameters and enters paged operation in its start sequence.

4.2.2 Page Maps and Keying

Two of the parameters of the paging cperation are the address of the
User and Excc Page laps in core. - when the processor is executing a
User mode program, relerences to pages vhose page number and mede do
not appear in the associative memony cause fetches ("page map Cntry
lookups”) to be made in memory to a tzble of User Page Map Entries,
the User Page Map. Such references when referring to User page 0§
cause a fetch to be made of the zeroth sequential entry in the User
Page Map. Referrals to User page 1 (if the entry for Uscy Pafeo 1l
does not appear in the associative memory) cause a fetch to be nade
from the first sequential entry in the User Page tap, and so on.
rach cnlry consists of one 16 nit word and contains the protccticn
koy and relocation for the corrvesponding piLd.

specify the physical core addresses for the User and Dxcc Pag
Paging may be switched for various users by rodifying the Use
Control register to point to different page maps.

Registers in the KI'11-B (the User and Execc Map Control registers)
r

Keying for a page indicates to the KT1ll-B whether or not that page 1is
"yresident™, "public", and vwrite—enabled". Three bits of cach Pagc
Map Entry word hold the protection key for the page each controls.

The {virtual) address space for any program in a PDP-11 1is 216 bytes
(215 words). If each page_is made to contain 29 bytes (256 words),
,thgnheachfgﬁgy_ygl;,hgyggg, virtual pacges. Since each page map entry
requirgg)l word, this implies that each User will reguire a page mabp
consisting of 128 words (half a page). System information for that
User could occupy the remainder of that page. Choice of a page sit2
of 218 bytes implies a 64 word page map (one eighth of a 512 word pood
which represents unacceptable core inefficiency for the Excc - 320
words lost per core - resident User. (Csexr management is greatly ©oo
if all the information pertaining to a user and no infernation not
pertaining to that User is contained in one page which the Drec can
allocate and may be swapped in ard out of core with that Uszser.)

—~15-



Thore are 218 bytes in a physical address space of the Unibus. If
each page is 29 bytes, there are 2 physical pages. The physical
page address is thus specified by 9 bits selecting bytes within a
page and 9 bits specifying the page address within the physical
address space. The 9 hits specifying the byte address within a

page are taken from the 9 low order bits of the address lines of the
processor bus (see 0.2.4)-A -@8:084> . The 9 bits specifying the page
address are taken from the 9 relocation bits of the approprizate page
map entry word. Dach page map entry word contains 3 bits for the
protection key, 9 bits for the relccation, and 4 bits unused.

ropasiedies f*’f',';‘ J '
{ 15 l 1‘4- i 13_._/\1* ) . 7 ; ’ 8 T H ¥ T i i i [ jca
RESIDERT | WRITE fpaBrz N -
PUBLIC 7% . RELOCATIOHN

R P

4.2.2.1 The Exec Page Map Page (EPLP)

The Excc Page Map Page is considerecd to be in page zero of the Exce’s

virtual address space. For reasons discussed in 4.2.6, exec page zerd
is not paged through the associative memory. Instead it is considered

to be the page specified by the low order 9 bits of the Exec Hup
Control Register. The PDP-11 Interrupt and trap vectors are 1in
addresses O - 377 of this page. Tho Bx2c Padge Map Entries are in

‘addresses 4098 and up. (Note that Execs running in separate precessdra

e
sharing some commnon core and peripherals but governing private busses
with private peripherals as well, can maintain distinct interrupt
vectors).

£

There is for the Exec, a set of parameters including Dsctape Dircectorac

User 1/0 buffers, User Page Maps, User Coniext etc. that is unigue to
each User. This set can be accesscd by dedicating sone EXec acdress

space to each core-resident user. Tables are then reguired to counls
each User with the appropriate space. Considerable use of indexing 1
required in this scheme.

5

In order to ease the pressure on exec address space, reduce thsa instrug

tion time when referring to these "per-process" variables, and to
decrease monitor complexity, "exec-per-process” paging is provided.
Pages containing such variables are ascsociated with "Dxec-Per-Procaoos
Entries” in the lo address half of the User Page Map FPage. Referencos
to these nages nf the Exec are thus paged according to the currently
active user (whose Page Map Page is referenced by the User Map Contro’
Register).

The boundary between Exec simple space and Exec-per-process Space 1
determined by the high order 7 bits c¢f the Excc lap control Regyister.
The Exec Map Control Register and pPage Map Page are thus configurcd
as:

-16-



LNE EPM
) \: ¥
LENGTH OF EXEC-SIMPLE EXEC PAGE MAP ADDRESS
(7 bits) (9 bits)

PHYS ADRS EXLEC ADLRS

EXEC PAGE MAP PAGE

1000g*EPM 2
INTERRUDPT &
EXEC TRAP
VECTCRS.
+463 . EXEC TRAP
MAP
+409 ENTRIZES
+2 (LuE+1) EXEC
coBn
Exce address § through 1&738* 27 4777 ere in Breo sinple ool S0l
have page map entries in exec addresses 405 through 4729 + 2% LUR

Exec addresses ahove 1H30Jg * LNE + 777 are in EXec-por-proce&ss gpace
and have page map entries in addresses 2*x (LNE + 1) through 376
the User Page Map Page.

4.2.2.2 The User Page Map Page (UPMP)

The UPMP holds the USER PAGE MAP ENTRIES and the Exec-per-Process
Entries. It has an address in Exet-Per-Process space but (gencrally)
not in the user space. We will establish the convention that the
UPMP appears in the first page of exec-per-process space -~ namely
1¢PPg* (LNE + 1). The physical address of this page is determined
by the low order 9 bits of the User Map Control Register. (Ry our
convention, the low order 9 bits of address 2* (LXE + 1) of the

user page map page are egual to the low order 9 bits of the User

Map Control Register.}

To provide for shared paging in which several users share usc cf coda,
movable in core, the User address space is brolien into two purtn:
simple user space and shared user space. The high order 7 bits ol tne
User Map Control Register determine the boundary between simple and
shared user space. The User Page Map Page does not hold the page rap
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entries for shared pages but holds "shared entry pointers“ instead.
The low order 9 bits of the Shared Entry pointer contain the physicea’
page and the high order 7 bits contain the entry number in which &l
Shared Page Map Entry is to be found. (Shared Page Map Entries may
be in addresses 4@#-777 only of any page.)

A User Page Map Page and the User Map Control Register are arranced
as follows:

ILNU UPM
15 9 8 7
LENGTH OF USER USER PAGE MAP
SIMPLE (7 bits) ADDRESS (9 bits)

PHYS ADRS EXEC ADRS
UPM 1pafg* (LRE + 1)

USER CONTEXT

o N 13977 N b r s
EXEC-PLid-Iiions

ENTRIES

+2% (LNE+1)

+4p0g USER PAGH LAD
& SHARED DAGE MAP
ENTRIES
HPBg 2> (LNU+1) SHARED ENTRY POINTLLRS
+7778

(Some other Page Map may have shared entry pointers which point
to entries @ through LNU of this Page Map.)

4.2.3 Exec Trap and Interrupts

A varicty of conditions will cause an operating user program to be
stopped and control transferred to the Exec. In each case, this i:
done via a slight modification of the standard trap interrupt
scquence: the DATO's of the modificd scduence couse no rmodificaiie
of core and are directed instcad to special reglsters {thoe Pago
Program Status Register and the Page Program Counter) within the
KT1l-B Control. The address to which the Procdss Program Counter
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was directed is also saved. In this modified sedguence a flag bit,
PGIU, the "interrupted user*, bit 1is sct or cleared to distinguish
between termination of User and Exec Programs. '

Exec Trap 4 - This vector handles Exec Bus Errors (odd address errors
and time outs) and Exec or User Illegal Instructions, and Paging
Violations. All EXEC traps except time out and paging errors will
run through the standard segquence. The Stack Overflow trap is
disabled to protect the DExec from stack pointers set by the User
below the stack boundary: interruots even thirough the modified
sequence would cauce the stack overflow flag to be set if the stack
is below the stack boundary. Exec Bus Errors and Exec or User Paging
Violations proceed according to the modified sequence. As a conse-
quence, if Exec Paging Violations and Bus Errors occur (time-out, etc)
status will be lost. It will be impossible to restzrt that User., IF
the memory bank in which the vector is locatod is dead, the processor
will halt with address 4 in the address indicators. If the momorv
bank in which the trap service routine is lecated is dead, the
processor will recpeatedly execute the trap vector - only the address
4 will be seen in the address indicators but the procossor will run
until stopped from the console. The assurpticon will be made in the
description to follow that the first few inctructions of the Exce 4
service routine will be successfully executed. These instructions
save the special registers, setup the stack nointer, and clear the
PGIU and other crror indication bilts in the Fage Control Register.

Exec Buc IErrors, Exec and User Paging Violations, and User Instruchi
Violations are processed by the modified seguence. xec Instructicn
Viclations are processed by the standard segucnce. Thus the firs:h
action of the Exec 4 trap service routine should be to test the »ao
Control Register. Bits will be set indicating whether a Bus Error, a
Page Violation, or a User Instruction Violaticn has occurrcd and in
which mode. If any bits are set, the special registers should be
saved, the stack pointer adjusted, software flags set, and all error
bits in the Page Control Register cleared - an uninterruptable scquenco
of perhaps 38 microseconds. If no.bits are set, an Excec Illegal
Instruction caused the trap.

Exec Trap 18 - Reserved instructions from both User and Excc routines
come through this trap. This can be used to cause emulation of unim-
plemented instructions. If the reserved instruction came from a User,
the PGIU bit is set. Otherwise, it is unaffcected. Reserved inscruc-—
tions causc operation of the "modified sequence" and transfer to Ixec
mode if executed in User Mode. If in IExec Mode, the standard seguanco
is exercised. The PGIU bit should be cleared carly in the serviee
routine for this trap (and before intecrrupts are enabled).
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: Exec Trap 14 ~ This trap is taken for execution of op code FF3IF3 or

operatlon of the trace flag in either User or EXcc Mode through the
standard sequence if from the Exec Mode or through the modified
sequence (with a set of pPGIU), if from User Mode. Through use of
this trap users can share DDT without reserving any address space
for its use. The Exec can also use DDT as part of its address space.

Exec Trap 28 -~ IOT instructions cause execution of this trap (as in

Exec 1§ and Exec 14).

Exec Trap 24 - Power fail and restart from both User and Exec Modes

come through this trap (standard scguence from Exec, modified seguencc

from User). The PGIU bit can be tested to determine whether this is
from the Exec or User. This bit should be cleared within 2 milli-
seconds of the trap to provide for another power fail. Vhen power is
coming up, all devices on the UNIDUS are initialized. This puts the
KXT11l-B in unpaged operation in which physical (rather than Exec
virtual) address 24 is used.

Exec Trap 3% -~ EMT instructions (as in Exec 1 and 2fg).

xec Trap 34 - Trap instructions in the KAll receive higher priority

than bus requests. The potential exists for a user program to pPoOs -
pone interrupt servicing indefinitely by successive triop instructiocrs.
The K111l-B detects attempts to execule two succoessive TRLP instruc . io-
in User mode and directs the second to the Exec through the Molificd

Seguence.  ‘Ihis vector is also wzed for cxecutlion of the THLP inst:
tion in Exec Mode.

Interrupts in User Mode

The Exec needs to service interrupt reguests since Users are not
generally empowered to run at any other priority level than level I
Users aré generally not given access to 1/0 registers; and the Eucc
needs system activity information in order to manage sysiem resourcoes,
If an interrupt occurs while a user is running, it is necessary to
save the user program counter and status register and transfer coniroi
to the Exec at the location and status specified by the interrupt
vector for the interrupting device. No reliance may be made on the
contents of the User stack pointer. The "modificd sequence" is theyr
fore, put in operation if a User program has been interrupted. The
interrupt vector is taken from Exec paged core. The PGIU bit is set
in the page control register. This bit is cleared when an interrups
is serviced while an Exec program is running.
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. "4.2.4 Paging Violations

Residency Violations - As system requirements for core grow, the Excc
may begin to swap users in and out of core from a swapping storec. To

o cut down on the swapping overhead, the Exec may choose to swab out
only the portions of user programs not currently or about to the
needed. Thus users may continue to run with only portions of programs
"Resident"” in core. Those pages of running user's programs vhich the
exec swaps out it marks as wwion~-Resident” in their page maps. (The
residency key of the appropriate page map entry is made clear.} When
the user tries to reference such a page, a "Residency Violation" cccur:
and a Page Violation Trap oceurs. The Exec can then bring in the
required page, set the residency key bit in the page map entry, and
restart the user.

Therce are difficulties, however, in restarting the user:

1. The program counter 1is advanced some undetermined nurber
of addresses as the execution procceds through multiple
word instructions.

2. Registers used in auto decrement and auto increment
addressing are modified by the operction of the
instruction. Unless the point to which the instruction
proceaded before causing the residency violation 1is
known, the medifications made to the registers cannct

- be deterwined.

3. Implicit stack operations occur in some instructiens
(JSR, RTS, RTI, and TRAP). UWhich modifications to
the processor stack pointer were macde before the
instruction was stopped must be known.

Therefore, while in user mode, the address from which the instruction
currently being executed was fetched, and the processor states that
were entered during its execution are saved in KT1l-B registcrs.

pPrivacy Violations - To provide for controlled use of leased programs
and sub-programs, pages may be marked as "Private". Private pzages

may only be accessed by instructions fetched from private pages. An
attempt to access private pages from public pages result in a "Privacy
violation” and "Page Violation Trap”. vecution may be transferred LC
privats poges from public pages only at BEntry Poilnts. The first
instruction fetched when execution is transferred from instructions

in public to those in private pages must be the Entry Point Instructi”
"RR .+2" (PLP4603). Other irstructions will cause an Instruction Vioo
tion and a Page Violation Trap. This permits leased sub-proirans to

shared between users with some protection zgainst user errors.
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Write Violations - One bit of the protection key in each page map
entry word governs whether the bus operations DATa In-Pause, DATa
Out, and DATa Out Byte arc permitted for each page. This bit
"Write Enable" must be set to 1 to enable these operations (DATa
In is not governed by this bit). Attempts to do a DATIP, DATO, or
DATOB to a page operation is not performed and a Page violation
Trap occurs.

Leaving this bit clear for a page ensures that no modifications
may be made to that page. (Note that if a rage is not write
enabled, there is no need to write back on the disk cach time it
is swapped out. It can't have been mcdified.)

Instruction Violations - Attempted execution of certain privilegead
instructions hove a different effect when fotched in User mode than
when fetched in Exec. Execution of these instructions in Exec Mode
is as in a normal Kall (e.g. HALT stcops processor operation).
Attompts to execute these instructions in Uszer Mode cause “Instructi:
Violations®”. A table of privileged instructions with their suggeste.
effects (a functicn of Exec coding) is presented below:

Mnemonic Code Effect

HATLT BRGEHD Vonitor chtiops uvser joh,
TYypes message on Job TTY

WAIT 2pagalL Monitor pauses uscer job,
restarts wh

RESET PAFAGS Monitor resets user I/0 tacsks.

Address Vielations - In the KAall, when an attempt is made to referer -
a word at an odd address, the reference is not made and & bus error
trap occurs. If the processor stack pointer has been set to an odd
value or set to point to non-existent memory, then another bus erroer
will occur during the error trap. Such bus errors on bus errors cau:
the Kall to halt. The KT1ll-B modifies this operation to cause traniu-
fer to be made to Exec mode through the Page Violation Trap when an
odd address error condition occurs. The odd address error conditic:n
1s disabled when generated by a User program. Thus in User mode, ti.:-
processor will not halt even if the processor stack pointer has boen
set to an odd value. The Exec should set thc processor stack point<.
to some appropriate value before causing any operation making use ct
the processor stack or permitting interrupts. O0Odd address errors ir
User Mode cause "Address Violations™.
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i Eigﬁmpu;_viblation - Normally users will not be enabled for nemoxy.
add:esécs that do not exist. But should a memory or device go bad
that the user has been enabled for, it is more an EXecC than a User
function to work around its loss. Therefore, if a time out should
occur on what should have been 2 legitimate bus operation,'transfer'_
shall be made to EXEC mode through the Paging Violation Trap. This
condition is a Time-Out viclation.

Paging Error Sequence - Transfer is made to the EXEC whenever any of
these violations are caused by the user. Uhen these violations occur.,
the status of the address (A “15.88> ) and Data (D <15:03> ) lines
are saved in registers of the KT11-B and the prccessor is forced
through a fake TIME CUT ERROR to do a Page Violation Trap. The

entry in the associative mewory for the page causing the vieclation

is cleared. This prevents conflicts between an old page map entry

in the associative memory and a new page nap entry modified by the
Exec {(to permit writing, etc) and put in the core page map page.

4.2.5 User Traps

User TRAP Instructions (if not trap viclations) are secrviced by the
routine selected by the trap vector at locaticn 34 in user page Zero.
The trap proceeds pormally through User racing except that the
processor priority and state of the T-bit ere not efiected.

4.2.6 starting a User

when a User is to be started or restarted by the Exec, that User's
context must be loaded into the pertinent machine registers (general
registers, program status, programn counter, User Map Control registcr,
system software flags and pointers). System state woirds relevant to
the old User must be saved or discarded.

The contents of the associative mgmory represent state words thz
need not be saved (they are only copies of the page map pagc wOrdas
but must be cleared from the system before starting a new user. T
accomplish this, paging of Exec Page P, {whose entry in the associa-
tive memory would be 8 bits of g) is treated as a special case and
paged to that physical page specified by the Exec Map control Reglsteo
A P-word in the associative memory fhus will not match. All bits in
the 8 ¥ b assoclatlive memory are cleared (loaded with ity oupon Sl
modification (DATO & DATOB) of the User Map Control Register. Thus
the old state is cleared.

A control sequence is provided in the KT11-B to permit loading of

program counter and prograin status and setting of the Usecr Xouc
P g
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bit in one uninterruptible machine cycle. When a certain bit in the
pPage Control Register is set, the next bus operation originatcd by
the CP and not an instruction fetch causes the KT11-B to enter the
Start User Sequence. The first two bus opcrations encountered while
in this sequence cause the KT1ll-B to ignore the address specified on
the bus and respond with the contents of the two special registers
(the Page Program Status and the Page Progrom Counter). An RTI is
the only instructicn that will restore the User PC & PS properly.
User mode is entered when the KT1li-3 sees a load of the Processor
status. The program sequence to return to a User should be:

MOV #3484, PS :make sequence non-interruptible.
MOV KTSP, RO srestore Usor Stack Pointér.

INC KTCS sset "start user" bit.

RTI :causernew PC and PS to be loaded

from KTPC and KTPS and User lode
to be entered.

4.2.7 Bxec~User Communication

The User may reguest services cf the Bxec through Exegc Trap Instruc-
tions {see 4.2.3). The Exec may exanine and deposit in User locations
through operation of the "Page Windcw". An address on the bus (after
paging) is identified as the Page yindow. Bus operations to the Padc
Window cause the data on the D lines to be written into or rexd from
the User location specified by the contents of a register in the KTii-
the Page Address register. A lookup is mace for the User Page MHap
Entry associated with the address so specified. A Shared Entry
Pointer is processed if required and finally the User Paged zdaress

is referenced and the bus operatidh specified for the Page Window 1is
performed on the User Paged address generated in this manner.
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" 4.3. INTERNAIL OPERATICN

The various KT1!-B operations are uhder the control of two shift
registers: a two-bit X shift register, and a four-bit ¥ shift
register (located on the M826 clock module). The state of the
KT1l-B at any time is given as a combination of the contents of
the two registers; it is written in the form X.Y. When the KT11-B
is idle (not currently responding to any Unibus operatien), koth
registers are in the zero state, and the state of the KT11-B is
given as $.8. When the KIll-B receives an MSYN signal from the
processor, the K326 clock is started and a series of states are
entered, depending on the function to be performed. Figure 4~1
is a state diagram of the KT1l-B. Table 4-1 is a statc table,
giving the conditions of transition from one state to the next
and noting some of the signals asserted in a particular state.
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™ .SECTION 5

MAINTENANCE

. 2.1 SPECIAL TEST EQUIPMENT

The ¥!3Z/wl31 maintenance board used for troubleshooting the PDP-11 proceos-
sor may zlso be used for troubleshooting the KT11l-B. When it is to be
used, it should be inserted in slot Al4 of the KT11-B logic. The furctions
of the switches and lights are thus redefined according to Figure 5-1. T=
lights display the ¥pll-5 stote, ceortain enanling signals, and certain
status bits. Two switches are uscd: one enahles the waintenance clock ond
the other provides the clock pulse used rox toggling from state to stato.
No other special maintenance eduipmal ists. The W134/3131 is not
included as part of the basic Krll-5.

Krll-B
O O
~ ENB MCIL:iY
M CLIC
j I
H-0 | ¥~ ! ¥-3 1 CLX
YSIL YSH'}l WOOL] SR
.‘_.-'1i
Y0 {¥Y-1§f v-3{Y¥Y-7
v-15{y-14{v-12] ¥-8
RV PV 1Y AV
IV [NORM|MSYN]SEY
B .
) KTC7 i KTC4 | KTCL ] XTCO
Figure 5-1
N’
~39-
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5.2 MAINTENANCE TECHNIQUES

The KT11-B requircs no periodic maintenance or calibration other than an
occasional check of the M826 clock freguency. The clock pulses nay bhe

seen with an oscilloscope on
the processor is perfor
executing a "BR .
consecutive pulses should be

in the event of suspected KTll-3 failure,
taken to iscolate the cause and return tha sy

pin Al33al in the Kril-p logic panel when

ming bus cycles. They are nmost easily seen wialle
" instruction. The period from rising edge of two

193 to 243 nanoseconds.

the following steps should be
tem Lo service. Refer o

T 5C
the ¥XT11-B Block Schematic, drawing set 706Z5971, and the ¥211 processor
5

modifications for the KT1l-B, drawing

et #7¢£5¢6]), and also to the state

diagrams and table of section 4.

a.

The following steps briefly describe mothods of using the console and
maintenance board to manually seguence the 1'11-8 in several moces CF

Check all powar supplies in the systcom to insure all devices
are receiving propcer power.

Check all Unibus cablces and connections.

Make sure that the KT11-B can cycle in unpag

o
depositing and examining 1into core memory from the

console.

If examine or deposit do not scem to work for any core hanik,
ase the W135/17131 maintenance board to toggle through the

states @.0; 1.0

3.¢; 2.d:; and then back to #.p. If the

KT11l-B state dees not begin at .8, checek the distribution
of INIT in the logic and it's effect on the X and Y shift
registers; also verify that =211 bits in the PCEC register
arc cleare (drawing D15}, Make sure the address, dato,
control, and lMSYN signals are getting to the memory, then
verify that SSYN is recturned to the processor. I1f failvre
occurs on only one memoxry bank, verify cperation of that

bank.

If unpaged operation secems to work, run the MAINDRC diagnostic
programs for the processor and memory to verify their operation
(see Appendix A for certain HAINDEC wodifications).

Run the KT11-B diagncstic programs KT, Kr2, Kr3, and KTGC.
These should be able to catch any basic faults (see Appendix A).

5

operation, allowing obscervation of internal signals.

f..

Exec Simple:

1) Set up a page map in page 1l:

-40-
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2)

3)

4)

Y483/ legupd
14p2/ 164541
laga/ logpg?2

1776/ 168777

Deposit an exec map pointer of 177¢¢L in the FTEI
register.

Start paging by depositing a 2 in KIC.

Use Load nrddress - FExamine and the maintenance board
to toggle through the staetes for pages 1, 2, and 3,

TrMmtL

and the last page to examine X7,

Excc Per Process

1)
2)
3)

4)
5)

Sct up Exec map peinter in i ¥
Set up User map pointer in KoUH: | S072001
Set up user page ap in page l:

1ges/ o}
16'(5(5}();
16d”L1

1376/ Y6577
1455 leZoas same w3 step f. above.

Sstart Paging.
Toggle through the states.

Shared User:

1)
2)

 3)

4)

5)

- 6)

User map pointer: [efsfsieiels
User map at page 5: -

548/  legggl

. 1801
¢ 2801
3¢p1

177501

Use the same exec map and pointer as in step g. above.

Move 3 into Kre to start usor: deo wwo exominos: and vwateh

the states carefully - vou should he i1n the start uce
scquence. User light should ccme on after the two exa
Examine page zero; you should be in user simple mode.
Examine page one; you should be in shared user mode.

—41-



i. Start User:

1) Use the same map and pointer as abeove.

2). Move 3 to KTC.

3) Do two examines, stepping through the states carefully
at the end, you should be in user node.

4} Examine user page zexro.

5} Press START to initialize to unpaged mode. Change
user map pointer (KTUli) to 177031, Repeat steps 1-2
for pages 1, 2, 3 and last page (ie. examine KTM).

In all of the above procedurcs, depnsit meaningful information into the
core locations you will be examining botore starting the procodure.



SECTION 6

MODULE LIST

(./“\
| 6.1 Modules
\

i T7able 6-1 is a list of modules used in the K7il-n1,

DEC TYFPE PUKRNCTION QUAITIITY
M111 Inverter 1g
1112 2=input MNOR 5
M116 4-input NOR .14
M133 2-input NAND 24
M135 3-input MNAUD 6
M139 8-input MNAID 1
M167 Comparator 1
M2g3 R/S I"lip~¥lop 1
M246 D Flip-¥lcp 1
M2{57 J-K Flip-ilop 1
M225 Seratchpad & hegicters 1
12440 R/S Flip-Tlop 1
M244 Multiplcxer Latch 6

s 1259 Essociative pcmory 4
Mog2 Pulsc Ampiifier 1
M611 Power Inverter 3
M627 HAND Amplifier 7
M721 Unibus Recelver-Driver 4
M783 Unibus Drivers 6
11784 Unibus Receivers 2
MB26 , Clock & Shift Register 1
Moz Unibus Terminator 2
BCU8~-7 Control Cable 1
BCl1ia-8 Unibus Cable . 2

Pable 6-1 Module List
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