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Overview

A technique will be presented to configure TCP/IP Services for OpenVMS for multiple
systemsin a consistent way, without having to go through all of TCPIPSCONFIG.COM
for every system. With this method, changes in the hardware configuration are also easy
to handle. No changes are made to the standard TCPF/IP software, only two DCL
command procedures are added. These procedures do not use any undocumented feature
of TCP/IP Services.

Introduction

TCP/IP Services for OpenVMS is not very flexible with regards to changes in the
hardware configuration. The TCP/IP interfaces such asweQ, ie0, and iel are based
directly on the corresponding physical devices such as EWAOQ, EIAQ, and EIBO. Thereis
no way to change that relationship using logical namesin asimilar manner as we are
accustomed to doing for most other devicesin OpenVMS.

In ared life example, | had to add one Gigabit network adapter to each of four ES47
systems. These ES47 (moddl 4) systems consist of two 2P boxes and an 1/0O drawer.
Logically, this I/O drawer appears to sit in between the two 2P boxes. (I am not a
hardware expert, so | do not know if there are ways to change that.) The new network
cards had to be placed in the I/O drawers, because there was no room in either of the two
2P boxes. The result was that the new adapters received a device name somewherein
between the existing ones, and some of the existing ones got a new name! The result of
these changes was that | would have to reconfigure TCP/IP services quite extensively. |
had anticipated that.

Implementation

Because TCP/IP Services do not allow the use of logical names to designate physical
interfaces, a method had to be found to circumvent that.

Two DCL command procedures have been devel oped and both these procedures contain
relevant information for all systems. Identical copies of the procedures can be used on all
systems.

The first command should be executed before TCPIP$STARTUP.COM runs. It does the
following:

e Setsup logical namesto identify all LAN adapters (and their TCPIP aias names)
by their hardware MAC address. Thisis done using the output of the “LANCP
SHOW DEVICE/CHAR” command. Of course, thisis the infamous technique of
parsing the output of a utility, which is prone to cause problems when a new
version of that utility provides a different layout. This has actually happened with
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the LANCP utility recently! On the other hand, TCP/IP servicesitself rely on
parsing the output of both the TCPIP utility and the LANCP utility.

e Clearsout the permanent TCPIP interface database and repopul ates it with a
default interface described below.

e Clearsout any permanent default router information and supplies a new default
route described below.

The logical names have the following format:
" ADAPTER_00- OF- 20- 2B- A1- 38" = "EWAQ”, " V\EQ”

The default interface and default route for each system are defined in DCL symbolslike
the following:

$ base_interface_<nodenane> = -
" 00- OF- 20- 2B- A1- 38 10.5.50. 11/ 24 10.5.50. 3"

representing the MAC address, the IP address in CIDR format and the default route for
this address. This information, combined with the corresponding logical name, isthen
used to assemble the “TCPIP SET CONFIGURATION INTERFACE” command for this
interface. At least one interface needs to be defined because otherwise TCP/IP Services
will not start.

Once this DCL procedure has been run, TCP/IP Services can be started and it will operate
on one interface.

The second DCL procedure is called by TCPIP$SY STARTUP.COM. This procedure
does two things:

e Configuresal interfaces and alias addresses

e Setsand resets the default route

The site where this configuration was devel oped makes extensive use of alias addresses.
It appears that the ifconfig utility is much more flexible and powerful than the “TCPIP
SET INTERFACE” command. Ifconfig does not create pseudo interfaces for aias
addresses. The drawback is that the “TCPIP SHOW INTERFACE” command cannot
display information about aliases which were created with ifconfig.

Another quirk isthat ifconfig is supposed to create interface entities. | could not get it
working. On the other hand, “TCPIP SET INTERFACE <ifname>" without further
information creates the interface if it does not already exist. Conveniently, in that case, it
does not issue an error message.

Tosum it up, for every interface, a“ TCPIP SET INTERFACE” command is issued, to
make sure that it exists. All further configurations are done with ifconfig.
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Next, for every interface, first the DCL symbol MAC is defined and then for each IP
address, acal to aset_interface routine is made:

$ MAC : = 00-OF-20-2B- Al1- 38
$ call set interface 10.5.50.11/24
$ call set interface 192.168.35.1/24 alias

The set_interface routine will figure out which interface is to be defined. This one gets IP
address 10.5.50.11, and 192.168.35.1 as dias address.

Of course, DCL symbols can be used instead of constants. At the beginning of this
procedure, symbols are defined for al IP addresses that are being used. Severa IP
addresses are being used more than once, for |P failover or cluster alias purposes.

A side effect of setting an address for an interface is that the default route may be erased.
Therefore, once all the interfaces have been defined, the default route is set again. This
default route is not necessarily the same as the one defined in the first DCL procedure
described above.

The DCL command procedures

Thefirst oneiscaled TCPIP_INIT _CONFIG.COM. It must be called before TCPIP$STARTUP.COM
isinvoked. | added this procedure to the CONFIG phase of SYSMAN STARTUP,
but it can be done in other ways.

$ set noon
$ nodenane = f$getsyi ("nodenane")

$if f$trnlnn("sys$pipe") .nes. "" then goto 'pl’

$!

$ call say_nsg "-1- Executing CLUSTER COMMON: TCPI P_I NI T_CONFI G. COM'

$ nodenane = f$getsyi ("nodenane")

$ debug = pl .nes.

$icalc := $sys$tools:icalc ! freeware tool, used for mask cal cul ation
$ saved_parse_style = f$getjpi ("","parse_style_pernt)

$ set process/parse=traditional ! Needed for icalc, a * is being used
$ this_proc = f$environnent ("procedure")

$!

$! TCPI P_I NI T_CONFI G. COM

$!

$! 31- Aug-2006, Bart Zorn

$!

$i This procedure is called before TCPI P$STARTUP. COM and does three things

$! 1. It sets up logical nanes to identify all lan adapters (and their TCPIP
$! alias nanes) by their hardware MAC address. In addition, |ogical names
$! that are comon to all systenms are defined.

$!

$! 2. It clears out the permanent tcpip interface database and repopul ates
$! it with the default interface defined bel ow.

$!

$! 3. It clears out any pernmanent default router information and supplies

$! a new default route defined bel ow.

$!
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00- OF- 20- 2B- A1- 38 10.5.50.11/24 10.5.50. 3
00- OB- CD- F4- E4- A8 10.5.50. 12/ 24 10.5.50. 3

$ base_interface _nodeOl
$ base_i nterface_node02
$!
$! 1. Lookup all hardware MAC addresses
$!
$ pi pe ntr | ancp show devicel/ characteristics | -

search sys$pi pe "Device Characteristics","Hardware LAN address" | -

@'this_proc' do_define

$!
$! 2a. Delete current permanent interface configuration
$!
$ pipe tcpip show configuration interface/full -
> sys$manager:tcpi p_saved_configuration.txt 2> nl
$ pipe tcpip set configuration nointerface */noconfirm> nl: 2> nl
$!

$i 2b. Repopul ate the configuration database

$!
$ lognam = "adapter_" + f$elenment(0," ", base_interface_' nodenane')
$ interface = f$trnl nn(l ognam, 1)
$if interface .egs. ""
$ then
$ call say _msg -
"-F- TCP/IP default interface is not defined. TCP/IP will not startup."
$ goto exit
$ endif
$ ip_address = f$elenent(1," ", base_interface_' nodenane')
$ mask_length = f$el enent (1,"/", i p_address)
$ ip_address = f$elenment (0,"/",ip_address)
$ call generate_mask mask_| ength nask_| ongword
$ call convert_| ongword_t o_address mask_| ongword mask_addr ess
$ vi = f$verify(1l)
$ tcpip set configuration interface 'interface' -
/host="i p_address' /network_mask=' mask_address
$ 1 "foverify(vf)'
$!

$! 3a. Delete current permanent routing configuration, ignoring errors

$!

$ pipe tcpip show route/permanent > sys$nanager:tcpi p_saved_routing.txt 2> nl
$ pipe tcpip set noroute/permanent/noconfirm gate=* > nl: 2> nl

$!

$! 3b. Define permanent default route information

$!

$ def _route = fSelement(2," ",f$edit(base_interface ' nodenane', "conpress,trin))
$ vi = f$verify(1l)

$ tcpip set route/ gateway="'def_route'/defaul t/pernmanent

$ ! "fverify(vf)

$!

$exit:

$ set process/parse='saved_parse_style'

$ exit

$!

$say_nsg: subroutine

$ nsg = f$fao("!8% ! AS", 0, P1)

$ wite sys$output nsg

$if f$trnlnn("sys$output”) .nes. f$trnlnn("sys$error") then wite sys$error msg
$ endsubroutine

$!

$do_defi ne:

$!

$! Read the first line, it contains the device nanme
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$!
$ read/ end=eof sys$pipe line

$ device = fSelenent(2," ",line)

$!

$! The second |ine contains the physical address

$!

$ read/ end=eof sys$pipe line

$ address = f$elenent(0," ",fSedit(line,"trimconpress"))
$!

$! Build the TCP/IP style interface nane fromthe device nane

$! This assunes that we have no nore than 6 devices of any given type
$!

$ interface = fSextract (1,1, device) + f$extract (0, 1, device)

$ unit = X fPextract(2,1,device)’ - 10

$ interface := "interface 'unit

$!

$ vi = f$verify(1)

$ define/systen exec/ nol og adapter_' address' 'device','interface'
$ ! "fverify(vf)

$ goto do_define

$eof :

$ exit

$!

$gener at e_mask: subroutine

$i =32- 'pl

$ pipeicalc 2Mi' > nl:

$ 'p2' == .not. ('ICALC OUT' - 1)
$ endsubroutine

$!

$convert _| ongword_t o_address: subroutine

$ hex_longword = f$fao("!XL", " pl")

$ al = %' f $extract (0, 2, hex_| ongwor d)
$ a2 = W' f $extract (2, 2, hex_| ongwor d)
$ a3 = W' f $extract (4, 2, hex_| ongwor d)
$ a4 = W' f$extract (6, 2, hex_| ongwor d)
$ 'p2' :=="'al'.'a2'.'a3 .'a4s

$ endsubroutine

The second procedure is called CREATE _INTERFACES.COM. It is called from
TCPIP$SY STARTUP.COM.

$!

$! CREATE_I NTERFACES. COM

$!

$! 24-NMar-2003, Bart Zorn

$!

$ SET NOON

$ CALL SAY_MSG "-I1- Executing CLUSTER COMMON: CREATE | NTERFACES. COM'
$ ifconfig := $tcpip$ifconfig

$ nodenane = f$getsyi ("nodenanme")

$!

$! Define synbols to be used here

$!

$ NODEO1 : = 10.5.50.11/24

$!

$ GOTO SYSTEM ' NODENANME'

$EXIT I Do not fall through
$!
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$SYSTEM NODEO1

$!

$ MAC : = 00-OF-20- 2B- Al- 38

$ call set_interface ‘ NODEO1

$ call set_interface 192.168.35.1/24 alias
$!

$ MAC : = 00-OF- 20- 2B- Al- 37

$ call set_interface ‘ NODEO1

$ call set_interface 192.168.35.1/24 alias

$!

$ goto exit

$!

$SYSTEM NODEO2:

$!

$ MAC : = 00-0B- CD- F4- E4- A8

$ call set_interface 10.5.50.12/24

$ call set_interface 10.5.50.18/24 alias I Custer alias
$!

$ MAC : = 00-0B- CD- F4- E4- A9

$ call set_interface 10.5.50.12/24

$ call set_interface 10.5.50.18/24 alias I Cluster alias
$!

$ MAC : = 00-08-02-91-88-CA

$ call set_interface 10.5.50.13/24

$ call set_interface 10.5.50.33/24 alias

$!

$ call set_interface 10.5.52.1/24 hone ! Apllication alias
$!

$ goto exit

$!

$EXI T:

$ gosub reset _default _route

$ EXIT

$!

$say_nsg: subroutine

$ meg = f$fao("!8% !AS", 0, pl)

$ wite sys$output nsg

$if f$trnlnn("sys$output") .nes. f$trnlnn("sys$error") then —
wite sys$error msg

$ endsubroutine

$!

$set _interface: subroutine

$!

$! pl - address/ mask

$! p2 - optional paraneters

$! p3 - additional paraneters for ifconfig

$!

$ Inm= "ADAPTER " + NAC

$ interface = f$trnl nm(Inm, 1)

$if interface .egs. ""

$ then

$ call say_nsg "-E- ''Inm |ogical name is missing"
$ exit

$ endif

$!

$! Create interface if it does not already exist

$!

$ tcpip set interface "interface

$!

$if f$edit(p2,"lowercase") .eqgs. "hone" then p2 := honme alias
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$ parans = f$edit(f$fao("!AS ' AS I AS", p3,interface, p2),"tri mconpress,|owercase")
$ sv = f$verify(1l)
$ ifconfig 'parans' 'pl'
$ 1 "foverify(sv)'
$ endsubroutine
$!
$reset _default _route:
$if """new.default_route'" .eqs. "" then return
if f$mode() .eqgs. "1 NTERACTI VE"
t hen
if f$trnlnn("tt") .nes. "OPAO:" then return
el se
if f$node() .nes. "OTHER' then then return
endi f

pi pe tcpip netstat -rn | search sys$pipe default

( read sys$pipe line ; define/job/nolog line & ine)
line = f$edit(f$trnlnm("line"),"tri mconpress")
deassign/job |ine

defaul t _present = f$elenent(0," ",line) .eqs. "default”
i f default_present
t hen
current _default_route = f$elenment(1," ",line)
if current_default_route .eqs. new default _route then return
endi f

vf = f$verify(1)
tcpip set route /gate="new default_route' /default
I "f$verify(vf)'
i f default_present
t hen
if current _default _route .nes. new default _route
then
vf = f$verify(1)
tcpip set noroute /gate=' current_default_route' /noconfirm
I "f$verify(vf)
endi f
endi f
return

Things yet to be done

When a new system needs to be configured, it is still necessary to run
TCPIP$CONFIG.COM once. | have not yet reverse engineered what steps
TCPIP$CONFIG.COM takes with regard to the host name and domain name settings.
Also, the client and server configuration needs to be done with TCPIPSCONFIG.COM.

Summary

The techniques described here allow for a compl ete interface configuration for TCP/IP
Services for OpenVMS with two DCL command procedures. These procedures are
organized in such away that they contain all relevant information for al systemsto be
configured. Thismakesit alot easier to configure many systems and prevent duplicate IP
addresses and other errors.

The author can be contacted at Bart.Zorn@Y ahoo.com
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Preface

Thisarticle isthefirst of what will hopefully become a series of articles that describe the
internals of the OpenVMS 164 Trand ated Image Environment. In subsequent issues of
the OpenVMS Technical Journal it is expected that there will be further articles covering
topics such as.

stack walking and unwinding;
floating-point emulation;

the Alphainstruction emulator;
TIE initialization and setup; and
image trangdlation.

These are but afew of the topicsthat are likely to be covered in future articles.
Suggestions are also always welcome. See the end of this document for details on
contacting the author.

Conventions
Table 1 lists some of the conventions used in this article.

Convention M eaning

Foreign Thisterm is used to describe any code that cannot be run natively on
OpenVMS 164.

Native This term describes any code that runs natively on OpenVMS 164

AEST Alpha Environment Software Tranglator. The binary tranglation
utility that generates OpenVMS 164 images from OpenVMS Alpha
images.

VEST VAX Environment Software Tranglator. The binary trandlation utility
that generates OpenVMS Alphaimages from OpenVMS VAX
images.

TIE Trandate Image Environment. The name given to the execution

environment that allows user-mode programs from different
OpenVMS supported architectures to be executed.

Procedure Thisterm refers to an OpenVMS Alpha procedure descriptor. Thisis
Descriptor described in the Starlet module $PDSCDEF-.

Function Thisterm refers to an OpenVMS 164 function descriptor. Thisis
Descriptor described in the Starlet module $FDSCDEF-.

Table 1 Conventions Used in this Article

What Has The Translator Generated?

Using certain qualifiers on the AEST trandlation utility it is possible to observe what
happens to the origina OpenVMS Alphaimage after it has been trandlated. Figure 1



demonstrates some of the output that can be seen. This example shows the correlation
between the original Alphainstructions and the equivalent Itanium instructions.

ooozooec BIS
ooozooro BIS
000zZ0074 PAUL D
000Z0073 ZAP
000zo07C BIS
goozooan LDA
ooozoos4 Lo
ooozooss Lo
ooozoosc JSR

R31,#255,R17
R31,#10,R16
R16,R17,RL7
R17,#253,R17
R31,#2,R2E
Ri6,0063(R2)
R26,0000(R2)
R27,0008({R2}
RZE, (RZB)}

ao0o0o0o0oo040230h:

aoQo0o0o0ooo0n40240h;

00000000000040260h:

00000000000040260h:

i 0 120080f=840
1: oooosoooooo
z: 1z000014800
dispersal: od

i 0: 0c708040cH0
1: O0c?08042ccO
] oooosoooooo
dispersal: o9

£ 0: 00008000000

1:  1di%b200do0

2; Qooogoooo0oo

dispersal: od

§ 0@ 08708068840

1: ooooooooooo

Z: Ocffoo0i7oo

dispersal: 1133

HTE HEZ=E

-z

addl r33 = 0ffh, r0
nop. £ 00h
addl r3Z = 0ah, ro ;;

setf.sig fGBO = r32
setf.sig  fEL = r33
nop. i 00h ;;

nop.m 00h
xma.l fB2 = fB0, fB1, fO
nop. i 00h

getf.sig r3i3 = f&52
movl r92 = O0ff00h ;;

Figure 1 Listing of Alpha Instructionsand Corresponding Trandated Itanium Instructions

This output was generated using the command:

$ AEST/ VERBOSE/ LI ST/ DUMP=I A64=ALL <i nage>

For more information on the qualifiers accepted by AEST and how to use them, refer to

the online DCL help.

Observing Image Execution
With the help of some debugging features built into the TIE run-timelibrary it is possible

to observe the execution of the translated image. By defining the logical
PRTCHK_PRT_ALL to“1” TIE$SHARE will begin producing atrace to

SYSSOUTPUT. If itisinconvenient to have this output written to SY SBOUTPUT, it is
possible to define the logical PRTCHK _FILE to an alternate output file. Not all routines
generate output, but the important ones do. It is also possible to enable interpretation of
all images, even those that had native code generated as part of the translation process.
To do this, definethe logical TIESINTERPRET to “1”. Figure 2 shows a portion of the
output from a simple MACRO-64 program that executes a collection of ZAP and
ZAPNOT instructions. It is annotated to give a brief description of the operations taking

place.




IAS control flow, magic : 6200(1)
FUMC CALL: tiesxxxx_lookup. lookup_addr = DDDDDDDDDDD2DDSE@
Address i1s in TRANSLATED image @ ZAP
FUMC RET: tieswxxx_lookup, returns address : 000000000002006C, TIE$#CODE_AXP, new GP 0000000000000000
FUNC CALL: tiefis_jump_to_native, AXP_R27 = 00000000FB93CY00 target_pc = 000000000002006C
FUMC RET: tie#is_jump_to_native, roc = 0
FUMC CALL: tie#get_AXP_FPCR_initial_wvalue
ieee_fpor @ 0000000000000000
FUNC RET: tie$get_AXP_FPCR_initial_walue, fpcr 0000000000@GOOOO0
FUMC CALL: tie_alpha_emulate, asb->pc = DDDDDDDDUDDZDD&C(%S

goooooooooozo0eC  4FFFF411  BIS R31,#2856,R17

agoooooooooozo070  47E1E410 BIS R31,#10,R16

aoooooooo0oz0074  4E110414  MULGA Ri6,R17,R17

agoooooooooozoo0ys  4ASZFEG11 ZAP R17, #2583, R17

agoooooooooozo0yc  47E0DE419  BIS R31,#2,R25

aoooooooo0oo0z0080  Z220200B3  LDA R16,00B3(R2)

aoooooooo0o0z0054  AFP4Z20000  LDA RZ6,0000{R2)}

aooooooooooz0088  APoZO0DE  LDG R2Z7.,0008(R2)

goooooooooozoosc  oBBA4OOO TSR R26,(R26) :hint=0000, likely PC=0000000000020090

R27 is pointing to 00000000FE93C700 contents FFFFFFFFE49986C0
R26 is pointing to 00000000FE93C708 contents 00000000FEEB1A000
Bingo we have a match all is well - r2?==asb_pc(fs
FUMC RET: tie_alpha_emulate, TIE_K_JUMPJBRANCH ., jump to : FFFFFFFF349986CO0
IAS control flow, magic : Blﬂﬂé

Figure2 TIE Run-TimeLibrary Trace Output

1. Execution hasjust transferred to the TIESAXP_JUMP_TO glue routine.

2. A lookup isbeing performed on the address 000000000002006C to determine
what kind of code isto be executed.

3. It was determined the code was native Alpha and no equivalent translated code
was found. Therefore the Alphainstruction emulator is called and used to execute
the code.

4. Thelast instruction to execute was aJSR. The emulator is now determining how
to proceed with execution.

5. TheTIE is now looking up the return address specified in the JSR instruction to
determine how to proceed.

Note: AEST also respondsto the PRTCHK_PRT_ALL logical and generates quite a bit
of output. Before trandlating an image it is usually a good ideato deassign this logical.

Alpha Register Mapping
To make it easier to understand some of the Itanium code samples, the following table
shows the static register mapping used by the TIE to maintain the Alpharegister file.

Alpha Usage Itanium Register

Register

RO Function value register R101

R1 Conventional scratch register R102

R2-R15 Conventional saved registers R54-R67

R16-R21 Argument registers R32-R37

R22-R24 Conventional scratch registers R103-R105

R25 Argument information (Al) R106
register

R26 Return address (RA) register R68

R27 Procedure value (PV) register R69

R28 Volatile scratch register R107




Alpha Usage Itanium Register
Register
R29 Frame pointer (FP) register R70
R30 Stack pointer (SP) register R12
R31 ReadAsZero/Sink (RZ) register RO*
FO-F1 Floating-point function value F32-F33
register
F2-F9 Conventional saved registers F16-F23
F10-F15 Conventional scratch registers F34-F39
F16-F21 Argument registers F8-F13
F22-F30 Conventional scratch registers FA40-F48
F31 ReadAsZero/Sink register Fo*
MBPR Mailbox pointer register R72
FPCR Floating-point control register R73
PS Processor status register R74
PC Program counter R75
Internal TIE scratch register R3, R21-R24, R26-R31
Internal TIE local registers R76-R80
Internal TIE trandlator flag register R82
Internal TIE output registers R108-R115

Table 2 Alpha Register M apping

If some of these mappings don’t appear to follow alogical order it is because many of
register mappings were changed late in the design of TIE. Originaly it was intended that
Alpharegisters sharing similar functions as Itanium registers would be mapped together
(aswas done with VAX registers on the Alpha platform). However, this was eventually
changed and so now all Alpharegisters (with the exception of the stack pointer) exist in
the register stack frame.

The mapping of VAX registers can be found in OpenVMS Alpha Internals and Data
Structures. Scheduling and Process Control. The mappings have been retained, so all
VAX registers map to their origina Alpharegisters, which in turn map to the equivalent

[tanium register.

Introduction

The Trandated Image Environment (TIE) is the support environment which executes user
mode images compiled and linked on OpenVMS VAX and OpenVMS Alphathat have
been subsequently translated for execution on the OpenVMS 164 platform. The

' Read-only. Writing to Itanium register RO or FO results in an lllegal Operation fault.



tranglation is achieved using the Alpha Environment Software Translator (AEST) and, in
the case of OpenVMS VAX images, the VAX Environment Software Trandator (VEST)
binary trandation tools. Whilethe VEST trandator is only available on OpenVMS
Alpha, it is supported to translate a VEST’ d image using the AEST trandlator.

These trandation utilities generate native images that work with the TIE run-time library
to emulate a native OpenVMS Alphaor VAX environment. It isthe responsibility of the
trandator to present the origina image in such afashion that the TIE run-time library can
then execute the foreign code. In most cases these utilities are able to generate equivalent
native code from the foreign code. It isthe branching inside and between these
environments that is the focus of this article.

In some areas VA X support is touched on. However, the main focus of this articleis the
support of the Alpha control instructions. The OpenVMS Alpha Internals & Data
Structures manual is still arelevant reference asthe TIE, present on OpenVMS Alphafor
the support of the OpenVMS VAX environment, has been ported to OpenVMS 164 with
minimal changes.

Taking a JuMP...

The Alpha architecture presents a collection of closely related control instructions. In the
Alpha Architecture Handbook, these are divided as * Conditional Branch’, ‘ Unconditional
Branch’ and ‘Jumps’. Whilethisdivision isimportant to the TIE, a more relevant way to
dividethemis‘Loca’ and ‘Non-Local’.

Although the two types of branch are handled differently in how they obtain their
addresses, al branches within the Alpha environment use the regular conditional branch,
‘br’, instruction. Thisis because the emulated environment is contained within aregular
OpenVMS 164 frame. The conditional procedure call, or ‘br.call’, instruction is only
used for native calls.

This does make the process of stack walking and unwinding non-trivial. However, by
avoiding atrue procedure call the emulated Alpha registers continue to be available
across Alphacalls. Thereisno need to consider the consequences of the ‘alloc’
instruction and how to maintain context. The only time this needs to be considered is
when switching environments and that is handled by jacketing procedures, discussed later
in this article’.

Local Branches

Local branches are described as those that are capable of branching forward or backwards
aPC relative distance of +/-1M instructions. It also happens that this encompasses all
conditional branch instructions. Table 3 summarizesthe local control instructions.

2 See the section ‘Switching Environments’.



M nemonic Operation

BEQ Branch if Register Equal to Zero

BGE Branch if Register Greater Than or Equal to Zero
BGT Branch if Register Greater Than Zero

BLBC Branch if Register Low Bit is Clear

BLBS Branch if Register Low Bit is Set

BLE Branch if Register Less Than or Equal to Zero
BLT Branch if Register Less Than Zero

BNE Branch if Register Not Equal to Zero

BR Unconditional Branch

BSR Branch to Subroutine

Table 3 Local Alpha Control Instructions

These instructions are usually used within a single object module to handle local
branching. As such when it comes to translating these instructions to a native instruction
sequence there is almost always no execution time lost in the resulting image. Thisis due
to the fact that the branch target is known at the time of translation. However, if the
destination of these branch instructions cannot be located within the image being
translated then the instruction will be emulated by TIE run-time library viathe Alpha
instruction emulator.

For al non-emulated branches a small native instruction sequence is generated. Figure 3
shows the sequence generated by AEST when trandating an Alpha BNE instruction, it is
annotated below.

ENE R1,000018 cmp.eq p33, p32 = r0, rl02 @
(p32) adds r75 = 044h, r75 @
(p33) adds r75 = 02ch, r7b @
(p32) br.cond.spnt.few 5+0c0h @

Figure 3 Itanium Code Generated for Alpha BNE Instruction

1. Herethe compare part of the BNE instruction is performed.

2. Inthe event that the comparison yields a positive result, the Alpha PC is set to the
address of the branch target.

3. If the comparison is not true, the Alpha PC is updated to point to the next
instruction, following the BNE instruction.

4. Lastly, the branch istaken if the result was positive.

All other conditional branches are of the same format, simply substituting the relevant
compare instruction relation as necessary.



For the unconditional branchesit is even simpler. Figure 4 shows the sequence generated
by AEST for aBSR instruction and is annotated below. The only difference between it
and aBR instruction is that BSR sets up areturn address.

BSR  R26, 0000AC adds ré8 = 0dh, r75 0,

adds r75 = 0bOh, 75 @

br.cond.sptk.many $+03%0h @

Figure 4 Itanium Code Generated for Alpha BSR Instruction

1. Herethe emulated Alpha R26 register is configured with the return emulated PC.

2. Theemulated Alpha PC isthen updated to point to the first instruction of the
destination.

3. Lastly, the branch is taken.

Non-Local Branches

Non-local branches are described as those that take a register argument containing an
absolute address, rather than a PC offset. Table 4 summarises the non-loca control
instructions.

Mnemonic Operation

IMP Jump

JSR Jump to Subroutine
RET Return from Subroutine

JSR_COROUTINE Jump to Subroutine Return

Table 4 Non-L ocal Alpha Control Instructions

The emulation of these instructions does incur quite abit of overhead as the destination is
assumed to be unknown at trandlation time. This means that these instructions cannot be
handled with a small instruction sequence like local branches. It requires support from the
TIE run-timelibrary. This comesin the form of the routine TIESAXP_JUMP_TO. This
routineis thefirst stop on all non-local branches with the exception of JSR. All JSR
instructions first branch to TIESAXP_JSR_TO before falling through to the routine,
TIE$AXP_JUMP_TO.

JSR instructions require specia pre-processing by TIESAXP_JSR_TO because in some
cases the destination PC for input to the JSR instruction is fetched from a procedure
descriptor (see Figure 5b) and not alinkage pair (see Figure 5a). This causes problems
when the destination is a native routine as the procedure value register then pointsto a
native function descriptor (see Figure 5¢). As can be seen from theillustrations thereis
no problem in the instance of afunction descriptor being mistaken for alinkage pair as
the offset to the address of the procedure entry point is the same. However, in the case of
the function descriptor being mistaken for a procedure descriptor the global data pointer



(GP) for the native image is then loaded and used as the destination PC. Figure 6
compares the two instruction sequences.

LKP$Q_ENTRY :0 :0
LKP$Q PROC VALUE | :8 PDSC$Q_ENTRY | :8
a. Alpha Linkage Pair b. Alpha procedure

descriptor (extract)

FDSC$Q ENTRY | :0

FDSC$Q_GP 8
c. 164 Simple Function Descriptor

Figure5 Alpha and 164 Procedure Descriptors

To remedy this when the TIE walks the list of activated images
(IAC$GL_IMAGE_LIST) during initialisation gathering details for its own internal list
of native images, it also gathers up the GPs and caches them in another list
(TIE$CACHED_GPs). When TIESAXP_JSR_TO iscalled it attempts to match the
destination PC with an entry in thislist. If amatch isfound, then the destination PC is
altered by fetching the real entry point address from the function descriptor pointed at by
the Alpharegister, R27 (procedure value register). At this point TIESAXP_JSR_TO then
falsthrough to TIESAXP_JUMP_TO and continues as normal.

LDQ R27, 20(R27) ; Fetch procedure LDQ R26, 20(R4) ; Fetch procedure entry
descri ptor poi nt

LDQ R26, 08(R27) ; Fetch procedure entry LDQ R27, 28(R4) ; Fetch procedure

poi nt descri ptor

JSR R26, (R26) ; Call procedure JSR R26, (R26) ; Call procedure

Figure 6a. Fetching Entry Point From Descriptor b. Fetching Entry Point From Linkage Pair

Once the address lookup has been performed, TIESAXP_JUMP_TO then transfers
control appropriate to the type of address being branched to. This may mean starting the
Alphainstruction emulator, calling a native routine, branching to another translated
Alpharoutine or to a pseudo image.

Finding A Place To Go

Jumping to an address may be one thing. However, locating that address to determine
how to jump is entirely something else. For the Alpha environment, all call address
lookups go through the routine TIESXXXX_LOOKUP. For the VAX environment the
equivaent routineis TIESVESTED _LOOKUP. It isthese routines that have the job of
determining what kind of codeis at the specified address and locating any translated code
that may be associated with it.

For the rest of this section, TIESXXXX_LOOKUP refers to both the Alpha environment
TIESX XXX _LOOKUP and the VAX environment TIESVESTED LOOKUP, unless
otherwise specified.



Performing the Lookup

An address lookup begins with TIESX XXX _LOOKUP first checking that the address
being looked up is not the special return address used when returning from native code.
In this case the lookup terminates with areturn status of TIESCODE_N2T RETURN and
the caller (usually TIESALPHA _TO IPFor TIESVAX_TO_IPF) will then begin the
process of tranglating arguments back to their respective environments.

The lookup continues by first checking that this address has not previously been
requested. Thisis done by checking the lookup cache (TIESGR_LOOKUP_CACHE).

To speed up the process of looking up a call address, all successful address |ookups and
their results are stored in a4096 entry hash table. Thistable is managed using the FNV -
1a* hash algorithm. In the event that no match is found the lookup routine begins walking
internal TIE data structures.

The process starts by first looking up the list of pseudo images |oaded by the TIE during
initialization. A pseudo image, as the name implies, isnot area image. It existsonly as
acollection of data structuresin memory. Its purposeisto allow the native TIE to
intercept lookups by translated or emulated code to TIE routines from previous TIE
environments, such as the TIE$SHARE image used to support the VAX environment
under OpenVMS Alpha. An example of thisis the substitution of the OpenVMS Alpha
routine OTSSCALL_PROC with theinternal TIE service,
TIE$SSAXP_OTS$CALL_PROC. Theorigind OTS$CALL_PROC from OpenVMS
Alpha has no relevance on OpenVMS 164, so the TIES$AXP_OTS$CALL_PROC
service has been written to act as a substitute. It is simply awrapper that jumps to
TIE$AXP_JUMP_TO.

hase_wa
end_wa
fp_array func
fp_array s7 narme
imcb$t_log_image_name type
a.TIE Pseudo Image Header h. TIE Pseudo Function Descriptor
(tiefpseudo img hdr 1) (tiedpseudo _func 1)

Figure 7 TIE Pseudo I mage Data Structures

Like amost all internal image data blocks the list of pseudo imagesis stored in a B-tree.
Theroot of thistreeis TIESPAXP_IMG_DESC_ROOT. Each node in the tree contains a
pointer to a TIE pseudo image header (see Figure 7a). These structures are queried using

3 See the section ‘For more information” for details of the Fowler Noll Vo hash algorithm.



theroutine TIESFIND_PSEUDO_IMG. In the event that the call address being looked
up exists in the address space described by the pseudo image, then the routine
TIESFIND _PSEUDO_FP attempts to locate a matching function.

size
img_type

— entry_points -

aest id

Iy

aest date_time

image_flags

image_hase va

image_end va

area_desc_array

area_desc_array_sz

all_bb_map

aii_bh map_=z

lia_hb_map start va
iia_bh map_=z end_va
£ / tie_data
ap flags
( ( padding
a.TIE data header (tie$data_hdr 1) b. TIE area descripior (tie$area_desc 1)

Figure 8 TIE Internal Image Descriptors

The next step isto try and find the call addressin the list of loaded translated images.
ThistooisaB-treelist. Theroot of thistree ISTIESIMG_DESC_ROOT and is queried



using the routine TIESFIND _IMG. If the call address exists in the address space of this
image, then TIE$SFIND_IMG returns a pointer to the TIE data header (see Figure 8a).
TIE$SFIND _IMG_AREA then uses this structure to locate, using a binary search, the
specific area containing the call address and return the corresponding TIE area header
(see Figure 8b). Thetype of code pointed at by the call address can then be determined
based on the flags field of the TIE areaheader. Table 5 shows possible values for the
flagsfield.

Value Symbolic Name M eaning

1 tiedvax_code area fl Section contains VAX instructions

2 tieSaxp_code area fl Section contains Alphainstructions

4 tieSipf_code_area fl Section contains Itanium instructions

8 tieSaxp_nonshraddr_area fl Section contains Alpha non-shareable address
data

Table5 Tie Area Descriptor Type Flags

In the case that the call addressis found to exist in an area containing foreign code (the
flag tieaxp_code area fl is set) TIESXXXX_LOOKUP calls TIE$FIND_All_BB. This
routine performs a binomial search on the list of basic blocks pointed to by the field
aii_bb map. Thisfield pointsto an array of octawords containing the mapping between
Alpha basic blocks and their corresponding native transated blocks. The first quadword
contains the address of the Alpha block and the second contains the address of the
corresponding native block. It is also possible to perform a reverse mapping using the
array pointed at by theiia bb_map field.

Return Status M eaning

TIE$CODE_IPF_TRANSLATED The lookup address either points to translated native

TIE$CODE_VAX_TRANSLATED"  code, or aforeign basic block that had a
corresponding translated block and
TIESINTERPRET isnot active. The address
returned points to translated native code.

TIE$CODE_VESTED AXP* The lookup address pointsto VAX code that has
corresponding translated Alpha code, but no valid
native translated code. The return address points to
the Alpha code.

TIESCODE_AXP The lookup address points to foreign code that either

TIESCODE_VAX has no corresponding translated code, or
TIESINTERPRET isin effect. The return address
matches the lookup address.

TIESCODE _OUTSIDE The lookup address points to code outside of any
tranglated image. The return address matches the
lookup address.

TIESCODE_PSEUDO_AXP When the lookup address isin a pseudo image.

TIE$CODE_PSEUDO VAX*




Return Status M eaning

TIE$CODE_VAX_SYS SERV” When the lookup address pointsto a VAX system
service entry point. The returned address is the
corresponding native system service entry point.

TIE$CODE_AXP TIE® The lookup address pointsto an Alpha TIE image.

TIESCODE_N2T_RETURN The lookup address points to the return address used
by TIESNATIVE TO TRANSLATED

“These status codes are returned only by TIE$VESTED_LOOKUP.
Table6 TIESXXXX_LOOKUP and TIE$VESTED_L OOKUP Return Codes

For the VAX environment lookups are performed using the routine
TIESFIND _VAX_BB. Thisroutine performs abinomial search of the basic block
mapping list pointed at by viai_bb_map in the TIE data header (not shown in Figure 8a).

In the event that no matchisfound at all TIESX XXX LOOKUP assumes that the address
is native and returns the status TIESCODE_OUTSIDE. Table 6 shows possible values
returned by TIE$XXXX_LOOKUP and TIE$VESTED_LOOKUP.

Switching Environments

The final stagein transferring control is the actual branch. As stated in previous sections,
transferring from one foreign procedure to another (in the same processor environment) is
nothing special. It ishandled with asimple condition branch instruction. Thered
complexity starts when transferring control to another environment and trying to hide that
from translated software.

Translated to Native

If acall addressis determined to exist in anative image TIESAXP_JUMP_TO transfers
control by branching to TIESALPHA_TO_IPF. Thisroutineisthefinal stepping stone
for al trandated code transferring control to the native OpenVMS 164 environment. The
process begins by extracting the call signature information* from the callee’ s function
descriptor. Figure 9 demonstrates the program logic that determines the final argument
information that is used to process the argument list.

* See the HP OpenVMS Calling Standard, referenced in ‘For more information’ for further details.



Extract signature from
procedure value.

No

Is signature
present?

Compare signature with
argument information.

Is signature No

consistent?

Is it a default Yes

signature?

A 4

Extract all signature Use argument information
information. found in Alpha Al register.

A 4

Argument
processing...

Figure9 Logicto Determine Argument Infor mation

A

As Figure 9 shows, in the event that the signature is deemed unusable the fail over isto
use argument information from the Alpha Al register (R25). The difference between the
call signature and the argument information register is that a signature provides complete
details of all arguments and return values. It is present purposefully for the trand ated
environment and is usually only available in images that contain code that has been
compiled with the /TIE qualifier. Argument information from the Al register, on the
other hand, isavailablein all calls. However, it only details the format of the arguments
present in registers.

The convention of using the argument information register as the default signature
actualy defiesthe caling standard. It states that when transferring control from the
AlphaTIE to anative 164 procedure the default signature specifiesthat it should be
assumed that all register arguments are RASE$K _RA 132 and all memory arguments are
MASES$K_MA 132 (32 hit integers, sign extended to 64 bits). By using the argument
information register, the default argument typeis actually assumed to be AI$K_AR 164
(64 bit integer). The default function result is also assumed to be PSIG$K_FR_164 (64
bit integer).

Once al argument information has been extracted it is now necessary to prepare the
arguments for the call to a native procedure. While both architectures employ similar



methods in argument passing, the differences are still far too great. Figure 10 showsthe
logic used to convert Alpharegister arguments to their native 164 counterparts.

...Argument
information.

Set native argument information
register. Initialize loop.

Update loop counters.

A

Yes
Y
Still more register
arguments to
convert?
Use signature No
information?
Yes
A 4
Extract argument type from Extract argument type
signature. from Al register.

Move to Itanium output

Integer ! :
integer register.

argument?

Move to Itanium output
integer register and
convert to memory format

VAX floating
argument?

|IEEE floating point values
require no processing.

A 4

v

Stack arguments...

Figure 10 Register Argument Conversion Logic

Floating point arguments on the Alpha, like the Itanium, are passed in the floating point
registers. However, the OpenVMS 164 calling standard requires that VAX floating point
numbers (F_FLOAT, G_FLOAT and D_FLOAT) must be passed in general registersin
memory format. TIE translated code stores all floating point numbersin register format



in native floating point registers. Therefore all any arguments must be moved to general
registers and converted.

It isaso arequirement of the Itanium architecture that a rotating region of output
registers be used to pass arguments to the callee. Thereforeit is necessary to copy al
arguments in the Alpharegisters R16-R21 (at |east as many asthe Al register dictates)
into these output registers.

Lastly, there are less argument registers on the Alphathan there are on the Itanium. How
thisis handled is not shown in Figure 10. However, the processis quite smple. The
argumentsin slots 7 and 8 (stacked on the Alpha) are fetched and stored in their
corresponding output registers. Again, it is necessary to consider the type of the
argument to ensure it is stored in the correct register in the correct format. Moving these
two arguments into register does have an advantage. The 164 calling standard requires
that the caller leave a 16 byte scratch area before stacking any extra arguments passed to
the callee. The stack locations formerly held by arguments 7 and 8 can then be used for
this region preventing the need to re-shuffle the remaining stacked arguments. For calls
with less than 8 arguments this scratch region is allocated by adjusting the stack pointer.

Once the arguments have been prepared the Alpha procedure descriptor is examined to
determine the exception mode. Depending on the valuein
PDSC$V_EXCEPTION_MODE the call may pass through a wrapper that configures the
floating point status application register (as.fpsr).

The final step before making the actual call isto move the contents of the Alpharegisters
RO and R1 into their corresponding Itanium register, R8 and R9. Both of these registers
can be used by compilers to pass information between cals. R1 (R9 on the Itanium) is
often used to pass a pointer to the callers automatic storage to support uplevel references.

On returning from the native routine it is necessary to go through the process of
converting the return value to an acceptable format. For return values the Itanium
register R8 is copied into the Alpharegister RO. For return values specified as
PSIG$K_FR_D64, this aso means that the contents of Itanium register R9 are moved to
Alpharegister R9. For all return values specified as VAX floating point they are
converted back to register format and moved from the Itanium register F8 to Alpha
register FO. For al complex values, the contents of Itanium register F9 isaso moved in
to Alpharegister R1. For IEEE valuesthereisno conversion. The contents of the
Itanium registers F8 and F9 are copied to their Alphaequivalents. The register F9 isonly
copied in the case of a complex result.

At thispoint TIESALPHA_TO_IPF has completed the native call. The only thing left to
do isto branch to the Alphareturn address. Thisis done by branching to
TIESAXP_JUMP_TO.



Native to Translated

Although branching from native code into TIE might not strictly be emulation of a JSR
instruction, it certainly needs to appear that way to the TIE. All transfers from nativeto
translated code should be done through the routine
OTS$CALL_PROC/TIE$NATIVE_TO TRANSLATED®. Whilethisroutineislargely a
wrapper, it isthe interface used by al OpenVMS compilers. To call anative routine
without using a compiler requires the call to be coded in Itanium assembly.

To begin, OTS$CALL_PROC cals TIESNATIVE_TO_TRANSLATED which
determines the environment it needs to transfer control to using the routine
TIE$PROC_KINDS. For calls destined for the Alpha environment this means a branch
to TIE$IPF_TO_ALPHA (for the VAX environment it isTIE$SIPF_TO_VAX). This
routine is responsible for the trandation of all arguments and return values when going
from native to translated code and back again. It can be thought of as the reverse of
TIESALPHA_TO_IPF.

TIE$SIPF_TO_ALPHA beginsin much the sameway as TIESALPHA_TO_IPF. It
fetches the procedure signature and verifiesit. If the signatureis not found or invalid the
argument information is retrieved from the Itanium argument information register (R25).
The next step isto trandlate all the arguments as required. In the case of IEEE floating
point and integer values thereis no change. VAX floating point numbers are converted
to register format and stored in the relevant floating point register. The 16 byte scratch
region isused again. Thistimeit holds any values found in the last two general register
argument sots.

Once al arguments and the stack are prepared some Alpharegisters are configured. The
Alphaframe pointer is set and the Alphareturn addressis set to a specia address that
begins the process of converting return values. The contents of the Itanium registers R8
and R9 are also copied into the Alpharegisters RO and R1. The execution of the Alpha
routine is then started by branching to TIESAXP_JUMP_TO.

On return from the Alpha routine the return values are converted back to meet the
reguirements of the native OpenVMS 164 environment. Thisis done in much the same
way as TIESALPHA_TO _IPF. Thefinal action of TIESIPF_TO_ALPHA isto branch
back to the caller.

Routine Reference

The following are some quick notes on the calling details of the publicly defined TIE
services mentioned in this article.

® See the section ‘Routine Reference’.



TIESPROC_KIND

This routine determines the ‘kind’ of a procedure address. Thisroutineis used by
OTS$CALL_PROC/TIESNATIVE_TO_TRANSLATED to determineif it should
transfer control to the TIE or not.

Parameters:
ofd.rq.v Address of an official function descriptor. For native imagesthis
argument is the address of a function descriptor. In the case of
trandlated Alphaimages thisis the address of a procedure
descriptor. Lastly, for translated VAX images thisis a pointer to
the original VAX code.

Completion Codes:
The following table describes possible return values of this function. The
symbolic names are found in [IA64_TIE]TIE_DEFS.H and not publicly available.

Value Symbolic Name Description

0 TIESK_PROC NATIVE Address points to a native function
descriptor.

1 TIE$SK _PROC_ALPHA Address points to an Alpha
procedure descriptor.

2 TIE$K_PROC_VAX Address pointsto aVAX
procedure.

In the event that the function descriptor is not readable this routine will signal
TIE$S WRONG_PV.

OTSSCALL_PROC/TIESNATIVE_TO_TRANSLATED

Theroutine OTS$CALL_PROC is used by al OpenVMS compilers when calling
external routines and the /TIE qualifier isactive. Inthe event that the call is user mode
and the TIE isactive (CTL$GQ_TIE_SYMVECT) is non-zero) then OTS$SCALL_PROC
transfers control to TIESNATIVE_TO_TRANSLATED (also known as
TIE$SCALL_PROC).

Parameters:
pl, ...pn All arguments are passed asiif directly calling the routinein
guestion. Floating point arguments are all passed in f16-f23. All
other arguments are passed in r32-r39.

sig.rr.r Address of the call argument signature block. This provides
details of the arguments being passed. Thisis passed in register
rivz.

ofd.rr.r The destination function descriptor. Thisis passed in register r18.

ai.rq.v Argument information. Thisis passed in through register r25.

rarav Return address. Thisis passed in the register bO.



In the case of calling atrandated routine, registers r8 and r9 (up level
environment value) are copied into RO and R1 of the translated environment.
They are then copied back on return.

Completion Codes:

Only the completion codes of the routine being indirectly called.

Relevant Sources

The following list comprises the source modules from the OpenVMS 164 source tree that
are discussed in this article.

[IA64 TIEJAUX_CALLING_STANDARD.S
[IA64 TIE|TIEDATA.H

[IA64 TIEJTIE_CONT.C

[IA64 TIE]TIE_CONT.H

[IA64 TIE|TIE_DEFS.H

[IA64 TIE]TIE_IMGSUP.C

[IA64 TIE|]TIE_JACKETS.S

[IA64 TIE]TIE_JUMPS.S
[LIBOTS|OTS$CALL_PROC_IA64.1AS
[STARLET]FDSCDEF.SDL
[STARLET]PDSCDEF.SDL
[STARLET]PSIGDEF.SDL

For more information

Tim Sneddon can be contacted via email at tim.sneddon@bigpond.com.

For further information regarding the OpenVMS Alpha TIE and the VEST binary
tranglation tools, please see the following:

Goldenburg, R., Saravanan, S., Duma, D. OpenVMS Alpha Internals and Data
Structures. Scheduling and Process Control: V7.0 (1997) Digital Press ISBN:
978-1555581565

Sites, R. L., Chernoff, A., Kirk, M. B., Marks, M. P., Robinson, S. G. Binary
Tranglation, Digital Technical Journal Vol. 4 No.4 (1992)

0 http://www.dtjcd.vmsresource.org.uk/pdfs/dtj v04-04 1992.pdf

HP OpenVMS Migration Software for VAX to Alpha Systems (OMSVA)
Documentation

0 http://h71000.www7.hp.com/openvms/products/omsva/omsva.html

For those readers with access to the OpenVMS Alpha source listings (or the
source itself), the source for the TIESSHARE.EXE run-time library can be found
inthe [TIE] facility.


mailto:tim.sneddon@bigpond.com?subject=%5bOpenVMS%20I64%20TIE%20Internals%5d:%20
http://www.dtjcd.vmsresource.org.uk/pdfs/dtj_v04-04_1992.pdf
http://www.dtjcd.vmsresource.org.uk/pdfs/dtj_v04-04_1992.pdf
http://h71000.www7.hp.com/openvms/products/omsva/omsva.html
http://h71000.www7.hp.com/openvms/products/omsva/omsva.html

For further information regarding the VAX architecture and instruction set, please see the
following:

o VAX Architecture Reference Manual (1991) Digital Press ISBN: 978-
1555580575

For further information regarding the OpenVMS 164 TIE and the AEST binary
tranglation tool, please see the following:

e HP OpenVMS Calling Sandard
0 http://h71000.www7.hp.com/doc/os83_index.html

e HP OpenVMS Migration Software for HP AlphaServer Systems to HP Integrity
Servers (MSAIS) Documentation

0 http://h71000.www7.hp.com/openvms/products/omsva/omsais.html

e For those readers with access to the OpenVMS 164 source listings (or the source
itself), the source for the TIESSHARE.EXE run-time library can be found in the
[IA64_TIE] facility.

For further information regarding the Alpha architecture, please see the following:

e AlphaArchitecture Committee, Witek, R. T., Alpha Architecture Reference
Manual (Third Edition) (1998) Digital Press ISBN: 978-1555582029

For further information regarding the Itanium, please see the following:

e Evans J. S, Trimper, G. L. Itanium Architecture for Programmers:
Understanding 64-bit Processors and EPIC Principles (2003) Hewl ett-Packard
Books ISBN: 0-13-101372-6

e |Intel® Itanium® Architecture Software Developer’s Manual (2006) Intel
Corporation

0 http://www.intel.com/design/itanium/manual §/iiasdmanual .htm

For further information on the Fowler Noll Vo hashing agorithm, please see the
following:

e Wikipedia, Fowler Noll Vo hash

0 http://en.wikipedia.org/wiki/Fowler_Noll_Vo_hash
e Noll, L.C., ENV hash

o http://isthe.com/chongo/tech/comp/fnv/
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Executive Summary

This white paper outlines how HP OpenVMS is embracing the utility pricing solutions
like iICAP/TICAP/GICAP and provides information on how to addressissuesin
configuring iCAP and dependent products.

The following topics are covered:

. An introduction to the utility pricing solutions offered from HP

. Configuration of iCAP and Dependent software on HP Integrity servers

. Troubleshooting

Quick Check
ICAP_SERVER does not start on reboot of a partition in acomplex

iCAP command does not work in a mixed environment due to HP-UX
OS upgrade

HTTP Error (500 Internal Server Error)
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Introduction to the Utility Pricing Solutions offered from HP

HP Instant Capacity software provides the ability to instantly increase or decrease
computing capacity on partionable HP enterprise servers. The Instant Capacity software
provides the means to:

* Increase or decrease (load balance) system processing capacity (icapmodify command).
* View status and configuration of the system components (icapstatus command).
» Administer system identification and notification information (icapmodify command).

* If configured, send system asset reports through encrypted email to HP
(ICAP_SERVER process on OpenVMS).

* Send configuration change notification, through encrypted email, to the specified
system contact.

» Monitor and report system compliance (ICAP_SERVER process on OpenVMYS).

For the OpenVMS equivalents of these commands, see DCL ICAP Commandsin the
Special OpenV M S-Specific Features and Considerations section.

Note: HP Instant Capacity for HP 9000 and HP Integrity Servers, also known as Instant
Capacity or iCAP, was known in earlier versions as Instant Capacity on Demand, or
iCOD. Although the commands, warning messages and error messages refer to the
software asiCAP, someinternal files might still refer to iCOD.

With Instant Capacity, you initially purchase an HP enterprise server with a specified
amount of active processing capacity, and a specified amount of inactive processing
capacity. Thisamount can vary based on your sales contract with HP.

Processing capacity consists of the system components:
* Processors containing cores
* Cdll boards

For each type of component, the number of components that can be activeis equal to the
number of usage rights applied to the complex for that type of component. Components
that are purchased with a part number identifying them as “Instant Capacity” and without
the label “Right to Use” come without usage rights. Components that are not |abeled
“Instant Capacity” implicitly include usage rights that can be applied to any component
of that type that isinstalled on the complex.

Prior to activation of an inactive component, you must obtain additional usage rights.
The fundamental method is to purchase usage rights by purchasing the appropriate Instant
Capacity products that include the label “Right to Use (RTU)”. HP then suppliesan RTU
codeword. When the codeword is applied to the HP enterprise server, the inactive
component can be activated.

Additional methods for activating components for which usage rights have not been
purchased include:
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« If aserver isamember of a Global I nstant Capacity (GiCAP) group, and if extra
capacity is available from other members of the group, capacity can be “borrowed” from
another member of the group.

* Y ou can purchase additional temporary capacity and apply the Temporary | nstant
Capacity (TiCAP) codeword in order to activate one or more cores temporarily. If a
server isamember of a GiCAP group, temporary capacity can be shared among
members of the group.

* You can temporarily activate one or more inactive cores using the I nstant Access
Capacity (IAC) provided with theinitial purchase of the Instant Capacity component.
Instant Access Capacity isthe same as TICAP except it is automatically provided with
an Instant Capacity component and cannot be purchased separately. It provides an
immediate buffer of temporary capacity in case extra capacity is needed before thereis
time to purchase an RTU or a TICAP codeword.

Note: It isaways a good ideato keep some quantity of temporary capacity in reserve.
Purchase of codewords may take one or more days, so having a buffer of temporary
capacity allows you to avoid delays in activation of additional cores. Instant Access
Capacity provides this buffer initially, but as that capacity is depleted, ongoing purchases
of additional temporary capacity are recommended to replenish it. Global I nstant
Capacity features, including the use of the icapmanage command, are not supported on
OpenVMS.

Instant Capacity Software in Virtual Environment

Instant Capacity must be run on a partitionable system. In an Integrity Virtual
Machine (VM) environment, Instant Capacity software provides meaningful
functionality only on the VM Host system; it does not run on avirtual machine (also
known as a* guest”).

Utility Pricing Solutions Portal

The Utility Pricing Solutions (or Instant Capacity) portal islocated at the HP web site:
http://www.hp.com/go/icap/portal

After you purchase a component without usage rights, HP sends you aletter containing
instructions on how to obtain an RTU codeword from the Utility Pricing Solutions portal.

Instant Capacity Administration System

If asset reporting is configured, the ICAP_SERVER process sends asset reports, in the
form of encrypted email messages, to the Instant Capacity Administration System, which
saves information in the Instant Capacity database.

Instant Capacity Database

The Instant Capacity database is arepository on an HP (internal) corporate server that
tracks system resources and provides the information for codeword generation. Note that
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this database should not be confused with a Global Instant Capacity database, whichis
created on a customer Group Manager system.
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Special OpenVMS-Specific Features and Considerations

Core Activation and Deactivation

The ICAP command or the corresponding HP-UX foreign commands must be used on
OpenV MS systems when stopping and starting CPUs in complexes containing iCAP
components. To start cores on OpenVMS, use the ICAP ACTIVATE/CPU= command.
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To stop cores on OpenVMS, use the ICAP DEACTIVATE/CPU= command. HP
recommends not to use START /CPU and STOP /CPU command or the corresponding
system services in order to start or stop processor resources in an iCAP complex. When
you enter the START /CPU command on an OpenVMS system in a complex containing
ICAP resources, the ICAP_SERVER process validates that the start operation does not
take the complex out of compliance. When you enter the STOP /CPU command, the CPU
might restart at alater timeif the count of intended active cores on the system is greater
than the actual active cores. Using the START /CPU command can result in unintended
consequences, such as an unexpected usage of temporary capacity or the deactivation of
cores on the system or on another system in the complex. Using the STOP /CPU
command can result in an unexpected restart of the core or the unexpected start of a core
in another system in the complex.

Email Considerations
The iCAP software requires that SMTP mail be configured on the OpenVM S system to

send email to the system contact. For more information about setting up SMTP mail, see
your IP provider’ s documentation.

Time zone Considerations

On OpenVMS systems, the ICAP_SERVER process performs routine Instant Capacity
software tasks on adaily basis. A partition’slocal time zone setting affects what time
zonethe ICAP_SERVER process uses for the timing of these tasks. Be sure that the time
zone is set properly to ensure synchronization among the partitions.

On OpenVMS systems, the ICAP_SERVER uses the time zone settings defined by the
SYS$STARTUP: TDF$UTC_STARTUP. COMfile.

To view the time zone settings, enter the command
$ @systmanager :utc$time_setup “ show”

Enter the command
$ @sysdmanager :utchtime_setup

and follow the menu instructions to modify the time zone setting for the iCAP partition.

Restrictions

e |nstant Capacity software on OpenVMS Version 8.3-1H1 does not support HP
virtual partitioning (vPars) since OpenVMS itself doesn’t support vPars.

e Global Instant Capacity features, including the use of the icapmanage command,
are not supported on OpenVMS.

e |nstant Capacity on OpenVMS does not support internationalization. Only
English language support is provided.

e LPMC and HPMC are not available on OpenVMS systems.
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Removing Instant Capacity Software

To participate in the Instant Capacity version 9.x program, you must comply with the
following conditions of the HP Utility Pricing Solutions program:

» Maintain the HP Instant Capacity software on each HP-UX or OpenVMS partition in
the system. The Instant Capacity software is a nonintrusive, low-overhead software
module that resides on the partition.

» Migrateto later Instant Capacity software versions as they become available. For
specifics about your individual program requirements, see the Utility Pricing Solutions
contract from HP or your authorized channel partner.

NOTE: HP recommends that you do not remove the Instant Capacity software.
Participants in the Utility Pricing Solutions program who do not meet these requirements
may be in breach of contract. This can result in unnecessary expense for both the program
participant and HP.

Configuration of iCAP and Dependent software on HP
Integrity servers

iCAP Product Versions and Supported Platforms

The table lists the current versions of Instant Capacity and the platforms supported for
each version.

Software and Version | Operating System | Supported Hardware Notes
Version Platforms
iCAPS.1 HP OpenVMS HF Integrity servers: | Awailable on:
(BR484AR) Version 8.3-1H1 * Superdome * OpenVMS Version 8.3-1H1 Operating
' ® 18640 System media

* 1x8620

* 1x7640

* 1x7620

Special Requirements
Installation disk of all the products (including the dependency products & patches) should

be ODS-5 formatted since UNIX-style file names are used in some cases, which is not
supported on ODS-2 formatted disks.

Dependency Products

 HPTCP/IP Services of OpenVMS (ECO2 isrequired for TCP/IP Services Versions
5.5 and 5.6)

 HPSSLV13

» HPWBEM ServicesV2.61
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Please do maintain the order of installation of the dependency products as mentioned
above.

Required Patches

. HP 164VMS VMS831H1I_PCSI V1.0,
. HP 164VMS VM S831H1I_UPDATE V2.0.

Note: Please do maintain the order of installation of the patches as mentioned above since
the later is dependent on the previous one. It is recommended to upgrade your system
with the latest SY S and UPDATE patches. Update patches make functional changes to
the system and requires reboot in order to have the images in the kit to fully take effect.
The patches could be downloaded from the hp ITRC site.

Compatibility Matrix

Operating System/Patch version | WBEM Services version ICAP version
HP 164VMS OPENVMSV8.3- | HP164VMS WBEMCIM V2.61- iCAP B.08.02
1H1 AQ070728
VMS831H1 ICAP-V0200 ECO | HP 164AVM S WBEMCIM V2.91- ICAPB.08.02
kit (releasing shortly) A090219

Note that not all the WBEM Services versions are compliant with the iCAP software.

Installation & Configuration of WBEM Services for
OpenVMS

WBEM Services for OpenVMS isinstalled automatically with OpenVMS. As with other
similar products, an OpenVM S upgrade does not automatically include WBEM Services
for OpenVMSiif it is not aready installed on the target system disk. In this case, you
must install the product separately using the PCSI PRODUCT INSTALL command. Y ou
must configure WBEM Services for OpenVMS to obtain the services provided by HP
SIM (Version 5.2 or later) and products such as Instant Capacity, and gWLM. To provide
services over the network, HP recommends using TCP/IP Services for OpenVMS and
SSL (for security purposes).

Before configuring WBEM Services for OpenVMS, configure TCP/IP Services for
OpenVMS. For information about configuring TCP/IP Services for OpenVMS, see
Section 7.7.5 (page 122) of

HP OpenVMS Version 8.3-1H1 for Integrity Servers Upgrade and Installation Manual .

To configure WBEM Services for OpenVMS on a system on which WBEM Services for
OpenVMS has never been installed and configured, follow the steps described in Section
4.1. If you are configuring the product on a system on which it has been configured
previously, see Section 4.2.
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ftp://ftp.itrc.hp.com/openvms_patches/i64/V8.3-1H1/
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For more information about HP WBEM products, see the following website:
http://www.hp.com/go/wbem.

Configuring WBEM Services for OpenVMS (Where Not  Configured
Previously)

To configure WBEM Services for OpenVMS on a system for the first time, follow these
steps:

1. Enter the following command
$ RUN SYS$SYSROOT: [ WBEM SERVI CES] WBEM SERVI CES$CONFI G

This command invokes the utility that configures and initializes the environment for
WBEM Services for OpenVMS.

2. After displaying theinitial configuration utility banner, the utility informs you where it
will store the configuration files and repository and asks if you want to change the
location.

The configuration files and repository will be placed in the following location:
SYS$SPECI FI C. [ WBEM _Ser vi ces] .

Do you want to change this location (Yes/No) [No]?:

Note: The repository, a compiled version of the Common Information Model (CIM) class
schema, requires an ODS-5 formatted disk (the repository uses UNIX-style file names,
which are not supported on ODS-2 formatted disks). If the default location is on an ODS-
2 formatted disk, you must change the location to an ODS-5 disk.

When you accept the default location, the utility informs you that all configuration
guestions have been answered and asks whether you want to continue, as shown in the
following example. If you choose to continue, the utility creates the CIMSERVER
repository treein the location indicated earlier. The CIMSERVER isthe WBEM Services
for OpenVMS process that runs on the system to support certain applications. It a'so
creates the following command files:

SYS$STARTUP: WBEM Ser vi ces$St art up. com
SYS$STARTUP: WBEM Ser vi ces$Shut down. com
SYS$SYSROCT: [ WBEM SERVI CES] WBEM Ser vi ces$Def i ne_Conmands. com

The SYS$STARTUP: WBEM Ser vi ces$St ar t up. comfile defines system logicals
for the WBEM Services for OpenVMS environment.
All configuration questions have been answered.

Do you want to continue (Yes/No) [VYES]?:
9\BEMCONFI G | - CREREPBEG N, Create Repository Begins...
9\BEMCONFI G- | - CREREPCOVPLETE, Create Repository Conplete.
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This utility creates:
SYS$STARTUP: WBEM Ser vi ces$St art up. com
whi ch shoul d be added to SYS$STARTUP: SYSTARTUP_VNMS. COM

This utility creates:
SYS$STARTUP: VBEM Ser vi ces$Shut down. com
whi ch shoul d be added to SYS$STARTUP: SYSHUTDWN. COM

This utility creates:
SYS$SYSROCT: [ woem ser vi ces] WBEM Ser vi ces$Def i ne_Conmands. com
whi ch users who use this product can add to their |ogin.com

3. The utility asks whether to start the CIMSERVER:

Do you want to start the Cl MServer now (Yes/No) [Yes]?:

CIMSERVER must be running so that your system can use such applications as Instant
Capacity, and gWLM. Y ou can start CIMSERVER now, or you can perform other post-
installation or post-upgrade tasks first and then start CIMSERVER. If you choose to start
CIMSERVER now, the utility displays the progress and operating system information, as
in the following example:

YRUN- S- PROC I D, identification of created process is 21A00599
9MBEMCI M | - STARTUPWAI T, Waiting for ClMServer to start... 120 seconds
remai ni ng.
9BEMCI M S- CSSTARTED, Cl Mserver successfully started.
Oper ati ngSystem | nformati on

Host: boston. hp. com

Name: QOpenVNS

Version: V8.3-1H1

UserLi cense: Unlimted user |icense

Nunber of Users: 1 users

Nunber of Processes: 29 processes

OSCapability: 64 bit

Last Boot Ti ne: Jul 31, 2007 10:52:55 (-0400)

Local Dat eTi ne: Aug 3, 2007 10: 14:58 (-0400)

SystempTi me: 256923 seconds = 2 days, 23 hrs, 22 mins, 3 secs

4. To ensure that CIM Server starts automatically at each reboot, add the following line to
the

SYS$SMANAGER: SYSTARTUP_VMS. COMfile:
$ @YS$SSTARTUP: VBEM Ser vi ces$St art up. com

To have CIM Server shut down automatically with the operating system, add the
following line to the SYSSMANAGER: SYSSTARTUP: SYSHUTDWN. COMfile:

$ @YS$SSTARTUP: WVBEM Ser vi ces$Shut down. com
All users who use this product should also add the following line to their LOG N. COM

file
$ @BYS$STARTUP: WBEM Ser vi ces$Def i ne_Commands. com
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5. In an OpenVMS Cluster, each member that runs WBEM Services for OpenVMS needs
its own repository. Therefore, you must perform the WBEM Services for OpenVMS
configuration procedure on each of those cluster members.

Configuring WBEM Services for OpenVMS (Where Configured
Previously)

To configure WBEM Services for OpenVMS on a system where it has been configured
previoudly, follow these steps:

1. Enter the following command
$ RUN SYS$SYSROOT: [ WBEM _SERVI CES] WBEM SERVI CES$CONFI G

This command starts the utility that configures and initializes the environment for
WBEM Services for OpenVMS.

If the WBEM Services for OpenVMS product (Version 2.0) available with OpenVMS
164 Version 8.3 is aready configured on your system, the following error message and
the recommended remedial actions appear:

IBEMCONFI G- E- SYSCOVMONLOG CAL, WBEM VAR can no | onger be defined to
point to a location in SYSSBCOMMON. The repository files in WBEM VAR
shoul d not be shared with other cluster menbers.

Follow these manual steps to move the repository out of the SY SSCOMMON area and
complete the post installation configuration tasks:

e Delete the sysdcommon:[WBEM _Services.var...] directory tree.
e Deassignthe WBEM_VAR system logical.
e Run this procedure again.

Perform the recommended steps, asin the following example:

DELETE SYS$COMVON: [ WBEM_SERVI CES. VAR] *. *; *

DELETE SYS$COMVON: [ WBEM_SERVI CES] VAR. DI R; *

DEASSI GN/ SYS WBEM VAR

RUN SYS$SYSROOT: [ WBEM_SERVI CES] WBEM_SERVI CES$CONFI G

& HH P

After you start the configuration procedure, go to Section A and follow the steps
described there, starting with step 2.

2. After displaying theinitial configuration utility banner, the utility informs you where it
will store the configuration files and repository and asks if you want to change the
location.

The configuration files and repository will be placed in the following location:
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SYS$SPECI FI C. [ WBEM_Ser vi ces] .
Do you want to change this | ocation (Yes/No) [No]?:

The repository isacompiled version of the CIM class schema. This example assumes
you accept the current location.

3. As shown in the following example, the utility informs you that all configuration
guestions have been answered and asks whether you want to continue.

If the utility determines that the repository schema has not changed, the utility informs
you and continues. The utility does not need to upgrade the repository.

If the utility determines that the current repository needs upgrading, or if the utility does
not find arepository (perhaps WBEM Services for OpenVM S had been installed but not
configured), the utility displays a message informing you that the repository will be
upgraded or created and that this will take 10 to 15 minutes depending on your processor
and disk /O speed. In the following example, the utility needs to create the repository
tree.

The utility also creates the SYS$STARTUP: WBEM Ser vi ces$St art up. com
SYS$STARTUP: \BEM Ser vi ces$Shut down. com and

SYS$SYSROOT: [ WBEM_SERVI CES] WBEM Ser vi ces$Def i ne_Commands. comcommand
files. The SYS$STARTUP: VBEM Ser vi ces$St ar t up. comfile defines system logicals for
the WBEM Services for OpenVMS environment.

All configuration questions have been answered.

Do you want to continue (Yes/No) [Yes]?:

9MBEMCONFI G- | - CREREPBEG N, Create Repository Begins...
9MBEMCONFI G- | - CREREPCOVPLETE, Create Repository Conplete.
This utility creates:

SYS$STARTUP: WBEM Ser vi ces$St art up. com
whi ch shoul d be added to SYS$STARTUP: SYSTARTUP_VNMS. COM

This utility creates:

SYS$STARTUP: VBEM Ser vi ces$Shut down. com
whi ch shoul d be added to SYS$STARTUP: SYSHUTDWN. COM
This utility creates:

SYS$SYSROCT: [ woem ser vi ces] WBEM Ser vi ces$Def i ne_Conmmands. com
whi ch users who use this product can add to their |ogin.com

4. The utility now asks you whether to start the CIMSERVER:

Do you want to start the Cl Mserver now (Y/N) {Y}?:

CIMSERVER must be running so that your system can use such applications as Instant
Capacity, Pay per use, and gWLM. You can start CIMSERVER now, or you can perform
other post-installation or post-upgrade tasks first and then start CIMSERVER. If you
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choose to start CIMSERVER now, the utility displays the progress and operating system
information, asin the following example:

YRUN- S- PROC I D, identification of created process is 21A00599
9\BEMCI M | - STARTUPWAI T, Waiting for ClMsServer to start... 120 seconds
remai ni ng.
%\BEMCI M S- CSSTARTED, Cl Mserver successfully started.
Qper atingSystem I nfornation

Host: boston. hp. com

Name: OpenVNS

Version: V8. 3-1H1

UserLicense: Unlimted user license

Nurmber of Users: 1 users

Nunber of Processes: 29 processes

OSCapabi lity: 64 bit

Last Boot Ti ne: Jul 31, 2007 10:52:55 (-0400)

Local Dat eTi me: Aug 3, 2007 10: 14:58 (-0400)

Syst empTi me: 256923 seconds = 2 days, 23 hrs, 22 nmins, 3 secs

5. To ensure that CIMSERVER starts automatically at each reboot, add the following line

to the
SYSSMANAGER: SYSTARTUP_VMS. COM fi l e
$ @YS$SSTARTUP: WVBEM Ser vi ces$St art up. com

To have CIM Server shut down automatically with the operating system, add the

following lineto the SYS$SMANACGER: SYSSTARTUP: SYSHUTDWN. COMfile:
$ @BYS$SSTARTUP: WBEM Ser vi ces$Shut down. com

All users who use this product should also add the following line to their LOG N. COM
file:
$ @YS$STARTUP: VBEM Ser vi ces$Def i ne_Commands. com

6. In an OpenVMS Cluster, each member that will run WBEM Services for OpenVMS
needs its own repository. Therefore, you must perform the WBEM Services for
OpenVMS configuration procedure on each of those cluster members.

NOTE: HP recommends that you do not remove the WBEM Services for OpenVMS
product even if you do not have aneed for it. If you attempt to use the PRODUCT
REMOVE command to remove this product, you might see a message similar to the
following. This message is automatically displayed for any product that is required with
OpenVMS. The consegquences of removing WBEM Services for OpenVM S might not be
as severe as implied by the message unless other software is using the product on your
server.

%PCSI - E- HRDREF, product HP | 64VMS WBEMCI M V2. 61 is referenced by HP
| 64VMS OPENVMS V8. 3- 1H1

The two products |isted above are tightly bound by a software

dependency.
If you override the reconmendation to termnate the operation, the
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referenced product will be renoved, but the referencing product wll
have an unsatisfied software dependency and may no | onger function
correctly.

Pl ease review the referencing product’s docunentation on
requirenents.

Answer YES to the follow ng question to term nate the PRODUCT
conmand.

However, if you are sure you want to renove the referenced product
then answer NO to continue the operation

Terminating is strongly recommended. Do you want to term nate? [ YES]

Installation & Configuration of Instant Capacity (iCAP) on
OpenVMS Systems

Post installation & configuration of OpenVMS V8.3-1H1, WBEMCIM V2.61-A070728
kits, install the following update patches with/SAVE_RECOVERY_DATA qualifier (so
that in case of the patches not functioning properly, we can revert to the previous state) in
the order mentioned below and reboot the system.

HP | 64VM5 VMBS831HLI _PCSI V1.0
HP 1 64VM5 VMS831H1I _UPDATE V2.0

The above-mentioned OpenVM S V8.3-1H1 patches need to be installed for the following
fixes:

e nPAR Provider fix for dynamic profile write error;

e C Runtime Library channel leak fix;

e iCAP and nPAR fixes to support Hyperthreading on Montecito.

NOTE: Update patches make functional changes to the system and requires reboot in
order to have the images in the kit to fully take effect.

This kit will nmake functional changes to your system
Before installing this kit you should make a backup
copy of your systemdisk. If you do not nmake a copy
of your systemdisk you will not be able to restore
your systemto a pre-kit installation state.

Do you want to continue? [ YES]

Installing this patch kit requires a reboot.

Hewl ett Packard strongly recomrends that you reboot your
systemimedi ately after installation of this kit. The
images in this kit will not fully take effect until the
systemis rebooted. However, if you do not re-boot

i mediately after kit installation, the system nay becone
unstabl e and nay not function as expected.
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If you have other nodes in your VMS cluster, they nust also
be rebooted in order to make use of the new image(s). If it

is not possible or convenient to reboot the entire cluster
at this tine, arolling re-boot (kit installation and reboot
on one node at a tinme) may be perforned.

Before configuring the iCAP software, start the CIMSERVER process by executing the
following command procedure:

$ @YS$SSTARTUP: WBEM Ser vi ces$St art up. com
Define the WBEM Services logical with the following command:
$ @YS$SCOMMON: [ WBEM SERVI CES] WBEM Ser vi ces$Def i ne_Commands. com

Ensure that the CIM Server is running and verify the list of Providersinstalled by
entering the following command:

$ CI MPROVIDER -L -S

An output similar to the following is displayed:

MODULE STATUS
Oper at i ngSyst emvbdul e (0 ¢
Conput er Syst emvbdul e (0
Pr ocessModul e (0 ¢
Pr ocessor Provi der Modul e (0 ¢
| PPr ovi der Modul e (0 ¢

Execute the following command procedure in order to configure the iCAP software:

$ G@YSSMANAGER: | CAP$SCONFI G. COM

Note that, this procedure will stop and restart the CIMSERVER process during the
configuration. The procedure will enquire if you want to configure GiCAP (Answer NO
since GiCAP is not supported on OpenVMS V8.3-1H1), system-contact’s e-mail address,
configuration change notification and start the iCAP software.

A sample configuration output is provided below for your reference:
$ @YS$SMANAGER | CAP$CONFI G. COM
hp QpenVMS | ndustry Standard 64

I nstant Capacity on Demand (i CAP) configuration utility

khkkkkhkhkkkhkhkkkkkk*x WA R N I N G khkkkhkhkkkhkkkkkkkx

This procedure stops and restarts the Cl MSERVER
process. ALL WBEM provi der nodules will be
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unavail able for a short period of tine during the
configuration.

khkkkhkkhkkhkkhkhkkhkhkk*k WARN I NG****************

%OCL- | - SUPERSEDE, previ ous val ue of SRC MOF$ has been superseded
% CAP- | - CHECK, Checking for i CAP configuration requirenents
% CAP- | - CHEDONE, Check Done requirenents OK

Are you satisfied with the backup of your WBEMCI M repository (Yes/No)?:

y
% CAP- | - UNREGNPAR, Unregi stering at 30-OCT-2008 08:04:57. 32
Di sabl i ng provider nodule. ..
Provi der nodul e di sabl ed successful ly.
Del eting provider nodule...
Provi der nodul e del eted successful ly.
Di sabl i ng provider nodule...
Provi der nodul e di sabl ed successful ly.
Del eting provider nodule...
Provi der nodul e del et ed successful ly.
Di sabl i ng provider nodule...
Provi der nodul e di sabl ed successfully.
Del eting provider nodule...
Provi der nodul e del et ed successful ly.
Di sabl i ng provider nodule...
Provi der nodul e di sabl ed successfully.
Del eting provider nodule...
Provi der nodul e del et ed successful ly.
% CAP- | - UNREGDON, Unregi stering i CAP/ nPAR nodul es done at 30- OCT- 2008
08: 05:47.90
% CAP-1-STOPCI M Stopping the cinserver process.
9BEMCI M | - SHUTDOWN, Shutting down WBEM Services for OpenVMs. .. ...
9\BEMCI M | - SHUTDOWNPROV, Shutting down WBEM Provi ders. ..
WNBEMPROVI DERS- | - SHUTDOWN, | nf o: Shutti ng down WBEMPROVI DERS.
9BEMCI M | - SHUTDOWNCS, Shutting down Cl MServer. exe. ..
CI M Server stopped.
9BEMCI Mt | - CSEXI TSTS, Cl MServer. exe exit status=%00000001.
% CAP-1-RESCIM Restarting the cinmserver process.
YRUN- S- PROC I D, identification of created process is 00000474
9MBEMCI Mk | - STARTUPWAI T, Waiting for ClMServer to start... 120 seconds
remai ni ng.
9BEMCI M S- CSSTARTED, Cl Mserver successfully started.
Oper ati ngSystem | nformati on
Host: partO.ind. hp.com
Name: QOpenVNS
Version: V8.3-1H1
UserLi cense: Unknown
Nunber of Users: 1 users
Nunber of Processes: 18 processes
OSCapabi lity: 64 bit
Last Boot Ti me: Oct 30, 2008 6:33:16 (00000)
Local DateTi me: COct 30, 2008 2:36:04 (00000)
Syst empTi me: 4294953064 seconds = 49710 days, 2 hrs, 31 nins, 4 secs
9\BEMCI M | - STARTPROV, Starting WBEM Provi ders. ..
IBEMPROVI DERS- | - STARTI NG , Info: Starting WBEMPROVI DERS.
9MBEMPROVI DERS- 1 -WAI T, Info:Waiting for 1 Mnute for the Inventory to
Initialize
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YRUN- S- PROC I D, identification of created process is 00000475

% CAP-1 - CRENAM Creating root/cinv2/ npar nanespace

% CAP- | - BEGUPDREP, Begi n updating WBEMCI M repository at 30- OCT-2008
08: 07: 20. 49

% CAP- | - ENDUPDREP, End updati ng WBEMCI M repository at 30- OCT-2008
08: 08: 44. 58
% CAP- | - REGNPAR, Registering i CAP Mofs at 30- OCT-2008 08: 08: 44. 58

% CAP- | - REGDone, Regi stering i CAP Mofs Done at 30- OCT-2008 08:09: 24. 46
Regi stering i CAP Command Language Definition file...

Conmand Language Definition file successfully registered

Enter (Y)es to configure this systemw th G CAP support (N):

Woul d you like to set the SystemContact's E-nail Address? (Y/N: vy
Enter the System Contact's E-mail Address: xyz@p.com

The contact e-nmail address has been set to xyz@p.com

Woul d you like to turn configuration change notification on? (Y N: vy
Configuration change notification has been turned on.

Wul d you like to start the i CAP software now? (Y/N): vy
YRUN- S- PROC I D, identification of created process is 00000480

% CAP-1-EXIT, Exiting | CAP configuration elapsed time 0:05:40. 64

Check if al the iCAP related Providers are installed and running by entering the
following command:

$ CI MPROVIDER -L -S

An output similar to the following is displayed:

MODULE STATUS
Oper at i ngSyst emvbdul e
Conput er Syst emvbdul e
Processhbdul e

Processor Provi der Modul e
| PProvi der Modul e
HP_NPar Pr ovi der Mbdul e
HP_i CODPr ovi der Modul e
HP_i CAPPr ovi der Modul e
HP_G CAPPr ovi der Modul e

RIAI]IRIRR

To verify that the Instant Capacity software isinstalled and configured, run the following
OpenVMS commands.

$ @BYSSMANAGER: | CAP$SCLI _UTI LS. COM CONFI G_CHECK
$ show | og | CAP$CONFI GURED
"1 CAPSCONFI GURED' = "TRUE" (LNMBJOB_nnnnnnnn)
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Troubleshooting

e Quick Check

e ICAP_SERVER doesn’t start on reboot of a partition in a complex

e iCAP command doesn’t work in a mixed environment due to HP-UX OS upgrade
e HTTP Error (500 Internal Server Error)

Quick Check

Check if the WBEM Servicesis running and all the iCAP related providers are
configured with the following commands:

$ SHOW SYSTEM PROCESS=Cl MSERVER

An output similar to the following is displayed:

QpenVMS V8. 3-1HL on node PARTO 25- FEB- 2009 03: 26: 56. 17 Uptinme 12
01: 34: 27

Pi d Process Nane State Pri /0O CPU Page flts
Pages
00000C42 CI MSERVER H B 10 1041866 0 00: 07:00.87 7572
4259 M

$ @YS$SCOMON: [ WBEM_SERVI CES] WBEM_SERVI CES$DEFI NE_COMVANDS. COM
$ QA MPROVIDER -L -S

An output similar to the following is displayed:

MODULE STATUS
Oper at i ngSyst emvbdul e
Conput er Syst emvbdul e
Processhbdul e
Processor Provi der Modul e
| PProvi der Modul e
HP_NPar Pr ovi der Mbdul e
HP_i CODPr ovi der Mbdul e
HP_i CAPPr ovi der Modul e
HP_G CAPPr ovi der Modul e
functionality)

<< needed by icap
<< needed by icap
<< needed by icap
<< needed by icap (for G CAP

RRAARRAIARRIR

Verify that the Instant Capacity softwareisinstalled and configured, run the following
OpenVMS commands:

$ SHOW SYSTEM PROCESS=| CAP_SERVER

An output similar to the following is displayed:

QpenVMS V8. 3-1HL on node PARTO 25- FEB- 2009 03: 28:44. 19 Uptinme 12
01: 36: 15

Pi d Process Nane State Pri /0O CPU Page flts
Pages
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00000471 | CAP_SERVER H B 10 465890 0 00: 01:07.25 1408
1894

$ @YS$SMANAGER: | CAP$SCLI _UTI LS. COM CONFI G_CHECK
$ show | og | CAP$SCONFI GURED
"1 CAPSCONFI GURED' = "TRUE" (LNMBJOB_nnnnnnnn)

ICAP_SERVER Does not Start on Reboot of a Partition in a Complex

ICAP_SERVER process should start automatically post reboot of apartitionin a
complex; it takes afew minutes, asit needs to wait for ERRFMT to write some data.
Wait for afew minutes, even after that if ICAP_SERVER doesn’t get started, then check
if the HP TCP/IP & HP WBEMCIM services is configured properly and running. HP
TCP/IP & HP WBEMCIM services should be running post reboot in order to run the
ICAP_SERVER. Ensure that the following lines are appended to the

SYS$STARTUP: SYSTARTUP_VMS. COMfilein order get the HP TCP/IP & HP
WBEMCIM services started automatically post reboot.

$ @BYS$STARTUP: TCPI P$STARTUP. COM
$ @YS$SSTARTUP: WBEM Ser vi ces$St art up. com

iCAP Command Does not Work in a Mixed Environment due to HP-
UX OS Upgrade

Customer might find some OPCOM messages like “failed to update the dynamic profile’
displayed on the VMS partition for al iCAP commands after a HP-UX partition was
upgraded. Prior to upgrading, customer is advised to read the documentation and if it
states that all partitions must be upgraded, they should contact HP to validate if the HP-
UX patch is compatible with the VM S version.

HTTP Error (500 Internal Server Error)

$ icap show status
ERROR: The followi ng | ow1level error occurred:

HTTP Error (500 Internal Server Error).

This error typically occurs when the CIMSERVER process has exhausted some resource.
Pagefile quota and i/o channels are two resources that have had problemsin the past. If
this error is seen the CIMSERVER process should be examined with $ SHOW
PROCESS/CONTINUOUS hit <Q> command. Thei/o channelsin use can be examined
using SDA.

If CIMSERVER runs out of channel than anewer version of DECC$SHR.EXE is
needed.
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If the CIMSERVER process "Total number of channels® assigned is very close to the
sysgen paramter CHANNELCNT, the CIMSERVER will loop or hang. As aworkaround
customer is advised to stop and restart the CIMSERVER.

CLI Support on OpenVMS

OpenVMS provides a CLI (command-line interface) to the Instant Capacity software.
The HP-UX command syntax can be implemented using foreign command symbols. The
DCL ICAP command provides DCL command support.

HP-UX Style Commands

The HP-UX command syntax can be used on OpenVMS systems by defining foreign
command symbolsto the iCAP images. Add the following three symbol declarations to
your LOGIN.COM file or to the SYLOGIN file to define commands that use the HP-UX
syntax:

$ icapmodi fy :== $I CAP_MXDI FY
$ icapnotify : == $I CAP_NOTI FY
$ icapstatus :== $I CAP_STAT

Command options are specified as described in the HP-UX documentation for each
command.

OpenVMS Command Mapping
The following table shows the HP-UX iCAP commands and their OpenVMS equivaents.

Table: HP-UX and OpenVM S Command Equivalents
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HP-UX Style OpenVMS Style
icapstatus icap show status
icapstatus -s icap show status/snapshot
icapmodify -C <codeword:= icap apply "codeword"
icapmodify -¢ <address> icap set email/contact="addreszs"
icapmodify -f <addresss icap set email/from="address"
icapmodify -i <id> icap set system_id "id"
icapmodify -r icap reconcile
icapmodify -w <days-= icap set warning days "days"
icapmodify -a icap activate /opus=/defer/ticap
icapmodify -d icap deactivate /cpu/defer
icapmodify -s icap set active_cpu n
icapnotify -a icap set asset/state=on|off
icapnotify -n icap =et notification/state=on|off
icapmanage -i -u <rule file-= icap manage install <rule file>
icapmanage -C <codeword= icap manage codeword <codeword:
icapmanage -a -g =group_name: icap manage add group =group_name:
icapmanage -r -g <group name: icap manage remove group <group name:
icapmanage -T <host=|, <host>]...[-g|icap manage test <host, host,...>
<group name:] [/group=<group name:]
icapmanage -a -m icap manage add member <member name:
<member name:>:<host>[, <host=]... fhost_list:(host,host,...) [fgroup:cgroup;name>]
-g <group name:
icapmanage -r -m <member name: icap manage remove member <member name:
icapmanage -s -g <group name:> [-b] |icap manage status <group name> [/BRIEF] [/FULL]
[-v]
icapmanage -E [<host=[,<host=]...] |icap manage report <host, host,...> <rule file=
[-U <rule filex]
.icapmanage -x <host> icap manage extract <host>

DCL ICAP Commands

The ICAP command supports six command options to perform iCAP operations on
OpenVMS systems.

ICAP ACTIVATE

Name
ICAP ACTIVATE - Immediately activates additional cores on the system. (HP-UX
equivalent: i capnodify —a )

Format
| CAP ACTI VATE / CPU=n [/ DEFER] [/ TI CAP]
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Qualifiers

| CPU=n Specifiesthe number of additional coresto activate. This qualifier isrequired.
[ / DEFER] Defersthe activation until the next reboot. (HP-UX equivalent: - D option)
[ / TI CAP] Authorize the use of temporary capacity to satisfy this activation request.
(HP-UX equivaent: -t option)

ICAP APPLY
Name
ICAP APPLY - Apply an iCAP codeword. (HP-UX equivaent: i capnodi fy —-C )

Format
| CAP APPLY "codeword"

Parameter
"codewor d" AniCAP codeword obtained from the HP Utility Pricing Solutions
portal. Enclose the codeword in double quotation marks.

ICAP DEACTIVATE

Name

ICAP DEACTIVATE - Deactivates cores on the system. (HP-UX equivalent:
i capnodi fy —d )

Format
| CAP DEACTI VATE / CPU=n [qualifiers]

Qualifiers

/ CPU=n Specifiesthe number of coresto deactivate. This qualifier is required.

| DEFER Defers the deactivation until the next shutdown. (HP-UX equivalent: - D
option)

ICAP RECONCILE

Name

ICAP RECONCILE - Activates or deactivates cores (subject to compliance limits) to
bring the system to a state where thei nt ended acti ve number of cores are active.
(HP-UX equivadent: i capnodi fy —r )

Format
| CAP RECONCI LE

ICAP SET
Name
ICAP SET - Sets various iCAP management variables.

Format
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| CAP SET paraneter [qualifiers]

Sets the number of active cores and the number of intended active
(HP-UX equivaent: i capnodi fy —s )

Format
| CAP SET ACTI VE_CPU count

Value
count : the number of coresto set active in the npartition.

Sets the asset reporting email on or off.
(HP-UX equivaent: i capnotify —a )

Format
| CAP SET ASSET [qualifier]

Qudlifiers
| STATE=st at e: specify ON or OFF for the state qualifier value.

Sets the system contact email addresses.
(HP-UX equivaent: i capnodi fy -c)

Format
| CAP SET EMAIL qualifiers

Qualifiers

/ CONTACT: The email address that receives the configuration
change notifications and exception reports.

/ FROM The From address for the email sent from the iCAP

Parameters
ACTI VE_CPU
cores.
ASSET
EMAI L
system.
NOTI FI CATI ON

value.

Sets the iCAP change configuration email notifications on or off.
(HP-UX equivadent: i capnotify —n )

Format
| CAP SET NOTI FI CATION [qual ifier]

Qualifiers
| STATE=st at e: specify ON or OFF for the state qualifier
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SYSTEM I D
reporting.

WARNI NG_DAYS
specified.

ICAP SHOW

Name

Sets the system identification used for iCAP asset
(HP-UX equivadent: i capnodi fy —I )

Format
| CAP SET SYSTEM ID “id”

Value

i d: A user-defined string to identify this system when tracking or
reporting usage. Specify anull string (") to set the system ID to
the default value. The default valueisthelocal hostname.

Sets the temporary capacity warning period to the number of days
(HP-UX equivadent: i capnodi fy —w )

Format
| CAP SET WARNI NG _DAYS days

Value
days: the number of days of temporary capacity before temporary
capacity expiration warning email is sent to the system contact.

ICAP SHOW - Show the status and settings of the iCAP software on the OpenVM S

system.

(HP-UX equivalent: i capst at us)

Format

| CAP SHOW STATUS [ qual i fiers]

Parameter

STATUS Show the iCAP status and system settings to the standard output device.

Qualifiers

/ SNAPSHOT Creates a string of snapshot information containing encrypted audit data

and

displays the string to the standard output device. (HP-UX equivalent: i capst at us —s

)

ICAP_SERVER

Name

ICAP_SERVER - iCAP server process.
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Description

Thel CAP_SERVER process performs the same functions as the icapd daemon process
on HP-UX systems. For more information, see the HP-UX i capd manpage. To ensure
compliance, thel CAP_SERVER is aways running on OpenVMS systemsin an iCAP
complex.

For more information, refer the HP Instant Capacity User's Guide for Versions 8.x.

Reference Documentation

The following list provides links to some references:

e HP OpenVMS Version 8.3-1H1 for Integrity Servers Upgrade and Installation Manual.
e HPWBEM products

e HP Utility Pricing Solutions portal
HP Instant Capacity User's Guide for Versions 8.x

© Copyright 2009 Hewlett-Packard Development Company, L.P


http://docs.hp.com/en/B9073-90183/B9073-90183.pdf
http://docs.hp.com/en/BA322-90077/BA322-90077.pdf
http://www.hp.com/go/wbem
http://www.hp.com/go/icap/portal
http://docs.hp.com/en/B9073-90183/B9073-90183.pdf
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A Starlet' is Born: New Options for VAX and Alpha
Hardware Replacement

Camid Vanderhoeven, Hardware Illusionist

! Starlet was the code name for the program that developed the VMS operating system. See the OpenVMS Wikipedia entry
http://en.wikipedia.org/wiki/OpenVMS) for additional information.

© Copyright 2009 Hewlett-Packard Development Company, L.P



Introduction

Those who are looking for options to replace aging VAX and Alpha hardware should be
aware of the arrival of anew player in thefield. Migration Specialties International, a
respected OpenVMS consulting firm that is well known for its legacy hardware
replacement options, RPG compiler and other migration aids, has teamed up with a
number of partnersto deliver its own suite of software-based VAX and Alpha hardware
emulators.

For this suite of emulators, we' ve defined an underlying architecture that will allow usto
add different emulated systems and options to the suite with an unprecedented degree of
flexibility.

This article, written by the lead architect, will focus on the internal architecture designed
to support these new emulators.

Goals

We will create a software platform that can virtualize a variety of Alphaand VAX
hardware. We want to be able to emulate enough different systemsto provide viable
aternatives to any existing hardware configuration, including multi-CPU systems.

Our emulators will support OpenVMS (VAX and Alpha emulators) and Digital
UNIX/True4 UNIX (Alphaemulators only) as operating systems running on top of the
virtual hardware.

Our emulators will be hosted on Integrity servers running OpenVMS and Proliant servers
running Windows. We will consider supporting a Linux version of the product at a later
stage.

When run on OpenVM S/Integrity as the host platform, our VAX and Alpha emulators
running OpenVM S will offer the same high-availability features that real VAX and
Alpha systems running OpenVMS have to offer.

In the future, we will explore the possibility of coupling our emulators with hardware bus
support to enable the use of the emulator with custom hardware interfaces. It would be
conceivable to see one of our VAX emulators with an attached Q-Bus or XM card cage
used for replacement of factory automation systems.

We are targeting a production release for afirst Alphaemulator in early 2010.
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Emulator Design

This section provides a high-level overview of the emulator and shows how the various
bits and pieces fit together.

Component Hierarchy

The easiest way to think of an emulator isto think of it as a piece of hardware because
that iswhat it acts like to the operating system and other software running on top of it.
Like the rea hardware, the emulator consists of modules (components) that interact with
each other. Most of the components correspond directly to physical hardware
components.

Components have a parent-child relationship to each other. Child components are
usually connected to their parent through avirtual bus. For example, disk components
are children of adisk controller component, and PCI device components are children of a
PCI controller.

Emulator Component

This abstraction poses a problem at the top-level of the emulated system. Most systems
have atop-level busthat has no real controller to act asits parent. For example, in the
AlphaServer E40, the top-level bus consists of the D-chips that connect the CPU’sto
the C-chips (system chipset), the P-Chips (PCI controllers), and main memory.
Therefore, the decision was made to create both a VAX emulator component and an
Alphaemulator component. These emulator components act as the controller for the top-
level bus. For ease of implementation, these components also include main memory.

The easiest way to think of an emulator
is to think of it as a piece of hardware

Master Control Program (MCP)

Finally, different emulators and components like networks need to be tied together. This
is accomplished through the master control program component. (Are there any fans of
either Burroughs B5000 mainframes or the movie Tron out there?)

The following (ssmplified) image shows the components used to emulate an AlphaServer
400 and aMicroVAX, interconnected through an Ethernet network that is also connected
to the outside world through one of the host system’ s network interfaces. The yellow
components are those that interact with the outside world. The red line indicates the
“extra’ parent-child relationship between the network interface cards and the network
top-level component.
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Virtualization Layer

From the beginning, the emulator was written to be very flexible. Wefirst created a
framework to be used for writing different emulators. All forthcoming VAX and Alpha
emulators will use this common framework. Into this framework, we incorporated all of
the functionsthat al or most emulators will be likely to need, such as:

e Functions for configuring the emulator: instantiation, configuration, and
connecting together of all emulator components;

e Functionsfor controlling the emulator: structured, sequenced discovery,
initialization, starting and stopping of all emulator components;

e Emulated Ethernet connectivity between emulators,

e Common interfaces to the outside world for networking, hard-disk emulation and
I/O components: for example, communications ports provide the ability to
communicate through atelnet session or a physical serial port. Thisway, this
functionality can be shared by any emulated communications port without
requiring additional effort, simplifying the emulation environment and providing
amore consistent user experience;

e Hiding differences between different host systems from the emulator components,
so the same emulator will run on both OpenVMS and Windows,

e Support for making use of multi-CPU or multi-core host systems by threading;

e Emulator licensing and protection.

In short, these are all the emulator functions that are not directly related to the bits, bytes
and registers of the emulated hardware. We ve named this framework the “Virtualization
Layer” because it creates acomplete virtual environment for the individual emulators.

Hardware Platform Abstraction Layer

Aswe want our emulators to run on both Windows on Proliant servers and OpenVMS on
Integrity servers, we were confronted with the fact that Windows and VMS behave
differently. To avoid having to write platform-specific code for each emulator
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component, we implemented an abstraction layer as part of the virtualization layer that
hides these differences from the rest of our code. These differences are mainly in the
following areas:

e Threading and locking. On VMS, we use the Pthreads library; on Windows, we use
the Windows API.

e Physical device access. On VMS, we use QIO’s; on Windows, we use various API’s.

e Timekeeping.

Putting all platform-dependent code in one place helps us to keep our code base clean.

Use of Object-Oriented Programming (OOP)

The emulator makes extensive use of OOP, particularly of the features offered by the
C++ language. While C and C++ arereviled by some for their perceived cryptic nature
(although thereis no rule that says C or C++ code has to be cryptic), they are commonly
considered to be the languages of choice for low-level, portable programming found in
operating systems, device drivers, and emulators. C and C++ give programmers alevel
of control over the bits and bytes of their code few other high-level languages offer, and
C and C++ compilers that produce blazingly fast code are available for virtually any
platform.

Classes

All components are implemented as classes. That means that a class has been designed
for each different kind of emulated component. For instance, if a RQDX3 controller
needs to be emulated, a RQDX3 class will be written. Once the class exists, the emulator
can create as many instances of that class asrequired. For example, to emulateaVAX
with three RQDX 3 controllers, three instances of the RQDX 3 class would be generated.

Inheritance

The RQDX3 controller needs to be able to interface with the Q-bus controller and vice
versa. The mechanismsinvolved are the same for al Q-bus devices; the way the RQDX3
communicates with the Q-bus controller is no different than the way a DELQA network
interface communicates with it. Because of this shared behaviour, all Q-Bus components
share a common base class, the Q-Bus Device base class. Thisway, the Q-Bus controller
can address each of its child components as Q-Bus Devices, rather than as individual
types of interface. Thistakes full advantage of the power of inheritance, a defining
feature of OOP.
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C and C++ give programmers a level of control
over the bits and bytes of their code few other
high-level languages have to offer.

Component Base Class

The Q-Bus Device classin turn has the Component class asits base class. The
Component classis part of the framework, and provides for such basic emulator-wide
functions as naming components, creating parent-child relationships, initializing,
stopping and starting the emul ator.

Multiple Inheritance

It getstrickier though. Besides being a Q-Bus device, the RQDX3 isaso adisk
controller. Asnot all disk controllers are Q-Bus devices (for example, the KZPAA SCSI
disk controller isa PCI device), the disk controller base class can’'t have the Q-Bus device
classasits parent. So, the RQDX3 needs to have both the Q-Bus device class and the
disk controller class asits base classes. Thisis called multiple-inheritance.

In the case of the KZPAA SCSI controller, it is even more complicated; it inherits from
PCI device, Disk controller, and SCSI device classes. The following diagram illustrates
this:

Image file Raw device
Disk | SCSI Device Disk | SCSI Device
Disk Controller
KZPAA SCSI Controller
PCI Device ‘ SCSI Device
PCI Controller SCSI Bus

Conclusion

Like computer hardware or operating systems, successful, scalable and adaptable
hardware emulation requires an underlying, well-defined architecture. This architectureis
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the foundation for the entire product. We have spent considerable effort to define a
flexible architecture for our emulators and, hopefully, we' ve shown you some of its
interesting propertiesin this article.

For More Information

For more information and updates about the upcoming multi-platform VAX and Alpha
emulator discussed in this article, visit
http://www.migrationspecialties.com/VAXAlphaEmul ator.html.

For more information about the author, visit http://www.camicom.com.

For more information about the open-source ES40 emulator or to download its source
code, visit http://www.es40.org.
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Introduction

MultiNet® is a TCP/IP network stack for OpenVMS which runs on al OpenVMS
hardware platforms. It wasinitially created by TGV Inc asaVAX/VMS port of the BSD
Unix TCP/IP stack, and has for the past 12 years been owned and enhanced by Process
Software LLC®.

The most recent release (V5.3, February 2009) is based on BSD 4.4 and includes an
interesting new security feature, the MultiNet Intrusion Prevention System, or “IPS’. IPS
enables the system manager to configure MultiNet so that it detects intrusion attempts
and then blocks further access from the remote system that is the source of the attack.
Several of the commonly-targeted MultiNet services such as SSH, FTP and TELNET
come equipped to use IPS and mechanisms are provided to allow any network application
to do likewise.

This article describes the author’ s early experiences with IPS in a production
environment.

Why Use IPS?

VSM Software Services Pty Ltd runs an AlphaServer DS20E to provide services to
customers on the Internet including DNS, webserving and email. We aso allow
incoming FTP and SSH access for server management and customer website
maintenance. In addition to the DS20E we also have a number of VAX, Alphaand
Integrity systems for product support & development.

There is no doubt that the Internet has become a hostile place, even for servers running
OpenVMS. In operating our services we regularly see VMS breakin events logged by
MultiNet's SSH and FTP servers and by PMDF' s POP3, IMAP and SMTP servers’. We
al so see suspicious DNS update attempts but (fortunately for us!) not much in the way of
Denial-of-Service attacks (i.e. attempts to flood the server with so much traffic that it
can’'t maintain acceptable responsiveness).

To date we have used a variety of methods to control this activity, al of them relying on
manual observation of an attack and manual updating of a configuration file. For
example,

e PORT_ACCESS mapping rulesin PMDF to block access from persistently
annoying systems

e Configuring DNS to refuse recursive lookups from outside the local network

e Manualy updating MULTINET:FILTER-SEOQ.DAT to block all IP traffic from
specified hosts.

© MultiNet is a registered trademark and Process Software and the Process Software logo are trademarks of Process Software.
7 PMDF is a standards-based, robust, electronic mail platform and gateway for OpenVMS, Solaris, Tru64 Unix, Windows and Linux. PMDF
has been supported and developed by Process Software since October 2000.
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MultiNet IPS uses information provided by network services to detect suspicious activity
and then dynamically updates the MultiNet packet filter to disrupt that activity. (Inthis
context the term “network service” means a server process on the local system which
provides a TCP/IP application service such as SSH, POP3, HTTP, etc.)

We aready had alot of experience with MultiNet’s packet filter mechanism so the ability
to have it automatically updated by IPS was very appealing.

Configuring IPS

IPS is documented in Chapter 32 of the MultiNet V5.3 Installation & Administration
Guide. Itisinstalled as part of the standard MultiNet installation but until its
configuration files are set up it doesn’t do anything. These files are described in detail in
the MultiNet documentation but briefly the procedureis as follows:

1. Copy MULTINET:FILTER_SERVER_CONFIG.TEMPLATE to
MULTINET:FILTER_SERVER_CONFIG.TXT.

2. Edit MULTINET:FILTER_SERVER_CONFIG.TXT and set desired
configuration options. In particular, use INCLUDE statements to specify the
service-specific configuration files which will be loaded when IPS starts.

3. Set up each of the service-specific configuration files specified in step 2. For
example, copy MULTINET:SSH_FILTER_CONFIG.TEMPLATE to
MULTINET:SSH_FILTER_CONFIG.TXT.

4, Edit each of the service-specific configuration files to specify the criteriafor
each service, such as the template packet filter rule and the trigger for
activating the packet filter.

5. When al configuration files have been prepared, issue the command

$ MULTI NET SET/ | PS/ RELQAD
to activate them.

Services Protected by IPS

The MultiNet installation kit comes with templates for protecting the most common
MultiNet servicesincluding FTP, IMAP, POP3, REXEC, RLOGIN, RSHELL, SMTP,
SNMP, SSH and TELNET.

OpenVMS systems which are running MultiNet V5.3 and PMDF V6.4 can use IPS to
protect the PMDF IMAP, POP3 and SMTP servers. The configuration files for these are
shipped inthe PMDF_TABLE: directory as part of the standard PMDF V6.4 installation.

The service-specific configuration file

Thereisaconfiguration file for each service. Reasonable defaults are provided in the
.TEMPLATE files but some changes are required:

desti nation_addr ess This must match the IP address (in CIDR format) of the
interface to be monitored for intrusion activity. For example,
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destination_address 150.101. 13. 12/ 27
This specifies that the interface with |P address 150.101.13.12 isto be monitored. The
subnet portion of the address (/27 in this case) is required but ignored.

excl ude_addr ess This specifies one or more remote | P addresses which are
to beignored, i.e. the packet filter will never block those addresses. The template files
come with this configured to block a commonly-used local address (192.168.0.10/24) but
sites may wish to remove or changeit.

Each template file a so specifies a prototype packet filter entry which looks alittle odd at
first glance:

proto filter "deny tcp 192.168.0.100/24 192.168.0.1/24 | og"

Thetwo IP address rangesin CIDR format will be automatically replaced by the actual
source and destination addresses when the ruleis activated by MultiNet IPS. Thisrule
only needs to be changed if you wish to change the action, e.g. from “deny” to “drop”.

Monitoring IPS

The Intrusion Prevention System generates a wealth of evidence for its effectiveness
including assorted MultiNet log files, OPCOM, SNMP and the OpenVMS Security Audit
logs.

There are several log files created by MultiNet IPS:

e MULTINET:FILTER_SERVER.OUT isthe primary log file for the filter server
process.

e MULTINET:FILTER_SERVER HOURLY_LOG.yyyymmdd isa“day file”
containing asummary of filter actions each hour during the day. A new fileis
created every day at 1am.

Hereis an extract from the FILTER_SERVER.OUT file on one of our systems:

FI LTER_SERVER V1. 0.0

20- MAR- 2009 12: 14:07. 28 - Using configuration file
MULTI NET_ROOT: [ MULTI NET] FI LTER_SERVER _CONFI G. TXT;

20- MAR- 2009 12: 14:07. 30 - Processing include file
"multinet:ssh filter_config.txt"

20- MAR- 2009 12: 14:07. 30 - Using configuration file
MULTI NET_ROOT: [ MULTI NET] SSH_FI LTER_CONFI G. TXT;

20- MAR- 2009 20: 37: 03. 46 Event nessage received

20- MAR- 2009 20: 37: 03. 46 - Conponent: SSH

20- MAR- 2009 20: 37: 03. 46 - Rul e : SSH BOGUS I D

20- MAR- 2009 20: 37: 03. 46 - Ti me : 20- MAR- 2009 20: 37: 03. 46

20- MAR- 2009 20: 37: 03. 47 - Src Port : 54232

20- MAR- 2009 20: 37: 03. 47 - Src Addr : 68.54.152.69

20- MAR- 2009 20: 37: 03. 47 - Dst Addr : 150.101.13.12
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20- MAR- 2009 20:37:03.47 - Process : SSHD Mast er

20- MAR- 2009 20:37:03. 47 - PI D . 208000AD

20- MAR- 2009 21:12:01.31 - Event message received

20- MAR- 2009 21:12:01.31 - Conmponent : SSH

20- MAR- 2009 21:12:01.31 - Rul e : SSH_I NVAL| DUSER

20- MAR- 2009 21:12:01.31 - Ti me : 20- MVAR- 2009 21:12:01.31
20- MAR- 2009 21:12:01.32 - Src Port : 55839

20- MAR- 2009 21:12:01.32 - Src Addr : 68.54.152.69

20- MAR- 2009 21:12:01.32 - Dst Addr : 150.101.13.12

20- MAR- 2009 21:12:01.32 - Process : SSHD 0000

20- MAR- 2009 21:12:01.32 - PI D : 20800B83

20- MAR- 2009 21:12:06.49 - Event nessage received

20- MAR- 2009 21:12:06. 49 - Conmponent : SSH

20- MAR- 2009 21:12:06. 49 - Rul e : SSH_I NVALI DUSER

20- MAR- 2009 21:12:06. 49 - Ti me : 20- MAR- 2009 21:12:06. 49
20- MAR- 2009 21:12:06.50 - Src Port : 55991

20- MAR- 2009 21:12:06.50 - Src Addr : 68.54.152.69

20- MAR- 2009 21:12:06.50 - Dst Addr : 150.101.13.12

20- MAR- 2009 21:12:06.50 - Process : SSHD 0001

20- MAR- 2009 21:12:06.50 - PI D : 20800C04

... Event messages removed for brevity ...

20- MAR- 2009 21:12:47.13 - Event nessage received

20- MAR- 2009 21:12:47.13 - Component : SSH

20- MAR- 2009 21:12:47.13 - Rul e : SSH_I NVALI DUSER

20- MAR- 2009 21:12:47.13 - Ti me . 20- MAR- 2009 21:12:47.12

20- MAR- 2009 21:12:47.13 - Src Port : 50039

20- MAR- 2009 21:12:47.13 - Src Addr : 68.54.152.69

20- MAR- 2009 21:12:47.14 - Dst Addr : 150.101.13.12

20- MAR- 2009 21:12:47.14 - Process : SSHD 0009

20- MAR- 2009 21:12:47.14 - PI D : 20800C20

20- MAR- 2009 21:12:47.14 - Creating a filter for conmponent ssh
rul e ssh_invaliduser

20- MAR- 2009 21:12:47.14 - src address = 68.54.152.69/32

20- MAR- 2009 21:12:47.14 - dst address = 150.101. 13. 12/ 27

20- MAR- 2009 21:12:47.14 - interface = sel

20- MAR- 2009 21:12:47.14 - filter expires 20- MAR- 2009
21:17:47. 14

21- MAR- 2009 00: 00: 00. 50 - Perform ng daily maintenance

The extract above shows that the filter server started at 20-MAR-2009 12:14:07.28 and
loaded a single service-specific configuration file (for SSH). At 20:37:03.46 the SSH
server reported suspicious activity but this was not followed by any other such activity
within the specified timeout (5 minutes by default) and so wasignored. Then at 21:12:01
the SSH server reported more suspicious activity and this time the remote system
(68.54.152.69) persisted in its breakin attempts. After ten such reports in the space of
under a minute the IPS created a packet filter to block the remote system.

The FILTER_SERVER _HOURLY _LOG files contain hourly snapshots of IPS activity.
For example the time period corresponding to the extract above looks like this:

Filter server hourly snapshot for hour 21 of 03/20/2009

Conponent ssh
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Rul e ssh_bogus_id
nunber of hits: 0
desti nati on address: 150.101.13.12/27

Addr ess 68.54. 152. 69/ 32
nunber of still-queued events:
nunber of all events:
nunber of filters created:
Address entry to be del eted:

NOOO

1- MAR- 2009 00: 42: 03. 46

Rul e ssh_authfail ed
nunber of hits: 0
desti nati on address: 150.101.13.12/27

Rul e ssh_userauth
number of hits: 0
desti nati on address: 150.101.13.12/27

Rul e ssh_invaliduser
number of hits: 10
desti nati on address: 150.101.13.12/27

Addr ess 68.54. 152. 69/ 32

nunber of still-queued events: 0
nunmber of all events: 10
nunmber of filters created: 1
Address entry to be del eted: 21- MAR- 2009 01:12:47.19

In addition to the log files, the regular MultiNet interface commands can be used to see
what packet filters arein place at any given moment:

$ mu show int seO/filter

Devi ce se0: flags=8863<UP, BROADCAST, NOTRAI LERS, RUNNI NG, MULTI CAST, D2>
VMS Devi ce = EWAO
| P Address = 150.101.13.12
No common |inks defined

Mul ti Net Packet Filter List for seO:
Loggi ng i s disabl ed

Sour ce Address / Port
Action Proto Hits Destination Address / Port

drop tcp 29 213.174.151.17/32
150. 101. 13. 0/ 27
FLTSVR, LOG

$

(Note that the output above was generated some days after the events shown in the log
file extracts.)
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Closing Remarks

We're il in the early days of using IPS here at VSM but it’s aready proven to be
effective at limiting intrusion activity. In general the default settings are very good but
some adjustments might give better results, and here are afew suggestions.

e |n setting up the SSH filters for IPS we chose to change the default proto_filter
rule from “deny” to “drop”. In our experience with SSH-based attacks the remote
systems keep sending packets to the server even though they’ re getting
“administratively denied” responses. Changing the ruleto “drop” causes nothing
whatsoever to be sent back to the remote systems, and they seem to stop trying
much sooner.

e Thedefault trigger for many eventsis 10 occurrences inside 5 minutes. At our
site where most SSH users are what you might call “sophisticated” we could
probably tighten thisto (say) threelogin failuresinside 5 minutes. On the other
hand if we had alarge number of users the probability that any given user would
enter the wrong password would be somewhat higher, and “3 in 5” might be too
restrictive.

e Oncewe get PMDF upgraded on our primary server we will ook at implementing
IPSfor PMDF s IMAP, POP3 and SMTP servers. All of them are popular targets
for password-hunting netbots.

If you run MultiNet at your site and you suffer from intrusion attempts, have alook at
IPS - it might be just what you need!

For More Information

The author will be happy to field enquiries of atechnical nature about MultiNet IPS or
indeed any aspect of MultiNet or PMDF; please send your enquiry to
jeremy@vsm.com.au (For technical support about a specific problem please use your
usual support channel.)

For general enquiries about MultiNet, PMDF or any other Process Software product
please visit the Process Software web site, http://www.process.com/.

The MultiNet documentation can be viewed on-line at
http://www.process.com/tcpi p/mndocs.html

and the IPS documentation can be found at
http://www.process.com/tcpi p/mndocs53/ADMIN GUIDE/ch32.htm
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Introduction - OpenVMS and Perl a Powerful Match

Although OpenVMS has a powerful command language with its DCL interpreter, there
are everyday tasks which can be solved way more easily using another interpreted
language like Perl which isreadily available for OpenVMS on al three architectures. The
following article is the result of my experiences with Perl on this platform aswell as
some talks covering thistopic | delivered at DECUS and HP in 2008 and 2009. All
examplesin the following were chosen from my own daily work on alarge OpenVM S
system and range from simple code snippets, programs for one time usage to larger Perl
programs running as batch jobs and performing crucial tasks like fetching mail from a
POP3-server and the like.

To make one point clear at the beginning: Perl is not areplacement for DCL but it makes
life much more easier when it comes to parsing and modifying files, socket
communications, data base access etc.

Some Basics about Perl

Let us start with summing up some facts about Perl — although Perl is way too powerful
to be described exhaustingly in afew pageslike this, at least an impression of some of its
basic features may be given for those who have never seen or written any actual Perl
code.

First of all there is one main source of information and enlightenment for the Perl
programmer, the so called Camel Book, “Programming Perl”, published by O'Reilly. This
book is ajoy to read and contains awealth of Perl know how with lots of practical
examples and should not be missing on every desk of a Perl programmer, even an
experienced one.

But now to the promised basic facts about Perl: First of all, Perl was developed initially
by Larry Wall and its name is not an acronym but a retronym with avariety of
interpretations (some people claim that it stands for “Pathological Eclectic Rubbish
Lister” but “Practical Extraction and Report Language’ fits better). Perl isamodern
interpreter language — in fact, the interpreter does aterrific job so Perl programs tend to
run surprisingly fast, even on slow machines like aVAX (compare that with Javawhich
does not run on aVAX at all). Furthermore Perl runs on awide variety of architectures
and operating systems (maybe even more than Javais available for) making it alanguage
for really portable applications. Perl is extremely powerful and concise and thereisa
plethora of modules readily available for nearly all purposes. Perl's basic philosophy is
“There is more than one way to do it” (compared with other languages like Python which
try to force the programmer to only one way to solve a problem which is good for the
bondage and discipline fraction but not for those of uswho like to write elegant code).

Most programmers who are not Perl-aware tend to call Perl an unreadable language,
which isonly true at first sight at best — at afirst glimpse Perl code can really look like
line noise, but for theinitiated Perl programmer code like thisis very readable (compare
it with APL, eg.).
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First of al, Perl does not care about the type of its variables—in fact it isbasically atype
free language. Instead, Perl cares about the structure of variables—in essence there are
three such basic structures:

e Scdars: A scalar variable can hold asingle value at atime. The name of such a
variable is always prefixed by adollar sign likein“$pi = 3.14159265; .

e Arrays. An array isanindexed list consisting of scalars asits elements. The name of
an array variable is prefixed by @likein“my @ntries;”

e Hashes: These are similar to arrays since their elements are scalars, but instead of
numerical indices strings are used to address elements within a hash. The name of a
hash variable is preceded by % as in “ny %lat a;” for example.

Some examples for these basic structures are shown in the following:

ny $pi = 'three_point_one_four';

my @urray;

$array[0] = ' Sonet hing'

$array[ 1] = ' Sonet hing el se';

$array[ 2] = 2.718;

ny %lat a;

$dat a{' name'} = 'Bernd'

$dat a{' occupation'} = 'VM enthusiast"';

Perl supports al of the common control structureslike“i f. .. el se”, “while”,
“do...while”, “for” etc. Every such statement controls a block surrounded by braces
which can not be left out likein C if only asingle statement is to be controlled, so a
typical if-statement has this form:

if (sonme_condition)
do_sonet hi ng;

_

If only asingle statement is to be controlled, a second form of control can be used, the so
called statement modifier:

do_something if condition

Thisis quite similar to spoken English and helps to keep program sources short. In the
following some simple examples of loops are shown:

for (ny $i = 0; $i < 10; $i++) # This is not very comon in Per

{
print “$i\n";
}
for my $i (0..9) # This |ooks nore |ike Perl
{
print “$i\n";
}

print “$ \n” for (0..9); # Afor loop as a statenent nodifier
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As powerful asthese control structures provided by Perl are, much of its power results
from its embedded regular expression parser. Regular expressions really tend to look a bit
like line noise so no reasonable example will be given now as some may be found in the
examples section.

As aready mentioned there is a wealth of modules which can be used with Perl readily
and which are available at a central location called CPAN, short for “Comprehensive Perl
Archive Network”, which can be accessed at http://www.cpan.org and
http://search.cpan.org. Regardless what your initial problem is, you should always have a
look at CPAN first —normally there already is a module which solves at least part of your
problem if not the whole problem at all. Examples for the power of Perl's modules are
countless as you will seein the examples section.

It istimeto give some advices about what to do in general and what not:

Do:

e Be open for the Perl way of solving problems. Perl programs tend to be very short
and powerful, especially when compared with equivalent solutionsin other
programming languages.

e Usefunctionslikesplit,join, map, grep and the like instead of unnecessary C-style

loops.

Use hashes when you need to lookup values.

Always use regular expressions to parse, manipulate or split (complicated) strings.

Be strict and use warnings all the time.

Get the Camel Book.

Do not — do not even think about it:

e ...programin Perl like you program in C or Java or DCL or anything else.

e ..usearrayswhen you can use hashes — especially never ever loop over an array to
find an element.

e ..writelinear narrative code.

How does one get arunning Perl installation on an OpenVMS system (or any other
system as well)? Basically there are two ways to get a Perl interpreter up and running on
agiven system:

1 Y ou can use a precompiled package — for OpenVMS there is a HP-supplied
distribution kit, for other platforms there are equivalent such kits available.
2. Get the sources and compile, link and install the system yourself.

Personally, | aways prefer the second method since | like to know what isreally running
on my system and sometimes | want to do things differently compared with a
precompiled installation kit. (Compiling a Perl system on an Alphaor Itanium systemis
fast, but on aVAX this can take several hours, so be prepared!)
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Asall of you know (and love), OpenVMS is different from (and superior to :-) ) other
operating systems which hasto be taken into account when porting or writing software.
There are quite some modules to be found on CPAN which encapsulate OpenVMS
specific tasks like interfacing the mail system etc. In addition to that there are modules to
handle operating system specific tasks as transparently as possible which should be used
whenever possible to yield operating system agnostic code.

In the following a short and definitely incomplete list of modulesis shown which are
especially useful in an OpenVMS environment:

VMVB: : Devi ce —interface to $GETDVI and the like.

VMS: : Fi | espec — converts between OpenVMS and UNIX filespecs.

VMVS: : Fl at Fi | e — use hashes to work with index files.

VMB: : | CC—intracluster communication services.

VMEB: : Mai | —interface to the OpenVMS mail system.

VMVS: : Process — manage OpenVMS processes.

VMB: : Queue —work with queues and their entries.

VMS: : St di o —file operations like binmode, flush, vmsopen etc.

VMB: : Syst em— retrieve system information.

Fi | e: : Basename — System independent operations on filenames and the like.

Having al thissaid, it istime to show some real live examples of Perl in an OpenVMS
environment.

Examples

Some of the following examples, especially the ssmpler ones, are accompanied with their
source code which may be of interest, athough more complex examples are only
described textual with some code snippets. (If you are interested in the source code of one
of these more complex examples, please feel free to contact the author directly by mail.)

Programs for one-time-usage

Many everyday tasks require that system administrators as well as programmers solve
unexpected problems like clever pattern matching, parsing logfiles etc. which are not
readily handled with standard DCL tools. Many of these problems can be solved on the
fly using a couple of lines of Perl code.

Perl can be used as a command linetool like awk for example. This can be very useful
when you have a puzzling problem which does not deserve areal program but
nevertheless needs a clever data conversion on the fly or something like that. Since there
are avariety of command line options for Perl which are useful in this context, only
simple examples are given in the following (more information may be found elsewhere
like the Camel Book).
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Adapting configuration files to VMS

Once | inherited a configuration file transfer.ini which looked like this (but contained
literally hundreds of such sections):

[ 1 oggi ng]
| og = log/transfer.|og
ticket = log/ticket.|og
[tenpl at es]

ticket = tenplates/ticket.tpl

mai | = tenplates/mail.tpl

Of course, these pathnames are not very OpenVMS like and it would have been quite
cumbersome to edit all of the manually. Now one could write a Perl program reading the
file, performing the necessary changes using regular expressions and then writing the
result back to disk. Since tasks like these are commonplace, Perl can be used as a mighty
command line tool for performing in-place edit operations like transforming the
pathnames in the example above into valid OpenVMS file names. In the example shown,
this was accomplished with the following command line:

$ perl -i -pe “s/M(.*\s*)=(\s*)(.+)\/(.+)/$1=$2\[\.$3\]3$4/” transfer.ini

It looks abit like line noise, right? What does it do? First of al it loops over al linesin
transfer.ini and matches lines which contain an equal sign with astring to its left and two
strings separated by a slash to its right. These three strings are captured using parentheses
and then the line which matched this expression will be substituted by anew line
constructed out of the parts just captured. Applying this single line statement to the
configuration file shown above yields a new version of thisfile with the following
structure:

[ oggi ng]
| og = [.log]transfer.|og
ticket = [.log]ticket.|og
[tenpl at ed]
ticket = [.tenplates]ticket.tpl
mai | = [.tenmplates]mail .tpl

which is exactly what was desired.
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Repairing HTML files

Another problem | was faced with was that a user of a WASD web server insisted on
creating her web pages using “modern” tools running on a MAC. Unfortunately these
particular tools just refused to generate proper HTML encoding for special German
characterslike “& which should be coded as “&aunt ; ” in HTML. Instead these tools just
insert “& which resultsin a completely bogus display of the resulting web page. This
problem can be corrected on the fly with a Perl call like this:

$ perl -i -pi “s/\xC3\xA4/\&um \;/g; s/\xC3\xB6/\&um\;/g;
s/\xC3\ xBG/ \ &uum \; / g; s/\xC3\x84/\ &Aum \;/g; s/\xC3\x96/\&0um\;/
g; s/\xC\x9C&\&Uum \;/g; s\xC3\x9F/\&szlig\;/qg;” [...]1*.htm

OK —it redlly lookslike line noise, but it can be easily put into a DCL routine which can
be called after each upload of HTML files by this particular user and thus correcting the
problem on the fly. This very specia user (my beloved wife, to be exact) also wanted to
include a background picture into her web pages which the tool used just does not
support. Using Perl it was simple to extend the generated HTML-code by a proper
backgr ound- i mage-directive, too.

Making sure that a large LaTeX document is consistent

Another problem came up when | wrote areally large book using LaTeX without using
BibTeX (whichis stupid, but the project grew from a pet project to a major project and
when | realized that the ssmple bibliography of basic LaTeX was not really powerful
enough to cope with the bibliography, it was literally too late to switch to BibTeX).
Having avery long list of literature, | feared that some entries could have been rendered
unused in the text body due to changesin its structure etc. Although LaTeX tells you
when you cite something which is not defined, it does not tell you if you have
bibliography entries which are not cited which is annoying.

A typical entry has the form:
\ bi bi tem{ zachary} %book

G Pascal Zachary, \emph{Endl ess Frontier — Vannevar Bush,
Engi neer of the American Century},

The MT Press, 1999

while acitation looks like
cf. \cite{zachary}[p. ~142]

Having a document with more than 120000 lines of LaTeX code resulting in about 600
pages of text with more than 600 bibliography entries, a solution was necessary to make
sure that no entry went uncited. This was accomplished with the following Perl program
which reads in the complete LaTeX source code with a single statement and parses this
for al citationsin afirst run while building a hash containing these citations. In a second
run through this data all bibliography entries are processed and amessage is printed for
every bibliography entry without a corresponding citation:

© Copyright 2009 Hewlett-Packard Development Company, L.P



use strict;

use war ni ngs;
die "Usage bib.pl <filenane.tex>\n" unless @RG/ + O;

ny $dat a;
open ny $fh, '<', $ARGV[0] or die "Could not open $ARGV[O]: $!'\n";
{
| ocal $/;
$data = <$f h>;
}

cl ose $f h;

ny %ite;
$cite{$_}++ for $data =~ m\\cite\{(.+?)\}/g;

$cite{$_} or print "$_\n" for $data =~ m\\bibitem {(.+?)\}/g;

Parsing a Log File and Generating Some Statistics

Some months ago | had to parse alog file containing entries like these:

[ LOG SYSTEM 2008 May 13, 14:15:26 (886)| ENG NE. bat ch]

Loaded 16 events in 497 milli Secs

[ END|

[ LOG SYSTEM 2008 May 13, 14:15:55 (281)| Ri sk| Bat chJob]

Tinme to execute Scenario 24902 ns

[ END|

[ LOG SYSTEM 2008 May 13, 14:15.55 (283)| Ri sk| Bat chJobThr ead]
Time to execute Scenario 13662 s

[ END|

| was asked to calculate the arithmetic mean and possibly other values of the time
necessary to execute scenarios and thus wrote the following short Perl program:
use strict;

use war ni ngs;

die “Usage: stat3 \"yyyy nmmdd\” \"hh:mmss\”"\n” if @RGV != 3;

my ($file, $date, $min_tine) = @GRGV,

ny @al ues;
open ny $fh, '<', $file or die “Could not open $file: $'\n";
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local $/ = "'[END";
while (nmy $entry = <$f h>)
{
my ($time, $duration) = $entry =~

mA~ +\ . +\ | $date,\s(\d\d:\d\d:\d\d\s). *execute
Scenario\s(\d+)\sns/s;

push (@al ues, $duration) if $tine and $tinme ge $mn_tine;

}
cl ose $fh;
print 'Average: ', in(eval (join('+ . @alues)) / @alues) / 1le3,

s (', @alues + 0, “)\n"” if @alues + O;

Of course, the simple arithmetic mean could have been calculated in the main loop
without the need of storing all values captured from the log file into an array but since it
was not clear if more complex calculations might be necessary, it was decided to save all
values first and use them for the calculations in the next step. Thisled to the funny way
of computing the arithmetic mean by concatenating all array elementsin asingle long
character string, joined together with '+'-characters. This string is then fed into an eva
which is not efficient but shows what can be done using a dynamic programming
language like Perl.

Are there any files with W:WD-rights on my system disk?

Another day | was asked “How can you be sure there are no files on your system disk
which are writable by WORLD?" Good question — this calls for a short Perl program,
too, which shows how external commands and functions can be called using backticks
while capturing their output into program variables:

use strict;

use war ni ngs;

ny ($fc, $nt) = (0, 0)
for my $line ("dir/prot/width=(file=60) [...[")
{
ny ($file, $w) = $line =~ m (. +)\s+. + (.*)\)/;
next unless $file;
$f c++;
print “$file\n” and $nc++ if ($w =~ m[WD]/);
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print “$fc files processed, $nc are world witable/deletable!\n";

It turned out that no files were endangered by wrong protection settings and yes, the
program was tested by creating afile with W:WD rights deliberately.

Migrating a MySQL Database to Oracle/RDB

Another one time script which proved itself being very useful was written to migrate a
MySQL database running on a LINUX machine to an Oracle/RDB system running on an
OpenVMS system (cf. “Bringing Vegan Recipes to the Web with OpenVMS’,
OpenVMS Technical Journal, No. 8, June 2006). All out of the box attempts to solve this
problem did not work directly due to the very different output/input formats regarding the
generated files. A first attempt to transform a MySQL output file into a suitable load file
for Oracle/RDB proved to be quite complicated and having much overhead, so it was
decided to give up this approach and try an online approach using asimple Perl program
to connect to both databases at once, reading data from MySQL and writing it directly
into Oracle/RDB.

The resulting program turned out to be quite generic and only expects the necessary
database connection parameters as well as alist of tables to be copied. The copy
operation itself was faster than expected and even outperformed the first attempt using
file based export/import with an external transformation routine implemented in Perl.

Larger Perl Programs
Many problems which occur on aregular basis can be solved using Perl, too. Examples
for such problems are:

o Generating ssimple web server statisticson adaily basis.

e Fetching stock market data from aweb server and storing it into aMySQL
database.

e Fetching mail from a POP3 server in regular time intervals and distributing these
mails to the OpenVM S mail system.

e Sending outgoing mailsto an SMTP server requiring authentication which is not
currently supported by OpenVMS's TCPIP stack.

e Caching results from database queries to speed up execution time of programs
requesting data from a database etc.

These four examples will be described briefly in the following showing the power of Perl
in larger applications:

Simple Web Server Statistics

After observing that the WASD web server running on an OpenVMS system was
unexpectedly busy, asimple web server statistics was to be programmed to see which
files were requested how often. All in all aresult like this should be generated:
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This was accomplished after only a couple of minutes with the following short Perl
program:

use strict;

use war ni ngs;

die "File name and account nanme expected!\n" unless @\RGY ==
ny ($log file, $account) = @RGV

open ny $fh, '<', $log_file or die "Unable to open log file $log file,
$I\n";

ny %rat ches;
while (nmy $line = <$f h>)
{

ny ($ip, $key) = $line =~ m~A(\d+\ . \d+\ . \d+\ . \d+). *"GET
\/$account\/(.+?)\s/;

next if !$ip or $ip =~ '7192.168.31";

$key =~ s/"//g;

$key .= '"index.htm"' if $key =~ m/$:;

$mat ches{ $key}++ i f $key =~ m (htnml | pdf |t xt) $/;
}
cl ose $fh;

printf "o9bd: %\n", $matches{$ }, $_

for (sort {$matches{$b} <=> $matches{$a}} keys(%ratches));
A couple of months later my friend Michael Monscheuer wrote an equivalent web server
statistics script in pure DCL which was much (very much, in fact) longer than the
program shown above, although | have to admit that his solution seemed more easy to

read at first sight, but due to the sheer amount of code this impression faded rather
quickly.
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Fetching Mail from a POP3-server

Sometimes it would be desirable to fetch mails from a standard POP3-server and make
these mails available in the OpenVM S mail system so the system's users can access their
mails using MAIL or a suitable webinterface like yahmail or soymail. To make this
possible, a Perl written batch job is required which pollsin regular intervals a variety of
POP3-servers and their associated mailboxes, fetches mails and distributes these mailsto
the various users of the OpenVM S system.

The overall Perl code for implementing this batch job consists of only 140 lines since
most of the really complicated subtasks were aready implemented in the following
modules readily found on CPAN:

e Net:: POP3 —client interface to the POP3-protocol.

e |10 :File—filecreation and access methods.

e POSI X gwt npnan) — used to create temporary file names.
e VMs:: Mai | —interfaceto the OpenVMS mail system.

When it is possible to receive mails, it would be nice to be able to send mails, too, as the
following example shows:

SMTP-Proxy

Almost every current mail provider requires that its clients authenticate prior to sending
mail viatheir SMTP server(s). Unfortunately, authentication is not supported by the
TCPIP package for OpenVMS. Since arequirement was to send output mail directly from
the OpenVMS system, i.e. without an intermediate proxy system like aLINUX host or
the like, it was decided to implement a small SMTP-proxy in Perl running on the
OpenVMS system itself.

This proxy connects on the local machine to port 25 and listens for outgoing mail while
another connection is maintained to port 25 of the provider. Every outgoing mail is
parsed and enriched with the necessary authentication information before being sent to
the provider which solved theinitial problem quite easily.

This SMTP-proxy makes use of the following modules yielding an overall code size of
only 68 lines of Perl code:

e Net:: ProxyMd —thismodule allows easy TCPIP-packet modification.
e M ME: : Base64 — MIME-encoding and -decoding.

e Tie:: Ref Hash —alows using references as hash keys.

Database-Proxy

Sometimes it is desirable to perform database accesses not directly but via a proxy which
might either contain some business logic and/or cashing mechanisms to reduce database
load and to speed up the application at the cost of some additional memory consumption.
Since aformer article already described this Perl based proxy in detail (cf. “Bringing
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Vegan Recipes to the Web with OpenVMS’, OpenVMS Technical Journal No. 8, June
2006) only the obtained speedup of afactor of 10 obtained with this proxy should be
noted here.

Conclusion

Over the yearsit turned out that Perl is an invaluable tool for solving everyday problems
aswell asfor writing large and complex programs running interactively as well asin
batch mode. Especially in an OpenVM S environment which often poses very special
needs when it comes to system connectivity, interfacing and the like, Perl can be
employed with much benefit.

Perl does not consume too many resources and isreally fast for an interpreted language
so it even runs very well on smaller VAX systems (where not even aJVM is available).

It isimportant to realize that Perl is not just a“scripting language” as it is sometimes
called. Instead it is mighty programming language and programming environment, thus
Perl should be taken serioudly. So, have fun with Perl and OpenVMS — a perfect team for
all of us.

For More Information
The author can be reached at ulmann@vaxman.de.
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Introduction

HP s OpenVMS platform istypically used to host mission critical applications with
stringent service level agreements —down time is definitely not an option. The personnel
responsible for managing the OpenVMS platforms must have accurate, real time metrics
and analytic capabilities at their disposal in order to assure that these mission critical
systems are always performing the way they were intended to, and that the applications
and services hosted on these machines are always available to the user community. The
reality isthat IT organizations cannot expect to manage OpenVMS and other business
critical systems with the commodity solutions available from a myriad of software
vendors, these systems need to be managed using software that is purpose built for
OpenVMS.

IT organizations face alitany of challenges when looking to effectively manage and
monitor any system for performance and capacity planning, let alone the business critical
systems responsible for most of the workload and much of the revenue coming into the
business, including:

e Understanding the IT resources needed to effectively deliver servicesto interna
and external customers.

e Balancing service requirements and available resources to support those
requirements effectively.

e Centralizing data and administrative/management capabilities.

e Rapidly identifying the root cause of performance, bottleneck or response time
issues, eliminating finger pointing among departments or teams (IT versus
Network, and so on.)

e Preventing outages or performance issues prior to them having a negative impact
on business

e Minimizing the time the anal ysts spend in poring over massive amounts of
disparate data from multiple sources.

e Eliminating silos or point solutions without sacrificing management capabilities.

e Extending thelife of existing IT assets to reduce costs.

e Getting things accomplished in a proactive, real time fashion as opposed to being
in constant reactive mode.

Most performance management and capacity planning software packages do not provide
the breadth or the granularity to help the IT organization even come close to addressing
these challenges. To make things worse, most IT organizations are using multiple
applications to manage the performance of their infrastructure, creating problems around
disparate and conflicting data and multiple data sources, burdening even further the
analysts that spend most of their day poring over this data.
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SightLine for OpenVMS

SightLine Systems has been providing performance and capacity management solutions
to large enterprises for almost 30 years, and has been delivering VAX and OpenVM S
solutions for 20 years. SightLine's applications are purpose built to support complex,
mission critical systems. With SightLine, system administrators can collect current and
historical information through a centralized console, providing real time status of your
entire OpenVMS environment. SightLine’'s OpenVMS solution provides several key
benefits, including the abilities to:

e Detect, diagnose, prevent and predict dataloss and downtime through a wide range
of analytics and automation.

e Monitor multiple OpenVMS systems (as well as other mission critical platforms)
concurrently.

e Improve overall performance through proactive system tuning and troubleshooting
and the ability to track and monitor afull array of OpenVMS specific parameters.

e Provide full support for the performance, reliability and availability offered by
OpenVMS and its related resources via monitoring and managing OpenVM S
clusters.

Commodity solutions will not allow usersto have the visibility needed to manage
OpenVMS systems effectively. Because they have been purpose built for OpenVMS,
SightLine’'s solutions alow for the most efficient monitoring of those platformsin real
time, and provides the granular, in-depth information needed to manage these systems
effectively, including the following:

CPU Statistics

Modes Metrics - The Modes metrics describe CPU utilization both in total and by
component parts. Each metric is expressed on a scale that has zero as its minimum and
one hundred times the number of active processors (Active CPU Cnt) as its maximum.

States Metrics - The States metrics describe the scheduling State Queues. OpenVMS
assigns processes to those queues so that their scheduler can prioritize their use of system
resources. SightLine delivers the number of processesin each of these states, aswell as
total processes on the system. SightLine also provides the count of processes on the COM
gueue to indicate how many are Batch, Interactive and Network processes.

Memory Statistics

MPW Metrics - The Modified Page Writer (MPW) metrics describe the nature of
activity, and performance of the Modified Page Writer Mechanism, which is the portion
of the OpenVM S Swapper that maintains the Modified List.

Page Metrics - The Page metrics describe the behavior and performance of the
OpenVM S memory management software. The metrics Modified List Size, Free List and
Zeroed List Size measure the three respective components of the Secondary Page Cache.
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The remainder of the Page metrics reported by SightLine measure the rate at which
various memory management activities occur.

Pool Metrics - The Pool metrics describe memory that OpenVMS alocates for its own
use and the use of its requesting processes in the pool (including both Paged and Non-
Page Pool). Pool metrics include request, expansion, and failure rates for both types of
pool.

1/0O Statistics

Disk Metrics - Disk metrics describe the level of activity and performance of your disks.
All disk metrics except Disk Count are subscripted, which means that for each metric
SightLine provides avalue for each device on the system. This allows you to display and
analyze the performance of each individual disk relative to Operation Count, Queue
Length, Disk Errors, Response Time, Disk Space, and Read and Write Rates.

Disk Controller Metrics - SightLine can report on many disk, HotFile and XFC metrics
on a per-controller basis, for use by those who want to balance |oads between multiple
Fibre Channel paths.

FCP Metrics - The File Control Primitive (FCP) metrics describe the performance of the
OpenvVMS file system. They can be monitored to determine the nature, efficiency, and
system impact of file operations.

XQP Metrics — The XQP metrics include cal rates, XQP disk read and X QP write rates,
Cache hits, CPU time, Window hits, split transfers, XQP page faults, allocations, file
creations, volume lock waits, erases, and window turns.

I/O Metrics - The 1/O metrics describe system-wide input/output activity. Once you
become familiar with their behaviors during periods of normal activity, you can detect
abnormalities by setting thresholds on those that affect (or reflect) your system’s
performance. Using these abnormalities as an investigative starting point, you can
quickly pinpoint performance problems within your 1/0 subsystem. I/O metrics include
Direct and Buffered I/O Rate, Log Xlate Rate, File Open Rate, Process Inswaps Rate, and
Open File Count.

MSCP Metrics - The MSCP metrics describe the nature of activity, level of activity, and
performance of the Mass Storage Control Protocol, which provides cluster-wide access to
local devices.

Files Metrics - The Files metrics describe the levels of activity and the performance of
the system-wide file system, including the file system caches and other indicators. File
system cache metrics include Tries, Hits, Hit Rate, Misses and Index for FIDs, Extent
Cache, File Headers, Directory FCBs, Quota, Bitmap, and Directory Data.

Virtual I/O Cache Metrics — The Virtual 1/0 Cache metrics describe the nature of
activity, level of activity, and performance of the Virtual 1/0 Cache, which was
introduced to OpenVMS beginning with v6.0 on VAX and v1.0 on AXP systems. The
Virtual 1/0 Cacheisasingle, file-oriented cache designed to improve 1/0O performance on
stand-alone and clustered systems. For the Virtual 1/0 Cache, SightLine can report total
pages, bytes, free pages, free bytes, pagesin use, bytesin use, read attempts, read hits,
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read hit percentages, write attempts, write hits, write hit percentages, read bypasses, write
bypasses and files retained.

eXtended File Cache (XFC) Metrics — SightLine collects XFC metrics from
OpenVMS v7.3 and later. SightLine gathers all XFC performance data, including XFC
Cache, Disk, and 1/0O Size information.

Network Statistics

DECnet Metrics - The DECnet metrics describe the level of DECnet activity on your
local system. DECnet metrics include Arriving Local and Transit Packet Rates, Departing
Local Packet Rate, Transit Congestion Loss Rate, and Receive Buffer Failure Rate.

Ethernet Metrics - SightLine provides information about Ethernet Performance and
Levels of on the system, including Blocks Sent and Received, Data Overruns, Fails,
Errors, and Buffer Availability.

SCS Metrics - The SCS metrics describe the level and activity of performance of the
System Communication Services. The SCS metrics are subscripted, which means that for
each metric, SightLine measures the activity for each virtual circuit. SCS metrics include
Datagram Send and Receive Rates, Message Send and Recelve Rates, Connection Queue
Rates, and additional metrics related to Block Data Transfers.

SYSGEN Statistics

Dynamic SYSGEN Metrics - The Dynamic SY SGEN category contains System
Generation parameters that you can change while the system is running. In other words,
you can implement changes to Dynamic SY SGEN parameters without rebooting your
system. In some cases, changes to these parameters take effect almost immediately. Other
times, changes take effect only after certain non-routine external events occur. Wherever
possible, the SightLine data dictionary displays the effective time of any changes you
make.

Satic SYSGEN Metrics - The Static SY SGEN category contains those System Generation
parameters that can be implemented only by changing their values using the OpenVMS
SYSGEN (or SYSMAN), or AUTOGEN utility and rebooting the system.

HoftFiles Statistics

The HotFiles statistics show the files that have the most activity. The activity may be
based on the number of reads/writes or the amount of data read/written. A user-defined
minimum “score” can be used to determine the level of activity afile must have for a
given interval beforeit is considered a“HotFile”. The user may also choose (by
filename) which files to include or exclude from HotFiles report, for example, one could
chooseto ignore al .EXE files from the statistics.

Workload Statistics

SightLine can be configured so that process data (CPU usage, page faults, Direct 1/0,
Buffered 1/0, average memory usage, image activations and total process count) can be
reported based on Groupings you define, dividing the processes into separate workloads
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according to UIC, Account Username, Processname Image, Mode or combinations
thereof. This makes it much easier to identify rogue users or applications, and is used by
some customers for chargeback purposes.

Lock Manager Statistics

SightLine can report rates for new and conversion enqueues, enqueue waits, enqueues not
gueued, dequeues, blocking ASTs, deadlock searches, deadlock finds, total locks and
total resources.

Distributed Lock Manager Statistics

SightLine collects metrics that describe the activity required for the Distributed Lock
Manager to synchronize operations across a clustered system. Reported metrics include
rates for incoming and outgoing messages in support of each of the Lock Manager’s
functionsin the cluster.

Virtual Balance Set Statistics

Rates can be reported for bytes read, bytes written, real and virtua transitions, map buffer
alocations, real sot availability, virtual selection failure rates, virtual map hit rates, map
count, fluid balance, recopy rate, and Virtual Balance Set CPU time.

DEC Distributed Transaction Manager Statistics

DDTM isthe protocol used for two-phase commits by RMS, Oracle Rdb and Oracle
DBMS. As of OpenVMS v7.3.1, HP has also documented it for public use. SightLine can
report on DDTM rates for start, prepare, abort, end, 1-phase commits, remote branch and
remote add branch as well as arange of transaction lengths.

Uptime Statistics

SightLine will report on total uptime since the last boot or uptime for the current month
either on a 24-hour basis for the full week or divided according to a schedule of selected
time periods.

Galaxy Events

For systems that are instances in an OpenVMS Galaxy, SightLine can provide
notification of various Galaxy-related events, such as other instances joining and leaving
the Galaxy, CPUs becoming active or inactive in the instance, CPUs joining or leaving
the configure set for the instance, updates to the Galaxy configuration tree, modifications
to CPU /0 preferences, and time differential changes.

Galaxy Statistics

For ongoing data pertaining to a system which is an instance in an OpenVMS Galaxy,
SightLine can report shared memory statistics (total, used, free, bad and CPP count),
CPUs active, made active, made inactive, added to the configure set, leaving the instance,
instances joined, Instances |eft, Tree updates, potential CPUs, number of times the
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Galaxy has been incarnated, as well as, identification information regarding the particular

Galaxy member.

Contact Information

SightLine Systems Corporation
11130 Fairfax Boulevard

Suite 200

Fairfax, VA 22030

(703) 563-3000

sal es@si ghtlinesystems.com
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Introduction

As aging hardware keeps chugging along, maintenance costs continue to rise and
replacement parts become more and more scarce. In some cases, that ancient MicrovVAX
isstill running acritical application that has never been ported to another platform. But
since the VAX never crashes and aways comes back up after a power failure, nobody
seems too concerned that everyone who understood the application left the company
years ago. In the back of your mind, you know you should really do something about
that.

Some sites choose to keep the application intact but move it to an emulated VAX running
on some other system, usually at a substantial performance increase and cost reduction.
Commercial emulators can be quite expensive, but open source solutions may not have
all the features required to get the most out of the product.

In response to these concerns, Migration Specialties asked meif a copy of OpenVMS
running under SIMH could be allowed direct access of a CDROM device on the host
computer, whether it was running OpenVMS or Windows. (UNIX systems need no such
enhancement, as pointing a container file specification to /dev/cdrom works with the
standard SIMH version.)

SIMH is a hardware simulator that can act as any one of more than twenty different
machines, but | was asked to concentrate on the VAX 3900 simulator, as it was the most
likely existing configuration to be used by the customer sites we envisioned.

This article explores the challenges and solutions found by the author while adding Host
CD support to the SIMH open source VAX emulator. The solution demonstrates that a
developer may not need a wealth of experience with SIMH in order to add significant
functionality to it, and may serve as atemplate for your own enhancement ideas.

The Plan

SIMH disk 1/0 is based on container files representing disk drives, a standard approach
among many different emulators. A file on ahost device acts as arepository for a bit-for-
bit copy of the entire contents of a disk volume attached to the computer to be simulated.
Previoudly, auser could create a disk image file from the contents of a physical CD and
then attach the image file to the ssimulator. Our goa wasto eliminate thistime-
consuming step and allow access directly to the host CD drive.

The problems | anticipated at the outset were the lengthy delays inherent in CD access
and how to support OpenVMS mount verification and CD volume switching between the
emulated environment and the host.

SIMH disk 1/0 is synchronous, that is, the smulator stops and waits for container file

reads and writes before continuing. Thisistrue whether or not the data are immediately
delivered to the guest OS. Some experimentation would be necessary to determine how
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tolerant OpenVM S would be of these delays, and whether an asynchronous delivery
mechanism would be needed.

Experimentation with CD volume changes and guest MOUNT and DISMOUNT
activities would be needed to determine 1) whether thereis asimple, reliable way to tell
within SIMH itself when the guest has mounted or dismounted a volume and 2) whether
allowing ahost I/O to fail is sufficient to trigger OpenVMS mount verification on the
guest side.

Proof of Concept

| decided to put together the simplest solution to probe these areas. Intercepting what
SIMH thought would be a container file read and redirecting it to a CD device seemed
like the obvious choice. After reading the data, | would insert it into the same buffer that
would have been used for container file data and allow SIMH to proceed from there. How
hard could it be?

The first step was to determine where the 1/0 should be intercepted and how to determine
which of the 1/Os passing through that point were the right ones to redirect. Routine
sim_fread() in source file SIM_FIO was chosen because all container file reads pass
through it. Since writes were to be disallowed, placing the test in the read dispatcher
would automatically prevent writes from being attempted by any new code | would write.
Later testing indicated an improvement might be made possible by moving the test
elsewhere, which will be discussed later.

One of the argumentsto sim_fread() isaunique file identifier, called fptr, that could be
used to identify the I/Os of interest. | quickly decided that for the proof of concept, |
would open a container file as norma when SIMH was initialized, but intercept the I/Os
to that file at runtime and send them to the CD instead. Later, after proving the concept, |
would remove the container file or at least make it into atiny stub file that did not
consume space on the host disk.

The VAX implementation in SIMH uses some of the same code as the PDP11 for I/0.
Specifically the RQ* controllers and disk types are shared viathe PDP11_RQ* code
found in SIMH’s PDP11 source directory. | looked through the code defining device
types and the data structures that represent them in SIMH, finding that due to the number
of bits representing the device type and the number of devices already supported, there
were no available dots for adding a new device type. | therefore used the slot that had
previously been taken by the RA70 device type, the last device in thelist, and also one of
the smaller disk models. | renamed that device PHY CD and copied the remaining values
from the RRD40 device definition aready present in SIMH. | then created a Physical CD
Control Block to store various information related to the PHY CD device.

The next step was to modify the SET and ATTACH commands to recognize references to
the PHY CD type. SET and ATTACH are used when SIMH is started, to define the
devices that will be present on the simulated system and associate them with container
files, respectively. | modified the ATTACH code to open a stub container file and store
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itsfile pointer in the PHY CD control block, so that Physical CD 1/Os passing through
sim_fread() could beidentified viathe fptr argument. | al'so changed ATTACH to treat
the container file argument as a device specification when the device typeis PHY CD.
The new syntax is compared with the existing method below.

Traditional container file examples:

SET RQ1 RRD40
ATTACH RQ1 DKAO;[SIMH]CD_IMAGE_FILE.DAT

New Physical CD access examples:

SET RQ1 PHYCD
ATTACH RQ1 DKB400: (OpenVMS host)

This example causes SIMH device RQ1 to be attached to physical CD device DKB400:
on the host system.

Now it was time to actually redirect an 1/O to the CD drive once it was detected, but the
information passed to sim_fread was still incomplete: The desired length of theread is
present, but the starting position is not. SIMH sets the container file read offset viaan
fseek() before ssim_fread() is called, so | added a similar test at the fseek() to record the
desired starting position in the Physical CD control block.

Since the guest OpenVM S always starts reads on 512-byte boundaries, | did not have to
make any adjustments to the starting position or length of read on an OpenVMS host. On
aWindows host, however, reads start on 2048-byte boundaries, so some calculations
must be performed to read the proper block and extract the portion the OpenVM S guest
requested (and introduce an opportunity for asmall read-ahead cache, since the data
would otherwise be wasted.)

These values were passed to a $QIOW to read the CD and place the data into the buffer
ordinarily used for the container file.

For the purposes of initial testing, | added a$MOUNT system service at SIMH startup to

ensure the CD device would be available. For now, no provision for removing or
switching CDs was included. That would come later.

Initial Testing

Once this bare-bones approach was ready, | booted up a copy of OpenVMSVAX V7.3
with the PHY CD unit attached to device DUA1: and placed a CD in the host drive.

As | anticipated, there were delays of afew seconds whenever the CD needed to spin up,
but the guest copy of OpenVM S was very tolerant of these delays, with no failures or
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errors noticed to date. A given application might be less forgiving, but OpenVMS itself
seems not to mind very much.

Once the CD was up to speed, further reads proceed normally, with no effect on the
simulated system that would be obvious to a human. However, overall system throughput
is reduced during the time the CD is being actively read. Thisis also true of container
files, but is magnified somewhat by the lower performance of CD drives.

It was decided to expand this concept to include support for switching CD volumes,
handling errors and triggering OpenV M S mount verification within the guest OS at the
right times.

Supporting CD Swapping and Removal (OpenVMS)

My initial thoughts were that the OpenVMS and Windows-host version would differ
greatly with regard to handling the user removing or switching the CD in the drive. The
two versions turned out to resemble one another much more than | originally thought, due
to an error | made early in development and didn’t catch until a significant amount of
code had been written. The reader can use my mistake to avoid doing extrawork on any
similar project.

My first attempt at mount verification support on OpenVMS hosts was based on this
generd idea:

| planned to detect mount verification on the host and simply passit into the emul ated
environment. First, | would issue the 1/0 with atimeout event flag. If the 1/0 timed out, |
would check to seeif the host CD isin mount verification. If so, | would cancel the 1/0O,
perform an internal DISMOUNT/ABORT and Mount the CD again. Then | would reissue
the I/O, while simultaneously notifying the guest operating system that mount
verification should be triggered.

It was at this last step where | made a slight mistake by writing all the other code first
before carefully examining the mechanism by which | would notify the guest that
something unusual had happened. Asit turned out, the code worked well, but by the time
it was triggered, it was aready too late to notify the guest OS.

Had | checked in alittle more depth, | would have found that the opportunity to signal
mount verification (which meansto return an offline status for the emulated device) had
already passed. Routine rg_rw_valid(), aseries of validity checks that gets performed
before the I/O is started, is the right place to do this, but is already finished before the I/0
issent on itsway.

In order to get the solution working more quickly, | made the OpenVMS version behave
more like the Windows version (already underway), but left the aforementioned code in
place with an eye toward fixing it at alater date. | envision doing the read preemptively
inrg_rw_valid() and leaving the datain a buffer that can be retrieved later in sim_fread().
In this way, timely mount verification alerts can happen, while avoiding extra steps.
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Supporting CD Swapping and Removal (Windows)

How, then, to support OpenV M S-style mount verification on other than an OpenVMS
host? Some mechanism was required to detect when a different CD appeared in the
drive. | decided to copy the first 2KB of the drive “from time to time,” the exact meaning
of which had yet to be determined. Then, when adifferent CD appeared in the drive, a
different 2K of data would be found in the first block, and SIMH could return “offline” to
the client while simultaneously updating the cached copy of the new data. SIMH could
then continue normally, while the guest OS began its mount verification processing.

In order to have the volume checked on aregular basis, | decided to close the handle to
the host drive after afew seconds of inactivity. Any period of time long enough to
physically switch the CD would trigger this condition, after which SIMH would detect
the new CD.

Regularly opening and closing the handle to the drive does add some overhead, but the
delay happens at the same time the CD is coming up to speed, and so only slightly
lengthens an aready noticeable delay.

Once this mechanism was working, | modified the OpenVMS version to do the
equivaent opening and closing via$DISMOU and $MOUNT. It works as well for
OpenVMS as it does for Windows, but the OpenVMS version aso contains the code
described in the OpenV M S-specific section, which a future version can take advantage
of.

Both the OpenVM S and Windows host version also return “offline” if the CD drive
contains no CD, causing the guest OS to behave as expected. OpenVMS returns “medium
isoffline” if aMOUNT is attempted, or retries once per second when mount verification
isunderway.

Room for Improvement

The code described above represents the first attempt at supporting physical CD access
within SIMH. There are a couple of obvious improvements that can and will be made as
time allows.

First, the inactivity timer test is currently located in the VAX CPU instruction dispatcher.
Thiswas a convenient and reliable place to put it during testing, but isnot ideal. Ideally, a
standard SIMH timer event should be used, which will reduce overhead.

Secondly, the OpenVMS version could benefit from placing aread into rq_rw_valid() for
the reasons described above.

Finally, the code as currently designed sometimes triggers an “offline” signal whenitis

not necessary to do so. Any time a CD volume is switched (and also when SIMH is
started with an empty CD tray), the “First-2K test” will trigger. Mainly, thisis because |
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am currently unaware of agood way to tell when the OpenVMS client has dismounted a
volume. From SIMH’ s perspective, 1/0 simply stops for some period of time and resumes
later. If SIMH could reliably know when aDISMOUNT has occurred, First-2K testing
could be suppressed for the next sequence of 1/0s.

Possible ways to improve this behavior include detecting a guest MOUNT, perhaps by
recognizing the specific block number(s) requested, or by detecting a
DISMOUNT/UNLOAD by some condition recognizable from the PDP11_RQ code.
Currently, a spurious “medium is offline” or transient mount verification cycle remain as
the only obvious bug in the new functionality. It should be noted that the guest OS can
simply retry the operation and everything will work itself out, but it would be preferable
to remove this behavior.

For More Information

Y ou can find the SIMH base source code at http://simh.trailing-edge.com and the source
code and installation kits for the enhanced SIMH functionality at
http://www.MigrationSpecialties.com.

To subscribe to the SIMH mailing list, send a SUBSCRIBE message to simh@trailing-
edge.com.
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