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Chapter 1¢ Introduction

1.1 Purpose

This document is a manual for system administrators on the
Multics system. It does not describe the Iinternal structure of
the system-administration data bases or the proarams which
manipulate them?: consult the MPM SPS and the MSPM for these
detalls. This manual is intended to be a useful quide for the man
who has to set up and run a Multics system,

1.2 Resource Control

The overall job of the Multics system-administration programs is
to control the use of system resources and to keep records about
how thay were used, They must also support ratloning of

resources, porovide system security services, and produce usage
reports and bills as required,

Mul tlics resources are used by logged-in yserss each of whom has
{at 12ast one) porocess under his control, The wuser lIs
identified, when he attempts to 1og iny, by his person ID and his
project 1ID. A process is then created for him, and hlis resource
usage [s metered by varlous hard-core modules, These meter
readings are collected and kept in the Multics storage system;
and are made available to the resource-monltorirg and billing
pDrograms.

In order to log a user in, some process must execute a proaram
which reads the suppllied login regquest Itine and password, and
checks them agains the 1{ist of valid users, also kept In the
Multics storage system. To provide maximum protection for this
segmenty the oprocess In whlch the 1ogln proaram executes Is a
fictitious user of the systemy, called the "answering service.,"
{This oprocess 1Is also callied the "iInltiallzer process,*" because
it Is the orocess created durlng the system In]ltiallzation
sequencay, and the “system control oprocess.') Almost atl
resource-usage metering functlions are performed in t he
initiatizer orocesss The generlic term for ¢the ¢thirty or so
programs which deal with system resource conrtrol Is "user
control®™ or ™"system control.™

The administrative and resource-control functions of Multics
comprisa a sizable subsystem, which, like the rest of the
operating system,. s designed to continue to arow, and to allow
many ootional facllities which a oarticular Installation may
decide to bypass.
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The system administration facllitles are organized into several

functional areasy, with well-defined interfaces. There are six
major areas, each of which contains several subsystems.

1.

Ghe

Hardcore resource multiplexing and metering. The central
cart of the supervisor, especially the Traffic Control, Page
Controtlt, and fault and Interrupt service modules, has
primary responsibjility for providing users with access to
the system®s resources. These modules also keep extremely
fine-grained meters which record the usage of each process.

Ha~dcore Interfaces to the user, The Myltics Storage System
provides DNirectory Control services which organize data for
a wuser and control access to data, and keep fine-grained
meters and quotas on storage uUsage. The Interprocess
Communication facilities allow for synchronizatlion of and
conperatinn betwWween processes.

Nther suoervisor services, 0Other tape and data-management
services are also provided by the Multics sunervisor to
allow users access to system resources and to contro! the
manner In which these resources are used.

System control. User ldentification and logln control,
basic accounting  functions, flle backup, contro! of shared
devices such as llne porinters, and operator communicatlion
are orovided by system control.

System Administration. User reglstration services and
billing operatlons are per formed by the system
administrators. This manual Is primarily a gulde to the
onaration of programs [n the system adminjistration area.

User project administration. Some grouns of users may have
th2 ability +to manage some of thelr own resources., This
manualy and the Multics Project Administrator®s Manual,
describe operations In the user prolect administration area.
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1.3 System administrators

There are three kinds of system administrators?
1. Unrestricted system administrators.
2. Restricted system administrators.
3. Project administrators,

The system administrators are users of Multics tike any other
users. They must log in the same way that other wusers do,s, 3and
when thay log in a process Is created for them In the same way as
for other users, They differ from other users of Multjcs In that

1. They have access to certain segments which regufar users
do not. It Is possibie, but not necessary, for them to have
access to all segments In the system,

2. They use special programs to maninulate the accounting
data bases, In general, these programs do not make
privileged calls? they are ordinary PL/1 programs which
maniputate data in ordilnary ways. The data for these
pragrams, though, are accounting records and control
sagments which normal users have no access to,

3. The system will grant certalin requests for them which it
will not gqgrant for normal wusers. Tn oparticular, the
initializer oprocess will install system tables for system
adninistrators, to change passwords or add new users,

b, Some privileged calls are avallable to the system
administrators. A system administrator is aqulte often a
very exnerlenced system orogrammer, and so some speclal
abilitiesy such as the privilege of belng atle to natch the
system, are avaliable to the system adminjistrators. Almost
no wuse of this ability Is made iIn the deslign of the
system-administration package.

The restricted and unrestricted system administrators are users
on the prolect "SysAdmin". Since they therefore have access to
the system—-adminlstration segments and o»rograms, they can
completaly control the system®s resources. A restricted system
adninistrator has a speclal initlal procedure,

accounts_overseer_
which orovides him with a speclal set of commands designed for

system administration., Although a restricted system
administrator has access control oprivileqges which would
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potentlally enable him to destroy any segment In the system, he
Is trapned in his soecial command systemy, and so can only perform
spaclfic accounting functions,

An unrestricted system administrator can use any Multics command.
(He may alsoc wuse the soeclial command system,) Pecause the
unrestricted system administrator can cause damage to the segment
hierarchy, clrcumvent access control restrictions, and destroy
resource accounting, ontly careful and carefully-trained
programmers with a good knowledge of Multics should operate as
unrestricted system adminlstrators,

Project administrators are in charge of a partlicular prolect, A
system administrator can function as a porolect administrator for
any oroject. TInitiatlly, alt projects are set up with only the
system administrators. If a prolect needs more control over its
usage than the system .adminlistrators c¢an oprovide, they may
delegat=: control of the oprolect to a prolect administrator.
Pralect administrators, too, can cause damage to segments, but
only those of their prolectse. They should therefore be
responsiblie Individuals who are wllling to do the necessary work
to keeo npnrolects running smoothly. Prolect adrinistrators are
usually normal Multics programmers who have taken on additional
responsibititiest they are glven no speclal command systems, but
certaln commands will work for them which wlit not work for
non-admirjistrators.
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1.4 Definitions

A person iIs a human beling or something (such as a daemon) that Is

treated {lke one by the system. Each registered person is
ldentified by a string of one to 22 characters, bealnrlng with a
caoita! letter, called a person ID, which is unique within the

installation. Usually, the person ID [Is the person®s iast name,
Each operson has several attributes which the system remembers,
incltuding a personal password and a default prolect 1IN, These
items, along with |Information about the user such as full name
ani title, majling address, and programmer number, are maintajined
by the system administrators.

The term yser is used In two different ways. HWe often speak of a
logged-in person as 3 user, and, sometimes, use the term to refer
to the process which the user is controlling from hls terminal,
Esoeclally [In the context of user control, however, we apnly the
term yser to any member of the set of users (in the first sense)
who c¢couyld loa 1in. In other words, we speak of 3 user as 2a
registered identity.

A prolect is a groupning of users for resource control opurposes.
Each oroject 1Is identiflied by a string of from one to nine
charactars, beginning with a capital letter or a dlglt, called a
Prolect IDy which is unique within the instattation.

fFach wuser |is assoclated with a project. The user ls identified
for access control! purposes by the concatenation of his person ID
and his pro)ect ID. A person may be registered as a user on more
than ona prolject? we consider him to be two different wusers in
this case.

Since the nrolect 1ID makes up the second component of each
user's 3ccess control name, permission to log In on a prolect
confers the ability to reference certain segments,

The list of persons who may log Iin on a project [Is contalned In a
segment within the Multlcs storage system, This segment s
accessible only to the system and to the system admlnlistrator,
Tha segment Is known as a prolect definitlon table (odt). There
is one entry in the pdt for each user, which contains the wuser'’'s
attributes and usage information for the current month.

Each oproject has an administrator associated with its The
administrator for a prolect may be the system administrator, or
tha pralect administrator may be some other user of Multics.
Prolect administrators wil! receive monthly usage reports
describing the activity of users of the oroject,

A prolact directory is established for each oroject. This
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directn~y ls contajned [n the directory ">user_dlir_dir". It
usually contalns a home directory for each user of the prolect,

although the project administrator may specify some other
arrangement., The prolect dlrectory has a disk gyotasy whilich
limits the total amount of disk storage which ¢the oprojlect may
occupy. The prolect administrator may subdivide this quota among
directnries Inferlor to the project directory, nor he may elect to
altow some or all of the directories Iinferlor to the oproject
directory to have 3 7zero quota, and to charge thelr usage to the
nraject directory quotae.

Each project Is a member of a lgad gontrol garoupy which 1is a
arouning of prolects which share a guaranteed access to the
system, FEach load control aroup has a guota of “primary"™ 1toad
units ahlch represents a quaranteed number of users from the
grouo who witl be able to tog in., Users Iin excess of the grouon°‘'s
quata will be allowed to log In If the system s not full, but
will be subjlect to preemntlon by primary users from other grouns.
The oproalect administrators for the bprolects of a group may
cooperate to control who from the group may have corimary status,
and for how Inng.

The load control agroun feature can be used to satisfy large
customers of the system, whlle oprotecting the small wuser's
abillty to be able to access the system. Thls feature of Muttics
Is optlonal, thought an installation may simply put al! users Iin
the sam2 group and byoass the facllity entirely.
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2.1 >system_controi_dir

The most important directory for the system—administration
nraarams 1Is the [nitiallzer®s home directory,

>system_control_dir

This directory, right off +the rooty, contalns those segments
referenced by the [nitjalizer durilng the processes of

1. Loggling In 3 user

2e Logaing out a user

3. Accounting for user usage

4. Installing new system-administratlon tables
5. System startup

The contents of this directory Include the following speclal
seqments?

lines the list of GIOC channels to accept dlaltups
and logins from, re ferenced at systenm
start-up.,.

sat the System Administrator®s Table, <containing
an entry for each legal prolect plus some
per-system quantlties,. This table Is

referenced at every togln, to vatldate the
user®s prolect ide.

installation_parms instaliation-deflined constants, including
shlft definitlions and nrices

pnt the Person Name Table, contalinlng the
Identification of all reaglstered persons,
This table lIs accessed at most logins, to
determine the user®s password,.

I0__accounting the I0 daemon accounting records, one “card"™
per orint or punch operatlon

stat_seg on-ltine system statistics samp!led every
accounting update

answer_table a table which has an entry for each fterminal
Iiney, with the name and accounting data and
process Id of the user loaged In on |t

whotab the oublic tist of 1ogged-Iin users

absenteea_user_tab the "answer_table”™ for absentees
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absenteaN.ms the absentee user Job queue for queue N
ont.ht a hash table for the pnt

message_of_the_day a message typed by the user oprocess during
the normal process startup

orn)_admnin_seg a segment publishing the Initial]lzer®s event
channel used to signal updates of
system-control! tables by administrators

o3 the Initializer®'s 1og of events of Interest.
Many (initializer messages are typed to the
operator and also recorded in this segment.

admin.ec a special seament givinog segquences of
commands whlich operators may be allowed to
execute as macro-operatlions,

login_help a segment which is typed [f a user says
"help*"™ instead of “login™

master_group_table a table giving the auaranteed 1oad units for
each l|load control group anrd 1listina the
groups"' current OCCUDANCY. This table ls
accessed at each login to determine whether
the attempted 1login would overload the
system,

In addition, other segments may be kept In >system_control_dir,
such as segments necessary for system reloads,

There are two subdirectories of »>system_control_dir which are
important. The first directory,

>system_control_dir>odt
contains a pdt for each legal prolect. Whenever a user 1oas in,
his pdt entry ls tocated In his prolect®s opdt, and the user°®s
attributes are wused to Initialize his process. The usage data
flogures In these pdt®*s are updated while the system is running.
The secand subdirectory,

>system_control_dir>install

is used when an administrator reguests the Installation of a new
copy of a system table.
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2.2 >user_dir_dir>SysAdmin

Another important directory Is the system administration®s
prolect directory,

>user_dir_dir>SysAdmin

and the directories and segments Inferior to It.

2e¢2s1 >user_dir_dir>SysAdmin>admin

All data segments pertaining to system adminlstration should be
kept in a single directory inferior to >udd>SysAdmin, A+ MIT,
this directory Is called

>udd>SysAdmin>admin
It contains the following?

urf the user registration segment, giving names
and addresses, and person ID°s. This segment
Is used when a person Is reglstered, to
guarantee that his person ID s unique at the
Installiatlion,

urf.ht a hash table for thls segment

reqfile the requislition segment, containing account
number, bllting address, total charges, and
requlsition number for each usage account,

prolfitle the prolect segment, containing descriptive
Information about each projecty, Including
title, supervisor addressy, and disk storaage

usage.
miscfitle the miscellaneous charges and credits }journat
pmf.archive an archive of all pmf®s for prolects run by

the system adminlstrator

PNT.ont a copy of the system pnt
pnt.ht a hash table for this segment
smf.cur the current smf This Is converted to a sat by

"cv_smt"™
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smf,cur.sat

disk_stat

installation_parms

lines

smf.new

cutrpt

sumry

diskreport

delegated_pmf,archive an

daemon_hackun.ecC

meter_data

today.use_totals
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3 copy of the current sat

a seqgment giving disk quota and usage for alil
directorjies with ouota

a backup copy of the same seagment in
>system_control_dir
a backup copy of the same segment in
>system_control_dir
the next verslon of the smf, some commands
make changes to this segment., A11 changes can

be put iInto effect by typing “new_smf™

a report, showing accounts which are cut off,
prepared dally

a renport of account status, prepared daily

a report, giving prolect disk usage, prepared
on request

archive of all pmf*s for delegated
prolectsy, glving the pmf at the time of

delegation. Changes by prolect administrator

are ngt reflected,

this segment becomes an *absin™ segment at
the end of the month whilch 1ilsts all daemon
use

a copy of the contents of
>system_control_1>stat_seqg, made every day,
for use In generating system statisticatl
reports.

a statisticat data base which describes
month-to~-date system resource avallabltity

and usage,

yesterday.,use_totals the previous day®s copy of today.use_totals.

daily_raport.control

system.report

oldpmf.archive

a2 segment which describes which oprolects
will be summarlzed under each category In the
daily and monthily statistical reports.

the dally statistical report,

an archive of omf*s for deleted nrojects
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PNT.ontn previous cooles of the pnty In case of crash
smf.oldn previous copies of the smfy Ir case of crash
daily_1o2a_N extracts from the system 1logs prepared for

printing each day

1oq_sel2wct_file a segment which controls the program
"daily_log_nrocess” in its selection of
messages from the 1oa for dally printing

suffix_Illst a segment Wwhich controls the program
“"disk_usage_stat"™ in jts selectlion of segment
names to summarize

termseg a segment which 1lsts terminals by terminal
id code, used by "console_report"

termuse) a segment which 1lists the users of each
terminal created by "console_report®

Other data seaments kept in this directory Include backup copies
of billing data for orevious months and other temporary segments,
It is in this directory that the monthty bills and statistical
reports are written,

“"Filied" and orocessed I0__accounting segments and log filtes for
the current month are keot In a speclal subdirectory,

>uidd>SyslAdmin>admin>history
until the end of the month,

Fvery night, the system_control_dir coonies of the sat and the
pdt®*s are copied Into the directory

>udd>SyshAdmin>admin>safe_pdts
to oprovide backup biltling data. The coples are atso used at the
end of a3 billing periody to reset the usage charges In the systenm

ndt®s.

Cooies of the wusage totals, “prolfitle”, and "reqgfite"™ for
prevlious months are keot In another speclal subdirectory,

>udd>SysAdmin>admin>HF
for at feast a month, so that the biiiirng can be re-run [f

necessa"y. These segments should be dumped to tare and deleted
after a reasonable period.



Multics System Administrator®s Manual Page 17
01/09/73 rey 3

Chapter 2 Directory Structure and Segments

. 24242 >user_dlr_dir>SysAdmin>!ib

Those segments which are not sensitive, such as
system-administration programs not contained in the {jibrary, are
Kent in a different directory. This facllitates dumping of these
segments separately, and alds in the startup of new
Installations. At MIT, this second directory ls called

>udd>SysAdmin>iib
This "accounting 1lbrary" directory may contain?

master.ec the main exec_com segment for the
administration

err.ec the exec_com segment invoked when errors
occur

biller.ec the exec_com segment Invoked for blliling

sys_admin_data the Interlock to prevent multiple editing of

the same segment

value_seg a symbol-table segment whlich gives the vatue
of certain constants used in the
system~administration oneratlons

Installation-dependent system administration tools are also keont
here. A1l system administrators should do a *set_search_dir*" so
that they use the programs in this library.
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Tha foilowing section provides operating Instructijons for the
functions available +to a system administrator. If the systenm
administrator is operating In "restricted®™ modes, under control of
""accounts_overseer_"y, then all he needs +to do 1Is type the
function name foltowed by {ts arguments, If a system
administrator Is operating under control of the standard Multics
ovarseer, "“process_overseer_'"y, he must precede each command by
the string *"ec master”™, e.g9.

eCc master func args e..
The examples given below assume that the administrator Is

restricted. Lines orefixed by "u)"™ are typed by the user and
lines prefixed by *"s)™ are typed by the system,
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add_anon

Oparatinnt add anonymous user to prolect
Command:? add_anon

Usage? This function adds an anonvmous user to a
non-dela2gated prolect with given home directory and Initial
orncedure and (optional) password.

Example? To add an anonymous user to the projlect "ProiS"“,
tyne

u) add_anon Pro}5 limited_service_system_ >udd>Prol5
s) Warninat anonymous user has no nassword

s) r 1557 12.558 40434

s) Signal from System Control process?! PDT Installed
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biili

Dperation? run monthity billts
Command:? bitl

Usage? This function calls "blller.ec™ to ald Iin biltling
operations.

Examples To prepare for blltling, tvoe
u) bill prepare
To run the bills, type
u) bitl run
To accept a blilly type
u) bilt accept
To clean up after the bilils have been written, type
u) bill delete

Sea Chaoter 4 (page 57) for a complete explanation of the bilting
Drocess.
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Nperatians change person®s malting address
Command:? chaddr

Usage:? This functlion calls the *“change™ function to change
a3 person®s address, This function is used to change Just the
address for a single nerson. It does not Install the PNT: to do
thisy wuse *"install PNT.ont" or do a regular change and answer
vyes., The address must be enclosed In quotes. If the address 1s
not suoonljed, the old address wll!l be disnfayedy and a change
accepted,.

Example? The address must be enclosed in quotes. To change
the address for "“Jones™, type

u) chaddr Jones "MTT 39-895*
s) r 1557 12.558 40+34
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Qperatjions change person®s allas

Command? chalias (obsolete)
Usage! This function has been removed from the system, The

alias faature is not currently recommended, because we do not see
a 9qgood way to implement 1t consistentliy. Design discussions are
going on about the aljas feature, and [t will be elther
completely removed or fultly supported.
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Oparationt modlfy user reglistration data
gommand? change

Usage? This functlion 1Is used to review and posslibly modl fy
user reglstration data In the urf and onte FEach fitem is typed
outy, and then the administrator may feave it unchanged by typlng
“no*"™ or a carrliage return, or replace it by new data.

Example? To change the default orolect for the user “Smith",
tyoe

u)l change

s) Enter userid

u) Smith

s) If you want to change any ltem,s, type the new data,
s) Otherwise type "no"™ or hit carrliage return.
s) Name? Smith, John

u)

s) Address:! MIT 3-001

u)

s) Programmer number? 1234

u)

s Prolect? Quark

u) Physics

s} Chanae password?

u) no

s) More users to change?

u) no

s) Install now?

u) ves

s) Installing new pnt,

s) Instaliation completed.

s) r 1657 12.558 4O0+34

5) Signal from System Control process?t PNT instaltied

Notes:? The user®s name .should be glven last name first,
then a comma, then first name, a space, and middle Initial
foilowed by a periode Names of the form "Smlith, J. Alfred"™ are
also alloweds Tf the user has a title, such as "Prof.", the
title should follow the name and be separated from the name by a
colon: 3s in "Smith, John J.t!Prof.". You may type *ston™ at any
time to abort all the changes you have made to a particular user
and start over. 1In response to the query "Change password?" vyou
may 2nswer ™ves"™ and then glve 3 new password, or *verjify™ fto
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chack that you have the correct passwordy, or "no*™ to f{eave the
password as Iis. The last name may be up to 32 characters long,
The flrst name and middle Initiat fileld may be up to 24
characters. The address field may be up to 32 characters total?
use slashes to separate lines of address. The programmer number
and title may each be up to 8 characters long.
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Operatjion? change person's default project
Command:? chdf_opro}

Usage? This function catls the *change™ furnction to change
a person®s default prolect. This functlon Is used to change just
the default oroject for a sinate person., It does not Install the
PNT? tn do this, either type "instat]l PNT.ont*™ or do a regular
change and answer yass, If the default prolect ls not currently
In the nrolect segment, a warning message willl be printed, If
the default oprolect is not suppiledy, the old vatue wlill be
display2d, and a change accepted.

Tt the user has changed his own default projecty, wlth the
*-changa_default_prolect” argument to loginy, this change will not
be effectlive, A special tool ls avallabte to unrestricted systenm
administrators to force the change of a default projectt ¢this
pragram [s called “pass_util*,

Example? To change the person=-id “Smith" so that his defauit
project is "Pro)3*", type

u) chdf_oro}] Smith Proj3
sY r 1567 12.558 40+34
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check_1on1

Oparation check 1og for info on user
Command: check_log

Usage? Sometimes a user will comolain that he can®t log In.
To fini out whys you can scan the l1og segment for the messages
olaced there by the [nitiallzer which glve the reason.

Example:? To see why "Jones®™ can®t 1og in, type

u) check_log Jones

s) 702 09722771 1333.2 0 lg_cti_2 no 1| Jones.Multlics 2741
022 chn tty302 reason bad_pass

s) r 1557 12.558 40+34

This message says that the user could not log in becuase he gave
the wrong password. His terminal ID was 022, and his channel was
tty302. This message has severity 0 {(so It was not typed to the
onerator, just 1logged), and |Is the 702nd entry In the current
103

The following is a list of reasons for not loagino a user Ing

bad_pass bad password

badpers person not In pnt, elther not added or mistyped

no_name no name gjiven

pwlocked password tocked by administrator

bad_pro] prolJect does not exist in sat. may be mistyped

no_pdt project®s pdt is not In »>sci>pdt. message wlth
stars also typed online

not_pdt user not [In pdt for prolect. did you forget to do
an “Upmf?"

anon_pw bad anonymous-user password

already user already logged 1in, and no "multip®” flaa
(absentee does not count)

no_acct no default account ID

acct_no prolect®s account out of funds or past termination
date

hd_path bad path name for home directory

hd_nodir what should be home directory is ncn-dir branch

hA_err some error in getting status of home dlrectory
hd_make error creating home dlrectory branch. message In
log

hd_where home directory missing, does not seem to be below
prolect dir. we will not create,
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sys_futl system full according to load units

saturate system full according to max. number of users
cant_bum system full, user cannot find anyone to bump
groupmax 1load control group at absolute maximum
no_groun load control group In sat not In mgt

nf_nosec system not full, group fully, no secondary
sysgrpfl system full, group full, cannot bump

prog_err programming error In tg_cti_
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Operatjiaon? change person®s mailing name

Conmang? chname

Usage? This function calls the "change®" function to change
a nerson®s mailing name. Thls function Is used to <change Just
the name for a single person. It does not instatf the PNT? to do
this, wuse *“install PNT.pnt*" or do a reaular change and answer
yese The full name must be enclosed Ir aquotes, I¥ the name
argument Is not aglven, the old name will be displayed, and a
change accepted.,

Example? The name must be enclosed In quotes.s To change the
mailting name for the person-id “Jones®™, type

u) chname Jones "Jones,W. Al fred"
s} r 1557 12.558 40+34
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Oparation? change person's password

Command? chpass

Usage? This functlon calls the "change"™ function to

change 3 person®s password, This function Is used to change the
password for a single oerson, It does not Install the PNT?! to do
thisy, elther type "iInstall PNT.ont* or do some other change and
answer yes. This function can also be used to verify a person®s
DasSSWOrd. Answer v or “verlfy™ to the flrst auestion, and the
program will ask for a password. I¥f the password vyou 9lve
matches the person®s password, the command wlll type "“ok™.
Dtherwise, the command wiilt type "wrong" and ask [f you want +to
change (or try agaln to verlfy) the password.

Tf¢ tha user has changed hls own nassword, wWlth the
“-changa_password" argument to login, thls change wll! not be
effective. A special tool Is avallable to urrestricted systenm

administrators to force the change of such a password:? this
orogram Is called “pass_util™,

Example:? To <change the password for the person-id "Jones",
tyone

u) chpass Jones

s) Change password?

u) yes

s) Passwords

u) newpass {the printer Is turned off)
s) r 1557 12.558 40+34
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Opzratjont change person®s programmer number

Command? chprog

Us3ge? This function calls the *change" function to change
a person®s oprogrammer number, This function is used to change
just the proarammer number for a sinale person, It does not
install the PNT! to do this, elther type "Install PNT.ont* or do °
a regular change and answer yes. The programmer number must be
all numeric. It may be wup to B8 characters long. Some
installations use the “man number® assigned by the company In
this fleld. If the programmer number Is not supplliedy the old

value will be displayed and a change will be accepted.

Example? To chage the programmer number for the person-id
“Saith*, type

u) chprog Smith 7399
s) r 1557 12.558 4L0+34
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Oparatjian:? create user directory

Command: cu

Usage? This function 1s used to create a user®s honme
directory. Home directorlies are created when the user first togs
in, and the “upmf* functlion calls this functlon, but 1In rare
casesy, It may be necessary to execute this functlion separately,

Example? To create the home directory for *“Jones.Gamma®, type

Jd) cu Jones Gamma
s) r 1557 12.558 40+34
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day, dayok

Operatign:? print daily billing output

Command: day, dayok
Usaaqe? Every night, a self-rescheduling absentee Job called
tha ™"crank™ runs whlch does the dally charging of users and

checks for users who should be cut off.

The "day"™ command prints the output from the crank on the
console, and asks whether or not to delete the output. The
“dayok™ command Just asks whether to delete the output. Unless
th=are was an error, the absentee output segment should be
deleted.

Example:? The output from the crank should look like this?

u) day

s)

s) Absentee user Accountant.SysAdmin togged In ...

sY r 0330 12.558 40+34

s)

s) loacur - 731 cards,y, 20 charged, 708 previously coltlected,
3 next perliod.

s) Total charget 345.67

s) Begin charging for 7/31/71 2355.0 to 8/3/71 2345.1
s) cut 3, warned 7, total charge $%45678.910

s) r 1557 12.558 40+34

s)

s} Absentee user Accountant.SysAdmin logged ocut ...
s) Delete?

u) vyes

Sae section 5,3 (page 63) for a complete explanation ot the dalily
nrocessing.
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Operatinsn? give project to porolect administrator

Command? delegate
Usage! This function s used to give a project
administrator control over a orolect’'s pmf,. Once this 1ls done,

the proaYect may add and detete J[ts own users, and set
resourca2~-usage limits on users In the prolect.

The command moves the opnroject®s opm¢ from “pmf.archlive™ to a
spacifled directory (keeping a spare copy in
“"delegated_pmf,archive™), edlits the smf to show that the prolect
administrator may instalil pdt®s for this projecty, and sets access
on "prol_admin_seg"™ and ">system_control_dir>update" so that the
admninistrator may Install his odt,.

A delegated prolect is under control of the prolect administrator
only, The system administrator will receive ar error message |f
he attempts to execute the *“domf"™, upmf™, or "omf"™ functlions on
a deleaated prolect. Use the *undelegate"™ command If you wish to
take a nroject back from a prolect administrator, either In order
to hav2 it controlled by the system administrators againy or so
that [t may be delegated to some new user,

Example:? To alve "Jones.Gamma"™ control of project "Reta™,
placing the pmf In ">udd>Beta™, type

u) delegate Beta >udd>Reta Jones.Gamma

s) archive?! Beta appended to delegated_pmf.archlive
s) $ do a "new_smf"

sy r 1557 12,558 40+34
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Qperatjion? write disk usage report
Command:? disk_report, dro, dlsk_auto

Usage? This functjon 1is used +to calculiate a disk usage
report, The administrator may type *“disk_report™ to cause a
manual dlisk wusage <calculation. Normally, though, disk usage Iis
done automatically every night by the absentee )ob *"dodrp*, which
executes the "disk_auto" function. (See chapter 5 for details on
how the absentee use Is managed.)

The program "sweep™ Is used to get guota for all directories Into
the data segment "disk_stat™, The program “charge_disk"™ then
charges these usage figures to prolects In their *projfile®™
entries, A printable segment, called *“diskreport®™, is produced
but not automatically printeds To print cooles of this segment,
type "ram diskreport”.

Example? To run a disk report, type

) disk_report

s) 3 Creating disk usaqge report,

s) ¢ Following figure is total quota/current use

s) 75500/64432

s) Charged 906 directories out of 910 to 108 prolects
sS) r 1557 12.558 40+34
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Oparatjon:t remove user from oroject

Command: domt

Usage? This function deletes a user from a project master

fitle for a prolect which is managed by the system administrators.
Example? Yo delete user "Black®"™ from project *“Gamma*, tyoe
u) dpmf Gamma Black

s) r 1557 12.558 40+34
s) Signal from System Contro! process?: PDT installed
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Operation? delete prolect
Commangd: doro]}

Usage? This function is used to delete a prolect. It edits
the smf to remove the prolect entry, calls "epro”™ and ™"erf" +to
set the date off for the prolect, moves the pmf for the project
to "oldpmf.archlve™ In case it ls ever needed agaln, and calls
defetedir to delete the bproject directory and all of |ts
contents. '

Example? To delete protect "Delta™, type

u) dpro) Delta

s) archivet! Delta added to oldopmf,archlve

s) type

s) type

s) dd: do you want to delete the directory >udd>Delta??
u) yes

s} $§ do a "npew_smf"

sS) r 1557 12.558 40+34

Notes? If you answer "yes®™ to the question about deleting
the directory, the project directory and all segments and
directorlies inferlor to the prolect directory wili be deleted.
The project will be charged for disk usage until the prolect
directory is deleted. If you answer ™"no*, the project®s
directory and segments will not be deleted, and the prolect will
continue to accumulate storage charges. Do not answer “no”
unless there [Is some exceptlonal reason for doing sos since the
project directory wil! have +to be deleted fater by an
unrestricted system administrator,
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Operationt Install system table

Command:? Install

Usage? This functlon is used to install a system table. It
can be used when the table has already been converted, In case a
pravious installation request falled due to a crash.

mple? To Install the current pnt, type

u) Install PNT.ont
s) r 1557 12.558 40+34
s}y Signal from System Control processt! PNT Installed
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Operation? see If person is registfered

Command:? ison
Usage:? This function types *“true™ or “false" devending on

wheather a nerson ls registered in the ont or note It then ({ists
att usars In the user reglistration file who have a 1ast name
which matches the argument.

Examples To check whether the wuser "“Jones™ |s registered,
type

u) Ison Jones

s) true

s) Userid for "Jones, Herbert R."™ Is *“HJones"
s) Userid for "“Jones, Peter"™ |is “Jones"

s) Userld for "Jones, W. Alfred™ is *“AJones”
s) Number of users wlth last name *"Jones™ ls 3
s) r 15657 12.558 40+3%4
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Operatian:? print mailing labels

Command? labels

Usage? This functlon oprints a set
offline,

Examplet To run the labels, type

u) labels
S) r 1557 12.558 40+34

of mailing labels
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Operatjion:? process charges and credlits

Command? misc
Usage? This function Is used to Input milscelianeous charages

and credits. For each transaction, the project 1ID, the amount
(negative for a credit), and an explanation are requlired. FEach
transaction will result In a separate line on the monthly bitl,
The transactions are stored in "miscfile®”, and the total s also
placed In "prolfite", A1l three input items for a transaction
may be put on the same 1iney or they may be supplled one at a
time. The program will Indicate the type of |[tem to be Inout
next. Typing “x" instead of a prolect ID exits from this
function.,

Examplet " To credit oroject *"Alpha®™ for a c¢rash, and charga
nrolect "Beta"™ for some manuals, type

u) misc

s) pro]}

u) Alpha

s) amt

U) "10055

s) explanation

u) system crash 6723 Jones
s) oro)

u) Beta 4.50 Manuals Smith
s) pro}

u) x

s) r 1557 12.558 40+3%
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Operation:? add new project

Command: new_proj
Usage? this functlion is used to add a new project.
Example:t To add new project "Gamma™, glving the wuser

“"Fooch,Gamma" prolect administrator status (i. e. write access on
the protlect directory - the oproject 1Is not delegated), and
setting an Initial quota of 100 records, type

u) new_pro} Gamma Fooch.Gamma 100
s) archlve! Gamma appended to pmf.archlive

Firsty, the system asks for the prolect tltie. This field should
be a short descriotion of the purpose of the projects It may be
up to 52 characters long,

s) type type title
u} Gamma Ray Research

Nexty, the system asks for the name and address of the principal
investigator. This is the individual to whom the wusage report
will be addressed. BRoth name and address may be up to 32
characters long.

s) Inv

) Prof. Q. X. JoOnes
s) Inv_addr

u) MIT 39-895

Nexty the system asks for the name, address, and telephone of the
nroject supervisor. Thlis Is the Individual In dlrect contact
Wwith the prolect®'s day=-to-day activities. He may be the same
person as the princinal investigatory or he may not. Cften, he
is registered as a user or prolect administrator for the project,
The name and address may each be up to 32 characters tong. The
telephone number may be up to 16 characters |long,

5) sup

u) Mr, Melvin Fooch
s) sup_addr

u) MIT 39-896

s} sup_phone

u) MIT x1234
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At this polnt, the system has finished adding the oproject to
“projfile®™, You are now asked 1f you wish to review and correct
the entry (by typlng "o0* and then perhaps *“c¢*) or if you wish to
continue wlith the registration procedure (by typlng “fille™),

s) type
u) fite

Now, the system adds an entry for the project to the requisition
filey "reqfile™, first asking for the external account number and
requlisition or purchase order number.

s) type account
u) 11792

s) regq

u) 1234556

The system next asks for the cutoff 1imits for the project, The
funds Ilimit is a dollar amount (enter "0 to show an "open”
amount), The date cutoff |imit Is a date, expressed as elther
"mm/dd/yy"” or “mmddyy®"., If the project exceeds elther of these
limitsy, 3all users on the orolect will be prevented from 1{ogging
in, but the prolect wlll continue to Incur disk and registration
charges untjl you delete the project.

s} funds
u) 0

s) cutoff
u) 7/730/72

Next, the system asks for the name and address to whijch charges
incurrzd by the project should be reported. The name and address
may each be up to 32 characters long.

s) name

u) Fiscal 0fficey Atint L. Spottswood
s) addr

u) MIT 1-101

At this point the prolect has been added to the requlsition file.
You ars now asked whether you wish to review and edlt the entry
{by typing *p" and perhaps *c") or 1if vyou wish +to finlsh
registering the prolect (by typlng “fite™).

s) type
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u) fite

s) & do a “new_smf™
s) r 1557 12.558 40+34
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Operationt convert smf to sat and Instalt

Command: new_smft

UYsage? This function 1is used after any change Is made to
the smf, It converts +the smf to a. blnary sat, reruns
*dally_summary® to insert cutoff codesy and requests the

initiatizer to instail the new sat. Those functions which make
changes to the smf will remind the administrator +to do a
“new_smf*”, Since thls function Is tlme-consumings, it should be
done at the end of a bunch of changes.

Examole:?
u) new_smf

s) r 1557 12.558 40+34
s) Signal from System Contro! processt SAT Installed
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Oprration: Edit and convert nmf, Install opdt

Command:? pmf
Usage:? This functlon Is used to do arbitrary editing of a
omf, It throws the administrator [Into the aqaedx editor after
reading in the segment, and allows him to make any changes he
wants, Recause aedx is comolicated to learn, thls functlion |is
not for beginners. After the administrator exits from qgedxy the
function converts the pmf to a pdt, and signals the Iinitiatizer
to instali the onf, The functlion takes care of undating
“"omf.archive®™ as well.

Exampls? To edit the segment *"Operator.pmft™, type
ul omf Operator
u) (2ditirg commands)
ul w
u) q
s) r 1557 12.558 40+34
s) Sional from System Control processt! 207 Installed
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Operatjion?
Commang?

Usage?

oroject®s usage.,

proj_mtd

This command types a month-to-date
The report

thair doltlar totals, as well

Example?

type

u)
s)

s)

s)
s)

s)
s)
s)
s)

s)

s)

month~-to~-date report

lists all

To get a report of the usage

proj_mtd ALPHA

Month to date for proj} ALPHA

Name logins
White 11
Brown 0
2 users 11

registration
misc

disk

Total

r 1557 12.558 40+34

2 ] 9 %

“ ® NN

charge

133.41
0.00

133.41
20.00
0.00
176.08

329.49

Page 46
rev 3
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report

for any

users on the project and
as disk and miscellaneous charges.,

for

project

“ALPHA"™,
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Oparatjiont gererate nomf from pdt

Command: recov

Usage?* This function 1Is used [f a oprolect®s PMF s
destroyad. The function generates a new PMF from the system's
binary PDT,

Example: Suppose the prolect "Pro}2"” toses Its pmf, To get a
new oney, type

Ju) recov Proj2
s) r 1557 12.558 40+34
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Oparatjont Register new person
Command? reglister

Usage? This function is used to reglster a new person-id.
It enters him in the ™urf™ and in the "pnt*, 7Tt a person Iis
already a user of Multics, or 1f he was once reglstered and was
not removed, thls function should not be used since the user wll)
still be in the urf and ont.

Enter "stop™ at any time to abort the processing of the current
user, for Instance 1f you have misspelled his tast namey, or (f he
is already registered.

Example? To register a usery, the dialogue goes 1jike this?

u) register :

s) Enter full name {LastyFirst I.)
Jy) Smith,Robert M,:Prof,.

s) Enter malliing address

u) MIT 39-575

s) Enter programmer number or *none™
u) 6789

s) Enter default prolject

u) Language

s) Password!?

u) wugga {the orinter Is turned off)

The system will attempt to generate a unique person ID for the
person being reglstered,y, by trying first his tast name alone, and
then his last name prefixed by his initlals. Tf elther of these
quesses succeeds, the system makes a tentatlve assignment and
asks If the person ID is acceptable. If nejither of the guesses
succeedsy and If you relect the system®s guess, the system will
ask vyou to specify a person ID, and wlitlil then check to make sure
that tha ID Is unique,

s) Userid "Smith"™ 1ls already used by *"Smith, Frank X."
s) Trying "RMSmith™ for userid.

s) Userid assigned Is "RMSmith™

s) Is this ok?

u) no

s) Please suggest a userid for "™Smith, Robert M,™

u) RSmith

s) Userid assigned is ™RSmith™
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reglster

s) Is this ok”?
u) ves

At this pointy the user has been added to the user reglistration
fite and the PNT, You may .now add more users, or [f you are

finishad registering users, vou may Install the PNT Immediately
or later,

s) More users to add?

u) no

s) Install now?

u) vyes

s Instalting new ont,

s) Installation completed,

s) r 1557 12.558 40+34

s) Sianal from System Control process? PNT installed
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rename_pro}

Operationt rename prolect

Command?
Usage:?
Example:?

u)
s)
s)
s)

u)
s)
s)

[}
s)
u)
s)
s)

rename_pro)
This command is used to rename a project.
To rename project "AAA*™ to ™BBR™, type.

rename_proj AAA BBB

Now do a °*new_smf® and then a *pmf{ BBR*

also change default project for users . on BBB
r 1557 12.558 40+34

new_smnf
r 1557 12.558 40+34
Signal from System Control Process?! SAT installed

pmf B8R
Edit.

q
r 1557 12.558 40+34
Signal from System Contro!l Process? PDT installed
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ram

Opzratjiant request statistics to be printed

Command:? ram
Jsage? This function requests the dprinting of a report tor
all administrators. The single argument Is the name of a segment

to be dorinted.

Examplat To send a copy of the dlsk usace report to all
administrators, type

Uu) ragm diskreport
s) r 1557 12.558 40+734



Multics System Administrator®s Manua Page §2
01709773 : rev 3

Chapter 3 Administrator Commands

setcrank, setdisk

Oparation? Schedule absentee Jobs
Commands? 3.34 setcrank, setdisk

Usage! These commands do the Initial scheduling of the
absentee Jobs described in chapter 5 (page 62) which perform
daity accounting. Untfess the absentee .Jobs c¢rashed or the
absentea Job anueues were lost, there Is no need to execute these
commands. to check whether a lob Is scheduled, type

lar -aueue 1 ~-long

If the Jobs ™dodrp"™ or "crank" are not scheduledy, execute
“setcrank™ or ™setdisk' as aporopriate.



Multics System Administrator®s Manual Page 53
01709773 rev 3

Chapoter 3 Administrator Commands

undelegate

Opa2ratjiont Undelegate a prolect

o

ommand? undelegate

13

Usage:? Execute this command 1f you have delegate a prolect
to some usery and wish to regain control! of It or delegate |t to
some other user.

Example? To change the project ™BLAH®" from control by
Smith,RLAH to control by Jones.BLAH, tyne

u) undelegate BLAH

s} archive! BLAH appended to pmf.archive
s) $8¢ do a new_smf '

sy r 1557 12.558 40O+34

u) delegate BLAH >udd>BLAH>Jones Jones.RBLAH

s) archive?! BLAH appended to delegated_pmf.archive
s) 3% do & *nen_smf®

s) r 1557 12.558 40+34

u) new_smf
s) r 1557 12.558 L40+34
s) Siaral from System Controil Process? SAT Instaliled
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upmf

Oparatian? add user to oroject
Conamand: unmf

Usage? This function adds a user to a prolect. It s wused
oniy on prolects which are not delegated., The function extracts
the prolect*s omf from “omf.archive®™, edits the pmf +to add the
nex entry, converts the omf to a odty slgnals the Initiatizer to
instal! the pdt, and replaces the edited pmf Iin "pmf.archive™.

Exampie: To add user "Jones™ to project "Gamma™, type
u) upmf Gamma Jones

s) r 1557 12.55%8 40+34
s) Signal from System Control process?! PDT installed
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Other commands

Opzration:? other commands
Commands? epro, erf, mail, heln, logout, status,

{lstacly listcacl, lar, car, mag, 9o

Us3age? Consult the MPM and the MPM SPS for details on the
usiage of these commands. A short explianation of each follows.

car cancel absentee request, Use this function
1f an absentee Job is scheduled %oo many
times by mistake,

apro edit "projfllie”, Use this furction to change
a pnrolect®s supervisor name, titie, etc.

erf edit "reqgflile”™. Use this functlion to change
a project’s account numbery, requlisition
number, funds, cutoff date, etc.

qa getquota. Use this functlon to orint a
directory®s disk quota and usage,

help print information on command usage.

lar list absentee requests., Use this function
(usuatlly with the *-q 1" argument) to list
your absentee reguests.

listac! list access control 1lst, Use this function
to check accessibility of a segment,

listcac! list common access control fist. Use this
functlon to check accessliblility of the
contents of a directory.

fogout og out from Multlics,.
mail read or send mail. To read mall sent to you,
tyne
malil

Tn send majl to some other user, type

maji * Person Project
and then type your message, ending with a
line consisting only of "."
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Other commands

mq movequota, Use this function to shift quota
to a directory from [ts superlior.

status print information about a segment. Use this
function to see when a segment was created,
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The following is a short explanation of the monthly bitilling
process and the information used in monthiy billing.

The most Important thing to remember s that the monthly biltling
process consists mostly of a print pass over the saved PDT°s and
3 orint pass over "reqfile”. Other Informatjion Is also taken
from "orolfile*, "“miscfile*, and "billting_footnote*”. No pricing
out of usage Is done during the billing process? this has all
bean done durina the dally processing.

4,1 Output from biliing
The reports outout from the monthily blililing process are?

i. long_bitllt - this report 1Is a complete breakdown and
fustification of charges for each project.s For each
project, the bill will have from one to four sections?

a) charge summary, by user
b} Interactive usage, by user
¢) absentee usanes by user
d) I/0 daemon usage, by user

In addition, the charge summary shows the oproject’s
disk and miscellaneous charges, lists the current
pricesy, and may have a footnote Intended as a message
to all prolect supervisors.,

2+ short_bill - this report consists of Just the charge summaries
from the 1long bill, The prices -and footnotes are
suppressed, An elaborate grand total page lIs printed,
This report is intended for the wuse of system
administrators and facllity directorss, who find the
fong bitl too bulky.

3. bill - this report is a listing, by account rumber, of the
charges made to each account. One Iline ]s orinted for
each project, showing the charges thls month and the
charqges to date, face amount, and requisition balance.

Le msum - this report Is the monthly summary, It has one 1lne
per requlsition or purchase order, and glves the same
information as In *"blli™,

5. cards - at the MIT installation, this deck 1Is punched for
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transmittal to the MIT General Accounting O0ffice. The
program “punch_MIT_deck®™ oroduces thls segment. The
peculiar format of the <cards and the many ad hoc
decislions In the code are the result of the accountlng
ctfice®s requests.

It Is expected that other Instaliatlions wii! remove all
mention of this proaram, 1¥* they don®t need any
external record of charges, or that they wllill insert
some local program which may or may not produce cards
in place of “punch_MIT_deck™.

5., miscs.print - this is a listing of all mlscellaneous charaes
and credlts for the month,

R. dbackx = this report [s the result of an absentee ] ob
fabricated by the billlng process and run later, It
lists every daemon session durlng the month in
chronologlcal ordery, and shows, for each session, who
used the daemon, how much he used, and what shift and
aueue he used.,.

3, systam_month.report - this segment glves a summary ot Multlcs
usage for the billing neriod.

10. diskreport - this report shows each prolect®s disk usage for
the month. It also has a map of every directory In the
hierarchy which has a disk quota, agivirg 1its current
usages, lts charge for the month, and its quota.

11. console.renort - this report shows the usage of each
termiraly, sorted by termina}l ID. For each user who
used a glven terminaly, the total connedt time during
the month and the number of logins Is shown.

4.2 Inouts to blliling

The inout segments to the bllling process and what of their
cnontents 1s used are listed below,

1. PDT*s - the copled odt segments In
>udd>SysAdnin>admin>safe_pdts contain the complete
usage data for each user for the billing perlod.

2. prolfile - this seagment [s used mostliy to get the disk usaae
figuresy, wnhich are stored there when a disk report Iis
run., The project title and the name and address of the
project supervisor are also used to create headinas on
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3.

b,

8.

the long and short bitlis.

reqfile - this segment has the charges which are actually
billed. Daily processing has updated *“reqflle” from
the flgures In the PDT®s, so the two shoulid agree. {An
error comment [Is printed if they do noty and the
"reqfile™ wvalues are used.) The name and address of
the person in charge of the accourt as well as
requisition numbers, amounts, and cutofft dates are also
extracted from this segment.,

miscfile - thls segment is the Journal for miscellaneous
charges and credits associated with 3 prolect. On both
the short and tong bills, 3all entries for a particular
prolect are located In this segment and re-printed.
(If the total of charges and credits In “prolfile'™ does
not match the total from adding the individual entries
in "miscfile*, an error comment wil! be printed and the
total from "miscflile®™ actually bliled.)

billing_footnote - this segment is optional. Tf present, all
the text In 1t wli!l be printed at the bottom of each
prolect®s usage summary. This segment can be used to
announce forthcoming price changes, or make other
announcements to the administrators for each project,
It is orinted on the long blll only.

disk_stat - thils segment 1s used in the opreparation of the
disk report.

today.use_totals - this segment is used In the preparatjion of
system_month,.report.

The accounting segments saved In the subdirectory *h"™ are also
used In the preparation of "dback"™,
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4.3 Steps In billing

The orncedure for oreparing a bill consists of three partss
oreparatlon, =actual running-off of the output, and cleanup
oparations once the bll1l Is jJudged correct.

Tha opreparation phase consists of checking for any un-processed
dormant accounting segments, and checklng to <see that a dlsk
renort has been run recently,

bill orepare

does most of thlis. The administrator should also make sure that
the sagment “billlng_footnote”™ is wup-to-date, and that all
miscellaneous charges are Input. The administrator may run a set
of malling labels at this time.

Tha actual running of the bill is initiated by typing
bill run MM DD YY BXXXXX

whare MM/DD/YY s the date of the tast day of the month, The
arjument BXXXXX [s used by *punch_MIT_deck" - other Instattatjons
will orobably renltace this argument with othars mecre aporopriate
to their needs.

The "run® orocessing nrepares all of the above reports and bills,
It dorints one copy of the bliis In the hijghest acueue before
starting on the usage summary reoort.

As soon as the administrator has examined his copy of +the bIi1t1}
anil found no aross errors, he may type

biltl accept MONTH
which causes the following?

i. dnrinting of many coples of the bifting outnut and reports.
The addresses for these reports are obtalned from
"value_seq", This dorlinting 1Is done by the “rgbli1®
function.,

2. Submission of absentee Jobs to <c¢reate the output reports
“console,report" and *“dback™.

3. Copying of the segments used to create the bill I[Into the
directory HF. The names of these segments are orefixed by
tha MONTH specified as an argument -- for exampie, “reqfiie®™
is copied Into "HF>MONTH,reqfite",
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L, Resetting of the varlous data bases for the next month. The

program "reset_usage™ Is run to subtract the user usage
figures In the copled pdt®s In >udd>SysAdmin>admin>safe_pdts

from the usage figures in the ndt*s in
>system_control_dir>pdt, so that the month-to-date usage
totals will start over for a new month, The program

“"up_ctr" is also run,y, to add the "charges thlis month™ field
in "reagfile™ Into the "charges thls reguisition”, and reset
tha *charges this month™, Any entrles ({r *reqgfile™ or
“projfite™ which are marked as having been deleted during
the month are then deleted.

5. Resetting of the disk meters in the directory branches., The
program “reset_disk_meters®” s used to subtract the value of
the time-nage-broduct Integrator used for charging (stored
in "disk_stat"™) from the value In the branch.

Once the bllts have been malled out, and everybody who shoulid
have a copy has got one, the administrator should delete the
bills from the disk by tyning

bitl delete

The amount of storage required by the bills witl vary, of course,
denending on the number of users registered on the system, and
the number of sessions used during the month, It may <come to
several thousand disk records. Be sure to have enough quota
before starting the billing run. ‘
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The daily billing and statistics are produced through the agency
of two absentee Jobs which run every night, and which re-schedule
themselves +to run again the next night. The first Job is the
disk storage accounting. The second is the actual
accounting-segment update run. Both Jobs nroduce reports which
are dorinted for the system administrator.

5.1 Use of Absentee
The disk accounting job is controlled by the command segment

dodrp.absin

This Job executes only one command, namely "disk_auto™ and then
fons out,

The accounting-segment update run 1ls controlied by the command
segment

crank.absin

which also executes only one commandy, namely "crank*, and then
1og9s out.

Fach Job reschedules 1itself 1In gueue 1 for the next night, by
sxecuting the “enter_abs_request" command to re-submit the 1tob.,
Tha time at which the Job Is scheduled is keprt In value_seq,
under the variable names “crank_time*™ and "disk_time”™. The disk
report should run before the crank, in order to charge the most
up=-to-date disk flgure to the users.,

The disk report Job is restartabley so that | f the system crashes
during its run, it wllil be rerun,

The crank job cannot be restartable. If the <system crashes and
segments are reloadedy, users might be double-charged or not

charged at . all for some wusage. (See chapter 10, "Crash
Recovery*", for more Informatjon.) Therefore, the crank job Is
marked not restartable, and furthermore the variable

“abort_crank™ in value_seg is used to stop the crank from running
again, [f [t <crashes. When the c¢rank 1Is about to enter 1ts
critical reglon, it sets *abort_crank™ to "true™., When [t opasses
the critical reglon, it sets ™abort_crank®” to “false™. (Some
parts of the job, those dealing with summaries and so forth, need
not be orotected.) HWHhen the crank first starts uns, 1t checks
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“abort_crank™, and if it is “true'"™ it [mmediately 1ogs out.

5.2 Olsx reporting run

See the writeup of "disk_auto”™ for details on what is done by the
disk renorting run, The important result of a disk reporting Job,
from the roint of view of charging, is the storing of current
disk usage figures In the segment “prolflte* s These fligures will
he pickad up by the accounting upndate Job 1later and wused to
charge the prolect for disk usage.

5.3 Dajily accountling run (crank)

The "crank"™ Job executes a command of the same name in master.ec.
This command performs the follwolng steps?

1. reschedule the crank for tomorrow

2 process altl I0 daemon records In
>system_control_dir>I0__accountinag which have not yet been
processed and which have been completed. Call

charge_daemon_usage fto add thls usage the the appronriage
POT entries in >system_control_dir>pdt,

3. make a backup copy of the answerling service verslon of
the ont.

4e call odt_cooy to coopy all system pdt's into safe_pdts

5. run "compute_blill"™ to charge user usage, from the opdt®'s,
to the aooropriate entrjies In reaqfitfe.

6. run "dally_summary®” +to wrlte a report agiving account
status and to modlfy the sat to cut off nrolects which are
out of fundse.

7, Install the new sat.

8. run "daily_log_process” +to prepare 1og extracts for
system proarammers and administrators.

9, run "copy_as_meters®”, “print_meters", “system_total",
"usage_total™, and “system_dally_report™ to prepare a system
statistical report.

i2. dorint cooies of the ouput reports,

11. check for the existence in >system_cortrol_dir of any
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data segments which need orocessing. I0__accounting fltles

and 1ogs are processed automatically. Answering service
dumps are automatically porinted,

The Job sends a message to the system administrator reporting
successful complietlion via the “send_message"™ command when [t is
all done.

S.4 Dally operation

Every day, first thing in the morning, the system administrator
should read the output from ¢the <crank, If [t has not been
dorinted because of a system failure, or because the output is
tosty, the administrator should 109 In and type "day®” (see the
write-up of "day"™ In chapter 3, page 32) to see the output. It
everything ran correctliy, the administrator merely repiles "yes"
to the "Delete?" question and logs out. If the output has been
dorinted successfully, the administrator c¢an avold having 1t
tyoed again on the console by executing "dayok"™ instead.,
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New_pro)] is the tool for adding a new prolect. You will want +to
know tha following?

Supervisor

Usar 1ist (must have at least one user)

account, requisition numbers

funds

termination date.

billing address

delegated? 1f so, what user id and what dlrectory

initial quota
The project ID can be the same as a person ID If you want,
Projects whlch have been deleted and then return are a problem?
try to avoid this.
Tha sequence for adding a new nroject Ist

1. new_pro} {see page 41)

2. new_smf {see nage u4Y4)

3. register any new persons (see page 43)

&, use "upmf™ +to add each person to the nroject (see page
54)

5. delegate the prolect If requested (see page 33)

You may batch several projects in step 1, of course, and do many
registrations in step 3.
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To add a user to an existing pro)ject, you use the tool *"uomf',
{see page 54,) It the user is not already regjistered, uomf will
tyne a wWarning message. If you get this message, reglster the
user with “register®, {see page 48,)

To delete a user from a projecty, use the tool ™"domf"™, (see opage
35.) The wuser will remain reglstered as a person, and his
address and password witl remaln in the system. If the user is
feaving the installation, and Is not expected to return, you
should not remove him from the urf and pnt immediately, since his
name may be on some access control lists. For instance, 1f the
person named *Jones"™ quits the company, it would be unwise to
remove the name *“Jones®™ from the user registratlon file right

away? suppose someone else named Jones arrived the next davy.
When he was added to the system, he would have access to some
segments which he should not have. The unrestricted system

administrator®'s tool “remove_user™ can be wused +t0o completely
remove 3 user from the PNT and user reqistration file.
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This sectlon deals with making and keeping the system secure. A
system may be run 1oosely or tightly, but some security Is
necessary even if the installiation does not care if resources are
mis-appropriated. Security measures not only frustrate immature
individuals, they norovide Insurance that accidents will! not
destroy the systemy, and provide information about what hapoened
whan something went wrona.

8.1 passwords

Fach reglstered Multics wuser has a personal password, This
nassword 1Is his opersonal bprooerty, and Is assccliated with the
persony not the user ldentlty (combination of person and
project), Project administrators need not know the passwords
associated with the persons working on their prolecty, although
since the prolect administrator usually assists In getting a new
user reglstered, he may know |t.

Passwords are stored in scrambled form jinternally within the
system, Once a user®s password Is entered {(via the "™register”™ or
"change™ commands) it is not stored in readable form anywhere in
the system-administratlion data bases. When the user attempts *to
log iny the password he types is sublected to the same scrambling
transformation, and the scrambled values are compared. This
procedure makes it fairty difflcult for a user to obtain another
user®s passwordy, even [f he 1Is alven access to the ont by
mistake,

The password mechanism is the strongest protectlon feature I[n
Multicst? if wusers cannot be unlquely identified, then different
access control rights cannot be garanted. Users should be
encouraged to keep their passwords private, and to change them
often. Sensitive passwordsy Iin particular, should be changed
regularly.

Users may now change their own passwords dynamjcally, by use of
the ™-change_password” argument to logln, They should be
encouraged to do so often. Once a user has changed his password
by use aof this login opotion, subsequent instaltations of the PNT
Wwill not reset the password. The “chpass®™ adminlistrator command
wil! continue to work thoughy, since It uses the program
“pass_util"™ to modify >system_control_dir>pont directiy.

Tha answering service keeps various counters in the PNT regarding
the wusae of a password. In particular, the system counts
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incorrect passwords, and can type a message to a user at floglin
informing him how many +times his rprassword bhas been glven
incorrectiy since its last correct use. This feature may atlert a
user that someone has tried to guess his password.

8.2 Access control

Access control [s the system®s second malor line of defense.
Consult MPM sections T.2.6 and I1.3 for an explanation of the
mechanism, Properly set, the access control mechanism can make
the system very secure, at the cost of some [Inconvenlence,

Access control works onily 1f user identitles are held secure,.
This is the reason that person [dentiflers are asslgned only by
the system administrator: otherwise, a clever prolect
administrator could register an ldentlity which corresponded to
some name 3already on an access control tist somewhere [n the
systemy, and so be able to log in and use this access control list
entry for a purpose not foreseen by the creator of the ACL entry,

The general prirclonle to apply ls that no user should have write
access to any system data base unless there ls a good reason.
Those faw, ftrustworthy individuals who may modlfy system data
bases should be impressed with the fact that they should not use
the privilege casualiy. It Is a good idea to run an absentee Job
occaslonally which spot-checks the access control ifists on system
seqaments to make sure that something has not been left
unprotected iInadvertentiy.

Tha question of read access 1Is less clear. It iIs possible to
prevent users from reading anything except thelr own directorlies
and thelr contents, or one can leave most of the system readable.
Two soecific cases are interestingt! the cholce between "e *,%*,%"
and "ra *,¥,%*" gn the CACL of >user_dir_dir makes the dlfference
between users being able to tell who 1Is reglstered on another
project or not. The access control 1ist on
>system_control_dir>answer_table makes the dl fference between one
logged-Iin user being able to determine another user®s process ld
Wwithout permission and not,.

Currently, the system Is slightly deficient In that the SysDaemon
and SvsAdmin users have far too much power, Someday, we will
change the system to 1lock the daemons Into subsystems whilch
cannot execute any but carefullty-checked commands, and we wil!
remove most global access rights, either getting atlong wlthout
them or accomplishing them In lower rings with iots of checkling,.
As the system stands now, disclosure of a SysDaemon or SysAdmln
password opens the system up complietely. 1In the future, It would
be nice to have the system secured to the point where no mator
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breach of the system®s segment securlty could be accomplished
without entering the machine room.

8.3 Telephone line security

Tapping a ohone is very easy. If sensitive data, such as
passwords, are transmitted by phone, the system is no more secure

than the telephone connection box. An instaliation which thinks
it is worth the trouble to protect against thls sort of potential

oroblen could conslder dedicating GIocC channels to
spacial-purpose uses such as daemons and administrative
operations. The privileged users could then have start_up.ec

segments which logged out {f they were not Invoked ftrom the
proper channel., Consoles on these dedicated channels could be
hard-wired 1f close enough to the GIOC (there are other good
reasons tn do this) or could be connected over dedicated
telephone 1ines, perhaps even with a palr of the “scrambler™ data
sets which are available commerclally,

8.4 Terminat TID codes

If the terminals used on the system ldentify themselves with an
I0 code, it Is often easy ¢to ftrack down what termlnal was
Involved In a security breach., We are consldering a method of
restricting use of the system by using termlnat ID codes, as an
optional feature. Slnce these ID codes can always be faked, one
cannot rely on this feature alone. But (f terminal ID is free on
a terminal you are consldering, definitely get 1t, The program
*console_report" s used to produce a listing of 21! terminals by
ID codey with the 1ist of users who used the terminal durlng the
month.

8,5 Use of the log segment

The oprogram ™dally_log_process™ can be used to monltor systen
operation by setting up 1its log_select_file +to watch for
condltions of Interest, The verslon provided with the system
will create a full tog of all events, a 1tog of all ™interesting”
events for system programming, and special 1ogs for absentee
oroblems and network oroblemse This segment can be edited as
necessary to monjitor specific Individuals, or speciflc terminatls.

8.5 Cross—-checking In the bliling process

It (s very hard for any user to get away with uslnglﬂuttlcs
resources without leaving some traces, Even ¥ someone gets
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logaged Iin on 38 system administrator jdentity, and attempts to
fuioce the accounting records to conceal the fact that he logged
Ir, most us3age Is recorded In more than one nlace.s Unless the
thief figures out how to patch alt of the wusage data, some
accounting proaram will poroduce a *“discrepancy’™ comment,

8.7 Machine-rnom security

It is not always necessary to run the facility 1ike Fort Knox in
nrder to decrease the chances for securlity breach substantlally.
Tt the general princionle of having only operators or accompanied
visitors is establijished, [f outout Is Alstrlbuted outslide the
comouter room and wusers are not alfowed to hang over the
oparatiasns consoles, and If users are not allowed to mess with
tha machline when it Is down, most possibjiities for onroblems will
be eliminated,

8,3 Tap2 security

If users can walk off with dump tapes, or mount them for
themselvessy the storage system is not at ali secure, Work Is
currently gonirg on concerning the design of high-quatity
detachahle media secuity measures.

8.3 What to to after a breach,

Once the administrator finds out that someone has used a password
he shouldn®'t have been able to, what does he do? Partiy, the
answer depends on what kind of problem has occurred, Clearly,
3ll sensliftive passwords should be changed simultaneousiy. Date
and time modified of all segments should be checked, to see what
has bean changed., Prints of the logs and accountlng segments
should he made and cross-checked.s Conslder a complete reload.

3.10 Password trap

Tha answering service malntains a "tran"™ flag In the PNT, |[n each
usar antry. By using the noprogram *pass_util®™, a system
administrator can cause this flag to be set on. HWhenever the
nerson 1logs iny a message will be typed on the initiatizer and
fited in the logy remarking that the password has been used. No
indication that this has haonened iIs glven to the user. This
feature can be used when you suspect that a certaln password has
bean compromised and you wlsh to catch the fellow red-handed,
Since the termirnal 1IN and channel number are tyoed |[n the
messane, it 1is often easy to locate the user., There s another
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flag which may be set, whlch "locks"™ the passwordy, without
changling 1it, (As a matter of fact, the user may even change his
password while it Is locked.) The user will be urable to log in
1f his password has been locked,

Tha incorrect password counter mentioned In sectjon 8.1, and the
identification of the terminal from which the last bad password
was issuedy are also stored in the PNT,

The system administrator may also choose to set an entry In the
system message table to cause a user to recelve a "blast™ message
whenever he is 1ogged In and someone attempts to 1og In with the
same name, prolect, and password. This feature may alert the
user to the fact that his password has been compromjsed? it 1is
also usaful in some cases of network use, since a user may log In
from a remote host which then goes down without Informing Multics
-=- Jf the user then attempts to log In via some other network
route, the blast message sent to the first instance of the user
will cause him to be logged out. ‘
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Disk storage accounting iIs done by a self-reschedul ing absentee
job, as described in chapter 5, A byproduct of this process Is a
1i1st of alil projects which are iow on disk. The adminlstrator
responsible for disk should attempt to give enough disk to all
projects to allow them to keep operating. If prices are set
correctly, this will always be orofitable untii the time comes to
axpand the building housing the computer,

If sufficlent aquota 1Is avalable on >udd to satisfy a prolect®s
needy all the administrator needs to do iIs to type

movequota >udd>Prol INCR
to increase the storage availiable to Pro) by INCR records.
To generate more quota on the system, do a setquota gn 1the rgot
only either from the initiallizer console or via "sac'", and then
move the guota down to >udd, as follows?

sac "sq > 3000! mq >udd 1000"
suoposing that the root quota 1Is normally 20080,
It is permissible to have more quota allocated than ls physically
avallable. The acutal amount of overallocation depends on how
fast the community uses up quota and how closely the disk quota
is watched?: thls can be determined only by experience. Caution in
this process is recommended, because the system crashes |[|f it

runs out of space.

For more discusslion on this polnt, see section 13.1 {(page B6).
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If the system crashes while running the cranky, a fltag will have
bean set which prevents the crank from running acain until the
state of the accounting segments is determined. {This flag is
the variable ™abort_crank™ In value_seg.) The various programs
in the crank have been planned so that they can be re-run without
i1 effect, whenever possible. The first thing to do Is to
examine the absout file produced by the cranky, to see what the
crank was doing when 1t was interrupted. Next, check the date
and time modified on the segments in >system_control_dir and the
segments in >udd>SysAdmin>admin, and confer with operatlions to
make sure that no files were backed up due to a retoad.

Usualiyy at this point, it s possible to use the editors to
create an exec_com file which consists of the remainder of the
steps in the crank, and then to execute it on-line.

In some cases, data which was 1lost may be reaqenerated? for
instance, 1if "projfite™ Is tost, you should retrieve a copny, use
"epro"™ to add any pro)ects which were added since the copy vyou
have, and +to edlt any other entries which changed, and then
re-run the disk report to recalculate the nrolect usage, It is
difficuit +to provide a fool-proof prescription for recovery,
since what must be done depends on what segments were lost or
damaged. It vyour investigatlons seem to show that all s well,
type

value3set abort_crank false
to allow the crank to run again.

Do an “lar™ to make sure the crank and disk repoort Jobs are
scheduled. If noty, do a3 “setcrank®™ and/or "setdisk™,
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There are two sltuatlions of Interest concerning accountlng setun,
The first concerns the startup of accounting at an Instaltlation
which has never had 3 Multjcs before =-- +this 1Is <called an
"accounting cold start”. The second concerns the modifications
necessary for an Installation whlch receives a new dlstrlbution
of Multicsy with signlficant changes to the accounting package
which may require the reformatting of segrents, or other
modifications, 1In order to continue to operate.

11.1 Accounting cold start
Accounting cold starts are supported by the exec_com segment
acct_start_up.ec

which is distributed as part of the system 1ibraries, In
generaly, all that the local installatlon need do Iss on [ts first
successful bootload, enter admin mode on the Initiatizer and type

ec acct_start_up cold

and then follow Instructlions,

11.2 Accounting warm start

Although some work has been done on designing an accounting
warmstart, the suppljed procedures may have defects 1If you are
upgrading more than one level of accounting system in a Jump, or
[t you have made modifications +to the supplied accounting
procedures for support of local Installation features. It Is
imnerative that vyou study and understand the contents of
acct_start_up.ec before executing them. Read both the <cold and
warm start sectlions., The warm start procedure Is designed to
ungrade the accounting system from the oreviously-distributed
level to the new level? if 1t looks like it wll! work, you may
tyoe

ec acct_start_un warm

from the [nitlatizer console. As of this datey, no general
accounting-distribution procedure has been developed. This
deficiency Iin the system will be correctedy, module by module, as
time permits. In the meantimey, the best thing to do is to read
the exec_com and skip those steps which 1look I1ike they would
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destroy data,

Pay car=2ful note to the header of the SAT which is created by the
coldstart, If vyour SAT header does not look like this, you may
nead to change the default attributes.

It is a3 good Idea to 3t the very least reconvert the SAT, via

"new_smf", and reinstall jt, It cannot hurt to recompile all
PNT*s and reinstall them too, Delegated prolects may be a
nrablem here, If the format or contents of the PDT changes in

such 3 way that thls step Is absolutely necessary, a conversion
proaram willl be sunplied,

Examine the segments created by the coldstart, I1f vou don't have
any of them, execute that section of the cotdstart which creates
fh?m.

Tha seament hound_admin_old_ contalns programs whlich used to be
nart of the system administratjon subsystem, but which have been
obsoletad, The programs In this bound segment are sometimes used
for conversion from nne level of the accounting system to the
next,

11.3 Lncal Installation parameters

Mnst Installation parameters used I[In the operation of the
administrative system are kept in the segment
“Installation_parms"™, The standard accounting cold-start
exac_com segment sets these parameters to the MIT values, In most
cases. A discussion of =2ach parameter follows.

11.3.1 Shifts

System usage may be divided into up to eight shifts, numbered
from 0 to 7. These shifts may begin at any half-hour during a

weak? the current shift |Is the same for everyone, and the shift
Is the same at the same hour durlng every week, There |Is
currently no provision for over-rlding the regular shift

mechanism to account for holidays. Shifts are set by fliling 1iIn
a table which contalns 336 entries, one for each half-hour in the
weak, with a digit from 0 to 7. At MIT, we use only shifts 1, 2,
2 3and 4, and the hours are?!

shift 1 0800-1800 weekdays
shift 2 1800-2400 weekdays
shift 2 0c00-0800 every day
shift & 0RQ00~-2400 weekends
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11.3.2 Shift brices

Prices may be set for CPU time, connect time, process time, core

usage, and device wusage on a per-shift basis. The current
mechanism does not actually generate any charges for any but CPU
and connect time. Later verslions will dlstinaulsh between

connect time and orocess hours, to allow muitjole processes ner
user and muitipie terminais per user! we wilil alisec implement core
c¢harging and device channel usage charaing, Any Installation
mayy of course, set the prices for some resources to zero and use
aother administrative means to control resource usage.

The calculation of the proper price for the use of a resource has
been the subject of endless argument. Every local installation

will have its own special way of computing these rates. The
method we have evolved at MIT s the followinat first, we list
all costs iInvolved in running the service, This Includes

progarammer and operator salariesy, cards and paper, hardware
rental, and modems. (Deslred pnrofit or planned Iloss could be
included -- we attempt to break even,) These costs are then
attributed to cost pools, one for each resource which Iis
chargeable, Resources which cannot be attributed to the cost of
providing a particular service, such as operator salarlies or the
motor generator, are lumped In the category *overhead.,®" and the
cost of this poo! s soread oropnortionally over the others, fach
pool®*s cost Is then divided by estimated opayinao-customer usage,
to obtaln a "break-even price.” These flgures are then fudged to
make reasonable prices. If an estimate Is uncertain, we round up
strongly. For shift differentlals, we use the following tablet

shift 1 115% of break-even
shift 2 0%
shift 3 50%
shift 4 80%

We also usually round the shift prices up to the nearest muitiole
n0f $.50 per minute, Just to make the prices easy to remember,

The program “price™ is available to interested system
administrators from T. H. Van Vieck? it mechanlizes the oricing
ohilosonhy discussed above.

11.,3.3 Installation ID and titles

Instatlation_parms contains the 32-character instaltation 1ID
fiald which Is typed out when a wuser dlals up. This should
contaln both +the company and department abbreviation, and the
city ani state. For example,
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MIT, Cambridge, Mass.

Tha instaliation titles are longer character strlnas, returned by
the oroaram system_info_%titles, which are used 2at the too of
2ach page of the monthly bills and In many other reports. There
are two strings, the company name and the department 1ID. Both
strings are entered twices once single~sraced and once
double-spaced. For example,

Massachusetts Institute of Technology
Information Processlng Center

and

Mas s achusegatT tsS cees
Locally-written administrative tools shouldy, of course, use these
titles s0 that they can be exported to other installatlions,
11.3.4 Miscellaneous parameters
The maximum time allowed for a login time, the cycle time between
initiatizer accounting updates, and the maxjimum Inactive tilime
before automatic logout for 3 normalt wuser are altl aglven In
seconds In installatlion_parms. The number of 1login triles a user
may have before the system hangs up on him is aiso specifled

there.

The usual values for fhese oarameters are?

inactive_tlime 15-90 mins.

warning_time 3=-5 mins.

login_time 3-5 minse. (more if noisy lines)
acct_update 10-60 mins.

login_tries i-4

Thase v3alues may be modified according to the needs of the
instatiation, The ranges aglven are reasonable limits, thouah.
For examnle, the accounting update cycle should not be too small,
or Initliallzer time will go way up, and 1t should not be too
large unless the system hardly ever crashes, or revenue will fall
off, Consult the SPS writeup of the ed_instaltation_parms
command for more Information.

11.3.5 Messages

Installation_parms also contains the messages typed out on the
ysar®s console [f his 3ccaunt Is out of funds, nearly out of
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funds, nast its termination date, or nearly past its termination
date., We put the telephone number of the User Accounts Offijce In
these messagesy to make sure the user knows who to call.

11.3.6 Daemon and absentee rates !

Thase rates are kept in installation_parms, in an item named
"aueue™. Absentee CPU and real-time prices are stored by queue,
as are I0 daemon rates per 1000 lines. Queues one through four
may have rates set,

11.3.7 Absentee ™timax* parameter

The scheduling priority for a Muyltics process 1Is catculated by
the scheduier by 3 complex algorithm which takes several factors
into account, Consult the MPM SPS for the details of this
calculation. For system-administratioan purroses, what Iis
important is that each process, when it is created, is assigned a
parameter called "timax"™, which lIimits the depth to which the
nrocess may sink in the scheduling agueues, Interactive processes
are assigned the default timax, which 1s currentiy 8000000
microseconds., The timax value for absentee processes, however,
is obtained from installatlion_parms, and may be different for
different queues. A larger number will allow a lower queue! at
MIT, we set all queues to have a timax of 156000000, Thils means
that absentee }obs sink rapidly to the bottom of the aqueues,
where they are glven relatlvely tong CPU time limits, and that
interactive users will always get better response than absentees.
By setting the values assoclated with the item *“timax", an
installation may experiment with other vatlues for the absentee
timax.

11.3.8 Conflguration Table

A table |s kept in "installatlon_parms®™ whlch descrlibes each of
the system configurations which an instaltlation will use, by the
number of CPU's, number of 64K memorles, and shift, For each
such entry, the table contains the value of the maximum number of
foad unlts allowed on the system, the maximum number of absentes
users allowed, the highest-numbered {(lowest-priorijity) absentee
quaue from which Jobs will be run, and two response control
parameters., Unless automatic adlustment of maxunits has been
disabled (see the writeup of "admin"™ In the SPS, and the operator
command writeup of "maxu™), this table will be referenced to set
maxunits whenever the system [s brought up, whenever the shift
changes, and whenver the system confliguration changes. The
configuration is looked up in the tabley, and maxunlits and the
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absentea maxima are changed,

If resnonse control |s enabled, the system will attempt to adjust
maxunits on every login and togout, so that the average queue
length falls between the “low™ and "high” values. Maxunits will
be incr2ased whenever the average queue lenagth s below "low™? it
wil! b2 decreased whenever the queue length Is above "hlgh"™! and
It will be set to the current number of users whenever the gueue
lenath is between "low™ and "™high*,

The order of the elements [In the configuration table |Is
sianificant, The elements should be In order by number of CPU°'s,
within that by number of memorjies, and within that by shift?
smaller numbers first., The lookun will continue as long as any
table element is less than the value being looked un, so that an
alement sepcifying 9 CPU*s, 100 memories, and shift 8 will always
ston th2 lookun. This fteature can be used if, for Instance, your
Installation does not wish to have different parareters depending
on shift: instead of having eight table entrjes for each
comblnation of CPU and memory for shifts 0-7, you may supply only
on2 entry, which has a shift number ot 8,

11.4 Runtime constants in value_seg

The symbol-table seagment value_seq is wused, with the actlive
functlion value, to insert certaln installiatlon-varlable
parametars into the operations conducted by the master exec_com,
Th2 most important of these values are

crank_time the time of day that the crank runs

disk_time the time of day that the disk accounting
runs (this should be before the crank)

admin_addr addressy Iin dprint header, of system
administrator

accts_addr addressy in dprint header, of system
accountant {(user accourts offlce)

directorX_addr addresses, in dorint header, of
directors {currentty, up to 7 may be
named)

abort_crank “true™ if crank is to abort, else

"faise” {see section 5)

sysa_addr addressy Iin dorint headery, of system
assurance
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sysprg_addr addressy In dprint header, of system
programmer
admln_onllne person and prolect id of wuser to send
“crank ran™ message to
fog_number current number of 1log segment belng
processed

The critical values are set to reasonable values by the
accounting coldstart. they may be changed wlth the valuyegset
command, The command "“value®dump®™ may be glven to type out all
values in value_seg. If the varlious addresses iIn the dprint
header are set to "skip*y the "ram* and “rabiltl* commands wil!
skip orinting of the corresponding copy of the file.

11.5 Modifications to the exec_com segments

Some Installations may wish to bulld additional adminlistratlive
tools and insert calis to them Into the copies of master,ec and
biller.2c which are used by the local! system administrator. In
particutary, most Installations will wish to remove the call to
punch_MIT_deck from the monthly billing and insert something more
apnropriate to thelr own needs.s Thils [Is easy to dos since the
system-library copies of the exec—-coms are copied into
>udd>SysAdmin>lib. It is a good ldea, though, to keep careful
notes on what modlfications were made to the segments and why, So
that the changes c¢can be made agaln after a new version of the
accounting package is distributed with a new system version,

11.6 Load control group table

Consult chapter 14 (page 89) for information on the systenm
parameters which control! the toad control faciiity. Note that
settling up load control requires determining what groups are
required and which projects betong in each group, and then
declding how much of the system maxunits each grouo should be
able +to occupy. These decisions require some picture of the
normal load pattern of the system, 3s well as knowledge of the
priorities attached by management to iIndividual prolects,
Instatiations which are just starting up should probably belng
Wwith Just two groupss *“System™ for the system users such as
daamon processes and other uses which are "part of the systenm®™,
andg "Jther" for everybody else., If significant systen
orogramming work will be done on the system, a groun for the
system programmers -- those on the prolect “Multics” -- may also
be necessary.,
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11.7 System Message Table

Answering services numbered h.12 and higher make use of a special
system facility to allow local Installation replacement of all

answerjng-service produced messages to users, without
modification to the code in bound_user_control_., The unbound
seament as_error_table_ may be replaced by an Installatlion to

tallor the messages typed out by Multlcs to tocal Instaltiatlion
requirements,

The procedure for modifying a message is qulite simple? a system
nrogrammer edlts as_error_table_.et to modify the text of the
message, comoiltes the seament via error_table_compiter and alm,
and Installs the new system message table.

Several of the ertrles In the message table are actually format
strinas for loa_. These (tems may be edited, but the
data-transmission items Iin the format must, of course, remain In
tha same order.

If the Installation does not wish to have some of the messages
tvoed by the system, it may choose to make the text of the
messages null in the table, For examole, to suporess the "Last
103in WAS.es" message, the following Iine should replace the
ststement for "last_login_msg™ In as_error_table_,et?

last_login_msg? f1iwas,?
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Several speclal user ldentities are bullt intc the organlzatio
of the Multics system, or are referred to by the documentation b
name, This section describes the varlious special lIdentlties an

thair peculiarities.

1

y
d

12.1 Full system administrators

Full system administrators are users on the preclect "SysAdmin®
Wwho have the normal initial procedure, *process_overseer_".
Since they have potentiai write access on every segment [n the
systemy, and since they may access the highly-privileged gate
"hohcs_*"* and the privileged gate "phcs_", they can cause great

damage to the system by Inappropriate executlon of a command.

12.2 Restricted system administrators

Restricted system adminisfrators are wusers on the prolect
*SysAdmin®" who have the special initial procedure,
"accounts_overseer_"., This program altonws them only a small set
of Innncuous commands, and the ability to execute any function
contained In the segment *master.ec™. A great deal of
sel f-checking 1Is built [nto the command seguences contalned In
“master'™,; so that a non-programmer can be trained to operate as a
restricted system administrator.

12.3 I0,SysDaemon

The I0 daemon has control of the printers, readers, and punches
on the system, Its 1Initlal procedure Is "daemon_exec_*". The
daamon is special in that it has write access on the daemon
queues contained In

>daemon_dir_dir>lo_daemon_dir

so that It may remove nrocessed requests from the queuese. The 10
daemon does Its accounting in the segment *“T0__accounting™ In
>system_control_dir. Excepte when It Is iIn the procedure
“act_cti_" it has no access to segments In >system_control_dir,
to prevent users from requesting prints of the password segment,
Tha prolect *"SysDaemon™ and the user "I0.SysDaemon™ have the
“muitlin™ attrlibute flag, so that the I0 daemon can be logged in
more than once, in order to run more than one printer.
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12.4 Rackup.SysDaemon

Tha Backup daemon oberates In ring 1, instead of ring &4, so that
It may dumo all segments which are part of the hlerarchy. It
comes un In ring 1 bcause the statement

ring? 1, 1

has been added to Its pmf entry In "SysDaemon.prt™, and because
the smf gives permissior to SysDaemon to have wusers 1og In In
lower rings because it has the statement

ring? 1, 7¢

in the opmf entry for the oprotect “SysDaemon®™. Its Inltial
oracedure is "nrocess_overseer_", Thils user has speclal access
rights to atl directorles on the systemy, throuch the medium of
tha SPACL.

12+.% Dumper.SysDaemon

Th2 Dumoer daemon lIs used to perform complete dumps of the
hierarchy. It is otherwlise jJust |ike Backup.,SysDaemon.

12.6 Retrlever.SysDaemon

The Retrijever SysDaemon (s used to retrieve user segments from
complete or incremental! dump tapes. It operates in ring 1, and
Its iInitial oprocedure Is ™"process_overseer_", It Is on the
SPACL .

12.7 Translator.SysDaemon (obsolete)

The Transiator daemon has been eliminated, now that absentee s a
rejular facility of Multics. It represented a potential securlty
hote In the system, since |t attemoted to wrlte seagments In the
user areasy and could have ended up wWriting seaments which were
accessable to *.SysDaemon but not to the user.

12.8 Ring_1_Repair.SysDaemon

This user comes up in "process_overseer_"y but In ring 1. This
is the only user who can execute any command from the console in
ring 1, This identity is used to flix problems with access control
In ring 1, The nassword for this user s keot In a sealed
envelaone [n the aperatlons area.
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12.9 Repair.SysDaemon

This user ldentity Is orovided for evergency flxes by system

programmers who need SysDaemon access prlvileges, The password
for this user 1s kept in a sealed envelope In the oneratinns
area,.

12.10 Repalr.SysAdmin

This user jldentity is provided for emergency fixes by system
programmers who need SysAdmin access prilvileges, The password
for this user Is kept In a sealed envelope In the operations
area.

12.11 Network Daemon

This wuser 1s logged In to provide the functions assocliated wlth
the Network Control! Process. Its “start_up.ec™ segment brings uo
the network, and then monltors the operation of the network. The
primary functlons of this user are *to asslst In the I[Initlal
connection between foreign hosts and the systemy, and to perform
segment~-transfer operations.

12.12 anonymous users

Anonymous users are all glven the access control ID ™anonymous"
instead of a person ID. Thelr usage is aggregated on the monthly
bill and the statistics under the heading "Student Users®™, The
"who'" command lists them as "anonymous", and the “as_who" command
lists them wlith a star In front of the name, There is no reason
why an anonymous user cannot be a project administrator.

12.13 Fictitious persons

Sometimes, a oroject wants to register a full user identity which
corresponds to no resl person. This practice wlll work, but
shnuld be discouraged unless a good reason can be advanced, since
It tends to clircumvent the access control mechanism. To add a
fictltious person, type In the name of the real person In charge
of the identity to the register command, preceded by an asterisk.
“register®™ will then know that it shoulid not attempt to generate
3 userid from the namey, and will ask for the userid. The names
beginning with asterisk will be skipped when maliling 1abels are
generatad from the urf,
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12.14 Prolect Administrators

Prolect administrato~s are reglstered Multlcs users who are In
charge »nf some rrolect. They need not be realstered on the
oralect they administer, A single wuser may be prolect
administrator for many bprolects. Fach orolect adminlistrator
aobnears in the smf entry for the project he administrates. He
has 3 copy of the prolect's pmf, and may Instaltl 2 pdt which he
creates from this omf with cv_pmf, by use of the Install command,
Tha opraject administrator must be able to read “prol_admin_seg”
in order to use the Instaill command, and he must have "ea'™ access
on the directory >system_controli_dir>update In order to out the
cony to be installed where the system can discover 1t.

ProYect administrators shoul!d be trustworthy people. They should
be told to apooint an alternate if they go on vacation, since It
is difficult for a system administrator to run a project wnhich
has been delegated to someone else.

12.15 Prolect "Multics"™

Users on the "Multics'" oroject are able to access the privileged
gate "ohcs_" to Investigate the contents of the supervisor,
Since they <c¢an, therefores steal passwords from the I[nnut
buffers, only responsible system programmers should be registered
on this prolect.

12.16 Ta2rminal repalr

The prolect “Terminals™ should be set up with one anonymous user

whnse Initial procedure Is "termlnals_overseer_" so that
remote-terminal service personnel can login and check out a
terminal, Bumping should be ons and a grace of only 5 minutes
set.

12,17 System operators

All system operators should be registered on the project
"Operator”. This provides them access to the system for the
purpose of sending malt, document runoff, and harmliess play. It
is far better to provide them with a small amourt of dlsk space
an1 some CPU time of their owny, than to discover them wusing the
daemons for exoverimenting with the system,
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There are several onerations necessary to kee
smoothliy which are not yet made Into comma

administrator.,

o the system running
nds for a restricted

13,1 Disk auota moving

The daily disk report lists all those projects which are Ilow on
disk quota. Some of these prolects deserve more disk, and others
do not =-- they will use up all that Is avallable, An 3utomatic
program could be written to give more disk to those in need, and
to take quota from those prolects which had extras but the
alnoorithms involved would be complicated and 3d hocs, and manual
adjustment and Intervention would stiit be reguired.

A restricted system administrator can do some of this guota
moving, since he has the movequota command avallable, but it
takes some exoerlence, and 1s hard to exnlain.

The general strategy is to keep some extra quota on
>user_dir_dir, avajilable for giving to new oprolJects or +to old
prolects which are running out of disk. Issuling the command

movequota >udd>Alipha 50

wlltl glve the prolect named “Alpha* S0 more records of guota. A
negative amount will move quota up from a prolect to >udd.

The difficulty arlises when the free aquota on >udd runs low,
There are two possibilitiest [f the Installation has a totat
qQuota which iIs already as much in excess of physical capaclty as
should be allowed (for instancey, [If the disk is over 90Y%
ohysically full), no more aquota should be generated. The
administrator must elither take quota from some other project, or
from some system directorys or deny the reguest. Knowledge of
the various projlects® activities and moral suasion may have to be
employed, A *"hotd™ should be put on new prolect registrations,
toos since new_pro) will gripe if it cannot <christen a new
project with enough disk.

If, on +the other hand, the administrator wishes to rajise the
total quota on the systemy, say by 1000 records, he should Iissue
the command )

sac "setquota > 30005 mq >udd 1000°
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{assuming the aquota on the root Is normally 2000). T he

“send_admin_command”™ (sac) command sends a message to the
Inltializer oprocess which wlll be performed as soon as the
Initlalizer gets a chance. The command line executes a
"satquota™ to Increase the root aquota, and then executes a
“moveaquota™ to move the quota down to >udd, where it can be
distributed as usual.,.

The seguence described above Is the oniy time that the setquota
command should be used. Thils lIs because the disk-metering code
In the storage system and the disk-accounting program regulre
that disk quota form a3 "connected tree"™ wlth no directory whlch
has a3 guota Inferlor to one that does not.

Sea Chapter 9 (page 72) for more information on disk quota
management,

13.2 Ctlt2anup of segments

Giving the restricted system administrator the “delete™ command
would allow him to destroy any data segment on the system,
Therefore, it iIs up to the full system administrator to clean up
seaments, especially in >udd>SysAdmin>admin and its
subdirectoriesy, which are no fonger needed.,

13.3 Lo3ad control groun management

New projects wiil automatically be assigned to the defauilt t{oad
control groups "“Other®™, by the new_pro] function. Ptlacling a
nrnoject in a group requires modification of the segment
“smf.new', foltlowed by a new_smt. All that is required is to add
the line

group:s Blaht

after t he “prolectid® statement which deflnes a orolect.
Generating a new group is done by running the oprogram *ed_mgt",
which is documented In the MPM SPS,

13.4 Special Project requirements

Craating orivileged projects, or under-privileged prolects, or
editing the omf of a project to glve 1t special treatment, must
be done by the full system administrator. Consult the MPM SPS
writeuns of cv_smi and cv_omf for more [nformatlion.
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13.5 Access to prolect directories

Access control ls the particular province of the system
administrator. One thing he has to do that cannot be entrusted
to the restricied system administrator s to provide the varlous
project administrators with access to prolect directories, In
some casesy the system administrator may be calted upon to glve
access to one user's segments to a user from some other prolect.
It iIs important to have someone responsible performing ¢this
functiony, so that I1il-advised or maliclious requests can be
refused.

13.6 Crash Recovery

Unrestricted system adminlistrators may be called In to rescue the
crank or the system administration subsystem [f the system
crashes while some accounting operatlon 1s In progress. The
specific steps to take depend on the nature of the crash and on
the operations belng performed when the system nent down.

The worst crashes are those which are followed by a reload In
which some accounting files are tost, Sometimes, this may keep
the system from starting up? or worse, the system may start up,
but be using old or inconsjistent data. Operations should bhave
standing orders to contact 3 system adminlistrator [f segments in
the administrative directories are destroved.

More often, the difflculty is less catastrophic? for lInstance,
the system may crash during a "new_proj]*™, and 1¥ the new_pro}] Iis
reneated it will turn out that a prolect Is In smf.new twice,
Restricted system adminlistrators should be told which functlons
cannot be restarted?: or told never to do anything more, if the
system crashed whlle they were doing something, untl! the state
of the accounting files can be checked,
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Load control groups are agrouplings of prolects which share 3
guaranteed access to the system. Each 10ad control group has a
quota of "“primary™ load units which represents a guaranteed
number of users from the group who wiill always be able to log iIn,
Users In excess of the primary quota will be asslgned *secondary"
status and wlll be allowed to 1og in If the system is not fuilt,
Secondary users wlll be preempted 1f a primary user wants to 1log
in and the system Is full. Secondary users may be preempted to
primary, and thelr grace recalculated, if a primary user from the
group logs out,

If a group®s primary aquota is full and the system is full, a3 user
from the group will not be permitted to tog In wunless he Iis
permitted to opreempt some primary wuser In his group. This
preemptlion is under control of the project adminjstratory, who has
two parameters he may adlust. In order to preempt another user,
a new user must have the ™"preempting®” attribute in the PDT, and
his project must have the attribute In the SAT. In order +to be
preempteds, a primary user must have his "grace” explre, The
"grace™ ls set by the project admlinistrator Iin the PDT, subject
to a maximum grace given in the SAT,

The attrijbute flags *"no_nrimary™ and *“no_secondary"™ may ailso be
set In the PDT or the SAT, If a prolect has the “no_primary"
attributey, none of [ts wusers may be primary. Simliarly, 1f a
project has the “no_secondary" attrlbute, none of Its users may
be secondary. These flags may also be set by the prolect
administrator for individual users. '

The *"guaranteed_login™ attribute Is wused ontly for system
projects, If a wuser has this attribute In the PDT, and It his
project has the attribute in the SAT, then the user wii}l be
logged In [f at all posslible 1f he specifled the "-force"™
argument to login. He may overload the system In the process of
fogging in, or may even have to bump a orimary user [f the system
has attalned its maximum number of users.

The accounting system will be set up with two grouns by the
accounting cold start., One group is called "System", and is for
the use of the daemons and system adminjstration -- those users
vital to the operation of the system. The rest of the users on

the system will be placed In the ™"Other™ group. To defline
additional load control groupss, use the “ed_mgt" command to edlt
the master group table., For exampley, to add a group called

*SysProa™ and to give It to the prolect called "Multlcs™, perform
the following operatlions from an unrestricted system



Muitics System Administrator®s Manual Page 90
g01/n8/73 rev 3

Chapter 14 Load Control Groups

adninistrators

ed_m3t >system_control_dir>master_group_table
a SysProg S

W

q

edn smf.new

1 nrolectid: Multics?
I 3roup? SysProg?
W
a

ec master new_smf

Tha control parameters for a group are its oprimary quota,
exoressed as

constant + max_units * numerator / denominator

so that the number of unlts allocated to a group has a guarantee
and a oportlon which varies with the number of units allowed on
the system; and, ootionally, an absolute maximum rumber of units
for th=2 groups orimary or secondary. This maximum Is also
exnressad as

constantl + max_units * numeratori / denominatori

The absniute maximum can be used 1f vyou nrefer to sSee the system
at less than maxunits rather than having many secondary users in
some group® this strategy may provide better response for those
usars who do get logged in. A orimary quota of “-1* for a grouo
indicatzas that the group should take *all the rest™ of the
primary quota on the system, after those groups which have fixed
aquntas have been deducted from maxunits. No more than one grouo
should have a aquota of "-1", or havoc will result. The total of
altl orimary guotas must not add up to more than maxunits.
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The following Is a 1list of the wrlteups which contain additional
Information about the system administratlion facltilty, 1ts
programs and data bases.

Muitics System Programmer®s Manual

The published documents on system and user control in.
section BQ are ailmost completely worthliess. They describe
programs which were never usedy, and In most cases never
written, In some casesy one can discover deslign principles
ment loned In these old documents which have been fofllowed In
the construction of today®s facilities,

A completely new section B0 Is being prepared, which will
provide an overview of the system and user control
facllities actually part of the system. This prolect is not
high-prlority.

Multics Programmer®s Manual
See section 1.2, "Logging In*", and the command writeuns for
"login* and "logout”.

Multics System Administrator®s Manual

This document,

Multics Prolect Administrator®s Manual
Describes the duties and powers of the prolect
administrator, A copy of this document should be glven to
each prolect administrator.

On=-line help segments

Se=2 the segments *charges.info*, “load_ctt.info",
“1ogin.info”, and ™user_control.info™,
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Muttics Programmer®s Manual - System Programmer®s Supplement

The currently Installed programs which support
administration and user control are documented In thils
manuals The writeups to read will be listed by category.

System Control

system_startuo_ - system ring 1 overseer
system_control_ - system user-ring overseer
sys_log_ - Initlalizer error messages

User Control and Answering Service

absentee_user_manager_ - absentee Job control
absentee_utility_ - absentee job scheduler & utitity
act_ctl_ - accounting

adnin - operator commands

as_ - answerling service startup

as_meter_ - system metering

asu_ - typewrjter attachment

aswa_ - typewriter and network (/o
cpa_ - process creation

datebin_ - date conversion utlllty
dhodh_ - access checking utlitity
dial_ctli_ - slave console control

dialup_ - line control, logln tine onarse, logout
dog_ - process destruction

hash_ - hash table utllity

hash_index - hashling function

lg_ctli_ - login declsion, user jidentiflcation
load_ctl_ - 1oad control decision

not_ascll_ - string=-checking utlility

rehash_ - hash table utility

scramble_ - password scrambling

test_dialup - testing tool

up_pdt_ - pdt valldatlion and upndating

up_pnt_ - pnt valldation and updating

un_sat_ - sat valldation and upndating
unp_sysctli_ - system table update control

Administratlion and bitling

sccess_name - add or delete access control names [n UCT
accounts_overseer_ - Initlal procedure for administrator
adnin_utll - lock and unlock sys_admin_data

as_who - privileged whos for operator and admrin,
charge_daemon_usage - I0 daemon charges from deck to PDT
charge_dlsk - charge disk to projects
charage_prolects_to_accts - monthly billing
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MPM SPS Sections

charge_user_ - PDT modiflcatlon utliiity
charge_user_registration - monthly billing
charge_users_to_accts - monthiy biltling
clear_prolfile - monthiy bltting., cleanuo
clear_reqfile - monthiy biltingy cleanup
compute_bill - daily bilting

console_edit - utjitity to update termseg
console_report - generate console report by id code
copy_as_meters - copy stat_seg for statistics report
cony_pnt - make pnt copy for testing with blank passwords
craate_lines_file - Instaltation startup too!
cv_persmf - compile persmf into pnt (obsolete)
cv_pmf - compiie omf Into pdt

cv_smf - compile smf into sat

daesmon_acct_print - print daemon accounting deck
daily_log_process - generate reports from log
daily_summary - dalily billing report
disk_stat_print - print disk charge flgures
disk_usage_stat - sweep disk and orint statistlics
disklow - report on projects low on disk
duynp_anstbl - dump answer table for debugging
ed_lInstallation_parms - edit instatlation parameters
ed_magt -~ edit master group table

edurf - edit user realstration segment

enro - edit prolect segment

erf - edit requlsition segment

fill_urf - pass through urf, get missing data
format_attributes_ - output format utlilty
get_password_ - ovassword reading utiiity
get_uid_with_lastname - search urf for tast name
get_user_ - monthly blillling subroutine

hash_table - hash table maintenance

idsort_ - fast sorting utility

install - install system tables

is_he_user - active function

is_legal_prol] - active function

1ablil1 - print billing labels

mailing_labels - orint user labels

merg - monthly billlng

merge_urf_pnt - obsolete

misc - Input miscellaneous charges

new_user - register or change user

pdt_cooy - copny all PDT's to safe directory

poro = print prolfile

print_disk - print project disk charges

nrint_log - print 1log segment

print_meters - create statistics report

print_pdt - print pdt
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print_pnt - print ont

print_sat - print sat
nrocess_daemon_cards - dally billling
prncess_session_cards - dajily bltling
pro)l_mtd - month-to-date prolect report

oro)_usage_report - month=-to-date orojlect renort

punch_MIT_deck - monthiy billing
afo - print reafile

ramove_user - unreglster user
rename_onts_ - utitity for new_user

reset_disk_meters - monthly reset of disk meters
reset_processed_flag - patch accounting deck flags

reset_usage - reset usage data in PDT

reset_use_totals - reset usage totals for reports
send_admin_command - send command to initlallzer

Page 94
rev 3

set_admin_data_ - locking subroutine for sys_admin_data

sort_hist_file - sort blllina data base
so~t_orojfile - sort project database
sort_reqfile - sort reaguisition data base
sWwaep - disk quota and charge accounting
sweep_disk_ - dlsk hlerarchy sween
sys_full_report - report on refused logins
system_dally_report - write daily report

system_monthly_report - write monthly reoort

system_total - compute system availabltity for reports

terminals_overseer_ - terminal repair Init proc

un_ctr - update charges this requlisition,
urfp - orint urf
urfsort - sort urf

usage_total - compute system usage for reports

value - active function and command
write_acct_bitl - monthiy blitling
write_bllling_summary - monthily bliling
write_user_usage_report - monthly bllling

Data BRases

answer_table - answerling service user database

communications - system control password
dlisk_stat - disk charge figures

instalttation_parms - installation parameters

IN0__accounting - daemon accounting deck
log - answering service log
miscflle - miscel faneous charges Journal

mgt - master group table
pdt - prolect definitlon table
pit - process initiatization table

pnt - person name tabie
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- MPM SPS Sections

pro}_admin_seg - system table Instatliation
prolflle - prolJect segment

reqflile - requlsition segment

sat - system administrator®s tabie

stat_seqg - answering service statistics
sys_admin_data - system administratlion lock
urf - user registration segment

use_totals - report data base

whotab - oubllc tist of users logged in

master.ec¢c - system administrator commands
bilier,ec - billing operations

err,ec - administration errors

util.ec - administration utitlity

acct_start_up.ec - Installation accounting startuo
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Appendix 1¢ Sample forms

Generating a few workflow forms for the duse of the user
accounting office can simplify the operation noticeablvy. The
forms will enable vyou to make sure that the necessary Information
is cantured. Fach Installation will have 1ts own pecullar
rejuirements for these forms, so no general scheme (s orovided.
Samples of the forms Iin use at MIT are attached.
You will orobabily want the following:?

parson reaistration form

orolect reglstration form

project deletion form

tape registration form

rotrieval request form

system problem/complaint forna

cradlt reauest form

card processing reqguest form

configuration change log

Rnger says

usar accounts all-purpose letter

yser tapoe log

miscel laneous charge inout

crash form

backun tape iog



Massachusetts Institute of Technrolooy
Information Processing Center
Person Reglstration for Multjcs System
This farm 1s only needed for people who have never been

rejistered on Multics before.

Name

Last First Middle

M3iling address

Telenhone

Programmer number (if any)

Each person reglstered on the Multics system Is assigned a 1-2&4
charactasr “Person ID"™, which is unique at this Instalfation. The
person ID 1s wusually the 1ast name (beglnnina with a capital
letter) [1f nossible? 1f someone else with the same name Is
already registered, the person 1IN will be the 1ast name wlth
Initials prefixed (e.9. Smlth, JSmith, JRSmith),

Default oroject TID

Registered persons must also be authorized to use a partlicular
orolect by the prolect administrator for the prolect,.

Please attach a slip of paper with a personal password. Your
nassword may be 1-8 characters (letters and digits only).

You may chanae vour default prolect ID or your password on-=l!ine
any tima2 you wish?® consult the Multics Programmer®s Manual.,

Plaase return this form to?
Information Processing Center
Us2ar Accounts Officey, room 39-513
M.I«.T.s 77 Massachusetts Avenue
Cambridges Massachusetts 02139

If vyou have any problems with your regisfraf[on} please contact
tha Use~ Accounts Qffjice (253-4118).,

Name Asslagned NDate

form revised 3/72



Massachusetts Institute of Technology

Information Processing Center

Prolect Reglstration for Multics System

Prnolect Title

Princinal Investigator

Address

Prnaoject Supervisor

Address

Phone

Each oroject Is assigned a ™ProJect ID" (1-9 characters beginning
with a capital letter) for ldentification and access contro!
purnosess Please suggest a oroject I0 for your project?

Initial disk quota records {(default 25)

MIT acct Requisition or P,0.

I1f vyou wish to adminlster your orojlect on-line, please supply the
following information?

Directory for PMF

Administrator (Person.Prolect)

S D D W D S A D AD Y R AR A P D WD AR S WD D D WP W WP AR WD AR G GE AP TR R G G WS A G DO N S W D R G S P N S A D D an - —— -

Project ID Assigned ' Date

form revised 9/72



Massachusetts Institute of Technology

Information Processing Center

Multics Project Administration Request

T0 User Accounts Office, MIT 39-513

FRAM?

DATE?

SU3JECT: Prolect ID _

[ 1 Ple3sse delete the project and all iIts disk storage. Scratch
all tapes and release ali tockers associated with the
prolect.

[ 1 Please add the following persons to the prolect. Person
registration forms are attached for any persons not

previously reglstered,

[ ) Please delete the following persons from the project. Do not
del2te thelr directories.

{ 1 Please glve project adminlstrator status to the folloning
user (l.e. delegate the project).

Directory for PMF

Administrator (Person.Project)

S W - AP R AR WS D R AR W W AR G D WD W D i R GRS @B N WS D A N WD AD W WD D R A D D G G D S A R S D WD G A D R P . -

Date done by

S . o i e o s e S .

form revised 9/72



Massachusetts Institute of Technolooy

Information Processing Center

Multics Prolect Administration Request Confirmation

701 {Project supervisori
FROM: User Accounts Officey, MIT 39-5132 253-4118
DATE:

SUBRJECT: Prolect ID _

{ 1 Your prolect has been set up on Multics as recuested.
[ 1 Your prolect has been deleted as requested.

[ 1 The following users have been added to your prolect,

[ 1 The following users have been deleted from your project. You
should delete their directories once vyou have copled any
segments which you wish to preserve.

I 1 Your project has been delegated to a prolect administrator.
He may now add and delete users and control resource (imits.

Directory for PMF

Administrator (Person.Project)

NDate Adnne by

form revised 9/72
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