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SubJectt Peoorting Precess Access Mode to the User 

r. IntroductIon 

There are three commonly used hcs_ primItives which attempt to 
return the catfer·s mode of access to a branch. Today, thIs mode 
Is the raw mode from the ACl of the branch. The raw mode 
currently can be misleading to the user since it does not account 
for ring brackets. 

The Access IsolatIon Mechanism wIll make the raw ACl mode even 
more misleadlnq to the user. The' fol Jowing changes to the three 
orimltives are proposed to. provide the user process wIth mode 
information which is both correct and upward compatIble with 
existing software. 

This prImitive returns a structure contaIning a mode fIeld for 
each branch whIch matches the star name. There is no field in 
the structure for rIng bracket data. Therefore9 the user would 
have to make a separate call to property determIne hIs access. 

The mode returned in this structure should be changed to the 
user·s effective mode at hIs current validatIon Jevel. The 
effectIve mode would be a combInation of ACl mode9 rIng brackets 
and Access Isolation restrictIons all factored together. 

ThIs wIll ensure that programs whIch make decIsions based on the 
mode data In tha structure wIi' work correctly. If these 
orograms already obtaIn the rIng bracket data to properly 
determIne acceSS9 they will still get the same answer, but also 
consistent with the Access IsolatIon Mechanism. Hence, this 
change Is upward compatIble. 
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Programs which report the mode data in the structure to the ·user 
(e.g.9 the lIst command) wil' now report the correct mode for the 
process at his current valIdation level. More detaIled access 
InformatIon wl1' stilI be aval'~b'e to th~ process through other 
primitives or by the use of commands. 

This primitIve returns a structure for a specifIed branch. The 
structure contains the cal'er·s raw ACL mode without factoring in 
t~e ring brackets or returning the rIng bracket data. 

The mode returned in this structure should also be chanqed to the 
effective mode as descrIbed above. This chanqe wIll also be 
upward comoatlble for the same reasons. 

This primitive also returns a structure for a specifIed branch. 
T~e structure contai~s both mode and ring bracket fIelds. Before 
the addition of the Access Isolation Mechanism, this data was 
suffIcient for the user to determine his access to the branCh. 
Now thIs Is ~ the case. The sIze of the structure does not 
provIde space for the branch access class to be included and the 
len~th cannot be increased for compatabil ltv reasons. 

Therefore. the mode data currently returned should also 
changed to the caf ter·s effectIv~ mode. In addition, the 13 
Dad field of the structure can be changed to provIde the raw 

be 
bit 
ACL 

mode (thIs wIll leave an 8 bIt pad). The raw mode data wI" be 
useful for status reporting (e.~., In the status commandt. 

This change Is also upwards compatIble for programs makinq 
decisions based on access data and programs whIch need the raw 
~CL mode can be trIvIally modIfIed to use It. 

v. other hcs_ prImitIves 

The prImitIve hcs_tfs_get_mode returns 
mode at his current validation 'eve'~ 
stilI be returned, but wIth t~e Access 
factored In. 

the caller·s effective 
The effective mode wil' 
Isolation restrictIons 

The prImitive hcs_$status Is not called by anv system software. 
It returns dIrectory Information in a packed structure. This 
primItive Is not a documented user Interface and should be 
~~~g. 
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The prIMitIve hcs_Sllst_dlr Is only used by backup_dump_recurse. 
The mode "returned In Its packed structure Is thus backup·s mode 
to the branch. Since backup Is running In ring 1 when it calls 
hcs_$IIst_dlr, It can belIeve the Mode data for segment branches. 
The mode is not currently used for access decisIons by backup. 
HOMever, for consistency, the mode should have the Access 
Isolation res~rlctions factored in. ThIs wII' help to avoid 
mis-InterpretatIon In future changes or In other programs whIch 
may be designed to catl this primitive. 

vr. Note on CompatibilIty 

These changes have been designed to properly Integrate the Access 
Isolation Mechanism Into exIstIng primitIves and to mInImIze the 
Impact on current user software. For InstaJlatlons operating at 
a single access class9 the changes wi" be Invisible except for 
rIng bracket factoring. At alt Installatlons~ the informatIon 
returned by the primitives wIll be correct and complete. 

Progra.s whIch report or save Informatloh about branch status 
~ust be changed eventually to include the branch access class. 
The returned structures mentIoned In this HTB wIll not be changed 
to Include thIs data tor compatibII1ty reasons. New primitIves 
wI" be provIded for thIs purpose. 

If these changes cause major problems for any user, please calli 

Jerrv Wh 1 t more 
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or send MIT mall tol 
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Kobzlar.MPlS 


