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To?s Distribution
From: T« Hs Van Vieck
Date s 01713775

Subjectt Unpattengea Operation of Multics

Several Multics instaliations have be2n atfempting to run
their systems without an operator present. Although this is not
an advertisea featu~e of Multics, these sites have dons2 pretty
well by leaving the system running when the operators go off

shifty with the ungerstanaing tnat the system will pe availaole
without backup or tapz mounting facilitiesy and that if the
system crashes it Will stay down until an operator comes [ne

This memorancum gescribes changes to the supervisor anc¢ suoport
proceaures which woula make unattenasd operation easier and morsa
reliables With some very simple changes, unattended moce bscomes
usable almost immeqgiately) l1ater changes which make agaitional
improvements in unattended mode are also describea.

AUTOMATIC RESTART AFTER A SYSTEM CRASH

When Multics crasnesy, the operator usually brings the systenm
back wup again. Almost all of tne steps which the opersator takas
can be automated. These steps arel

1., Determine that the system has crashad,

2+ Invoke the "CRASH" runcom.
3. Invoke the LD355 asna BOOT commands.
be RPeply "startup* to the Initializer process.
5., Start tne Backup and I0 daemons.

Existing facilities are sufficient for automating many of fthese
stepss Only minor changes need b2 made to fix the others.

Betermining khen the System Has Crasnhed

Crashes wil)l be detected when the system returns to B80S from
Multics operatlon. There are some cases of system crash such as
power failure, idle loopy Or hung Initializer process which do
not return to BOS? these cases are not hanclew by the new

Mul tics Prolect internal working Jdocumentation. Not to be
reprocuced or cistributead outsice the Multics Prolect.



MULTICS TECHNICAL BULLETIN MTB- 152 page 2

schemey but are fortunately fairly rare. There are also casz2s in
which the system returns to BGCS but has not crashedsy for instance
after a normal shutcown, or in response to +the system_control_
“bos™ command; meooifications will oe made to the supervisor and
to BOS to cetect thess cases.

We will set up one wora of storaje In the BOS toehola for
intercommurnication &Gtetween Multics ang BOS. This wora will pe
Jused as a set of 36 switches which will be sat gither by & 30S
command or by a Multics privilegec call. One of these switches
will be reserves to mean "automatic reooot moge is on"} this
switch will be turnea ON by a Multics command, and wiill be turnad
OFF by Multics command,y, BOS command,y, or by autftomatic crash=-toop
detecting coce in Multics startups, Another switch will mean "the
system crashed”™?! tnis switch will be set ON at boot time and
reset by normal shutdown ang ¢alls to pmutdbos_anc_raturn.,

When the systen returns to BOS,y any rurcom which contajinai

the 800T command will continue on fto Its next statemert, Tnis
statement Wwill be a test of the "crashed" switch in fthe stanaiara

rurcome to discover whether the sSsystem c¢rashed 9or shut Jown
normallye.

It is slready possible to distinguish between the case of a
Return=To=-B0S causec by the Multics software and one cause2a oy an
XED 4000 from the processor panel. Since the latter case implies
that someone is present in the computar roomy, it shoula not ©ve
assumea that this action is a '"crash.”™ Similartyy, the setting of

the “crashec™ switch will allow B80S to5 distinguish bstwezn calls
to omut$pos and pmut¥docs_and_returns the secona call is made
only in responsc to manual intervention and so shoulJ riot bpe

detected as a crash.

Some changes coulad pbe made Iin the schaduler to aetect jcle
loops, anda it shoulc bpe possiovie to set up a detector for tne
cases in which tne Iritializer process is hungt but thease are
refinements which can pe proposed separately. A special commana
to cause the system 1o crash should also be constructea which can
be used by trustworthy .dnstallatlon personnel in cases where they
notice that the system shoula 02 restarted. (Special access
orivilege will be oprovided on the gate which performs tnis
functiona)

Invoking the CRASH Kuncop

When the operato~ aiscovers 3 system crashs he usually types
CRASH immediafelyy unless it is obvious that a haraware tailure
witl prevent recovery from working. The usual recovery
orocedures consist of the following commanas:?

FOUMP (unless inhibited)
FD3%5
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BLAST CRASH

ESD

SALY (if necessary)

LD355

BOCT
The actual runcoms will of course be much more <complicatea, in
the style of MOSN=-Zz41. Various switches will be adaozga to a!llow
the operator to reguest that the system pause before booting and
salvagingy after crashing, and so oOn. Similarty, moaes to
suppress crash dumps altogether or to take printer anc/or taps
dumps in adcition to the FDUMP will pe definec.

In order to prevent the system from cycling in & tight loopo
of boot = crash immecistely - recover - DoOoOts sSevers! small
modi fications will be made to the scheme so far outlinece, so that
the default after an automatic reboot Is to turn off automatic
moce, uUntil the answe~ingd service determines that the system |is
truly wups, ana is not in & crash loop. The acvantage to this
approach is that the full Multics environment s availaole for
programs which try to cetect the |oop. Automatic revcoocting will
be discontinued after N crashes after automatic mode was =ntferad,
It will also be turned off if there are more than M crashes in K
minutes: &anc admin commands will be acgded to the Initializer to
2llow the setting cf these parameters.,

Invokipg LR325 apna BOJYT

The restarting of the system will be done 3as a part of ftha
rercaom joop wnjich the system will be trapoes iny, uniass 3 "mznual
interventior™ saitch (s set or automatic mode has seen turnz=id
offt, Tape=-positioning operations may have to be insertes in  tne
runcom to position tne unified bootload tape {(see MTH5=134). Tne
drive on which the unified tape [Is mounted must bz uravailaple
for use by the supervisor tape-assigment cowey so that the tape
can remain permanently mounfteo.

Repliyira to Ipitializer

When the Initislizer has completed hardcore initialization,
it enters the ring=1 envirorment anil waits for an input command
from the master console which tells it whather to do a cola pooty
enter 80S,s or start up the systems The system_startup_ progran
must be modified to <checCck the switches in the toehola ana to
manu facture a "startup’" command if “"automatic r=booT"™ mode is ON.
The ring=1 environment will than proceed to cali
system_control_$startup for answering service initialization,
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Startiprg the Daesmons

Most instailations have their system_start_upe.ec arranged so
that the gsemons g0 not automatically start runnings, but only
come to commanc levely, so that ooerators may modify parameters or
choose not to run the daemons at all. B3ut when no operator is
present, the daemons will thesn hang. A simple solution to this
problem is to have rulning unattencded imply running without any
backup or 10 daemons. Alternativelyy the standarc action taken
by system_start_up.ec could pe to include the startup of fthe
G3EemonsS. Neither of these choices i3 3attractive. The best
sofution is to make 3n active furiction available which wiltl
return “true” whernn the system is in "auftomatic retoot'™ modey sO
that the system_start_upsec canr take a default action when the
system is unattendeda, and otnerwise wait for the coperator.,

FACILITIES AVAILABLE IN UNATTENDED MODE

The other auties of the system operator refate to ths
tenaing of the printer and the mounting of tapes. If we providge
a per=-system switch which tells whether tne system is uJrattendea,
it will be fairly easy to cause the system software to relect all
requests which cannot be handled automatically, and to suppress
messages which have no function except to prompt the operator.
For examples user tape=mount reguests which cannot pe satisfied
without human intervention should oe rejectad by the
tape=-management software. Simitarly, there seems to be lifttle
harm in attempting to run the I0 daemon, DbDut when the printer
paper Jams or runs out, The message describing this situation
neec be printec wnly ancesy the device griver shoula then wait
quietty for someone to fix its problem,

Once "unattenaed mode® s set, user programs shoula be aple
to determine that the~e is no operator present, and when one will
be availabley If this is knowne A fi13g In whotab will pe used to
ingicate the system mdocey, and a few more words to show the time
this moae wil!l changes The system mode and schedule data will pa
set Dy issuing an Initializer process command. (Perhaps aading
andg aeleting an operator shoulu oDpe thought of as Jaynamic
reconfiguration,) When the system changes from unattanded to
attendeds the flag in whotab may be useudy at installation optionr,
for some other information such as the initials of the cniet
operator on autye. The subroutine system_info_ anda the
commana/active function “system® will ne upcatec to return these
NeEw 1temse.

BACKUP
The major problen with running the system in unattendea moge

is that the incremental backup dsemon will eventually fill its
outplUt backup cumDd tape. Wher. it woess it wili reauest another
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tape number from the operator., The reply to this question coula

have been Issued In advancey, by a3 call to “"reply* in
system_start_udupe.ec but the daemon will then take this string and
call the tape software to have & tape mounted. Qur suyggestion s>

far has been to refuse to mount the tape.

It will not pe difficult to chanje to the tape-assignment
package to make it work Gifferently for the Backup aasemon if the
system Is unattendea. When the operator is olacing the systam
into wunattended modesy he will foad all availabls arives with
blank backup tapess, ana instruct the tape~assigment software
assign these tapes one by one to the Jdaemon &as neegded. This
requires that the tape mount software perform a stightly
different action when assigning a tapey, that the tape DIM not
dump a tape at mount time if it is already mounted, and also that
the tapes which are not at load point when Multics 1s bpooted
shoula be (file marked anu) unjoacec. '

CONFIGURATION

The bug which drevents the system from coming up with more
tnan one CPU should be fixeay, so that a large system wWhich
crashes and successfully retoofts is not limited to one CPU,
There will be casesy howevery, when the supervisor ceconfigures
some system resources due 10 &rrorse. (This is done with bulk
store records currently, and will be done with msmory in tha
future. With the new Storszge system, Jisk drives may aison be
treated this ways) If a resource has been droppad due to error,
an automatic restart should know not to try to use the device
againe.

GENERALIZATIONS OF THIS SCHEME

Unattenceo mode shoulu probably be implementec as & set of
switches, one for automatic rebootings, another for tape=-adarive
handtingsy and so forthe. Some installations may wish to provide
Wweekenc service with no operator in the computer room but wWwith an
attendec operator consocle distant from tne machine room {(via the
message coordinatorl). There are also devices on the market wnich
automaticaily find & tape ang loau it onto a tape drive in
response to a software orgerj so that an unattendes System mignht
be able to answer most tape mount reguests. Another possipility
which might be usec pDy some sites is that one or more I0 cevices
{card readers, tape drives,y printers) might be located in an area
accessible to trusted users, who would be able to issue commanas
to attach ang use these wevices even wWhen no operator is
attenaing the main conputer,

The unattendea moaes should probably oe implementec 30 that,
when a problem occursy, it will be conveni=2nt for someone to come
iny fix the problemy, and let the system continue unattended. For
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exampley {if 3 orinter runs out of papery, and a3 system programmer
nappens to pass the mschine, he should be acle to insert a fresh
box of paper ana allow the gaemon to continue printings without
naving to issue any Initializer commanas. or havirng to affect
unatteded mode with respect to tapes.



