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Introduction

The followinz discussion introduces the framework for the new

s3torage system data recovery design., 3pecifications for thz new

storage system were given in MIB-110. This bulletin is concerned

with the vpart of the data recovery task carrently terasd

"salvazing.” (The remaininz part is backup and retrieval.,) DJata
recovery 1echanisms exist because of iaperfections, »oth in
nardware and software. The reason for a salvazer redesign is to
increase two important Hultics attfributes, availapility and
reliability. Availability implies that stored data should always
b2 dynamically accessible at thes damand of any user, while
reliability implies no 1loss of stored data as well as tae safe
storage of the security information ussd to protect tae 3tored
data,

This ™T3 proposes a major cnange to today's salvaging operation.
o accomnmodate storage zgrowth, salvaging will becone dynanic and
distriouted, dore of tne 2rrors corrected by tae salvager w4ill
p2come usar visible, An implementation o2lan whica chronicalizes
tne dssign decisions still to be made is given in tne comwnanion
ArB8=221 "jaw Storage 3ystem 3alvazer [aplenentation.” In order
to =2xplain wny this dT3's design i3 being proposed, sone
packzround naterial is oresented firsc. :
Storage 3ystem Jverview

2

’

As a first ordesr aporoximation, the Multics storasge 3ystem can De
viewad as a logical organization for an array of file maos, This
lozical organization =2an b2 oroken into two narts: dirsctory
control and storage 2ontrol., Directory control nandles the
lozical structuring of tns uaser data and stores th2 s=2zurity
information, A directory consists of objects (brancnes, names,
acls, ete,) whose data 1s held in structures. Relations anoaz the
oojects are implemented by tareadinzg the structures tozether,
3torage control manages tne file man arrays, A file mqap i3
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“qultics Projsct internal workinz documantation, iot to »pe
reoroducsd or listributed outside the Multics Projsct.
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notning nore than an array of pnhysically ssquesnced keys to ths
stor=d data.

Stored data can ©oe "found"™ oy only 9one metnod: lozically
traversinzg throuzh a hierarcnial structure of dirsctories, 3inca
directories hnave 1internal structure, a suceca2ssful lozizcal
traverss rejuires a pnysically correct internal structure. Errors
nava Je22n  causad oy hunan, prodabilistie (hardware), and sven
cosmic (unknown, such a3 lightning causing a o2ower outasa)
actions, 3Jecause only the fhusian 2ause of thess errors 2an
(tnzoratically) oe eliminated, error datection and recovery are
122233ar7, The2 1ecnanism used for this purpos2 currently is tn=2
>ffline saivazer., Th2 s3y3tem is crashed upon d=atection of an
error and z2orrection 13 achieved ov runninzg tas 33alvazer (T.aas
making ta2 s3ystei unavailaole for usaful work). sucn dparation
i3z necessary today, but 1its cost is too hign for the sarvica
orovided, since most of the directories salvaged have no errors.

Jaw Stora

Jaq

2 3ys3tenm Structure

Tne new 3Storaze J3ysten (433) splits current directory oranches
into two oparts, the logical attributes and the nnvsical
attributes,. Tna pnysical attrioutas are stored in a
self-consistent format, th2 volume table of contents entry
(vtoce2) wnich zontains 2 uid oathname. The connection betwzen a
A33 dirsctory brancn and a vitoce is lozical in opoth directions.
Tnis design is innherently adore costly to process for the salvager
as well as for the storage systean Hecause two disk rzfer=aces,
one for tn=s orancn, th=2 other for the vtocz, are o2ften necassary
whara onz2 3i1fficed nreviously.

°rojeztinTt the ovresent 3alvazsr's operation into a I35 foraat
gives running time 23timates of 5 aours for 131 103 disk drive
systen, Performinz the 33ame operation with a ~aulti-process
salvazer could cut this tinme down by 1/2 to 1/10 depending on the
hardware configuration., Unfortunately, the nsar future capacity
doudlinz of the #3J2420s makes 2ven the multi-process apnroaza
uniccentaole,

Current directory control 1s coded witn the assumantion taat
threads and relative oointers are always valid, Thus a orief
description of the salvager's action would be that 1its oprinary
ournose 13 naly to nrevent faults on thread and relativzs oointer

references., A walkthrougn of tae s3alvagzs cod=2 reveals taat
directory control relies on few of the other parts of a directory
object's structure, Jther penelfits derived froa salvazing are

garbage collection (directory compaction and tnz fre=zing of space
used by orocess directories and aardcore segmeats), and Aquota

verification, 30me cross-chaecking on acl structures and
acecess-class relationships is dons2 in an attenpt to establisa
security non-comnnronise,
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Tne 3alvazer also checks for r2used addrsass
page assignments in a new free storaze man wni replacas the old
one at the end of 3alvazing., Tais task nas be=2n 3plit out of tn
directory salvager by the 433 das3ign, since every valune  (disk
pack) nod contains its own map, & 3alvaze ooeration over 3 voluna
will pe »erformed oy a volume silvazer, to be descriped later,

3 by recordinz all
n

]

lerminoloagy

32fore proceseding any further, definitions must pe ziven for the
terms used., The tern “°alva01n7" is misleading in its 1innate
descrintion of the current code's function, since an operational
descrintion 1s mostly "directory cnescking" witn correction
rc2urring 1nfraqu@nt1y. dnen "salvazer" is used it it will refer
¢to> t2dayv's opsration, for thz proosossed design, coapound tarans
4111 oe qsed to more clearly indicats which operations are s2ing
discussed,

"Jirectory cneckinzg" is defined as tnit code whicn detects =rroes
in directories. ™)irectory 3alvager" Jd=fin=2s that code wnizca
2orrects and compacts directories. "lonnsction cheeing" refers
to that code which <canecks branch-vtoce zonnections. "Joluns
33lvazer" prefers to that cods which parforas garoage collsction
20 23 volunae,

3necifications for tne Jirectory Salvagzer
The directory salvager is first viewsd a3 3 »plack box witn
innut, output, and environmental specifications. Ths following

dPS“PIb s the input and outpout constraints:

inout i3 a3 bit striny and soae (re2ad only) coatext
icatss

Y
.
[ "“3
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2. Tne outout is a valid directory (tnis includses 3 nail
directory).

3. 3Jiven 2 valid directory as inout, the outout 1is the 3ane
valid dirsctory. This <can 9»e called the non-dzstruction
rule,

3. Optionally, ziven a valid directory and a lenzgth as
inpat, ths output is a valid directory whica inz2ludes
the input valid directory as 1 subs=t, Jalid objects
that exist within th= input leazgth will b2 connected to
tne appropriate dlaces, This 1s the reclaimation
option,

4, If an invalid directory odjez2t is found, <tnsn it will be
cnanged to o2 wvalid only if no sscurity connroaise can
occur., If it is changed th=n a possible loss of correctness
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will »92e indicated., Otnerwise, it will be discardsd. Thnis
is th2 object acceptance criterion and the inverss 1is f{ae
discard criterion.

A few words about the wuse of the words "validity" and
"correctnass" are in order, An object is correct if its data has
not cnanzed by any means otaner than LDy user calls to storaze
systen entry points that ares orovided specifically to chanze tine
data, (Correct data is simoly data thit has not been c¢lodberad
by th=2 3ystem.,) Only certain correctness 1o3s2s are dstectadle,

An object is valid if its struzture z2onforamas to tne rulss that
are imnlicitly ziven oy the storage system implementation. A
aininun s2t of wvalidity rules 1s defined 2y a particular
ianlementation,. The directory salvazer can, of course, validatsz
all nossible structural parts, gzguaranteeing validity irrespective
of any storaze Imnlementation changes, Inis =xtra checging
suarantess that all errors (clobberings) whicn span ootn data
and structurs will, 1f vossible, pe d=tecte:d. Thnus tae
srobability of detectiny correctness lossss is inzsresased.

De2siegn Basics

Clearly, it 1s only necessary to rebuild directories that nave
arrors in then, All other reouildinzg is wasteful and adds to ta=2
cost of thne 3ervice, If tne zoal of service coatinuity is oHut
aside for ths moment, it would be acceptable to rebuild only tne
one direectory that <2aused a crash., In the current salvazer,
consideration of reliability and zarbage collection had nade us
willinz to spesnd tne 92rocessing time required to salvags all
directories, in the belief that otner inconsistencies might exist
and would cauise z2rasnes 3ao0rtly into ths next ovootload. e
cannot afford sucin aztion 2n larger anierarchies vezause szalvazing
time incr=ases linearly with the size of ths hierarzay.

r 1looXx 1into the usa of the current salvager 3at externii
vaals anoth=2r puroosse, that of restoring thz confidzne

n an "intact" nierarcnhy back to 1204, (dere "intact" is
convey thz ideas of correctnass and validity.)

4
L
2
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It is »propossd that directory structure cheeckxing Ddecomns  an
intezral feature of th= online operation of directory control ani
tnat the notion of a 32narate salvazer subsystem pe dropoed.
Zrror detection will e don2 dynamnically, and corrections will b=e
done by online reouildinz., Dynamic chacking can de visualized as
tne Dbreakinz upn of the current salvagzer into two parts,
scatteriny tne cneckinzg function throuzhout directory control,
and retaining the directory rebuild function. A salvaze of the
entire nierarcny will still ve possiodle, but will be rarely used.

I'ne econonmnics »of dynamic ¢cnscking indicats that it «will ope wore
sxpensive than today's offline strategy on staocle aardware
configurations with small disx comnlements, Part of tals zcost can
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be written off as that necessary for utility operation; i.e, with
iynamiec ch=ckianzy and online reouiiding, tne 22an tins betwaen
failures should increase, and Jdown time nqianimized to taat
nacassary to repair faillures not caussd oy tae storags system,
Also tn= 2hecks are aopplisd in direct oroportion to the activity
of a directory; a 1uiescent directory 1s not chected. A
significant cost reduction will be mads oy alterinz structurss to
decreass  chaecking time and to increase 2rror detection
orovanility. Since tnes=2 223ts  2an oniy De Zivea in balloark
figures today, opart of the design process will be fto measure the
actual co3ts on a {33 system before deciding wiaat cnec<ing is
yiable,

snvironnent

Tn=2 =2nvironnent of the directory salvager is zonsideared next. As
15 true for tne offline salvager, tnes directory salvager relies
on 2orrectly  functioninzg 1lower level machines, Botna today's

salvazer and the 433 directory salvazer assume tnat hardaare,
page control, and the s3yserr necaanisa work. [n addition, thsz
directory salvazer will assume tnat dirsctory 1lockinz is also
functioning., Tnese assanotions can »pe 1nade safely as long as
errors from lowsr level macnines are either oprocessed in <the
lower level machine or are random. 4 ranloa arror distrioution
j1arantzes that the directory salvazer will eventually run during
a2 tii= »nerind when no errors os2ccur, and thera2fore will return 2
valid diresctory,

A3 insurance azainst non-randon errors that are not detected oy
tne directory salvager, a small array of invocation times and
errors found will be kent in =avery directory neader, If the
directory s3alvazer is invoked too {requsntly, it will infora tne
operator that a 9os33idble 1loop exists., 4 review of the errors
found should nelp in determiniang whether hardware or s3oftware is
suspeat,

I'ne ability for a boot to always get to command 1leval i an
innortant factor in the confideaca level in #ultiecs., Tne offlinz
3alvazer's contribution hnere was to zZuarantee structurally valid
libraries, Tne equivalent confid2nce in the naw 3Storage 3System
will b2 achieved as follows: Part of every boot will bz to run
the volume s3alvager over the root's paysical volun2 and to
directory salvaze tn= root, >systen_control_1, and any otasr
important 3vstem libraries, 7Tn2 inclusion of salvazing a3 an
intezral part of 4dultics boot relies on a nardeore 9nartition as
oroposed 1in #4T3-213. If the answerinz service cannot oe started,
a reload of the primary system lioraries could ope perforned.
once coamand level 1s reachad, every sits 1is at liperty to
3pecify more cheeking in its startup seguence,

~
3
o
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Distrivuted Cnecking

So far tne directory salvager nas b==2n viewed as a nhlack pbox. [he
following section descrioes tne 3onecific checks and structure
changes that are oroposed.

At the eand »f each 3truzture a chezsksun field and an owner field
will e addesd, Th=z owner field will contain the directory uid
for direztory tareadesd objects, and tne nntry aid for a2ntry
threaded objocts. y length field and an object type fisld will b=
added to fhe front of eacn onject. &ach tareaded list will nave
a unique eount of the numoer of =2mbars in tnsz list, 3ince tais
is already tru= for all lists =2xc=2ot initial acls, the initial
3cl total ecount will pe renlaced by an array of individual 1list
counts,

Tnerefore 1ll directory obdjects will have the following format:

Based on directory structure statisties at +IT, the pronosad
structur2 modifications would 1increase an average directory ov

!

3%.

The followingz c2hecks can be nade Doy directory control. Laen
aneck can be mads independently of thes others thus the final
installation will have the most viable "onblnatlon, as determnineid
by cost/nerformance stuiies outlined in MTB-221.

1. chanze all storace system orocedures that calculate relative
addrasses to cna2ck 1f the address is 0 defore using it. 1In
mo3t cases this can pe done by adding one instruction wn=an
nizckinz up relative nointers. “or prooer operation, the =ai
of 3 valid thread will be 3012 valuz otasr than 0.

2. ill directory obdDjects will have a type 1id in ta=ir

stractures, All references ton a taread pointer or to the
item itself, will first cneck for the corrsc typs wvaluae,
fnis c¢necl @will orobably 2add threz instructions to 2vary
refersnce, In 1 3imnilar nmanner, the2 lengtn and owner fislds
can bz chegcked,

3. Jor all directory objescts, teanlates ars forned which test
all tne <2onstant nits, For ASCII datz this would translate
to testing the first two bits of each charazter to bDe I, For
dirzctory hzaders ind =2ntries this would translats to
testiar that all nad fields renainad J. Thase z2hsceks can e
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innlemented via extended instruztions and a test. Temnlate
cnecking will first be used by tans directory salvazer wnen
renouilding a directory.

i, #inally, each ooject will nhave 31 cn=cksum stored alonz wWitn

its data, A4 caecksum <calculation would takxe as  aany
instructions as ths lenztn of the object »nlus two aore for a
conparison and transfer. ‘ne cost of storing a chezksun wnhen
an object is created or cinanged is nezligible if we assumne
tnat the nunder of directory referencas is nucnh greater than
tne numnber of directory mnodifications; thus it snould be
caleculated along with each modification and wused DDy the
directory s3alvager, Checksuas will be calculated for only
tne relatively constant data fields in a structure, not for
items 3ucn as date-time-usad,

An easily implemented installation option would ba to tennlate
and/or chacksum 2all access names during an access node
calculation, Access_mode already refereances exception dits in ths
nds and taus would regquire only two or taree extra instructions
to cnsax anotner =2x2eption nit.

B0 O

4h2n an azl error occurs, ths current directory stratezy of
snaring azcess namnes creates problems in retainiaz any
information froa tns valid acl =atries., All acls tnat shars 2
pad accass name mMust pe deleted as no secure mnethod sxists for
‘nrotecting the intezrity of an acl., It is propoasszd that an acl
out-of-service condition e supported by the storage systen.
Raplacement of tne acl would b2 reguired to tura o2a service, 3ut
tne name sharing strategy nas often producad nany (if not all)
invalidated acls in a2 directory. Thus multiole correactions for
one 2rpror are raquired, If acl errors are freguent eanouzhh in i35
then sharing of acgcess names should be dropoed. This cnanze
would also nave thas benaficial effect of 1localizing all oranca
attributes, thus reducing page faults. 3aariny within a branca
would still pes supported.

In2 203t of not sharing acl naznes is rataner hizn, witn an average
iner2ase in directory size of 45%. Even if tne savinzgs obtained
froa reducad page faults (due to tne localization of the acl) are
includ=d, tne sun will still show a cost incresase, Recovery of
the cost increase could bz acconanlisned by impleasnting varianle
size nasn tables,

Directory Control Cnanges

A3 well as type and owner field checking, certain bounds and
eross z2hecks of structure values will be addesd to dirsctory
control wnan it is in ths exoliecit inter=st of a orocsedure to
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decrease its gullioility. Several chaecxks o>f tais «kind already
exist; for example wh2n acls are listed, tne nunber found in the
acl list is compared to the count in the oranca,.

Currantly the count of shnarers xent witn each acl name i3 usa2d to
allow deletion of the name, If thes couat was 1incorrezt, tnen
reassignment of the namne s3lot would chanzgs a ns2rson or sroject
name on several acls, Yor tiis reason, it is proposed thit aczass
nanes not be freed until a rebuild is performed. A refereace to a
nane witn a zero sharing czcount will be one mors fora of error
detection.

virectory Allocation

A simolification to tnz directory allocation scname is propossed.
Instead of maintaining several differsant fixed size fres lists,
all allocation reguests will be placed at thne end of a3 dirsctory.
Slots that are freed will b2 zeroed and not reused. A total of
the freed space will o2 ke»ot s0 that tne necas3s3ity of coapaction
2an b2 determined, Tais stratezgy a3as the de2sirsed effezt of
isolating the introduction of errors. For example, a na=4 Drancn
will have its anames and acls onysically as well as logically
attacned. In case of modifications (deletions and additioas), not
rensing the freed slots allows the detection of cross threading
errors, so72thinzy thz2 current salvager does not cnseck, Tnus wa
are introducing segrezation in an atteant to lessen the occurance
of errors that spill over (affect wmore tnan ones branch).

dow that allocation can iccept any r=asonable 3iz2 requaest, lings

can be storad more czcomnoactly. Also tne introduction of @ naw
objects into a direastory n=sed not consider ths current block size
linitations. changiny sizes of currsant structures 1s also

facilitated., Iaolicit in this suzzestion is tnat dirsctory space
manazemsnt will be done inline by directory control pecause it is
so siuple, If wvariable 3ize allocation 1is adapted, then the
oroposad new directory structuras would only inecrease an avarags:
directory's size by 5% rathzr than 3h. If variable size nasn
tables ars imoleasnted, then a n2t size decrease of 324 could »e
acnieved.

Trigzering Rebdbuilds

dnenever thz {rsed sonace total and the count of dirsctory
attribute mndifications =xece=ds 30me  thresanld, tns directory
salvager will be 1invoxkxed to »perforn a3 rebuild, Hder2 we hnave
acnieved the desired orooerty that tne more a directory 1is
nodified, the more often it is validated, It is not necessary to
cnount dirsctory read opsrations becaise the anew storaze sy3sten
design does 7ot require any dirsctory modifications in order t©o
r=2al (szarzn) directories,
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For dynamically detected errors, tns mecnanisn used to trigser
the directory salvager is tn=2 followingz: Whenevar a directory is
loecked, a nandler for the "invalid_directory® condition is 32t up
to call the direztory salvager, After tne reouilding, control is
transferred to the statement followiny th= 1loex c¢call, thus
rep=ating the Tfuaction on the rebuilt dirsectory. Internal
dirsctory control procedures nead only signal whsnever an  2error
is found. All orocedures whica lock directories aust be checked
for code which will operate properly _wnen restarted after the
lock call - for instance, variables assigned before the loek call
cannot be reassizgned after the lock call. '

Srror Repborting

Tne methods wused today for reporting errors detected by the
salvager are inadaquate., Of significant concern to users are
missinz Dbranches, bad names, and lost acls. Althouzn the
salvager oprints all detected errors, no @xetnod exists for
distriouting tnese messages or issuinzg warnings, [here is also a
oroblem in decidinzg wno should recsive tine nessiges,

Botn the directory salvager and the volune salvager will use tne
sysarr mechanisan for recording errors, as tae syserr loz is the
permanent record of systen avents (especially detected failings).
The loxz can bes processed online in order to detect error patterns
and mybe even predict hardwars failures, To reflec arrors to
asers, flags will Dbe s32t.  3ad nanes and nissinzg oranch flags
will pe 3et in the directory nsader waile an 1invalid acl flag
will be s3et 1in the Dbranch. The current action of deleting
invalid acls will be changed to vretain tne acl f{for listing
21r30s23, Directory control will tr=at tne invalid acl flag as if
tne acl was null (acl out-of-servicz)., Tne invalid acl flag can
he turn=d off by eithsr deletinz tanes entira acl or r2nlacing it.
49 action for aissing names and brancnes is currently plannsd, as
thase are relevant to Multics search rules and could affect evary
oroc23s, Yor exanole, if a nane was 1issing in >35s tnen svery
procass mignt be stoppned until ths flaz was reset. In tne future
sucn =2rrors could become visiole oy cnanzinz the searcen of sucn
diresctories to signal some condition, The d=2faualt action would
De to ignore tnis signal,

[

Storaze Coatrol

Storaze control errors ars aandled 2y a voluae salvager, TIThe
inout and outout specifications for tne volume 3alvager are as
follous:

1. The inout is the string of bits tnat comprise a voluaes,
2. The output is a3 valid n=w 3torage 3ysten format voluae,
3. Jiven a valid storage volumne, the same 3torage volume 1is

raturnad,
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4, If an invalid vtoze i3 found, it will be desleted. If a
r=used address is  found anl the vtoze appears to he a
directory, the volum= 33alvager will 1invoxe the directory
salvager on tnis directory, If no errors are found, than
the ovage in question will be awarded to the directory and
the vtoce 32t out-of-service, Turninz on service to 3uch a
directory "nust be perforaed sy an adainistrator,

The volune 3alvazer environment 1s also sinmilar to the directory
salvazer's., Eaz2n establisnes exclusive control over its subjecsts
(in this case a disk opack). Also each relies on correctly
functioninz lower level nechanisas. for the volume salvazsr tnis
is disk i/o0. In the final implementation, tne volune salvager
snould =zaln control of tne voluns via RCP. 3dut for now, 3 direct
path to the disx dim will o2 us=d.

Disk Pacxks

o aid in caecking vtoces, tneir structure will be extend=2d to bs
similar to that of directory objects, Th2 vtoce checksun will
cover only ths uid pathanasne and ths access-class, as other vtoce
fields change too frequently.

Since only a limited reused address check can d2 2aads by paze
control (tas user of vtoceas), volume cneckingyg would normnally
occur infrequently. Tnesrefore trigzering ths voluas salvager nas
to pe accoaplished artificially. One installation ontion would
be to salvaze at th2 time the disk is lozically conascted., Tnis
might be judged too costly ( 1 - 3 ain, per .3J0403), so that
scheduled volume 33lvazginy could b2 impnlemeanted for slazk time
oeriods.

As well 4as salvazin: 3ll vtocas, the volume salvager will
reconstruct tne voalumne man and will caeakx for reused addresses. A
reused address involviang a dirsctory will be raosolved by as<inag
the Jdirectory salvazer if any errors were found in salvazing the
pazes that inzlude tne reused address data, A4 fiadinz of no
arrors would rssult in awardinsg ths page to that directory. [F
errors 4ere found, than the rebuilt version of thz direztorvy witn
2 zero naze would renlacs tne bad one, and 2 ratrieval raquest
for that directory issued. (A aore detailed d=ascriotion of
directory ratrievals «ill be ziven in tn= packuo Al3.) A rzausai
address on a s27meat would result in 2 aull 3ddress aqdard
(equivalent to zeroing), an »2ut-of-service indication, and a
retrieval request. 4 second pass over thes volume will bz amads to
handls any directories that were the {irst <c¢laimants of reused
addresses,

Branch - VIDCZH Conn=ction

oraze systen design includes the dynamic cheexking of
connaection detween tne vranch and vtoce at activation
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time, The resolution of an error at tnis time should e as
follows:

1. check ths vtoce checksun, If it 1is correct then 1nar<c the
brancn Aas uanconnacted., A user eacountering an unconnzcted
Oranca can =2ither delete it or issue 23 retrisval request for
its vtoce., A future addition mizant pe to allow 3canaing of
volumes for an unconnzcted vtoce =ntry with the matcainz wuid
and upon {indinz one, cona=cting tne odranch to it,

. If the checksun is wrong, then aark the vtoce out-of-service
and issue a retrieval request for tnat vtoce. Tne user
referencing the branch would receive the out-of-service
error imaisdiately and could try azain at soze later time,

[AV]

Jdne future eaxtension should be mentioned. wWhenever a directory
retrieval is performed, instead of replacing ths contents in
toto, the version from oackup and ths existing version could be
logically coalescaed, Thnis would prevent loss of new brancaes. In
any c13ass, notics that altnouzh a retrieval can return already
dzleted 9dranches, the correct action is taxen at activatioa wnen
3 connection misnateh is detected.

Loops

In tne effort to oreserve all possible informnation, we have
c1D32:; not to delete objects but to markx th2m as navinil errors,
and allowinz users to issue retrievals, Unfortunately, tnare 1is
no  zuarantes that the retrieved information is correct - in fact
it may nave the 3ame error, [nis is a3 loop whicn only 2 user can
ietez2t, The resolution is that, if necessary, a previosus 200y
ra2trieval snould ne tried, ad infinitun.

An  apparent 1lo0p also exists in the specification of rzaused
address processing. Assume taat the volums 3alvazer detects a
reus2d 2address when processing a directory vtoce., L[t asKs thne
directory salvazer for some advice, But the directory salvaszer,
in formulating 1its opinion, c¢can g2t a reused address s3iznaled
fron 2age control, and this would i1invoke tne voiuaz 3alvazerl
Tanis s323usnce 1s prevented from happsaing if we insure that all
2ddrasses in a oarticular directory are wuniqus (done oy tne
volume 3alvager) and that the volume 3alvager has exclusive
control of the disx paex (taus oage control cannot signal a
reu3=2d4 address on it). )

Loose inds

Puroosely saved until the end is the subject of gquota validation.
Ths e2limination of offline salvaging dimplicitly drooped this
function, since it can only bs done on guisscant sudtrzes. It
could bHe »nerformned oaline only if tners was a guarantez that this
#as th2 only orocess 1lookinz at th2 subtres, 0One aporoacn to
achieve this wciald b2 to turn on 3z2curity out-of-sarvice for all
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componsnts in tne subtrees. Jnce w2 assume or take action to
provide exclusivensss, a procedurs whica sa2t3 tane usad values 1in
an aste must b=z provided, It is »roposed that gquota validation
become a »art of tne adninistrative mechanisms PEET! in
determininzg volume usage cnarges,

Wdnile on the subject of charges, notice tnat the directory
control cneckinz desisn hias transformed the collective azgrezata
cost of offlins s3alvaging 1into a process assignzd "opay as you
use" nart of tne storage system. rFor paysical volumes tnat are
Wwholly owned by projects, even th2 use of the volume salvazer a3
the zarpbage collection desvice is automatically charged to tnae
correct project. '

Suniarey

1. The salvager is split into tanre=s »arts: a dirz2ctory silvazar
wnich rebuilds directories, scattered chnecking in directory
control, ani a wvoluas salvazer whica checks for reasad
addresses and ra22uilds tn2 voluns nmapn,.

2. Datected arrors are antered in the sysarr loz, and users are
notified of errors by out-osf-servics conditions and =zrror
bits in the directory hzader.

3. Directory structures ar
dir2ctory allocation s
tne directory 3alvager.
ars as follows:

O D

xoandad to oe more rooust and the
2 1s changed to take advantazz of
he costs for an averasge directory

structure zhanzes - +3%
variable 21location - -3%
non-siarad access aamzs - +455%
variable 3ize nasih taonle - -304

(2nd)



