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I n t r 0 rj U ~ t ion 

The following discu3sion introduces the fra~ewor~ for the new 
storage system data recovery design. 3pecifications for the new 
storage syste~ were ~iven in MrB-110. rhis b~118tin is concerned 
with the part of the data recovery tas~ c~rrently termed 
II s ,3. 1 vas i n ~s . it ( T tl \~r e :na i n i ns par tis t) a ~ k: u pan d ret r i e v 3. 1 • ) J 3. t a 
r e '~ 0 very n e c han i s~n s ,8 xis t b e c au sea f L!1 ? e r f e c t ion s , DOt:1 i n 
h3.rdware and software. The reason for a salva~er redesign is to 
increase two i~portant Multics attributes, availability a~d 
reliability. Availability implies that stored data should always 
be dyna~ically accessible at the damand of any user, while 
reI i a. b iIi t Y i 11 0 1 i e s nolo 3 s ,J f s tor e;i d a t a a s ',0/ e 11 a s t ~ e sa f e 
3to~a~e of the security infor~ation ~sed to ~rotect t:le stored 
data. 

fhis ~T3 propos~s a major chan3e to today's salvaging operation. 
r a 3. c ,~ on 'TI::) d ate s tor age :s r 0\.[ t h , sal v a :~ ins '.-/ i 11 b e ~ 0 n e j y n ~ ';J i c a ~ ,j 
distriouted. ~ore Qf the errors ~orrectej by tne 331Vager dill 
beco~e user ~isible. An irnple~entation ~lan Ahicn chronicalizes 
t £1 e j~ sis n j ,~c i s ion sst i 11 t 0 b '3 mad e i s g i ve n i n t nee 0 'n:J ani 0 n 
'1r8-221 ilL~e'1'l Storage 3ystem 3alva~er Lnple:nentation." In order 
to ':=xplain ~irlY thi.s ,tra's design is being aroposed, sone 
b~ck~round ~aterial is aresanted first. 

Storage 3ystem Jvervie~ 

As a first order aooroxi~ation, the Multics stora~e 3yste~ can be 
vie~ej as a logical organization for an array of file ~aos. Tnis 
logical organization can be ~ro~en into two aarts: directory 
control and stor~~e control. Directory control nandles the 
lo~ical structurin~ of toe user data and stores the security 
i nforrn3tion. rl directory consists of oojects (branches, na"nes, 
acls, etc.) wnose data is held in structures. ~elations anon1 the 
oojects are implemented ~y tnreadin~ tne structures to~eth9r • 
.3 tor a ~s e '20 n t r 0 1 na na g e 3 t n e f i 1 e n 8. :J :.1 r r!3. y s • A f i 1 e ' 113. pis 

-"luI t j cs ?roject intern::11 wor-kin;; doculTIentation. ..Jot to De 
reoroduced or ,;istrib'lted outside th\~ !'1ultics .t?roje(~t. 
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notni'1s :nori~ than an ;:lrray of onysic8.l1y seq 11{:;nced :<ey3 t? th"3 
stor:;~d ,j'1ta. 

Stored data can oe "found" )y only 'Jne nethod: lOjic.:tll~f 
traver3in~ throu~~ ~ hierarchial structure of directories. 3in~e 
directories h3ve internal structure, a successful lo~i~al 
t r a v e r 3 e r e:1 11 t res a p 11 V sic'). 11 y ,c 0 r r e c tin t ern a 1 s t r u ~ t u r e • r~ r r 0 r s 
'lave ~een caused oy hunan, probabilistic (h~rd~3re), 3nd even 
co 3 'n i c (',J n i{ n 1)',1 n , S 1.1 C hl S 1 i g 11 t n i n =s c a us in is 3. ,) \) i.'l e r 0U t 3 a;~ ) 
action3. JeC3.use only the l1uman~3.use of tnese error3 ~an 
(t~eor~tica1ly) De eliminated, error d3tection 3.nd recovery are 
,~~e33a~!. The 1ecnani3~ used for this purDose currently is th'~ 

Jffline 3al~~~er. Tha sY3tem is crashei up0n j~tection of In 
error ~~'1d~orrectio~ i3 achieved .Jy runnin?; t\1~ s'3.1v3.::er \\:.1.13 

1-1'< i n g t .:1 '2 3 Y s t e ',1 11 n a v ail a 0 1 e for ',1 S8 f 1.1 1 W 0 r ~( ) • ,j u c n J :J e!"" q t i :) :1 

is necessary today, but its ~ost is too hign for the 3ervi~a 
provided, since ~ost of the directories salvaged have no errors. 

~ew 3tora~e 3y3te~ 3tructure 

Tns ne·"r '3torr3.se ..3y:3te:~ (",133) solits current directory oranC:123 
into two oarts, the lo~ieal attributes and the ohysical 
attributes. The onysical attributes are stored in a 
self-consistent for~3t, the valume table of contents entry 
(vtoce) ~hic~ ~ont~i~s ~ uid oathnane. The connection between a 
:~3S dire~tory br:3.nci1 anj ,3. vtoce is lo'~ic8.l in bath directi:)ns. 
Tnis de3ign is in~erently TIJre costly to process for th2 salv3~er 
as well ~s for the 3tora~e svste~ because two disk references, 
one for tne oranen. the other for the vtoce, are often necessary 
\-1'19re 0n~ 3'lffic'2d Drevious1y. 

l? r 0 j e 8 tin ~ t. neD res '3 n t .3 a 1 V' a s e r ' '3 'J 0 '~r 3. t 1. 0 n i n t 0 a ,~'3:3 for :713. t 
~ives run:1in~ ti~e esti~ates of 5 hours for ~ lJJ dis~ drive 
systen. Perfor~in~ tne same operation with a ~ulti-process 
salv~~er could cut tnis ti~e down by 1/2 to 1/10 dependin~ on the 
hardware confi~uration. Unfortunately, the near future caDacity 
dou~lin~ ~f th~ A3JJ~JOs makes even the ~ulti-proces3 ~poroa~n 
u:11.~ce~)taole. 

Current directory control is coded witn the ~3su~?tion tn~t 

thre3.ds ;lnj re13tive Dointers 3.re always valid. Thus a Drief 
1escription of the salva1er'3 3ctio~ would be that its Dri~qrf 
ouroose i3 only to ?revent fault3 on thread and relativ~ ooi1ter 
ref ere n c e 3. A ida 1'< t 11 r oJ 11 ~ ~1 0 f t:1 e 3 a 1 va 3 ere o:j,~ c e 'V e 3.1s t nat 
dir.:3ctory control reli.es 0:.1 few of tje ot[L~r part3 of a jire:~t\)ry 

object's structure. Jther benefits derived fro~ 3alva~ing are 
~ arb age c 0 11 e c t ion ( d i r e~ tor y COI!l 0 act ion and t n·~ f r e e in'S J f so:) ~ e 
used b V pro C ~ S S directories and i 1 a r d ~ 0 res e S 11 e n t s ) , a n jl ij 0 t ~ 
verification. Some cross-che~~in~ on acl structJres and 
access-class relqtionshios is j0~e i~ an attenpt to est~blisn 
security non-co~oronise. 
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fne salvager also cnec~s for reused addresses by recordin~ all 
Da~e a9signnents in a new free stora~e ~ap ~hich replaces the old 
~ne 3t tne e~d of salvaJin~. Tnis task nas been s~lit o~t of the 
directory salva~er by the ~3S design, since every volu~e (1isk 
oa~K) nO'r! contains its own :n3p. Lli 3alva3;e ooeration over a vol'l:n~ 
~..; ill 0 e :J e r for in e day 3 vol U !TI e 33.1 va:; e r • t 0 jed e s e I' iDe rj 1 :1 t e r • 

r e r r1 i nolo '; y 

defore ~roceeding any further, definitions must De ~iven for the 
terms used. Tht~ term "salvaginsfl is 'nisleading in its innate 
deseriotion of the current code's function. since an operational 
j '3 S 2 r i ') t ion i s :n ,~ s t 1 y " d ire c tory c n e c K i ::1;S If ·tl{ i t n '::! 0 r r e c t ion 
) :; ,~~ :' r ins i n f r e q'J en t 1 y .IJ hen "s 3.1 v a 1 ern i s ':j sed i tit .1/ i 11 ref e r 
tJ toj3.V'S ooeration. ~or tn3 proJo3ed design, co~oou~d terns 
./ ill () e \1 sed t Oll J r e c 1 '3 a r 1 yin d i cat e f,i hi c hop era t ion 3 are J e i :l :s 
j i S~IJ 3sed. 

" .) i r ~ ,; tory c h ,e c)< ins II i s d e fin e d as t n "l t C:,) :j e '.1{ hi c II jet e'~ t s :: r r 0 (' 3 

i n d ire ~ tor i e:3 • II I) ire c tor y .3 a 1 va>:; e r " j 8 fin a .3 t 't} a. teo;) d -3 'd n i~ n 
:! :) r r e :; t s 3. n j com 0 a. c t s j ire c tor i e s • " ,;: 0 n n '3 c t ion :! f1 e C,( i n :s " ref 8 r 3 

tot .~ 3. t code 'r'/ h i c h '::! h e c k s bra :l'~ h - v t 0 c e ~ 0 n Y} e c t ion 3 • " 'J 0 1 u ,n ,3 

3l1'l3-ser-" refers to that code ~v;1i21'1 p'2rfor1')3::sarD3.~e colle~tion 
J (1 ~ "., 0 111 :1 e • 

30ecific~tions for the Jirectory Salvaser 

The directory salvager is first viewed 3S a Dlac~ box Aith 
inout, output, and environmental specifications. The folloitli.n;s 
des~ribes the input and output constraints: 

1. TOe inoJJt is a bit strin-; and 30,]8 (relj only) c:).lte:<t 
:.)re::iiC3.tes. 

2. The outo~t is a valid directory (this i~clujes ~ ~J:l 
jirectory). 

3 • ,}iven 
valid 
rule. 

1. .,3lid directory 33 i!19ut.' the outout is toe 33.ne 
diractory. This can Je called the non-j3str~ction 

a. Optionally, ~iven a valid directory and a length as 
inoJJt, tne output is a valid directory w~iCh inJludes 
the inout valid directory as 1 subset. Jalid ~bje~ts 

that exist within the input lea~th Aill be conn9cted t~ 
t~e aoorooriate pl~ce3. This is the recl~imation 

option. 

4. If an invalid directory oOje~t is found. tnen it will be 
Ch~n~ed to ~e valid only if no security con?ro~ise can 
o~cur. If it is chan~ed th~n a o033ible 1033 of ~orrectness 
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will ~e indicated. Ot~er~ise, it will be discarded. fhis 
is tn~ object acceptance criterion and the inverse is tne 
disc~rd criterion. 

A fe:t/ ~!.fords aoout the use of ttle o;..J'ords I1 va lidity" and 
"correctness" are in order. An object is correct if its data ~as 
not chan~ed by a~y ~ean3 other tn~n jy user calls to stor3~e 

systen entry poi~ts th~t are orovided specifically to ch~n~e tne 
data. (Correct data is simoly data thlt has not been clojber~d 
by th~ 3V3te~.) Only certain correctness 103S3S are detectable. 

An o~ject is ~alid if its stru8ture confor~s to toe rule3 t~l~t 
are i~J1icitly 1iven oy the storage syste~ i~~lenentatio~. ~ 
'n i I'} i 'nun s ,~ t. of v :3. lid i t y r u 1 e sis d e fin e J J ya 01 r t 1. c ;j 1 a r 
i~018~ent3tion. The directory salva~er can, of co~r3e, validate 
all o03sible structural parts, ~uaranteeing validity irrespective 
of any storage im91enentation chan~es. fhis extra chec~in~ 
~uar~ntees that all errors (cloboerings) which span ootn j~ta 
a :1 d s t r U r8 t Ij reiN i 11 • i f 'J 0 3 ·3 i b 1 e , b e ,j e t e c ted. T t111 S t i1 e 
nrob~oility of detectin1 correctness losses is incre~sed. 

Oesi~n Basics 

Clearly, it is only necessary to rebuild directories tnqt n~ve 

errors in then. ~ll other reDuildin~ is ~asteful ani adds to th~ 
cost of tne service. If toe ~oal of 3er~ice co~tinuity is )~t 
~ sid e for the :on on e t1 t , i t VJ 0 U 1 d ':) e a c ceo tab 1 e tor eb u i 1 don 1 y t th~ 
one direectory th~lt cailsed a crash. In the current salva;er, 
consideration of relja~ility and ~arba~e collection had naie U3 

willin~ to spend tne ?rocessin~ time required to s~lva~a all 
directories, i1 tne belief th~t otner inconsisten~ies ~i~ht exist 
and W 0111 :j C 1. 1 sec r '3. s h l~ S .3 ~ 0 ~ t 1 V i n tot he :1 ext 000 t loa j ..J e 
c a (l not a f f I) r j S1.1C;1 .1:! til) n ') n 1 a r.:; e r .1 i e r:3. r chi e 3 0 e ~3 11 S e :3 =11 v 3; i '1 ~ 

ti~e increases linearly Aith the size of the hierarcnv. 

A jeen~r loo~ into the use of t~e current salva~er at extern~l 
sites rev~qls 3n8ther puroose, th~t of restorin~ ths confij~nQ~ 
1 e v ~ 1 i n ,.3. n II 1. n t act II h 1. e r :3. r c h y b 1. 8 ~ t 0 1 DOlo. ' ( '1 ere if i n t a 0 t" i 3 

used to convey the ideas ~f correctness and validity.) 

I t i. s Dr 0 po sed t hat d i. r e c tor y 3 t r'u c t u r e c h e c '< i n :s J e c 0 'n e 3. n 
inte~ral fe=1ture of the online ooeration of directory control ~nj 
tn3.t the n~tiQn ~f ~ 3e~ar~te salva~er 9ubsysten De iro~?ed. 
~rror detection will be done dyna~ically, and corrections will be 
done by online reDuildin~. Dyn~mic Checking can be visualized as 
tne breakin~ un of the current salva~er into two parts, 
scatterin~ tne chec~in~ function throughout directory control, 
and retainin~ the directory rebuild function. ~ salva~e of the 
entire hierarchy ~ill still oe possible, but will De rarely used. 

Tne econr)ni cs 
expen3ive than 

~f dynamic checkin~ indicate 
tod3Y'S offline strategy 

that it will De ~ore 

on 3t30le n~rd~3re 

~onfi~urations ~ith 3~all dis~ co~ple~ents. Part of tjis cost can 
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b e ',..r r itt en 0 f f as t h 3. t t1 e c e .3 S~ ry for 11 til i t y 0 par a t ion; i. e. \-/ i t h 
jyn~~ic Ch9C~j~1 and ~nline reo~ilding, tne ~ean ti~e between 
f 3. 1. 1 u res ,3 h 0 U 1d i. !1 C rea s e , a ~1 j j 'J W' n t i rn e n i 0 i 'n i zed tot ~ 3. t 
necessary to repair failures not caused Jy toe storage syste~. 
Also tne checks are aoolied in jire~t orooortion to the activity 
o f:l d ire c tory; 3. 1 u 1. e 3;'] e n t d ire c tor y i s not '~h e c{ e d • A 
si~nific3nt cost reduction will be made oy alterin~ structures to 
:j e ere q '3 e c h ~~ c ',( i n '1 t il,3 e J. n d t 0 inc r ,~8. S e ~ r r J r d e t '3 C! t i:) n 
;:>rob1.bility. 
fi~u('e3 today, 
a~tull costs 
viable. 

Since t00se oosts C31 only De ~iven in balloar~ 
nart of the design Drocess will De to ~e33ure the 
on 3 JSS syste~ before Jecidin1 wnat chec<in~ is 

t:nvironl1ent 

rn~ 2~viron8ent of the directory 331v3zer is considered next. As 
is true for toe offline 3alva~er, th~ directory 3alva1er relies 
011 eorrectlv functionin~ lO'der' level'TIachines. :30t~1 tod:iY's 
sal va'; e r and the, -1.3 S directory .3 a 1 va'); era s s u 'n e t ~ ~ t h a rd. ,J 3 r e , 
pa~e control, and the syserr nechanis~ wor~. [n addition, the 
dire8tory 3alva~er will assume tnat directory loc~in~ is ~lso 
functionin~. fhese ~s3unotions can be ~~de safely as 1~~1 as 
errors froo lower level machines are either JrocesseJ in the 
1 ;:) ',>/ e r 1 eve 1 na C ;'1 i n e 0 r are r·). ~ d 0 :.:1 .. !\ ran j 0 i~l err ~ r dis t r i .) uti 0 n 
~1~r3ntge3 that the directory 3alv31er will eventu~lly run jurin~ 
~ til~ oeriod dhen no error3 occur, and therefore Aill return ~ 
0J'~ 1 i.j 'j ire c tory • 

A3 in3~rance a~ainst non-randon error3 th~t are not detected bf 
the directory 331va~er, a small array of i~vocation time3 and 
error's found ~ill be keot in every directory he~der~ If the 
directory salva -;er is invQ:~ed too freqi190tly , it '\,'Jill infor'1 tn~ 
ooer:ltor tl1at a '):)33iole 1000 \~xists .. !\ rcvie~.j of the errors 
found snould help in determinin~ whether hard~are or 30ftAare is 
SU:3DeC!t. 

r h 81. ';) i 1 i t Y for q b 0 '0 t t 031 'iI/ a y s get to C o'n rna n.j 1 e "" eli "3 '3. ~ 
i'1:)ortant f::lctor in the confidenc!8 level in >lultics. Toe 'offli n~ 
3 a 1 v 3. ~ e r '3 ~ 0 n t rib uti 0 n i.1 ere d ::3, S t 0 iSU:l ran tee 3 t r Ll C t 11 r 3 II v' va 1 i d 
libraries. fhe equivalent confid~n8e in the new 3tora~e System 
'..[ill b·~ 1.c;:lie"Jed a.s follows: Part of every boot will be to rlln 
the volu~e salvager over the root's physical volun9 and to 
Jirectory salva~e tne root, >systen_control_1, ani any otn~r 

i :TI DO r t ~ n t 3 V s t e''ll 1 i b r 3. r i e 3 • i.' l1:2 1. n e 1 u s ion 0 f S .3.1 vas in';; '} san 
inte:~ral OJ.rt !)f :'1ultics boot relies on 3. t13.rdcore :)artiti.:):1 as 
proposed in riTd-213. If the ans~erin~ service cann:)t oe started, 
a reload of the ~ri~ary 3yste~ lioraries could De perfor,ed. 
Once co~~and level is reached, every site 1.S at lioerty to 
s~ecify more checkin~ in its startup sequence. 



Distributed Shec~ing 

So far toe directory 3alva~er nas be~n viewed as a blac~ DOX. fhe 
followin~ section J8scrioes tne 30ecific checks and stru~ture 
cha~ges that are oroposed. 

A t the end ') f 88. ':! h 3 t ru 'J t U rea c h e C! k S '.lTI fie 1 dan dan 0\.[ n e r fie 1 d 
will be ajded. The o~ner field ~ill contain the jirectory uid 
for d ire :::! tor V t i1 rea ·1 ;~.j ',J b j e c t s , q n d t n ,8 en t ry '.1 i d f oren t r>if 
threaded )bjects. ~ len~th field and an object type field Aill be 
added to the front of eacn oDject. 8a~h threa1ed list will nave 
a uni1ue count of the nu~oer of ~embers in the list. 3i06e this 
is already tru~ for all lists ~XC80t initial leIs, the initial 
acl tot~l caunt '~-1ill De re,laced by an array of indivi.j'j:3.1 list 
c ou ~ t s. 

rherefore 111 directory objects ~ill have the following for~~t: 

Based on directory structure statistics 
strJcture ~odification~ ~~uld increase 
dl~ • 

at "iIT, the prol)os,ed 
an avera;e directory oy 

The followin~ ~hec~s can be lade oy directory control. ~acn 

check can De ~3de indeoendently of the )thers; thus the fin31 
in3t3l1~tion will have tne ~ost viable co~bination. as deter~in9j 
b V C;) 3 t I f) e r for iiFlJ1 ':! e 3 ttl:j i e sou t lin e din ~"rr B-2 ,2 1 • 

1. ~h~n~e all stora~e systen orocedures that calculate relative 
a1dress8s to check if the adJress is J jefore usin~ it. In 
'T} 0 3 t c 3. s e 3 t h i. 3 can 0 e .j 0 neb y a j din ~ :) n e i n 3 t r u c t ion '."/ n e n 
oicKin~ un relqtive nointers_ ior prooer ooeration, the end 
of ~ v~lid thra3d dill be some value otner t~an J. 

:~. :\11 Jirector.f obje,::!ts will have .1 type id in t~~~ir 

structures. All references to a tnreai pointer or to t~e 
i te·.., itself, will first chec'< for the corre,::!t type value. 
fnis crv~C!k will probaoly 1dd t~re'= instrl.1ctions to >2very 
ret' e r 8 n,::! e. I '1 :;" :3 in i 1 a r 'n:3. nne r , C tE~ 1 e n st t13. n d 011 n e r fie 1 d 3 

can be :::!i1ec~ed. 

3. ~or all directory objects, te~olates are forned which test 
all tne constant oits. ?or ~3CII data this would translate 
to testin~ the first two bits of e3C~ ch3racter to be Q. ~or 
d i r'2ct )r'y rle1.,jer:3 In,j '3n'.:ries tt1is ;,-IO'.lld tr~-3.n.313.te to 
t e ,'3 t 1. :1. ~ t n 3. t a 11 0 3'1 f'i e 1 d s r ,;~ 'n 3. 1. n .:; d J. r n ,~s e ::! h e c'{ .3 C ':1 n ) e 
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i~olemented via extended instru~tio~s and 3 test. rem9l~te 
cnecKing will first be used of t00 directory 3alva~er wnen 
reouildin~ a jireJtory. 

4. ~in~lly. each o0ject will ~ave 3 cnec~3~~ stored 3lon~ ~itn 
its d q t 3. . A C [1 e c ~ s un ,.Jal cuI :3. t ion W 0 U 1 d t a ~ e q S 13. n y 
instrllction.333 the len.~ti1 of the object plllS tr,-lO',lore for a 
co n OJ a r i so n3. n d t ran s fer. l (1 e cost of ;3 tor i nj a c h e c ':<: 3 U n ',l n e i1 

a~ object is created or chan~ej is ne~li~ible if ~e assu~e 
tnat the n~TIber of directory references is ~uch greater than 
the nunber of directory nodifications; thus it snould be 
c3.1culated alon~ ~ith each ~odification and used ~f the 
ji.rectory 3alvager. Checksuns ~ill De calculated for only 
the relatively constant data fields in a structure, not for 
ite~s 3uch 3S date-time-used. 

An easily implemented installation option would be to teuplate 
and/or' checl{su:n .3.11 aCCess na;nes durins an access 'node 
calculation. Access_mode already references exception bits in th~ 
ods and thus would require only two or three extra instructions 
to check anotner ex~eption oit. 

ACL Srror3 

~~en ~n acl error occurs. the current directory strate~v of 
s~arin~ access nanes create3 oroblems in retainin1 qny 
information fron the valid ~cl entries. All ao13 that share 3 

b3.d access name ~U3t oe deleted as no secure ~ethod exists for 
nrotectin~ the inte~rity of an 3cl. It is DrO?~S3d that an acl 
out-of-service Jondition oe suoported by the 3tora~e system. 
qaolace~e~t of tne 301 wo~ld be required to turn o~ service. But 
toe n3~e 3harin~ strate~y has often orojucednany (if not all) 
invalidated 'l·cls in ). directory. Thu3 multiole ::;orri~ction3 for 
one '~rr;)r are required. If acl errors are frequent eno~l:Stl in·J.:3,S 
then sharing of access names should De drop~ed. This chan;e 
would also nave the bensficial effect of localizin~ all oranen 
attributes, th'.ls reducing oage faults. ;3:1arinr, within a brancn 
woulj still De 3upoorted. 

702 ~03t of not Sharing acl na~es is ratner hi~n, with an avera~e 
incr2~se in directory size of 45%. Sven if trte savings obtaineJ 
fro~ reduced page faalts (due to the localization of the acl) are 
includ0d. toe sun will still show a C03t increase. ~ecovery of 
the C03t increase could be ~ccom~lisned oy imole~entin~ variaDle 
size nash taoles. 

Directory Control Cnan~es 

As ~ell ~s type and owner field chec~in~, certain bounds and 
cr033 ::::!hec'<sof st.ructure values i/ill be adrj,~d to jirectory 
control wnen it is in the ex?licit interest of a ~rocedure to 



decrease its ~ulliOility. Se/er~l cheCKS ~f tnis kind already 
exist; for exa~ple wh~n acls are listed, the nunber fOU1d in the 
acl list is co~?ared to tne cou~t in the orancn. 

Currently the co~nt of sharers Ke')t witn ea.ch acl narn-e- is Ijs~d to 
allow deletion of the name. If the ~ou~t was incorre~t, toen 
reassi~nment of the na~e slot would c~an~e a oersan or ~raject 
na~e on 3eve~al acls. ~ortnis re~so~, it is prooosed ChIt a~~2S3 
na~es not be freed until a rebuild is ~erformed. A reference to a 
na~e ~ith ~ zero sharin~ cou~t will be one more forTI of error 
detection .. 

0irectory Allocation 

A si~olification to tna directory allocation scheme is oropos~d. 
Inste~d of maintainin3 several different fixed size free lists, 
all allocation requests will be )l~ced ~t the end of a director!. 
Slots that are freed will be zeroed and not reused. A tot31 of 
the freed space will oe ke?t so that the neC33sity of cOTI?action 
can be letarmined. ~ni3 3trate~v ~3S the d83ired effeot of 
isolatin1 the introdu~tion of error's. ~·'or exa:n::>l,a, a neVi bra'1~h 

will have its na~es and acls onysioa11y 3S well as lo~ically 
atta~nej. In case of ~0difications (deletiona and additio~s). not 
reusin~ the freed slots allows the detectio~ of cross threadin~ 

errors, 30':lethin-s th3 C~Jrrent 31.lva:ser does not Ch'3Ck. fnl1s ;"Ja 
are introducing s8'3'reg3.tion in an atte::not to lessen thi~ occurance 
of errors that spill ~~er (affect ~ore tnan one branch). 
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can be stored more ~o~~3ctly. Also tne introduction of t13A 

objects into a direct~ry need ~ot consider the current bloc~ size 
li~itations. Chln~in1 sizes of current stru~ture3 is also 
facilitated. I'n:)liclt in this 3u'!,T,estion is that directory s;J.J.ce 
~ana~e~ent ~ill be done inline by directory control oecause it is 
S 0 S i 11 pIe. I f v '3. ria j 1 e s i z e a 11 0 c at i on i sad :l pte d , t fl e nth e 
proposej new directory structures ~o~ld ~nly increase an avera~e 
directory's size Dy 5' ~ath3r than j%. If variable size n~sn 
tables are i~Dlenented, then a net size decrease of 30& ~ould )e 
3.c~ieved. 

rri.g~ering ~ebuilds 

Jnenever tne freed soace total ~nd the c~~nt of directory 
attribJte ~~jificqtion3 exceeds 30TIe thre3~olj. the directory 
salva~er will be i~vo~ed to perfor~ a rebuild. jere ~e n~ve 

achieved tne desired nrooerty that the more ~ iirectory is 
nodified, the ~ore ofte~ it is v31idated. It is not necessary to 
C! i) U n t d i r 3 C tor y rea ~j 0 D i~ rat ion:; b e (! 3.1 3 e the new '3 tor a ~ e s V .3 t en 
d,~siq;11 j02:3 '1ot require any Jirectorynodifications in ,)rder t,,) 
real (s~ar,~~1) d i r .. ~:~tori!33. 



~or dynqnicallv detected errors, toe mecnanisTI used to trig~er 
ttv~ directory salvager is tn'~ following: ,'JherH~ver a dire::!tory is 
loci.{ed, a tl3.njler for the "i.nvalid_ljir'ect:)r'{;: conJitio!:1 is set up 
to call the dire~tory salva~er. After tne reDuilding, control is 
transferred to the statement followins ttl~ loc~ call, thlS 
reoeatin~ the function on the rebuilt directory. Internal 
directory control procedures need only signal whenever an error 
is found. All 9r6cedures ~hicn lock directories ~ust be chec~ed 
for code which ~ill operate properly _~hen re3t~rted after the 
loc{ call - for instance, variables assi~ned before tne loc~ call 
cannot be reassigned after the lock call. 

Srror He00rtin~ 

Tne ~ethojs used today for reJortin~ errors detected oy the 
salva~er are inadaquate. Of significant CO!:1cern to U3era are 
~issin~ branches, bad na~es, and lost ~cl3. Althou~D the 
salva~er prints all detected errors, no ~etnod exists for 
di3trioutin~ tnese messa~e3 or issuin1 ~arnin13. fnere is also a 
Droble~ in decidin~ ~ho should receive tne ~eSS1~e3. 

Both the directory salvager and the volu~e salva1er will use the 
syserr ~echanis~ for recording errors, as the syserr lo~ is the 
oerr:13.nent record of syste;:l events (especia.lly detected failiniss). 
rhe lo~ ca~ De processed online in order to detect error patterns 
:}nd '~aybe even predict h8.rdware failures. To refle~t2rror3 to 
:.1 S e r s , f 1 a?, s '(.[ i 11 be set. ja dna 'n e san d:l i S 3 ins Dr an c h f 1 a g:3 
will De set in the directo~y neader waile an invalid acl flag 
will De set in the branch. rhe ~urrent action of deleting 
invalid acls will be changed to retain tne acl for listin~ 
burJose3. Directory controi "viII treat tn'~ invalid a::!l fla~~ as if 
tne acl was n~ll (a::!l out-of-servic~). Toe invalid acl fla~ can 
be t~rned off bV either deletin~ the entir~ 3c1 or reQlacin~ it. 
~o action for ~issing names ~nd-brancne3 is currently a13nnej, as 
the3e are relevant to Multics search rules and could lffect evary 
orOC2SS. t.7or eX::l'TIole, if ,1 l1a'n8 ;,lTas71i:3sin';s in )3.33 tnen every 
oroc8S3 mignt be stopped until the fla~ ~as reset. In tne future 
SLl::!l1 errors could b"2come visiDle oy cn3.~~ins tI1~ 3e,1rcn of SUCIl 

directories to si~l13.l some conjition. roe j~fa:l1t action ,,.,/ould 
be to iqnore tnis aignal. 

Storage :ontrol 

.:) tor a -:; e IC 0 n t r 0 I err a r 3 3. r e 113. n d 1 e d.) y .3 vol UJe sal va is e r • r he 
i n 01.1 ta 11 j 01.1 t Jut 3 0 e c i f i C ~l t ion s for t 11 e vol U i"1 e :3 3. 1 vag (~ r are :1 S 

follovls: 

1 • T h 8 i n out i s the s t r i n ~ 0 fbi t s t [1 a t c ·0 i1'0 r i 3 e .1 vol 1.1 :n e • 

,2. The output is ~) valid oe~t/ 3tora:S'8 ..3ysten format VOIU(:18. 

3 • :,] ive n a V:11 ids tor age vol u :n e, t n e 3 a :n e 3 tor age vol U I;} e is 
returned. 
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4. If a~ invalid vto'::!e is found, it ;,.-1ill be 'jeleted. If 3. 

r e 11 3 e :11 j d r e 3 3 is f 0 1..1 n ,"j 1 n j the v t 0 i~ e a poe a r 3 t 8 be a 
directory, the volu~s 3~lva~er will invoke the directory 
salva~er on this directorv. If no errors are found, then 
the Gage in 1uestion will be 3warded to the directory and 
the vtoce set out-of-service. Turnin~ on 3ervice to 3u~h a 
directory ~ust be ~erfor~ed JV an ad~inistrator. 

The volu~e 3alva~er environment is also sioilar to the direct~ry 
salva~er's. Ea~h 8st3blishes exclusive control over its'subjects 
(in this case ~ dis~ oacK). Also each relies on correctly 
functionin~ lower level oechariisms. for the volu~e salva~er this 
is dis'{ i/o. In th '3 final ir:101'en8rtt:1tion, the volune salva'ser 
soould gain control of tne volune via qC? aut for now, a 1ire~t 
path to tne jis~ di~ dill oe used. 

0i sk Pac,{ 3 

fo a.id in ct1~ckin; vtoces, t:Ieir stru<~ture '.vill be extend3j to be 
si~i13r to th~t of directory objects. rne vtoce checksu~ will 
c 0 ve ron 1 y t 11 '3 ~1 i d pat h 1. n'l :'~l e ·1 n d t he 3. c C -3 S S - c 1 '3. S .s , =3. sot t1 e r v t 0 c e 
field3 chan~e too freq~e~tly. 

3i nee only 3. 1 imi te,j rellsed .3.ddr23S ,:!heCK can be :.::lade by ~age 

co~trol (tne l.lser of vtoces). volu''TIi~ ::::hec'<in; i,-[ould nor'nallv 
occur infrequently. Tnerefore tri~~erin~ the volu~e 33lvager 033 
to De '3.cco~pli3hej 3rtificially. Jne install'ltion option wo~ld 
be to 33.1v~~e ~t the ti~e th~ jis~ is lo~ic3l1y con1ected. 70i3 
::n i ~ h t be j u d g edt 0 a iJ 0 '3 t 1 y ( 1 -3 .:1 in. 0 e r .-1..3 J 0 4 :) 0 ), sot L1 a. t 
scheduled volu~e 33!va~in~ ~ould be implemented for s13c~ ti~e 
periods. 

As well as s3.lva~in~ all vtoces, tne volume s31v3~er will 
reconstruct toe v~lu~e ~ary and will c~e~K for reused addresses. A 
reused address involvin~ a jirectory 4i11 be r2301ved bV as{in~ 
th~ jjrectory s'llv~~8r if any errors ~ere fo~nj in salv~~in~ the 
o a1 est h 1 t j n::! l u .j e the r e '1 sed ") j d r e:3 s d a t 3. • !\ fin din :s I) f 0) 

'3 r r 0 r 3 -lOU I rj r e '3 ;.11 t j n a iN a r rj i n 'Y, t n e I) 3. ~ e tot h:3. t d ire c tor y • .c f 
err .J ~ 3 ' .. I e r 8 f') U '1i, t 11 ,3 nth ere i) ~ j l t if e r ,3 ion 0 f t .~ ~ j ire ~ t :) r '" '1/ i t n 
a ~ero 03~e dould repl~ce th~ b~d one, anj ~ retrieval r~qJest 

for tha.t directory issued. (A nore detailed j~scri otio~ of 
d ire c tory ret r j e vll s ,tJ j 11 b e ~s i. if 2 n i n t n ,e b a c < u v .. '1 T :3 • ) A. r2 use j 
add r e 3 3 :) I') ~ '3 '2 '3 ,"11 e '1 t :., 0 U 1 d r 2 .3 U I t i. n '3. ~1 U 11 :l j .i r e 3 .3 a. ,.j :3. r J 
(equivalent to zeroin~), a~ o~t-8f-3ervice indication, anj ~ 
retrieval reql,1<~3t. A second pass 'Jver the v.olu·ne.'[l 11 b2 ;1aje to 
hanjle ~ny 1irectories th~t were the first claimants of reused 
addres3e3. 

Toe new 3tora~e syste1 design includes the jvna~ic ~hec~in~ of 
the lo~ical connection jetween tne Jranch ~nd vtoce at actjvatio~ 
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ti~e. The resolution of an error at this ti~e should je as 
fo1lo';';3: 

1. ·::h8C~ t!1.~ vtoce checksllTI. If it is 00rr2ct then n3.r'~ tt"le 
branen as ~nconnected. A user enc~~nterin~ an ~nconnected 
branch can either delete it or iS3ue a retrieval request for 
its vtoce. A future 3dJition ~i~nt De to ~11ow 3c30nin~ of 
volutJes for an unconn'9cted vtoce entry 'witt"! the 'natcn.in's uid 
~1j upo~ finJin~ one, con~ectin~ tne oranch to it. 

2. If the cheCKsun is wrong, then nark tne vtoce out-of-service 
and issue a retrieval request for that vtoce. Tne user 
referencin3 the branch would receive the out-of-service 
error inlediately and could try again at s6~e later time. 

One future extension should be mentioned. dhenever a directory 
retrieval is performed, instead of replacin~ the contents in 
toto, the version from oackuD and the existin~ version could be 
lo~ically coalesced. rhis ~ould prevent 103s of new Qranc~es. In 
any C3se. notice that althou~h a retrieval can return already 
deletej jranches, the correct action is ta~en at activatio~ wnen 
~ co~nection ~is~3tch is detected. 

Looos 

In tne effort to oreserve all possible infor~ation, we n3ve 
C'.1039:1 :'lot to delete objects but to mar',{ t.t1·.:;]1 3S havi n!; ;~rrors, 

and allo~in1 users to issue retrievals. Unfortunately, tnare is 
n 1) ?;Il ,1. ran tee t [1 a t the r' e t r i eve din for ill::1 t ion i s c:) r r e c t - i!1 f a 'c t 
it ~1y nave the 33me error. fnis, is a loop whicn only q ~3er can 
i~~':3:~t. Th~ res01ution is th3.t, if nec833ary, a Dreviau3 ,;.oJ! 
retrieval snould oe tried. ad infinitun. 

A:'l aoparent loo~ also exists in the specification of reu3ed 
address processin~. Assu~e tnat the volume 3alva~er detects a 
reused address when proce3sing a directory vtoce. It as'{s the 
d ire ;~ tor y 3 a 1 '1/ age r for s 0 ~n e a d vic e • 3 U t t t'l':: d ire c tor y sal va ;'s e r , 
in ~or~ulating its opinion, can ~et 3 reused a1dress 3isn~led 
fro~ 1age control, and this would in10ke tne 101une salva~er! 

Tnis 3el~2nce is orevented fron happenin~ if we insure that all 
ajjre3ses in a oarticular directory are unique (done oy toe 
volu~e 3alvager) 3nd that the volu~e 3alva~er has exclusive 
control of the diSK Dac~ (thus oa~e control cannot si~n~l a 
reu3ed qddress on it). 

Loose ~nds 

Puroosely saved until the end is the subject of quota validation. 
The elimination of offline 3alvagin~ implicitly drooped this 
function, since it can ooly be done on q~iescant suotrees. It 
could be oerfor~ej online only if there das a guarantee that this 
was the only orocess lookin~ at the subtree. One aporoach to 
a chi eve t h i 3\J ::; '11 do e tot u r {l 0 n 3 '~c uri t you t - 0 f - s e r v i, c e for alI 
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comoonents in toe subtree. Jna8 ~e assume or ta~e action to 
provide 8xalusiveness. a procedure ~hicn sets toe used values i~ 
an aste ~u3t be orovided. It is ?rooosed that quota valid3tion 
become a ~art of tne ad~inistrative nechanisms used in 
deterillinin~ volume usage charges. 

Ahile on the 3ubje~t of c~ar~es. notice th~t the direct~ry 
con t r 0 1 c h e (~i< i n -; j e s i '::s n t13. s t r a :1 3 for::1 edt h 8 a 0 11 e :::! t i v e 3 :1; ;s r e ;1. t e 
cos t of off 1 i n e sa 1 iT:! ~ in'?; i n t 0 a or 0 C e 3 S ass I::; ned II 030 Y 3. S ! ') J. 
use" oart of tne stora~e systeM. ?or pnysical volumes tnat are 
wholly owned bV ~rojects. even the use of tne volume salva~er as 
the 1aroage collection device is automatically Charged to tne 
corre:::!t pr:)ject. 

1 • The S:t 1 va s e ~ i S 3 pI i tin tot h r e ,~ :)1 r t s: a ;j i r ~ c tor y 3 'll V:t ~:~ r 
wnich reouilds dire::!tories t sC3ttered ahec~ing in jiractory 
control, and ~ v~lume 3alva~er whico cheCKS for reusej 
addresses ~ni re~~iljs toe vQlu~e mao. 

2. 03tected errors ~re entereJ in the 3ysarr lo~. anj users ~re 

notified of errors by out-8f-3ervica c8nditions and error 
bi ts in t:1,e dire:~tory t1~ad'er. 

3. Jirectory structures ~re exaanded to 09 ~or~ roaust :lod th~ 
directory alloc~tjon sch~me is ch~nged to ta<e ~jvant3~~ of 
t~e directory salvager. ~he costs for an avera~e directory 
ar'3 as fo1lo."[3: 

structure ::!han1es - +dj 
v:triaole ~llocation - -3' 
non - 31 are d :3, c ,~ e .3 S ~:13. "'1,~ S - +- 4 5 
v 3. ria b 1 e s i z e ~1 ash t a ;) 1 e - - 3 :.) 

( end) 


