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Documentation Overview 

Before reading this manual, you should be familiar with HP-UX and have access to 
HP-UX Reference manuals. 

Note The information contained in this manual applies to the HP 9000 
Series 300, 400, 600, 700, and 800 computers. Any differences in the 
installation, configuration, operation, or troubleshooting of these 
computers are specifically noted. 

You will find this manual helpful if you are using NFS Services but have no administrative 
responsibilities. 

1 
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Contents of This Manual 

Refer to the following list for a brief description of the information contained in each 
chapter and appendix. 

Chapter 1: Documentation Overview 

This chapter describes who should use this manual, what is in this manual, and where to go 
for more information. 

Chapter 2: NFS Services Overview 

This chapter provides a brief overview of the NFS Services product, particularly the NFS, 
RPC, RPCGEN, REX, Network Lock Manager, NIS, and VHE services. It also describes 
common terms and concepts. 

Chapter 3: Common Commands 

This chapter provides brief explanations of remote file access via NFS and common NFS 
and NIS commands. 

Appendix A: HP NFS Services vs. Local HP-UX 

This appendix describes the basic differences between NFS Services and local HP-UX 
operations. 

Appendix B: Moving from RFA to NFS 

This appendix describes how to translate RF A applications to NFS applications. 
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Conventions 

The table below explains the conventions used in this manual. 

Computer Text 

italics 

Underljnjng 

Conventions 

Italic type is used for emphasis and for titles of manuals and 
publications. 

Italic type is also used to represent a variable, such as 
user name. 

This font is used to indicate a key on the computer's keyboard. 
When two or more keys appear together with dashes separating 
them, such as ~-(Q), press those keys simultaneously to 
execute the command. 

This font is used to represent function softkeys that appear at 
the bottom of your screen. 

Underlining is used to emphasize a user entry. It distinguishes 
what you type, such as a command, from other data on the 
command line, such as the command prompt, a computer 
response, or a variable. For example: 

An element inside brackets in a syntax statement is optional. 
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Documentation Guide 

ARPA Services: System Administration 

C2Security 

Commands and System Calls 

Network Services: Use 

Network Services: System Administration 

Networking: General Information 

NFS Services: Common Commands 

NFS Services: Programming and 
Protocols 

NFS Services: System Administration 

- Configuration 
- Installation 
- Maintenance 
- Network Lock Manager 
- Remote Execution Facility (REX) 
- Troubleshooting 
- Virtual Home Environment (VHE) 
- Network Information Service (NIS) 

1-4 Documentation Guide 

Installing and Administering ARPA 
Services 

Shells 

Programming and Protocols for NFS 
Services 

Installing and Administering NFS 
Services 
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NFS Services Overview 

HP's NFS (Network File System) Services product allows many systems to share the same 
fues. It is an independent networking product, not a distributed operating system. NFS 
differs from distributed operating systems by not limiting its use to specific hardware and 
software. Rather, it operates on heterogeneous nodes and in operating systems from a 
variety of vendors. Explicit fue transfers across the network to your local node are 
unnecessary. Since access techniques are transparent, remote fue access remains similar to 
local fue access. 

With NFS all network nodes are either clients or servers or both. 

• A client is any node or process that accesses a network service. 

An NFS client can also be configured as any combination of an NFS server, NIS 
(Network Information Service) client, or NIS server. (An NIS server must also be 
configured as an NIS client.) 

• A server is any node that provides one of the network services. A single node can 
provide more than one service. 

An NFS server can also be configured as any combination of an NFS client, NIS 
client, or NIS server. (An NIS server must also be configured as an NIS client.) 

Servers are passive in that they always wait for clients to call them. The degree to 
which clients bind to their server varies with each of the network services. 
However, the client always initiates the binding. The server completes the binding 
subject to access control rules specific to each service. 

NFS servers are stateless; they do not maintain information relating to each 
client being served. Each file request goes to the appropriate server with the 
parameters attached to it locally (e.g., read and write privileges). An advantage of 
servers being stateless is that you can reboot servers without adverse 
consequences to the client. 
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Components of the NFS Services 

The NFS Services product includes the following components: 

• NFS remote fIle access. 

• Remote Execution Facility (REX). 

• Remote Procedure Calls (RPC). 

• Remote Procedure Call protocol compiler (RPCGEN). 

• External Data Representation (XDR). 

• Network Lock Manager. 

• Network Status Monitor. 

• Network Information Service (NIS). 

• Virtual Home Environment (VHE). 

The NFS, REX, Lock Manager, and NIS functionalities are built on top of RPC and XDR 
library routines. 
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NFS Remote File Access 

Before the client can access remote fIles, the following steps must be done: 

• On the server, the superuser must export the ftIe system (i.e., make it available) to 
the client. 

• On the client, the superuser must mount (import) the ftIe system. 

Note Like local HP-UX operations, if you copy ftIes from a long fIle name me 
system to a short ftIe name ftIe system, then ftIe names longer than 14 
characters will be truncated after the 14th character. 

Long and short me name fIle systems are set up by the System 
Administrator. 

Access to remote ftIes is the same as for local ftIes. You need to include either the complete 
path name starting with / (slash) or the path name relative to the current directory. The 
following fIgure and steps explain how NFS remote me access works. 
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EXAMPLE: 

CLIENT (Before Moun1> 
I 

r----l 
lib etc 

I 
bin 

11\ 

SERVER 
I 

etc 

11\ 
cat date make passwd hosts exports 

CLIENT (After Mount) 
I 

® iii 

11:\ 
usr \..1;J 

1\ 
srb man 

/\ 
copy rm 

lib I etc 
mnt __________ ---' 

/\ 
srb man 

/\ 
CODY rm 

Figure 2-1. NFS Remote File Access 

1. The superuser edits the server's / etc/ export s file to make the / u s r file system 
available to the client. 

server superuser% cat /etc/exports 
/ us r client Jlarne 

2. On the client, the superuser creates a mount point /mnt (empty directory) and 
mounts the me system. 

cl i ent superuser% mkdi r fmnt 
cl i ent superuser% mount server: fusr fmnt 

3. The client reads the files in the /mnt directory. 

cl i ent% more /mnt/man/copy 

Two very important features of NFS Remote File Access are named pipes and device 
files. The following sections explain the details of these two features. 
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Named Pipes 

A named pipe is a special type of object in the HP-UX rue system. A named pipe is one of 
the many ways in HP-UX that unrelated processes can communicate. HP-UX processes 
executing on the same client system are able to communicate using named pipes. You can 
use named pipes via normal rue operations, e.g. open (), close (), read (), wr; te () . 
Typically, one process will open the named pipe for reading and another process will open 
it for writing. 

To illustrate named pipes, consider the following example: 

EXAMPLE: 

Note 

Cl and C2 are processes executing on system C. Also assume host C has mounted 
rue system / from host Son /mnt. Cl opens /mnt/FI FO for reading and C2 opens 
/mnt/FIFO for writing. Cl can now read what C2 wrote to the named pipe. 

Next, assume a third process (process 03) is running on another client D which 
also has / from S mounted on /mnt (on system 0), and it opened /mnt/ FI FO for 
reading. Is process 03 able to read what process C2 wrote to this named pipe? 
No, because no actual NFS activity occurs between the NFS client and NFS server 
for named pipe reads and writes. These are handled entirely by the client. 

In certain cases there would be NFS activity. For example, if you do a 
c h own on the named pipe, the request will go to the server to change the 
owner. 

mknod() 

Named pipes are created with mknod (). Any user can create a named pipe with mknod () . 
(Use of mknod () to create device mes requires superuser privileges.) 
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Note If you attempt to make a directory or a network special ftIe over NFS, 
mknod () will fail and will return with errno set to EINV AL (invalid 
argument). 

Device Files 

Device files are another type of object in the file system, and are used to access physical or 
conceptual devices attached to the system. NFS device files always refer to a device 
attached to the local system and can generally be used where a local device file would be 
used. Like named pipes, device files are operated on through normal file system operations. 
For example, to write to the system console, you can write to the file / dey / con so 1 e. 

To illustrate the use of device files, consider the following: 

EXAMPLE: 

System C is an NFS client of the NFS server system S, and has mounted file 
system / from host Son /mnt (a superuser on system C executed the command 
mount S: / /mnt). If a process on system C attempts to write to 
/mnt/ dey / conso 1 e, a device file representing the system console on system S, 
the output will go to the system console on system C, not on system S. If a process 
on system S attempts to write to / dey / con so 1 e, which is the same "file" that 
system C wrote to, it will actually write to the console on system S. 

NFS Mounts: Turning Off Device File Access 

NFS device ftIes are not secure. Therefore, the system administrator has the option of 
turning off device file access on a per-NFS mount basis. The administrator uses the 
-0 nodevs option to the mount command to turn off device ftIe access. 

EXAMPLE: 

mount -0 nodeys nfseryer: /servermountpoint /clientmountpoint 
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Note The nodevs option does not turn off support of named pipes. 

NFS Mounts: Mounting From NFS Device Files 

You may mount a local disk that is represented by a remote NFS device file. 

EXAMPLE: 

mount /mnt/nfs/dev /dsk/OsO /localmntpt 

Access to the newly mounted fue system will proceed as if the disk had been mounted from 
a local device fue. 

Note Access to the local disk's mounted fue system will not be affected even if 
the NFS fue system is unmounted. 

Normally when unmounting a me system, you can give either the name of the device file or 
the name of the mount point. However, if the NFS server is down or the NFS fue system is 
down, you must give the mount point to unmount the local disk. 

EXAMPLE: You would enter the following to unmount a local disk: 

umount /localmntpt 

instead of: 

umount /mnt/nfs/dev/dsk/OsO 

The latter case will not fail if the NFS server is down, but it will hang until the server comes 
back up as any other NFS access does. 
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Remote Execution Facility (REX) 

The Remote Execution Facility allows you to execute commands on a remote host. REX is 
similar to the Berkeley Service remote shell (remsh) with two major differences: 

• Your environment is simulated on the remote host. 

• You can execute interactive commands on the remote host. 
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Remote Procedure Call (RPC) 

NFS Services consists of remote programs composed of remote procedures called from the 
client nodes on the network. Optimally, a remote procedure computes results based 
entirely on its own parameters. Thus, the procedure (and therefore, the network service) is 
not tied to any particular operating system or hardware. 

NFS clients access server information and processes by making a remote procedure call. 
RPC allows a client process to execute functions on a server via a server process. Though 
these processes can reside on different network nodes, the client process does not need to 
know about the networking implementations. 

The client fIrst calls an RPC function to initiate the RPC transaction. The client system 
then sends an encoded message to the server. This message includes all the data needed to 
identify the service and user authentication information. If the message is valid (Le., calls an 
existing service and the authentication passes) the server performs the requested service 
and sends a result message back to the client. 
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Remote Procedure Call Protocol Compiler (RPCGEN) 

RPCGEN is a Remote Procedure Call compiler. You use it to convert applications running 
on a single computer to ones that run over a network. It is also used to assist in writing 
Remote Procedure Call applications simply and directly. With RPCGEN, your 
development time will be reduced and you will spend less time coding and debugging 
network interface code. 

You produce three of the files required to convert an application to run on a network. 
These files are: 

• Protocol description file. 

• Client side fue. 

• Server side function me. 

RPCGEN accepts remote program interface definitions (the protocol description me) 
written in RPC and produces the following C output files, which you may use as a starting 
point, rewriting as necessary: 

• Header me. 

• Client side subroutine file. 

• Server side skeleton me. 

• XDR (External Data Representation) routine file. 

If you wish to use the RPCGEN compiler to write RPC applications, refer to the 
"RPCGEN Programming Guide" chapter in the Programming and Protocols for NFS 
Services manual. 
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External Data Representation (XDR) 

RPC uses the eXternal Data Representation functionality to translate machine dependent 
data formats (i.e., internal representations) to a universal format used by all network nodes 
using RPC/XDR. Thus, XDR enables heterogeneous nodes and operating systems to 
communicate with each other over the network. 

Client Node Server Node 

Client Process Server Process 
I • I I 

I I , 
I 

RPC RPC 
I 
I 
I 

1 
I 

t 
I 
I 
I 

XDR XDR 
I 
I . 

1 
I 
I 

I , I 

I 
I 

Network ~ ------------ Network 

Figure 2-2. RPC and XDR Data Transfer 

Note This figure does not correspond to the ISO Model. 
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Network Lock Manager and Network Status Monitor 

NFS Services includes the Network Lock Manager (rpc. 1 ockd) and the Network Status 
Monitor (rpc. statd). The Network Lock Manager supports file locking and synchronized 
access to shared flies via 1 oc k f and f c n t 1 for NFS. The Network Status Monitor is used 
by the Network Lock Manager to maintain the statefullocking service within the stateless 
NFS environment. It allows applications to monitor the status of other computers and 
systems. 
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Network Information Service (NIS) 

The Network Information Service (NIS) is an optional service containing a collection 
of cooperating NIS server processes that provide NIS clients access to data. (NIS was 
formerly known as Yellow Pages (YP) which is a registered trademark of British 
Telecommunications.) You can administer all the databases from one NIS master server 
since it propagates data across the network to other NIS servers. NIS includes the 
following features: 

• NIS manages unlimited databases. Typically these include files in / etc / 9 ro u p, 
/etc/hosts,/etc/netgroup,/etc/networks,/etc/passwd, 
/etc/protocols,/etc/rpc,and/etc/services. 

For example, programs previously read /etc/hosts to fmd an Internet address 
that corresponds to a host name. When you added a new node to the network, you 
had to add a new entry to every node's / etc/hosts ftle. Now programs can use 
NIS to obtain information from other NIS servers. 

• Since the NIS master server propagates all maps (databases) to the slave 
servers, an NIS client receives consistent information regardless of which NIS 
server it accesses. 

• If a remote node running an NIS server process crashes, NIS client processes can 
obtain NIS services from another NIS server. 

• Since the NIS interface uses RPC and XDR, the service is available to other 
vendors. 

NIS Advantages 

NIS has several advantages: 

• NIS enables you to automatically keep user IDs and group IDs consistent among 
all the nodes participating in NFS ftle sharing. 

Without NIS, you have to manually keep these IDs consistent for NFS. 

• NIS provides the convenience of centrally administering the / etc fIles: group, 
hosts, netgroup, networks, passwd, protocols, rpc, and service s. 

Without NIS, you must administer these files on each node individually. 
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NIS Disadvantages 

NIS has the following disadvantages: 

• If a network grows beyond 2000 nodes, NIS may begin to exhibit poor 
performance or failures. (This limit is based on todays system capacity.) 

• Since NIS provides NIS clients access to data via the network, NIS clients may 
observe slower performance than if the data were accessed from local files. For 
example, with NIS, logging in may take more time if the NIS server is busy. 

• If any of the NIS servers are unstable, remote access to ftles may be slower since 
the NIS client may have to rebind to another NIS server. If no other NIS server is 
available, users may not be able to login to their nodes without access to the NIS's 
passwd map. 

• NIS does not make changes visible to all users unless the changes are made on the 
NIS master server. 

• The NIS slave servers do not immediately see the changes made to the NIS master 
server maps. The updated maps become consistent among all NIS servers only 
after each slave server successfully copies the maps via ypxfr. 

Note If you configure the BIND Name Server, it will be used instead ofNIS for 
host name and address resolution. NIS will still be used for all other 
information such as passwords. See "Configuring and Maintaining the 
BIND Name Server" in the Installing and Administering ARPA 
Services manual. 
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NIS Concepts 

Refer to the following figure and subsections for a summary of how components within the 
Network Information Service work together: maps, NIS domains, NIS servers (masters and 
slaves), and NIS clients. 

group.bynllme 

hosts.byaddr 

hosts.byname 

servlces.byname 

protocols.bynumber 

~ INIS Slave serverl 

t 
NIS Master Server I 

- NISClient 

L...-_-:--=--_--' ~ IN'S Slave Serverl 
c:z:z::zz::zt. Copy maps to 
__ Make reQuests to 

Keys Values 

Figure 2-3. Network Information Service Structure 
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NIS Maps 

The NIS system stores information in NIS maps (databases). Each map contains a set of 
keys and associated values: one key per value and one value per key. (A value may be a 
string of characters with imbedded blanks or tabs). For example, in the passwd. byname 
map, all the login names are the keys and their matching lines from /etc/passwd are the 
values. 

Each map has a unique map name that programs use to access the map. Programs must 
know the format of the data in the map. Many of the maps are derived from ASCII files 
such as /etc/hosts, /etc/group, and /etc/passwd. The map format is usually identical 
to the ASCII file format. 

NIS Servers and NIS Clients 

NIS seners are nodes that provide access to NIS maps via the network. These maps are in 
/usr/etc/yp subdirectories named after the appropriate NIS domains. (See the next 
section, "NIS Domains.") 

NIS clients are nodes that request access to NIS maps from an NIS server as follows: 

1. An NIS client that is not bound sends a broadcast to all NIS servers on the 
network. 

2. The NIS client binds to the first NIS server that responds. (Each NIS client binds 
to one NIS server per NIS domain.) 

3. If the request is the NIS client's fIrst attempt to access data, the NIS client 
remembers which NIS server responded to the request. Subsequent requests by 
this NIS client go directly to this NIS server. 

4. If the bound NIS server is down or unavailable, the NIS client automatically 
rebinds to the fIrst NIS server that responds to another broadcast. 
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Note 

NIS Domains 

An NIS client can also be configured as any combination of an NIS 
server, NFS client, or NFS server. 

An NIS server must also be configured as an NIS client. It can also be 
conftgured as an NFS server, NFS client, or both. 

An NIS domain is a logical grouping of the set of maps contained on NIS servers. The 
following rules apply to NIS domains: 

• Nodes that belong to the same NIS domain have the same domain name. 

• An NIS domain has only one master server. 

• An NIS domain may have zero or more slave servers. 

• Maps with the same name in different NIS domains can have different contents. 

You implement an NIS domain as a subdirectory of /usr/ etc/yp on each NIS server; the 
name of this subdirectory is the name of the NIS domain. For example, maps in the 
research NIS domain would be in /usr/etc/yp/research. (Note that NIS domain 
names are case sensitive.) All directories that appear under /usr/ etc/yp are assumed to 
be domains that an NIS server serves. To remove a domain being served, you must delete 
that domain's subdirectory name from /usr/ etc/yp on all of its servers. 

The / etc/ n et n f s rc ftle usually contains the default NIS domain name. You can change 
the default by executing the dorna; n n arne command or by editing / etc/ net n f s rc and 
then rebooting the system. 

NIS Master and NIS Slave Servers 

Only two types of nodes have NIS databases: master and slave servers. 

The NIS master server is the node on which NIS maps are built from ASCII files; it, 
therefore, contains the master databases (maps) which other NIS servers (slaves) copy. 
Note that the NIS master server may also provide NIS clients access to NIS maps. 
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Note You should create and modify NIS databases only on the NIS master 
server; otherwise, all NIS databases will not be consistent across the NIS 
servers. 

The NIS slave servers are the nodes that receive the propagated maps from the NIS 
master server. In turn, they provide NIS clients access to NIS maps. 

An NIS server can be the master or slave of many domains. However, an NIS server can 
only be either the master or a slave of a given domain. 

Though an NIS server may be master for one map and slave for another, random 
assignment of maps to NIS master servers may cause confusion. Therefore, only one NIS 
server should be the master for all maps within an NIS domain. 
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Virtual Home Environment (VHE) 

Virtual Home Environment (VHE) is an HP-developed service that allows you to configure 
your login environment on remote nodes to mirror the login environment on your home 
node. (Home node refers to the node on which your home directory physically resides.) 
VHE is an optional service that is available to any HP-UX system that has the NFS 
product. It may also be used with other UNIX systems that support symbolic links and NFS. 

If you find that you never need to work from a remote node, you may want to skip this 
section. 

VHE Advantages 

VHE's major advantage is that you can sit down at any remote node (assuming you have 
login permission), login, and enter into the work environment that is associated with the 
login on your home node (your home directory as specified in / etc/ pa s swd). This 
includes: 

• Home shell configuration (Le., whichever shell you are configured to use on your 
home node appears when you login to a remote node). 

• Access to files on the file systems exported for VHE on any computers connected 
with VHE on the network to which you have a login and ftle access permission. 

• Use of previously defmed aliases (only for C or K shells) and shell variables. 

• Use of customized shell scripts (assuming shells operate similarly on your home 
node and the node you are currently using). 

• Use of compiled ftles under your home directory from your home node (assuming 
your home node and the node you are logged into are of the same architecture 
and operating system). 

Thus, VHE allows you to minimize the number of computer interfaces you must learn to be 
productive on the various computers that are running NFS on your network and you are no 
longer tied to a particular computer to complete your work tasks. 

Another advantage of VHE is that it distributes computational work more efficiently 
between nodes than ARP AlBerkeley terminal emulation services such as tel net or 
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r 1 09i n. Unlike te 1 net or r 1 09i n, VHE does not return to your home node, that contains 
your home environment login, to execute tasks. 

Instead, VHE takes advantage of the computing capacity of the machine you are currently 
using. For example, if you use VHE on a node other than the home node and perform an 
1 s command of a directory on the home node, the 1 s command is executed from the local 
fbi n directory. VHE does not return to your home node's fbi n directory to execute the 1 S 

command. The following figure illustrates this concept. 

rlogin 

I User It----t 

VHE 
Is command processed 
on the local node 

I User 11-----1 

Local 

Node 

(rlogin) §ome File Access 

Node Is command processed 
on the home node 

Figure 2-4. VHE vs. rlogin Performing Is Command 
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VHE Disadvantages 

VHE has the following disadvantages: 

• Though you can edit source code fIles originating from different types of 
computers on the network, you will not be able to execute object code fues from a 
computer of a different architecture using VHE. For example, consider the 
following: You are currently working on an HP 9000 Series 300 and running VHE, 
and your home node is an HP 9000 Series 800 computer. If you try to execute an 
object code fIle on the HP 9000 Series 300 (rom the Series 800 computer it will not 
succeed. However, you can execute a script from the Series 800 computer. 

• If you specify patbnames or hardware attributes in your node's. prof; 1 ear 
• log; n fIles, you may have to modify these fues to use VHE effectively. For 
example, the .1 og; n fue needs to prompt for the terminal type if you plan to use 
VHE from more than one terminal or display type. If you do not already have this 
capability, then look in the sample / etc/ d. log; n or / etc/ d • prof; 1 e fIles for 
samples of how to do this. 

• When you are in your home environment, you may execute set-uid root programs 
that access fues in your home directory. These mes must allow access for the user 
"nobody." If this is not done, set-uid root programs will fail. The same applies for 
root access via set-uid. For example, your home directory is accessed via VHE 
and you execute set-uid to gain superuser privileges. If your shell happens to be 
ksh, your root ksh may hang if your. h; story fue does not allow access for user 
"nobody." 
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How VHE Works 

The following diagram illustrates the directory structure of nodes in a network using VHE. 

Dave's System 

I Node A I 
/vhe/A symbolic link to / 
Ivhe/B mount point 

/vhe/C mount point 

Chum's System 

I Node C I 

Mikey's System 

Ivhe/A mount point 

Ivhe/B symbolic link to / 

/vhe/C mount point 

Ivhe/A mount point 

Ivhe/B mount point 
Ivhe/C symbolic link to / 

Figure 2-5. Directory Structures of Nodes Using VHE 

Each node is connected to the others via NFS Services. In the picture, each node is a home 
node for a different user (Dave, Mikey and Chum). Each user has a customized work 
environment set up by the login process. Directories on each home node correspond to 
each of the remote nodes. For example, on node A there is a directory / v h e / B that 
corresponds to node B. Using these directories as mount points, a mount is done by each 
node to each remote node. (The definitions of mounts and mount points are included in the 
"Glossary." More detailed information is contained in the "NFS Configuration and 
Maintenance" chapter in the Installing and Administering NFS Services manual). 
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Using VHE gives each node access to ftle systems located on the remote nodes. To 
maintain consistency when you log into your home node, a symbolic link (a pointer) points 
to the host's root directory. 

In a single node HP-UX configuration, the /etc/passwd ftle contains the directory that 
becomes the home directory for the user upon logging in. For use with VHE, 
/etc/passwd is edited such that all of the home directories are prefIxed with a mount 
point or a symbolic link. When the login program performs a cd to the user's home 
directory, the cd and subsequent requests are made to the user's home node via NFS 
Services unless logging in on your home node. 

Example Grouping 

In the / etc/ pas swd ftle, the appropriate mount point or symbolic link is added to the 
beginning of the pathname of the home directory for each user. The example below shows 
how the lines in /etc/passwd would look for the users Dave, Mikey, and Chum as shown 
in Figure 2-5: 

dave::117:100:Dave:/vhe/A/users/dave:/bin/csh 
rnikey::118:100:rnikey Porn :/vhe/B/users/rnikey:/bin/sh 
churn::119:200:churn Pom:/vhe/C/users/churn:/bin/ksh 

No matter which node Dave logs in on, his home directory is / u s erst da ve on node A. 
When scripts such as • 1 09i n or • c s h rc are executed, they defme the execution 
environment as customized by Dave. His flIes, shell variables and aliases are available just 
as if he had physically logged in on node A. 

Because VHE is not a virtual terminal program, when Dave executes processes, they are 
executed on the node he is logged into. If he is on node B, processes are executed on node 
B, not his native host A. For example, consider the following. Dave is working at node B 
and his system administrator has configured VHE to be running. Dave enters the following 
command on node B: 

cc testfile.c 

The cc from node B's /bi n directory is executed, but testfi 1 e. c is used from Dave's 
current working directory on node A. 
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Common Commands 

This chapter describes how to access fIles using NFS. It also explains how to use common 
NFS and Network Information Service (NIS) commands. 

Note All references to servers and clients apply to NFS servers and clients 
unless preceded by NIS. 

3 
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Key Terms 

Client 

Cluster 

Cluster Auxiliary 
Server 

Cluster Client 

Cluster Node 
(Cnode) 

Cluster Root 
Server 

Context 
Dependent File 
(CDF) 

3-2 Key Terms 

Can be defined in two ways: 

- A node that requests data or services from other nodes 
(servers). 

- A process that requests other processes to perform 
operations. 

Note: An NFS client can also be configured as any 
combination of an NFS server, NIS client, or NIS server. (An 
NIS server must also be configured as an NIS client.) 

One or more workstations linked together with a local area 
network (LAN), but consisting of only one root file system. 
For more information on cluster concepts, see Managing 
Clusters of HP9000 Computers: Sharing the HP-UX 

A cluster client with a disk drive that contains fues shared by 
the other members of the cluster. 

A node in an HP-UX cluster that uses networking capabilities 
to share me systems, but does not have its root fue system 
directly attached. For HP-UX 8.0, cluster clients can have 
locally mounted disks for local data storage. 

Any node operating in an HP-UX cluster environment, 
. cluster clients and cluster servers. 

The only node in an HP-UX cluster that has the root file 
system directly attached to it. 

A hidden directory that contains all the versions of a file 
needed by the different cnodes. 

available to remote nodes via NFS. 

nl"lT!lIl"I'·7P. files. 



Host 

Internet Address 

Key (NIS) 

Map (NIS) 

Map Nickname 
(NIS) 

Master Server 
(NIS) 

Mount 

Mount Point 

Network 
Information 
Service (NIS) 

A node that has primary functions other than switching data 
for the network. 

A four-byte quantity that is distinct from a link-level address 
and is the network address of a computer node. This address 
identifies both the specific network and the specific node on 
the network. 

A string of characters (no imbedded blanks or tabs) that 
indexes the values within a map so the system can easily 
retrieve information. For example, in the passwd. byname 
map, the users' login names are the keys and the matching 
lines from /etc/passwd are the values. 

A file consisting of logical records; a search key and related 
value form each record. NIS clients can request the value 
associated with any key within a map. 

NIS with NIS database. 

A synonym for the NIS map name when using certain NIS 
commands. 

The node on which one or more NIS maps are constructed 
from ASCII flIes. These maps are then copied to the NIS 
slave servers for the NIS clients to access. 

To obtain access to a remote or local file system or directory 

The name of the directory on which a file system or part of a 
file is mounted. 

An optional network service composed of databases (maps) 
and processes that provide NIS clients access to the maps. 
The NIS service enables you to administer these databases 
from one node. 

NIS mayor may not be active; check with your system 
administrator. 
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NIS Client 

NIS Database 

NISDomain 

NISMap 

NIS Password 

NIS Server 

Node 

3-4 Key Terms 

Can be defmed in two ways: 

- A node that requests data or services from NIS servers. 

- An NIS process that requests other NIS processes to 
perform operations. 

Note: An NIS client can also be configured as any 
combination of an NIS server, NFS client, or NFS server. (An 
NIS server must also be as an NIS client.) 

See " 

A logical grouping of NIS maps ( databases) stored in one 
location. NIS domains are specific to the NIS network service 
and are not associated with other network domains. 

See "Map (NIS)." 

The password for a user's login ID that exists in the NIS 
passwd map. The password is the same one as the user 
password, but is administered through the NIS. 

You do not have to have a password to access the NIS 
databases. 

Can be defmed in two ways: 

- A node that provides data (maps) or services to other nodes 
(NIS clients) on the network using NIS. 

- An NIS process that performs operations as requested by 
other NIS processes. 

Note: An NIS server must also be configured as an NIS client. 
It can also be configured as an NFS server, NFS client, or 
both. 

A computer. system that is attached to or is part of a computer 
network. 



Server 

Value (NIS) 

Can be defmed in two ways: 

- A node that provides data or services to other nodes 
( clients) on the network. 

- A process that performs operations as requested by other 
processes. 

Note: An NFS server can also be configured as any 
combination of an NFS client, NIS client, or NIS server. (An 
NIS server must also be as an NIS 

A unit of information stored in NIS maps; each value has a 
corresponding key (index) so the system can easily retrieve it. 
For example, in the passwd. byname map, the users' login 
names are the keys and the matching lines from 
/etc/passwd are the values. 
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NFS Commands 

This section explains how to access fIles via NFS and how to use the following NFS 
commands. The parenthetical comments refer to the HP-UX Reference sections where 
you can go for more information about these commands: 

• rpcinfo(lM) 

• IUp(l) 

• lUSers(l) 

• showmount(lM) 

• on (1) 
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NFS Remote File Access 

NFS allows many users to share the same meso Since access techniques are transparent, 
remote me access remains similar to local fue access. 

The superuser must perform two actions before you can access remote fIles via NFS: 

• On the server, export the fIle system (i.e., make it available) to the client. 

• On the client, mount (import) the fue system. 

Access to remote fues is the same as for local fues. You need to include either the complete 
path name starting with slash (I) or the path name relative to the current directory. 

Note If operating in an HP-UX cluster environment and accessing a CDF 
(context dependent file) via an NFS mount, the CDP member is chosen 
based on the context of the NFS server, not the client node. Since this 
access method may return unexpected results, HP recommends you do 
not use CDPs with NFS. 
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EXAMPLE: 

SERVER CLIENT 

I I 
Exported originals modifications 

~ 
designs ,/ graphics 

Mount Point 

~ ~ 
screens screens drawings 

~ 
drafts art drafts 

Figure 3-1. Using Commands with NFS Remote File Access 

Edit the drafts ftIe on the 
server. 

Edit the d ra f t s ftIe on the client. 

While in the frames directory, 
the server copies the art ftIe 
from the screen s ameC(lorv 

While in the b 1 uepri nts 
directory, the client copies the 
art ftIe from the screens 

While in the screens directory, 
the server copies the art ftIe to 
the frames dirlect~[)ry, 
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server% Yi 
lorjgjnals/grapbjcs/screens/drafts 

client% Yi 
Imodjfjcatjons/desjgns/screens/drafts 

server% .Ql 
lorj gj nal s/grapbj cs/screens/art art 

client% .Ql 
Imodjfjcatjons/desjgns/screens/artart 

server% cp art lori g; nal s/frames 



While in the screens directory, 
the client copies the a rt fIle to 
the b 1 uepri nts cure~ctolrv 

rpclnfo 

client% ~ 
/modifications/blyeprints 

Execute rpci nfo to determine which remote programs are registered with a system's 
portmap daemon. 

By providing a host name, you can list the registered RPC programs on a specific node. If 
you do not specify a host name, rpci nfo defaults to the local host. 

Example Using -p Option 

To list the program, version, port numbers, and the protocol, use the - p option. 

When you execute: 

rpcinfo -p node_7 

The system responds: 

program vers proto port 
100003 2 udp 2049 nfs 
100004 2 udp 1028 ypserv 
100004 2 tcp 1027 ypserv 
100004 1 tcp 1027 ypserv 
100007 2 tcp 1028 ypbind 
100007 1 udp 1037 ypbind 
100001 3 udp 1069 rstatd 
100002 1 udp 1073 rusersd 
100002 2 udp 1073 rusersd 
100005 1 udp 1076 mountd 
100008 1 udp 1078 walld 
100012 1 udp 1080 sprayd 
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Example Using -u Option 

To see if a particular remote program and version is available using UDP, use the -u 
option. See the following example: 

When you execute: 

rpcinfo -u node 2 mountd 1 

The following system response indicates that the portmap daemon on node 2 knows 
about program 100005 and that it is available: -

program 100005 version 1 ready and waiting 
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rup 

Execute ru p to list host information, including how long they have been running, how many 
users are logged on to them, and their load average. By providing a host name, you can list 
information about a specific host. 

Example of Executing rup 

When you execute: 

The last three columns of the system response show the load averages for 1, 5, and 15 
minute intervals: 

node 1 up 15:53, load average: 0.11, 0.17, 
.15 
node 2 up 2 days, 19:42, load average: 0.00, 0.01, 
.01 
node 3 up 21 days, 11:34, load average: 1.66, 1.68, 
.60 
node 4 up 19:24, load average: 0.14, 0.18, 
.14 

Executing ru p without providing a host name causes an RPC broadcast. The local node 
collects responses until the RPC times out (quits). This process generally takes about two 
minutes. 

Example Using -t Option 

To sort the display by "up time," use the - t option. 

When you execute: 

rup -t 
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The system responds: 

collecting responses ••• 
node 7 up 21 days. 11:28. load average: 1.16. 1. 
42. 1.52 
11.2.33.44 up 12 days. 22:15. load average: 1.08, o. 
82. 0.57 
node 8 up 7 days. 18:27. load average: 0.12, o. 
09. 0.09 
node 12 up 6 days. 21:20. load average: 0.10, o. 
08. 0.09 
55.6.77.88 up 3 days. 3 mins. load average: 0.00, o. 
01. 0.01 
node 6 up 2 days. 22:49, load average: 0.00, O. 
00. 0.02 
99.0.11.22 up 18:14. load average: 0.00, o. 
00. 0.05 
33.4.55.66 up o min load average: 0.14, O. 
04. 0.02 

rusers 

Execute rusers to list the host names and users logged in for all remote nodes. By 
providing a host name, you can list information about a specific remote node. 

Executing ru s e rs without providing a host name causes an RPC broadcast. The local node 
collects responses until the RPC times out (quits). This process generally takes about two 
minutes. 

Example of Executing rusers 

When you execute: 

rusers 

The system response displays the host name or internet address in the fust column and the 
users in the second column: 
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77.8.99.00 
node 6 
node-3 
node-l 
11.2:-33.44 
node 2 
node-16 
node-9 
node-7 

Example Using -I Option 

root 
user 4 user 3 user 8 user 11 
u 2 -
u-7 
root root 
root u 5 root 
test user 
rootx root u 7 root 
root 

You can list more extensive information by using the - 1 command: user, host, tty 
(terminal), login date and time, idle time (in minutes and seconds). In some cases, you can 
list the host that initiated the login session. 

When you execute: 

rusers -1 node 8 node 4 - -

The third and fourth columns of the system response show the login date and time followed 
by the idle time: 

rootx node 8:conso1e Apr 07 14:00 20:29 
user 3 node=4:ttyp03 Apr 12 08:09 :23 (node 
5) 
user 9 node_4:ttyaOO 
9:0.0) 

Apr 08 09:24 10:42 (node 

In this example, the second line represents an r 109; n or te 1 net session initiated from 
node_5. The third line represents an hpterm session displayed on the 0.0 display of 
node 9 .. 

-

-
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showmount 

Execute s h owmo u n t to list all the clients that have remotely mounted a fue system. By 
providing a host name, you can specify the host. If you do not specify a host name, 
showmount defaults to the local host. For example, you might want to determine which 
nodes have your file systems mounted. 

Example Using -a Option 

To print all remote mounts in a cl i ent: di rectory format, use the -a option. The 
directory listed is the root of the file system that was mounted. 

When you execute: 

showmount -a 

The system response displays the client followed by the directory: 

node 4:/tmp 
node-7:/ 
node-2:/tmp 
node-12:/usr/tmp/sys rick 
node-6:/tmp/y -
node=S:/ 

Example Using -e Option 

To print a list of exported file systems, use the -e option. 

When you execute: 

showmount -e node 7 

The system responds: 

export list for 
/ 
/users/proj 
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on 

Use the on command to execute commands on a remote host. When executing the on 
command, you specify: 

• A host on which to run the remote command. 

• The command to run. 

• Arguments for the command. 

The on command then simulates your current environment on the server by passing your 
environment variables and information about your current working directory to the remote 
host. The rexd daemon on the server mounts the rue system that contains your current 
working directory if it is not already mounted on the server. After the environment is 
simulated, the command executes in the simulated environment on the remote host. 

Note Your environment is simulated on the remote host but not completely 
recreated. Execution of a given command on a remote host will not 
always produce the same results as the executing the command on your 
local computer. The simulated environment and the environment's 
limitations are discussed in the "Environment Simulation" in the 
Installing and Administering NFS Services manual. 

The syntax of the on command is as follows: 

on [-i I -n] [-d] host [ command [argument] •.•. ] 

Host specifies the name of the host on which to execute command. There must be an entry 
for host in the local computer's host data base. 

Command specifies the command to execute on host. If command is not specified, on 
will start a shell on host. 

You may specify three options ( - i , - n, - d). The - i option must be used when invoking 
interactive commands, the - n option must be used when running commands in the 
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background with job control, and the - d option is used when you wish to receive diagnostic 
messages. 

Use of the -d option with either - i or - n is permitted. See the following examples: 

on -i -d host 

on -n -d host 

You cannot use the - i and - n options at the same time. 

The -I Option (Interactive Mode) 

The - i option invokes the interactive mode. This option must be specified for all interactive 
commands (commands which expect to be communicating with a terminal). Examples of 
interactive commands are vi, csh, and more. If this option is specified with a 
non-interactive command such as sort, it will be executed as an interactive command, but 
there may be no difference in behavior. 

Example: 

on -i node 7 vi fiUe 

The -n Option (No Input Mode) 

The - n option sends the remote program an end-of-rue when the program reads from 
standard input instead of connecting the standard input (s t din) of the on command to the 
standard input (s td in) of the remote command. The - n option is necessary when running 
commands in the background with job control. 

The -d Option (Debug Mode) 

The - d option allows you to receive diagnostic messages during the start up of the 0 n 
command. The messages may be useful in detecting configuration problems if the 0 n 
command is failing while connecting to a given host. 
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Network Information Service Overview 

The Network Information Service (NIS) is an optional network database service that 
enables NIS clients to access information from any correctly configured NIS server on the 
network. (NIS was formerly known as Yellow Pages (YP), which is a registered trademark 
of British Telecommunications.) One NIS master server can automatically propagate 
modifications across the network. 

NIS Maps 

The NIS system stores information in NIS maps (databases) that are consistent across the 
nodes. Each map has a unique, case-sensitive map name that is used for accessing maps. 

Each map consists of keys (for indexing) and values (data). You can use NIS commands for 
querying for values associated with a particular key within a map and for retrieving 
key-value pairs within a map . 

.,-- -_ ....... "" 

= Domain 

o = Maps 

* = Master Server 

@ = Servers 

Figure 3-2. Overview of NIS 
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NIS Servers and NIS Clients 

NIS servers store and provide access to the NIS maps (databases); NIS clients request 
data from the maps residing on NIS servers. Since different NIS servers have consistent NIS 
maps, responses are identical no matter which NIS server answers a request. When doing 
NIS client and server configurations, keep the following information in mind: 

• An NIS client can also be configured as any combination of an NIS server, NFS 
client, or NFS server. 

• An NIS server must also be configured as an NIS client. It can also be configured 
as an NFS server, NFS client, or both. 

NIS Domains 

A NIS domain is a logical grouping of NIS maps; each NIS server contains a set of maps 
for at least one NIS domain. 

NIS domains enable maps with the same names to exist on one LAN; the maps are made 
unique by belonging to separate NIS domains. With NIS domains, you need not worry about 
the maps interfering with each other because of the following: 

• Each of the nodes within an NIS domain has the same NIS domain name. 

• Maps using the same name in different NIS domains can have different contents. 

NIS domains are implemented as subdirectories of /usr/etc/yp on the NIS servers only; 
the name of each subdirectory is the name of an NIS domain. For example, maps in the 
research NIS domain would be in /usr/etc/yp/research. (Note, NIS domain names 
are case sensitive.) 

NIS Master and Slave Servers 

Only two types of nodes have NIS databases: master servers and slave servers. 

The NIS master server is the node on which all NIS maps within a particular NIS domain 
are created and modified. As modifications occur, the NIS slave servers copy the maps to 
ensure all NIS databases are alike; in turn, they provide resources to the NIS clients. 
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NIS clients can bind to either the NIS master server or to a slave server. 

NIS Commands 

Since NIS hides the details of how and where data is stored, you do not need to know all the 
configuration details to access information. You can, however, use the following commands 
to determine the location and content of NIS information. The parenthetical comment 
refers to the section in the HP-UX Reference where you can go for more information: 

• domainname(l} 

• ypcat(l} 

• ypmatch(l} 

• yppasswd(l} 

• ypwhich(l} 

do main name 

Execute domai nname to display the current NIS domain name: 

domainname 

For example, you might need to determine the current NIS domain name to defme a 
netgroup in / etc/netgroup. (Netgroups are network-wide groups of nodes and users 
defined in /etc/netgroup on the master server.) 
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ypcat 

Execute ypca t to list the contents of a specified NIS map. You can use either the map 
name or map nickname to specify the desired map. 

Example of Executing ypcat 

When you execute: 

ypcat group.byname 

(or) 

ypcat group 

The system response displays the group name, the group ID (GID), and the members of the 
group: 

daemon::5:notes,anon,uucp 
users::23:window,nowindow 
other::l:root,daemon,uucp,who,date,dooley,sync 
root::O:root 
mail::6:root 
sys::3:root,bin,sys,adm 
rje: :8:rje,shqer 
bin::2:root,bin,daemon,lp 
adm::4:root~adm,daemon 
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Example Using -x Option 

To list the map nicknames applicable to the ypcat command, use the -x option. 

When you execute: 

ypcat -x 

The system responds: 

Use "passwd" for map "passwd. byname" 
Use "group" for map "group.byname" 
Use "networks" for map "networks.byaddr" 
Use "hosts" for map "hosts.byaddr" 
Use "protocols" for map "protocols.bynumber" 
Use "services" for map "services.byname" 
Use "aliases" for map "mail.aliases" 
Use "ethers" for map "ethers.byname" 

ypmatch 

Execute ypmatch to print the data (values) associated with one or more keys in a specified 
NIS map. You can use either the map name or map nickname to specify the desired map. 

To list the map nicknames applicable to the ypmatch command, use the -x option. For 
example, when you execute: 

ypmatch my_node hosts.byname 

The system response displays the internet address (value) associated with the 
hosts. byname map for the node my_node: 

11.2.33.44 
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yppasswd 

The NIS password is the password for a user's login ID that exists in the NIS passwd map. 
It is used as the user password, but is administered through NIS. Note, you are not required 
to have a password to access the NIS databases. 

If you change your password with the passwd command, you will change only the entry in 
your local /etc/passwd ftle if the entry exists. If your password is not in the ftle, the 
following error message occurs when using pas swd: 

Permission denied. 

If this error occurs, execute yppasswd. 

NIS Password Guidelines 

Execute yppasswd to change or install a password associated with a specified login name 
in the NIS passwd map. 

The following list provides the requirements for creating and changing NIS passwords. 
Note: These guidelines are different from those of the passwd command (refer to the "HP 
NFS Services vs. Local HP-UX" appendix in this manual): 

• Only the owner or superuser can change an NIS password. The superuser must 
know the current NIS password to change another user's NIS password. 

• Only the fast eight characters of the NIS password are significant; the rest are 
truncated. 

• An NIS password must contain at least five characters if it includes a combination 
of either one of the following: 

- Uppercase and lowercase letters. 

- Numeric and special characters. 

• An NIS password must contain at least four characters if it includes a combination 
of uppercase letters, lowercase letters, and numeric characters. 

• An NIS password must contain at least six characters if it includes only monocase 
letters. 
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NIS Password 

Follow these steps to create or change your NIS password in the NIS passwd map: 

1. Execute the yppasswd command. 

yppasswd user_login_name 

2. The system prompts you for the old NIS password even if one does not exist. If it 
exists, enter the old NIS password; otherwise, press (RETURN I. 

Note The NIS password may be different from the one in your local 
/etc/passwd file. 

3. The system prompts you for the new NIS password twice to ensure you enter the 
correct response. Enter your new NIS password twice, pressing IR ETU R N' after 
each entry. The system now updates the master server pa s s wd map. 

Example of executing yppasswd 

When you execute: 

yppasswd 

The system responds: 

Old NIS password: 
New password: 
Retype new password: 
The NIS passwd has been changed on host_name, the master NIS 
passwd server. 
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ypwhich 

Execute ypwh i c h to print the host name of the NIS server supplying NIS services to an NIS 
client. 

To list all available maps and their NIS master server host names, use the -m option. You 
can use either the map name or map nickname to determine which NIS server is the master 
server for a specified NIS map. 

To list the map nicknames applicable to the ypwhi ch command, use the -x option. For 
example, when you execute: 

ypwhich -m 

The system response displays the available maps and their NIS master server host names: 

services.byname 
rpc.bynumber 
protocols.bynumber 
protocols.byname 
passwd.byuid 
passwd.byname 
networks.byname 
networks.byaddr 
netgroup.byuser 
netgroup.byhost 
netgroup 
hosts.byname 
hosts.byaddr 
group.byname 
group.bygid 
vhe list 
ypservers 
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node-l 
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HP NFS Services vs. Local HP-UX 

If you have applications running on HP-UX, they may behave differently over NFS 
Services. Use this appendix to understand the basic differences between NFS Services and 
local HP-UX operations. 

Append Mode 

If two processes operating on different 
clients open the same ftIe using 
o APPEND, the wri te operation may not 
- data to the ftIe. 

If two processes open the same file using 
o APPEND, the wri te operation should 
append information to the fue. 

chacl(l) 

You can only use the - F option. The You can use all options locally. 
other options of chac 1 are not supported 
overNFS. 

Device Files 

NFS does not support remote access to 
device fues, but does support local access 
to device ftIes via NFS. 

HP-UX supports local access to device 
fues. 

File Locking 

NFS supports remote ftIe locking for NFS 
reads and writes in mode 

HP-UX supports local fue locking in 
advisory and enforcement modes. 
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getacl(2) system call 

Is not overNFS. Is supported 

Group Membership· 

A user may be a member of eight groups. 
If a user who is a member of more than 
eight groups attempts to access a fIle, the 
system accesses only the first eight groups 
for 

A user may be a member of up to 20 
groups. 

Iseek(2) 

If two processes operating on different 
clients write to the same fIle, 1 see k with 
whence=SEEK END may not set the ftle 
pointer to the desired location. 

If two processes write to the same file, 
1 seek with whence=SEEK END should 
set the ftle pointer to the desired location. 

mknod(lM) Command 

The mknod command will work only with 
named pipes over NFS. 

You can use the mknod command locally 
for all ftle types. 

Mount Points 

When operating in an HP-UX cluster 
environment, only ftle systems mounted 
on the cluster root server can contain 
mount points for NFS mounts. File 
systems mounted on cluster auxiliary 
servers cannot contain NFS mount 

NFS mount points can exist on any 
mounted fIle system. 

Named Pipes 

NFS named pipes cannot be used to 
communicate between machines in the 
same diskless cluster. 
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Named pipes can be used to 
communicate among clients in a diskless 
cluster. 



Reading Directories 

You cannot use the read call to read a 
remote directory, rather you should use 
readdi r. 

You can use the read.call to read a local 
directory. However, to do so can restrict 
migration of programs to future HP-UX 
versions. 

setacl(2) system call 

Is not c.nnlnnl'tp.t1 over NFS. Is locally. 

setaclentry(3) library routine 

Is not C!l1n,nnl'tpt1 over NFS. Is supported locally. 

Superoser Permission 

The superuser UID 0 is mapped to -2 by 
default. 

Anything requiring superuser permission 
may not work over NFS. For example, a 
superuser may not be able to perform the 
following tasks: 

- Link and unlink directories. 

- Alter directories such as /, / etc, and 
/bin. 

- Use chmod to set sticky or setuid bits. 

- Do a mknod of device files. 

Superuser has permission to perform any 
operation locally (by definition). 
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System Time 

Commands that access clocks on Commands that access clocks on the local 
different systems may not provide system provide consistent times. 
consistent times since system clocks differ. 

For example, if you give the uti me 
command a NULL pointer for the times 
value, the following process occurs: 

1. The system sets the access time and 
modification time according to the client 
node clock. 

2. It then sends these times over to the 
server which changes the inode to reflect 
the new access and modification times. 

3. The server node identifies the change 
in the inode and thus, modifies the 
inode's status change time according to 
its own clock. 

The result is a high probability of 
differing times between the server's 
access and modification times versus its 
status change time. 

Note: If operating in an HP-UX cluster 
environment, all nodes in the cluster have 
the same time as the root server's clock. 
Therefore, clock skew problems exist 
only if the root server's clock is different 
from other NFS servers. 
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Unlinking 

The server does not keep state 
information and does not know if a 
process has a file open. See the following 
explanation: 

- The server will unlink a fIle if it receives 
a request to do so; thus, subsequent 
requests for the fIle will result in an error. 

- If a process opens a file and then 
unlinks it, the client renames the fIle so it 
appears to be gone. When the process 
quits, the client then unlinks the renamed 
fIle. 

- If the unlink request comes from a 
different node than from where the open 
yoprlnpC!f" came from, the fIle is deleted. 

If you open a local file and unlink it 
before you close the file, the fue 
descriptor for the open fue will still be 
valid to access the fue. 

yppasswd(l) Command vs. passwd(l) Command 

This command does not have a password 
aging feature. 

The superuser must know the current 
password to change another user's 
password. The password must contain: 

- At least five characters if it includes 
special characters and any combination 
of lowercase letters, uppercase letters, 
and numbers. Also, any combination that 
includes numbers, lowercase letters, and 
uppercase letters. 

This command has a password aging 
feature. 

Superuser does not have to know the 
password to change another user's 
password. The following rules apply to 
the password: 

- Each password must have six or more 
characters: at least two alpha characters 
and at least one numeric or special 
character. 
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yppasswd(l) Command vs. passwd(l) Command (continued) 

- At least six characters if it includes 
lowercase letters and numbers, uppercase 
letters and numbers, or a combination of 
lowercase and uppercase letters. 

- At least seven characters if it includes 
all lowercase letters or all uppercase 
letters. 

- Each password must differ from the 
user's login name and any reverse or 
circular shift of that name. 

- New passwords must differ from the 
old by at least three characters. 

pathconf/fpathconf 

The following variables for the 
pathconf /fpathconf system calls are 
not supported over NFS: 

_ PC_ CHOWN_ RESTRIcrED variable 
_PC_LINK_MAX variable 
_PC_NAME _MAX variable 
_PC_NO _ TRUNC variable 
_ PC_ PATH_MAX variable 

The following variables for the 
pathconf /fpathconf system calls 
return local information over NFS: 

_PC _MAX_CANON variable 
_PC _ MAX_INPUT variable 
_PC _ VDISABLE variable 

The following variable for the 
pathconf /fpathconf systems calls is 
supported over NFS: 
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Moving from RFA to NFS 

Remote File Access (RFA), one of the Network Services, has been discontinued. When you 
used networks consisting of all HP systems, RFA provided distributed fIle access among 
HP 9000 computers. In order to maintain distributed fIle access, you must move to NFS 
Services. . 

Why Move to NFS Services? 

Using NFS Services in place of the RFA service has several advantages: 

• NFS works with other vendors' equipment and other operating systems. 

• NFS is a defacto industry standard. 

• NFS allows transparent fIle access. 

• NFS with the Network Information Service (NIS) provides centrally administered 
databases. 

Use this appendix to translate your RF A applications to NFS applications. 
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Similarities 

HP NFS Services and RFA have the following similarities: 

• No remote device access. 

• Not all UNIX® semantics are fully supported. 

Differences 

Refer to the following table for a list of differences between lip NFS and RFA. 

Only the superuser can perform remote 
NFSmounts. 

You can centrally administer your 
databases using NIS. 

All users with read access to the mount 
. can read the remote ftle system. 

Read and write file caching occurs on the 
clients; read caching occurs on the 
servers. 

The servers are stateless (do not 
remember client activities) and therefore, 
can be rebooted without interfering with 
client activities. (The client can resume 
access to the server when it is rebooted.) 

One mount gives you access to only one 
ftle system. 
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You cannot run setu; d programs 
accessing data on remote file systems. 

RFA operates on HP-UX operating 
only. 

All users can establish access to remote 
ftle systems. 

You have no centrally administered 
database. 

Only users performing net un am can 
access the remote file 

Read and write ftle caching occurs on the 
servers; caching does not occur on the 
clients. 

The servers have state and therefore, 
remember the activities in which the 
client is involved. 

One netunam gives you access to all file 
systems under the root directory. 



Changing Scripts from RFA to NFS 

Changing RFA scripts to NFS requires only minor changes. You can change both shell 
scripts that accept different path names and those that use hard-coded path names. 

Shell Scripts that Accept Different Paths 

Shell scripts that accept different paths require the following modifications: 

• You must perform a remote mount of a rtIe system or directory in one of the 
following ways: 

- As part of the script. 

- Before executing the script. 

Since superuser must execute mounts, the script must be set u ; d root if the 
mount is performed as part of the script. 

Caution Having setuid root scripts is a potential security problem. 

If the script's owner does not have superuser permissions, the superuser can 
configure letclcheckl ; st to automatically mount the remote rtIe systems at 
boot time. This process allows users to execute scripts without checking to see if 
the remote rtIe system is accessible. 

• Remove all calls to netunam from the script. Removing these calls prevents 
net un am failures from causing the scripts to fail. 
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Shell Scripts with Hard-Coded Paths 

You can handle shell scripts with hard-coded path names in two ways: 

• Change the path name in the script to correspond to the NFS mount point. 

• Create a path name for the NFS mount point which corresponds to the path name 
in the script. 

To mount the remote file system either as part of the script or automatically via 
/ etc/ checkl ; st, you must modify the shell scripts as described in the previous section, 
"Shell Scripts that Accept Different Paths." 

Change Pathnames 

Change the path name in the script to correspond to the NFS mount point. 

EXAMPLE: The script has a hard-coded path name of /net/systemB/project. 
Mount the remote directory /project on /user/project as follows: 

mountsystemB:/project/user/project 

Now change the script to use the path name /user/proj ect in place of 
/net/systemB/project. 

8-4 Changing Scripts from RFA to NFS 



Create New Pathnames 

Create a path name for the NFS mount point that corresponds to the path name in the 
script. 

EXAMPLE: 

Note 

The script has a hard-coded path name of /net/ systemS/proj ect 
which accesses the remote directory /proj ect. To keep the path name 
the same: 

1. Remove the network special fue /netlsystemB. 

2. Create the directories /net/systemS and /net/systemS/project: 

mountsystemB:/project/net/systemB/project 

For RF A, access to the remote system occurred via a network special 
fue. Creating an NFS mount point with the same name as the network 
special fue for the remote system could cause confusion. Problems will 
not occur if you remove the network special fue. 

All remote access will then be via mount points that have the same names 
as the network special fues that were removed. 
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Glossary 

Alias 

A term for referencin~ alternate networks, hosts, and protocols names. 

ARPA 

Bind 

Advanced Research Projects Agency 

A U.S. government agency that was instrumental in developing and using the original 
ARPA Services n~tworking standards. 

Process by which a client locates and directs all requests for data to a specific server. 

Process of establishing the address of a socket that allows other sockets to connect to 
it or to send data to it. 

CDF (Context Dependent File) 

A hidden directory that contains all the versions of a file needed by the different 
cnodes. 

Client 

A node that requests data or services from other nodes (servers). 

A process that requests other processes to perform operations. 

Note: An NFS client can also be configured as any combination of an NFS server, 
NIS client, or NIS server. (An NIS server must also be configured as an NIS client.) 

Clock Skew 

A difference in clock times between systems. 
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Cluster 

One or more workstations linked together with a local area network (LAN), but 
consisting of only one root file system. 

Cluster Auxiliary Se"er 

A cluster client with a disk drive that contains files shared by the other members of 
the cluster. 

Cluster Client 

A node in an HP-UX cluster that uses networking capabilities to share file systems" 
but does not have its root fue system directly attached. For HP-UX 8.0" cluster clients 
can have locally mounted disks for local data storage. 

Cluster Root Se"er 

The only node in an HP-UX cluster that has the root fue system directly attached to it. 

Cnode (Cluster Node) 

Any node operating in an HP-UX cluster environment, including diskless nodes, 
auxiliary servers, and the root server. 

Daemon 

Background programs that are always running, waiting for a request to perform a task. 

Escape Sequence (NIS) 

Characters used within fues to force inclusion and exclusion of data from NIS 
databases. The escape sequences are as follows: 

- + (plus) 
- - (minus) 
, - + @netgroup_name 
- -@netgroup_name 

Export 

To make a fue system available to remote nodes via NFS. 
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External Data Representation (XnR) 

A protocol that translates machine-dependent data formats (i.e., internal 
representations) to a universal format used by other network hosts using XDR. 

File System 

A directory structure used to organize files. 

GIn 

A value that identifies a group in HP-UX. 

Global (NIS) 

A means of access in which the system always reads NIS maps rather than the local 
ASCII fIles. 

Hard Mount 

A mount that causes NFS to retry a remote fue system request until it succeeds, you 
interrupt it (default option), or you reboot the system. 

Home Node 

Host 

A term used in Virtual Home Environment (VHE) to refer to the machine on which a 
user's home directory physically resides. 

A node that has primary functions other than switching data for the network. 

Host Node 

A term used in Virtual Home Environment (VHE) to refer to the node a user is 
logged in to. This node environment is set up from the confIguration fues found on 

. the user's home node. 

Import 

To obtain access to a remote fue system from an outside source; to mount. 
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Internet Address 

A four-byte quantity that is distinct from a link-level address and is the network 
address of a computer node. This address identifies both the specific network and the 
specific host on the network. 

Interrupt-able Mount 

A mount that allows you to interrupt an NFS request by pressing an interrupt.key. 
(Though the interrupt key is not standardized, common ones include ~ - (9 and 
IBREAkl.) 

Key (NIS) 

A string of characters (no imbedded blanks or tabs) that indexes the values within an 
NIS map so the system can easily retrieve information. For example, in the 
passwd. byname map, the users' login names are the keys and the matching lines 
from /et.c/passwd are the values. 

Local (NIS) 

A means of access in which the system fust reads the local ASCII ftle. If it encounters 
an escape sequence, it then accesses the NIS databases. 

Map (NIS) 

A file consisting of logical records; a search key and related value form each record. 
NIS clients can request the value associated with any key within a map. 

NIS map is synonymous with NIS database. 

Map Nickname (NIS) 

A synonym for the NIS map name when using certain NIS commands. 

Master Server (NIS) 

The node on which one or more NIS maps are constructed from ASCII ftles. These 
maps are then copied to the NIS slave servers for the NIS clients to access. 

Mount 

To obtain access to a remote or local ftle system or directory(import}. 
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Mount Point 

The name of the directory on which a file system is mounted. 

Netgroup 

A network-wide group of nodes and users dermed in I etc/netgroup. 

NFS 
Network File System. 

Network Information Service (NIS) 

An optional network service composed of databases (maps) and processes that 
provide NIS clients access to the maps. The NIS service enables you to administer 
these databases from one node. 

NIS mayor may not be active; check with your system administrator. 

Network Lock Manager 

A facility for locking files and synchronizing access to shared flIes. 

Network Status Monitor 

A daemon running on all network computers to maintain statefullocking service 
within NFS. It also allows applications to monitor the status of other computers. 

NIS Client 

A node that requests data or services from NIS servers. 

An NIS process that requests other NIS processes to perform operations. 

Note: An NIS client can also be confIgured as any combination of an NIS server, NFS 
client, or NFS server. (An NIS server must also be confIgured as an NIS client.) 

NIS Database 

See Map (NIS). 
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NIS Domain 

A logical grouping of NIS maps ( databases) stored in one location. NIS domains are 
specific to the NIS network service and are not associated with other network 
domains. 

NISMap 

See Map (NIS). 

NIS Password 

The password for a user's login ID that exists in the NIS passwd map. The NIS 
password is the same one as the user password, but is administered through the NIS. 

You do not have to have an NIS password to access the NIS databases. 

NIS Server 

Node 

A node that provides data (maps) or services to other nodes (NIS clients) on the 
network using NIS. 

An NIS process that performs operations as requested by other NIS processes. 

Note: An NIS server must also be configured as an NIS client. It can also be 
configured as an NFS server, NFS client, or both. 

A computer system that is attached to or is part of a computer network. 

Propagate 

To copy maps (data) from one NIS server to another. 

Protocol 

. The rules and steps by which servers and clients exchange data and control 
information. 

Remote Execution Facility (REX) 

A facility which allows a user to execute commands on a remote node. 
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Remote Procedure Call (RPC) 

A call made by clients either to access server information or to request action from 
servers. 

Remote Procedure Call Protocol Compiler (RPCGEN) 

A remote procedure call compiler used to help programmers write RPC applications 
by automatically generating necessary programs and code fragments. 

Server 

A node that provides data or services to other nodes (clients) on the network. 

A process that performs operations as requested by other processes. 

Note: An NFS server can also be configured as any combination of an NFS client, 
NIS client, or NIS server. An NIS server must also be configured as an NIS client. 

Slave Server (NIS) 

A node that copies NIS maps from the NIS master server and then provides NIS 
clients access to these maps. 

Soft Mount 

An optional mount that causes access to remote rue systems to abort requests after 
one NFS attempt. 

Stateless Server 

Servers do not maintain (preserve) information relating to each me being served. 
Each rue request moves across the network with the parameters attached to it locally 
(e.g., read and write privileges). 

Steady State 

UID 

Servers maintain (preserve) information relating to each rue being served. 

For NIS, the information contained in an NIS map is consistent among all NIS servers 
within a given NIS domain (Le., is not in the process of being updated). 

A value that identifies a user in HP-UX. 
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Unmount 

To remove access rights to a rue system or disk that was mounted via the mount 
command. 

Update 

The HP-UX command that installs software onto the system. 

Value (NIS) 

VHE 

A unit of information stored in NIS maps; each value has a corresponding key (index) 
so the system can easily retrieve it. For example, in the passwd. byname map, the 
users' login names are the keys and the matching lines from / etc / pas swd are the 
values. 

See Virtual Home Environment. 

Virtual Home Environment (VHE) 

XDR 

A network service that allows users to log in at host nodes and utilize their home 
nodes' execution environments. 

See External Data Representation. 
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NIS Slaves, 2-17, 3-18 
Stateless, dermed, 2-1 

sho~ountcommand,3-14 
Stateless Servers, 2-1 

v 

Variables 
_PC_CHOWN_RESTRICfED, A-6 
_PC_LINK_MAX,A-6 
_PC_MAX_CANON, A-6 
_PC_MAX_INPUT, A-6 
_PC_NAME_MAX, A-6 
_PC_NO_TRUNC, A-6 
_PC_PATH_MAX, A-6 
_PC_PIPE_BUF, A-6 
_PC _ VDISABLE, A-6 

VHE 
See Virtual Home Environment 

Virtual Home Environment (VHE) 
Advantages, 2-19 
Concepts, 2-22 to 2-23 
Defined, 2-19 
Disadvantages, 2-21 

x 

XDR (External Data Representation), 2-11 

v 

ypcat command, 3-20 
ypmatch command, 3-21 
yppasswd command, 3-22 to 3-23 
ypwhich command, 3-24 
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Telex: 822858 hepdod Avenlda Reforma 3-48, Zona 9 
New Friends Colony 

P.O. Box 1270 
Via Del Tintoretto 200 

NEW DELHI 110 065 00144 ROllA 
Hewlett-Packard gmbH GUATEMALA CITY Tel: 682547 

JERUSALEM 91000 Tel: 06/54831 
Reparaturzentrum Frankfurt Tel: 316627, 317853,66471/5 Telex: 031-2463 

16, Ohallav SI. Fax: 06/5408710 
Berner Strasse 117 9-011-502-2-316627 Cable: BLUEFROST 

JERUSALEM 94467 

6000 FRANKFURT/MAIN 80 Telex: 30557651PESA GU Tel: 533 221, 553 242 

Tel: (069) 500001-0 Telex: 25231 AB/PAKRO IL 

Telex: 413249 hpffm 



El SALES OFFICES 
Arranged alphabetically' by country (cont'd) 

ITALY (Cont'd) Yokogawa-Hewlett-Packard Ltd. Yokogawa-Hewlett-Packard Ltd. MADAGASCAR Hewlett-Packard de Mexico, 
Kumagaya Asahi 82 Bldg. 29-21 Takaido-Higashi, 3-chome R.T.I. SA deC.V. 

Hewlett-Packard Italiana Spa 3-4 Tsukuba Suginami-ku TOKYO 168 175, Rue Blomet Condominio Kadereyta 
Corso Svizzera 185 KUMAGAYA, Saitama 360 Tel: (03) 331-6111 75015 Paris Circuito del Mezon No. 186 Desp. 6 
10149 TORINO Tel: (811485) 24-6563 Telex: 232-2024 YHPTOK FRANCE Col. Del Prado - 76030 
Tel: 0111744044 Fax: (811485) 24-9050 Tel: (1) 45 310906 QRO,Mexico 
Fax: 01117710815 Yokogawa Hokushin Electric Corp. 

Yokogawa-Hewlett-Packard Ltd. (YEW) Tlx: 203376 Tel: 463-6-02-71 

IVORY COAST Shin-Kyoto Center Bldg. Shinjuku-NS Bldg. 10F Fax: (1) 45 31 09 18 Hewlett-Packard de Mexico, 

Ste Ivoirienne des Techniques 614 Higashi-Shiokoji-cho 9-32 Nokacho 2 Chome SAdeC.V. 

de l'lnformatique Karasuma-Nishi-Iru, Shiokoji-Dori Shinjuku-ku MALAWI Monti Morelos No. 299 

Immeuble C.N.A. - 5e etage Shimogyo-Ku, KYOTO, 600 TOKYO, 163 Systron (Private) Ltd. Fraccionamiento Loma Bonita 45060 

Avenue General de Gaulle Tel: (81175) 343-0921 Tel: (03) 349-1859 Manhattan Court GUADALAJARA, Jalisco 

P.O. Box 161 Fax: (81175) 343-4356 Telex: J27584 61 Second Street TeI:(52/36)314600 

ABIDJAN 01 
P.O. Box 3458 Telex: 0684186 ECOME 

Yokogawa-Hewlett-Packard Ltd. Yokogawa-Hewlett-Packard Ltd. HARARE 
Tel: 3212 27 Mito Mitsui Bldg. Toyoda-Tokyo-Kaijo Bldg. Zimbabwe Hewlett-Packard de Mexico, 
Telex: 22149 1-4-73, Sanno-Maru 1-179 Miyuki-Hon-Cho Tel: 7398811739885 S.A.deC.V. 

Engineering Business Concept (E. B.C.) MITO, Ibaraki 310 TOYODA473 Telex: 4122 Monte Pelvoux No. 111 

Angle Avenue J. Anoma et Bd. Tel: (811292) 25-7470 Tel: (81/565)27-5611 Fax: 70 2008 Lomas de Chapultepec 
Republique Fax: (811292) 31-6589 Yokogawa-Hewlett-Packard Ltd. 

11000 MEXICO, D.F. 

08 B.P. 323 ABIDJAN 08 Yokogawa-Hewlett-Packard Ltd. Chiyodaseimel-Utsunomiya Bldg. MALAYSIA Tel: (52/5) 596 79 33 

Tel: 32 50 24, 4148 70 Nagano-T okyokaljyo Bldg. 2-3-1, Ohdori, UTSUNOMIYA, Tochigl- Hewlett-Packard Sales (Malaysia) 
Fax: (52/5) 596 42 08 (Ext 3231) 

Fax: 35 37 90 1081, Minamiagata-Machi Shi 320 Sdn. Bhd. Hewlett-Packard de Mexico, 
Nagano-Shi, NAGANO, 380 Tel: (81/286) 33-1153 9th Floor S.A. deC.V. 

JAPAN Tel: (811262) 24-8012 Fax: (81/286) 33-1175 Chung Khlaw Bank Building Czda. del Valle 
Yokogawa-Hewlett-Packard Ltd. Fax: (811262) 24-8016 

Yokogawa-Hewlett-Packard Ltd. 
46, Jalan Raja Laut 409 Ote. 4th Piso 

Nihon-8eimei Akita 50350 KUALA LUMPUR, MALAYSIA Colonia del Valle 
Chuo-Oori Bldg. 

Yokogawa-Hewlett-Packard Ltd. No.2 Yasuda Bldg. 
Tel: (60/3) 298-6555 Municipio de Garcia 

4-2-7 Naka-dori 
Nagoya Kokusai Center Building 2-32-12, Tsuruyo-cho 

Fax: (60/3) 291-5495 66220 NUEVO LEON 
AKITA, 010 

1-47-1, Nagono, Nakamura-ku Kanagawa-ku, YOKOHAMA 221 
Tel: 83-78-42-40 

Tel: (811188) 36-5021 
NAGOYA, AlCHI450 Tel: (81145) 312-1252 Protei Engineering 

Telex: 382410 HPMY 
Tel: (81152) 571-5171 Fax: (81145) 311-8328 P.O.Box 1917 

Yokogawa-Hewlett-Packard Ltd. Fax: (81152) 565-0896 Lot 6624, Section 64 Hewlett-Packard Co. 
152-1,Onna 

Yokogawa-Hewlett-Packard Ltd. KENYA 23/4 Pending Road Latin Amerlce Region 
ATSUGI, Kanagawa, 243 

Sai-Kyo-Ren Building ADeOM Ltd., Inc., Kenya Kuching, SARAWAK Customer Support Center 
Tel: (811462) 25-0031 

1-2 Dote-cho P.O. Box 30070 Tel: 36299 7208 N.W. 31st SI. 
Fax: (81/462) 25-0064 

OOMlYA-SHI SAITAMA 330 NAIROBI Telex: 70904 PROMAL MA MIAMI, FL 33122 

Yokogawa-Hewlett-Packard Ltd. Tel: (0486) 45-8031 Tel: 331955 Cable: PROTELENG United States 

3-1 Motochiba-Cho Telex: 22639 Tel: (305) 599-0465 

CHIBA,280 
Yokogawa-Hewlett-Packard Ltd. MALTA Telex: 441603 HPMIAMI 

Tel: (811472) 25-7701 
Chuo Bldg., 5-4-20 Nishi-Nakajima KOREA R.T.I. Fax: 599-0277 

Fax: (811472) 21-0382 
4-20 NIshlnakajlma, 5 Chome, Samsung Hewlett-Packard Co. Ltd. 175, Rue Blomet Hewlett-Packard de Mexico, 
Yodogawa-ku Oongbang Yeoeuido Building 75015 PARIS S.A.de C.V. Yokogawa-Hewlett-Packard Ltd. OSAKA, 532 36-1 Yeoeui Do-Dong France Blvd. Independencla No. 2000 Ote. Oai-3 Hakata-Kaisei Bldg. Tel: (8116) 304-6021 Youngdeungpo-Ku Tel: (1) 45 31 09 06 OteZerplso 1-3-6 Hakata-ekl Minami Fax: (8116) 304-0216 SEOUL, 150 Telex: 203376 Co 1 Estrella 

Hakata-Ku, FUKUOKA 812 
Yokogawa-Hewlett-Packard Ltd. Tel: (82/2) 784-4666, 784-2666 Fax: (1) 45 31 09 18 27010 TORREON, COA-Tel: (81192) 472-8731 
1-27-15, Yabe Fax: (82/2) 784-7084 Tel: (521171) 82201 

Yokogawa-Hewlett-Packard Ltd. SAGAMIHARA Kanagawa, 229 Telex: 25166 SAMSAN K MAURITANIA 
Nihon-Oantai-Selmei- Tel: (811427) 59-1311 R.T.I. MOROCCO 
Koriyama Bldg. 

Yokogawa-Hewlett-Packard Ltd. 
KUWAIT 175, Rue Blomet Sicotel 

21-10 Toramaru-Cho, AI-Khaldlya Trading & Contracting 75015 PARIS Complexe des Habous Hamamtsu Motoshiro-Cho Oaichi 
Koriyama FUKUSHIMA, 963 P.O. Box 830 France Tour C, avenue des Far 
Tel: (811249) 39-7111 

Seimel Bldg 219-21, Motoshlro-Cho 
SAFAT 13009 Tel: (1) 45 31 0906 CASABLANCA 01 Hamamatsu-shi 

Yokogawa-Hewlett-Packard Ltd. 
Tel: 242 49 10,2411726 Tlx: 203376 Tel: 3122 70 SHIZUOKA, 430 
Telex: 22481 AREEG KT Fax: (1) 45 31 0918 Telex: 27604 Yasuda-Selmei Hiroshima Bldg. Tel: (811534) 56-1771 
Cable: VISCOUNT 

6-11, Hon-dorl, Naka-ku Fax: (811534) 552371 MAURITIUS R.T.I. 
HIROSHIMA, 730 

Yokogawa-Hewlett-Packard Ltd. LEBANON R.T.I. 175, Rue Blomet 
Tel: (81182) 241-0611 

Shinjuku Oalichi Seimei Bldg. Computer Information Systems SAL. 175, Rue Blomet 75015 PARIS 
Fax: (81182) 241-0619 

Nishi Shinjuku 2-7-1, Chammas Building 75015 PARIS France 

Yokogawa-Hewlet1-Packard Ltd. Shinjuku-ku,TOKYO 163 P.O. Box 11-6274 France Tel: (1) 45 31 09 06 

Issei Bldg. Tel: (8113) 348-4611 DORA BEIRUT Tel: (1) 45 3109 06 Tlx: 203376 

2-3-17 Takezono, Tsukuba Fax: (8113) 348-7969 Tel: 893113,581835 Telex: 203376 Fax: (1) 45 31 09 18 

IBARAG~305 
Yokogawa-Hewlet1-Packard Ltd. Telex: 42309 chacis Ie Fax: (1) 4531 09 18 Socofren Maroc 

Yokogawa-Hewlett-Packard Ltd. 9-1, Takakura-cho Fax: 5818 34 164, Boulevard 0' Anfa 

Milo Mitsui Bldg. Hachioji-shi, TOKYO, 192 MEXICO CASABLANCA 

1-4-73, Sanno-maru Tel: 81-426-42-1231 LUXEMBOURG Hewlett-Packard de Mexico, Tel: 36 08 84, 36 01 77 

Mito,IBARAKI310 Hewlett-Packard Belgium S.A.lN.V. S.A.deC.V. Telex: 23940 

Tel: (811292) 25-7470 Yokogawa-Hewlett-Packard Ltd. Blvd de la Woluwe, 100 Rio Nio No. 4049 Desp. 12 
Tokyo-Nlssam-Mlnato Bldg. Woluwedal Fracc. Cordoba NETHERLANDS 

Yokogawa-Hewlett-Packard Ltd. 1-6-34 Konan, Mlnato-Ku B-1200 BRUSSELS JUAREZ, Mexico Hewlett-Packard Nederland 
Towa Building 2-2-3 TOKYO 108 Tel: (32/2) 761-3111 Tel: 161-3-15-62 Startbaan 16 
Kaigan-dori, Chuo-ku Tel: (8113) 458-5411 Telex: 23-494 paloben bru 1187 XR AMSTELYEEN 
KOBE,S50 Tel: (31120) 5476911 
Tel: (81/78) 392-4791 Telex: 13216 HEPA NL 
Fax: (81/78) 392-4839 Fax: (31120) 471825 



EJ 
Hewlett·Packard Nederland B.V. PAKISTAN Hewlett·Packard Puerto Rico SINGAPORE SWEDEN 
Bongerd 2 Mushko & Company Ltd. 101 Munoz Rivera Avenue Hewlett·Packard Singapore Ltd. Hewlett·Packard Sverlge AB 
NL 2900AA CAPELLE AID IJSSEL House No. 16, Street No. 16 Esu. Calle Ochoa 1150 Depot Road Ostra Tullgatan 3 
Tel: 31·20·51·6444 Sector F·6/3 HATOREY,00918 SINGAPORE, 0410 20011MWIO 
Telex: 21261 HEPAC NL ISUMAiAD Tel: (809) 754·7800 Tel: (65) 273 7388 Box 6132 

Hewlett·Packard Nederland B.V. Tel: 824545 Fax: (65) 278 8990 Tel: (46/40) 70270 

Pastoor Petersstraat 134-136 T etex: 5400 1 Muski Pk QATAR Tetex: (854) 17886 (via SpAnga 

P.O. Box 2342 Cable: FEMUS Islamabad Qatar Datamation Systems SOUTH AFRICA office) 

NL 5600 CH EINDHOVEN Mushko & Company Ltd. 
P.O. Box 350 Hi Performance Systems (Ply.) Ltd. Fax: (46/40) 97 7418 

Tel: 31·40·32-6911 Oosman Chambers 
DOHA P.O. Box 120, Howard Place HewIett·Packard Sverige AB 

Telex: 51484 hepae nl Abdullah Haroon Road 
Tel: 4132 82 CAPE TOWN 7450 Elementvagen 16 

Fax: (31/40) 446546 KARACHI 0302 
Tlx: 4833 Tel: (27/21) 53·7954 S·7022 7 OREBRO 

Tel: 524131, 524132 
Fax: 42 63 78 Fax: (27/21) 53·5119 Tel: (49/19) 1048 80 

NEW ZEALAND Telex: 2894 MUSKO PK 
REUNION ISLAND Hi Performance Systems (Ply.) Ltd. Telex: (854) 17886 (via SpAnga office) 

Hewlett·Packard (N.Z.) Ltd. Cable: COOPERATOR Karachi 
RT.I. 

Private Bag Wendywood Hewlett·Packard Sverige AB 
5 Owens Road SANDTON 2144 Skalholtsgatan 9, Kista 
P.O. Box 26-189 PANAMA 175, Rue Blomet 

Tel: (27/11) 802·5111 
75015 PARIS P.O. Box 19 

Epsom, AUCKLAND Electronico Balboa, S.A. France 
Fax: (27/11) 802·6332 S·I6493 KISTA 

Tel: (64/9) 605-651 Calle Samuel Lewis, Ed. Alta 
Tel: (33/1) 45310906 Tel: 46/81750·200 

Fax: (64/9) 600·507 Apartado 4929 
Telex: 42/203376 SPAIN Telex: (854) 17886 

Hewlett·Packard (N.Z.) Ltd. PANAMA CITY HewIett·Packard Espanola, SA T etetax: (08) 7527781 
186-190 Willis Street Tel: 9-011·507-636613 

RWANDA Avda. Diagonal, 605 

P.O. Box 9443 Telex: 368 3483 ELECTRON PG 08028-8ARCELONA Hewlett·Packard Sverige AB 
RT.1. 

Tel: (34/3) 401 91 00 Box 266 
WELLINGTON 175, Rue Blomet Topasgatan lA 
Tel: (64/4) 820-400 PERU 75015 PARIS 

Telex: 52603 hpbee 
S-42123 VASTRA-FROLUNDA 

Fax: (64/4) 843·380 Cia Electro Medica S.A. (ERMED) France Bilbao (Vizcaya) Sales (Gothenburg) 

NIGER 
Los Flamencos 145, Otc. 301/2 Tel: (33/1) 45310906 Hewlett·Packard Espanol, S.A. Tel: (031) 891000 
San Isidro Telex: 42/203376 Avda. Zugazarte, 8 Telex: (854) 17886(viaSpAnga 

S.I.T.E.l. Casilia 1030 Fax: (1) 45 310918 48930· Las Arenas· mCAYA office) 
Immeuble Ie General LIMA 1 Peru Hewlett·Packard Espanola, S.A. Avenue General de Gaulle Tel: 9-011·511-4-414325, 41·3705 SAUDI ARABIA Crta. N·VI, Km. 16, 500 SWITZERLAND 
PO Box 161 Telex: 39425257 PE PB SIS Modern Electronics Establishment Las Rozas Hewlett·Packard (Schweiz) AG 
ABIDJAN 01 P.O. Box 281 E-IIADRID Clarastrasse 12 
Ivory Coast 

PHILIPPINES Thuobah Tel: (34/1) 6370011 CH-4058 BASEL 
Tel: 321227 AL-KHOBAR 31952 

The Online Advanced Systems Corp. Telex: 23515 HPE Tel: (41/61) 68159 20 
Telex: 22149 Tel: 895·1760, 895-1764 Fax: (41/61) 681 9859 2nd Aoor, Electra House 

Telex: 671106 HPMEEK SJ Hewlett·Packard Espanola, SA 
NIGERIA 115-117 Esteban Street 

Cable: ELECT A AL·KHOBAR Avda. S. FranCisco Javier, SIN HewIett·Packard (Schweiz) AG 
Management Information Systems Ltd. P.O. Box 1510 Planta 10. Edificio Sevilla 2 7, rue du Bols-du·Lan 
3 Gerrard Road, Ikoy! Legaspi Village, Makati Modern Electronics Establishment E·SEYlLLA 5, SPAIN Case postale 365-1366 
LAGOS Metro MANILA P.O. Box 1228 Tel: (34/54/64) 4454 CH·1217 MEYRIN 1 
Tel: 68 08 87 Tel: 815-38·10 (up to 16) Redec Plaza, 6th Aoor Telex: 72933 Tel: (41/22) 7804111 
Telex: 23582 Telex: 63274 ONLINE PN JEDDAH Tetex:27333 HPAG CH 

Fax: 68 54 87 Tel: 644 96 28 Hewlett·Packard Espanola, S.A. 

PORTUGAL Telex: 4027 12 FARNAS SJ Isabel La Catolica, 8 HewIett·Packard (Schweiz) AG 

Mundinter Intercambio Cable: ELECT A JEDDAH 46004 VALENCIA Allmend 
NORTHERN IRELAND 

Mundial de Commercio Tel: (34/6) 351 59 44 CH-8967 WIDEN 
Modern Electronics Establishment Tel:(41157)321111 See United Kingdom Avenida Antonio 2761 Telex: 63435 
P.O.Box 22015 Fax: (34/6) 351 59 44 Telex: 53933 HPAG CH 

LISBON RIYADH 11495 Fax: (41/57) 321 475 
NORWAY Tel: 53 2131,532137 Tel: 4763030 Hewlett·Packard Espanola, S.A. 

Hewlett·Packard Norway AlS 
Telex: 16691 Telex: 402040 MEERYD SJ Avda. de Zugazarte, 8 SYRIA 

Oesterndalen 16-18 CPC Instrumentacao 48930 • Las Arenas 
Middle East Electronics 

P.O. Box 34 Torre de Santo Antonio SCOTLAND mCAYA 
P.O.Box 2308 

N·I345 OESTERAAS rue Gregorio Lopes, Lote See United Kingdom 
Tel: (34/4) 464 32 55 

Abu Rumaneh 
Tel: (47/2) 24·6090 Restelo Telex: 33032 

DAMASCUS 
Telex: 76621 HPNAS N 1400 LISBON 

SENEGAL SUDAN 
Tel: 33 4592 

'Hewlett-Packard Norway AlS Tel: 617343/44/45/46 Telex: 411771 Meesy 
Telex: 27432/26054 2SC Mediterranean Engineering & 

Boemergt. 42 
Fax: 617345 10, rue Tolbiac Trading Co., Ltd. TAIWAN Box 2470 B.P.3716 P.O. Box 1025 

N·5037 SOLHEIMSVIK C.P.C.S.1. DAKAR RP. KHARTOUM 
Hewlett·Packard Taiwan Ltd. 

Tel: (5/29) 10 72 Rua de Costa Cabral 575 (Please contact R.T.I. France.) Tel: (249) 41184 
Taipei Office 

4200 PORTO Tel: (221) 222248 Telex: 24052 
8th Floor, Hewlett·Packard Building 

OMAN Tel: 493122 Telex: 906/671 337 Fu Hslng North Road 

Suhail & Saud Bahwan Telex: 26054, 27432 RT.1. TAIPEI 

P.O.Box 169 Fax: 48 87 21 R.T.I. 175, Rue Blomet Tel: (02) 712-0404 

MUSCAT/SUL TANATE OF OMAN 
175, Rue Blomet 75015 PARIS Telex: 24439 HEWPACK 

Tel: 793741 PUERTO RICO 75015 PARIS France Cable: HEWPACK Taipei 
France Tel: (1) 45 310906 Telex: 3585 mb Hewlett·Packard Puerto Rico Hewlett·Packard Taiwan Ltd. Tel: 45310906 Tlx: 203376 Fax: 79 6158 Box 4048 THMOffice 

Aguadilla, PR 00605 
Telex: 203376 Fax: (1) 45 31 0918 

Imtac LLC Fax: (1) 45 3109 18 2, Huan Nan Road 

P.O. Box 9196 
Tel: (809) 891·5235 CHUNG U. Taoyuan 

MINA AL FAHALISULTANATE Tel: (034) 929-666 

OF OMAN 
Tel: 70·77·27, 70·77·23 
Telex: 3865 Tawoos On 
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SALES OFFICES 
Arranged alphabetically by country (cont'd) 

TAIWAN (Cont'd) TURKEY Hewlett·Packard Ltd. NORTHERN IRELAND California 
E.MA Customer Sales & Support Hewlett·Packard (Ireland) Ltd. Hewlett·Packard Co. 

Hewlett·Packard Taiwan Ltd. Mediha Eidem Sokak No. 4116 Building 1, Filton Road Carrickfergus Industrial Centre 26701 W. Argoura Rd. 
Talchung Office Yenisehir Stoke Gifford 75 Belfast Road, Carrickfergus CALABASAS, CA 91302 
5FL, 67, Sec. 3, ANKARA BRISTOL, BS12 6QZ CO. ANTRIM BT38 8PM Tel: (818) 880·3400 
Wen·Hsin Road, Tel: 1314695, 1319175 Tel: (44/272) 236000 Tel: 09603 67333 Fax: (818) 880·3437 
TAICHIING TeleX: 46912n emsetr Hewlett·Packard Ltd. Hewlett·Packard Co. Tel: (04) 254-1201 Unit 5 

Cable: EMATRADE ANKARA Oakfield House, Oakfield Grove Bridgewood House 353 Lakeside Dr 
Hewlett-Packard Taiwan Ltd. Hewlett.Packard Bilgiseyar Ve Olcum CIiHon BRISTOL, Avon BS8 2BN Newforge Lane FOSTER CITY, CA. 94404 
Kaohsiung Office Sistemieri A.S. (Haadquarter) Tel: 44-272·736 806 Malone Road Tel: (415) 378·8400 
ll1F. 456, Chung Hsiao 1st Road Mesrutiyet Mah. 19 Mayis Cad. Telex: 444302 BELFAST BT9S NW Fax: (415) 378·8405 
KAOHSIUNG Nova-Baran Plaza Kat: 11·12 Hewlett·Packard Ltd. Tel: (3531232) 664-851 Hewlett·Packard Co. Tel: (07) 2412318 SlSU I ISTANBUL 9 Bridewell Place Fax: (353/232) 665-619 1907 North Gateway Blvd. 

TANZANIA 
Tel: 1752970 LONDON EC4V 6SS SCOTLAND FRESNO, CA 93727 
Telex: 39150 Tel: (44/583) 6565 Tel: (209) 252·9652 

Adcom Ltd, Inc. Kenya Fax: 175 29 92 Fax: (44/583) 6565, Ext 4713 
Hewlett-Packard Ltd. 

Fax: (209) 456-9302 
P.O. Box 30070 113 Spring burn Place 
NAIROBI Hewlett·Packard Bilgisayar Ve Olcum Hewlett.Packard Ltd. College Millon North Hewlett·Packard Co. 
Kenya Sisternleri A.S. Heathside Perk Rd. EAST KILBRID£, G74 5NU 1421 S. Manhattan Av. 
Tel: 3319 55 Paris Caddesi No 3 Chaadle Haath, Stockport Tel: 035-52-49261 FULLERTON, CA 92631 
TeleX: 22639 Diare9 GB-IIANCHESTER SK3 ORB Fax: 03552·35929 Tel: (714) 999·6700 

06670 ANKARA Tel: (44/61) 428-0828 Telex: 779615 Fax: (714) 778·3033 
THAILAND Tel: 1258313 Telex: 668068 Hewlett·Packard Co. Telex: 46180 Fax: 4955009 

Hewlett·Packard Ltd. 
Unimesa Co. Ltd. SOUTH QUEENSFERRY 7408 Hollister Ave. #A 
2540 Sukumwit Avenue Fax: 1254745 

Hewlett·Packard Ltd. West Lothian, EH30 9TG GOLETA, CA 93117 
Bangna 

UGANDA Harman House Tel: 031-331·1188 Tel: (805) 685-6100 
BANGKOK 10260 No. 1 George SI. Fax: 031·331·7412 Fax: (805) 685-6163 
Tel: 662·398·6953 Adcom Ltd, Inc. Kenya 

Uxbridge, 
Telex: 84439 Simonco TH PO Box 30070 

GB·MIDDLESEX UB8 1YH UNITED STATES 
Hewlett·Packard Co. 

NAIROBI 9800 Muirlando Ave. Cable: UNIMESA Bangkok Tel: (44/895) 72020 Hewlett-Packard Co. Kenya 
Telex: 893135 Customer Information Center 

IRVINE, CA 92718 

TOGO Tel: 3319 55 
Fax: 73684 Tel: (800) 752·0900 

Tel: (714) 472·3000 

S.I.T.E.L. Telex: 22639 Fax: (714) 581·3607 (Diract Dial only) 
Hours: 6:00 AM to 5:00 PM 

Immeuble Ie General Hewlett·Packard Ltd. Hewlett·Packard Co. 
UNITED ARAB Pontefract Road Pacific Time 

Avenue General de Gaulle 2525 Grand Avanue 
P.O. Box 161 EMIRATES NORMANTON, Alabama LONG BEACH, CA 90815 
A8ID.IANOl EmitacLtd. West Yorkshire WF61RN 

Hewlett-Packard Co. Tel: (213) 498·1111 
Ivory Coast P.O. Box 1641 Tel: (44/924) 895·566 

2100 Riverchase Center Fax: (213) 494·1986 
Tel: 3212 27 SHARJAH Fax: (44/924) 896-691 

Building 100· Suite 118 
Telex: 22149 Tel: 591181 Telex: 557355 

BIRMINGHAM, AL 35244 
Hewlett·Packard Co. 

Telex: 48710 EMITAC EM Hewlett-Packard Ltd. Tel: (205) 988-0547 
5651 West Manchester Ave. 

Societe Africaine De Promotion 
Cable: EMITAC SHARJAH LOS ANGELES, CA 90045 

Immeuble Sageb The Quadrangle Fax: (205) 988·5308 Tel: (213) 337-8000 
Rue d' Atakpame EmitacLtd. 106-118 Station Road 

Hewlett·Packard Co. Fax: (213) 337·8338 
P.O. Box 4150 P.O. Box 2711 REOHILL, Surrey RH 1 lPS 

620 Discovery Dr. 
LOME ABU DHABI Tel: 44·737·686-55 

HUNTSVW, AL 35806 
Hewfett·Packard Co. 

Tel: 21-62-88 Tel: 820419·20 Telex: 947234 
Tel: (205) 830·2000 

321 E. Evelyn Ave. 

Telex: 5357 Cable: EMITACH ABUDHABI Hewlett-Packard Ltd. Fax: (205) 830·1427 
Bldg. 330 
MOUNTAIN VIEW, CA 94039 

EmitacLtd. Avon House Tel: (415) 694·2000 TRINIDAD & TOBAGO P.O. Box 8391 435 Stratford Road Alaska Fax: (415) 694-0600 
Caribbaan Telecoms Ltd. DUBA~ Shirley, SOLIHULL, West Midlands Hewlett·Packard Co. 
Corner McAllister Street & Tel: 377591 B904BL 4000 Old Seward Highway Hewlett·Packard Co. 
Eastern Main Road, Laventille Tel: 44·21·745-8800 Suite 101 5161 Lankershim Blvd. 
P.O. Box 732 EmltacLtd. Telex: 339105 ANCHORAGE, AK 99503 NORTH HOLLYWOOD, CA 91601 
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We welcome your evaluation of this manual. Your comments and sugges­
tions will help us improve our publications. Please tear this card out and 
mail it in. Use and attach additional pages if necessary. 

Please circle the following Yes or No: 
• Is this manual well organized? Yes No 
• Is the information technically accurate? Yes No 
• Are instructions complete? Yes No 
• Are concepts and wording easy to understand? Yes No 
• Are examples and pictu-res helpful? Yes No 
• Are there enough examples and pictures? Yes No 
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