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Abstract

We have developed a practical state-machine replication
algorithm that tolerates Byzantine faults: it works correctly
in asynchronous systems like the Internet and it incorporates
several optimizationsthat improvetheresponsetime of previous
algorithms by more than an order of magnitude. This paper
describes the most important of these optimizations. It explains
how to modify the base agorithm to eliminate the major
performance bottleneck in previous systems — public-key
cryptography. The optimization replaces public-key signatures
by vectors of message authentication codes during normal
operation, and it overcomes a fundamental limitation on the
power of message authentication codes relative to digital
signatures — the inability to prove that a message is authentic
to a third party. As a result, authentication is more than two
orders of magnitude faster while providing the same level of
security.

1 Introduction

The growing reliance of industry and government on
online information services makes malicious attacks
more attractive and makesthe consequencesof successful
attacksmoreserious. Byzantine-fault-tolerant replication
enables the implementation of robust services that
continue to function correctly even when some of their
replicas are compromised by an attacker.

We have developed a practical algorithm for state-
machine replication [14, 29] that tolerates Byzantine
faults. The algorithm is described in [5]. It offers both
liveness and safety provided at most [ 252 | out of atotal
of n replicasarefaulty. Thismeansthat clientseventually
receive replies to their requests and those replies are
correct according to linearizability [12, 4].

Unlike previous algorithms [29, 25, 13], ours works
correctly in asynchronous systems like the Internet, and
it incorporates important optimizations that enable it to
outperform previous systems by more than an order of
magnitude [5]. This paper describes the most important
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of these optimizationsin detail. It explainshow to modify
the base algorithm to eliminate the major performance
bottleneck in previoussystems— the cost of using public-
key cryptography to produce digital signatures.

The time to perform public-key cryptography oper-
ations to generate and verify signatures is cited as the
major bottleneck [24, 17, 13] in state-machine replica-
tion algorithms designed for practical application. The
optimization described in this paper replaces digital sig-
natures by vectors of message authentication codes dur-
ing normal operation. It uses digital signatures only for
view changesthat occur when areplicafailsand arelikely
to be infrequent. For the same level of security and typ-
ical service configurations, our authentication schemeis
more than two orders of magnitude faster than one using
public-key signatures.

M essage authentication codesarewidely used. What is
interesting inthework described hereisthat it overcomes
afundamental limitation of message authentication codes
relative to digital signatures — the inability to prove
that a message is authentic to a third party. Previous
state-machinereplication algorithms[24, 26, 13] (aswell
as the base version of our algorithm described in [5])
rely on this property of digital signaturesfor correctness.
We explain how to modify our algorithm to overcome
this problem while retaining the same communication
performance during normal case operation and the same
resiliency. Our solution to the problem takes advantage
of the bound of L”T*lj on the number of faulty replicas
(which is also required by the algorithmsthat use digital
signatures) and the fact that correct replicas agree on an
order for requests.

Thiswork is part of our research to produce practical
Byzantine fault tolerance algorithms and to demonstrate
their practicality by implementing real systems. Our
initial resultsarevery promising. Wehaveimplementeda
Byzantine-fault-tolerant NFS file system and it performs
less than 3% dlower than a standard, unreplicated
implementation of NFS[5].

Therest of the paper isorganized asfollows. Section 2
presents an overview of our system model and lists
our assumptions.  Section 3 describes the problem



solved by the algorithm and states correctness conditions.
Section 4 describes the algorithm using public-key
signatures. These sectionsalso appearedin [5]. They are
repeated here for completeness and because the version
of the agorithm with public-key signatures is easier
to understand, but can be skipped by a reader that is
familiar withthealgorithmin[5]. Section 5 discussesthe
changes to the algorithm that allow us to avoid public-
key cryptography during normal operation. Section 6
discusses related work. Our conclusions are presented in
Section 7.

2 System Modd

We assume an asynchronous distributed system where
nodes are connected by a network. The network may
fail to deliver messages, delay them, duplicate them, or
deliver them out of order.

We use a Byzantine failure model, i.e., faulty nodes
may behave arbitrarily, subject only to the restriction
mentioned below. We assume independent nodefailures.
For thisassumption to betrueinthe presence of malicious
attacks, some steps need to be taken, e.g., each node
should run different implementations of the service code
and operating system and should have a different root
password and a different administrator. It is possible
to obtain different implementations from the same code
base [23] and for low degrees of replication one can buy
operating systems from different vendors. N-version
programming, where different teams of programmers
produce different implementations, is another option for
some services.

We use cryptographic techniques to prevent spoofing
and replays and to detect corrupted messages. Our
messages contain public-key signatures [28], message
authentication codes[30], and message digests produced
by collision-resistant hash functions [27]. We denote a
message m signed by node ; as (m),, and the digest of
message m by D(m). We follow the common practice
of signing a digest of a message and appending it to
the plaintext of the message rather than signing the full
message ((m),, should be interpreted in this way.) All
replicasknow the public keysof other replicasand clients
to verify signatures. Clients also know the public keys of
replicas.

We adlow for a very strong adversary that can
coordinate faulty nodes, delay communication, or delay
correct nodes in order to cause the most damage to the
replicated service. We do assume that the adversary
cannot delay correct nodes indefinitely. We also assume
that the adversary (and the faulty nodes it controls)
are computationally bound so that (with very high
probability) it is unable to subvert the cryptographic
techniques mentioned above. For example, the adversary

cannot produce a valid signature of a non-faulty node,
or find two messages with the same digest. The
cryptographic techniquesweuse arethought to havethese
properties[28, 30, 27].

3 Service Properties

Our algorithm can beused toimplement any deterministic
replicated service with a state and some operations. The
operations are not restricted to simple reads or writes of
portions of the service state; they can perform arbitrary
deterministic computations using the state and operation
arguments. Clientsissuerequeststo thereplicated service
to invoke operations and block waiting for a reply. The
replicated service isimplemented by n replicas. Clients
and replicas are non-faulty if they follow the algorithm
and if no attacker can forgetheir signature.

Thea gorithm providesboth safety and liveness assum-
ing no morethan | 21 | replicasarefaulty. Safety means
that the replicated service satisfies linearizability [12]
(modified to account for Byzantine-faulty clients[4]): it
behaves like a centralized implementation that executes
operations atomically one at atime.

Safety is provided regardless of how many faulty
clients are using the service (even if they collude with
faulty replicas): all operationsperformed by faulty clients
are observed in a consistent way by non-faulty clients.
In particular, if the service operations are designed to
preserve some invariants on the service state, faulty
clients cannot break those invariants.

This safety property isvery strong but it is insufficient
to guard most services against faulty clients, eg., in a
file system afaulty client can write garbage data to some
shared file. However, we limit the amount of damage
a faulty client can do by providing access control: we
authenticate clients and deny access if the client issuing
arequest does not have the right to invoke the operation.
Also, services may provide operations to change the
access permissions for a client. Since the algorithm
ensures that the effects of access revocation operations
are observed consistently by all clients, this provides a
powerful mechanism to recover from attacks by faulty
clients.

The algorithm does not rely on synchrony to provide
safety. Therefore, it must rely on synchrony to provide
liveness, otherwise it could be used to implement
consensus in an asynchronous system, which is not
possible [9]. We guarantee liveness, i.e., clients
eventually receive replies to their requests, provided at
most |251] replicas are faulty and delay(¢) does not
grow faster than ¢ indefinitely. Here, delay(¢) is the
time between the moment ¢ when a message is sent for
the first time and the moment when it is received by
its destination (assuming the sender keeps retransmitting



the message until it is received.) This is a rather weak
synchrony assumption that islikely to be truein any real
system provided network faults are eventually repaired,
yet it enables us to circumvent the impossibility result
in[9].

Theresiliency of our algorithmisoptimal: 3f +1listhe
minimum number of replicasthat allow an asynchronous
system to providethe safety and liveness propertieswhen
up to f replicas are faulty (see[2] for a proof.)

4 TheAlgorithm

Our algorithmis aform of state machinereplication [14,
29]: the service is modeled as a state machine that is
replicated across different nodesin a distributed system.
Each state machinereplicamaintainsthe service state and
implements the service operations. We denote the set of
replicasby R and identify each replicausing anintegerin
{0, ...,|R|—1}. For simplicity, weassume |R| = 3f + 1
where f isthe maximum number of replicas that may be
faulty.

The replicas move through a succession of configura-
tions called views. In aview one replicais the primary
and the others are backups. Views are numbered con-
secutively. The primary of aview is replica p such that
p = v mod |R|, where v is the view number. View
changes are carried out when it appearsthat the primary
hasfailed. Viewstamped Replication [21] and Paxos[15]
used a similar approach to tolerate benign faults.

The algorithm works roughly as follows:

1. A client sends arequest to invoke a service operation
to the primary

2. The primary multicasts the request to the backups

3. Replicas execute the request and send areply to the
client

4. The client waits for f + 1 replies from different
replicas with the same result; this is the result of
the operation.

Like al state machine replication techniques [29],
we impose two requirements on replicas: they must
be deterministic (i.e., the execution of an operation in
a given state and with a given set of arguments must
always producethe sameresult) and they must startinthe
same state. Given these two requirements, the algorithm
ensures the safety property by guaranteeing that all non-
faulty replicas agree on a total order for the execution of
reguests despite failures.

Section 5 explains how to avoid using public-key
signatures in the common case. The remainder of this
section describes a smplified version of the agorithm
that uses digital signatures for message authentication
and omits a description of message retransmissions. A
detailed formalization of the algorithm using the 1/O
automaton model [16] is presented in [4].

4.1 TheClient

A client ¢ requests the execution of state machine
operation o by sending a (REQUEST, o, t, ¢}, message
to the primary. Timestamp ¢ is used to ensure exactly-
once semantics for the execution of client requests.
Timestamps for ¢'s requests are totally ordered such that
later requests have higher timestamps than earlier ones;
for example, the timestamp could be the value of the
client’slocal clock when the request isissued.

Each message sent by thereplicasto theclient includes
the current view number, allowing the client to track the
view and hence the current primary. A client sends
a request to what it believes is the current primary
using a point-to-point message. The primary atomically
multicaststherequest to all the backupsusing the protocol
described in the next section.

A replica sends the reply to the request directly to
the client. The reply has the form (REPLY, v, t, ¢, %, 7).,
where v isthe current view number, ¢ is the timestamp of
the corresponding request, 7 is the replica number, and r
isthe result of executing the requested operation.

Theclient waitsfor f + 1 replieswith valid signatures
from different replicas, and with the same ¢ and r, before
acceptingtheresult r. Thisensuresthat theresultisvalid,
sinceat most f replicas can be faulty.

If the client does not receive replies soon enough, it
broadcasts the request to al replicas. If the request has
already been processed, the replicas simply re-send the
reply; replicas remember the last reply message they sent
toeach client. Otherwise, if thereplicaisnot the primary,
it relays the request to the primary. If the primary does
not multicast the request to the group, it will eventually
be suspected to be faulty by enough replicas to cause a
view change.

4.2 Normal-Case Operation

The state of each replica includes the state of the
service, a message log containing messages the replica
hasaccepted, and an integer denotingthereplica scurrent
view. We describe how to truncatethelog in Section 4.3.

When the primary, p, receives a client request, m, it
starts a three-phase protocol to atomically multicast the
reguest to the replicas.

Thethreephasesare pre-prepare, prepare, and commit.
The pre-prepare and prepare phases are used to totally
order requests sent in the same view even when the
primary, which proposes the ordering of requests, is
faulty. The prepareand commit phasesare used to ensure
that requeststhat commit aretotally ordered acrossviews.

In the pre-prepare phase, the primary assigns a
sequence number, n, to the request, multicasts a pre-
prepare message with m piggybacked to all the backups,
and appends the message to its log. The message hasthe
form ((PRE-PREPARE, v, n,d),,, m), where v indicates



the view in which the message is being sent, m is the
client’s request message, and d ism’s digest.
A backup accepts a pre-prepare message provided:

e the signatures in the request and the pre-prepare
message are correct and d isthe digest for m;

e itisinview v;

e it has not accepted a pre-prepare message for view v
and sequence number n. containing adifferent digest;

¢ the sequence number in the pre-prepare message is
between alow water mark, h, and a high water mark,
H.

The last condition prevents a faulty primary from
exhausting the space of sequence numbers by selecting
avery large one. We discuss how H and h advance in
Section 4.3.

If backup 7 accepts the ((PRE-PREPARE, v, 1, d),, , M)
message, it enters the prepare phase by multicasting a
(PREPARE, v, n, d, 1), Message to al other replicas and
addsboth messagestoitslog. Otherwise, it doesnothing.

A replica (including the primary) accepts prepare
messages and adds them to its log provided their
signatures are correct, their view number equals the
replica’s current view, and their sequence number is
between h and H.

We define the predicate prepared(m, v, n, ¢) to betrue
if and only if replica: hasinserted initslog: the request
m, apre-preparefor m in view v with sequence number
n, and 2f prepares from different backups that match
the pre-prepare. Thereplicas verify whether the prepares
match the pre-prepare by checking that they have the
same view, sequence number, and digest.

The pre-prepare and prepare phases of the algorithm
guarantee that non-faulty replicas agree on a total order
for the requests within a view. More precisely, they
ensure the following invariant: if prepared(m, v, n,i) is
true then prepared(m’, v, n, j) isfalse for any non-faulty
replicaj (including: = j) andany m' suchthat D(m') #
D(m). This is true because prepared(m, v, n,i) and
|R| = 3f + Limply that at least f + 1 non-faulty replicas
have sent a pre-prepare or prepare for m in view v with
sequence number n. Thus, for prepared(m’,v,n,j)
to be true at least one of these replicas needs to have
sent two conflicting prepares (or pre-preparesif it is the
primary for v), i.e.,, two prepares with the same view
and sequence number and a different digest. But thisis
not possible becausethe replicaisnot faulty. Finally, our
assumption about the strength of message digestsensures
that the probability that m # m' and D(m) = D(m/) is
negligible.

Replica: multicastsa(comMMIT, v, n, D(m), i), tothe
other replicas when prepared(m, v, n, 1) becomes true.
This starts the commit phase. Replicas accept commit
messages and insert them in their log provided they are

properly signed, the view number in the messageis equal
to thereplica’s current view, and the sequence number is
between h and H

We define the committed and committed-local predi-
cates as follows: committed(m, v, n) istrueif and only
if prepared(m,v,n,i) is true for dl i in some set of
f+1non-faulty replicas; and committed-local (m, v, n, i)
istrueif and only if ¢ hasaccepted 2f + 1 commits (pos-
sibly including its own) from different replicas and a
matching pre-prepare message for m; a commit matches
apre-prepareif they have the same view, sequence num-
ber, and digest.

The commit phase ensures the following invariant: if
committed-local (m, v, n, i) is true for some non-faulty
i then committed(m, v,n) is true. This invariant and
the view-change protocol described in Section 4.4 ensure
that non-faulty replicas agree on the sequence numbers
of requests that commit locally even if they commit in
different views at each replica. Furthermore, it ensures
that any request that commits locally at a non-faulty
replicawill commit at f + 1 or more non-faulty replicas
eventually.

Each replica 7 executes the operation requested by
m after committed-local (m, v, n,4) is true and i's state
reflects the sequential execution of all requests with
lower sequence numbers. This ensures that al non-
faulty replicas execute requests in the same order as
required to provide the safety property. After executing
therequested operation, replicassend areply totheclient.
Replicas discard requests whose timestamp is lower than
the timestamp in the last reply they sent to the client to
guarantee exactly-once semantics.

We do not rely on ordered message delivery, and
therefore it is possible for a replica to commit requests
out of order. This does not matter since it keepsthe pre-
prepare, prepare, and commit messages logged until the
corresponding request can be executed.

Figure 1 shows the operation of the algorithm in the
normal caseof no primary faults. ReplicaOistheprimary,
replica3isfaulty, and C istheclient.

request commit reply

o>~
) N XA
NN NN

pre-prepare; prepare

Figure 1: Normal Case Operation



4.3 Garbage Collection

This section discusses the mechanism used to discard
messages from the log. For the safety condition to hold,
messages must be kept in a replica’s log until it knows
that the requests they concern have been executed by at
least f + 1replicasand it can provethisto othersin view
changes.

Generating these proofs after executing every opera-
tion would be expensive. Instead, they are generated
periodically, when a request with a sequence number di-
visible by some constant (e.g., 100) is executed. We will
refer to the states produced by the execution of these re-
quests as checkpoints and we will say that a checkpoint
with a proof is a stable checkpoint.

A replicamaintainsseveral logical copiesof theservice
state: thelast stable checkpoint, zero or more checkpoints
that are not stable, and a current state. Copy-on-write
techniques can be used to reduce the space overhead to
store the extra copies of the state, aswas donein[5].

The proof of correctness for a checkpoint is generated
as follows. When a replica i produces a checkpoint,
it multicasts a message (CHECKPOINT,n,d,),, to the
other replicas, where n is the sequence number of the
last request whose execution is reflected in the state
and d is the digest of the state. Each replica collects
checkpoint messages in its log until it has f + 1 of
them for sequence number n with the same digest d
signed by different replicas (including possibly its own
such message.) These f + 1 messages are the proof of
correctness for the checkpoint.

A checkpoint with a proof becomes stable and the
replica discards al pre-prepare, prepare, and commit
messages with sequence number less than or equal to
n fromitslog; it also discards all earlier checkpointsand
checkpoint messages.

Computing the proofs is efficient because the digest
can be computed using incremental cryptography [1] (as
was donein [5]), and proofs are generated rarely.

The checkpoint protocol is used to advance the low
and high water marks (which limit what messages will
be accepted.) The low-water mark h is equal to the
sequence number of the last stable checkpoint. The high
water mark H = h + k, where k is big enough so that
replicas do not stall waiting for a checkpoint to become
stable. For example, if checkpoints are taken every 100
requests, £ might be 200.

4.4 View Changes

The view-change protocol provides liveness by allowing
the system to make progresswhen the primary fails. View
changes are triggered by timeouts that prevent backups
from waiting indefinitely for requests to execute. A
backupiswaitingfor arequest if it received avalid request
and has not executed it. A backup starts atimer when it

receives a request and the timer is not already running.
It stops the timer when it is no longer waiting to execute
the request, but restarts it if at that point it is waiting to
execute some other request.

If the timer of backup ¢ expires in view v, the
backup starts a view change to move the system to
view v + 1. It stops accepting messages (other than
checkpoint, view-change, and new-view messages) and
multicasts a (VIEW-CHANGE, v + 1,n,C, P, i),, message
to dl replicas. Here n isthe sequence number of the last
stable checkpoint s known to ¢, C isaset of f + 1 valid
checkpoint messages proving the correctness of s, and
P is a set containing a set P,,, for each request m that
prepared at ¢ with aseguence number higher thann. Each
set P,,, containsavalid pre-prepare message (without the
corresponding client message) and 2f matching, valid
prepare messages signed by different backups with the
same view, sequence number, and the digest of m.

When the primary p of view v + 1 receives 2f valid
view-change messagesfor view v+ 1 from other replicas,
it multicastsa (NEW-VIEW, v + 1,7V, O),,, messageto all
other replicas, whereV isaset containing the valid view-
change messages received by the primary plus the view-
changemessagefor v + 1 the primary sent (or would have
sent), and O isaset of pre-prepare messages (without the
piggybacked request.) O is computed as follows:

1. The primary determines the sequence number min-s
of the latest stable checkpoint in 1V and the highest
sequence number max-sin a prepare messagein V.

2. The primary creates a new pre-prepare message for
view v+ 1 for each sequence number n. between min-s
and max-s. There are two cases: (1) thereis at least
one set in the P component of some view-change
message in V with sequence number n, or (2) there
is no such set. In the first case, the primary creates
anew message (PRE-PREPARE, v + 1,7, d),,, where
d isthe request digest in the pre-prepare message for
sequence number n with the highest view number
in V. In the second case, it creates a new pre-
prepare message (PRE-PREPARE, v + 1,n,d™), |
where d"*! s the digest of a special null request;
a null request goes through the protocol like other
requests, but its execution is a no-op. (Paxos [15]
used a similar techniqueto fill in gaps.)

Next the primary appends the messages in O to its
log. If min-sis greater than the sequence number of its
|atest stable checkpoint, theprimary also insertsthe proof
of stability for the checkpoint with sequence number
min-sin its log, and discards information from the log
asdiscussedin Section4.3. Thenit entersview v + 1: at
this point it is able to accept messages for view v + 1.

A backup accepts a new-view message for view v + 1
if it is signed properly, if the view-change messages it
contains are valid for view v 4+ 1, and if the set O is



correct; it verifies the correctness of O by performing a
computation similar to the one used by the primary to
create O. Then it adds the new information to itslog as
described for the primary, multicasts a prepare for each
messagein O to all the other replicas, addsthese prepares
toitslog, and entersview v + 1.

Thereafter, the protocol proceeds as described in
Section 4.2. Replicas redo the protocol for messages
between min-s and max-s but they avoid re-executing
client requests (by using their stored information about
the last reply sent to each client.)

A replica may be missing some request message m
or a stable checkpoint (since these are not sent in new-
view messages.) It can obtain missing information from
another replica. For example, replica ¢ can obtain a
missing checkpoint state s from one of the replicas
whose checkpoint messages certified its correctness in
V. Since one of those replicas is correct, replica ¢ will
always obtain s or alater certified stable checkpoint. We
can avoid sending the entire checkpoint by partitioning
the state and stamping each partition with the sequence
number of the last request that modified it. To bring
areplica up to date, it is only necessary to send it the
partitions where it is out of date, rather than the whole
checkpaint.

45 Safety

This section sketches the proof that the algorithm
providessafety; detailscan befoundin [4]. Asdiscussed
earlier, the algorithm provides safety if al non-faulty
replicas agree on the sequence numbers of requests that
commit locally.

In Section 4.2, we showed that if prepared(m, v, n, 1)
is true, prepared(m’, v, n, 7) is false for any non-faulty
replica j (including ¢ = j) and any m' such that
D(m') # D(m). This implies that two non-faulty
replicas agree on the sequence number of requests that
commit locally in the same view at the two replicas.

The view-change protocol ensures that non-faulty
replicas also agree on the sequence number of requests
that commitlocally in different viewsat different replicas.
A request m commitslocally at a non-faulty replicawith
sequence number n in view v only if committed(m, v, n)
istrue. Thismeansthat thereisaset R; containing at |east
f + 1 non-faulty replicas such that prepared(m,v,n, 1)
istrue for every replicai in the set.

Non-faulty replicas will not accept a pre-prepare for
viewv' > v without having received anew-view message
for v’ (sinceonly at that point do they enter theview.) But
any correct new-view message for view v’ > v contains
correct view-change messages from every replicas in a
set Ry of 2f + 1replicas. Sincethereare3f + 1replicas,
R; and R, must intersect in at least onereplica k that is
not faulty. &'s view-change message will ensure that the

fact that m prepared in a previous view is propagated to
subsequent views, unless the new-view message contains
a view-change message with a stable checkpoint with a
sequence number higher than n. In the first case, the
agorithm redoes the three phases of the atomic multicast
protocol for m with the same sequence number n and the
new view number. Thisisimportant because it prevents
any different request that was assigned the sequence
number n in a previous view from ever committing. In
the second case no replicain the new view will accept any
message with sequence number lower than n. In either
case, the replicas will agree on the request that commits
locally with sequence number n.

5 Avoiding Public-Key Cryptography

The algorithm in the previous section performs poorly
because it requires a large number of digital signature
operationsfor each client request. This section describes
a modified version of the agorithm that eliminates
this performance bottleneck by replacing public-key
signatures by vectors of message authentication codes
during normal operation.

The section begins with a description of the new
authenti cation mechanism and adiscussion of itsbenefits.
Then, it explains how to modify the agorithm to
overcome the inability of message authentication codes
to prove authenticity of a message to athird party.

5.1 Authenticators

The optimized agorithm uses vectors of message
authentication codes to authenticate messages. We call
these vectors authenticators.

M essage authentication codes use symmetric cryptog-
raphy to authenticate the communication between two
parties that share a secret session key. They work as
follows: the sender of a message m computes a small
bit string, which is a function of m and the key it shares
with the receiver, and appends this string (the message
authentication code or MAC) to the message; thereceiver
can check the authenticity of m by computing the MAC
in the same way and comparing it to the one appended to
the message.

To compute message authentication codes, each replica
and each (active) client shares a secret session key with
each replica. Thereis actually a pair of session keys for
each pair of replicas¢ and j: K; ; is used for messages
sent from: to j, and K; ; isused for messages sent from j
to:. Eachreplicahasin addition a secret session key for
each client; this key is used for communication in both
directions.

We use a pair of keys for communication between
replicas, rather than asingle session key, to allow replicas
to change independently the keys that they use to verify
incoming messages. The use of a different session key



for each replica also prevents the failure of a node from
affecting the authentication of messages sent between
pairs that do not include the faulty node.

The session keys are established (and refreshed)
dynamically using a corrected version of the Denning-
Sacco protocol [7]. For example, replica: choosesanew
(random) key K ; to be used by replica j to compute
MACs for messages sent by j to . Then, it sends
(NEW-KEY, i, 7, (K )¢, t)s; 10 j and stops accepting
messages from j that are not authenticated using K ;.
Here, (K ;).; denotes encryption with j's public-key,
and ¢ is atimestamp. The timestamps are monotonically
increasing and j rejects any new-key message with a
timestamp lower than the timestamp of the last such
message it accepted from ¢; this prevents replay attacks.
If replica j accepts the message, it caches K; ; and uses
it to authenticate messagesit sendstos.

The session key establishment between clients and
replicasis similar. A client, ¢, establishes a new session
key, K.; with a replica, ¢, by sending the message
(NEW-KEY, ¢, %, (K¢ i)e;» t)o. tO i. Replica i rejects
any new-key message with a timestamp lower than the
timestamp of thelast such message it accepted from c. If
replica s accepts the message, it caches K. ; and uses it
to check whether requests sent by ¢ are authentic and
to authenticate the replies to requests by ¢. Replica
i will accept messages authenticated with K. ; until
c establishes a new session key, explicitly closes the
session, or a predefined key lifetime expires.

These session keys are used to authenticate the
messagesinthealgorithm. Thedigital signatureinareply
message isreplaced by asingle MAC, whichis sufficient
because these messages have a single intended recipient.
WedenotetheMAC produced usingasessionkey K; ; for
some message m as p;,j(m). The signaturesin all other
messages (including client requests but excluding view
changes) arereplaced by authenticators. Anauthenticator
generated by i for a message m has an entry for every
replica j other than ¢; each entry is the MAC, p; j(m).
We usethe notation (m),,, to represent amessagem with
an authenticator generated by i appended.

In our current implementation [5], session keys are
16 bytes. We compute message authentication codes by
applying MD5 to the concatenation of the message with
the secret key. Rather than using the 16 bytes of the final
MD5 digest, we use only the 10 least significant bytes.
This truncation has the obvious advantage of reducing
the size of MACs and it also improvestheir resilience to
certain attacks [22]. Thisisavariant of the secret suffix
method [30], which is secure aslong as MD5 is collision
resistant [22, 8].

Discussion

The advantage of MACs over digital signatures is that
they can be computed three orders of magnitude faster.
For example, a200M Hz Pentium Pro takes 43msto gen-
eratea1024-bit modulus RSA signature of an MD5 digest
and 0.6ms to verify the signature [31], whereas it takes
only 10.3us to compute the MAC of a 64-byte message
on the same hardware in our implementation. There are
other public-key cryptosystems that generate signatures
faster, e.g., dliptic curve public-key cryptosystems, but
signature verification is slower [31] and in our algorithm
each signature is verified many times.

There may be doubts that authenticators benefit from
asimilar performance advantage over digital signatures
because some of the costs of managing authenticators
grow linearly with the number of replices. The
next paragraphs argue that for typical configurations
authenticators are more than two orders of magnitude
faster than digital signatures.

The time to verify an authenticator is constant but the
time to generate one grows linearly with the number
of replicas. Thisis not a problem because the time to
generate an authenticator is independent of the number
of clients and we do not expect to have a large number
of replicas. Furthermore, we compute authenticators
efficiently; MD5 is applied to the message once and the
resulting context is used to compute each vector entry
by applying M D5 to the corresponding session key. For
example, in a system with 37 replicas (i.e.,, a system
that can tolerate 12 faults) an authenticator can still be
computed much morethan two orders of magnitudefaster
than a 1024-bit modulus RSA signature.

Similarly, thesize of authenticatorsgrowslinearly with
the number of replicas but it grows slowly: it isequal to
30 x [251] bytes. An authenticator is smaller than an
RSA signature with a 1024-bit modulusfor n < 13 (i.e.,
systemsthat can tolerate up to 4 faults), which we expect
to be true in most configurations.

Another potential problemis session key management.
Since session keys can be established easily as we
explained, the only possible problemisthe cost of storing
session keys. Clients only store n keys; this account for
less than 208 bytes for n < 13. Replicas store 2n + ¢
session keyswhere c isthe number of activeclients. This
is also reasonable because replicas can limit the number
of active clients, e.g., it takes approximately 1 MB to
store the keys for 50000 active clients (assuming 8 byte
client identifiers and in spite of our large session keys.)

5.2 Modified Algorithm

The real problem with authenticators is that they lack
the following important property of digital signatures: if
some replica accepts a signed message as authentic, all
other replicas will also accept the message as authentic.



With authenticators, the receiver of a message may be
unable to prove its authenticity to a third party. The
version of our algorithm described in Section 4 relies
on the additional power of signatures for correctness;
replicas use digital signatures to prove to other replicas
that requests prepared and that checkpoints are correct.
Rampart [25] and SecureRing [13] also relied on
signaturesfor correctness.

This section explains how to modify the algorithm
to overcome this fundamental limitation of message
authentication codes. Themaodified algorithmisbased on
threekey observations. First, authenticatorsare sufficient
to guarantee safety in the normal case. A replica only
needs to prove to others that messages it accepted are
authentic during view changes, or when an out-of-date
replicais brought up to date by transferring acheckpoint.

Second, replicas can use authenticators in the normal
case and obtain digital signatures lazily only when they
need to send a proof to another replica. If a replica
accepted I messages with authenticators from different
replicas, it can later ask those replicas to send signatures
for their messages; it is guaranteed to obtain [ — f
replies because of the bound on the number of faults.
Unfortunately, [ is only guaranteed to be at least 2f + 1
in asystem with atotal of 3f + 1 replicas. Therefore, a
replicamay obtain only f+1signatures. Thisissufficient
to prove the correctness of a checkpoint but not that a
request prepared.

The third observation is that it is not necessary to
prove that a request prepared in view changes, i.e,, it is
not necessary to send 2f + 1 signed pre-prepare/prepare
messages within a view-change message. Instead, f + 1
signed messagesaresufficient if theview change protocol
is modified to take advantage of the invariant that non-
faulty replicas agree on the sequence numbers assigned
to requests that preparein the same view.

Therest of this section explain how these observations
enable a correct algorithm that uses signatures only for
view changes.

5.2.1 Normal Case Operation

We will now describe the modifications to the protocol
during normal case operation. These modifications are
simple except that the protocol needs to defend against
faulty clientsthat create partially incorrect authenticators
(as discussed at the end of this section.)

Clientsinteract with the service as described before by
sending requestsand receiving replies. Requestshavethe
same format except that the client’s signatureis replaced
by an authenticator and there is an additional MAC
appended to the message. This MAC authenticates the
authenticator to allow the primary, p, to detect tampering.
The new format is: (r = (REQUEST, 0,t, C)q., tc,p(T))-
Theonly differencein reply messagesisthat thereplica's

signature is replaced by a MAC computed with the key
shared by the replicaand the client.

When the primary p receives a client request m, it
checks whether p.,, and its MAC in m’s authenticator
are both correct. If they are not, it ignores the request.
Otherwise, it assigns a sequence number n to m and
multicasts a pre-prepare message with m piggybacked
to al the backups. The only difference in the pre-
prepare message format is that the primary’s signature
is replaced by an authenticator. Since ., guaranteesthe
authenticity of m’sauthenticator, al backupswill beable
to authenticate m provided the client is non-faulty (and
thereis no tampering while the pre-prepare messageisin
transit.)

Backups accept the pre-prepare message under the
conditions that were described in Section 4 except that
they only accept the pre-prepare if the corresponding
MACs in the authenticators of the pre-prepare and
request messages are correct. The rest of the protocol
remains unchanged. The only differenceisthat replicas
signatures in prepare and commit messages are replaced
by authenticators.

Faulty clients can attack this protocol by sending
requests with partialy incorrect authenticators, i.e.,
authenticators with correct MACs for some replicas but
incorrect onesfor others. Therearethreetypesof attacks.

First, afaulty client could potentially leave non-faulty
replicas in an inconsistent state by sending partialy
incorrect authenticators. This is prevented by having
replicascheck the authenticator in the client request when
they receive a pre-prepare. |If replica i receives a pre-
preparefor request m with avalid authenticator from the
primary, the pre-prepare is entered in the log and 7 will
not send a prepare for a different request with the same
view and sequence number. But i only sends a prepare
message if it can authenticate m. If later m commits at
i (i.e.,, committed-local becomes true,) 7 can execute m
even if it is unable to authenticate it because at |east one
correct replicawas able to authenticate m.

Second, a faulty client can send a request with an
authenticator that has a correct MAC for the primary
but incorrect MACs for sufficiently many replicas that it
cannot prepare at 2f + 1 replicas. This attack does not
compromise the safety of the algorithm but it can affect
the performance because it allows faulty clients to force
view changes. To avoid this problem, we extended the
protocol to alow the primary to abort theserequests. The
mechanism used issimilar to aview changeand therefore
we omit adescription here. The main differencesarethat
it does not change views (i.e., it does not change who the
primary is) and, since it concerns a single requedt, it is
significantly less expensive than a view change. After a
primary abortsaclient request, it will only accept requests
from that client that are signed with the client’s private



key. This prevents faulty clients from causing the abort
protocol to run frequently.

Third, a client can force a view change by sending a
retransmitted request to at least f + 1 backups with an
authenticator that contains a correct MAC for each of
those backups but an incorrect MAC for the primary. To
prevent this problem, backups only accept retransmitted
requests with digital signatures.

5.2.2 Garbage Collection

There are only two changes to the garbage collection
mechanism: the replica's signature in checkpoint
messages is replaced by an authenticator; and replicas
collect 2f + 1 matching checkpoint messages before
they can discard information from the log (whereas only
f + 1 were necessary in the algorithm in Section 4.)
The 2f + 1 messages are necessary to ensure that
the replica can obtain a proof of correctness for its
stable checkpoint when required. During normal case
operation, replicas never obtain proofs of correctnessfor
their stable checkpoints but view change messages sent
by the replica need to include these proofs. The proofs
may also be needed to bring another replica up-to-date
by transferring a checkpoint.

The following mechanism allows areplica: to obtain
aproof for its stable checkpoint or for alater checkpoint:
1 Signs its own checkpoint message and asks the other
replicasfor signed checkpoint messages. Thisisdone by
multicasting a check-sign request to these replicas with
the form (CHECK-SIGN, n, i), (Where n is the sequence
number of the checkpoint for which the signature is
requested.) When anon-faulty replicaj receivesacheck-
sign message, it replieswith aset of checkpoint messages
with its signature. This set includes all the checkpoint
messages j sent that are still initslog and have sequence
number greater than or equal to n.

Replica 7 waits until it has f + 1 matching signed
checkpoint messages from different replicasfor its stable
checkpoint or a checkpoint with a higher sequence
number. If it does not receive enough messages, it
keeps retransmitting the check-sign request. Replicai is
guaranteed to eventually have the f + 1 signed messages
for the following reasons.

1. Replica i starts with 2f + 1 matching checkpoint
messages from different replicas.

2. Thereisabound f on the number of faults.

3. Non-faulty replicas retain information about check-
point messages they sent in their log until they have
2f + 1 matching checkpoint messages from different
replicas with a higher sequence number.

5.2.3 View Changes

The agorithm in Section 4 requires replicas to include
proofs for checkpoints and prepared requests in view
change messages. A proof for a checkpoint consists
of f + 1 signed checkpoint messages and a proof for a
prepared request consists of a signed pre-prepareand 2f
signed prepare messages. The previous section explains
how to obtain the proof for a checkpoint lazily in the
optimized algorithm. Unfortunately, it is not possible to
obtain lazily a proof that a request prepared; a replica
may be unable to obtain more than f + 1 signed pre-
prepare/prepare messages. The optimized algorithm
overcomes this problem by modifying the view change
protocol such that it is sufficient to include f + 1 signed
pre-prepare/prepare messages in view-change messages.

View-Change M essages

View-change messages are sent as before and they retain
the same format: (VIEW-CHANGE,v + 1,n,C,P,1),,.
The only difference is that each set P,, in P contains
only f + 1 signed pre-prepare/prepare messages rather
than2f + 1.

Replicas obtain the f + 1 signed checkpoint messages
in C as described in the previous section and use a
similar mechanismto obtain the signed messagesfor each
P For each request m such that prepared(m, v, n’, )
is true (for some v and n’ > n), i obtains P,
by signing any matching pre-prepare/prepare message
it sent and by multicasting a message with the form
(PREPARE-SIGN, v, n/, D(m), i),, to the other replicas.
When a non-faulty replica j receives a prepare-sign
message, it checks whether its stable checkpoint has a
sequence number greater than or equal to n'; if it has,
j replies as if the prepare-sign message was a check-
sign message with sequence number n’. Elsg, if j sent
a matching pre-prepare or prepare message that is till
inits log, it sends back a signed copy of that message.
Otherwise, the prepare-sign message isignored.

Replica i retransmits the prepare-sign until it has
f + 1 signed pre-prepare/prepare messages matching
the prepare-sign or f + 1 matching signed checkpoint
messages with a sequence number greater than or equal
ton'. Thiswill eventually happen because:

1. prepared(m,v,n’,i) = true
2. thereisabound f on the number of faults; and

3. Non-faulty replicas retain information about check-
point and pre-prepare/prepare messages they sent in
their log until they have 2f + 1 matching checkpoint
messages from different replicas with a higher se-
guence number.



If 7 obtains a proof of correctness for a checkpoint with
sequence number greater than or equal to n', it includes
the proof in C and prunes P accordingly.

New-View M essages

The problem with this protocol is that it is possible for
replicas to produce correct view-change messages that
conflict whereas this was impossible in the algorithm
described in Section 4. Two view-change messages
conflict if they both contain a set of f + 1 signed pre-
prepare/prepare messagesfor the sameview and sequence
number and each set corresponds to a different request.
Since it is possible for one of the requests to have
committed, the primary must be ableto choosethe correct
view-change message from a set of conflicting ones.

The optimized protocol overcomes this problem in a
subtle but surprisingly simple way. It takes advantage
of the following invariant: non-faulty replicas agree on
the sequence numbers assigned to requests that prepare
in the same view. The invariant implies that view-
changes sent by non-faulty replicas never conflict and
the bound f on the number of faulty replicas implies
that the primary will eventually have 2f + 1 view-
change messages from non-faulty replicas. Therefore,
the primary p of view v + 1 waits until it has 2f + 1
correct, non-conflicting view-change messages for view
v + 1 signed by different replicas (including its own.)
Then, it buildsa (NEw-VIEW, v 4 1,V, O),,, message (as
before) and multicasts this message to al other replicas.
(It is actually not necessary to include O in the message
because it can be computed from V by the backups.)

Therest of the protocol proceedsasbefore. Notethat a
replica can still obtain missing requests and checkpoints
from the replicas whose f + 1 signatures appear in the
corresponding set in some view-change message; thisis
guaranteed to work because at least one of those replicas
is non-faulty.

The modified view change protocol verifies the key
correctness conditionslisted in Section 4.5. In particular,
any pre-prepare message in O is guaranteed to be
consistent with what happenedin previousviews. Thisis
true because f + 1 signed pre-prepare/prepare messages
for arequest m inaview v with sequence number n ensure
that at least one non-faulty replicaaccepted apre-prepare
for m with sequence number n in view v. And, if a
request committedin apreviousview, it will be proposed
by at least f + 1 non-faulty replicasin their view-change
messages and at least one of these will be part of the
new-view message.

Optimization

This protocol can be optimized by not sending signed
pre-prepare/prepare and checkpoint messages in view
changes. Instead, the C component of a view-change
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message sent by areplica ¢ can be replaced by a digest
of the checkpoint and the P component can be a set of
tuples of the form (n,v,d) (where n is the sequence
number of the request, v is the latest view in which
the request prepared at i, and d is a digest of the
request.) If the set of view-change messages in the new-
view message contains f + 1 elements with the same
checkpoint digest for the same sequence number, there
is no need to obtain f + 1 signed checkpoint messages
to certify the checkpoint value. Otherwise, the primary
will ask one of the proponents of the checkpoint to
obtain such checkpoint messages. Signatures of pre-
prepare and prepare messages are avoided in a similar
way. We expect this optimization to avoid most signature
generation operations.

6 Redated Work

Most previous work on replication techniques ignored
Byzantinefaults or assumed a synchronoussystem model
(eg., [14, 21, 15, 29, 6, 10].) But some agreement
and consensus agorithms tolerate Byzantine faults in
asynchronous systems (e.g,[2, 3, 19].) However, they
do not provide a complete solution for state machine
replication, and furthermore, most of them were designed
to demonstrate theoretical feasibility and are too slow to
be used in practice. Our agorithm during normal-case
operationissimilar to the Byzantine agreement algorithm
in [2], which also does not use public-key cryptography.
But their algorithm is insufficient to implement state-
machine replication; it only guarantees that non-faulty
processesagree on the messages sent by aprimary. It does
not handleview changeson primary failures(i.e., doesnot
provide livenessif the primary fails), garbage collection,
or client authentication. Handling theseissuesisthe most
interesting and subtle contribution of the optimization
presented in this paper.

The two systems that are most closely related to our
work are Rampart [24, 25, 26, 17] and SecureRing [13].
They implement state machine replication but are more
than an order of magnitude slower than our system and,
most importantly, they rely on synchrony assumptions
for safety. Thetimeto perform public-key cryptography
operations to generate and verify signatures is cited as
the major latency [24] and throughput bottleneck [17]
in Rampart and SecureRing. It is interesting to note
that this is true despite the fact that these systems
include sophisticated techniques to reduce the cost of
public-key cryptography. Rampart [24] uses short-
term public/private key pairsin a 300-bit modulus RSA
cryptosystem and refreshesthese keyswith periodic view
changes. The modification to Rampart described in [17]
and SecureRing [13] improve throughput at the expense
of latency by chaining signatures to reduce the number



of signatures per request.

This paper describes a technique to eliminate the
public-key cryptography bottleneck completely without
increasing the number of message delays to execute a
request. The number of message delays introduced by
our algorithm between the moment the client sends a
request and receives a reply is only 4 for read-write
requests and 2 for read-only requests [5]. Rampart
requires 5 message delays to execute client requests and
SecureRing requires significantly more. Furthermore,
our efficient authentication scheme alows us to use
hardware multicast to transmit protocol messages rather
than relying on point-to-point authenticated channels as
in Rampart or penalizing latency in favor of throughput
asin SecureRing.

Phalanx [18, 20] applies quorum replication tech-
niques [11] to achieve Byzantine fault-tolerancein asyn-
chronous systems. This work does not provide generic
state machine replication; instead, it offers a data reposi-
tory with operationsto read and writeindividual variables
andto acquirelocks. Thereareno published performance
numbersfor Phalanx but webelieveour algorithmisfaster
because it has fewer message delays in the critical path
and because Phalanx relies on public-key cryptography
during normal case operation.

7 Conclusion

This paper described an agorithm for Byzantine-fault-
tolerant state machine replication that eliminates the
major performance bottleneck in previous systems —
public-key cryptography. The algorithm replaces public-
key signaturesby vectorsof message authentication codes
during normal operation. It uses public-key signatures
only for view changes that occur when the primary fails
and are likely to be rare. This new technique decreases
the cost of authentication by more than two orders of
magnitude relative to previous systems while preserving
the same level of security.

Our agorithm is interesting because it overcomes a
fundamental limitation of message authentication codes
relative to digital signatures— the inability to provethat
amessage is authentic to a third party. We explain how
to overcome this limitation by taking advantage of the
assumed bound of L"T*lj on the number of faulty replicas
(which isalso required by the algorithms that use digital
signatures) and the fact that correct replicas agree on the
sequence numbers of requests that prepare in the same
view. Previous systemsfor Byzantine-fault-tolerant state
machine replication relied on the extra power of public-
key digital signaturesfor correctness.

Byzantine-fault-tolerant replication is a promising
solution to increase the availability and integrity of
current systems. However, previous algorithms were
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not practical because they were too sow or relied on
synchrony assumptions for correctness. This paper is
an important step towards the development of practical
agorithms, a Byzantine-fault-tolerant NFS file system
implemented using the optimized algorithm described in
this paper performsless than 3% slower than a standard,
unreplicated implementation of NFS[5].
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