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I. Introduction 

I .• 

-1-

A multi-acceaa computer (MAC) 1y1tem con1i1t1 of proca1ain1 unit• 

and directly addre11abla ,!!!!!! memory in which procedure information i• 

interpreted aa aequencea of operation• on data, a 1yatem of terminal device• 

through which users may communicate with procedures operating for them, and 

mass memory where procedures and data may be held when not required for 

iumediate reference. One fundamental attraction of the MAC concept is the 

increased productivity of "computer catalyzed research"* that results from 

close man-machine interaction. Another attraction ia wealth of data and 

procedures that are accesaible to a large user community through the file 

memory of a MAC aystem. 

The practicality of the MAC concept depends on the idea that the 

power of a large cc:>mputer sy1tem should be a better match to the union of 

many diverse teaks than it is to any particular one. The amount of main 

memory actually required for efficient execution of a procedure varies from 

a few hundred worda to many times the size of memoriea in exiating machines, 

depending on the nature of the procedure. Moreover, the memory requirement 

of a procedure typically varies over a wide range during its execution. If 

a number of diverse procedures can ahare a large main memory, the total 

memory requirement will be subject to leaa fluctuation with time in conse­

quence of the statistic• of IUllUI· Procedures alao differ in the frequency 

with which interactions with the machine environment interrupt proceaaea 

in execution, and the length of pauaea that reault. If many proceaaea are 

available for execution in a machine structure, the statiatica will insure 

that the processing unite of the system will be kept more fully occupied 

than would otherwiae be po11ible. 

* with apologies to E.E. David 



For a computer system that places particular emphasis on strong inter­

action with a user conmunity, it is evident that memory and processing capacity 

must be freely reassignable among the active process~}· The time scale 

desirable for reallocation events to take place in a MAC system is certain 

to be several orders of magnitude beyond what has been accomplished or con­

templated with existing systems. 

The formulation of·a computer system organization and operating 

philosophy raises many important questions. Two broad issues concern us 

in this paper: 

1. What features of machine design are necessary or desirable to 

facilitate dynamic allocation of computation resources among many concurrent 

processes? 

2. What are appropriate policies for governing the allocation of 

machine resources to insure their effective utilization, and through what 

techniques should these policies be implemented? 

For evaluation .of machine organization and features, and for realistic 

study of the resource allocation problem, a suitable model of program struc· 

ture is required. It is no longer adequate to consider a program as occupying 

a single block of memory and requiring a specific length of time for executiot1, 

The varying demand of a program for space in main memory, the referencing of 

common procedures, data, and files by several programs, the possibilities of 
I 

parallel processing, and the rate of interaction with environment in a MAC 

system require a more sophisticated view of program_atructure. 

In the following paragraphs some thoughts are developed that may form 

a reasonably adequate model of program structure. These concepts have grown 

out of many discussions with colleagues in Project MAC*, and our experience 
1 2 to date in the design and operation of multi-access computer systems. ' The 

work on dynamic storage allocation reported by the Atlaa 3 group at Manchester 
4 

and the Rice University group are pioneering steps toward the objective of 

our research, The formulation of the storage allocation problem in terma of 
5 

segments of memory and phases of execution by Holt has been very influential 

on our thinking. At this writing, the ideas do not form a consist~nt whole, 

* and E. Van Horn in particular 
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bu~ it i• bot>~. t~~ :~}~~.~~-~! ·.~. tJi ... .,~~' ,~~~·* more compl'ehenaive atucly. 
Later ta the paper Hver•l -.tataef-.CUl' .. o.t llave be• inapired t>y progra 

.·it~:~~;· ·~-~91?,/'~ ·~f.~'"~f'r~ ;~1--~:'-S; u; ~~~: ~~~ ~"·' .,.ct~i~ 
vr~•·i,~··~~ :prove.~.t.~,.v~~~~~ 10;-~ ~,~,t~;.fM••f;C~t~,~,ff•~~ .. ~~'1 
aoUld ... reprded .. "•l'Y prei~iy 1'!1rtf1f•}!I~ c~~-~t,~ll!l, 6r .. •1:·~h '' 
atudy dtl refirutaeat 1Miil& r94id.C'.S bdO'i• 'tn'eotporation in a coaput•r. 1J•t:em. 
r• the purpoee of dlia paper, the 9tolt.iff. featUr•• cH.9cu•aed are prf.Mrily 
dxample·a of clirectioa.a in whiob motlel• tiff prCJ&~• 1t'r'UCtt&i • .,.;..,. iiafiittlicl 

. . '. 
cc)~ ... .-£.111••* · th8 c1.diff'ot1>t.tt\lr•"~ . .aetH.U1:11 
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ti~-·· 1a· CacPit fC:'rtWll lt!pt.d• ... _;·; 

': ~ :,. 
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ttte~'rtn~ -'lidtl''-t ~qpo-rQo.t ·c•elfe 'u· *';i..-'• <w -~rt>lr•:·aj·· •naiemtna 

. inf.,.rten t1m·Hra•••··iiw~•·-~ '\Yr"w~~-'i;~t:w -·~t"~im1 ·'._ 
1e111ip!j1~·~ a.. e~''fittt«~'f·"•t·W;-~Z··~t1~-a·'~e£•1-..e~·:1'1 ~Daile·· 

, that 4·t'.ftiujut.._ 'f.t· ·1ew;••11 'fiJfir ~ritiMif' iffll.d'tneei•t ·•\Wre••· t1-t >- · 

••lee ta an• Word frOfil t'he ..... ••t of v·•r0 dtat c•.tttutea the ....... 

1.t·._,. (t1ia ·····n1.·1at ~Niiliil•~:ait.r'i$i'irlt\i\~•~~11w lhe'''j)wcb 
• ' .· . . , . : . - ... ii ' : . '' . ~ . . . - ; - - '- ' . 

of;:. U.. ...-at~ -~ '1~)rilf"*t1.~11''W\· l·~"-~tatlcm pr~e9a t 

-pr'*'sitWl·'•':rto.· •r~~'·V...,,•l:V...·~\~~,t~a\h··oir&···~t" · 
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' &ac·h ••pent t•f ~rnced in tlM oouw,ae of • particular c011putatlon 

.ptgceaa haa an u•ocia~_;,;Mlll~~_,;.!_.~lfl!~!!fft!!f~!l..~~~.;J.!l~;·~~: .·.·· 
. . . ·, .- --- . . ; '' t' . ·-. : ' : ' . -· : "" 

·it ai-,.~~iA·. ~•~t;~._:i:..._t~ .... ~.~--d,_..a::~.u1 H· ...... tfi .. : 

· .. _, _-; 

~l;: '~'~-t·~1~.JIJ ... l8l,•---~1i,tAa~risa••--.tl.._: that;~··-- .. 
. . ··,,. ···.··.4'•}1 .......... \......... . '" ····'··· 
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·c) read only data - the ••IM1lt cont&lna q~-,:''-t ·~ be refereJtced 
by a 90.,utation proce91" 1~t 'aot ·.w1ff.ecl. .. . '· . .. 

. ~ .- ' -:_ ~ ::':i 

In·· th ls dbcu8aion it. i•· a--4 that ·prooWQre ...... ta are in. .1!£! 
procedure form; ttsa.t ii~· t•f•t'eac* 'to a •eittt~t;' ~- p~:·r• '.Ver alter• 
information ccmtained iii· the $epint~ · " · ' . '. · ... ·. ... 

Prosst•U .and D•ee•. 
A ~e~t· .· beiq actively· refeteit.c•d at ~"-"µr1( \)7 .. •. ~rocea1ing """ 

of 'the compvter ayat*m i• aaU · to be J!! · •lsuif'9!!· Ve will taH .. the term 
. ' . : • . . . i . . _ .. ·•_: . ' ... , 

proc!t• to denote t:he act of ez~utiq a atagl• .....-••of in1tl\lctioaa 

taken fl"Om a auc'ceaai0n of prCN:ecture ...,.~,, .... ~J•·•·~~~.-eroc .. 1or cClllptll•r 
' • • > ·''· ..._., •J" - - ~· '.·." .,; <'.· .. .,. .. '"' •• ' ' ;~- • 

ay·atem, a number of proce•••• My be in. uecution aiaalC.Oeoualy, 

fi~t ••. pl'oced~xe ad ~· .Qr·""~• :~•••1.t•, 1~' .,._, •... ~~,; CM:t :·~ . 
pur~ }>X'Ocedur~ 4~~9Jl~ion ior e,~.••·,~.~r~-- ~v~4,1 proc...-. ,... . ·. . . ,. - ·- ' . . ... ' ";: . -

~o ac.t~veb. rofer•nc:• .the ~- R1•~~· ,._.. .. ~~,,~f.-..O•· 
' .. ·- •.•• - - ' l , • • • . - .• · ',-. '<• ' ". •• • • - • 

) . 

_Durfna .. one ,eh•t•: e>f ·~ proc~•• '· .a c-~4P :.., ,.9- ff~.fMlur:• . ..- '-ta 
's.egDl8nt~·. are'. tn·wor5¥J .•t•t•••:; '· h'~ .t;tl~,!l.~JM.Lf9t~l:t,.~ot.p~ tj\~.· .. ~•t.~,.of 
~9r~~~ sepenta cona~i~~·~·· ~~··. ~p~le¢t_j,~ .. Ol.\~·o;. .. ~- ~lcl. ~-'~ 
in •in_ ~ir"c.tly ·~~r•.~t>l• ...,9 f,or: ··~·~.~~ ...... ~. Of .the, ~r~~ 
· pha••'..o~ ~ia proceclul'e:• , Tr••S.~lfa. 1Jl a .p~·· ,..-~1~.., 1W.-. t~· .-Pther 

occurs when a new aea-nt 91ast join th• "'kf.aa peup. or a wrklna •• ..... t. 
is dropped ·fr9ftl the group • 

.. greation au AgUaif.Gt'ft·!!•'P! .... ·• Mi'!Wt•I ~'.· 

· We··auppae tllat«'eaeh·--t'~er ..... ·--·~lfsiC.,..._.re ref•i'• to•· 
input or outp~t unit identified by an iaputfoutpot ........ An input/-.tput 

optoc-.clnre' •tep. hclud•• tll• .,,.., ..... : ......... ~:;;f;* ........ "~ t ... t. 

by l) ·• ~ in•truction, or 2) ...... /M#-> ... _,.nnciag a Q.vf.c• 

that is not: ready. In tbe aecoad iutanc:ewe -.y· a iaput/output UM• hp 

coamenced. ,A prOH•• b •!H!lf :bt l)"'mlo...,~a.;.a .ie.df'* 2f ch• 
e~d of an inpl,t/wtp,ut . .....,_ · ·• '· 
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· . ..0\-*tl!!t of' !!t&Sl' ...... , . . ., ' '> • I .. 

. · · 'Jt,.U~ ~~· Wii;~it'ittit~·ttvtiidla of 1Dioftit10n into prdceft•ei.W · 
da.ta1••.-Ut• ·*'4:ttie .t~ai •t:tu1•'·01·.~;:Hb'•• tn'to ,ha•• 18 ~ ........ d · :' 

by the pro11"._.r ·lit ctiuort:·~wttll '.a pr~l""';·gq~ ...... ~ :.7•t.;.. ...t~ --· l• :. 
t.itea,Newie die ·1J•rto.l •o·h;"pt.pjtftii~~Plj~fi;t·lon of·. pree..-w· ii.· 1li 

" .. •, . .' - · .. :~·.i :··~.~--_,,:·.~'.~ic""- "-~,_.;. '-.'.)'..<<-J_,·~tt?r.:---"'.J'.:~.-~:j"':.:·Ai~ .. i-J .- · '·· • __ ,,,;::: ..• :.~- ~~>·~- :,_,·""~ o;·_ -7'-·:.·,, 

the bejt 'po•itian' to 'r>ecify ......... t t• to joln' ·the vontas eotl~tton 
''.',•. • '•. - . -" ',_-:!·.-·,·-~-,,~-~--: ;_·-·.,_~-·.;.·.~:-~:,,,>:.. ~~-;~;. ·:·,--_~:...:-··.~·>-:-~ _.··: '.-t >'.,"" •. / 

of 1epeftt1, aad - Wliat' 11 .ore·~ .... .._. a ••peat 11 no toager · 
-. ;· .~ .. -~·~ <_,.~' ,,,: ~~ ~-"r'.if - ~ ~ 5: . - .. , ; ; + -. - • • •; 

needed in the working collection~ for th!.1 "*'°"' pr-oar-1.ug i.....-
•Y•tema mould be cleaipecl ao that th• prosnmer ta wourqu to a....-t 

. . . ' ' . . '··:, . .. ,_, -~ -- .... ~-... ·./. 

bi• p'TOC*tul-•! amf·uta. 'ti' .• ··••1•1• ·-~:. : O'l oourae. a prasr~. ~•tem 
. __ ., ·' •, ,- i:. ~ ., ·~. , ;: ·'!:,."./ .. :·.;~<:-;-···~'..\."..,.. • •").· ~ ~ :!'~· ._ .;,. , .· _:. , · .. · .. 1 __ c _ :·~ 

1hquld·be· ·e~•·'ot.,...at:s.-a···a ~..._.1 • ...._ta~tOft _,. . .,hu'tn1·of! a 

proe~: iii tile at.1&'j lit. 4klat~10Sla .17~.-,~~--r~' · ' ·. · · 

Ppit:e~a ~1, ~1.l{l';.f!f---~1!f•t~$1Jll•. ·· ·\ · , .. 
' .. _ · .~~ ~or.,01~ _ ~1~-·~ ~! , ~~~•f~t• wi~ ~•rtata .-.1'.• . ..· . 

"relativ .. ~to. ·-~~~~~_., ... proc~·~·~ .]\-~·-~~-~· i:-.~1ae4 ..... ..-1a11· 

pr0cedu~~ _•t~p•_ t,411~. ~•*- flrUrW'•~--'""~~~ f"1ll4t~ bf ... .-. 
in8truetioaa 'include: · · · 

I·": 

,; / ... 

1) ·creation of uw clata tepeat• or reacl~only data aegaenta. 

· 2)_ · Brutus an exiat,~•· .• ,..,..-,~,. . , . • , .... 
· 3) i'~it~tf.0u of .·~·-p~ocu• -~~. ~'~ 

' - !• • . - ·, .~ • " . .' . . ,'/ ·-· . - • 

4) Teraina.tiOa of th• pr~•••· ... 

5)' B~teri.q·~, •• ~llt 1~ 'e:b• ~ t=.011~.~1 •• 
• ~ " -~ .···: ' -:· ,:· • ..;..;. ' - ,;. - : ••• 1 .~.. •• .-:::: ~:-_':..,.:: •• ~-- • ..! 

6) Dele~ing ~- ·~"'"~-~ ~r~ ~ •.. ,,,,J:f11J ft~,~~ti~., . 
. 7) . •ecau•etiaa •••i..-nt or rel.Ma• of - laput/outpu,t ctevi~•· 
8) Cbanaina the lea9th of a clata a..-nt. 

Activ;t aei M\tiS'M lsmall· · , · ., · 
,• , .• ,.--:.·-- '.''<'"•'-;"' . . . ·• > 

· 'l'he fom takea by the nae of a •...-t:•.-:;c fttJWaa·pncua vll1·4tts>en4. 

on••• cbo•en ·~ .. -.,,.,._... .• 1•a10••'"' .... "iw ----~1onlaad 
will be call~ the l&lnti!M ·liFTf' Et .. ~·'.~ .,.,.,.tk 1*y' W·---lftaat 

reference• by aepeut nalle la ...... ~~ -.tA. • lt-C.l' ~~if;tn Gt this p.., •• -
.. ' '· ' ' ' · .. ;.:· •,. '· ' :. : . '. .;. ,, ·,r ;··i 'l ': ·~.-~ •<·:. '· ... ~ ... , ' . 

, . . . . I . 

'·. 

•' t I'~ 
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'l'be form .taken by effective aepent Dtl99•.v~ll ~c:l~~ ial>it 14'11l1tb 

bY con•id•radona of harivar• -4: P1°"...S.N tt;~~ .. ~~fior•• th•_.. .. 
of dle~·tnct .effective nuaa will b~ ftni~•• b~t _..t: c;.r~ly be l•IE'&e .. ' . . . ' . . . ' - . . ' -. ' '..,_ .. ·. .. ·. ; ~ 

enough ,tQ'c;over all workiqa; ••piiutt at &llJ' t~,; ..... ~.coet of M4ina 

a bit to. the le~gtJl of .~t ~ ... ~ 11 not ... ~· ..... ti-. total . ..-.c of . 

'wol'ktng •~pent• it unpJeclicUble .. it .i•· app~r~~· .t.o c~a~ 4 1.eaa~ .-.b 

. tti&t the. ~ncpec ted number Of ~rk~ .... at• J'94l'l:J.1' .. , ptl.l1 • .-11 fac"t'• 
. ' . 

. of all poaaible effective ••.-sat ~·· 

, Same t•smenta.partici,.tinJ.in the. COUf.J~ pC a·p~~·•• ar• cr..i:ecl "1 
th~· pf0ce11 itaalf. . Ot~er· •• .... ~• ref •1'encecl, Jt1. ;.-. p~u .~,.ati~t•. · . 
ptoe.dure ud data. objee~• nO~lly r•atdtq .1- f.f.~• ..• ,,. ,,. will .. 

' . ~ - . - -. '" - ., . ' 

the term file .!!I!! to·. deai-te ~· deacriptor (includina th• cORtnt ta 
.which.the de•crip~or ia u•ed) tllat 1elect9 a procM11r• or data ...-at f~ 

retrieval from file memory. The aet of file aailft' Oi 1.1i.lu Wt'e :la" a... operat·taeal 

·system will, in 1en•ral, have an elaborate pretl• •true~~~ ta e•~• of 
tbe-bi•rarchy of user groupa. die 'ck4aracterlad.~ •.• ,,,,.,. .• ·toa 1-..... 

• - ,. - ' . ' .' :' ' .' ·.:_ -t _, ,: -<·' . ~ .. -~. :· '· ,'.; ;' -'"':. , ·' . ,' _;. ' < 

c. sy•t81i9, and the intelTel•tf.Oll• ..-. ~- "Pl°N.._... ·nae.· nc•lt7 for 

required length of a direct biUl'J encoding of tile file._, of M1111Rt1. 
. i 

We will ••Y that a •..-nt i• active wentM.r it.hu·U a•aociatacl 

' effective aegment nae aueh tlwtt' r•f•r•c•• te>.· it ari~taa. clud.q tit• necutloa 
(;f any procea1 are effective. If QO;effective .. 11 ~ocutecl.ricll a 

segment, the aepent i• 1wttv1.• To clarify tbe ~-ha of the•• terma. 

'f•.•uppo1e the computer ey•t• t'l operated in lueh ........ that the. toUorioa 
ctondltiona are •t: 

1) All eegsaenta occupyiua .. :ln 119110l'J' are active. 

2) The •H m..,ry b divlclacl into tvo fu•.a..S .. •t• • llJilyg 
MEfY .and ill! '!MU•. 

3) AU . aepenta ~ills ~11-..y sn••!I· ..-. 4klt"ive. 

4) ·All .... ta oceupyina ftl• 11•1 l!Jf .. :·:8ilicaw. 

Condition2· is not meant to blply·that auxilt.•r;,.-.;_ry ;and ftle ...,ry are 

physically diatinct in a MAC 8yata. In a prect1•1 realisation of a lulti• 

access computer system the main ..-ry will be ftat.t~ in aiae aac1. in ..-r.i. · 
\ 

~' . 
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th• •Ull of all wortd.na ..... t leqtht Wl.li auataatt.a'lly eaceecl. tbu .. c ... itY. 
Th• eh1ary -.on ·•·~·• · •• •· <•~.U1cli(ot"..-r~··~t'7 ·u·• .. ·~·· 1'.-, vottta.ft& · 
procedure ai\d data· eaP.nta '~ot cu~r~tiy"' ia·· •ta ..-ri for .-cuttoa. 

It ii iq>ortant to underetancl that two categorlu. of ct.c:iaiOIMJ;iiawf.t.~ 

Ulfliecl 'by•'OUI' diaou•aioa'·-.- · Cllo8e .... '1·the.·ftu ft hiS prop 1 i .. ·a,ate .. , 

· · 1) ·Th•· declaiOD' of-<Vhlota ••pra .. ba9tt ''i!lsi!I •tftu! for a ,._ ... 

is patt ·of the ljHtci"fiOatiOlt of·'• fl'OO*"•• !bu:, th•• ._td.ou . 
are· made ·by ·tile. ulft or th•· '1-......- .,at:-.~, vltldn· '6ida h l• ·. 

·wrklng. 

·2) Thedeciaton~.to:·_.. .. a ·•ea-C·M••·•ta·MllOty P4 auallta.Y. 
. memory i• ooracu:ael"wttlt··•lloeatAll· of :llldu llliillo~• NeUIAl&e cif , ~ 

thb type illp·~--at exeouttve' tt·('h(terri.tioty function• of ·tiMt •1at•·· 
. ·' ·: : .'' ~ 

3) The insertion of program forka·and t11•·tft1aiaation of .. ~ ... •• 

fol'Dl part of the cleacr:lption of a procedure and are sptciH ... by 

the cleaigaer'ot· tlt• procedure, 

auperviaol"y :f UDO t f.on. · 

Cop•ervation of Effective lame• 
The proce•• of making a aegaent active occura with the flret oc~urence 

. of the sepent file name duriftl; the n~utiota of aity proceaa. At tUt point 

.. an effecti~e segment n._ laslit be' taki.n frO., a pool of ~vallable effective· . 
. ' ' '._ • ' . ' ' ~ - ·, . ' . . :' . - .. ~ '.' •• I . : . ' . . • - ' . . ' 

name•~ !be segment aa1t be .retrleve~i.&ciiiW ft le ....._Ty, and it1 •••ociatioa 

with thi aelected eff~ctive .. naile muat be •mtabli.ed to permit worlttat 

reference1 • 

. A woTking segment created through the execution of a proceaa ia •tout• 

ically associated with a unf.qqe' effectivert..e from the pool of eff.-ctive names, 

by the act of its creatioa. Similarly, a procea1 may era1e a se ... nt, thus 

returning itt effective name to the pool •. · A aupervisory p'l'OC••• ..Ut ...... ithe 

power to revoke n~s itsued to a proceaa if .the proceH hU bog'l.d :..-., \y... 
\ 

·.' 



' ' for an excessive time. ln normal operation, it would not appear unreasonable 

for a user to retain some associations of effective names for an extended 

period, perhaps many months, were this required by the nature of his work. 

Sgherea of Protection 

One cardinal pi:-inciple in the design of a MAC system ii that a computa• 

tion proceeding for one user must not interfere with correct execution of any 

other computation. Each ongoing process in the computer system is concerned 

at any time with a certain group of procedure and data segments and with certain 

input/output devices. The process must be denied acceaa to segment• and devices 

that is not properly authorized. Thia is necessary so that possibly faulty 

programs may be run in the system without endangering other coq>utations. 

On-line program debugging would not otherwise be practical. It is convenient 

to think of each process as operating within a sphere ,2! erotection* contain­

ing all segments that may be legally referenced and input/output devices with 

which the process is permitted to conaunicate. References by a process to 

seg111enta or devices not within the sphere of protection are illegal and result 

in tepnination of the process. 

It is helpful to think of a sphere of protection B as having been 

established through the action of a process operating in a distinct sphere of 

protection A. In this connection, we shall refer to A as the immediate 

superior of B, and B as an inmedi.ate inferior of A. We suppose there is 

exactly one sphere of protection that has no immediate superior and is called 

the master sphere, 

The set of all spheres of protection together with the superior-inferior 

relation form in general, a tree in which the master sphere is the vertex. In 

this tree a sphere A is superior (inferior) to a sphere B if there 11 a down­

ward (upward) path in the tree from A to B. In later paragraphs we discuas 

reasons for permitting the hierarchy of spheres of protection to have many 

levels. In relation to the hierarchy of spheres of protection, processes must 

have further powers realb:ed throup meta ... instructions. If sphere B is an 

immediate inferior to aphere. A, a proceas in A must be able t.o: ·: , 
I 

* After E. Van Horn 
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1) create· a. 
2) enter a ...-.at vaU.cl in eplter• Au valU in ·apb•r• I .. 

3} initiat•.• p1oc••• in aphe.-e·B• 

4) termin•te all.ptoce•h• in.,...... I• 

5) delete sphere B, and in conaequence all apherea inferior to •~ 

The relation between apherea of. prot~~iOfti '""114 •t M CO!ltl•t•l~.· 

specified without mention of, $!S!B&\9M! Uldlst .... : •·P~• at.ap:. 

encountered by: a pl'oceea th&~ i~ M'°"Jllflt~ ~ .-.~"'h4ar,.of.protect~ 

causes an exceptional condition.. lu.ple_. ·•• ,•t~•~•rtu• i• ao· lavalW·. 

ugment or device nae, a non-exiatfQ~ •4clr••• ·"'~'""' •.. •..-nt .. ~ ., -
• ,· • < ' ·-~ • ' .- - ' • • ,, - - ' _, 

undefined operation code.. An 'eJei;epUon.1 ~.,lt,c:m.,.-J.•'81 le :•··Pl'•• 
' . ., ' .t .. - ' ' . ~- -~~". ' . • . - ' .. - • ' . ' 

terminates that process and initiates -. ·~·Uic .proc .. , in.~ . ..,~11y 

superior sphere of protection. 

Program Development 

The .uaer of. ,,a MAC natea. develop.a • aw ,__.. :1>y c-tc•tt-.. with· 

a progranaing langiqge sxttn. Suppose the proc••••• perfor.ed 111 Cbe,....r..,. 
ming system on beh•lf of one uaer are carried out 1n a d1tt1net ..,.._..of· 
protectio~ '*e shall. lal>e1 A f•'r .twm;. .... .......... CT~• a ••M•r of 
segpae~ts 11hich are refer'1\c"- ••• daC. ia:. .... re A _.,,eone.titut• the CCMU• 
of the user's procedure. To perform the ua•"• 1tl''6ai1are1 ·aptitlre A Cl'Mt .. 

an inferior s~bere of prc;»tectlon I inu•f.ott,Qe Mllli11t• ··:ot ftur uMr't. pl'O.. 

gram appear as procedure or d•t&, .c~ to.._1*'.itl•• .... to the 
progra1Q1Uing system, and tl\q .. t;tutu •a peoe•• '1.l'I '.:•er. ·1. ·. IXCe;tloaal 

conditions arhing in sphere B teNi.ute ·11ae ·:P••-- and n•atnU• a pr~qa 

!n sphere A. Exceptional condition! ahould l)Ot ....... a the wauttoa of •he 

language system procedures in epbere A •• they are pr~...Oly cle~ pl'ogr ..... 

If one does occur a procua 1! CJ'eUM ia«tie· 1Pla•t'•O tha~ 1• ~tely 

superior to A .• 

The rea·son1 for pl•iq apbn• a iaf•lol'·1llO·A ra~l" tlaafl 4t.ttctly 

under C are aeveral. · Pi~a.t, it i• ·•••1;-. • .._ 1'hlf-..ta& •tllll'1" A 

should have the power of creat:f.ng, delettq, aa4 aUocaU.aa re•~• to 

sphere B~ Second, the prograamd.na sy•t• iA A 11 eva~• ol the intHt.teta,i• 

to be made f~r e~ep,tiPn•l condlt;.f.pq ...-.c..-~Allf: a pWUM•e· pr ...... ta 

JJ, wherea8 •~cepti~l c.~t~ -~ ~-- •••• 1•· ,.,._,,._ff· 
rP.qui re ac.tion bv a hitrher •vtttem. 

' . 
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Clearly, it could readily be desirable to extend the superior-inferior 

relationship to inore levels: A user may be debugging a progranming language 

system; a teaching program may run under a prograaming system, and interact 

with many students whose data must be held confidential. 

Allocation and Scheduling 

We assume that it is essential for successful operation of a MAC system 

that the effect of a malfunction (due to either a prograaming error or a 

transient hardware fault) of a process operating in a sphere of protection 

be confined to itself and processes operating in inferior spheres. Thus, 

modification of segments containing the current allocation of devices,main 

memory, effective segment names and other system resources, must be disallowed 

for any process except one operating in the 1111ster sphere. Thus, a proceas 

wishing to have a system resource assigned or released from its domain muat 

conmunicate with the master sphere (by means of meta-instructions). 

It is envisioned that processes in the master sphere serve the following 

functions: 

. 1) Maintain allocation tables and prevent conflicts in assignments. 

2) Maintain queues of proceases available for execution and waiting 

for input/output events. 

3) Take appropriate action upon exceptional conditions arising in 

iumediately inferior 1pheres. 

4) Establish and delete spheres of protection inferior to itself in 

response to commands given by staff personnel through a suitable 

private terminal. 

Inferior to the master sphere, several executive system• could exiat, 

each within its own sphere of protection. Each system would authorize alloca­

tion of system resources to spheres inferior to itself, and execute allocation 

and scheduling acts by conmunicating with the maater sphere. One or more of 

~he executive systems could be in oper.'ition while another was being debugged 

or modified. 

Carrying these thoughts a step further, it is attractive to arrange a 

supervisor in a MAC system so that executive functions are done by modules of 
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procedure operating in separate qberea Of protection. · On· line ._.,.._"'- ef• 

auperv:Laory modules would· then. be poswlltl• in panl1•1 vttb :~'1 ~--­
operation. FurthermoTe, the effects of barclwate or prOir• falluna CliO'O~l'iat 
in supervisory operation could be confined' to a limited part of the aupewtaory 

system - only maeter lphere failures would be cataattophlc. 

III. Machine Features 

Memory References by a Processing Unit 

To exploit the segment structure of proar-., it ia evident tbat a .l _ 

processing unit mtiit supply the naae· of the ·~ntfQded a~t ... well ·u ~e 

address wh~never reference is made to .. in memory. lnclucl.-lna th ....... t: 

name'as an extension of the conventional addreaa h i111Practical fpr ...v••l 
reasons: For any reasonable length of effective .. ..,_nt n,._, 'tta• •ffl,cfAncy 

of procedure representation in meaory would.1uff~r-i,.ct1y. ·$eeoadly, al.ac.e . 
' -~ . " 

effective segment names are not assigned until ex•cution tiae, f.ocl.iiq Chn 
directly in the instruction format would require violation of pure p....wn 

ioding. 

A 

can be loaded with segment names by inatruction• open to all prOC:•••••· 
typical single address inatruction code forut ia then eJCp&nded aU.ptl1 .. 

shown in Figure lb.to include a field that aelecta *=h• da~• •ttachaeot r•J.•t•r 
contatning the segment name pertinent to the ct.ta reference of the i.aatnactlon. 

Procedure references by a proceHing \llllt •re ••.to the ••.-at._,. i,n~the 

procedure attachment register. The procedure att~114ant regi1ter cou14 '9 1 

automatically loaded from one of the data attach•nt reat1ters when a u·a•fer 
of control or a subroutine entry instruction i• executed. 

§torage Mappin& H§rslw•iC 
The storage puappinJ hardware discu...e below-.. devi•ed vtth the fo110W4-.. 

ing objectives: 

1) It should be possible to redistribute main -millOry when. WOJ.'ld.aa 

reference to new sepenta ia required wU:bout havtna to llOVe .... nt 

corttent between p1ly1ical niemor,y lOOittiou. 
. <:•.. . ,'> \" 
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2) Modification of segment content should not be neceasary to preserve 

effective reference1 among segmenta when the allocation of memory 

is changed. 

These objectives are accompli1hed by interposing two control memorie1 

called the segment index and the .l?!i! index, and some control logic, between 

the processing unit and main memory, as shown in Figure 2. For simplicity 

only one processing unit is p.resumed, though the principle is equally valid 

for a multiprocessor. system. The s.egment index contains entries, each 

consisting of a sphere name-segment name pair and a code that indicatea the 

nature of references to the segment that are legal within the associated 

sphere of protection. Whenever the process in execution attempts to load 

an attachment register with a new effective segment name, the segment name 

and the sphere of protection are presented to the 1egment index. Thia pair 

is associatively matched against the corresponding fields in the segment 

index. If a match is found, the new segment name is legal- the class code 

is placed in a class indicator associated with the attachment register, and 

· execution of the process is continued. If no match ia found, reference to 

the segment is not valid in the current sphere of protection. This is an 

exceptional condition that terminates the process. From the forgoing, it is 

evident that the attachment registers will only contain segment names to 

Which valid references may be made within the current sphere of protection. 

The page index is used to rename equal-aiae blocks of main memory, and 

contains one entry for each block o~ main memory. Each segment conaist1 of 

an integral number of block-si&ed pasea. Therefore, an address within a 

segment is broken into the concatenation of a .2!I! number and a .!.!!!! number 

within the page. Each entry in the page index memory contains an effective 

segment name, a page number and a block number. The block number gives the 

block in main memory where the indicated page of the named segment i1 to be 

found. When the processing unit make1 a reference to main memory, it 

supplies to the page index the name of a segment from one of its attachment 

registers, and the effective addreaa within the segment generated by normal 

techniques. The effective address is split into page number and line, and 

the segment name and page number are used in an associative look up in the 

page index to find the block number to be used for accessing main memory. 

The _page number and block number are loaded into an extention of the attach­

ment register so further references to the same page do not require use of 
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the page index. If no match i• obtained in the P411• index, the ref•rfllC• ... 

to an addreaa outdde the current bound• of ti.. ••lll&'Dt and • e1rteptional 

condition exist•. 

The equality searches raquired ;in the ..-nt .~mad pqe in4ex 

could be performed by hardware aa•pciative 11e110ri••· However, p•eudo-associa­

tive memory realized through conventional location addreaaecl meaory and bash 

addressing is presently nmre econoaical and probabl7 fa•ter on the avera9e. 
. -

The page index memory mu•t be very faat, ... reference to it ia needed for 

a sizable fraction of main •mory referencea. It• aiae 19 rather -n, 
e.g. 1024 en.tr;iee for a •i• •.-Y of 21'> ...._. fNlSti•ionecl lato l~d 
blocks. 'Ole segment inclex -Ory doe• not h&w to be 90C .. t 1 kt hWf'll'l'ea 

a number of entries that b dependent of the •ture of the procea... actlve 

at any time. The ••paent it:adex ad.pt, itaelf 1 1M one-of the......,, • ._ha 
the main memory • 

• 
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