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Abstract B. Frankston 

THE COllPllTBl<UTlLITt IS I 

lllBKETPLlCE FOB COllPUTlll SERlICBS 

by 

Robert llatthias Frankston 

lbstraet 

Co•puters are unique in their ability to be proqra••ed 
for a vide variety of applications •. This is in contrast 
with hardware dedicated to specific tasks such as the 
telephone systea. Because of its flexibil1ty, a co•puter 
systea can support, eoncu~rently, ... , 4i•erse serYices 
that do not require dedicated llar4vare. Coayersely, these 
serYices act to bring the capabilities of the coaputer to 
the consuaer vho •iqht otherwise find tile operational 
difficulty of running coaputer. proqraas too foraidable. 

Since the co•puter is supporting aany seryices which 
are sold to consuaers it is natural to aodel the syste• as 
a •~rketplace for these serYices. Bost conteaporary 
coaputer systeas are oriented towards users who run 
proqra•s. The enYironaent for serYice& pats different 
requireaents on the coaputer systeas than do the needs of 
prograaaers, so as to perait all the participants in the 
aarket to •ake effectiYe use of its facilities without 
requiring dedicated facilities and withost interfering vith 
each other. ls vith any aarketplace, it aaat be conYenient 
to do business within its fra11ewort. 

The reguireaents of such a aarltet.place are not 
satisfied in c,onte•porary ccaputer systeu. BoveYer, the 
aarketplace .,can· bW'~'"· iffe!-tecl '·~·:u:s- .a.a.:.9 <Coaputer 
syste•s vi t:h·(fut.' Nit'taffllttw·l! "'<*aA98B.:u:.e~11-.~>~Ae'i use of a 
cc•puter recfiiire~~~lei~:i.• -aD:xekel•art of the 
user. The e~olrii;en ,,t,o a· ''"lratwRpl'ltCe . .:&s.,'119Ce•sary if the 
capabilities of coaputer systeas are to be aa4e aore widely 
a•ailable than they are nov. 
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TITLE: Professor of Electrical Engineerinq 
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Introduction 

CHAPTER ONE 

INTRODUC!lIOll 

R. Frankston 

coaputer syste•s have evol•ed f:n.oa sfap.l• calculators 

to more sophisticated proce'ssors ca;pable Of' runnincr co11 plex 

programs with larqe data · bases, to i'llforaation systeas 

serving the diverse needs of aaay userlf•' Despite, the 

evolution ·Of hardware an~ st>!"tvare. ·· ·in ·'t"hl! i>ast' tvelltif' five 

years, coaputers· are still regatd.eG ~Y aainy as esotel!ic 

devices for solvinq vell'-defi:n~a:' prdbol.-:. one a·ppt.oaches 

the computer with a problea, proqran· the aa'°'i.ne· ·(or uses 

an existinq progra•), fee4s iU; data a:nd: tile <Coaputer prints 

the results.· This aode of operat.i.ons iS beinq su}>eraeded by: 

one in- which the· roles o'f the· .Coaptrtez· and the user are not 

as well-defined, where the user voi=ks .al.th tbe coaputer ·to 

find the solution to a problea. B•en the idea that ·Oll'e' aust 

necessarily have a specific proble• in •ind is beinq 

replaced by the vie.v tha"t a eoltPU!ter .ofifeD& a colrlection of 

progra•s .which one aay call ·upon (throuqh a C<lltaand 

lanqua9e) to perfor• tasks when: requested. The,- .tasks may be 

one of those traditionally associ&'t-e4'· -•ith,.qthe co•pwte·r ~­

co11pilinq, statistical. analysis attd repon generation~- or 

they aay be used to coa.unic&.t'& •itb. one•s banit, 1ibrary or 

colleagues, to •anaqe ho.useho-ld fi:Jluce$., recipes, 

Chaptar 1 Page 1· 1/18/74 



Introduction R. Fra:.Jlkston 

scheduling, or shopping. 

These latter applications are not coaaon for a nuaber 

of reasons. Soae of these are technical -- ve often do not 

have the knowledge to construct proqraaa,of the required 

sophistication. Sany of the diff i.c:alties a~e not technical, 

but. are the result of designing coapater syste•s for. 

ranning prograas •. But being able to rlUl a.prograa is not 

equivalent .. to , bein~ able ... to •n ef~J.,we use of a 

coapater. The vast · •jority of coapeter ~s, ilS opposed 

to progn .. ei:s, sa.oald not neecl -to .be co~rned 11it.h the· 

details.of runniag the prograas. By concentrating on the 

coaputer as a 'llome for progra.ms •• •i- tlte -forest for 

the t-rees. 'llais thesis vill .distingut&Ja ,f>et.-.n the use of 

prograas and tile use of aeEYices oa a .c-.'l't~ •r~a. '?he 

ai• is to enaine ooapater systeas as. bas-. f~ pro'ri.ding 

services. 

The e't"clution of coaputesrs froa, prograaaiaq syst.eas to 

service systeas is siailar to the earlier evo1ution froa 

the bare 11achines to ·those ·1titia t:lae u1ppovt. of 

sophisticated operat.inCJ syst-s 11ith t.hei.S" associated file 

systeas, libraries and other J;eSCMll:Ce aaaaqe•ent 

facilities. '!'he serYice enYirmmeat pJDYi:des tlte yendor 

vith the fa..cilities nee4ed to enaol.• hi• to present his 

Chapter 1 Page 8 1/1&/74 



Introduction R. Prankston 

services to .his users vithoot re1uit·in'~~11owled.ge of t:Jae 

coaplexities of the coaputer sy.-tea. The · telephone syste• 

is an exaaple of .a coaplex srstea·4edi.Gat•d to. a liaited 

set of Qrvices.. Wllen pla~iat.~ ;&~ telephoae call, ·a 

subscriber is usinCJ a Yery· ·coaplic:ate4 c9aaunications 

netvorJt, btat he 11eed only state his.:- request in t4'r•s of the 

servtce he is· astiint for. loraallJ .t.aiso:,t;ar:. doae ·bJ:: siaply 

"cliali•9" tile •••ber of toe phone·,, he-, visl)es,,tor, be· coaaecte4 

to. In additi.on _.to beinq . sl\ield•4':~ fro•~-~ ~tile' technical 

coaplexities of the phone srstea., :he is:~alao slieicle4 fro• 

the financial ce•plesitiea aad·: the· ,politit:St1of leal._,t vith 

•ul tiple t~lepocee -ao•paaies ... cJ.ll Ile. ,.sees .is ,,a bill -sta tea. 

in teras of the_.ce.lls that IJ.e aacle.-,,1, ooapa'ter .,systea:i has 

auch ill CQ••oa - 'With ·tile te1'9ttAOll8<{SJ•t•• ia -rno•iding 

SieEvices to ,· .it•11,av.bcs~~iber;s. loveYec~;, •Jp.•l•1 the;1telephone 

sy~tea :is. o,;9ani~d · asoaad a· li.aiteck•et'J:,.of:.ser•iees; the 

coap~ter systea.;is an e11viroaaeut in· vuc:h aany di•ei=se 

services can be offered .. ls·· th•.tel•thooe .. coapanies~haye 

found solu.t.i.oas tt;J the proaleas oi1Ptow:4dia9 theit specific 

EJervioes, 1 the coapw ter •Ysteaa. -, ••si:f,. prow4de •• enYironaeat 

that permits solutions to be applie4- t.o a larte;:variety,of 

services. 

To inYestiqat.e· the geuez;al~:proJlleas:.. of providinq a 

variety of services within a coaputer system, this thesis 

Chapter 1 Paqe 9 1/18/74 
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Introduction R. P~ankston 

provides an enhanced aachiae. The aost iaportant 

characteristic of this enYironaent is the availability of 

other s;ervices that uy interact :wit·h each ot!Mr- Ill fact, 

the coaputer systea can be viete4,:as &iap];y a: co':l'ledtion of 

these ser:Yie@s; soae ,J:tei:Jrq basic.,, .. ·such as the c09'pUter 

hardware and f·ile s.yst~, . ·an.4' < "ot:h.ers -~. bei.nq more 

sophisticat·e d. 

l description of a:n• en:evirOIUlletl't fi411--of£er:iaq coaputer 

ba.$4id ser1·•iCes is i-ncoaplete -witi:atiu'J!::; ;aay ~11Si.O:n of' the 

financial:_ or the 

environ11ent. In the des.iq-a. of oowpa,-t=er ··'ll'JlB'te•s the prOb'lee 

of buying and selling coaputer serv.ie.-s ha" - -lil''r~ely 'been 

dealt with in an ad hoc fashion. In aany projects such as 

th~ ARP.Ac ne-t1tork,. they have s-ilqii.y,.blJ911.: :~eferred .. 8Ut the 

viabil,i;ty of a coapnter . sys:t:ea. «a-. a aarket:place· for 

service-s depends .larqely· on ~· .abi1i ty to transact the 

business of buying and sellinCJ :1Elta, s.et~ •. T'o"·da-t:e, •uch 

of the discussion of a<:counting. ,foi:. coapa.•r: usaq-e' ha:s: been 

concerned. v,i:th,: the allocation..~ of: cmrt;S),·';br:.1 the:· coapu-tet: 

systea to it:s users and vi.th the· 1u1e;- ef prit:~q' st£uet.ures 

to distribute the co-•putsr reanurces,,. accordinq to CJ i ven 

pclicies. This is not, aovev-er, ; -4:he a,i.a. t'. of' a f.inancial 

SJ$teta for a Aarketplace. :ID. 'the:' aaratplace, tile p-roblea 

is one of, faci-11tatinq busiIU!t&S. bratasa.ct1mi&:j not that of 
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deviain9 appropriate priciaq policiea, •:1eept to aou that 

pric•s shoulc1 be · baae4 oa aaawres -ni119f11l to the aser 

of a service. It ia iapertaa't· ~ :pe~ :<rGDY..-.»ional blaTillg 

and sell.ing t:o be ezte.n4ecl to .:t!he ~'aslle't'place. · 'It.ere is 

ano'ther necessary .aspec~ to th••• ·craes&etiaa- -· the 

aettleaent of 4Jisputea. In t.~·l.: co...-r · .. ayst.._'~liere 

aay be •any parties to a 4iapate, the' i-~lla1'.'i0tl 

•anageaent, the proqraaaers, an4 t.he aaer of the aystea. In 

a •r~et~ace-; ~It T...iec _:: ·cCllD -*••..: - . ~r llaliy · ot.ber 

ser""icea. '"U..al.eaa. .ga.14elhes. . .a• ~Rd · .. ·f'O. ·.aai:qa,i1'CJ 

responaibility. •ben •rftc:e ill aQtt., aati.SC..ctozy, · tih:e 'Drftt 

becoaee aaattractiwe to tll.•· · . .._. no . ,,..,.., ao.t.· .. eaj.oy the 

detail•~ liUpt.i••.c · , 

~o 4eae:aat~ate ·'the te&aib4;:111ty;,of~ tJMi:"'~'t-..: as a 

aarketplace for sell9icea.. "•n •·itlpl•••t:atiGD Will: be 

4eacribe4. tlaltics, a •r•'t•• 4e••lope4' LCOOparaei•ely b'p· UT 

aoa BOIUlfHli, will .be --4 aa· 19, chana ·for.. •ncb a"·'•Y.-• 

lhtltica ia •1propr:i.at• beca11• it. , .... test_.a to ·••ne· as 

a baaia for a.. oCDapu"9:J:. atilit:y:e-. tile. d.mplaM~-4:iionl ot.· ~Mt 

aar:tnplace ·v.i:ll . •11rwr~to haoa~ate:· ~CJAS 

b• applie4 to other .. coaputar' ayate•'• TM 

that. ·c:aa 

principle 

ezt.naions t:o lult.ica •ill ·M ti. cr•atioa ail' ea•troaaent 

.foi: •er•i.ces u." op.paa:H to· progrw, Utcldi•CJ . a .. "f.iaaactal 

ayst••· for cou4-=t.1ag bud.-- iwi ta;aarkeitpl.ace •. 

Chapter 1 



Introduction R. Frankston 

Once the framework of the marketplace has been applied 

to a single computer system, it can be extended to a 

distributed computer system such as the ARPA Network. By 

applying the framework of the marketplace to the ARPA 

nP.twork, some of the practical problems encountered in 

trying to of fer services via the network can be resolved. 

Chapter 1 Page 13 1/18/74 
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Services In a Computer Envircna4nt'· .R. Frankston 

CH.lPTBR TW.O 

The qoals of a ooapu'tet :cysto UI atn A-'V"ir:-<>IMlent for 

services and those of s-t11~vrd• :~th1•itrc1 ka'Ye 1iUc~h in. 

~··in that they both repre9'elrt. .-tteapts :to control the 

cclfplex·ity of coaputer sy.-t••W by;4*:ai1JP:hq ''itlle-,,•en::•i:e-es 

its interfaces . with .:othe:t· · ~.:" :JJ:n' 1ana"lr.f'illq · one 

proc_fr&a the internal opftlll ti:on iOf ~:tW't. nin~Y i:dli&l ;,pr04r.-s 

it calls upon is net :~rta11t.;·~bk 0praq.ta• ·-llOnle · is 

considered to be fully responsible for the service it 

pe:rfOJ:ll.S. Thouqti. one aoctul.e. ··-~ m!t• iUSe cot; 10.ther 'services, 

t1"! user of the aoale .. is ~-~ f1ta.· •·· -~-.. seconcdary· 

services .. -·while this :app~ 11.as b.- i~&IND:ldl soa i.•DJe'.· 

proqra•ain<J i:rojects, the :facil~i-.s ;~llic~ll f Or p~pe:rll:y: 

protecting 

inadequate in maGR coapu'te:r JQ'atiem8. 

The c.oaputer aarketplace and suuct•ret\ proqrnainq 

share the ta.sic qoal ·of •ak,tuCJ. li<Jr4 ef:!ecti:•e uu i .. of the 

coputer syste• •. 1mle ·.desir.a : '.lf:ornao4da-r,iPty steas fi.-o• · a 

neEd to debuq a laECJe pro4Jn• · . b'y analysis of local 

Chapter 2 Page 15 
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relationshi~s between prograas. Por the aarketplace, 

modular! ty aeans that each vendor \takes resp.onsibili ty for 

his service th•rehy r•li•-.!DCJ tbe .;:; •au1·:0~- '. r0011cerns about 

the details of the operation of the service. The ability to 

assign creepo:nsibilitJ. ia i:aportalRJt '·ch ,loc:alinaq bugs in 

p~<>cv:•••· OH c.tlll . ~•WR tlM-tu~ a cbug A•;. in. o••s ·4'm 

· p1:09raea or aot • ·If DO't:, ,'tJlen _ q\lte ba9 -ii• eM Iler .fill' ano~ 

aod.ul• esd· 'in ,tMJd~clt:._..e,: tht--••aa~1~nail>l• ·~-·;the: 

aodu-le caa- be -iafor:aetl• or it .is i-t 'th ~dao.a to the 

o~her ~ •• ,In .tb.e ._•~•C:-..L'U• ;Clear 2JUtei9811!@t of 

~~ili;t-J ·tit :ijDecemtf ·.for S8Ala11- ·; ~·ic~n<D.tad.ll" 

servicea ·ant for zes•l•'tiGD of' ~tee.-

Y: - J ' '., ,,$ 

If -the coaiput.er.: i• to .... .,.,._, .. i..•·lf•· pro'W!tiaq 

se~•it:ea, u- A4•CJ•ti• ·~·~t .us't· :M.11eMibope4 ~:ioE: ~ 

f.inaaci.&l tranaacti••~: a880C~~ .JU~::' ·rtM ... ,.Jt'1~ia4i ... -aad 

_.lliag: Of1 
• '~-GeS UOQ9 .. ;tla•.i •p&~t*Dt• - ,:ia ' .tht 

auketplace.;. . fl!o&te ta.ea ,~~a·aply;! ,111atie.a91;.i~ .. i poaibl•-· -.• ·to. 

transact business, the -•»k~l.&Oe£,-t ak• tti:e··.'•le'.'.ad 

purchase of its services •ery convenient. Tke financial 

syste• is, effecti•ely, a systea of reso•rce allocation 

si•plifj.:ed by tile ,... ·:0f a GOmtoa ,,, ..... E•':r(&on•J1 for 

ueh~i1l9. creeotu:cea. .7Ualike ·"ltDJ ~•1~ ~:: accova-tiacJ; 

for the •• cf co•p•ttt- ··,re11011r~stJa•ttina8!11da.:l ;:Syatie~:Rf. 

tb• aartetplac.a is not ,._nt •i·91(ly . ~ " .. • ••ns -of 
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allocating costs of the c:oaputer ;ia.&rdvare-,,. it aust: permit 

the assignment of value to resourcss. .';(t~ited by vend0ci;s and 

embodied in the services provided. 

'rhe aarkeitplace puts:requiaeaents on·s:erTices other 

than ·those stric,tl.y dictated · ·b.Y: ·~ed,·l'roqrallmi.:ng: .• If 

serv.i"Ces' are' tt> :.be sold. to rcODSu....S CJ(as · opp:ose& to 

Sl>@c.ialists: and · il<>ph~~a:tioate~,r~D-,.: iJi :~il .coa.petiitive 

aark.et,. it. is i..aporta.nt tbitit the sEtrvic:•• j)e .attractiwe to 

users. In -addition !to ttul c:Mllac:1ludtstdics of s.pectfic 

services., gene:ral factors .·· · aim: ;;cmntlfi:bnte. t.o · the 

attractiveness,·of senimot .. :;!rhe;,~lftl.da: ,, · .. 

- Coavenience: ttllat is requ~d of; ·, t&e 11Ser to take 

advan.ta:qe •·.of tae: sesdce?uflh~ :~.- the usec ,,it11ov 

outside··of .his .parti.calialt llllJPMaticm:area;?· 

'')' 

- Coapli.•tte~.:· :1!US>t t~e.,'Q.Se~ E. i&C_.. caU\J.Itle fier.,..i,-ce$ ·it:o 

acc:roaplish hi<s ·4oalJ? Cui a.,"~lMlll tae CJQdl -tiarouqh 

the vse :of .·a ::s•al:J;. >.n~ 1: ·10£ s.;:JSe:rm.tces. ;taa:t -e•n 

:.Coaaunicate :in·'& ooaaon laaq._..? ·s::- • ~ ·~ ·· 

- ReleYance: Caa the 11ser. ·•sp:ea'~ :it:4 .,tife ,~4ie"rYic« h teJ:llS 

. \se&niaqfdt tio·dlia,. :Oa •Mt' he::ltM1'Q4'0ae &feei.•l ·p\ttpose 

la.:n9uage? I& th~ ser•ice i>a~face'Por*•1'ed ·tovar4 ~ 

Chapter 2 1/ti/14 
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user•s prcble• or avst the -user aake' thll<problett aatch 

the -services available? 

- Safety: What risks aust the user take in order to use 

the service? Is the ser-.:ice·so power~ that .a" ainor 

errot!· can be catas.tiropaic1 ·fill tbt :aser be .able .to 

predict t lae ·ef f-.et · of hi a 'r~t "lvD099 't:ln!r; · "~bleLpte 

of least surprise~, Qply ._~, .,..., .f'.,.e :'.})eha.vi.VJ; '-.:Of ··~be 

sen ice ·· conifor• . to that v1dt:1l : 1*• : ..-r: • iD% uiU•ely 

expects? lfhat aslla'ranaes cloes t'fle · 'Use: 1" tha ve. that .the · 

ser~v-ice · •ill be · saUsfactocY'?. I~ :,::tire?;-;- se~ , is 

unsatisfactory, what' aptHtat;s 4aea .ttre aser·u•e? · 

'?be aia of~. er.eating an ellYiroultent , .for. coaputer 

services is to siaplify. 'the a.~~l'ACJ ··~ aervkes.·· ::SOiie of 

the techniqoes ... ha-.e .heo,...alltioaect ·.: ....... : ~u ' -pri.aary 

technique is t~e decoupling of services by requiring that 

·the T-ettc!or Of a ser•:t:cw~~ 'tabJ>l?.co9PJ1e•:, lr•....-.ltdilitt for 

his serwice at tll.e " .iat.r:.faae to ~lle°"n.ice. ,,ll±s<:is a 

prereq11isite·'for .tte ·1c:·rite1\iaiilistie4= ~- '.:Sbcffe.:lcThe<.erY-tce is 

convenient if the user· need •t 'be ·a•re cH ~~ de'tai:l:s of 

i•Fleaentin9 the service. By takinq full responsibility for 

his servi-ces ;tu ;yen40r ~Yea: the·?•••~ •• .-J;l :clef:i11ed aeans 

of findin<J~,wlao ~O'-'•PP•l>~to ~ WHa aay Aapecb of·;~ raer.vice 

i·s uusatisfactor,y. The· c!eqrff to which a· ·use~ or ,.-ador can 

Chapter 2 Pacie t8 1/1:8/14 
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be liable in such a situation- ca11_ be limited by- contractual 

arranqetent be.tween ~he user and the y.en<lor prior to 

accessing the service. 

The .f in'EleiaJ. system of· t.lte aar.ket1tlace also supports 

these market.~lace criteri• and i.s ,4-.i~~ in the next 

ch.aipter. The probleas of · deyelop-ing" !St..Oards and ~sign 

criteria for JJerYice is . a am:h koad#lJe::PC~~-~ titan the 

design of the enYir-on•eat f:0r SC!rv~es .and is beyond the 

scope. of this tilesi·s. 

The a.vailabilU;y: 

competition, is nece-ssary t-o provi:de a •crti:tical. u.ss" of 

service wherein one :is likely to Had ·a. ar•l.'ca· apprnpriate 

for- .a particu.!ar Jtask' er ·"one ·mm- :,·,-£incl a '.Set,, of services 

auitable-..for the ta.stt. :.SeJEYi<les- aust :KSO 0. ava'i.Joable, t<> 

be combined for the creation of aore po¥.Sd..ll'l s:e..rvi:ees .. The 

competition between services in the aarketplace is a 

primary aotio·tion fO'r nkinq ee~ces: a& a~ractj;:~e as 

possible. To pro:Vide an enviJ":,ODMJl~ ·'ill' vA;i.Qh · . .a.a :4ell~ices 
can be •ade available' ·to the ~I':~, a uifQ-J:• •anner, 

it is necessary that the users and ~rvic4Ul share a ~01u1on 

pcol of resources. This c_a:n. be clcme. IJ.,¥ s.hal:ling a. $inqle 

computer systea or by establisb,ing: . pro~ocols fQl' 

c<>a•unicating .between serYic~ ·•it,~i;Q, ca d.istributed 
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ccaputer systea. In this latter case .. the •rtetplace still 

appears to t be user as a sinqle sha.red CtJ9PUter sys~ea. 

Since co•petinq ser•ices are sharing a coaaon coaputer 

systea,. it is necasary, that t.'Ur:: i ba'll:~ ta;,•~•• , ~at no 

ser•ice ·can in1*1."f~ "vita'· airy·.' b.Claer,.-~c..:~ ~her 

aaliciously er . acci4eatlJ• · Interfweace: ·:·aa ·occur •h·&•· a 

database a~ aherecl':, ··- a .proqn~.,8£' 7.-..-. or e:wea: ... 

serYi.ce is unaYaUable beca use•~-aae ~-~'ta .. e'daa ~JPJ~ the 

capacity of the syste•. Tile eli~ of~ 8Wtl1lta4 

interfaces •ast not prevent noraal int•ractioas bet.ween 

be able tO' caatt:.dl t:Jaese inte1"a~· • ~t , •.tile'. :99JN1or 

can select! ftlf· ·any :access ~ ·M.irf •rsie81 ~:· ao, t:kat -tile 

user c.n1 .pre'len't: c. tJae :Yen6or lla:YimJ; all8lftllm:l1Slli4: 1 •J:ees& to 

·the .aaer•a·11-. or:~~·· amt'~\90.lcas.JllD>t>rat.cb:tla•.'fld.~ , 

of the subsc:ri.Oers.. 

T'he co•pu ter s}'lfbea as •a . ..rta.plamr ~rs ·fr.Oil 'the 

coa~cr rSfl!lt:ell, '49 a~ "1>!:09R~ •llft.r•w~ ~· a ·~ no~ 

ctoinCJ hi,s own proq:~ t:IW .,.._ !3]llU'IJ't, ~ide all 

interface to its senices. fte .pa~.~ 1,tllbl: iacedace,. 

vhich· is si•ilar to. coa'Yell~'ioaal· cotlililD4sp&oc:caaors.; is: to 

si•pli'fy t:lnt accessing of:· .saryiaes ad toi<<1NU11it: hvsiness 

transacti-ons ·asaoc1'ai·~d wi"'tla ttaese ... ~cea t. to be aade 
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conveniently. Conceptually the user can be viewed as 

accessing the services fro• a typewriter-like terminal, 

though specialized terminals and interfaces are also 

possible. It is not, however, reasonable for each service 

to have its ovn unique aode of access because the user 

would be required to learn the idiosyncracies of accessinq 

each service. Thus the coaputer installation aust provide a 

uniform access interface to services. The user of a service 

can also be another service so that the interfacing 

protocol aust also be suitable for use by a proqraa vithcut 

human intervention. 
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CHAPTER THREE 

THE PIIAMCilt SYSTE! 

As explained in the iatro4~~iGll, a Yiable f inaacial 

systea is key to the 

marketplace. ~he. purpo~ .. of tlJ,e f.i-.anci.al .sfste• is to 

perait stap4ard .. busi11ess .practi~••". tf,l ON~ate, within t.he 

fraaevo+k Of tJae aarltetp~ace. Jlais aj.f#Atr.S ,j,;ea,0~he~ 9P•l ef 

aaay e~istinq coap-.~e~ .~41sa,9~~· •cc~nua~iag~•-rste•s as the 

e•Fh••is is en the transac~ion~L N~#MJlt tile s~duseriluurs, to 

the coaputer syste•. as .opp9se• ... ·~·'•ii0•HUCJi:· tlae· .. ~ost•~ of 

, 7:Jie Pt:ia.ary .. iegtJ.J...-eatt•t: "C•tv·1 *ae ~f ln4aci•l ·. ~-•Y•tea 'ls 

that users. have ~onfi4eace·l•· j.t .. )Cq~t.j.4~Jtqe t:etui.E"e~.not 

onlJ that the synea be, .~c••• ••4:,,tiaaq,ortlJJ« .. · )>gtc'also 

that the systea be con•en~••t aa4 siaple··.e1.a~tCJ~ to use· S<> 

tbat the user c•n be-.at ease. ··•lth t'1•·§J4'~•• an4,aot •01:i;y 

ilQOUt beiag ·~t t~~ ,,aez;~J. Gf .a:" ts1s••'9Bttl_a•t ·1'9 riff$ aQt 

understaad. Tb.e 44'qree to waio~ . tll•.<:•ser ·,CJitll ~trust.: tile 

financial systea depends, in part, on peraittinq 1::1'• ·11>1•1: 

to apply his existinq experience,, vi th the conYentional 

financial systea t() the a,ew ea~il:oa•ent •• vell , as on the 

correctnes$ cf tb.e al9oritlaJ1s .a$ecl.,aQd ~he inteqrity of t;ae 

Chapter 3 t>aqe i3 



,, -

The Pinancial Systea ~. Frankston 

computational aethods used within the financial system and 

within the services offered. 

It is inevitable that disputes will arise between the 

asers: and Yendor s of ser•ic•s. Ulllea-s clispetes aJte resolved 

fairlfi the participant-& ao_ aet llaYe aay ;recourse within 

t:he ••rtetplace- in.; ttl-e ease of u•-ti&fact6ry -se!'wice. :rf 

one ••st-· pay· ·'fer a serYice e•e1Fwle1l:' -'it 
0

- :lifi.8 n-0t · 'been 

pro•i·4ed' satisfactorily. tile - rtflts·' 'tn.el'fed ' ia ttsinq 

services •a o•tveiflac 'tlley ::<: ,Of.@iltial ••Hf its~ : 'central' to 

tr.e·reso1•tion ot·;41..-t•s is ·tr.e~•e.terlli'4tion·'of no the 

respeasibl• pat'tiH ate. foi? ·if 0responaflility eaaaot M 

assigned no action can be taken to reset¥•-- '"i atsp9tt..; Poi 

the vendor. the recourse in a dispute aay be to deny 

farU1n·.:acceas tcFlls &ervU:e. ''IH""ae4t1'·0Jiaytiffif'-iftilncial 

l@•e£aqe~'ana cteaf pattaentJ·enti1,f·)t•eil--.sc<r1te""resbliea.· 

Tia• f iaancial syfte• nst ·Mt:, al>le ·. te"' prOteet ttie-- user•s 

rigflt;.' to witliiold the payaeata1:·.cfot·';sti•ieeil~' 'Ili'1 ,.otJa~r 

woEis. 'ith• · fiaaacial a;stea ··-' ···1s 'a'·· 1Wtr•atit5' of. the 

partiaipants; pajieAts'· "aret:net llile ·11a1h11sei-fie4ts!5 '-
4are li~t 

ptoYiclecl - wlttrout. '"'thl:ti. atitli6tiatiea·_;;,if "Eu · iitete~t:~a 

pai:•ies. 

In day-to-4ay basiness tiiil:asaetioas· a 'ntt•ber of 

conventi«>as liaYe been ~,eStabllitlNia·: · t&· tieilitjte·· .· ctuuion ..... .:~. 

·~ 
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occurances such as the bttyinq ana sellil'lq of lie·chandise and 

to p:cotect the interests of' "participants. When the 

marketplace for· service is within a coaputer system the 

methods for financial transacttens d'iffer''fto• conventional 

methods because the transactiolls :f ao not '·iavolye· physical 

assets or produce vri tten recotds. ·."It -.9&y ''be c:arcyuetl tltat 

'O'ne ·can ·cont'fnt14! to itpply current ~tri];·ces of usinq 

vri tten 'riotes eft!n 3 tliouqh 0 'flie ... ~se.f.i'lces 'a're vi thin the 

comput1Jr syste•. Thi's·'is'analo«jbisc to f~e!Yin~ a siparat-e 

bill ;_for each 1 'telephone ·call- ene · ifahs~ Tlie 'tiU-r<len of 

liandlfn9 the 'bt!ls 'f'orji«ftfLsaai!t traiue~iiiifi veu1a··etceed 

the ad•in·t:ages of '~- sueti • tan4iti!i ·rec8rds~·<i1n · o;fa:c~~ in 

convent.ienal ·traniactioas, the p•eltlff(ef :~ 1':pree•ssinq aany 

paper transactions is leadia9· · · te "'·tile'~ ·'tletilepaeat · of 

The advantaq~s ·of a, finat'lcii! ,, itetea'-'fteslt)ile4 :fer~ the 

'market:plat~" HF t bat it'° eafi' ,..},reit.l-y · slapltij -~le:Jtsuytn.g and 

se1iiri9·of 'service!*>. I1f''desiqiiin!'.'i6eta aLsy•tea' one aust 

proYide c·cuntei: parts to t-raditiotil1 :>fiaanciar·- isafeg-uarcls 

such as (JiYinq the su1'scrlber- COi\'ttol o¥ei: ·· liis -- own·, assets 

(i.e.' n-o paf•ent's vi'thout. s1lltM'tttt•t•s· fjerllisstbn) ; aad 

adequate re~r4s to qi.We ttie s'1-bseri1ier t••i'~'..-.ivilJ.~1>.t• of 

such conventional rec'&rdsr as 1- t~t.~,'. ieheek~st..ebsr and 

iteaized bills. Above all, of course, the financial systea 

Cha'pter 3 ·Pa~ 25. 
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In the •arketplace•s financial syste•, one pays for a 

service by transferring money fr<>11 the 'WSer:•s account vi th 

the installation to the Yendor•s account. This transfer is 

really authorization to the: instcd.:lat.ion manaqer to 

consider •oney farmerty bei:n9· beld<Jonl -ikhalf o.f one u5er to 

thereafter belonq to ;ano.the·r user• . -1· record- of the 

t railsaction is kept by the fin&Bd:i-81:'· ~yts~1 and f\HlCtiOlls 

as a · receipt. l bill clan be con&i'dfted -t-lle coDTerse of a 

pa·yaent in that it 'is a re'C)ues't ;•ade'bY 'a ivendor ·for a 

transfer of •oney ~from;':tlie'-"llser•s aaoftilt ''tjt>i"'the v-endor•s 

aceoun't. For · si•plici ty, ve d~fine -a ~anda'r<f tftansaction 

as consistinq of· a b-ill and i:t.-' assoei~d- -paiy11eil't. In 

practice, the bill •ay not be paid, or there may not be an 

explie:it bil·l ·asac>ciated with the---payaeb-4:'. 

As' pointed'· out abo•e,- - ~lie- btrrdeiF'~ 1prooess:incr -the 

bills fro• many ser•ices can ' 1fe · quite hea.,:y."' It is 

tb&refore necessary · to •ini:-•i--ze -•anual' '~slnq;' of the 

transactions. rtost transac'tions alfe faSs-1,lf"'~abaa:'.r-& and- can 

be dea·lt with: in a preditta-lJl~i ~, o:rr "'autou:ti<fn.-an~lr. 'It is 

only in the &xc-eptional. ·cases ""tha 1: i~nitervention is 

necessary. 11'hus one aus-1: be able '.to apeci:'ff vha,"'t'. action is 

to be taken in -the normasl· eases a.n~ -~ c0-lldi·~!ilons1 a~e- to 

be considerE'd e-Xoepti:'ona1 ,a:ftd ~iiberetif' requfire hu•an 

attention. Siaple. exa-liples o'f 'a.'lf'to~lC' . <lee~Sions ar-e 
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default li.•its for spending iU.l'd 11-.,~~~'utOi . ..p&J· a bill 

v-hen it be-_co ... :4lle• 

,1'' . 

If .the .speq.tiic.aUoJt Of;'.' b:Otft:, ~-ti.it.;. ar;o.c;-.ss ~h 

-.-tra~...-ction ,is ·, it.seilf · toq ,, .'(:~~~~r.: -"* -~-du~ pf 

a~o•a·tic p~~••inq -Qf .. t.r-~o_.. ie.,.:,~ilPat. --.. ,~::J>asic 

·cJ."t;&;Cf,_(M ,~. ~c~4.a-~:M8~ #O~~lt~-· -4,,~e · 

spe<:ificat.J,oa .pt~_ llJtj~Jb t~~~-: JC••~· -•'8W 

pEQOeS~~~'',tr~ ..... _ .. ¥s ... ·:Mt-~1411#. t~~-ng--~ · 

.ov.a..Jtor-e"',.,~IW;a~ scr~~jO~~ ~~~-rlwt. 

1.'; 

l standar4 .t.m.....-~ l'l9!Clallt4'...._ tsqari~ .abcnrenas 

consistinq cf a request for paJIMllt (or . a bill) and tile 

,qqrr~\~•• ,,._.¥-!-, ~ ~ t~ctPtM ~114t'.i~<i;tVllll. tile 

t~anE!_act.~ -uc~ ,, ;co-.'-1.1a4 :a •.MJ;\.f:Mlat~m o-., ;_:MAC1~ 

~nder. vlt~~.:~Jl!llN.l~.-- . .1.;&..·to -~~c~,·-MAit•- ~: ·~ 

f$.peci£i~®A411~1PM -s'*Ae ,-,ffil'.,.r•termtl -~~-pay~ 

is ·- to_ ;i.. · ~•tt ·aacl ~ ~ t-11• ,_. ~-..!llJllMllJ-__ .,i: ~~ fJ«i ...... -.,.: :; ~JtiJ; 

a•ount. ia ".~Uy the ·cpE'°9 ~,-.:.•-,MM .,.._. ,-een- '.t-Jte 

Q:Sers . ac~~ ~-- . B)U:'d.ce• ~ 1-ttfa• •••· 0 •• .~_. ~··*'~' . a 

oless i;t,; . .ace._ - hlis "li•i~~a·.._.. ~r::'" ~ 

SA:tifffapt.Ql:'.y., h .... ~l ·.1'-he '-"'l'.'n'/•t;. a.-r• SR-.iti-4· to 
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cancel pay•ent. 

B • Prank st on 

Grouping transactions toqether into aeeoants provfaes 

the ability to consider clas•es ''·'of :tfaa9actions~ Reither 

than considering a'll ·paf*ents •t>tt 'ibe;.- d-ae fte• one larqe ·· 

account that t'he subserlbet 1uls ·wittF.'t:fte ,;installatc!c>rt; 

smaller accounts : tor spec ff id ''pttrpeses r;ean' ~ -·•a!:-ittlfi!-nt!!.' :' 

This has the advantage of per•ittinq li•its to be placed on 

each of the aecounts so tha't ·an e.ftetJ<·tiill 1aft thre~el'l' the 

user• s total balance. Associated witllt -'ea6h account are 

default values for transactions and tota~ liaits for the 

account. 'l'!ore i•pdrtantly, the ' user~~caJr 441.gate aet'lority 

for •anaging an· ae'connt. 1· ·ttStt'r cin petili-t<aitrusted vend.or 

access to an account· to·· ·cb'tle~i!,tpetloclicf:.'f'af•ents. He can, 

however, still liait the total aaount that the vendors with 

access to tile aecouat eaa w±iihtiiaiit' ;'f&f'!edurse,. 'tlHs is 

against a background of contractual arranqe•ents which aay 

give the us~r<1iq4·1<:-rigtits te~,still Jitie!•i•·::;fis·ipatlients if 

the vendor has not satisfied the conditions of the 

contract). !not ker lldva1ttaqe· ef"'.ltaviifhhlt"ijtleoaettt'>Uitts is 

the structuring of the user's records :M')'f'bt he •aY •ore 

easily evaluate his financial:po$~~i6n~ 

Th'e specification of who can ae: ~'trllattL1fith ll :user•s 

account· •ast ., ··be· f otlialil!ed 0•10 -:ctlfa~ tie i1f8*1:! : ••n 4elegate 
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soae of the responsibility for aanaging the a<;Gq1!,'t-llitko~" 

giving up full control. The ability to liait the aaount of 

responsibility delegated to another s~~~ih,er siaplifies 

the user•!? task o( aonitori,a<J the "" ·Qf. --lli~ ,ac;qoun~. ~ 

can defi•e f:i•e roJ.es •hkh a -~•t=ri.~ i"C,4"·:MY• with 

respect.· to an accq1J•*4 '1\e !H!Ci~lttt~'s .. , _fl'Cq~.- to .·an 

acco~~t. -4epenclll oa Ue ~el•• he. iaJ.-:·P•J•i~"4 ''~'.'~,...J. 

ovaei: ·. 

acco11at. •.. 

'; ,-

lay exaaiae the · .st•tq; .,qt : ,,aa -,~CQouat.. . by 

-1*8'\iag. t~ baluaf¥1 a~ .. a,aJ. t~-,~~tj.o~ 

Begae$to:c lay ··••k• . ~•CJ•••*'f i,ipr, !f·ll'!¥1lt• , f WC>•L , tile 

accout •. 

Roles aust also be cl•f~ed wit~.• -,~,J~t :.,.o .~i:•a•actioas ·. 

within accounts. l subscriber aay be giwen the ability to 

claaage .,tlie t•9QD~ ~ff"•~t,4 . (i~•• ~11eci~J .f~~~ ~"Q"--t .,,qf the 

bill).- can~•l t)teJtill, ••ti.ori••r,MJ"l\('.'ta..,a•~~gli'oae, 1 a~ 
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appropriate access to the account 

R. Frankston 

with which the 

transaction is associated), or to siaply examine the status 

of the transaction. 

The systea of accounts, transaction records and 

controlled access peraits the user to siaplify his ovn 

processing of his financial transactions by being able to 

delegate soae responsibility for their aanageaent while 

still aaintaining overall control. Por exaaple, even when a 

user delegates authority to aake payaent on his behalf, he 

can liait the total aaount that can be spent by siaply 

li•iting the balance in the account to which he is givinq 

access. Typically he aay qive access to accountants or 

others providing financial aanageaent services. 
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CHAPTER POUR 

An i•portant criterion -design of the 

marketplace is feasj.bility. To. deao~~S.e: :the £easi.bilitJ 

of the requirements of the coaputer ~,yJ.ces and . the 

framework fer the 11arketplace an iapleaentation vill be 

pi.esented. A. oetailed iapleaen~'1ti011 .m•~·-~ :~h&t:i ·points 

be clat:ifiEd, that are Ya~tte inc t.he· -1:-.raJ.; · .de•rip.tion, 

such as the exact method of reques:ti:JWJ •·" set'>Yiic• a.a\L ·U1e 

exact capabilities of the financial systea. The ftultics 

syste• deYeloped CQQp~reti.yei,y ' · bf'~ the ftassachusetts 

Institute of Technoloqy (Project RAC) and Honeywell 

.Xnf oi-aation S..ysteas trill se~•e. a• . Ue::; basis tor the 

iaplep;Jtta_tiCJl. . S.e. lppudiS~ ~ .l: .' f.er •:a .. deac~ipt.iOA of 

fh1ltics vas 4esi9ned to.,. se,cve a.s·. ':tjae "ltasi& fo-r. a 

coapater ut.il.J..t,r •nd . thus' coa•, ~·l<Mr.er to: .. a~ia9 ··the 

requireaents of the u.rketplace . \,._Li. a::t'llec 

generally aYailable. llultics can be ext.ended without qreat 

aodification to .. ser•e· •a t.he a.•i•. £-or,, j:.Jle '...tketplace. 

The.re are ot.bex- srste•s th.at. C:M14 •l&tO •rYe 4a be..s·is for 
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systems and BBl's Tenex systea. 

In specifyiilcJ acn i·•pleaent:•t.l.on ,., ·one ••st· first find 

representaticns for the ele1rents of the aodel. 

Specifically'., what · are the: r•pnseata-:t1.a:• for· the 

install:ation aaaaqer.,· ·:tbe nbscri.bers, ·ser1d.ce:a aaa · the 

financial ayat.e•7 

The. instaJ.lai.a .aaager t.atets oil" U.'-r•sponsitdli,tles 

of the :hltica syat:e• adnai~t:or. 1a. · .. aabse&-i•tta ·an 
;:· - • ~·:; 'r:.. ; .. •· , ·-~ ·.;:· ·. '~ 

l serTice is '•aaeatially any. Rllalll•· cella~it.y oa tile 

ee>apater- ayaea. Gae.; Uy s4.apl..Ji'~-\ ..,. ... Qi· ac· Cla!tt'"·~ 

by subscription aa4 then prowide .. the aerTice by. qid1t9= ~ 

aser access to tke data. lore interestiag are serYices 

whicla act:i.~•ly .per~or:a a·<faar:.tioll:~,~---;,,; l>e3~•pdiiented 

'· ·;' 

- one ant always be-:&tJ,le 'to :C.twt'Jd.'ile ~espoa&ihlli.tT .. 

TJaere auat be ao «Da4wert:ifMMl} &tu; Ufeota:. S.h"-7~ ai4e 

ef.f'eria are ~f'Pi.cally: ~1le• ~l't!' of ••.tln9 te8oa:tcea 
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without clear assignment of respon•ibility. 

- The s\lbscribers aust pe; p~Qtfitc.t•d.,fro•: each 9ther so 

that,; Qne 11ould not nor••lly be,afifef;te4; l>·Y !-h• o;he~'i 

mistakes or atteapts at pe~etra~on. 

- The user s}\~ald coa_.id41~ the, serYi~~ t(), l>e "black box" 

and just view it as soaeUJitt ~; t•~es ~equests; and 

returns results. 

- The representation :; s:4.t:uil.d, not. pJ:eyeat a service froa 

11sin9 · otll11n: 1:;erYiceiJ• 

·· - Tlt~ Yendor:s of ,,se.rv.icef, ~~·l.f:l.y-~ ~8~ .. t~ control 

~ccess to-·. taei +.: •~~~e.s •. • 

- services should be able to operate asynchronously. 

In Multics, these req11iret1eDi~s ;Can be~ ae~ .. " l>y running 

each subscriber•t; -progi;aas in. .. .,.. ~~rilter .PP:.eF.e.$S~·. Each 

process is identified with the subscriber's principal 

identifier (or access naae). , T,hus_ ., t~ .id,:n~ity of the 

subscriber rrunninq a g.,iven. :P~rQ:~ ~1 ~r•i~~~.4t all 

tiaes. 
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conventions aust be establisfied for coaaunicatinq with 

services. Since, ideally a service can be viewed as simply 

taking. requests and retarnillq"a result.we· can associate 

with eact. ·service il ,. 4aeue of retwits;;·. Per' eacll'qtueue-'there 

is (at least) one process that rel.is ·tile rettaest.a · and 

perf oras the serYice. The details of. the iapleaentation of 

seniees as process.a~ aasoeiatea-· wl'tll 4M1Ms ~ts· deacribed 

in aor• 0 cte'ta il i It A p,,en-ai.Jt-~ l. :.~ • 

Process creation ana coaaaaicatioa between processes · 

Yia q:weues is· aot· nry esf*lltive' iil· ·a•ltics, - costing 

approxiaately a secona of processittt tille fer-' eae•-process' 

created. l'or aany services, how•er, ··this expense is too 

high~ · tnBteaa of requ'iria-f• it• 0.lt;.1Jr~Slill'' • senice aay 

be a subprocedure in the. user•·• prk**si'""""' are a'n•ber 

of drawbacks to tlais approacll: 

- Since the procedure is being ran · in the user's 

process, it, is · ti·~if ice1Jte'2 ta-; ~~en-f.ne, 

respo1rsiMlitY' £or asaqe· or- r'.aotces·.::. 

ao has 

- Since the setri.ce ·a11d tile ;:; uet•& "': prdqra•s 'shar·e · a 

-conw '*9iror-J· ·:flaore 'pts~ ..;:.·. •· ;- eoltilOIF · ~ 

space), they can easily coaauaicate vi.a shat~ 

storage. This use of side effects can obscure the 

Chapter 4 /; 
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interface and th\is-' •a ice it.~ - ~ 4i.f:fd.ctull: to det.eraine 

vlletner ,:aaaat.1.sfaetory·,' .Uri.ce" G$1Idle·;£·•ul:t- o.f the 

9'l!ndor 

.. . . 

- The: user ae·st be ~illi~,, t:o taVJR.:- the; ven&or•·s prol}£all 

sb1ce it· w;t1l.-~1111 . •i.-th-: ~" s~, ac::oesa a-. tit• user 

hill's&-lf 64ldi- MY thllS: ~, pel'Jfor.il i'lfdt:idm»ri. in.1:.he ~- •••r,s 

'b-aHc---d· vi 1*o'1tff:- ·.· -ld .. raqra ····- kft(.Bdal\tJe •.. c .irhia :is 

: oft&· ref~ecll;ta.a ':tlltt ........ .,.qW:I>~; • c".i<· .· 

,, __ -...~;·&eC.ue•r~tlH!''·~ has- a~ ~--llillltl.·•'t:.hlri ~ 

progn•· ~ ite' daila-- :i ealll.ly"> ~ ,.._.,~~:.:.Copp <:t o!f=- ;°th•· v ':pS:°ogcata 

beiJl'CI ~·- .:r..O• "lla"WCJ r~ ~clR'9 !if*11q.1:alli.:1b,-; JDBing 

only the aodif ied copy. 

There are soae partial solutions to the prob.leas 

ra.f!Md by t'iffliptiaf-i''t'c ;crft''4 M..._1.lis~ '111'thin a 

'eser*'s proc.a. •tlfW"'~.;:rot.t-*'H• -e.# •di>r4M}uH~;.•lii<rh 

'fly be·:~jai •fth ·r.a1 b•i·dfd•._. bp$8dld:eq O:e s~w-ices 

:<.rt -'i:K,-pi"egra• )on'~' 'tsu1••£pt.A4"l .CS.u•,,,._ec~:.tlta1tnelran9inq 

for •uoJi ii,.~tioa. , . L 7 
, "',. • -

· ·The'·&se 'iOf · ~lie lri·llg_sHo• p-ot.ott•il.nfeu•itanen•~~pa,1!y 

·to tun ·tile· otur~- pa.-y•sd::ifr4MJcan;i-,,.ia "••c::r:ea'tricted 
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environ•ent and. _thus re•oYe the , probl.9• Rf ai$t.rus-t in one 

direction. Por uaapile, if· tile Yelldn,.• .-.-,.-ice· is ,pr9vided 

as an inner ring procedure, the user •ay not cir~,'1JIV81lt the 

vendor's protection, but the vendor aay still •isuse the 

as~•s access priYilefJe•• S.ince. it ia YCJ ,iif:fi~lt to 

provide aore: thaa one. inaer ring · ;prGCee.re-, . iD • . CJ i ven 

process, this •edlani:aa :is: of··· onl.?.':li11l'fiCeabA~il.l-t-?-; Jn hi.s 

doator.al ~beai.8:-. ,, S.c:bod.er1 1PalJK>Sett {;&» ): ""~JlaNAJ.- for 

generaliB='Di}~rlJlCJIF: a, ·P91l•i:it ·~~•ct:· o~>"~1"il>~j ~ually 

suspicious subsysteas in a given process •. lhile Schroeder's 

·~ins pmwi4e· A ~b.lta _. .... ,, o6,,,.~ilMJ{~~-~ices, 

'they 11,,ave 1lat· b819Q, ::.i•pl.-:DUd· .'. tlM:c' •Ui.i; ~~ :y not be 

explored b.Cther ·.ilt.·tiut.dellCl:iptia ;Qt 't.Mr i~atioa 

:ri~- ~--~- . .,.,...._ -·~t·1'W~~.-~J i: j .. 

The Pinancial Syste• on Salties 

'Tae f·in.-eia1 · •Y•t.. is • :&pe9i~ :~J€Y~ ia tlliat it 

is aff.ere6 cby, tsS. ~Mt•llatha m~..-rt .~ "jiJ. •SM\·~·hJ 

aeaJily an iserY.ic•· aali.it·tlt••J •••t d:tlt• ~••lkMDt.1 .. ;. 

· repr.eaentaticn claoseJt is :an r·,;i:Qt1~,,.,_r~a9.:,,(~~ :.pl~~·~qe<\) 

procedure available in all processes. .J•J .. 4~iGs ~keEe are 

eight rings. The inneraost are reser•ed for use by the 

'systea ·an ls -i!IM;allat:io1Haacl cana?R• · •tt~e-.r~; .t>e •sed in 

all proeesses ewen tlloae that· .. aaec:als•4t 1usi•CJ •al ti~ 
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rings. The use of an inner rinq has :the virtue of being 

simple and efficient. It also provides a; ·· secure• :f in-ancial 

system though it doesn 1 't .protect tba't ·. subscriber .against 

errors in proqra•s in the finanoi.a·1 :syst;ea,.: a protection 

that is superfluous since, in general, one cannot ptotect 

against the i-n>lftail.4.ati.on una.Uent.: ~ndix' .c ~· qi.:ves' 

sample sections of the h1tic..s ·1.p~aers• flanual 

Accounting Systea Suppl~nt•1aind."-' ~· -W~.:~ferred to for 

aore detailed description of the interfaces referred to 

below. 

The e-ntry points for prog.ra•s .call!Lnq the financial 

systea can be divided into three main groups according to 

whether they deal 'J)r-iaarily. v:ii'th •ac:caants.;¥ ,~"tE'Sl1SaO'tions or 

ser•iees. •.or :accoants, the operations :.~t of creation, 

exa1ii.nat:icen, ao<lif'icat.ion ~of access - a:aa-·teraination. For 

transactions the operations are: -~i;9a'f authorization, 

payment processing and requesting, exaaination and 

assiqn11en·t to a service request. serdce~4qaests ·pa·ss.::the 

specifiietl ·.pa;ra .. ters •to the -11terYi-ae. suela<t request might 

also specify a transaction vhicb ~~•e~aeceice aay use for 

its bill. The transaction specifies an aaount authorized 

for payaent so that the payaent ~ :ean IHt adff imaediatel y if 

the vendors price is within the autho.ri:zet>ion range. 

chapter 4 Page l9 1/t6/111 
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Accounts· .are collections of. cl1t1ta re.pr:#&ating. a set of 

balances- anct..r.eJ.atic.0asbLps "ith . .otb~r jl®O\l,Jl:t&. Associated 

vith an acco111lt is .. a set of Jl~~ pi-iv:~leg~ •. - 'the 

foll:OlJinq i te•s are uia:talned "fo&:i--taecJt ~t:. 

· ft h.alance 

2) payables 

~ is·a·&ft·:Qi' ~.!Q6-,~n~:ancl~•:it,s 

~reeeatiq tll• ~C-;i>B ~ai.t., vit.k ·;tile. 

This is a lis't of traaaactioas ·· represe.Md!Ja4!:; 

payaeats fro• tlais accout to another 

3) reeehalil.ws -Tlda.ia·a,liilt of .. 1i~t.- ~~illcJ: 

~~~,. to·.:,...ia·· -c.ct41--~-'~1:aa -~~· 

aoc•Wllt • .,_ "'r•-Clbiou .::MJ'·····~ ·M~ •' 

4) ·access. 1is't Thia is a liS't of · aW..C1rl1Mtrs M••• ,.a-4 t:-.. 
accae• ·°"IM!n ,a<:Jl( .Jlaa.rto:; ,~Jae -.91qo11at~ ·!Ile 

8Gla8SS .,.ay De%. · 

oner. 

accctDt •. 

payaaster The payaaster aay authorize payaents froa 

craapter it 1/1fJ/71l 
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the account 
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and cllange -existing 

authorizations if 

•ade. 

pay•ent has not yet been 

requester A user vho has acees$· to:: request pay•ent •aT 

·ereate transaetioas,,to·, traasfet a•eu·nts ·fro• 

this account to another ; 4cco11at to vlaich; he 

has receiYer acc-.s. • · . 

receiYer Access to transfer pay•ent to this account. 

clerk 1 clerk ••J .ltst the:,8t4t.._ .of aii account. 

A·' copy· of each t.ransaction nacoJ:d;.;. ta kept· ,vi:th bottt the! 

account to which and the acco\UWY~~hich payaent is to 

be aade. It can be retrieved by usinq tile naae of either 

of these accouts . ·and its ... uai:qae identim.iter •. .,, .. Th~ 

transaction record consists of a bLLL"·and its associated 

payment. 

When creating a transaction, one specifies a vendor's 

account .. ". a .. user•·a :'>crccoun ~~ &lt'"' int~.~ (i...e~;,. 

Enlglish) description of the .. translteti.on. The vendor aay 

then specify the amount of the payment he is requesting. He 

aay change his a•ou nt so l.o:ng a-.s. •the·,· ::tra nsa:ction , is open;9. 

He freezes the ·. r.equessd a•~_ :- :llhea he closes the 

transaction. Th•·· v~ spec:t£iat d.':119\ ;·a.ount to be paid to 
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61, -aaoun t paid 

7) description 

8) whether ·oi:en 

9) access 

Chapter 4 

R. Frankston 

requested, ·the :aaoulrt autborized and 

for the .qiyen units. Pay.u11t will only 

be aad:e if ~ ti-aasaction is closed. 

If the accoant .is t:oP41a on ·tile speei·f i:ed 

date,. the: tm~"D·\•ilcli ·be :->H4e ·:when it 

is olosed..r ;::OltcJe ~':'•datl•-~is .·passed, 

the authorization aaount cannot be 

decreased because the aoney has already 

"-:O- '.~ ,.. '· -~~- ..... ·~- . 

The aaOGUt 1>4id s.tai.i, ~~tris -:repL"eseftS 

paya-ent- :ivh:Mn ·:has Ned :::t1t11Jtsfe.,red • 

.1.n • in-t•ll~ib>l•n J:&esc:tnption 

purpose, ·of , tile: .:ttt...-:t:.ton. 

The naae of the subscriber who may 
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'l'he l,o• level . entries _ into , th:e financial syste• 

include entries. t-0 Greate · Lacco\Urtsr create transactions, 

s·pecify access, specify. qu&nti:ities for payaents and 

requests, and rea:dillg the ·eontents. of transactions and 

ac:couat.s. Tll.ese ar• descri•ed .. ia;lappendix c. lppendi:z c 

also iaclades itli& entues use& .. ~o ,-.re4Gest. serTices since 

tlle .. ::£.J;.naaciaJ: ,. aystell ,cc::tJs &a<~ ·cut.erae4iary between 

serYices. ·\ 

It isn • t. sufficiea't. to :spaai.i£y .ae interfaces to tlae 

financial systea. one aust also be able to •ke effectiYe · 

1J8e of .~.._., fte ti•·'U tile:,., f,~.t,1.syste• t'U·~o d:eacJ». 

than ~ai.t tR!ll'SfeP of ~ ... bet.m.r< users• I.t. i.s al:'so a 

aeans of proYicting tile subscribers to the aarketplace· with 

CQatro.L OYU ."t:i..ll ~;f;i.na~al; rc)a<.Jiia'J!9.. In aa .:.e~~ 

where there .az:e '.'....,, ,uaaaC'biGDS:1 ·~11eiBCJ aaae. effectiYe 

control aeans not only t•at the subscriber he a•le to 

ctecide tile · fate 0£ each traasaattGR._ ~Jn1't al.wQ c.ti.t · ~• i.S;. 

not svaapecl. vitdL.t.Uihl tkat ,, ... .,.14 ;:i.tender Jti• unable to 

deal effectiyu,y. :•.ita .iaponant3·W-.-,ations. soae exaaples 

of siaple transactions: 

.case ane: a· aser :'}Jerchssea~•· senice and pays in 

advance. This is siailar to a conYentional cash purchase 

except that a record is aade of the transaction. The user 
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asks the financial syste• to aakl!''1l ·pa:yaent to the vendor's 

accO'ttnt. The user then sends fte ::s:e~•~ee· request to th~ 

vendor along vi th the identifier of"·~' tntisaet'l.on. 

case two: a user purehases-- a· si.n:-•ice but d:oes trot pay 

im•ediately. ·The u·ser· 1tat ·~fl!.~1-yn . .pass pitraffters to the 

serviee am} - the 'Servi-ee) Will" in ~il'' •a1te fF · ·t'eqtief;t -for· 

pay11'ent: to the \J•t-'•s flCC~t~'~'.]:.fi:·-·~er '.t~ !(f 'S0:1 th~ uset-''· 

must give the vendor'~ccess- t-ti nk1! pa~tm't" requests and 

then n-st coaS'id'•r the ''tequ~-t; ''to di!Cld•' ri-etlter to aate' 

the- paf"•ent. -l simpler prodiaur'e is:' torr; t~" 'ttser· t-o ~te 

a 't.re.nsact.-ion ab\\'.: then gi•.ei ttre::tv~r-'~e~•g>:;,onty t'd'-ith~-j 

partiealar t·raasactioll. Ifc:the \lse't:'-:·1:expeeu::.the1 'Sertice to: 

be satisfactory, he may specify a •aximum payment f~T th-e· 

transaction and a date on which the payment is to be 

autoaatically ede. :· · n:a-1 ...,,;::: ulll~se~·it~ service is 

unsatisfactory or the bill is hiqher than expected, the 

user n-eed' no'1:· be botti-ere'cl' vitfi:·,,leCi.di.tiq' 01fpa~t.nt 'for the 

t ran s-a-~ion. 

:: t 

case three: · l' user wHrhel;""to'· pay a: ~oilP- of 'Tenders 

automaticali:J but litit . 't.he" tiftal''Pf!tyaef1t.~- Tlis is useful 

in ~ayin9 utility~ bills such' as 0 cjas· ahd' 'eleet'ricity·.' The 

use-r can· create an- aceo•1H:: for 'llH.s· -pa~• aiHt· qiYe it a 

balance .. · equi•ait.ent to>- the iilarlM•~allodile - .; :paynl'l-ts~ He· 
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can then 9ive t.,e app~pr4,~e ... Yf\D.~Ji .t ~~i . to, .. ·~·~ 

p97aents to tae-..l~es ¥cl . ~s ,. ~ -~-~ ;·t.o. ·; ~~ 

'; :~ 

T<>.: aa~,.. aos~ e.~lecti••-. ~- . . 0.:~:; ,tfae, -.rt,t~ce.,, kiqher 

·level r.ou,ti--.c:t• t.~ ~~~~flat~ ~tHt·&~ 

V~d;:~·, ~C9-~1!' ~llJt ;i in~f!&\f&~~4Jatf~·k!tn~:;;.9f: 

.,..., 'of: .th~ aet.4~ ;~.ftQC1-;te'3- ~,,..,,,., ~~<*~• ... _ 

For. eX•l,lPtlT_ i~~ ~" eJ~C~.f:~· .. · •~lfi.~ • · --~ ~,­

e.ach tra~q~,o.DS.·· U.. .. ~o·~....-."'aM.:t Mt;~ s .... y,, .•. · 

def.a\IJ...t: .~~;;- S~ Ml-. 1 tlle5 ...-,~D~~~·· A Jl9~;iW.A.l1-fJ.i' 

p.e.rio._a. ~oc~i.;~pr, ,~-~:P~ .. ~ ........ ?::. Mt;~ u£ 

~ u,., .of. cr~t-:· .ofroa.;~'~ -;~i~I ..• ~",'~~ :~-~-""-

dtlYel.qped. ,; 6;1' .c.,i "'(-• .:.)1':-::. '.:!'' :. '" 

l,.' " 

, ~ •*•·P9~ .. fcl-,,.j~~: .~rf~tA,<1HM4-~iJSr.\:Bf:.~~i 
processor ·tlaat .·is used to -ia•oke progra•. To ~: ~--- 9f.. · 

the marketplace this is 11nsait.hle · u4 a aore service 

O;X'.~~ -~·~~6 ~ ~8!J@n'• ~>~1 9fiaf,_39#e .. ~vice 

i~;t•~face, ,t~:·~~" ~ .• J, .. _Ml.J . .:'fl.f~U.r.rt~: ~f~~f:~ll:: · ll~; 

vi.&he~ . to. aae . and, tla•· t ...... ~~~ ~ffrrt~J. pei;'i~· .·fltis;­

iJ1't.4!rfa,fe.,ial~. ~~- ~~ _,,..g.-.,ffl~r, •ffH~ifg- a~ 

a.etatj.pae~. ·~··· •. J~, :; p:r~c.t.~~4 Mais~,j.:Jl~1•ffs!IH!a~p·,~§~;; ~ 
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used in conjunction with speai•l. 'cousuaer (as opposed to 

programmer) oriented terminals. 

To illustrate the characteristics of a consumer•s 

interface to the marketp~'ce, a script will be presented. 

The. pUrP.OSe Of this script "·'~S to p're.l•at:~--t.)le reaaet' 1ri th an 
"' '._; : .. ! ... rr '~ 

overview of the system as described so far; the example is 

not meant to demonstrate an ideal interface. For simplicity 
. - - - T -

in presenting a. scripi:,. a typ••M.h• tlkecti•r•inal vill be 

assumed 
-~~.' -~-' ' : :., :;.." i-:. .i .. }'" <l ... _, ~ ~t -:.:;·? ~-~ ·;~ J· Z\ :~ .; 

for the scenario below. The scenario ·· is 
.f': I<~* 

ao4ess:of 

very 

user 

interaction that might make ta•uh11ae0ot::-,aeni.ee·.<.;:aach more 

eenv·en'ient., but ·is£ aeant. as &'i sa..11; ••••Pl• =of the use of a 

service through the system. 

The user's typinq is underlined and the computer 

stst_e._.'& · &ll t~ t · ·· Hs' : not·· ·_ Vflf•'t"Ulitea.:. !3~M:Jltary on the 
'·. -- : ~ -~ ~ -~ i: '. .·1. !; • ~- ~-- ,_ , - .~ :~ ·,.. : ! 'f4 s ~ :. 'r~ ";. ) <..: 

Welcome to the Scenario !larketplace 
Date and time: January 1, 19~~'~J."~1R edt 
Default a~count: "Bise Bills" 

"". 0 'j fi if ~ r: :( .: -.. ' , 
// Kost ~mi:sacbi.ows ,..,..,fauck.1 ~ueora:~n in coaaon 
. which need not 11e· ~if!i-1b'esplici 'b:Ly each ti •e. 

/I The da~e on which IJ•pent 'ftlW 1.J101:11U.ly be made 
if 'lfoufurther -abttl:ecu·~, tslrled~.'Thet.aeount of the 
payment vill be. .;J:e~D:t:atb· b7 tlm::~alt liaits. 
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II '?his is a serYice. 11ai.c\ aelM ~~~. tl1• aser's 
accounts. 

Bills paid recently: 

II Aaount SerYice Description 

sso.oo 
118.97 
s 2.34 

levsaaqazine 
Blecs"tsic;Co 
llarketplace 

197S Subscription 
'clOY4t1t••i 1?14 ~rY.i,c:~. 
SerYice charge ~yeaber 197' 

Bills aaturinq soon: 
- . ~ . . 

/I These are printed as reainders to. t~e subscriber 
,.so.:tJaa~,•• «••,,;P~l B&tN*'\:::Jo~ ~ ... &eUi'!es 

that were •nsatisfactory or are incO.plete. 
-) , •. -: ,,,. .. ·:~ ,-Ji._,, •' ~.:-(: { ~~~ ~~ :::- 3~-: b f'l '.> ~):;c;. -~-;. ~.-::: 1: 0 .~" 

S31t.32 Deference Library ..Ja11aary 3, 1975 
t3i.i•!'''·· •eaecal rtregraaai-.el••lllrt:i•1i11f115 · .,, -

) . .;' 

//'t'o:lle•~' tsack .. cd·.paya•ls::,h98to, :;Ue~ sa~~~$:i~r 
in his role as a Ye&4or. · 

lfo aail. 
• ' • • r ',. ~ 2 j -~ ·~• -' ~: 

/I A typical use of tbe aarketplace is coaaunication 
· witia,1 ~er ~'--•·to :t•¥1 iJI& M::t H•"tl'~:.d ~- a 
senice which is s•ll ea~ • tfaat tile user'is 
rarely coaceraed •ill ••'9•~1~ offf~S 
directly but instead sets a preclef ined liait and 
does not request aay notification at all of the 
transaction. 

-~ .;'. ~- c) . .-r <'~ ,~·!: > .. , 

Request: b9'"Sla§.t~ L •.• , "' "- .. ·. _, : ~ . 

ti.:"'. _i :L ,;. (, .·-~ ~J ; :/ • : __ :·~.\iu::~ ~)f3. ~-Ji!::: ~-r 

II Shopping that does not require actual handling of 
.;:lJ.oois;•.ca.ni be:·L·"tlO&e.";.Y~".'t.M:.,,,......et:t0 ~~tea if it 
is .. Cd'&!laniantt, ~ :eapgCJM .:t~ t~Bt{:·}~aple, soae 
explicit interaction wit~ the financial systea 
aust. ~e pUQe''' sin~ ;:t•-rs~~~r::?f aoney 
inYol•e4 exceed the user•s de€a111.t liaits. Por 

··the· pu11lf0iaes• ,;C;; ~i.:tt>rca:ce~~tJ.i:Ai¥1 ... ,,eqinning 
•:ith;1'!-'baca caa1u.,aa..-.:t;,o 1:~t¥1'.Ml~l systea as 
Opp>satt U>· tfhe ~ .... -f ~t .U .• ····."'ii.· 
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Do you wish t.o ChaDJ)e your a:ta.uarti· siloppiJU!J -List? yes 
change, add or delete? ~PID9! 
ite•? .!.ll!_Lli!~ll '·' 

11: Re11eaM1" "that tile purpose .tlfi..~, scenariol is not 
to demonstrate an ideal interface, but just to 
deaonstrate, ho:tr one :ajJglait 49*1 wL~ta: ..-v.1.ees. 

warning: 'l>efa111t. a11taori&ata01F i:mJ· ~ .. 00: .. ,· 
Cost of iteas is: S34.39 
'fraasacti.oblu'•~~4>1.~1~.1i:-. ·1l4U 

II user authorizes the increased aaount. This does 
. not; ti . .ecaB.S..rJilyt:., a-.t..,..'98.ld.dtadia.te:iSi;paY:ll*Dt. In 
fact, the user is able to change the aaount at 
any tiae' .uatiil. itlle ll~t\iat·.,,,,_lly teanaferred 
to the vendor's account, but chooses to specify 
tile aaouJ:;·:,..,.t :sb dat !dlac lf.iiji-::; 11D!t.£. need··. ;:to 
exaaine the transaction again. (The "*" is used 
in tu· ··•~la::;~ft:Oi<U&n,·:;,tWrto tiue -.,,~='.is 
directed to the financial systea, rather than the 
·~riC:e~~~&eeassdi) .# .:::?.(~~:.. :-1 ... : ;tf\~:~D-:·aP£: ct.Li~ =--~ t.'-;_t- ·•r--;

5
· 

Req.ues t.: 

.. 
~. '-

Since the financial systea is so central to the 
.• . ' ., 

marketplace, it •ust be very reliable. It aust also provide 

convenient facilities for subscribers to aonitor their own 

use of the •arket. In addition to the file systea inteqrity 

features of ftultics, records of transactions are kept in 

duplicate, one copy with the account fro• which payaent is 

being made and one with the account receiving payment. In 

each record is sufficient infor11ation to locate the other 

copy of the transaction. Since the two copies are on 

opposite sides (i.e. credit and debit) of the account, the 
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total amount of.· .any aeasute is coa•an in ta.e. S'1steac; thus 

providinq a checksua for the financJa;t SfS~~l.I·•. · '1 journal 

can also .be aaintained ·· of all ··· e:Yent&: ef·fttcting the 

financial .syste•~· This journal is !•P"ta11t . tor updating 

accounts froa · e:arlier" .er.s.toa ·· ia7ile.~ .r ats9l1 of:·· .cat••topic 
~ . . ' "':. .. " 

failure and for. resolvimy disparLt.ies ,-t.U1feen transaction 

records in tvo accounts. 

,, J _, ·.-; i. -- <, -,, ',I "" ~ ,-, .~ 2 •· ..._ . , ~ 

-Th·e user is; ~g1JU4:d-! hT'· thlef naliilllkli:tq-: of records 

of· all his trU'sactiona. ~o . he iktal.lqJ.bl~, . they all 

contain descr~oa·.of · .dle Si.Ace al 1 the 

1ransaati.'Dlls .ace <>1d.i.11e, ·tile .. :11su' ~ easi.;.ly a.tse prograas 
. -· .... _., 

·•'' Ii. . ' - ' . ~ ~ 

for this aanaqeaent process. { ~, ,;:::e:aaP*e,;:-,.~"aul suaaa rize 

his payaent:s by categories er other criteria.<f ,.Baviag all 

the .records available is a aixed blessing since 

unauthorized disclosure can be a serious invasion of 
L J;_, •• l~ t. :' ·~'i--; 

., . ,, 
privacy. llultics offers the technical aeans of protecting 

::_'iv : r'(. __ · 

the records, but legal protections aust also ' be provided 
.-( ·._. _ ..__ .• - • i .... . :: ... _ : ;. r '. ·:_. ; · :~ _ . . -. \: s -1 • 

for aisuse of the records by the in$tall.ation aanager and 
;, '._ , ·' 

by others vho aay have access to read tbea • 
. i.' 
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Distributed systems 

CH APT ER -PIV E 

DISTRIBUTB~ SYSTBIS 

R. Frankston 

A network of coaputer sy•te•s link•d via coaaunication 

lines can be considered as.a sinqle.dietribat:ed Sfs.tea. 

Lesser deqrees of· distribution are alse · ·possible, ranging 

ftoa a aultiprograaaing systea vliere: 1 the:-necessinq is 

disitributed bf tie SOfttVare 'OTet·: a DWab8ii:J 'Of~ logical 

processes, ~o separate" coaputer aystees sharillCJ storage 

facilities, to separate coaput•r:· systeas,ii•itb, autonomous 

administrators who cooperate through a small set of well 

defined protocols•,,, So far we have e0t1s3.4ered onlf,; the'. first 

case, a single . ·aultipEOIJS"a•minCJ·' £f'., - itind _; .: possd.bl.:y 

a11ltiprocessing·} --systea tha;t- is; •i.ewed.' as" a hoaoqeneous 

environment: for: ct>apater services,.~ y 

To the user requestinq a serwice,~.i.t is'-.not. i•PtK:t:ant 

vh.er:e the progrt•'' for tht!c swrice is"'- bdaqc ruu,1 a• lonq as 

the ·interface to the . service .'is"' fweli-Hfi.nl!d- aml, tae 

pa.raaeteTs can he passed ·vi ta.ut _ cmpli.ca,tions. Be·f.ore 

considerinq the -ra~aif icati-ons of:, -tst:e.n4i.MJ: the a&rketplace 

to· a distri.bu.tad syste11., ve; · •oat' first: .ecaaiJle tae r-easotts 

for hav-ing. a distributed sya't.ell~. ·. 
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To the consuaer, it is inconYenient to use aultiple 

markets. ThE coaputer systea ·ca.Ii be coapared vith the 

telephone systea. A telepboae sallscriber doesn't purchase 

serYices directly froa each .phone coapany. Instead he 

subsciribes -t.o one phone coapaaf--: ••ieJa .. pro•ide•d•i• · with 

access.to 'the sa.INlcri.bers'of tile o~laec.;kone coapaaieSli!"TO 

the sub$criler., :the· telefbCDe:i'•J•t••-' ::appea12s-: .to be ,,oae 

large. ne't•~k ,,_ vithoat tJae, co•;iinUott.S" of aaaJ 

iateraonnecti~MUS;'aacl 4ifferiJMJ··"taSif•s. <~J1l t•e saaer1a•aaet, 

the sttbscribei;a::-: local- aarket:·catk ser•e:.aa2a~• .~uttry.,istcp 

the 'larter srstes of aa.rke'tplac.-. · · <.i. · 

Unlike tvo~·s•b&cri.J>ers.· of' a ; telepiM!wne· systea,,i~ the 

coaaaa·icatiolt: h,:ttwe-.:.a': ....-:)••4:,· &-:J •••4•~ it.i:: not . restrided 

to a.:si.a.,-1.e se•·>of::cee-.nilon.s•t£fMs ... ti":.'~ .. "'~•e'tess 

explicitly preseatea by tlae?imser' ;' Ul'<~fJ!allHr .- resllLta 

explicitly returaed as aessages, the two parties aay 

coa•aakata:· •ia.f sta.ard .. , rescn1rc.._ ... ~ tte:::~•O<Qlle _ of the 

re s:trictad ~otocoJ:,,, , fo.r acce-a.atd .~ ..-.1~ ·r:r.For ., . .-saap;J.e. 

t:lte uaer .ay,•.ptetJed:c,.ata: to.::.~ ... a.e.t ~ pa'll&iln}:;;Jlf:.aeacry 

a.4-dress to. the nuur. 'Wte.c ••~ "3 -..aH tUa a.a:e&a; ·t.Jl4 

data directly i.a Uds' aara4 -0-'riJ· , llW.le ithisi ..,, -- be_, a 

si•P'le' operatiorlfithi.ll, U...: collfi.D8&i:bf',·a ha.iint1•":cailPdl11er 

systea, it is aore diff.iaat.t;vltel .' ~-~ ; !tbd.S: .. ..ilod• .. ,of 

coaaanication to a distributed systea. Por the purposes of 

r' 1/'1Vlfl 
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discussion, we will restrict coalM'niaatioa between the user 

and th& vendor to. an aoee:ss-,, priato~ol · ·1l·b.e:rein .the, user 

passes messages to th.e .vendo:e ua a. 4-aeee of requests for 

the vendor• s serY-ice a0nd the Yen<lor · ;Mpliea by sendinq 

aessaqes to the lllter' Y-i:a a aiai'l:&~ q~lle .:>8Sed for re,plies. 

rt. should 1>e nuted •tftt .·tite ;JIMle ef.ta se2'1lice ~~.aa.y be rpas!Sttd 

ls in a ·sin9l:e systea ·aa.~k•place, fi.naacial serv.ices 

•list be p-rovid'9d. . ls .loa<J as : raae :0can _ .. ;.:pr.owtde a_ secure 

environment,·. ~nter-faces statlar ~; to ~ .. s •. ,,, sp.ecified . in 

chap-ter four ca-n be pi:a•idecl .feE a·· o••••• !fb•aci•l ·$Y•t•11t· 

When there are 'aatonoaous':·~ulai1tutra"t.o~s.,~:ttlae. apg~oacb ;ef 

havinq·a single Einan<;:ialrsfstea.<cannot!}~·;cHl8eivsioee tbe 

. partdcipatin9 . i1u1~allatioa•·-•Jte "atatua11Jdf1lfP~C.iou•· The 

relationships between the instalil«i-.arr $.is·~antlof<ttlS ~to 

that between serYices at a sinqle installation. Each 

, installation maiataill'f'' an accoaat 1'9N•11wntia9 :. i~IFTStatus 

cvith·.'Jrespec't t.o, ea eta<: other:,ia·s.taliati.ea ... Fl•E'-odi~all;J· the 

. installations. aust make·. ·act11al ·oaasr:~-,,pay ... ta c to re$olYe 

imbalanceg. · 

When a ·user authorizes ;payilen4::, .to tb.e -Y.ea@r, he ts 

tellinq his. , installa~tioti. · tDit au-t.Aori.ze:··::: pa'f•~nt -&y tne 

Yendor • s i•st.allatim to' .tile;_ Yenltpr;.:_, 'Ifc tJae. TI!illflld-t>r• s 
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i·nstallation aakes this pay . .ent .i;t · .is, iUt .e~ct._. trust.>.inq 

'the ttser ".s ·,iiAstallta't'ioa..-; te :a.bl :-t_'he ·· ;payaat when the 

accounts are reHJi•ed. ~his ;1"991i1?es that. · ·eacJI. pair:. of 

installa~ions-es'tablis• 

of such r.elati-oasltips·: qz-ovs •itlr 't>lle s.-:ra: :of}:tlut- ·-Mr 

·of ... ;installat.i.>Oas~ i; .-;Tile --~ ~--iatiri.llaic:te t;;;;.tcd; 'cY ;:11&\liy,,:.i,: -soah 

relationships is cuabersoae. To redace the .. ,-.D~., .of 

relationships, an interae4iary can be introduced as a 

-elearingkouse . 'for . tJa.e :tralisaot.ioaa '. '.be'btleen-:,inst•ila:ti ons. 

·Thi'S -cleam11poqse; is -;hlfi.li.iff·.·tinlaE ~.~ct-~• ta-·~ 

installati-on aaa~er at a -::ceJ.i1!.tal:ize6zaazhtplace;- ·vi 'th .·its 

·asso~ia tea ··b•ufi~•~":.Jast as.;th f,lp1>e•eace.,Jd a ;·aar•ei:gl.ace 

:~~inaacS&lt) sya•elli:'.4ocaa · ·.ot: ·;.p~deaapeei•.lr- a11raliqeaeats 

betveea .veaaors, ,. .... ·of tile ·cluE~a9J1..- is.L,el•n•a~J; ;;lnrt 

is a• ,~•!uilf••••~ -' for . keepl•CJ ri.fclea:ltaqs,, :will- ·. :o1tlt4'r 

- · T•~ AllP&1 ·•tntl ia, a•; eaaaf>ll•"· -of ,,,.fila.: .-.4is.trilu1~ed 

·CC•Patet · S.TH••·. Il't;. is.' rcoaposect '. •Of:)ut•oaouac ·eoa;ater· 

systeas lintea:,1 togeither threugtL'":1;a'::aessaqe.) $witched 

coaaunicaticn systea. The iaportance ·of the netaroskG '. i•~·iD 

its atteapt to define protocols to perait the cooperation 

a.aong u.sers o.f these 4-tw:erar ~coapater-·. ·srsteas •. · These 

protOC:olsr .. ttaYeq s0::-farc l>e.ea aainl.:T· .coacec.a:: vith · th~.111se-. of 

· r~sberces·a.t oile coapate~ i.s.taldatial :r.1t.r1 ... ra at aaOJther 
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installation. The netv.ork' has been used llT soae subscribers 

to purchase se:t~dlceS' froa ..r~• iniittdlftiOB$; 

In order for a user to access a .r~ on a coapu:ter 

systea he aust first eke al:'ran;qeaea~":W'~ Ji , f'07: the use 

of these res"Our<:es beforeltandii.:· ??hi.a mq,ua.&, that :he. eit:her 

have aJl accaun t., :Vi tit tlta't' coap.~Qimsfta.l.;lftton. o~ that :.the 

installation . -pro•ide a · e:oil11e11· ..OC01'11lt 'rfloi.r IU4ftvotk · ;tf.!Ser-..s 

without charging each one individually. Por aany users the 

difficulties of aakinq special arranqeaents outweigh the 

advantages to be gained froa such sharing. It is also 

difficult for a service to aake transparent use of the 

network, i.e. if a user calls upon a proqra• at his local 

instaliation, the proqraa cannot aake use oi a service at a 

reaote installation without the user having made prior 

arrangements -- the user cannot treat the service as a 

"black box" but must be aware of the services it invokes in 

turn. 

A financial protocol can be established to facilitate 

the use of and payment for resources at remote 

installations. Each installaticn on the network is, in 

effect, a aarketplace offering services to its subscribers. 

The financial protocol permits financial systems at two 

installations to request and authorize payaents at the 
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other installati<>h on behalf ofe ~heir subscribers. The 

pi:otocol pro·vides ,lJath illBta·liUiD!l&: :<ll'd•~:h·· ·. ca.pabilities 

equivalent to those provided to the subscribers within a 

single installations. The 11essaCJjla passed between the 

installa.ti·ons correspond· t.o the , £41lanci.al sys~• · ent.ries 

describsd in il:ft>8Jldh C.'·The·· ~· ad~ serYice · 1n1l1tes 

would. of, ccours~ he; 811lpaaded.t·c:t: iacl11tle! Mle· ~i.f!Lcati'Oil 

of the inst•lla:t:iPns at. ~1thioh t.he. na.•e•'a 1ietin•d:. _ .· . 

"! ! 
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CHAPTER SIX 

COICLUSIOIS AND°CO!Hl-iBTS 

The ai• of this the$is has beea:t•explbre so•e of the 

difficulties that ha Ye inhibited .. :it•e qro.wth · of 

co•puter-based services and the converse proble• of how to 

make the eapabilitles of eoap•t.Urs' . aTail•l>1• to U$ers. The 

soluticn to · the proble• . of •aki.iiq aol'e effec:tlive useq'Jf 

coaputers involvett a· coalinatiollLOf':-coap1U~er 't.ee1u1oloqy atid 

huaan ·. enqiaeerinq.. Tile ··thesis, : tl.tas~5J:a4dl'•••._ . both 

require11tents for & ·corun11ieir- ott.ntea CffP11tet : syst•• an& 

for'tl\e technolo91 needed, for its'iapleae1ttation• 

Supportinq ser1'ices ·invol•••aaocew tlan;:jast - wtiitinq 

computer prograas to perform specific applioa-t1enis.;.. !Mt 

services must be provided within a context that permits the 

user of t:he services: to be uneaeliabere4.,by t.he ~co•pltuti ties 

of compu-ter ·sys teas· wiithout gi•jiCJ·""apu~heneon•eaiences that: 

be· is .accuatoaacl ·to with aore coa••ntional?aer•icea~ It, is 

importa11t that. be· have ceafi4ence' r ii°:the:"-hrvices !l.tt4, ill 

the marketplace. ·,·This donfide1&ce-:•:t a.peats 011 r ·_a ~ aser•s 

ability,to~ :pi:eatet the -•ffec-ta.of .. dats~-actjdas ancl' ,(>fl: lais 

ability··to ptotect what be-cc1t&i4era5to.;.l:Je •ta~·r&qitC' or: :at 

least to 1U1it tlis risks-. .~ ;. 
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For the vendor, the aarketplace aust provide an 

incentive for creatinq serYtCe&• The aarketplace, by 

peraitting the veator•" .to:• ·sell'> &•••ices for a profit, 

supplies soae of this incentive. Coapetition within the 

attractiye , to users. 

Jtiapgtes •ill.;. iaevit.ai.11·. acise, aat.;•hl .be easy ·to 

resolwe i1:a·:::~o•••• cr•as. ·B••••••at•ls: Ilet1•k.i•·~resol11tioD. is 

t.he •u;sitJaHJlt . •·of . respon~lU'\J1Wc:1l r: ••do~ , ::aas:t itate 

coaplete,,;.1r••Joaaibili't y for:· ltis seaYicepll•~h ·• t•i, :: proYi4e, a 

siaph.·:t-.ad tlaerQr·· att11:•ti•el'-'"-*•••• &D4 •01 ·CJiwe; .. tlae 

user so aeone· vb •.:-aaa.-.ae:,. '9H' acron"61JJ.e lee Juaat.is~ctorJ 
service, even if .t1le ultiaate caue of tlae problea aay be a· 

secea«ary; .. ,wento•·~- wa.oi:-,;:nppliea1a ~ltaric..:;as•nticej ·:t:o the 

Basic to a frM'.;aack•tc .. _.i&;;ca«,'t~lrez*llJ~Jfiaancial 

s1stea. Daless. -the nl>~t:-ilt•r~.cQ<· ~1aa .. e:-'-•Ueao•' in:~ the 

finaacial · .\ 8JAea_. .... ~ ne&aot.-,,,~Mke,;<tdf .. tieenase··.·:·Of :::.: tlae 

•ar~e~plaoe •. , .ls"· ··statet · :•6MBi- ·•· :re ... i4•••:r : nc•i~e• 
' 

predictai'tility ,;aajqAfetJa·0 -IJr:obaiiff.99 .a.-a_;~la•·· ,ase1r~s 

••P•r::iene•"" •it•.! ,.coaYentio .. loa._..... .~ua...,cti•••• 1 · the 

f inaocial::.Yst•• :.of othe~aal'ket•l-acej" f'i• i•••at•du :t t• :1&llow 

hi• to ha we enoa9h o£ an iat•Jti••"'.T 'MWl••t• .:-of+:: tlHi 
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financial system· so as to be able to predict the effects of 

his actions. To protect his riqhts, a user aust be able to 

selectively· deny payaents to Yendors ,as a vay of prot,estinq 

unsatisfact·ory serYice.;,. But' it iml't · enouqh for it to be 

possible for tbe user to exercise con-trol, it aust alsb ·be 

easy to do sc. To prevent the · user ~from; bel-nq svaaped by a 

large nuab:er .of· tr..anS&ct~ ··~ 1at~~l :sy)St.ea:: pro•iaes 

capabilities that per•ii~ hi• ~of "'11.~mate:J his finantial 

aanaqe.aent &nd r&stt:iC't · " his · 'at-~'On 'dn:l.!y to the 

exceptional. sit.ua~ions-

The marketplace, as described in this thesis, is 

feasible to iap:leaent within . l>~h't*lda:y: tecbn-01oqy. To 

dea:onst rate this f:e&Scibi:li-t.'y j1' -a 11·, ti i..-p~nt•:'tion· ~~ been 

descr:ibed- bastUl· <>D . ffOlleyvell &;g; . ·ltUi-tt.c'.$ cc:syst.ft. •' Wb.iil.~ 

chan(Jes. are· requ'i».ed ;tll ·the ·~ys~,:z~~ ·· are'-r<elati'vel"f 

minor a·nd do not a.ffect 'bhe ba~le nnct-Vlter of ltttltios;;. The 

changes need not even: -inteit:tfere vi·th •nstinq •ethOtts of 

using the system. The 'impleaen't&tion ·nas been..:...elf.tellde:ft-' to a 

distributed s:rstea ·since ac •::a.a,~e· lt8ti~place ? ·~:cl exceed 

the capabilities of a :sinq~l:e coaput&!Jf -inata'.llation .. 

The thesis has,· by n.ecessit.Y:• 1 bee~1iaite<1 · to those 

topics ia•ediaitely r~1e'l'ent to ~b-if t.·~lce~a~to.n · of tbe 

marketplace. flany of. th&. tbpi:Cs:> .that ·"ere •ell'ti.oned were 
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explored only to the deqree necessa.ry to establish that- the 

difficulties they preseat.ed )rere• sw:::aottnttl>le, but the 

solut:i.ons were enai.ned, 'in onl:,y · a,""~~;f·,,tfas.h.i®•'· ft.e 

prime oaissi.on has been· a ful.l.:i1tisc.aa&hoD,:of .the inter,face 

to the consumer. except vher.. aaett-,; i'a-.iuaaples ad• v:bere 

used to defia• baste ·: ~equ!J;.__. Sr :for,; th& l.'<>• • l·e•al 

interfaces. ··Sae e·i•i• a.s ,__t ~Mitnrtd --~se-- our 

underst•ndi1119 0;f, r:itha sehtwalkti .f.Sfllf1il88 ,.,.,...:been_,. -liai..,.ted by. 

the currep!'tlJ ,it:Y~~ eui.'f:O-Ui-zbr -.:h .~,~--. 

Given the environaent of tile aartetala,c.t•t>dJl!llHll:ch;.' :in the 

design of the services tlaeaselves caa be carried oat. 

Other· topics· Oltit tN···t·ncl.;Q4e ,£fle0 -~ •specter 0£ the 

aar~e1;p,lace;, tJi:e- .... ~a:i.le41 4. ~- ot .. 1 .~ ~he:t _if.~ 

~Y~• •. ;AlHJ.,Mie ·.JrJ,M.~iCHWP pt"'iars:rttDt..._, s..-~.-s lbliltl.-cs·.as 

a, bjl~ t"f'.r a •NMt~?"lle ~71lie9ttll ~ &tQt!cl~:u ~he 

.aarket.-pl•c• i:nY:.Ql . .a :t• ,BQbJ....., Qlf :,<~etdJOW!lum:iaiCJ: .· ~he 

aarlt~ a.s • vltiole --,, irboQ-U.,,~itF~• .. ,.r:.•911lat1u1.,. vut 

constQt.int;a are tluu~e osa ~~la.tb>L:z,...-geaent;. ·and. 

th-e p~obl-eas -:of...• relAt.i.OIUHti.I>•' - ~eea:._1;9.SeI;'S · ~ . •ha"t. 

contractu·al &rfaa..99a.en:t& .U..· a~-.«:-....: ~f j'.jJtp.lM:i t. o.r 

co•aon law obligations do tile parties ha•e? The financial 

$Jstea,•u• · bi!t· ~~•< ro~<"ti~ ytl,..,_.. i.c~,~~phe), 

~·ED• .;~hqqglt: :; t,-Mt., ~~Bt:. J iA1 ~ ~ti.; T ~.....,-Mfj_ .a9~> :be 

veJ".r ~eliil~l~· !h1ltJ.C,6'.,: has~:P~ a.ttd.CJ,lt$td ~· ~ ~~·,f.or .. e 
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computer utility but suffers fr~• some of the same errors. 

of omission as this thesis. Por exaaple, is the system 

sufficiently rel..ialde.; is 'the security. systea appropriate 

for the "real world" ~n tile . ._alu;e c .'i>l!eechinq it is 

hiqb? I.'.~ " '. 

Beyond the detEdJ..ed issqes Qf . the ,a&.E'ket.P,l.ace are the 

question·s: of · thw iaplicaltiion»'C!Jf:· tfta;;. i.arketpl.ace as a 

microcosm of . an econoq and:. 1*v trd.ationship.··;t>etveen the 

aat?ketplaoe and society as a ·n~l•-.,~WhM!~re the "4'£fects of 

aappin9 "~6xi~iU4 ·institu·tioas !i<Seclf. J:atJ·•: r bads,. cre-dit 

burea·us~ insorance, · co••ut.toaiU.OJl!s ~•Yst .. • . (.incl.ooi:gg ~tb.• 

post &'f'~ic-e); W-tc, ·into .a;,,;coapne• '18.;Me•~ a&rJtet·place. 

sc•e 0£. tae p:&ableas will be i..nteinsic. to· aay. aarketplace, 

but others •will arise fro• t.ke aatarer ;of ·rth• coap\tt.r 

system• Pot exa~ple, tlae consaaet ~:·woal4 not. be constrained 

by !eographic consiicliu;ationsr:in :·"'thftcseMtc:':iion,~of .-ser~io•••· 

Re will 'also !be ·alilettO''\iSe"'cli.e coaputec _taa·.All=iiate11•edia~y 

between hiaselt and ·tlle services lae ts_ •IJ4D9··"'~He •4J,. i•r 

example, have a proqraa which gives hi• a personal record 

of each ttansaction -.with a 'qiteiLf;:sersiCe•·lB·_ri•portant 

conseqtaence of the lo' capital necessaay to create a new 

serYtee is tile 01>enin9 ;of· tlae aarkatflace- to ·no-rdes ef 

saall ·:entrepreneurs. lhat ~are tae.ctd•lnta9•• ':;,f>f osach,'&;:fiea 

aarket.? What· are 'the disadvaa•a9esft liat' 'r~gtlations; a~e 
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a p1a:opr iate? 

R. Frankston 

The socia·l effects :.of suc::D a: ::aar~e, ·~-~'chard' >t::o 

foresee ·at 'this- :ti ... ¥~1 aan .<taly: 8fMtC11h~.,. Lt .. i.S' po~~ible· 

that such a aarketpla·ce can beco•e a significant sQ<;~a;l 

factor since it proYides a very good en•ironaent for aany 

services espeeia11y t)lose .· teat. l ~· c;;QOlltltQ·~tion 

between people vherie SOiie> .~n'\:::r peoce~<l. is 

. neceSStlliJ. •tThe ·CU'Til'Jl't. "..sys-. OfJ .;~.'.il-1 ,J:N:ediit c.~C,t.j:l$ 

is an 4iH11Ple. · fThv .. a&det!place · i"ll , ;a·.bso ::r"'1i.ta~~ • ·~:C>X' 

serYices .t:lat• - reCf'l'ire .:si-apl•1 tnt · .. peJtson~21!14 ~p,r~$inq: 

SGCh asi·catalog Slloppill<Jc'Gr lilQta, .. ":aerY~~;:k'\Jl Qttt--~1 

alsotr:e1'y··,,on "tJt•<•td1'i ty ·,•oq rJCOamtniicerl.e .~~ 8i ~fft ttffl. 

of in~oraatiea.' The effects of lea .. a&at,~gr•phtc ud 

uati:oaal resuictions ·· on iA'foi:-tioa : sllartu:q "••st - ·not -be 

09erlooked. '!his ,ia an exteasion. of ·:tlJ•. _1.iill."r..-._.i·o• fitlft't 

•aae rpoasible ,Jty::1'Jehpaones,• :aaar-.alsplaaea.-··,, Eill~llJ •.. ,h•t 
are tile 'l•Flicatioeiv··ef f)lio~yc .. :ta.anlatfle ··· ;tecllaictJ; 

e•pe:ctise, :as .supplied ltf coapa1:u ltasecl,,serYice•? 

' ... 

The •a~letplac:e •odel of tlaeJ coa.,.ter .,. 0:SJ~tea is an 

idea whose . t:i•e laas eoae., Tile .cesta0:0f!,,,.,eoa"teto ll•rd1utre 

are 4ecreasinq so tbatr ta• necessarf.·cot1911ta•ional PQW4tr .if!t 

becoainq a•ailaai...,: .:Ia· faat., ·· the:aaljo:s:.- ·rcoat..: of. ao•P•tel\ 

hardware to4ay is t•e oise~lluth · of .. new,.,,~eseesch a•d •HtPP~J;t 
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personel. As more hardware is sold, this cost can be spread 

thinner. Software represents a large portion of the expense 

of a computer syste• and the expertise for developing 

computer services is a scarce resource. The aarketplace 

framework eases the burden of developaent of computer 

services since it peraits the - deYelopaent to be 

decentralized aaonq individual entrepreneurs, alth~ugh 

although the availability of the aarketplace will not cause 

the problems of iaplementing service to disappear. 
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APPENDIX A 

Description of IUtl tics 

R. Frankston 

Multics, as • system, perforas two main functions: it 

distributes coa:puter r.soureea. aaonq th&' . users of the 

system and it· provides a•n enironalRlt cfor runnitaq· ltr(>qraas. 

The resources consist of the ·1lard._,e a·ad the softwar.e;. '.l!he 

hardware is .aae ·ap of .proce8sor••. •eaor'f'.5, aass storage, 

coaaunica tions fac.ili. ties ad>~· .otll.er .pef:i..pkera.1s. !bli•l 

distinct-ion is "•a.de. lurt-.tf: the sylttaa1 sottw.r. amt tJae 

user Aftvare. ~- S:fStea', omaK&• Of ,.a:.,. -priYi1eqed 

superv.iso-r vhick supports· the' •irtaai: •-=r-T.: eaYir«uia:ent 

and aamrqes: reso'1t'e.8S, · "a:nclc• a'Olfl-!p~1.pot:.ti."On~ .. 

The runainq p'roq.raas aEe -Ol!•ani~1utiJ~ ·?roatlBSes. A 

process is: equ'i.alent to .. a· ::tta'. ... Oil~ .~ £rtaD; in· co•llOll 

ope:r;atin']· · systeas-•il:t" is 4e£J..11a · bY-'•>..a1a£.aawi:Gta:o:p. "pm~t.. 

(i.e. a location eoanter) awtl<a:;a•pptllq :off:11aaes· in tM!· 

storaqe.· ·aystE!• to au re&Ses d.11 ,, ~ i.prota8ses .) -or,-.;' ~he 

a4dr.ess it.self'. 'C-Ollatst& .'Of tn ipa;t:m~; a"' .iselJile~ ~1111.llber and 

an offset tdthln th segaefttJ.•'· •i •g111entt.·cifs. u ",its ·..naa&: 

implies, a piece of aeaory and generally corresponds to a 

sin<Jle prograa or a·:da.ta.. file; hliica; ~ ne> '4i.stcinction 

between. tlhe two. '.l'lf:O p-rocess~ .D&f..ere~ the am seq.aent: 
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may know the segaent· by different nnabers, but will 

reference tbe saae data; if oa.ift process changes a word in 

the seqaent, the othe·r ~cessesr 1fili_,be· able to read the 

new value i••ediately. 

!} . 

The st012ge·- syat••· , correapoah ~ --.~. U.1tictional 

file sy:a.~e•s• The iapo~.t · dicff#.aot' ·· .i•· t-llat . once a 

seq11en;t ,in- t;he ator'a9e 81'J*:elt', laa:.J>-. rild.-1:.ie·.~eA: -_t~d~} · 

by a procesa · ( ejtaer -expli.-rit-1~ .. Of iJIP~J&il· :i.~ J>ec'Gnji , 

pa.rt 0£::: the Gireatl.:'Ficacbke:SBabfl.96 ••norr.:..ar ... :the ~~es$ .. Jl!iae· 

s.:tora98"'. Sf'stelli; conia:i.~; ~t S:......,....oL.Ud ,.ca•1"•>:<•f 

sefJllllll~s ·cal led tirecC:oEie•• k· ti:qw:tomtr-J. J~ce>n ta;ia, · 

at.her :tt~o~-aaand t.kta.: •.the- . ·~ rafateti :,f,Or1t9=; .... nee 
structur-a .v.d;tir, t.lie:·~~..S: beiJL.t Jli.~t~:a; aM.: a9aeM;s •. 

... - Seijaent-s ofJ u~y : f:.OE.11 -tile ~·<i:pr p t.b-.1 ~QU't.c>lled 

shariltg of. idoclation.: ... proaatss .~ r•qmated ~-it· 

ar pmciQacipaat nt•.-.ti£'3lenr d (Oilb:~ ,&4)1 •Jiatm e-.~'10~' .&9a-, 

t1......... .ueic,-sr · ·n•"-. · ... ..---i.. __ .· ··. . --· , · ..._ -~ - ... ~ ,,,....._ ,._ ""f ,_. • ..__.,,,_ ~ ...... DIS.~ ...,..~ .... ~. , ...... ~ ~- "~~li'~J<:.._•J!ll ,.~ ~......,..,¥ 

i1ieU£'181!Br and. -llhat: access .. e•aa::...._ • .,tile ~e,'111!El"D~, .. -&D:-, 

cue, .llfAn:'.,...,..., dJe:.:.aes~ ._. 11a~:aane•9l:'t:lt ~b•h 

&agtlellt vhi.u SllOtJrtrr;~ dSO't,..,.._ d&Mtt U,J»;A,t. ' .- .. . ;· 

i - - ' • ·. ~ ,:.. 

!lultics exta4s the; cmrcept; l of .. :8IQMll:riaac •4~ prob.le 

s!t~_.: fGWJd ion a&JlY', f·.&pllil.:tiduJ:cAa_....-:iio..oiltf ·:IH1i'tt~l: 
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system of ·:rings. There -- are cutt.elltl'.'f ei,qht rings in 

Multics. The most· pri vileg'ed or ia.1uirM>st · ring is ring 

zero. In dEsi9nating ace~ss to . a seg.•ent. ~.tu~ may specify 

the rings in which the access· is a••ilal>'le .. If. one, for 

eraapH!~) deSl!IUl~'f!s a t:rooe4ure.: rf ~• blf: ,,,.·tea4ab1:• ill ri.nqs 

less then four, !Jut only, •riUble in-1:.1_.,_.lessi :thall' thTee, 

the uset in £ing ~ht.ft •a'f t.hen- llil!IW· tile:! ~a..t: noreillJY,•• 

lon~ as-h.e is not aocM.:ffin9 it'•-- ~.0~11od:tfY-1t; he ~list call 

a pr~ra• in ring two or' belo.,. TiH.s rt~:-::s twO:, jt.r~a.a may.; 

then- eheclt the user• s .request , f.or Ya-ci.t.4l~·Y·::aa~-,; ih e.ffe·et-- . 

extend the hat:-a-wate a-ccas· eon4::'r.ol;: ...,.aD'lsa'• l>-fi ~id-b1q·· 

arbitrary aechanisu .'f',ia' -sof~are1;· Po:ri ._.mple',,:.4ooess 1:0 a 

data base may be via an inner ring procedure which will 

re~urn aggregate values, but not perait an individual item 

to be examined. data itea. The liaitation of inner rinq 

procedures is that, if they are autually suspicious, not 

aore than one can be used at a tiae in a sinqle process. 

Multics administration consists of three levels: the 

system adainistration, the pr~ject adaninistration and 

users. The system adainistration is in charge of 

maintaining the systea inteqrity, creatinq projects and 

registerinq users. The purpose of reqisterinq a user is to 

guarantee that his user naae vill be unique throughout the 

system so that it may be used as an identifier. 
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Registration., per se• does not.giYe ~•e u~i: access to the 

coaputer· syst:ea. :~ai-& i,t; dOIH! ~.:t)•··Pi~je¢,1ci.it.·'1is-t:rator. 

The project· ad•iaist.rator call'; ileJti~• •; U~.~ 9{1'-, use~s. -1J1)19 

aay login osint . !tis . p~jec;1: 1 s ·. na"·- . T,lle · p~~j~t. 

adllinistra tox ii: responaibt.. u t9s,, ) ~h• ~-9~r:.. as~9~ . bf . 

those~· OD 't.111- 1P~~t-c.i: ~ .. 'ur·•¥9: '8P#i1Yu j.nti•id-•l 

spen4!J>~. liaits tor,. hl...$· \MiMlrs.--... fJser:• -.~r:exc:•~~ip_ ~watr.ol 

oYer access . to their. resoarctHJ . ~Yi ~ms :: "M./;:h" a~s '._ 

aay Ila", what." 1 aceeJJB t,o<·tae•~ '.:P#, ~1..1\, t}l&.;,~~o 

con:t.rol .us~ aas,>ciat;&at ,U-tll :-:& .. :.N9"8~#~~i~ ·•11,Jtjl: 

u.~.r..s· :(9£;. p.ri:j~li!) •. 11ay, rN.4.-:·n~·:-;~ ~.ithe.;Seqa,e11t;,.., · 

Tee access •. aaJ b:e. Aiiff•rea~ £0«·· ~.,,, • ..._,, ·. · - , · . ·. 

- J_ ~ _.' 

< ;'' 

f. : 
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lPP!HDIX B 

Iapleaentation -0f Service Queues on i!U:ltics. 

Chapter four presented a ~l Of a serTice asa queue 

of reqll4Jsts ud a, ser•.e.r fOr t~: r.e.que--i. sucb•· a facility 

can be iaplt:aented wit.fl ill.'-M.aal.r. i'Che~u tb !IVJ:tics. The 

following three faci·li-ties pi:ovi·tle 1.a saff'i:C-ient -basis: 

1. · M:essage seg-.enit!!f.:, ' Rsaaqe seqlleift:s are queues 

aaaajjell by - in'llW ~1.~ '' ~ i~UJ:''8• The are 

iaple•entecl U&inq: · ~n~_,;:h ~: ~/system, 

bot .use:rs'·-aa,y::t O'D-'1.J a:ce.siJ, t:IO!a ~~::-"'thsse system 

~>pr~duinJ.k•; cUsexrS'8y -.a•w.;l!fl!l8 "!tf'o •&ad'. e&t.rie::. to 

· ~ ;~1heuer1i1-lllf't, -~·~~'&!Al• d~ t~c- :o.vn -entries; 

and to li:~t;,: f~lft} •. c_ ~ ~~--- "~"'~f:t -entries. 

· lssoti:a'tat·-' secure 

i'dent!ftc&~?ion i:of...c· flte:· uSlftti.:C!fWt:~ t:tae ·•ntry. 
1 

2 .• ll!ultiple processes. l!ultics users 11ay currently 

ha•e pl.'-Ocesses createa'·:<Mf ~r ~~w llPo· uSif: this 

'.'.' :-f-&Ci-M.Jt¥',, fill&~-;~ ~d•'~·t..-.d&Sl>tioal.' of _;'tlJ&J 

p;roces&' ''to -be• oreat:ea· ! ~z~~,~1lbsC!ftlt.W ~~ss 

C06rdi.nator: Yi'a a;ci a~Ba94f··= 1'8eqtlent• ,h~ . abse'D'tlte 

'OO<Jlt"...dinat;bt'scn.edu--le•; :the!-~ss JRJC!.:bf&·~rt" :as1 
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if it vere a job on a batch processing systea. 

ProcEss creations are def•rred until the nuaber of 

processes created in tlais , • .,..e~, iJa· · .. belc:>v the 

aaxiaua allowable. To aake effectiYe use of 

se;rv:.ices;. it is JM5KNU-~ t.o ..... · .tbe resq:,tction 

on the n\IJlbeJ: .~· ~e- ·~ . .-. :,H ~~~-- OJl. 

beh•l' of· user.._ rhi• , ~-d.~o•r·,J.& N•&.ell.'t aainlJ· 

'to si•plify resource sc~e:lit~«· ·. · 

3. :In t.erp~j)IC9SS ieo_.ica..~ ,, :c ~ ,l;A~pmcess 

·,: coaa...-~t.ioa ..-ra.ts ~~j.O&.-t: ~;ilCAC8SSeS by 

-e~.ps::~n4ao:.-.i--...,,_,t..Ot,:'-~ other. 

Process• •r 90 bl.--*• ,: ...,..~:,~>-~ rQJaJd.JacJ} and 

nit to be -k•eA - ;' •cdln•'·•i-~ ... ~.dtZaaple,, 

........ &oe. ·a C)lletle. ,..._ ..-r ps:oc.-. p.af.s a 

aeaaage:_ ia .~-~-.,. i~ Q111A: ...._,~~t,#,r- ••iting 

· proc91181 ao .C4la ·~ .r_. -4 ~-• ~~age. 

By r•1-~•9 t)Mt. ~~~;# ~~--~ .,()£;process 

tbat a user, Cillt• ,1Jlt'9& ~r · .. ·..i ~4iag 1\9,t;~ ~J;9iols for 

aaaa9ift~ ~ , 1 tr:OC .. •se.a (81l!CIJ: ;odWI ~ ,_tlf>i~ .. tA kill a 

r11aa~ -proc-.).,. · .pzocesaea .caa: •, ~•tftll ..- ;aeoe•ary to 

perfor• :ser•.ice&<. &:. ,-~ae;-c~M··:C_... ..... ~n'l>8)ctt:Bt~inCJ a 
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mesE>age, in a qo•u. A.s<x::iate4,ffl•4"tll tA1tHPll8Jle .. is,· at least 

one server proces$. Wht911 tae· s.rvic.e 'I· i:-.iest.,: is. pU,t in the 

qneue, .. a wakeup siual is ant·'. to_:,tJl•,~~.-r•ec a~ociated · 

with, the queue. If· th-e 00 se~-ver i'Sf Yt ,_ proeassiruir anJ other 

requ.es~$' at the ti••~.;·.,;.t woaldr~~*•••~read<··aad:,l>eqin. 'lo:· 

p~offSfJ tile uae~s~r•eCJuNtii, If· i~..;,i,a:dt1t1q, 'ctherreqaesi will 

be Pt~q41tssef} when ... tile AserYer•;,is;·f .lU•llHT:>Vi*8:: ttia:;,£eques~ 

it is busy Frocessinq. By coabinin9 aessaqe ·segments and 

interprocess vakeups into one facility, the entering of the 

request and the notification to 'he serYer is -a single 

operation. 

After systea initialization* there are no active 

servers associated with a gueue. Thus, if.there are any 

pending requests, or when the first request is entered, a 

process aust be created to act as a server. The description 

of the process is associated with the queue and together 

they for• the representation for a service in the ftultics 

storage systea. Nore than one process can be associated 

with the queue so that the service •aJ handle aore than one 

request siaultaneously. 

An exaai;le of a service in the current !!ultics system 

is the output dae•on which takes requests for bulk printinq 

and punching. There is one server process for each output 
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device. Jn the current implementation, these processes are 

creatEd when the system is initialized, or must be created 

explicitly by a operator. It is not, however, necessary to 

create these processes before they are requested. If there 

are not processes available to handle a request (and the 

maximum number of processes specified for the queue have 

not already been created), a new process can be created. 
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lPPEltDIX C 

Functional listing of entri:eS" -icbto the financial system. 

The finandial system is 7~!.'ftbl:V-"~-t.~" ·all· other 

services of the aarket place.· s;1'BC8~ l.t: ,. iifl1'8b ce.h~ral to the 

operation of tiri{ aarketpl;#l~~'llfl8.'-Jl'9:t~!~ for most 

transactions betW..n servi~::; *lall1t\l•t.:r'"'~M"a•ation must 

be given to its impleaentation. Por this reason, the system 

is impleaented as a •ttto~A inner ring procedures within 

Multics. To the proqraa•er, this aeans that the financial 

syste• is access• by usinq the st..tlWlf.'NJ'Jfldl~!.elP subroutine 

call aechanis•. ~nee the sys;tlHttfl~ i1t#lWft":>:J !..Dh'ilt ring, the 

user cannot aalAi'unauthorizea retere~~~~ financial 

system datatase~;.:: ?. :! .ru100:>~ _:h-:d l 

The interface!;"~({~'; ~ttt-t'f points) of the financial 

systea can be roughly divided into three categories: those 

that deal pria&i'lly with aa~~~~49 services, 

those which perltft manaqeaent oftlC~/l~"'those which 

are used to aana~ individual ~~.£t·: 

The entries·· for requ4'Wtl-'Dlj~--'~l.~et~1 s~1ncluded in 

this appendix l::fecause the financial?' a~,~-*ts as the 

interface betveeii\" the services._ if(': ~ ·. r7 t\ ;,;;;t - "- .- .- f c 
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Entry naae 

Ser•ices •. 

request serv..ice -· ..... -~ 

·cancel_.sertj. ce_~~quea,;t,..; 

creu~.;.••r•~~•'tll••:.... 

s.-t_~-­

·list~ acca•n-ts_ 

i: . 

'C~it.o..Uil~~ 

~~a.taor~-.t;.Jaa:.... 

set_~-.-~ ..... •aout 
get_pay-at_st.atas_ 
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Naae: account status --- -
This is the prototype for the structure in which the 

status inforaation for an account is returned. This 
inforaation can be retrie•ed usinq the entry: 
get_account_status_. 

declare 1 a.ccount..;;st.atus based, .. 'c· · ;: : : .. L. 

2 •ersion_nuaber fixed binary, /* is 1 */ 
2 nuabe,;.r;o~_lt4Rlt!M:<t~d.:"l&IJ.i :.; .~s. 
2 nuaber_of_receiYablea fix.ct iinary, 
2 lenqt)J..,..of_acceas_lisijti.-d ;:lQ.~y. 
2 balance fixed c1eciaal(15,2f, 
2 payables 

(0 refer(Daaher_of payables)), 
3 traasaction_icl bit (i2), 

2 recei•ables 
(0 refer(naaber_of_recei•ables)), 

3 traasactioD_i4 bit(72), 
2 access_list 

(0 refer(leaqtJa_of_access_list)), 
3 subscriber_aaae eltar (32) • 
3 access ... fl1t9s ali9aet1, 

II cnraer_access bit(1), 
II payaaster_acceaa bi:t (1), 
II re9aest_ace•ss hit(t), 
II reeeiYer_access ~it(1), 
4 clerk_ access bit (1) ; 



MPM FINANCIAL SYSTEM SUPPLEltENT R. Frankston 

!s~~: assign_transaction_ 

This entry is used to· qiY.e a vendor access to. set the 
requested payment amount in a transaction. It is called 
automatically by th~ request_serYice_ entry for the 
transaction id specified (if it is not zero). 

declare assign_transactiori_ entry( char(*), fixed 
bin (71) # char(*t, £ised' td.:U'05)); 

call assiqn_transaction_ (account_na11e, 
transaction~i.4# assigbae. status);.;· 

1) account_name 

2) transacticn_id 

3) assignee 

4) status 

lppendix c 

The na.M~·of ~ :.acount ~ta:illinq· the 
transaction to be.' a.ssiqned. (input) 

tJniq.• iaentUieE' of transactiion beinq 
assi911e4:. ( iaput) · -

The name of the subscriber, or service 
to vhicb the traasaction is being 
assigned. (input) 

S'tandard llaltics status code. (outpatf 

I 



- -

._ ... tgU s.-. ~4~\\ltf'a rita;-r<:_ x-.o•••.-

-.f+ 4ft~' - I -- - . ..-..........-_ ~- 1t--a.-

•. ~ .. a~1.,t.::t~ 1~,~~m~S •• - _ _ __ • ~c;;;; 
1Z1tit - -- 'l'.O~ . y'l-i:«c& _.et:ll:Y"I&a_3ap_._:: --·~-- t_- --·- t1.(~:".>l.1~•o:ts.& 

-••• .. {0'.19~ j:QH al ;t,f :~~J ... ;;J-tfM•,:J1:l· AtO.ttOJxiHI6'l.:t 
~~- , -"'.· ·o~ __ • _,__ •. ~ -.--.- -·-~--. ·-·· .' , 

ieclilr• ,,..f_ 

d-1 LHJ.t _ lJltrr·1· -,,~~--~- , __ •-
f;t uq1tl! .. h•npla_:_ ,, __ . -- - ~ - ~- -~-

. ._. __ _ 
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~: close_transaction_ 

This entry is used to close an open transaction. 
Closinq the transaction enables payll4tft'tt.1f ~--- ':J:>e-,•de -, and 
preYents further aodification of tbe aaoarit. of payaent 
bei.ng reqaetst$d. ;:·; .. 1 '' l· ~,-,~, _,. ,_~ 

declare close_ transaction_ (char(.,, bit (72), fixed 
bin(lSU: 

call close_transactiou_ {accoant~naae, 
... ' tru~j.~j,., sta~-~·y:. - _, - - c , .,. 

1)- account_naae 

2) transaction_id 

Appendix c 

:. ~ ~ .:~ i) r_ : t;_ ;, s- ~- •~ )' ; : tr. .... r· d ._; 

The aaae of the accqunt in which the 
-t~•-~u1,..:~~ ... ~-~·---11~ 

., ~ :.~ -~~r J . :t .::.;.. -: Si "; 5 :·~ __ -J !:1 r. \i '"- -· 

The unique id of the transaction. 
(lapetl - q;,~;,,• -_, ... - '- ... ,: - i 1' 

-St-u4ad 97s+••.1 -• atatus code. Is zero 
i.f,1otJ&e t~ is closed uoraally. 
(M"tP•.~~u;1 :i -~P !- ;;:; 

- .·, ': ~ _} ,!_ ~ •• i-. , ... 
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MPM FINANCIAL SYSTE8 SUPPLEMEWT R. Frankston 

~~: create_account_ 

The create_account_ procedure creates 
with owner's access to the specified user. 
then use additional financial routines to 
account as desired. 

a nev acc.ount 
The owner would 
initialire:ttte 

_,.,__·. ( - _,.:. ~ ; , 

declare create_accGllM:..·st;:; ~f{~-t•t·~ 
char(*), fixed bin (3-5)) ; 

char(*), 

call,' cxea,'t•~ac~ut,:-> (6Cel>U-!t:.!,.'1Mle, 
ovner_naae, s~atus) ; 

billinq_account, 

1) account_naae 
.. 

The na•e fot'itlli1.fi account assiqned by 
the subscriber. This na•e aust be 
unicpae:t~• ~,•ecoants creat~: t>y;: tit.~ 
~t.•• · 1 stt'~-~ Multics procedure 
unique_char*!_zq__,) be used to create 
unique naaes if necessary). (input) 

2) billing_account The account to which is to 
for the ser•ice charges 
creation and aaint~nance 
account. (input) 

be billed 
for the 
:>f this 

3) owner_naae 

4) status 

Appendix c 

The identification of the subscriber 
who is to be given owner's access 
initially. (input) 

Status returned. 
account has been 
(output) 

Page 80 

It is zero if the 
created noraally. 
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!~: create_service_queue_ 

This entry· is nse.d to ~e•t~ a ~vic~e· Associated 
vi th each service is a ~g•&At : ·i.Jt. tJie, ... ;~~RCl.:9.~ hi~ra.rcb:y 
that. is used tOr store tire ~~-"°·~~' Sft.&Y..- .proc:~ 
and as queue of .C&qWt$ts .for ~·:Sell•~ .. 

declare crea te ... ~•ic..•~~ >: ;-~( ·- . ! char(~) , 
char(•}, fixed binary, fixed bin(35)l; 

~. ,.,_ .;~ :.: ~ -- 'ri, ,.,: r ~ '2 :~· ::, £ ~~ ~ ~ :_. 

call create~serv.ice_;,:qqe~.' r .·: ~·. ; ::~Yice_naae, 
initial_ procedure, nuaber_of_servers, status); 

1) service_name The na•e of the service. It is the 
.1)athna1M'· :Q-t~e:•· .. ·tM.:S~' .Cf~:·in ·the 
au1tiQS ,attq~, !l.~~d(input) 

2) initial:._proc.ed\lre The :.f irStt xtr.~•~ .~l.,ed Lvaen the 
se-r•ice's .. Y,XQC1,IJS8',.Jcs :~:t.a.. (input) 

3) nuabei._of_ser.ers The aaxi•Gllh&.v,alaer of p~~~$. ;ti..t 
are to ae :;av,ildle siaultaneously for 
the se~Yi~~. '.;;; Cio1lJwt) 

4) status 

Appendix c 

.Standard s~atus code. 
zero. (output) 

Page 81 

Is normally 
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].§.!~= financial_systea_error_ table_ ._ .. 

This is the data base in •·error table" format for 
status codes from the financial systea. Their meaninqs are 
generally cbvious from their _... • .._, ,'!he::·· iAltat-u ;-Code 
returned is zero if the subprocedure cfoapleted its task 
normally:. 

account name in.valid 
to_accoont_invalid 
from_account_invalid 

An account naae speeifie& in .t;he parameter 
list is invalid. I.f .the o~l~ia.9 pc~qraa is not 
permitted to know that an account exists, the 
status code for invalid accoWJ[\ :f •.ill-- be ;<Ji::~ 
even if the account is otherwise valid. · · 

account_already_exists 

Atteapt to create a nev acoo.ant. ,wJ.th the s~ 
name as an existing account. 

no owner access 
no:clerk:access 
no_access_to_transaction 
no_paymaster_access 
no_receiver_aacesa 
no_access_to_service 

The user does not have .t.M ;ap-prop~'..iA,te acce~s. to 
complete the request. 

transaction_ not_ found 

The specified transaction cannot be found in the 
given account. 

transaction_already_closed 

ltteapt to close a transaction that is alreaiy 
closed-or to change the aaount beinq requested 
after a transaction has been closed. 

area_too_s•all_to_return_data 

Appendix c 

The area specified for the return of the data 
structure is too saall to contain all of the 
data. The initial portion of the structure 

Page 83 1/18/74 



ltP ft FINANCill SY STE" SUPPLEllDT - :R. Prankston 

containing the size of the rest of the structure 
will, hoveYer, tJ. ·fi.ldaJi.''iJI ·~ ~llQ8t.bati ··'tn :liSeX\'•T 
call the entry aqaia with an area of the 
appropriat• si.'28. 

area too saall to re'ta.Tn size - - - - ~ 

The area could not eYeB contain the heaci..r ;of· the 
structure. The user sh011lc1 supply a nev area·and 
at tea pt to call the routine a(cjfiw•: "'~ · .: . 

~ L ' t . ...,,~ 

serYice_not_f ound 

'!'he specified serrice cannot be ·found in the 
direc~ory lderawhy,_ . : .... 

ser•ice~q11eue~f •ll .:_,,. 

There is no rooa left in the queue of requests 
for the ser•ice. : '··· ·, . 

service_out~ef_or4er 

The ser•ice is uaaYailahle for an unspecified 
reason. 

insuff icient_balance 

Appendix C 

The balance of the specified i~ :ta .iJtSUffiei.entt 
to satisfy the request. . . -~ 

The specified serYice request 
in the serYice queue. 

~ -· . 

could not be found 
'; 

..... : . 
- .. _; .~ 

1/18/111 
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!~~~: get_account_status_ 

This entry returns a complete status a~ an account. 

declare get_account_status_ entry( char(*), pointer, 
pointer, fixed bin(35)); 

call get_account_status~ {ac(J<Ja•t~name, area_ptr, 
sta'ttas . ptr, stat as) ; , ·- . ' ' 

- ~ ·~ -. f: ·' . -' . .~ ,,.. ~ :~:; 

1) account_naae 

2) a'rea_ptr 

3) status_ptr 

4) status 

Appendix c 

The· na'•e ·~Of ·;tll'6 ad<!oat whose status is 
being requested. (inpu~ 

"" ..... .. - . 
, .~ ~- _;/' ' :::: ' . 

The area in -.Mio•--~ :St.-tius is being 
returned •. (·iinput) '· 

Pointer to the structure within the 
area ' contaia:i11tg the :status. The 
structu:e · -. ,. 'ts described · in 
"account_status". (output) 

st.ancla~cl "'fi11ancial systea status code. 
This is zero if .the request coapleted 
noraallJ• · (ou•pwt) 

Page85 1/18/74 
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IA•~: get_payaent~status_ 

Tkis eatry iJJ . ~\lae4 -to·. retr:i•ff '; :i.ltf-~Mt.io11 fro• a · 
transaction record. To get this inforaatioa,' the subscriber \ 
aust haye either access to the transactioa or c~erk ~eas 
to the specified account. 

call get_payaeat_atatus_ (account_aaae, 
aaou\.;t.-CJWMte.t. 

all08Dt..,.pai'a_sof ar. 
to_acco.nt, status); 

- :"'t .... ecrti•..iH. ,'.f ,: ~. ET,. ,':_·t"[' 

aaout.;..a•~oraa*1, ' · '·· 
payaent_4ate, froa_account, 

1) accouat..;,;naae 

2) transaction_id 
- • .,. ": -·' ~-> 

·Tl•.·.... of •itiler accout ·containing 
this traa...-t... (inpat) 

TJte ai•• ileat.ifier for this 
·. ts•uaatieai r; AhpwtJ 

3) aaoant_reqaested · '.the- aaouat. ,.e£;,payaeat that baa li.:an 
req•estect. (o•tpat) 

4) aaount_aathorized 'file aaoant, of pay•nt tJtat has been 
aathorizea. (o•tpat) 

5) aaount_paid_sofar The aJtOuat t•at Jtas actual been 
transferrea to tile reeeiYia9 accoant. 
(oatpat) 

6) payaent_date 

7) open_indicator 

8) froa_account 

lppeudix c 

'!Ile . aate oa •llich tile payaent. 
authorizatioa aatares. That is, t.he 
clate tJte aat•orisel aaoant is to be 
traasfcrre4 to tile recei•inq account. 
(oatp•t) 

If the Ya1ue of this indicator is 
'1'b, the acco .. t is still open. This 
aeans that tla• aaout •eiaq requested 
is sab:tect to claa.nge. (oatpat) 

The account froa which payaent is to 
be transferrea. (oatpat) 

P~86 
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9) to_account 

10) status 

Appendix c 

The account that is to receive 
payment. This may be blank if it has 
not be en s pe c i fie d vet • ( out put) 

Standard financial system status 
code. Value is zero if data returned 
normally. (output) 
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~~= --.get_t:ransactioa..::•tato_ 
,_~ r, , 

This entries returns the status of a transaction. 

declare qet_~ransacton_status_ 
ptr, fixed bin(~S)); 

(char(*), bit(72), 

call get_ transaction_status_ (account_;_na ae, 
transaction_id, transaction_ptr, status) ; 

1) account_naae 

2) transaction_id 

The mae of an accouat containing the 
transact.ion. (input) 

The 11niqae nae of this transaction. 
(in pat.) 

'/ 
3) transaction_ptr Pointer to a structare described in 

•traasaction_stataa• in which the 
inforaation is re't•rael• .. (input) 

4) status staadard fiaaacial syatea status code. 
rs zero if reg .. •t coapleted noraally. 
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!.a!~= list_accounts_ 

This en:try per•i ts a us.r .. to JJ•t. a coa.plete list of 
accounts he cvns. 

d.eclare list acccunts , . '(~inur, pointer, 
binari(35)): - ·· 

fixed 

call list accounts lis.t:._;pointer, 
status); -

1) area_pointer 

2t list .... pointer 

lrea into vai.ch tile list.of accounts is 
retuaed. ( iapat) 

Pointer to s1truc-tur:e cont•inin9 lis.t of 
accO)lnts .. · flae· for11at of the st-ructure 
is: 

declare 1 acce\lats ks.aa~.mn:t.•r•.• 
2 nuabeir~Q:f~ae~ts fixed binary, 
2 account_~ '· 

3) status 

Appendix c 

(* refer (auaber_of_accounT.s)) 
'cllaraet.er~;J •·:.< 

(OJltpat'.lt· .. . ·;' 

· 'Stau4att11 '··:bltics status code. 
nor•allf zero. (output) 

Is 
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!§.!~: list_pending~requests~ 

This entry returrtS a·i.tst of •ll<·reguetrt.sr;' .. a.uer has 
pending for a given serYice. <· .... ;!-· ": 

declare list.:_.peadinq_;r~-· : : . ea.trf(dlar (*), 
pointer, pointer, f1•eitbi.b1:1.5J) ; 

ca.11 lis:t._pep!}hfJ.;:.req~•..;;.~ •· ~ . c.· .i(serwi.c:e_naae, 
area_pointer, reqaest_pointer•i~a.t.a•); 

1) seryice_naae· tt-he ~ of;:;.tJle&:sftrYice:.•oc-.· · 9.Jiick. the 
req~r aretu· a.;. listed. (inpat) 

··I-re& in c•.h.iell:~ ltlwe. ret.ar..a 1:1-.st . 113 to 
be auocate4;.c<fi.Qllt) 

3) request~pointer- ·- POia~r to --: ~re :d~· :»i:tl.e f ollowinq 
:·.fvra:t:' il't".~JltJai 1i·st ·of. requests is 
ret....a: .i ~H'o::>::\' <: 

, .. 

4) ·status 

'Appettdix c 

' •J' • _,,_ i; • 

declare 1 requ.at:.~·tt.;,st:::MlJe4(~st_pointer), 
2 fi\Utbet_r~aat-.,ri_. binary, 
2 r~ues~(• sefer C~ r4"jaests}) 

•· ':flldlcl ~t91ff1); 'P a· c i;;<>; .. ,. 
~,. -- ::- 9 . . -;~ -~ .~ i:= •. ~ 1' .-·: ~--; 

{oat.pat) 

Stan4ard Bultics stat.as code. 

. . ·:t11.cA-: .lf"llt , ~ :""-v'T-r-. 



f!PM FIIUIJCIAL SYSTEf! SUPPLE!IEH,. R. Frankston 

!~•g: aake_payaent_ 

This entry· is used ta transfer .. aoner "·bet.ween two 
accounts without a prior request: for.i·~t. · Thi.s aeans 
that there is no requested payaent aaount associated' w:U.h 
the transaction. 

1) 

2) 

3) 

4) 

5) 

declare aake_payaent_ 
bit(72), fixed 
bin (35)) ; 

en.tty ( . ch'¢(*' , char (*) , 
dee (15,.2} ~ r :'char(*) , fixed 

call aake_payaent_ (f~&ccOWl!t. · ·· to_account, 
transaction_id, aaount, description, status) ; 

f roa account -

to_account 

transaction -
a•nunt 

description 

id 

The account f rOil.' <lltlilch 
be transferred. (input) 

the aoney is to 

Tile .acooUD:t ::to itdd;cll:r the aoney is to be 
t-ra11sfer~..: (bputl '· 

'fbe idea~S.D i. iioc=":~he record of l:.nis 
payaent. (output) 

The description of this transaction. 
ti 1l'P'Q!bt~? ; . i ;; q u ');Vi 

6) status Standard status code. (output) 

ApJ>endix c 
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!~•~: request_service_ 

This eutty 1.s -ed, to· . reqll88t a., .&erYice,. The int:ernal 
f <>-rn t of-· 'it he ' ·PH"Mleter' field:;_,,,..~ accordd.;JUJ... to tae ·· 

" '..' 

declare request_service_.. entry ( char(*), 
bi.n(§tJ, · cll8"•), :~ :_.,,i Id.a ("Jit) ,. 

··~ld.:•(3Slt-;\ ···v ;.s ;:) . , 

f iad 
fixed 

call reguest_ser•ice. (service_naae. transaction_id, 
paraae**1:~ ... :~i...i4,_ ••tfll8t ._;;:•· .. -~, , 

... 1 · -~ ¥~_:-,;:::.:::,..f) 1:- ~·:::,_~~'<:f-,L·- ~.t·J: .d":}~ "'"'J,:7"-~-~--.~~ 

1) service_naae la•e of the serYice being requested. 
.; :.'(d;apa!t): '. . ,~ jt)J . f, "",:f' ' . 

2) transaction_id The identifier for the transaction 

3) paraaeters 

> • 

4) request_icl 

5) status 

. :·~(ti> Juli<Jlmll ;La billimp:~~- :·, 
Ift,_· ·.aalt) ..,,..AM;:l~::.,...MCtioa ls to be 
assoc:i.ate4· with t•e DHJGeS't, a value of 

•' ·1.zemiriSrol*&••l•frl;f ... t) r i . - . • .• ::• 

The paraaetera for tke request. The 
.'.if~~ e t:ll•t<Jarrntt•r• .is defirne*:bfr.t· 

tbe veaior o~ Ue ••r•ice. . Cinpet) . 

The 1IDi que i4•fl*W.* for the. request.. 
(oai:pat.}-

fte staaaara 8111.tics statu coae. It is 
aoraallJ sero. (oat:pwt:) 

,-...:'f 
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Nam~: set_access_ 

This entry is used to specif.y the priviliges 
subscribers have; with respect ,,t·o an accon:t •. Tile suoscriber 
must ha v~ owner access 11ith respec.t tto an accownt in oraer 
to set acces.s. 

declare set_access_ ••'t:·~Y f char(*) , .1 like 
access_structure, fizea binary(35)); 

call set_access_ 
status); 

(account_naae, access_structure, 

1) account_naae The naae of· uhe acoOUJrt. for which the 
access is be:tu9·qspeei.f.iet .. (input) 

2) access_structure Is a list ... rd• · sab.sclri-.r.s .and their 
access .whk· .;re~fMlc::t•·'tO .:;a·n account. The 
for• of the structure is: 

3) status 

Appendix c 

declare 1 access.~stD11etere, 
2 lenqth_of_access_list fixed binary, 
2 access;,~Jist like 

accoaat~A:ta:t11S.access_list; 
(input) 

standard !ult:iolf . .·status code. 
normally zero. (output) 

Is 
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J~~§: set_authorization_ 

This_ entry sets· the authori,zetioa.~. pa~a.et .. ers for a 
t r&nsa:ct.ioa. :It. canot .. se-tc tile .'Ullt;Ht:i~• "l&J•vt' . ··to ·.a 
val·oe less titan 'tlutt alreacty.1 -:paid'.-! .ift .. atll:e JaC••:.ispeci;fied ,. 
is reached, the specified aaount will be tra~ :·'firoa · 
the "fro•" account's balance for the transaction's unit of 
payaent. 7 

The user aast have . pcry• ster. •~ss re la ti Ye to the 
"fro•" account to aae thifs. entry: .. · ·· 

1) 

2) 

3) 

4) 

S) 

... (; 

declare set_authorization_ (char(*), bit(72), 
claarC•J:·• faeclc biaf'l1)1,;:· fixe4, ·•dec~1·5:•2l ,. ·· 
f i.-1 ·bin f3S),,: . ~ · 

call set_a.ath:orizatioa_ · · . •. ~ (account-.n·a11e, 
traasact.ioa-..;iA.• :eaon,, ~,. status) ; 

account_naae 

transaction_id 

aaount 

date 

status 

The naae of an account containing the 
tra!laact:ieu11 ·• liaP1tt* r c, 2; . .. · .. 

The ullicjff <·Me•tifier of the 
traa:saetio•• ·f>inp•t) 

~; L' ! T : ' _!: ) 

The aaount of payaent to be authorized. 
(inpet)'. c:.: . 

The date when pafaent is to be aade. 
(input) 

Zero unless tkere is a failure. in 
which case it is tJae reason. (ou~put) 

lppenaix c .' t/18FM': 
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~: set_request_aaount_ 

--~u 4HRXJ<•t•d~h..----..1&-11n.t ':.•f~:~..atyr..-Erat.el for a 
tr-&aslctt~. f't:-1'$ C·•aJ.f.dO'l,*6 :J.'89 W:'.) .. tt-aa9attl.Ofl -'.iS 
open. Bodify access is .required on tile traasactioaf-~o :de 
this entry. 

a.-~1at:€1 sat:l:'•quest~ ...... t1:J>im~~ •. ~~t (72). filCed 
dec(15,2), fixed ~in(35)); 

.,-.~: :)':~: ~~;_r,!"f.f !9:)_::;f~ __ yl .r:>;:; ·r:-:'. 

call - ··aM ~f,a.a~10,_:i-: .. Jt:c·'Di>:-{account naae, 
transaction_i4, a.Ount, states); -

J•: !r )-C• ,-~ ,. !~ '"~;-• - .~ < ~ ' 

1) account_naae 

2) transaction_id 

3) aaount 

4) status 

·Append i lC C 

·ft•- aa~J:Gfsaa,·:aecoaat 
transaction. (iapet) 

containing the 

--, r " · j 0
.: ) :t n ,. '.'\ I 

The uniq1le~-;tt&" .;of 
(in pat) 

f' -:'"' 

AaoGMr .i £·: "6-YR•t 
(in pat) 

t ·, ,:" D ~~ i·:.... ,_,~ t J · 

the transaction. 

beinq requested. 

Stan4ard financial systea status code. 
(output) 
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!gB~: specify_receiving_account_ 

~Mii.s?e'•:tx-y<is,...d'bJ a·,n1111ulor.'11he MS{been .assigned a 
trans.acti'011 to s,pecif~ . the af:f:<>Ut,, to Mlli~Ja ~·J•'Elllt is to 
be aade. 

declare specify_receiving_account_ ,,,. entry (char(*), 
f iffd· W:ll':(7~l ii:'-e•ari'*l • .fj~ ... ·bi•rfJ-5i t; 

~) ~1 f •: ::~ (; ~-~~ ·;~.: ._. • ~ ~ C> ;_' : :~ .,_-. :~ 

call specify_recei•inq_accouat_ (account_naae, 
. ·· .' t.ransaction.:..i•.,: c~~M-••ount, stat.as) ; 

1) account_naae laae of the account containing the 
. tranaactioa. .;(UilfJlt) B ···.' 't • 

. ,, 

2) transaction id . - Identification 
. (inp•t) 1 • ••. 

of the trsaction. 

3) receivin9_account The naae of
1

the account which is to 
r~j.ye JtaJ~•''' '(input) 

4) status 
~ .> ·-. :·· i. -~ 

Standard auitics status code. 

·.) }:. '" . 
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!~.!~= transaction_status 
.. .'.- ~ .. ~ 

Structure in which the status of a transaction is 
returned by get_transaction_status_. 

aeclare 1 transaction_statgjl,:b•Sftw:.£~: 
2 transaction_id bit (72), 
_a,"11l•fi,9Jl&§•••* ~-.Utai.o."' l~'!:ffe•~ §.~ct *I: " 
2 recei•ing_account ebar(32), /*to acct */ 
2 aaount_requee•e4e:fisetH4HfJ$1i!-11 , :, "';, 
2 aaount_pald_sofar fixed 4ect15,2), 
2 aaouat_authorized fized aec (15,2), 
2 payaent_date fixed bin(71), 

: '~ 2".' 1f&Y••••M!t o•r ($2) 1Y::0J ~~J:l "'·'; : ., 
2 receiver_n.aae char (32), /* for reference */ 
i. opea~f ... :r.itt.n •. ,_ c ,o;·,, ,•', <;~_; c,;;;1;-;· '. ; 

2 request_chan9e_access char(32)~ 
2 description_lenqth f*Jt.Pi••J"•f.i~j) 1 :, 

2 description char f* refer {deaeription_lenqth)) ; 

'. 

: . . :.J '_' 

.!. 
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- Corbat6 P. J., Saltzer J. H., Clingen C. T. 

ftultics The first seY•ll yea~s; ~ : ~ 

APIPS Press; 80.t•ale, •· •ll• 0'1645' · 

A reYiew of the history. •.of t:•~ Beatie• ·· tro1ect. It 

contains a coapr~hensiYe list· of. ri~~~~~···. for further 
-'... J.• 

inforaaticn attcat Bal tics; 

- Dennis J 

A Position Paper on Coaputinq and Coaaunications 

coaaunications of the ICB, Bay 1968, Yola•• 11,. Jfuaber s, 

Page 370 

Explores the iaplicatiol)s of generally available 

inforaaticn systeas. The eap•asis is DD tile social issues 

as opposed to the technical probleas of iapleaenting the 

appropriate software. 

- Prank, R A 

·Banks' Power Questioned (EPTS ys. Citizens• Rights, 

Coaputerworld, 11/7/73, Vol VII, luaber 45, Page 1 

B'i'blioqra ph y 



Bibliography R. Frankston 

Presents scme of the problems with the . Electronic Fund 

Transfer Systems as they are beia4 iapleaen~ed. The 

current systems seem to be reducinq\the .d.ndivida.al's 

ability tc protee't tiis inter.-: l'aTileT"' discussion of 

this topic can be fo"ti4 i.n 'the ' f-0<1-1.nin9. iss,ue · of the 

newspaper. Computerworld has been following these issues 

in many articles and is"C)enera,lly •'·, 4ood: source for 

info'"1aticn altff-t compaters." 1 '·th.:eai.t.s ·:~-to :i-n.dividJJal 

rights. 

- Manus, B.; Wooton, !.; Borko, H. 

The social implications of the use of coaputers--across 

national boundaries 

AFIPS - ccnference Proceedings, Yoluae qo, Paqe 735 

A sumaary of questionnaire results on the topic. 

- Roberts, Lawrence; Wessler, Barry 

Coaputer Network DeYelopaent to Achieve Resource Sharing 

AFIPS - conference Proceedings, Volu•e 36, Pages 543-549 

An introduction to the lBPl network as a method of 

sharing computer resources. Is a source of further 

references on the ARPA network. 

Bibliography 1/18/7Q 



Bibliography R. Frankston 

- Schroeder, M. D. 

Cooperation of Mutually Suspicious 

Computer Utility 

Subsystems in a 

Project MAC Technical Report 104; Massachusetts Institute 

of Technology; Cambridge Massachusetts 

A discussion of some 

implementation of a class of 

of the problems 

services. A method 

with 

for 

temporarily granting a service access to a user's memory 

is presented. 

Bibliography Page 100 1/1 8/74 


