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MARKETPLACE FOR CONPUTER SERVICES
by
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Abstract

Computers are unique in their ability to be prograsmed
for a wide variety of applicatioms. This is in contrast
with hardvare dedicated to specific tasks such as the
telephone system. Because of its flexibility, a computer
system can support, concurrently, msany diverse services
that do not require dedicated hardware. Conversely, these
services act to bring the capabilities of the computer to
the consumer who wmight otherwise find the operational
difficulty of running computer. programss too formidable.

Since the computer is supporting many services which
are sold to consumers it is natural to model the system as
a marketplace for these services. Bost conteaporary
computer systems are oriented tovards users who run
programs. The environment for services puts different
requirements on the computer systess than 4o the needs of
programmers, so as to permit all the participants in the
market to make effective use of its facilities without
requiring dedicated facilities and without interfering with
each other. As vwith any marketplace, it must be convenient
to do business within its framework.

The reqn1relents of such a marketplace are not
satisfied in contelporary ccnpnter systeas. Hovever, the
marketplace ‘can be évolved fiom -seme smisting  romputer
systeas without FirddaseAtal -changes. Presentiy the:use of a
ccaputer requires %W!&ML‘ oxtheispart of the
user. The evolution €o a ‘marké€pluce. is mecessary if the
capabilities of computer systems are to be made more widely
available than they are now.
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Introduction R. Frankston

CHAPTER ONE

INTRODUCTION

Computer systems have evolved . from simple calculators
to more sophisticated processors capable of running complex
programs with large data bases, to information systeams
serving the diverse needs of many users. Despite the
evolution of hardware and software ‘in .the past twenty five
years, computers are still regarded by wany as esoteric
devices for solving well-defined probless. One approaches
the computer with a problem, programs the sackine (or uses
an existing progras), feeds in data and: the computer prints
the results. This mode of operation: is being sSuperseded by:
one in which the roles of the computer  and the user are not
as well-defined, where ‘the user works #ith the computer to
find the solution to a problem. Even the idea thationsfnust
necessarily have a specific problea in mind is being
replaced by the view that a computer offers a collection of
prograas which one may call upon ° (through ‘a command
language) to perform tasks when requested. The tasks may be
one of those traditionally associated  with the computer «-
compiling, statistical analysis and :repert gemeration —- or
they may be used to communicate uith one's bank, library or

colleagues, to manage houseliokd . finances, - recipes,
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scheduling, or shopping.

These latter applications are not common for a number
of reasons. Some of these are technical -« we often do not
have the knowledge to construct oprograms: of the required
sophisticaticn. Many of the difficulties are not techmnical,
but are the result of designing computer systems for
ranning programs. But being able to run a program is not
equivalent .. to . being able - to make effective use of a
conpute:. The vast majority of computer ssers, as opposed
to programsers, should not need +to be concerned with the
details of running the programs. By concentrating on the
computer as a - home for programs ome misses: the forest for
the trees. This thesis will distinguish dbetwmeen the use of
programs and the use of services oan a computer system. The
aim is to examine computer syste:s'nSa'b&ses‘fcr providing

services.

The evclution of computers from. praogramming systems to
service systems is similar to the earlier evolution from
the bére machines to -those . with the  support of
sophisticated operating systems with theixr associated file
systeas, libraries and other Tesource manageament
facilities. The service environment provides the vendor

with the facilities needed to enable him to present his
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Introduction ' . . S R. Prankston
services to . his users without rcgu;ringxtnoniedge. of the
complexities of the computer system. The nte1§phone systenm
is an example of a complex system dedicated to. a limited
set of services. When placing: .a. telephome .call, 'a
subscriber .is using a very -complicated communications
network, but he need only state his:regquest in terams of the
service he is . asking for. Norsally this:is- done by:simpily
"dialing" the number of the phone.he.vishes.to:be conmected
to. In. addition .to being .  shielded: from: :the  technical
complexities of the phone system; -he is:also shielded - -from
the financial cemplezities and the politics:of &ealjing with
multiple telephome companies. All he .sees.is-a bill .stated
in teras of theﬁcallsathagxhe1la&ea;§;ecouputer«systelﬁhas
much in common :with the telephone:systes in -proxiding
serEvices to . its:subscribers. Hovever; vhile: the:telepbone
system:is. organized ' arxound a limited: set::. of services;, the
computer system. 'is an enviromment iéf vhich sany diverse
services can  be offered. As the telephope .companies-have
found solutions to the problems of:providimg their specific
services, .the computer systeas -musi.provide an environaent
that permits solutions to be applied- to a large:variety-of
services.

To investigate the . general-probless:. of providing a

variety of services within a computer systenm, this thesis

PRI
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Introduction ‘Re 'Prankston
provides an enhanced machine. The  most important
characteristic of this environment is the availability of
other services that may interact ~with each other. In fact,
the computer system can be viewed. as simply a collection of
these services; some :being basic,  ‘such as the cowputer
hardvare and file _ system, and --:othérs’ being more

sophisticated.

. A description of an environment for offering cosputer
‘based services is incomplete withoit anmy disdussion of the
financial or resource .. managesent - aspects 'of -thé
environment. In the design of computer systems the problems
of buying and selling computer services have - largely ‘been
dealt with in an ad hoc fashion. In many projects such as
the ARPA network, they have simply been : .deferred. But the
viability of a coaputer . system as. a wsarketplace for
services depends largely on the ability +to0 transact the
business of buying and selling ‘the services. To date, much
of the discussion of accounting for computer: usage has been
concerned with: the allocation : of costs: : for: the - computer
system to its users and with the use of pricing structures
to distribute the: computer resources: according to given
pclicies. This is not, howvever, .the aim of a financial
systea for a larketplfce.~1n-the:mt:kntplace, -the probleam

is one of facilitating business tramsactions, not: that of
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devising appropriate pricing policies, except to note that
prices should be =basedfourlatsunts,lctningfnl to -the user
of a service. It is important to permit conventional buying
and selling to be extended to the-sarketplace. There is

another necessary aspect to these transactions -+ the
settlement of Adisputes. In typical cosputer systemns ‘there

may be nmany parties to a dispute, the instsllation
lanageneni, the programmers, and the user of the system. In
a  marketplace, sach veandor .canh msake: use - Of many other
services. :inless .gunidelines are sistablisked - for assigaing
responsibility when serwvice im not: sakisfactory, the market
becomes unattractive to the user who :does not. enjoy the
details of litigatioms. -

- To demcnstrate - the feasibility of the Cowputer  as a
marketplace for services, -an -implesentation = will bde
described. #iultics, a szysten develuped :cooperatively by HEIT
and Homeywell, will be used as ths basis for ‘such a systes.
Bultics is agpropriate because it. was designed to serve as
a basis for a cosputer utility. The dimplementation of the
sarketplace will : ssrve to denocnstrate tschnigues that can
be applied to other  coaputer systess. The principle
extensions to Nultics will be the creation an environaent
for services as : oppuosed to ymgm:- incladiag  a. finencial
systea for conducting businewss in: the sarketplace..

Chapter 1 Page 12 /38778
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Once the framework of the marketplace has been applied
to a single computer system, it can be extended to a
distributed computer system such as the ARPA Network. By
applying the framework of the marketplace to +the ARPA
network, some of the practical problems encountered in

trying to offer services via the network can be resolved.
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. CHAPTBR TWO

SERVICES IN A COMPUTER ENVIRONMENT

The goals of a Computer system ag  an ervironment for
services and those of structured programaing kave much in
common in that they both represent sttempts to control the
ccuplexity of computer systess by decouflimng “the: services
or modules of the systes. Each modulé is vieved in terms of
its interfaces - with -cother - prograss.’ 'In’ analysing ome
progran the internal operation iof ‘the :cindividual prograss
it calls upon is nct important. -Bach:-progras sodule - is
considered to be fully responsible for the service it
performs. Though one module -may sake use :of 'other services,
the user of the module is inselated from:  these secondary
services. While this approach has - bees taken .in sowe large
programming projects, the facilities -required for rroperly
protecting prograns ‘- “from ' . unwasted -im€eraction ‘are

inadeguate in most computer systesms.

The computer marketplace and structured programming
share the tLasic goal of making  sore effective use ' ~of the
computer systeés. - The desire for modularity stems from a

need to debug a 'large program by -analysis  of local
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relationshirs between programs. For the marketplace,
rodularity means that each vendor ‘takes responsibility for
his service thereby relieving the : wser of : iconcerns about
the details of the operation of the service. The ability to
assign responeibility . is importamt --in localimisg bugs in
Programs. One can - determine whether a bug.ds in one's .own
- prograas or not. If not, then ..the bug iis either in another
module used 'in . ahick cdse, the parscn - responsible for the: _
nodule can be informed, or it .is in the interface to the
other module. .In the marketplace,i the clear -assigomsent of
resporaibility is . necessary for dsakeating . deficiencies in
services and for resalution of disputes. .

v e o TarmnnTzyr o wlirh g

If the computer: is to sexve as-a basis for prowiding
services, an adequate 'framework :must he developed -for the
financial transactions  associated: ;with the .duying .and
selling : of . ‘services among . .the. participants -.in . the
marketplace. . More thaa::alaply- ::makimg: it posaible  to
transact business, the .marketplace: must make the  ‘sale’and
purchase of its services very convenient. The financial
system 1is, effectively, a system of resource allocation
sinplified by the use of a - GORNGH  measure:(money) for
exchinging :Temources. -Unlike many -systess for -  accounting
for the use cf cosputer -‘srezndntwae&hmﬁuuehk Systen of
the nmarketplace is not :'meant eckaulj . ag & neans of

CKapter 2 Page 18 T YAYBLTY
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Services In a Computer Environsent ' R. Frankston
allocating costs of the coaputer hardware, it nmust permit
the assignment of value to resources .created by vendors and

embodied in the services provided.

The marketplace puts reguirements on services other
than those strictly dictated - by structared programming. If
services ' are to - be s0ld to consumers: (as‘ opposed to
specialists anil  Bophisticated  m@ers) ' in ..a competitive
market, it is important that t&m services bhe attractiwxe to
users. In addition to .the characteristics of ' specific
services, general factors - can contuibmnte. .- to.  the

attractiveness ‘of services. The ipclude: .~ . .

~ Convenience: . What . is reguired of . the wuser to take
advantage - of the service? . What muewat the user . know

- outside of his particular spplication.area? . - o

SN R Fa Rt

~ Completeness: Must the user ::ac¢ess-saltiple services to

accomplish his: goal? Can he :lascexplish the goal through

the wse “of .a :small  i‘nusher :of s gerviices -that can
commutiicate in a .common lamgdage? 5 -

- Relevance: Can the user "speak¥ t¢ the service in terms

weaningfil to-him, ‘ak mest he: ldacn.sose special purpose

language? Is the service imtenfacerorjemted -toward the

Chapter 2 ‘Page:¥7 Y18/
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user's prchblem or mwust the user sake the problewm match

the services available?

- Safety: What risks must the user take in order to use
the service? Is the setvicefsn*/poveﬁfnisthat'ﬂa“linor
error  can be ' catastrophic? Will +the mser be able to
predict the effect of his Taquest? Does the "principle
of least surprise™ apply == 3oes / the behavior  :of :the
service confora to that which the  mBer intuitively
expects? #hat assurances does the ‘use ‘have that the
service: will be  satisfactory? If -the: service . is
unsatisfactory, what appeals Jdoes the user -have?

- The aim of creating an enviroament : for computer
services is to simeplify the offering-of services. Some of
the technigues . have .been -mentioned ' abowxe.  The  prisary

technique is the decoupling of services by requiring that

‘the vendor of a service take cosplete: Tesponsibility for
‘his service ‘at the .ianterface to  the.service. This is a

prerequisite for the ‘criteria:listed :above. The service is
convenient if the user need not shcf"rnre;‘df ~the details of

isrlementing the service. By taking full responsibility for

‘his services the wendor gives: the user a well :defined means

‘of ‘finding who to: appeal to- vhen any .aspect of ‘the ssrvice

is unsatisfactory. The degree to which a user or wendor can

Chapter 2 - Page 18 1/18/74
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be liable in such a situation can be limited by contractual
arrangement between the user and the vendor prior to

accessing the service.

The financial system of the marketplace also supports
these marketplace criteria and is discussed in the next
chapter. The problems of:  developing standards - and design
criteria for service is _a much. broadsn problem: than. the
design of the environment for services and is beyoad the

scope:- of this thesis.:

The availability  of - manhy services, .:pogsibly in
competition, is necessary to provide a "critical mass" of
service wvherein one is likely to £ind ‘a. service appropriate
fora particular task: ocr ' one can -.find a set: of services
suitable: for the task. :Services must-also be available: to
be combined for the creation of more powerfal services. The
competition between services in the marketplace is a
primary motivation for making -serwices aaaaﬁﬁéacxiye as
possible.  Ta provide an environment din which. -akl sezvices
can be made available ‘to the ' consumer i a uniform manner,
it is necessary that the users and services share a common
pcol of rescurces. This can be done by sharing a single
computer - systen or by establishing . protocols for

communicating between services -withim .a distributed
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Services In a Computer Enviroament .~ :Re Frankston
ccmputer systesm. In this latter case, the marketplace still

appears to the user as a single shared cosputer systea. -

Since competing services are sharing a commcn computer
system, it is necessary that they : can: he: asmuredd - that no
service can interfere " with  any ' Other '  service - either
maliciously cr  accidently. Interference can occar whan.a
database is altered, when a progras 4is stolsa, or even when
service is unavailable . because ohe user is .exhausting: the
capacity of the systea. The  eliminwtion " of umwanted
interfaces wsust not prevent normal interactions between
i'sers.hudvzauryim;u Both m-veﬁbr&'aais*;m‘uemf ‘should
be able to-control these interactivms so that . the wvendor
can selectively deny access to his 3ermice: ., 80  that the
‘user can prevent : the vendor having ussuthorlzed : access to
‘the nlsaﬂs dsta ox soney, and ' Soas A0 protect the: priwvacy
of the subscribers. S

The computer systes as a mkcqﬂm adffers from the
computér Systes as a progransing enmwirosmewt.; o a ‘user not
doing his ouwn prograssing the systescwmsust provide an
-interface to its services. The purpose of this interface,
whick is sisilar to coaventionmal cosmsand: processors, is to
simplify the accessing of servioes amd to: permit business

‘transactions associated with ‘thesé services ' to be -made

Chapter 2 Page 20 A W ot ¥ 3 | )
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conveniently. Ccnceptually the user can be viewed as
accessing the services from a typewritér—like terminal,
though specialized terminals and interfaces are also
possible. It is not, however, reasonable for each service
to have its own wunique mode of access because the user
would be required to learn the idiosyncracies of accessing
each service. Thus the computer installation must provide a
uniform access interface to services. The user of a service
can also be another service so that the intérfacing
protocol must also be suitable for use by a proqfal withcut

human intervention.
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CHAPTER THREE

THE FINANCIAL SYSTENM

As explained in the introduectiom, a viable financial
system is.- key to the successfal operation: of  the
marketplace. The purpose. of the fipancial .system is to
permit stapdard. business practices.. te operate. within the
framevork of the marketplace. This differs from the goal of
many existing compyter resogrce accounting:systems as the
enrhasis is cn the tramsactions: between:the subscribers.to
the computer systeam. as .opposed %0 regovering. the.costs. of

the computer systes. .

&'?}zhefptiﬁaty : Fegpizremegut £or.-the financial -systes:is
that users have confidence: in it. .Confidence regquires not
only that the systeam be . securxe aid. trustyorthy, . but-also
that the systeam be. convenient and simple enough to use so
that the user can be at ease .with the systea and-nct worry
about being:at the.mercy. of .a: system-khat -he does not
understand. The degree to which the.user -can.trust: . the
financial system depends, in part, on permitting the -user
to apply his existing experience- with the conventional
financial systea to ‘the. nev enyironment as well  as on the

correctness cf the algorithms used .and the integrity of the

Chapter 3 Page. 23 - /18774



The Pinancial Systenm -+~ " R. Prankston
computational methods used within the financial system and

within the services offered.

It is inevitable that disputes will arise bétveen the
gsers- and vendors of services. Baless dispatés areé resolved
fairly, the participants @0 mot have any  recourse within
the marketplace in  the case of unsatisfactory seérvice. If
one nmust-pay ‘fet a service evem whén’ ‘it° "has not been
provided  satisfactorily, the ‘risks-  fnvelved in ‘dsing
services ma outweigh they -poteéntial benéfits. Central to
 the resolution of disputes is the:detéimindtion of who the
respensible parties  ate, foir if respondfhility canmot be
assigned no action can be taken to resclvé ‘a dtspute. Por
the vendor, the recourse in a dispute may be to deny
farthér:-access to his service. Thé>wser Rayidppiy- financial
leverage and céuy‘payiint?anei1f?tia;isiies“?ﬁée&tcssliea;
The financial syi%el mast “be-able ' to protect the user's
right’ to withkold the payments  for séfvices. ~In: otheér
vords, the  finascial systea  is ‘a’" sérvant’ of the
participants; payieNts  dre:not mide +anl sefvices‘aré mot
provided without ~this autkorizdtion: By "the -ffitérezted
parties.

In day-to-day business transactions’ ‘a ‘number of

conventions lave been“establishéd  to’ fﬂéilft&te”fcqgidﬁ
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occurances such as the buying and selling of ‘mechandise and
to protect the interests of--participants. When the
marketplace for service is within a computer system the
methods for financial transactiens differ“ftem conventional
methods because the transactions’® &o net “involve physical
assets or produce written reeo¥ds.-“It-may’be ~arqued that
‘One can ‘continde to apply current praetices of ‘using
vritten ‘hotes even “though “the - !8éfvices ‘are within - the
computér system. This 'is'analogéts- ¢o F@s€fving-a séparate
bill ‘for each '‘télephone  call ofie ‘sakesd The burden of
hWandling the bi¥ls for-Many -sma¥l transsetisns vould  éxceed
the advantages of -such: tangib¥é ‘reébrds:i SIn >fact; n
conveﬁfion&l“traﬁé&ctiéus;:?iﬁé problén: of “processing many
paper ' transactions is leading- “to ' ‘the-déveiopment - of

electronic’ fufid“transfefr systems. =~ = o¥

The advantages of a’'financial - system=désigned ‘for- the
‘marketplate’ is"that it chbh “gretdtly simplify the Buying and
‘sellinig of ‘services. In’desighiing “®@éh aiSystem' one Rust
provide counterparts to ‘tradit#énal- fimaneial- ‘safequards
"such as giving the subscriber- cofitrol over ~his own assets

(i.e.” no payments without subkeriber's:  permission) ~and
‘adequate records to give the subseriber thés “egquivalent- of
such conventional recérds’ as tréteipts, ‘checkistubs: and

itemized bills. Above all, of course, the financial systenm
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The Financial Systen : : R. Prankston

In the marketplace's financial system, one pays for a
service by transferring money from the “wder's account with
the installation to the vendor's account. This transfer is
really authorization t6~ the: installation manager to
consider money formerly being held ‘on sehalf of one user to
thereafter belong to -another user. -k record of the
transaction is kept by the financial system’ and functions
as a ' receipt. A bill can - be considered *he converse of a
payment in that it ‘is/a-tequestr*iadeﬁﬁi ‘a ‘vendor < for a
transfer of money from ‘the -user's account ~ to the vendor's
account. For ~simplicity, ‘we define a sStandard transaction
as consisting of a bill and 4t associated payment. In
practice, the bill may not be paid, or there may ﬂot be an

explickxt bill associated with the payment.

As pointed out above, - ‘the burdem " Of processing ‘the
bills from many ‘services <can ‘' ‘beé  yguite heawy. It is
therefore necessary to minimize wmdnual ‘procéssing - of the
transactions. Most transactions are fairly standard and can
be dealt with in a predictable,” or ‘automatic sanmeér. It is
only in the exceptional cases “that ‘intervention is
necessary. Thus one must be able ‘‘to specify what action is
to be taken in the normal cases and “what conditions are to
be considered excdeptional and ‘therdby require “human

attention. Simple exatiples of : autosatic ' decisions - are
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default limits for spending and awthorization  to pay a bill

when it becowmes due.

~If  the .specification  of.: how. to . Pprogess  each
transaction .is - itself tog. complicated,: the  .advantages of
aptomatic proressing of  transections is.-Jost. fhe -.basic
-dntexrface to- the financial system should perait . -a. simple:
specification of . which. transsgtions Feguire - manval
Prooessing...The user  has the poteatial of . programming his
O¥D- More - sophisticated screening: of the dransactions, bt
- standard transactions shomld be sufficient for most users..
A standard transaction record-wes described above as
consisting of a request for payment (or a bill) and the
GOITOSPORALNG PaFBent.. In: addi tion 40 Ahese two itens, the
transactiaon record...containg a specitigation.; of ponditicns
under. vhich -payment .is to be -automaticalliy . msade. A simple
specification dncludes .the -(futere) date.on: _which payment
is - to be  made and - .the . samimom-amosat . of payment... This
amount is . noraally the -price the - vendox gquotes .when ‘the
iSers - accesses 4  service. : The user : can Lhas Eednest . a
service :-and not hane to comgiden . the bill;; individually |
nless . it exceeds his limits. Df . Mhe sedwice--is not
satisfactory, he has watil the PAYAgAt: date he specified to

Chapter 3 ‘PAage 28 . BALBLTE
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cancel payment.

Grouping transactions together 4into ac¢counts provides
the ability to -comsider ¢lasses ~of ‘tfansactions: Rather
than considering all ‘payWents ' to be  ‘mhde Fffom oOne large
account that the sabseribér has -with'thke -installation,
smaller accounts ' for specifi¢ ‘parpdses ‘édan” be matatained. "
This has the advantage of permitting limits to be placed on
each of the accounts so that an efref #ill mét thrésten the
user's total balance. Associated with"-é&éh account are
default values for transactions and total limits for the
account. ‘More importantly, the “user“csn délégate authority
for ‘managing an accomnt. X ‘user cén petihif a‘trusted vendor
access to an accbu&tftd“~c611eé€5§effé&ié@§&ilents. He can,
however, still limit the total amount that the vendors with
access to the account can withdraw. '{6f ‘édurse;  this is
against a background of contractual arrangements which may
give the user 1&gal-rights t&-s€iIl rectdid Kis paysents if
the vendor has not satisfied the conditions of the
contract). Another -advantage o6f haviig-dultffle aceounts is
the structuring of the user's records 86 that he may more

easily evaluate his financial position.

The specification- of who can 46 ‘vwhat with a ‘user's

account must’ be ‘formalited Eo " €Hat the user éan delegate
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The Financial Systea .~ Re Frankston
some of the responsibility for managing the acceunt without .
giving up full ccntrol. The ability to limit the amount of
responsitkility delegated to another subscriber simplifies
the user's task of monitoring the use of -his .accounts. We
can define five roles.wvhich a swhscriber  cam-bave with
respect  to. an account. The subscriber®s . acceas to -an

account -depends on the roles he is-permitted . to play. . -

Ovuner Bay specify.a. subserihez's -access to the
-account. . E :

Clerk May examine the..status. -of..an.account by
-1isting. the balange and. any. transactions
-associated with .the acgount, - ... -

Paymaster Bay awthorize payments fyeom-the.agcomnt. -
‘Racejver . . Hay . accept paysents.to.the agcount,. . -

Requestor Bay pake -regeesis.for .. paysents: from. the
accoant. \ :

Roles must also be dJefimed with respect to -tramsactiomns.
vithin accounts. A subscriber may be given the ability to
change the amount fequested (i.e, specify-theiamquat. of the

bill), cancel the bill, authorize:paysent. (agsuming.one, has
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appropriate access to the account with which the
transaction is associated), or to simply examine the status

of the tramsaction.

The system of accounts, transaction records and
controlled access permits the user to simplify his own
processing of his financial transactions by being able to
delegate some responsibility for their management while
still maintaining overall control. For example, even when a
user delegates authority to make payment on his behalf, he
can limit the total amount that can be spent by simply
limiting the balance in the account to which he is giving
access. Typically he may give access to accountants or

others providing financial management services.
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CHAPTER FOUR

AN IMPLEMENTATION OF  THE MARKETPLACE -

An important criterion’ in - the  design  of the
marketplace is feasibility. To. desonstrate the feasibility
of the requirements of the computer services and  the
framework fcr the marketplace an implementation will be
presented. A detailed implementatiom reguires: :thatipoints
‘be clarified that are vague in: the gemeral 'description,
such as the exact method of requesting a- sSetwvice and the
exact capabilities of the financial systea. The Nultics
systen developed cooperatiyely : by: the Nassachusetts
Institute of Technology (Project HKAC) and Honéywell
Information .Systems will serwye 'as . the . basis for the
isplementaticn. See. Appendix -A -for :a .description of

Multics. o - T PR R I IR S S

Hultics wvas designed to.. serve as :the _basis for .a
computer utility and thus: comes.- closer to: meeting - the
requirements of the smarketplace  tham :  othes - §1§xe;s
generally available. Nultics can be extended without great
modification to serve:-as the basis for.the :marketplace.
There are other systems that coald also serve as basis for

a utility. YThese include IBN*s  V8/370;asd. OS5/¥S2-2/TSO
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systems and BBN's Tenex systea.

In specifying an isplementation -ome mast first find
representaticns for the elements of the =model.
Specifically, vhat - are the reprasentations for  the
installation manager, the subscribers,  services and  the

financial systea?

The installation manager takes on- the responsibilities
of the Bultics systes adeministrator.:The ' subsmetibers are

registered.Nultics ssers. :

Services on Beltics

A service is-esssentially any =ellable coamodity om the
computer system. Gne may simply " sedl: avcess-td' » date bise
by subscription and then provide  the service by giviag the
user access to the data. HNore interesting are services
vhich actively perfora a:functiodand>mast *be:represented
as$ a program for the CoRpater. Thei reghiressats on serwices
include the:following:

- One must always be able to deterhine reéspoacibility.
There must De no unadvertised #ide vIfects. Such: side
effects are typically: the reseltv of shating resources
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without clear assignment of respomasibility.

- The subscribers must be:protected from each - other so
that; gne wauld not normally be.affegted by the other's
mistakes or atteapts at pemetration.

- The user should consider the service to.be "black: box"
and just view it as somethipg that: takes reguests and

returns results.

- The representation- :should not. prevent a service froam
using other services.
~= The vendors of . services shpuld..be able.to control
access to.their.servicess: - .. . ¢ - L.
S IR S

- Services should be able to operate asynchronously.

Rt

In Multics, these requirements can be: met . by running
each subscriber's - programs in .separate: precesses, Each
process is identified with the subscriber's princiral
identifier (or access name). : Thus . the identity of  the
subscriber rumning a given progras. Gan he determined at all

times. : ; . o . s
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Conventions must be established for communicating with

services. Since, ideally a service can be viewed as sinmply

taking requests aand returaing’a resalt, we can associate

vith each service a-quéue of reqeestsa. Per eachiguéué there
is (at least) one process that redds -the requests and

performs the service. The details  of the implementation of

services as processcsiassoeiaiéawii%h qaddés §s described

in more-detail iwm Appendix B. © -

Process creation and commumication between processes -

via queunes is Aot very *expéﬁﬁive&*iﬁ&fluitics; -¢costing

approxilétely a second of processing time for each process

created. For many services, hovever, this expense is too

high. Instead of regquiring its own protess; a service may
be a subprocedure in the user's prdcess.i There ate a’ mumber

of drawvbacks to this approach:

- Since the procedure is being run in the user's
7 process, it is -@ifficelt’ to - Beéteranine who has

responsibility for usage of resodrces.. - ~

- Since the sefvice - and the ~user's ~ programs share - a
‘common ‘weWory ‘(more  precisely - wu: eomkon address
space), they can eaéily communicate via shared

storage. This use of side effects can obscure the
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interface and thus: make it. :=diffdcénls to determine
vhether ‘uasatisfactory sérvice was: -the fault of the

vendor

- The user mest be willing to trudst the vendor's program
since it: will run  with the same access as the user
hisself aad may thps = perfoxa mchtisfs : in the : user's
pame and vithout:  his agroewendior knomledge. . This is

© pften referted to as the W Roirsey prohdem.. - o o
LA s oup smareyedun Lroio s

~ ‘Becauseé the ' gyeer has acvess tic eWaming .the ventor®s

' ‘progra® - he can - eamily - ‘wake & copec of the « progzan

. removimg the calls to thesifinencial mysten o awodd
being “‘charyed for usivg the wisnder¥s progran by sing
only the modified copy.

v . N " 3 L r R i} L s
o ¢ Lo ™ s om # P T 4 ieE v v g A L amen Y
B ¢ |LOREYS LOGLOEALY BOY

There are some partial solutioms to the probleas
raised by attespting to cren-d veddqe'd: progras ‘Within a
‘aserts process. ‘e problen of I BEXIked Sod xiprégred which
“Sdy be- tanpéied with '6«i be! gédudsd byssdiling tlie services
of thé-pEgrdfiioh”d 'subseviptien Basis:pdtherithen ckarging
for ‘eatH LHVEGation. . .- s oor sideTlaw. s ocoun

Govimng ¢ wrd )
“ ‘phe-use iof * the rings:of pusctectied):zpernmitsienesparty

‘to tun the - other. party's::pregrass::is -a. :restricted
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environment and thus remove the _ problem of mistrust in one
direction. For example, if the vender!s sexrvice is provided
as an inner ring procedure, the user may not circuamveat the
vendor's protection, but the vendor may still aisuse the
user's access privileges. Since it is wvery difficelt to
provide more than one. ianer ring ;ytOCe&ntefuinfg,;givenA
process, this mechanisa is of - only: limited gtility.. In his
doctoral = thesis, . Schroeder proposes -a ;. mechanisa for
generalizing rings to permit the mse of . manltiple sutually

suspicious subsystems in a given process. While Schroeder's

- Z¥owains provide a wiable means - of. promiding some: services,

they have mnat besn dimplemented  and wild &erwtm +-hot be
explored farther in the description of the isplementation
within the gentext of the axistingMwltics mpaten...

Eivam sud v

The Pinancial Systeam on Nultics

< . :The financial system is a special :sexvice in that it

‘is ‘of fared ::by the ipstallation .-Namagesent and . is  used by

Bearly all ;services: and. thus. must i:be -efficient. .The

‘representaticn chosen is an: inmner. . .ring.(er- privileged)

p:ocednreravailnhle'in all processes. .In:Bultics there are

eight rings. The innermost are reserved for use by the

zsyste-fanéi“insgaliationfanévcanaggga-ghgxeggrghpe;-nsed in

all processes even those that' .are-already using lnltiple
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rings. The use of an inner ring has the virtue of being
simple and efficient. It also provides a ' secure::financial-
system though it doesn't protect that — subscriber against
errors in programs in the  financial system,: ' a protection
that is superfluous since, in general, one cﬁnnot ptotect
against the -installation wmanagement.  Appendix- .C :gives
sample sections of - the Multics -Programmers' Manual
Accounting System Supplement:and: .can be-:Teferred to for
more detailed description of the interfaces referred to

below.

"~ The entry points for brograis(calling the financial
system can be divided into threeblain groups according to
whetherithey &aaliptilarilyn‘vith accounts; ‘transactions or
services. For ‘accounts, the operations conmist of creation,
exawination, modification ‘of access . ‘and termination. For
transactions the operations are: .¢reatieun;, authorization,
payment processing and requesting, examination and
assignment to a service request. Service rdquests pass the
specified 'parameters to  ‘the service. Sueh:a request might
also specify a transaction which <the-serwice may use for
its bill. The transaction specifies an amount authorized
for payment so that the payment: can be made immediately if

the vendors price is within the authorigzetien range.
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Accounts-are collections of data represeating a set of
balances and relationships with other accounts. Associated
vith an account - is-a set of access privileges.- The.

following items are saintained for: each account:-

. 1) balance . ;. This is a set of pairs qf asounts and units
- representing the balance on deaposit with the
. installation manager. . .. -

2) pavables This is a list of transactions representing
payments froa this account to another

account. They may be

g OF -processed.

3) receivables This is a . list of traasactions repressnting
payment -~ to - -this = accowat:  from .angther
account. The tramsactions maay  be pending or.

processed.

4) -access. Yist This is a list of - subacribers panmes.and the
access .that .each: -has ta . the aggount. The

S SCCesS M&Y bei- . o iil.oieud

owner. The owner may set other's: access to the

paymaster The paysaster may authorize payments from
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the  account and - : change:  existing
authorizations if payment has not yet been
made.

requestcr A user who has access to.request payment may
-ereate transactions: to-traansfer amounts from
this account to another account to which: he
has receiver access. .

receiver Access to transfer payment to this account.

clerk A clerk may list the status.of ap account.

A:copy of each transaction record:is kept with both the:
account to which and the accounhi:fxeos-which payment is to
be made. It can be retrieved by using the name of either
of these accounts - ‘and its . uaigeé identifier.: . The
transaction record consists of a bill:and its associated
payment.

When creating a transaction, one specifies a vendor's
account,  a . user's :-account ' -:and: an - intekligible - (i.e:
Enlglish) description of the tramsaction. The veﬁdor may
then specify the amount of the payment he is requesting. He
may change his amount so long aSﬁtheg?iransantion;is,openw
He freezes the ~ reguested . amount . :'mhen he closes the

transaction. Th@ = user specifies the  .amount to be paid to
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6). amount paid .

7} description:

8) whether oren

9) access

Chapter 4

R. Frankston
requested, the :amount .authorized and
the remaining 'balance in the  account
for the given units. Payment will only
be made if the tramsaction is closed.
If the account isopén on the specified

date, the tramsfer:will be-mdde when it

is closed. :=Omoe this -date:is: passed,

the authorization amount camrnot - be
decreased because the money has already

El

been tramnsferredd .7 3i%.:

 The amouwnt paid sofar. “This represents

paysent ‘which has beetd transferred.

An © intelligible " description - of - the:

.purpose cof - the transaction. -

A status flag. A3 long a8 the account

is' .open, : “ithd - -aAméunt S« Of payment:

‘requested mayche modified. .

T A< B R

The name of the subscriber who may

-change +the ~asount of payment requested.
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The ‘low level. entries imto .the financial systea
include entries to create :accounts, create transactionms,
specify .access, specify quantities for payments and
requests, and reading the "conte'nt-s—t.bf transactions and
accounts. These are described  in:appendix C. Appendix C
-alsao incledes tlid entries used to-reqguest services since
the financial . ‘system -acts as -:the - intermediary betwvween

services. S S T

It isn't sufficient +to specify the interfaces to the
financial systes, one must also be able to make effective -
uze of then. The aim 'of the fi«nn@:l&k systes ke to de more
than perait transfers of 'mkhme.-mrs’a It is also a
means of providing the subscribers to the marketplace with
contral. over .their:financial  dealkings. Ih an envizonsent
vhere there are 'many traasactiens: being made, effective
control means not only that the snhscriber be able ¢to
decide the ' fate of each tramsaction, -bhut alsa that - ke is:
not .svamped- vith details that . -would:remder him unable to °
deal effective]éy with Jiuporkataa-m@tions. Some examples

of silple’transactions:

-Case ome: a user . purchases'a service and pays in
advance. This is similar to a conventional cash purchase

except that a record is made of the transaction. The user
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asks the financial system to make a payment to the vendor's
account. The user then sends %*he -service request to the

vendor along with the identifier of ‘the’ transaction.

Case two: a user purchases a service but does mot pay
immediately. The user way st aply pass parameters to the
service and the service - will in ®erh’ iﬁﬁe*a*iteqﬁeSt for"
payment to the user's accbinti Th -Grder to 86750, the user®
must give the vendor access to make payRént requests and
then must consider the Tequest ‘to deécide whether to make-
the paymeht. A simpler procédure is * for® the’user to create
a’traisaction andl’ ‘then give the-vendbr access ' only to the:
particalar tramsaction. If the uset’ :expects:the service to
be satisfactory, he may specify a maximum payment for the
_transactiqn and a date on which the payment is to be
automatically made. " Thas, “© umlessS ' thé® service 1is
unsatisfactory or the bill is higher than expected, the
uSerfneed‘no%ib%Lbbtﬁeré&?fi%hiiﬂi%i&iﬁiéongbi$iﬁn% for the

transattion.

) @ i T A i o i F oo TP SO 0 B S

Case three: A’ user wishes®to’ pay a grotp of vendors
automatically but lisit the total paymeat. This is useful
in paying utility bills such “as°gas ahd ‘electricity.’ The
user can create an accoun® for this putpose and give it a-

balance equivalent to the waximas alloweble -payments. He
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LS ; AFCRSS; to. make
payments to themselves aad. does Dot .Beed . to_ ;Check

can then give the apprepriate. vepdy

transactions ipdiyidually.

To make most effective use. of, the markgtplace, bigher

~level routises: than the interface specified in;the append.

vopld:. be . pecessary. These . interfaces; mpald, :take,caze: .of
magy of:the detsils -associated; mith, standard transactioss,.
For examgle, instead of explicitly. specifying.a date for.
each transactions, the roustines wewld; 3ormalldy supply. .a.
default date  such. as : the end of, the Beer's :next.billisg.
Period. Protocols,for, sors, complicated. AFrapgpamats. sach- as;
the use . of credit -from._-a :;ﬁi?;! . PATLY- . BREt - also - be.
develpped.. . .. .. o oogr ad Lyiogniioiio

. .
F SO oY

¢ i -~ BRIEICS. A8 3 SOTXICH: SYSLOBN; .17 roo T e

T R SRR S S Y. R S R S5 AR
processor -that .is used to invoke programs. To the user of -
the marketplace this is unsuitable and a more service
oriented -interfage, is necessary., Is.uping..the service
interface, the:-user. need: osly. . specify: the: services. he.
vishes to use and the m&mﬁ for: the; seryice. . This:
iterface alse iacludes the .higher.leyel. asspyating aids
mentioned above. In. . practige, khis.interfase night, alse, be:
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used in conjunction with special -‘consumer (as opposed to

programmer) oriented terminals.

To 1illustrate the characteristics of a consumert's
et e

interface to the narketplace, a scrlpt v111‘ be presented.

The purpese of this script is to preﬁeﬁt the rea&er '1th an

overview of the system as described so far‘ the exanple is
‘not leant to denonstrate an 1dea1 lnterface. For 51lp11c1ty

in presentlng a script. a typeiﬁitcr !ikewtcr-inal will be

YR TR

assumed for the scenarlo belov. The scenario ~'s very

" - 4 T "
REL : v
K i Y s RS 18-S N 2 rad

limited in that it does‘ ﬂb% %exilé:ewtha noﬂes;o: user
interaction that might make the. ) use-of:Sépviee imuch more
coavenient, but istmeant as a issall- exatpie of the use of a

TR

service through the systel.

a4
iy

SN

N

The user's typxng 1s underlzned and the computer

o Tt LBDLLTT
Wsysteals» eut?at is not uaidtm&hun.‘acatzéatary on the

LI R T s B 5
scenarlo foilou5~*/y*. f.‘f et sty v oA

RS SR RS T AR

Welcome to the Scenario Marketplace
Date and time: January 1, 1975100 -ae edt -
Default account- "ﬂxsc Bills“
: RN sweh dedd Darao
// aost %t655actioms.bmveiauch inforl&txnn in common
vhich need not &é sp&eiﬂ%siwe!p%icltly each time.

Default %ayment date' 2 lOﬁﬁhSa(Slﬁch t“'t975)
77 The date on uhlch paylant uiilxnortally be made
, if mo: -farther action dis  takedy The amount of the
payment will be restricted to the default limits.
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Request: account SuUppary

// This is a service which helps -manage . the user's
accounts.

Bills paiad recently'
// Amount Serv1ce Descriptlon

$50.00 Ievsiagazlne 1975 5nbscr1pt10n
$18.97  Rlectric Co - -Nowesher 1974 Service
$ 2 34 Barketplace Service charqe lovelber 1973

R

B1lls laturlng soon-

// These are prlnted as reminders to the subscriber
.s0. that . he cap.gancel paymssat: for those services
that were nnsatisfacto:y or are inconplete.

wn fod arvefcns

$3n 32 a neference Library Jansary 3. 1975 '
$32:82 . Gemexal Pregrasming.Jdanmary:§,-1975 -
‘No-receivables: oyexrdues -

<. J#-To heep tEack. of payments dmse-to;. the:sabscyiber
in his role as a vendor.

Request: read mail

!o lall.

N

// A typzcal use of the larketplace is conlunicatxon
- with: other sabperibers.:: This; is: sa; ezanpls :of a
service vhich is ssall enough so that the user is
rarely concerped with Mpeging; tde . PayRents
directly but instead sets a predefined 1imit and
does not request any notification at all of the
transaction.

B R e

P S VO R A

// Shopping that does not tequire actnal handllnq of
:goods: «an be . done ¥via the qompiter  systen if it
is  coneenient . enoughi »:Xn = &his:- example, some
explicit interaction with the finamcial system

" must take . plage : Singe: -the:-anopnts.. of money

involved exceed the user's default limits. For

- . thre punrposes . of thig : scenarioy: lines . -beginning

c. with AN are cmm&sm ;mgtamml system as
. opposed to the serwice.. -  ii.
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Do you wish to change your standard shopping 1list? yes
change, add or delete? chggg
item? milk # liters .

// Remember: that the purpose. of: this: scenario: is not
to demonstrate an ideal interface, but Jjust to
demonstrate: how one wight dedal with services. :

‘Warning: Default authorizatioa’ is:’ £32.00, -
Cost of items is: $34.39
Transactiohiis *groceries:01.01573. 1349

:anthgrigg_g;ggggigg;O].01,72,3§§u}34.39 B

// User authorizes the increased amount. This does
. not’ heceSsarily - anthiorize demediate s payaent. In
fact, the user is able to change the amount at
any time uatil the - moneyris -actmmlly transferred

to the vendor's account, but chooses to specify

- the amount :aodN: BD a&at the:~ #ill: not: nepd : to
examine the transaction again. (The "*®* js used

in the -example :ito: ;ean, :thivk +he = command: - is
directed to the f1nancia1 systel, rathet than the
servite. b aocesse®i) . 2=2no 2y Fesnanooss 20 002

Request: C T

Slnce the flnanc1a1 systel 1sA so centtal to the

&

narketplace, it lust be very rellable..It lust also prov1de

convenlent fac111t1es for subscrlhers to lonltor thelr own

Frnm ey gl

use of the -arket. In addltlon to the file syste- 1ntegr1ty
features of Hultlcs, records of tr;;;;éé;;ﬁsrare *kept in
duplicate, one copy with the account from which payment is
being made and one with the account receiving payment. In
each record is sufficient information to locate the other
copy of the transaction. Since the two copies are on

opposite sides (i.e. credit and debit) of the account, the
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total amount of any measure Ls coas&aat in the sqsten, thus
providing a Checksum for the flnancial sqsten. l journal
can also be  maintained : of all vetents;woffecting~ the
finahciaiﬁsysteo;:iiﬁis jonrhalf is 1ipo;t¢nt:yfor upda ting
accounts from earller vezsion inrthe“'cngorof ‘tatastopic
failure and for. r950111ng dzsparitles ho&reen transaction
records in two accouatsr

The nser isssafngu:tdoith thanxraiélbiiit; of records
of- all his tramszctzons.r mo ho 1nt011&§ible,' they all

i}

contaln dsscription—zf the transactima:» since all the

xransaetﬁnns are oniine, the nse: iaggeasal; Jase programs

& O
! ;‘f:) PR

for thls lonaéelent process.fﬁaxo G!llp&t, js?nta summarize
his payments by categories cr other criteria.- -Bawving all
the records available is a mixed blessing since
unauthorized dlsclosnre can be a serious invasion of
prlvacy. uultlcs offers ihériéchﬁié51 leans‘vof protectlng
‘the records, but legal protectlonsv‘lust also be pr011ded

for llsuse of the records by the 1nstallatlon lanager and

by others who nay have access to read then.'
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CHAPTER -FIVE

DISTRIBUTED -SYSTEMNS:

A network of computer systems linked via communication
lines can be considered as a single distributed systesn.
lLesser degrees of distribution are alse- -possible, ranging
from a multiprogramming system vwhere :the precessing is
distributed by the softwareover: a number: ‘0of  logical
processes, %o separate: CORfuter wsystiaﬁ sharing - storage
facilities, to separate computer: - systeas:ivith: aatonomous
administrators who cooperate through a small set of well
defined protccols.-So far we have comnsidered only:the: first
case,  a singie ' -"multiprogramming- <. {and : i possibiy
agltiprocessing) -system that: is wiewed . as-a homogeneous

environment for: compater servicesy: i larozvooio

"To the user requesting a service,.dit is:not important
vhere the program : for the serwvice is®being ran; as long as
the -interface  to the . service - is: iwell defined and: the
parameters can be passed withott . coamplications. Before
considering the ramifications of -extending: the marketplace
to a distributed system, we must first: examine the reasons

for having a distributed system.
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To the consumer, it is inconvenient to use multiple
markets. The computer system 'can be compared with the
telephone system. A telephone subscriber doesn'ﬁ purchase
services directly from each phone company. Instead he
subscribes to _one phone company ¥which _ provides:him- with
access.to the subscribers - of the other phone companies. - -To
the subscriber; :the teieshcnc¢sl;tcsgkappeazss;to;befgone
large. -network. without the:  compiications: .of many
interconnections-and differing taziffs.-In the spme:manner;
the subscribers:- local sarket: can: serve:as:his .eantry isto
the~ larger system:-of marketplaces. . :u. . =
Onlike ' two-sabscribers  of - a.:telephone system," the
connnni:atios:b;tveenuavqse:atadﬁiya‘adatginanot;resttiaxed
to a:single set: of ceoaventions:: In:scaddition: to paczametexs
explicitly presented by thesuser: : to: tireswvender and resnlts
explicitly returned as messages, ﬁhe ‘two  parties may
coasmnicate via shared . resources:outsdde: the scope . of the
restricted protocol. . for accessing': ssryices:. For :exampley
the user may present:-data: to the: sendes’ by pamsing: a: ReRCrY
address to the wendor. ' The wendor : would thea access: the
data directly in this shared memory. ° Bhile this may _be:a
simple: op*ntatiomf‘- withkin the confines of a ! single compater
system, it is nmore Jdifficeitvta :extanid: ?‘.?thfis,:‘no.de - of

commaunication to a distributed system. Por the purposes of
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discussion, we will restrict communication between -the user
and the vendor to: an access: pretogel: wherein the user
passes messages to the vendor wia a gueuve - of requests for
the vendor's service and the vendor .replies by sending
messages to the user via a  .similar gqueuve-used for replies.
It should be noted -that the 'name of ra Seanicegnayibefpassed

4s a messagde. S o RO T

‘As in a ‘single systea marketplace, financial services

sust - be provided. . lsilom¢;‘as:feﬂexcansap:ntide;a;nsecure
-environment, . interfaces similar: to those. specified  in
chapter four ¢an be pravided for a:cemmnen:fimancial systea.
When there . are: autaenomous-adaimistrators;.the. approach:of
having-a:single financial-system cannet:ibe: :used since -the
,participating,aiBStallationgmaﬁe ;nutualkraa§§p§sious. The
relationships between the instalidtions::is-.apalegous -to
that between services at a single installation. Each
.installation maintains: an account represmnting: itg status
‘with respect to each:other: installatiepn..:Periodically the
-installations. must-make -actual cash--paymsats: to -resolve
iabalances." S e e Eatoove

When a - user authorizes payment: to the .vendor, he is
telling his -installation. to: authoriZe :payment by the
vendor's installdtion to' the: vendor.. If. the veador's
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installation makes this payment it - is, in-weffect, trusting
the user%s “imstallation: to:make -the ':paymeént when the
accounts. are resolved. Phis reguires that  each pair of
installations.establish a credit relationship.  The .number
of such relatioashkips' grous with the sguare - of ‘the number
‘of - .installatioas.: ~The : s maimtivinesice Foief - mady.. sSuch
relationships is cumbersome. ro reduce the. namber of
relationships, an intermediary can be introduced as a
clearinghouse for . the transactions  -betvWeen:installations.
“This clearinghouse: is »reﬁwlfmigg :~=s‘*in£1ar fenctions to the
installation manager at a-centralized:sarketplace; with its
-associated benefits. Just as the . presence.af a marketplace
-finaneidl” system-does " ‘nét :preclude:speeisl: aprangements
betveen -véndors, use of the clearinghouse is woluntary, :but
is a: ‘réequirement. . for keeping - dealimgs. with. iother
~‘instii}n’tionsf"lamgeaiié.-s: T R L W

- The: ARPA’ Wetwork is an: emample: "of ::a. distributed
~computer ~system. It' 'is: s composed: . of: astesomons: :conputer
systems linked:  together  through: :a:':message.. Swvitched
communicaticn s'ystel. The imsportance of the network:  is-in
its attempt to define protocols to permit the cooperation
among users of these diverse :.cospater-: systems.  These
- prototols: have;so-far: been mainly coacecned with the:pse of

- resoNtces:- 4t oke cospiter iastallatien: :by’ psexrs at anpther
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installation. The network has been used by some subscribers

tc purchase sefrwices from remvte instal lationsy

In order for a user to access a resource on a computer
system he must first sake arrangesments to pay  for the use
of these resources beforehand. This reguires that ‘he either
have an account wmith that cosputersuinstallation or that :the
installation - provide a common avcount <for negtwork users
vithout charging each one individually. PFor many users the
difficulties of making special arrangements outweigh the
advantages to be gained froam such sharing. it is also
difficult for a service to make transparent use of the
network, i.e. if a user calls upon a program at his local
instaliation, the program cannot make use of a service at a
remote installation without the user having made prior
arrangements -- the user cannot treat the service as a
"black box" but must be aware of the services it invokes in

turn.

A financial protocol can be establishéd to facilitate
the use of and payment for resources at remote
installations. Pach installaticn on the network is, in
effect, a marketplace offering services to its subscribers.
The financial protocol permits financial systems at two

installations to request and aunthorize payments at the
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other .installation on behalf of: their subscribers. The
protocol provides both installatidns . with - capabilities
equivalent to those profided to the subscribers within a
single installations. The messages passed betveen the
installations correspond to the . financial system  entries
described in appendix C. The - account and: service names
would, of course, be expanded 4o incinde the ddentdification

of the installations at which the name:ias defined. .. .
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CHAPTER:-SIX
CONCLUSIONS “AND ‘COMMNENTS

The aim of this thesis hés'beeavteﬁexplére some of the
difficulties that have inphibited - :the - grdwth  of
computer-based services and the converse problem of how to
make the capabilities of computers: available to users. The
soluticn to  the problem of making more effective use of
computers involves a coambindtion:of comptter ‘teelinology and
human: ‘engineering. The ' thesis- :thus: sddresses . both
requirements for a -consumer- oriented cemputer .systeam anéd
for ‘the technology needed for: its:-implementation. -

A NS B IO R

Supporting -services involyeszmoreér th&ﬁﬁjust??vtitinq
computer programs to perform specific applichtiens.. The
services must be provided within a context that permits the
user of the services:to be unencumbered:by théfco;paexities
of computer systems without giving-ap the conveniences that
he-is accustomed to with' ‘more consentidnalzservices. It is
important that hé have confidence :ia-the:fervices 7and:ia
the ‘uarketplace. This donfidenceé-7dupeénds oOn:a ‘user's
ability:to .predict the effects of - his actions and on:his
ability to protect what he considersito.be A¥s ri&ghts ofriat

least to 1lim#t his risks. . -~ . oo
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For the vendor, the marketplace must provide an
incentive for creating services. The Bmarketplace, by
permitting the vendors to: sell: services for a profit,
supplies some of this incentive. Competition within the
marketplace helps emsure- that the .seryices: sold will be

attractive to users.

‘Disputes will. inevitably arise and -asust .be easy to
resolve in:comupn cases. Bundamestal: to:this:resolution is
the assignment . of responsibility«. A: wendor :must take
complete.resgonsibility for: his semvicerbhoth -to:  provide.a
siupioriqnd thereby - attractive).imtenfage and to- .give.the

user someone vhe:gan:be: held acovunsable for unsatisfactory

- service, even if the ultimate cause of the problea may be a-

secondary.. vendor’ who::supplies:a :bssic-:service: t0 the
ptil&t?f'ﬁﬂﬂotizu: , SUTTE TG B EEETEONE L A aduno

Basic. to a ‘ft"ﬁ.‘Ek’t%ﬁiséﬁaﬁttﬂ'ﬁ’.fﬁk’ﬁifi‘lncinl
Sjsteld'vﬂlﬁssbvth.plub’CEib‘IQC‘ﬂﬂé“'@ﬁﬁ"‘iﬂ@lc!?ﬁiﬂbthe
finB!cillviSyste‘aﬁh,fé“ﬂﬂﬁt%i.‘k‘ﬁ%.ff“t".ﬁl””?efiithq
marketplace,. As. -skated . .abowe, - confideace- i requizes
predictability -amd:safesy.: By :cbuilding .npa&gtapﬂinéezls
experience: with:-gomventionslobusiness -trassections,: the
financial systes :of:the:sarkesplaces:is istended . :to-sllow
him to have enough of an intuisive- knoviedge .of -: the
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financial system so as to be able to predict the effects of
his actions. To protect his rights, a user must be able to
selectively deny payments to venﬂor#nas~& way of protesting
ansatisfactory service. But it isn't . enough for it <to be
possihle for the user to exerciser control, it must also be
easy to do sc. To prevent the ‘user frow being swvamped by a
large number of transactions, theé financial syStewm provides
capabilities thatvperlitw;hin“b%aﬂynuxdiatébhis* financial
management and restrict " his - attention ‘only  to the

exceptional situations. - ' Ser TR

The mwmarketplace, as described in this thesis, is
feasible to implement within - present=~day technology. To
demonstrate this feasibility,” an « isplementation has - been
described basel on Honeyvellts '~ Wultics -system. - While
changes are’ required to the - Systewm, thesSe are -relatively
minor and do not affect the basic structure of Multics. The
changes need not even interfefe with eaisfing ‘methods: of
using the system. The implementation ‘has dbeen: extended to a
distributed system since a large Barketplace - would exceed

the capabilities of a single computer installation.

- "The thesis has, by necessity, - been-limited to those
topics immediately relevent to @ the iwplemehtation  of the

marketplace. Many of the topics:: that were mentioned were
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explored only to the degree necessary to establish that the
difficulties they preseanted vere surmountable, but the
solutions were;exatinedyﬁin‘onig:gaﬁwépnsogrﬁfaﬁhtonr. The
prime omission has been a full:rdiscmssion of the interface
to the consumer except wvhere nsed : in-examples and wmhere
used to define htSiB‘ETQQﬂiﬁﬁlﬂﬂﬁaﬁﬁﬁﬂt;ﬂtsﬁ*=k03 - Tevel
interfaces. Ahe omission has been intentionmxl - because our
understanding of: the selevant: {ssmes - bassbeen . dimited by
the curreatly available enviromment::for soch - serwvices.
Given the environment of the larketaénmaﬁﬁazﬁnainhxain~thz

design of the services themselves can be carried out.

0@het~topics"o&ittadﬁinclnﬁe:the;w&agn&vaspacterof‘the
marketplace, the .detailed: implamentation of: - the: financial
system, apd the .limitations of & - APSten: swh-as Mltics as
a4 bagis for a marketplace. The :.legal yastions faped in the
marketplace invoiwve the problemsr of . rulem governing . the
market - as & whole -~ should . it:::he ~regulated, what
constraints are there on the:--installatfon : amnagement; -and
the . problems ..of - relationshiPs - hetsveen: :meers - —- what
contractnalqnt;angalsn&Sninguanﬁﬁaeniﬁsia:;iiatéﬁaplﬁcit«or
common law obligations do the parties bave? The financial
systen. aust. - be: very . roppst (iwes dinmupe to - gatastophe),
even: though: - the. snwironment. - in, #hioh: it, 7 TR MRY:. MOt -be
very reliable. Bultics  bhas:been: desiqned asse . basis for a
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computer utility but suffers from some of the same errors.
of omissicn as this thesis. Por example, is the systenm
sufficiently reliable; is the security system appropriate
for the '"real world" 'when the - walue af ‘breeching it is

high? S B

Beyond the detailed isswes of = the marketplace are the
questions of © the  implication:-of the . marketplace as a
microcosm of - an econosy and = the relationship ‘betueen the
marketplace and soéiety as a whole.zWhat are the -effects of
mapping "lexisting -ianstitutions :ssuck ‘as - : banks,. credit
bureaus, insurance, - communicatioms systess . (ircluding -the
pest office), weotc, intoc a:computer ' Systests marketplace.
Scae of 'the groblems ‘will be inteinsic to any marketplace,
but  others :will arise from the nature: :of the compiter
system, Por example, the consumer -would not be constrained
ky geographic consideratiofs:in:-thecsédection:of -services.
He will dlso ‘be.able:tovise the cosputer :as-an;intecmediary
between himself and -the services he is_ using.-.He may, for
example, have a program which gives him a personal record
of each transaction "with-a :given .: service. Aan :important
consequence 0f - the low capital necessaEy to create a new
service is the opening.of the martketplace to hordes .of
small-entrepreneurs, What:are thezadwantages-ofssnch-a:flea

rarket? What are the disadvantages? What: ‘regnlations: are
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aprropriate?

The social effects of suchr a marketplace are -hard to-

foresee ‘at ‘this time. We can only speculate. It is possibile
that such a marketplace can become a significant sacgial
factor since it provi&es a very good environment for many
services especially - thase that & involwe - pcomsunication
between people vhexre some .intelligent  : precessing - is
" npecessary. The cuzxrent systes of ..baaks -and oredit -ageancies
is an ‘eéxample. :The marketplace is . also - guitable for
services .that - require 'sisple, but :-personalized :processing
such as catalog skopping:or ‘lihrary-services. Rothk of :these
also ‘rely-on tlie<ability ¢o: coamunicate with a mhaced pool
of information. The ‘effects of lessening.geographic and
national restrictions -on izforsation  ‘sharing:must. not-be
overlooked. This. .is an extension of the information flow
mnade ‘possible by telephdnes: ‘and-aizplanes.  Bimally, .yhat
are the- 'isgplicatioas of - qkahakiysﬁa!tiiithla:ftechnicak
expertise, 'as suppliied by coamputer bised services?

D Lo 7
A B T

‘The marketplace model of  the computer.- system is an
idea wvhose time has come. The .costs-of:.comnputes hardware
are decreasing so that-the necessary computational power is
heCOIing‘a'ailablﬁéfﬁlﬁffaetfv%the?llaotatcgﬁngf;‘39-93335

hardware today is the overhead: of hnew:tesearch and support
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persoﬁel. As more hardware is sold, this cost can be spread
thinner. Software represents a large portion of the expense
of a computer system and the expertise for developing
computer services is a scarce resource. The marketplace
framework eases the burden of development of computer
services since it permits the  development to be
decentralized among individual entrepreneurs, although
although the availability of the marketplace will not cause

the probleas of ilplenentiﬁq service to disappear.
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APPENDIX A

- Description of ‘Multics

Multics, as a systen{ perforls twvo main functions: it
distributes cosputer resources . among the  users of the
system and it provides an environaent for running- prograas.
The resources consist of the hardwsre and ‘the software. The
hardvare is made up of Pprocessors, ReNOTY, . BRasSs storage,
cosmunications facilities and::other peripherals. HMinimal
distiaction is “"made between: the system: - software and the
user ‘software. ' The system coasists 'of -a privileged
supervisor which supports the  wirtual sesory - environment

and sanages resources, ani'a non-priwileged: pottion.

The running prograss are -organized dinto' procasses. A
process is eguivalent - to :a job o« & stask: in ‘common:
operating systemsi It  is defined by -an exeution point:
(i.e. a 1location counter) and & mapping of names - in the
. storage system : to addresses ia ¢ thw prooesses ; RENOIY. The
address itself :comsists of two ‘parts;, = segaent:'nusher and
an offset within the segment: &: segsent is, as ‘its -name
"implies, a piece of memory and generally corresponds to a
single program or a data file; Multics mekes no distinction

between the two, Two processes. veferencing the same segment
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may know the segment: - by different numbers, but will
reference the same data; if ome process changes a word in
the segneht, the other processes: will be able to read the

nev value immediately.

The storage system .corresponds to more. traditional
file systems, The important -difference - is that once a

segnent in: the storage system has: bemn diaitiated (“opeaed?)-

by a process . (either explicitly or impligiddw it becomes.

part of: the directly addressable: mm:,n of . the process. The
siorage  systemi. conmimts: of: sSegpents.  asd -catalegs :of

segments: called directories. A diresctory may. adso:contais.

other directories:and thus the . storage: aystex foras: g tree
structure with the leares being directonies and segments.

. Segments of+aemory . form the besis for . the controlled

sharing oi information. Bach process has esmociated with it
a’ pmcim ddentifier ¢ (ok. acosss id): that: - is formed from:

the userts - name. - Each - segmant ;| has -e :dimt.. pf - these

identifiers and what acocess each-has to the megment.  Thus.
cne: BSer maYy - bedesignated a8 hawing agcess o140 read ;A

segeent vhile another say also woite datesipto: dt. . . -,
© ‘Multics exteads the cxmcept ! of- aupesrvisor and: prohlem
states : found in sany . oprating - mpstema-to oa: -aultilewvel:
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system of rings. There - are currently eight rings in
Multics. The most privileged or innermost ring is ring
zero. In - designating ace¢ess to -a segment ohe - may specify
the rings in which the access is availadle. If one, for
example, designates a frocedure 7to b -teadable in rings
less then four, but only writable in-rimys:dess’ than three,
the user in ring three may then- use: thé' segment normally:as
long as he is not modifying iti.. To'wmodify it, he must call
a program in ring tvo or below. This Tihg = twd program may-
then check the user's request - for validity:aand, - in effect,"
exténd the hardware access control’ mecharise by providing:
arbitrary mechanisms wvia sof twarel  For examsple,:access to a
data base may be via an inner ring procedure which will
return aggregate values, but not permit an individual item
to be examined. data item. The 1limitation of inner ring
procedures is that, if they #re mutually suspiciois, not

more than one can be used at a time in a single process.

Multics administration consists of three levels: the
system administration, the project adsninistration and
users. The systen adainistration is in charge of
maintaining the system integrity, creating projects and
registering users. The purpose of registering a user is to
guarantee that his user name will be unique throughout the

system so that it may be used as an identifier.
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Registratidn-, per se, does not.give the user access to. the
computer- systea. This is done by the- preject.administrator..
The project admimistrator can desigpate a: list of- userstshé,
may leogin using . bis . project's - name, .The project.
administrator . ie responsiblc»‘u for. - the xesoNrce usage .by.
those: on this ;project.:; Be. may xlso -specify, individual
spending limits for his users... Users say excercise comtrol.
over access - to their resources . by #pecifying - vhich- users:
may have what. ;access to tbea. - For . Miﬂc the. . access;
control list associated with ammtﬂecitxpavhcich
users: (ox. prcjects): sey. read, ¥rite, . of extesd the segment,. -
The access.may: be different. for: @acCh: BgeIm:- -~ -

T il
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APPENDIX B

Implementation of Service Queues on Multics.

Chapter four presented a model of a service as a gueue
of requests and a server for the requests. Such' a facility
can be implemented with: sinimal ‘cheayge:: tb Multics. The

following three facilities provide ‘a sufficient basis:

1. Message segments.. - Bessage seygments are queues
- ‘manage@ by - inner" rimy :: systea protedures. The are
i:pleientéd“msiniﬁsSeqihnﬁﬁﬁfnﬁﬂmx storage- systenm,

-+ but users may only accesB: thes through:‘these systeam
Zprocedures. Users #ay have: apbwss b add entries to
‘a ‘queuled’ List, 'read ard dellite: thwiavc own entries;
and to' 1likt,: tTewd -:@n@® delste -allcentries.

- Associated s with  each > emtry I im i #¥~: secure

- jdentification ‘of the useritrexting the entry.
1

2. Multiple processes. Multics users may currently
hdve processes created of EHEir PehalE. To usd this
~facility,. the . user wends o -desoription  of the
-.- process :'to ‘be ‘created ' to:wauC ubsented process
~coordinator: via a': message . ‘seglent. The : absentee

‘cbopdinator schedules the progess +&o:be treated as:
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3.

if it were a job on a batch processing systen.
Process creations are deferred until the number of
Frocesses created in - this maamer is- - below the
maximum allowvable. To make effective use of
services, it is necessary to ease - the restriction
on the number of processes that may be created on

‘behal: of users. This :restriction:is preseat sainly

to simplify resource schedaling..:

Interprocess .. commenicatiop. . . Iaterprocess

~: conmunication persits coorddimation. : of..processes by

- enabling processes - to ‘send sigpals to:. each other.
‘Processas My - go blwhd v k=G StOP: - TORRiRg) and

vait to be awakened by - smch:a:sigmal. For example,

~a __process : might. ; g. blocked  mpitipg..to :read a
‘message from a gueuc. #hes anather procese puts a

message: in  the guewse,. it cam m the. . nitingr

- process: who can then rem! and prooens the message.

. R g e T Y

By relaxing the - : zestriction on mm -of; process -
- that a user .cap.create, and proxiding hetter tools for
managing these ..processes (such - as the ability to kill av
renavay -prociss), processes cai: be. matﬁ s necessary. to |
perform services. A. -serwice can: bhe .reguesated. by putting a
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message-in a . queue. Associated:with the gmene is:at least
one server process. When the gervice - reguestiis put imn the
queue, a wvakeup.sigpal is sent: to the:-perver associated
with. the queue.  If- the-server is pot . processing any other
régaestsv at the. -time; it wvonld:thep-read:  and begian: to-
PEocesSs the users;request; If it:--is busy, the:réquest will
be precessed when -the:server-is-figished -with thasrequest:
it is busy fprocessing. By combining message segments and
interprocess wakeups into one facility, the entering of the
request and the notification to the server is a .single

operation,

After system initialization, there are no active
servers associated with a gueue. Thus, if there are any
pending requests, or when the first request is entered, a
process must be created to act as a servef. The description
of the process is associated with the gueue and together
they form the representation for a service in the Nultics
storage system. More than one process can be associated
with the queue so that the service may handle more than one

request simultaneously.

‘An examrle of a service in the current Nultics systenm
is the output daemon which takes reqaests’for bulk printing

and punching. There is one server process for each output
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device. In the current implementation, these processes are
Ccreated when the system is initialized, or must be created
explicitly by a operator. It is not, however, necessary to
Create these processes before they are requested. If there
are not processes available to handle a request (and the
maximum number of processes specified for the queue have

not already been created), a new process can be created.
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APPENDIX C

Functional listing of entries into the financial systen.

The financial system is _aw®eilable to  all  other
services of the marketplace. Sinte” it ¢ i® g6 €ehtral to the
operaticn of the’ aarketplﬁth&Qaidéﬁigiﬁiq%iféd for most
transactions betwéen services;’ spetiali~eonsideration must
be given to its implementation. Por this reason, the system
is implemented as a “&et"of*: inner ring procedures within
Multics. Toc the programmer, this means that the financial
system is accesséed by using the stah@aa T #pl1+iTE subroutine
call mechanism. $ince the syst¥d’ 48 i%i4W 1ph®t ring, the
user cannot mak€ unauthorized reterence®®os it financial

£

system datakasesfi” _BTnpends Falil

The interfaces {or ' ehty points) of the financial
system can be roughly divided into three categories: those
that deal primarily with managikbty! ard s dbceleing services,
those which perwit management ofiC wbiountis’ an®hose which

are used to manage individual.

fhie

The entries  for requé¥tinif . Hervices ate >included in
this appendix because the financial’ i9fjtes’” acts as the

-~ T

interface between the services. #¢ i fzunur snols

‘Appendix C Page 73 T vesm




MEM FINANCIAL SYSTEM SUPPLEMENT

Entry name Page

Services: -

vregnest_sgrvicgv “

. list_pending_requests_

‘cancel_service_request .

- Create_service gueus - - ..
;_

P .+ hecounts

- cxeate accomnt.
‘get_pccosnt statas. .. . ..
set_pccess_ |
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Name: account_status

This is the prototype for the structure in which the
status information for an account is returned. This
information can be retrieved using the entry:
get_account_status_. At '

Format

declare 1 account_ status based, 25T
version numaber fixed bxnaty, ) /* is 1 %/
numbeg ;of -Payables-fixed -bivayy, . -
nuaber_of_receivables ‘fixed ﬁ:.nary.
length<of access_list fized hinaxy,
balance fixed decimal(15,2),
rayables
(0 refer (number_of payahles}).
3 transaction_id bit
2 receivables
(0 refer (number_of_receivables)),

3 tramsaction_id bit (12).

2 access_list
(0 refer(length of _access Iist)),

3 subscriber_name ehar(32).

3 access flags aligned,
einer_access bit (1),
paymaster_access bit (1),
reguest_access bit (1},
receiver_access bit (1,
clerk_access bit (1);

NNRNNNN

L N N
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Name: assign_transaction_

This entry is used to give a vendor access to set the
requested payment amount in a tramsaction. It is rcalled
automatically by the request_service_ entry for the
transaction id specified (if it is not zero).

Usage

declare assiqn_transaction_ entr;(4iéhar(*), fixed
bin(71), char(®, fixed bin«{35));

call assign_transaction_ (account_nase,
transaction:id, assighee, status) ST

1) account_name ‘The“naae:nf the . account containing: the
. transaction to be assigned. (input)

2) transacticn_id Unigue identifier’of transaction being
- assigmed. (input)
3) assignee The name of the subscriber, or service<
to which the tramsaction is being
assigned. (input)

4) status ' standard Multics status code. (ontpéff '
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MPM FINANCIAL SYSTEM SUPPLEMENT ' R. Frankston
Name: close_transaction_ TR e

This entry is used to close an open transaction.
Closing the transaction enables payment.: te: be made - and
prevents further lodlfxcation of the amount of paylent

belng reqnested. L tLonoumtey FprpeDiin e hE

declare close_transaction_ (char(ii, Sit(72§, Lfixed
bin(35));

call close_transaction_ {accountiﬁi;é;
trumtgim;.ma statmned - R AR e
finc)a o AR¥ET 1P
1) account_name The name of the ucconnt in which the
A ,;»t;anmtioﬁ mmma -Adnput)
: CJEGBD Farfws
2) transaction_id  The unique id of the transactlon.w.v

3)'st;t$s '5   *eﬁStandutﬂ :a:t-l: atatus code. Is zero
L el o Afithe ttlﬂi;ﬁﬂi&lp is closed normally.
(mﬂﬂt} :‘ ‘*n" :;

F I
g Eas
= F
B
.
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Name: create_account_
The create_account_ procedure creates ' a new account
vith owner's access to the specified user. The owner would
then use additional financial routines to initialize the
account as desired. :

Usage
declare create_accoudt - sta éhtry(%hé%%*i%‘ char (¥},
char(*), fixed b1n(35)). _ ‘

c&ll cteatéaaccohnx !Gﬁccbﬂh% naie, hilliﬁq_accohnf,

ovner nale. status). o
1{ account_nale The name fot tkisfacconnt assigned by
the subscriber. This name must be
aniqueifor the accounts created by the
sabscridber.’ *&!hh Multics procedure
unlque charé’;wé&y, be used to create
unique names if necessary). (input)

2) billing_account The account to which is to be billed
for the service charges for the
creation and maintenance - of this
account. (input)

3) ovwner_nanme The identification of the subscriber
wvho is to be given owner's access
initially. (input)

4) status Status returned. It is zero if the
account has been created normally.
{output)
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Name: create_service_gqueue_

This entry is used to create a service. Associated
with each service is a segment: in the :storage hierarchy
that is used to store the &ea@ggaei@mgoﬁvthn serve: process
and as queue of z&qussts for t&gswsﬁe&

usage -

declafe . create s&nxice~gn§§aglrn; ﬁﬁ!(-;- char(*).
chat(*), flxed hinary, fixed bin(35)).

é £ 41

call create seruco m {,aeruce name,
initial_ procedure, nulber of servers, status) ;

1) service_nanme The name of the service. It is ‘the
' : .pathnane of . the serwice .gueue in ‘the
Aultics s&nsgg§~sgatqt <41nput)

2) initial_procedure The -first. ‘prosedace Galled wvhen the
Qo gervice's. p;ocgss~is gxeated. (input)

3) number_of_servers The maximum .pumber of processes. thrtt
: . _-are to be avqikahle simultaneously for
the se:vicg.v&xgpet)

4) ‘status Standard status code. Is normally
zero. (output)
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Nanme: financial_systen_error-téblé_

This is the data base in “error -table" format for
status codes from the financial system. Their meanings are
generally cbvious from their - names« ~Phe :status :code
returned is zero if the subprocedure completed its task
normally. : R AT 5

account_name_invalid
to_account_invalid
from_account_invalid

An account name specified-in the parameter
list is invalid. If the <calling program is not
permitted to know that an- account exists, the
status code for invalid accoumt: will be - given
even if the account is otherwise valid.

account_already_exists g

Attempt to create a new account with the same
name as an existing account. ’

no_owvner_access

no_clerk_access

no_access_to_transaction

no_payamaster_access

no_recaiver_access

no_access_to_service

The user does not have the appropriate access to
complete the request.

transaction_not_found

The specified transaction cannot be found in the
given account. .

transaction_already_closed
Attempt to close a transaction that is alrealdy
closed or to change the amount being requested
after a transaction has been closed.
area_too_small_to_return_data
The area specified for the return of the data
structure is too small to contain all of the
data. The initial portion of the structure
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containing the size of the rest of the structure
wvill, however, be filled 4n ‘90 zthat “the: user -may
call the entry again with an area of the
appropriatt siZe. R S
area_too_ snall to_ return s1ze«.
. The area could not even contaln the header of the
structure. The user should supply a nev area and
attempt to call the routine tq&ﬁw S SR
service_not_found

The specified service cnanot ﬁe found in the
directory hiera:uhya S ol

seérvice_queue_ fﬁll

There is no room left in the qnene of reqnests
~for the service. 2 p :

service_out_e¢f_order

The service is nnévailable for an unspecified
reason. CEN LA g e

insufficient_balance

The balance of the specified it‘l is 1tsufffcient
to satisfy the reguest. : .

‘Service_request_mot_feumd - 7 iuu ool

The spec1fled service reqnest could not be found
in the service queue. et Te stk S
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=

ame: get_account_status_

This entry returns a complete status of an account.

declare get_account_status_ entry( char(*), pointer,
pointer, fixed bin(35)): o

call get_account_status_ (acﬂauut;nane, - area_ptr,
statns ptr, stetus),{ff ' RN

1) account_name ‘The ‘name éf tke acééu&t whose status is
being requested. (1nput)

2) &rea_ptr' The area in- ti;ch th‘ status is being

. returned. - (input) '

3) status_ptr Pointer to the structure vithin the

- area ° ccntaiaiﬁg the -~ :status. - The

structure - ~. s described in

"account status“ (output)
4) status : Stand&rd financial systel status code.

This is zero if.the request conpleted
norlally. (oueput) Cen
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Name: get_payment_status_

. This eantry is -used to  retrieve. iafarsmation from a
transaction record. To get this information, the subscriber
must have either access to the transactiom or clerk acgess
to the specified account. ‘ o

Usage

declare get_payment_status_ {cha:&#&,‘:hit(?zy. fixed
decimal(15,2), : fived cinal (15,2), fixed
decimal (15,2), - fized - > (7Y, bit¢V),

l*tc MM & !&xﬁ%timmiiilka S
call get_ paylent statns - (account_nanme,
_‘transectien;id, ;. o v amount gequested,
- amount. authartm. R T amount_paid_ sofar,
paylent Gate, fron account, to, accocnt, statns),
1 5] Acconnt;na-e 'tie nale of cither account containinq

fthis traxstcttel. (input)
2) transaction_id | The . nuié.;; i&ontiiitr for this
S A :tntntttttﬂliftklp!tl oy

3) amount_requested The n-onnt ef paynent that haa been
' reguested. (o‘tput)

8) amount_authorized The amount. of payment that has been
authorized. (output)

5) amount_paid_sofar The amount that bhas actual been
‘ : .- transferred to the tocexvan account.
(output)

6) payment_date The . date on - which the payment
authorization satures. That is, the
date the authorized amocunt is to be
transferred to the receiving account.
{output)

7) open_indicator If the value of this indicator is
‘ *1*h, the account is still open. This
means that the amount being reguested

is subject to change. (ocutput)

8) from_account The account from which payment is to
’ be transferred. (outpaut)
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9) to_account

10) status

Appendix C

The account that 1is to receive
payment. This may be blank if it has
not been specified vet. (output)

Standard financial systen status

code. Value is zero if data returned
normally. (output)
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Nawe: .get_transaction_ status_
This entries retnrns‘the st;tns of a transaction.
Usage :

declare get_tranéacton;Statﬁs_ (char (¥, bit(72),
ptr, fixed bin(35));

call get_transaction;statns_ (account_nanme,
transaction_id, transaction_ptr, statas);

1) account_nasme - The name of an account containing the
_transaction. (input)

2) transaction_id The unigue name of this transaction.
(input) '

3) transaction_ptr Pointer to a structure described/ in
"transaction_status® in vhich the
information is returmed. (input)

4) status Standard financial systea status code.
' ' Is zero if request cospleted normally.
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Name: list_accounts_

———

This entry  permits a user to qet a conplete list of
accounts he cwns. . : . , ,

Usage
declare 1list_accounts_; ‘(pointer, poianter, fixed
binary(35)); .
call list_accounts_ (area_pointer, list_pointer,
status) ; : T
1) area_pointer . Area into which the list. of accounts is
: retuned. (iapat)

2) list_pointer = Pointer to structure containing list of
accbunts. -- The format of the structure
is:

declare 1 accouats based{list_peinter),
2 number;of_ aeﬂﬂvmts fixed binary,
2 account_names !
* refet(ananer of acconnts))
ckaract.br@e’ -
{outpat). L
3) stafhs | '~28tandnbd !ﬂi&ics> status code. Is

norsally zero. (output)
: el s RO E

3
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Name: list_pending_requests_

This entry returns a list of all: refguests -a user has
pending for a given service. SEOET b

Usage

declare list. pending_reguests_. =~ atry(e&ar (*,
pointer, pointer, fixed bin(asy): A

call list pending requests. .. : “i{service_nanme,
area_pointer, request_pointer,! silus) s

1) service_name’’ The pamé: of thessbrvice: for ~which: thé
requests: are 4o be: listed. (input)

'2) area _épei«bter - «~Ahrea in -which the returred list  is to
: - : . be allécated.. faﬁsplt)

3) request_ pcintet Pointer %o - mire of: - the following
P s fobwat iwvimz *thh list of requests is
retm Faeodne §
declare 1 requwt 1144: lﬁsod (reguest_ po:l.nter) ¢
2 numbel_regueste:Xixed binary,
2 raqnest (* refer (number_ regnestsn
t&m Wﬂ. , BT BYE

[, e 1 -~ A4
raper o P awmy

(ohipet)
&) status Standard Bultiés status code.

£
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Name: make_payment_

This entry is’ used to transfer .money : between two
accounts without a. prior reguest for: gwytant.r This means
that there is no requested payment amount associated: with
the transaction.

Usage

declare -Ake;paylent entry( . charc(™, char (¥),
bit(72), fixed dec(15,2)',,:cbar(*), fixed
bin(35));

call lake'psfiént ’:’(fraﬂ;ibcohhim | to‘account,
transaction 1d, alonnt, descrxption, status).
1) from_account The account frOiuahish the noney is to
be transferreﬂ. (1nput)

2):tb_abcount’ The accouat*xo!!kiek,the noney is to be
= S transfebn’l.a (inpnt)

- 3) tranmsaction_id rue 1denti£iar *ﬁur«ihe record of this
paylent. (oatput)

u),anonnt : ’!ha a-ouatqéﬁiiunnywto be transferred.
5) descrlptlon | rhe description ofn this transactlon.
. : tinynhrfﬁ'a¢x4a5 aAY S

6) status 'standard status code. {output)

e :§ &

T g e e
PRI IS
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Name: request_service_

R.: Frankston:

© This entry is uwsed to . request a service, The internal
fa:sat of %he patuuetsr ficia wraxulmqasco:ddmg tn the

service.:

Usage

declare request_service_ entry( chat(*);
o “bing31), chur%*), aﬁ&xlﬂrmskin(lﬂ)f
T hEn(35))s3. 7 et B f%. :

call request_service_

1 service name

. 2) transactibn_id-

3) parameters
4) requést_id

5) status

Appesdix C

J.,

lale of the >scrvice boing

Agiiﬂfﬂt) Cesane sgT

5 I LIRS ‘,‘f' vt

fixed
fixed

(service_ nane. transaction _id,
pnranega:s; :mganat id, aﬁutnla,gﬁa. L

requested.

Hrhé iéant1fier for the transaétlon
- pecocd 4o beesed £4r billing: purposes.

1€ not) defsnis: - dramsaction is to be
associated with the reqncst, a value of

| emO is:m:-r ;(bpt)

:ux"g,tz),. o ﬁ‘!

The para:otcrs for the reqeest. The
is defimed dy:':
(input) .

Sformat: G the:paraniiters
the vcn&er of the ssrvice.

-is,-_j

o

A‘ T

sitgiungeh o adT ¢
rhe unique idetrtifisr for the request.
(output)
~wmbern ggrp ks B =4

The standard Bnltics status code. it is:

normally zero. (ontput)
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Name: set_access_

This entry - is used  to. specify = the priviliges
subscribers bave with respect :to an account. The subscriber
rust have owner access: vith respect to an- acceant in order
to set access. . : .

Usage

declare set_access_ entry¢( - char(¥*),.1 like
access_structure, fixed bimary(35));

call set_access_ (account_name, access_structure,
status) ;

1) account_name . The name - of'thé accé&mt for which the
access is being:specified. (input)

2) access_structure Is a 1list of - suhscribers -and  their
access with respect to:an account. The
forn of the sttucture is:

declare 1 acceas sttuctute,~
2 length of_access_list fixed binary,
2 access_ lizt like
: acconut.:t;tus.access list;
{input)

3) status Standard uuitiogw»;status code. Is
normally zero. (output)
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Name: set_authorization_

This - entry sets the authorization. parameters for a
transaction. It cammot set the ‘astherizatios 'paysent  to-a .

valte less ‘than that already -paid. Vhemsthe Jate specified -

is reached, the specified amount will be transferred from
the "froa" account's balance for the transaction's nnit of

The user ‘must have. p&ylaster L8 0Cess ! relatite ‘€0 the
"from" account to use this aentry. S

Usage: o
g L
declare set_authorization_ (char(*), bit(72),
- - char({®), f£ixed: bine?tp, fixed - idec(t5,2),
fizxed bin¢3S))s B
call set_awthorization_ . (acceount_name,
' ttansaction id, anannt,meate; status),
1) account_nanme rhe name of an accoant contalning the
trans&cttan: (ﬁnptbk Poanaiten
2) transaction_id >rhe' wnique -kdentifier of @ the
cel ) traasaction. eiapat)
3) amount The amount of paylent to be anthor12ed.
. , (inpet) R
) Qdate | The date vhéﬁ é#;ﬁént is to be made.
(input)
5) status Zero unless there is a failure, in

which case it is the reason. (output)
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Name: set_request_amount_

- o - This ewttly: setsithecasount :of paysent: roquested for a
traasactibn. Tt is cvalddcass 10&9 'k 2% eramsattion ‘is
open. Modify access is required on the transaction’to ase
this entry.

!§§§§ L ' ., L
| - déelate set’request*aibnnt¥ Wt&ir4'§.~ bit(72), fizxed
dec(lS 2), fixed bin (35)) ;.

- : snn oni¥Eess: visnsas
call = v”“ﬁwset tiq%tiﬂﬂlleiithﬁé?u“ zr{account name,
transaction id,{anount, statas).
N account name ifsto pame: oiata ttcount contalninq the
trnnsaction. (1npnt)
: R . : IR b 1 20 ik T FIEE
2) tramsacticn_iad The unique‘ 4a: of the transaction.
(xnpnt) , o
3) amount T lloott* ot pafient Abeihq‘ requested.
_ (1npnt) . ‘ .
4) status‘ .Standntd financial systen statns code.
(output)
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Name: specify receiving_account_

. Thiscemtry:is used by a vendor who has:-been assigned a
transaction to speclia .the aceompt to ¥hich payment is to
be made.: o R e I BT SR :

Usage

- declare specify_receiving_account_ v entry(chér(*y,

: fixed. biu171}.Leharié). fixgd -bind353);
ca11 spec1fy receiving account g (account_nanme,

transactloa«iﬂa :ecsﬁad;g ;gsount, statas) ;
. C AU TOER SR

1) account_name nale of the “account contalnxng the

- ‘ txaasactiona (iagmt) Boowa 4o
2) transaction_id Identificatlon : bf the trsaction.

o (inpet) oo oW Ti

3) receiving_account The name of the account which is to
: : receive paymeat.. {input) . R

4) status Standard Multics status code.
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=

ame: transaction_ statns

Structure in which the statns  6f'/a transaction is
returned by get_transaction_status_.

Format

declare 1

transaction_statas: bgsgéu &
2 transactlon id bit (72),

- 3-payingiacgonat CheK(B2)ac. .- £*.f¥Om.agCt ¥/~

2 receiving_account char(32), /% to acct */
2 amount reqne&tsnuflxﬁdﬁdssléétZ&i sREL 0T T
2 amount_paid_sofar fixed dec(15,2),

2 amount_ “authorized fixed dec(15,2),

2 paylent date fixed bin(71),

2 PGYOQ.._B”Q Ghlr(%),; nf/dg,; e L

Appendix C

2 receiver nale char(32), /* for reference */,

2 requast chanqe access char(32),

2 description_length fixed: bimary(35) ,.
2 description char (* refer(descr;ption 1ength)),

-
wies
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