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FOREWORD

This Technical Report was written to be one of a series of su~h
repcris that will be incorrorated into a Computer Program Mansgemant
Hanabook, As such, this report is directly applicable for use by
Electronic Systems Division system program managers in the acquisi-
tion of compater vrogramn configuration items.

Supplemental guidance concerning computer program testing mey oe
£5und in AFR B80-14, Test and Bvaluation of Systems, Subsvstems, ard »
Ecuipment, and AFSC Design Handbook IH L-2, Electronic Svstems Test .
ané¢ BEvalustion.

Since this report was writtern, Capt. Trainor has been reassignei
to the Air Force Avionics laboratcry, Wrignt-FPatterscn Air Force ERase,
Ohic.

This technical report has beer reviewed ard is approvea.

lonmrer %

CARMINE PINTO, Chief
Tech Rqmts & Stds Office
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ABSTRACT

This Techbnical Report addresses the general area of computer prograa
testing. The test program for computer program is, in many cases,
different from that for equipment due to the unigueness -£ the compute:
program ccafiguration {tem. Thus, testing concerts for computer =vo-
grams are pot alvays videly understood. This Technical Report attemgis
to clarify computer progran testing requirements dand procedures by zo.-
sidering such topics as test requirements documerts and test plans/
procedures/reports. The caoncepts of informal versus formal testing
are introduced, wvaich lead to the subjectis of preliminary and formali
qualification testing. Subprogram, furctional, and camputer progrsz
configurazion item levels of testing are also explained, and these
ideas are in turn related to informal versus formel testing.
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SECTION I
INTRODUCTIOR

1. General. Testing performed as an integrali purt of the acquisition
process is governed by AFR 80-14 and 18 acdressec in this document as
Development Test and Fvaluation (DP&E), and “perational Test and Evalua-
tion (OTA&E). The purpose of the total test erfort 1s to verify the terfor-
mance requirements and campiiance with specificst.on: of camfiguration
items, subsystems, and the total, integrated s;st«m.

2. Development Test and Fvaluation. The DIT&E effort is divided into
the two areas of CI/Subsystem Test and System Test. The functions of
eacn 0f the tvwo areas of DTAE are gives below.

a. CI/Subsysiem Test. The CI/Subsystem =es‘ing effc-t consists of
the develcprent testing and evaluastion of the individual configuration
items (CIs). subsystems and, in certain cases, the complet: system. The
Air Porce ac:iively perticipetes ir, eveluz-:s, ard controls the CI/Sub-
system testing; however, the tests are conducted predominantly by the
contrector wno is under Air Force Systems Command (AFSC) ¢ irection and
control.

(1) The overall objective of the CI/Subsystem e’fort is the
qualification of all CIs and subsystems or segments, there.,y preparing
each element of the system for the subsecuert Sy:zioz test srogrsm. The
total objective is fulfiiled by the following sutordinate accomplish-
ments:

{8) EBugioeering test and evaiuatios necessary to the
developaent >f an gcceptable design.

{b) Preliminary Qualification Testing (PQ3) to confirm
the functional integrity of mission critical functions.

(c) Pormal Qualification Testing (FQT) of each CI, or
group, to both environment and functional performance requirements.

(d) Reliability test and analysis which confirms reli-
ability goa's and defines potential problems.

{e) Integration of hardware, computer programs, and
personnel subsystems.

(f) Quaiificaiion of system segments or sutbsystems as
specified 1 performance recguirements.

() Government costrol of the CI/Subsystem test program is
established primarily through provisions of the contract and require-
ments of th: specificatiors. Although aover—mert personn 1 will
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normally not conduct any CI/Subsystem testing, it is intended that the
SFO will designate government representatives, on site, to perform as

monitors to ietermine the test progress, adherence to test procedures,
validity of ~ollected data, and performance of the equipment and com-

puter programs. Normally, all Computer Program Configuration Item

(CPCI) testing will be conaucted as an integral part of ti2 CI/Sub-
systenm effort.

b. System Test. The System testing effort consists of testiag anc
evaluation spanning the integration of subsystems into a complete syst<.:,
and development tests of the completed aystem in as near &n operational
configuration and environment as practicable. System testing ie an Air
Force effort with contractor participation, under AFSC direction anl
control, and with active operating and suppcrting command participation.
Actual test operation ané maintenance should be performed by military
personnel wnd have received formal system trafning.

() The objective of System testing is the forral qualification
of the system specification requirements. Specific objectives of the Sys-
tem test effort are:

(a) Demonstrate that the system can perfo.an the mission
a3 specified in Section 3 of the System Specification.

(b) Verify results of CI/Subsystem testing with Air Force
crevs in a live operational environrent.

(c) GQualify and/or demonstrate the perforrance of CIs
wvhich requi-2 full system operation for qualification.

(d) Verify the adequacy and compatibility of the main-
tenance and supply support concepts as developed.

(e) Determine tne safety characteristics . f the system,
and procedures necessary to operate and maintain the systrm.

(f) Frovide sufficiently trained personnel for the operat-
ing commands to assume operational evaluation tasks during the OT&E phase.

(g) Verify required technical handbooks and manuals.

3. <Cperational Test and Svaluation. The OTAE testing ef.ort normally

follows Cystem testing and completes the testing phase of the Program
Mansgement Flan (PMP). OTiE tests will be conducted by t:e appropriate
operating command with technical support by Air Force Sys .ems Command
and Air Force Logistics Command.




SECTION IIX

TEST DOCUMENTATION
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. Gocumer lation aiich,

1. Introduction. There arc¢ several types cf =
s1 prograx. Broadly,

collectively, form the bzsis for an effective
these can be classed as:

a. Tcst Requiremerts, which are Section : sf each Systea {Type 4)
or CI (Typ~ B or C) Specification.

b. Test Flans, which are usualliy tne product of a velidation phase
and should r~a2flect the overall planning for test and evaluation of the
system or a suosystem.

c. Test Frocedures, whica are tne detailed nrocedur:l information
for conducting each test delineated in the tes> p:ans {re:. "bd" above).

d. Tes Reports, which summarize the results and anrlysis of each
test conducted.

2. Test Re« iiremerts Documents. Section 4, "Guality Assurance, of each
System (Type A) or CI (Type B or C) Specificaticn containe specified con-
tractual re. uirements for testing of the respective systerr or CI. This
specificati n section shou.a depict » requirement <0 test each performance
and design -equirement ccntained 1. Section * of <ne spec. fication.
Generally, 3ection 4 of a Type A specification will speci. y requirements
for System Test, and Section 4 of a Tyre B or C specifica fon will
specify requirements for ~I/Subsystem Tegt.

a. Section &, Sysien Scecification. S:retion b, "Gu. !ty /3surance,”
contains the requirements for the system test prcgrem. Tuese require-
ments must be relatable to verformanca/desigzn reguirements stated in
Section 3. Therefore, 3¢c-ior « will normally be iimited to system
level test -eguirements, out Will alao include requiremenis for CI/Sub-
system engi-eering tests, quali®ications, and reiiability tests which
can be accouplisred only at the system test location{s). The principal
content of Seciion 4, however, is the specificatvion of Sy. tem test
requirements.

~r -~

v. Secuitw b, CFCT Tart T 3pecifi_atior. Test recu rements are
developed initially oy the contractor PFor incorporation 1.:ito Section &
(Quality Assurance) of the Fart I specification. Tris section should
ider..ify test methods (%0 the ievel of detail necessary to clearly
estab.is: the scope ard 1ccuracy of the methlas) to be employed in
qualifying ~nhe C7CI agains all performance ... desig requirements
specified {1 Section % oI trat CI apecificati~».. 1In addition, it should
identil; rejuirements for governmeat-Zurnisne.l eguipment and facilities
to support ihe comtractor's computer prog: test and eveluation, as vell
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as designate those performance characteristics to be demonstre.ed and/or
verified during preliminary qualification tests and demonstrations,
formal qualification testing, and System testing.

(1) Requirements of Section 4 should be specified to .ne level
of detail which:

(a) Designates verification requirements and methods for
each performance/design requirement identified in Section 3. The uethc.l
of verification to be specified may incluie insvection, review of analyt-
ical data, demonstration tests, and reviev of te. t data.

(b) Clearly estabiishes the scope and accuracy of the test
method.

(2) Types of CI/Subsystem tests which may be spec fied iL
Section L4 of a CPCI Specification are:

(a) Computer Programming Test and Evaluation which are
tests conductecd primarily to support the desigr and develcyment process.
They are listed in the specification only when they meet cne of the
following criteria:

1. They are intended to be the only sov.ce of data to
qualify spec.fic requirements in Section 3.

2. They must be accomplisbed as part of an integrated
test Drog;ran involving other systems/equipment/programs.

3. They require the use of govermnment-f irnished test
facilities or equipment.

(v) Preliminary Qualification Tests, which s«re formal tests
oriented primarily towards verifying portions of the CPCI prior to formal
qualification tests of the integrated CPCI.

(c) Porm~l Qualification Tests. which are fcrmal tests
oriented primarily towards testing of the integrated CFCI, using oper-
ationally configured equipment.

(3) Tbe System test requirements to be identified in Section L
concern those performnce/design requirements which canno* be verified
Jantil System testing. Emphasis should be placed on minim’'zing these
types of requirements and, if possitle, eliminating them _ltogether.
This will ensure that the CPCI that is CI/Subsystem testeu has in fact
attained 8 high degree of confidence. Also, this will aliow the System
test program to proceed with its prime objective, testing of system
level requirements.

() An important point to remember is the differentiation
tetwveen Section 4 and other testing documents. Section !, by virtue of
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being part of the Part I CPCI Specification, is a contrac:ual document,
and the cor.tractor is required to conduct only those tests tnat are
called out in that section. Any changes or deviations from these re-
quirements (once baselined) must be approved by the System Program
Office (SPC) through Engineering Change Froposal (ECF) acticas. Thus.
careful attention must be given to ensuring thLat the testing has becn
scoped properly, and the test requireme: ts are complete aad zcceptable.

3. Test Plans/Procedures/Reports. Figure 1 shows  typi:al test docu-
mentation ' tree® for a large system. The tree ie ccastructed from the
1ist of approved test plan/procedure/report data item descriptions (DIDs)
contained in AFSCM/AFLCM 310-1, Vol II.

a. System Test Flan. The System Test Flan, DID T-101-1, is the
"top document for the test program which structures and :nifies all
subsequent test plans. Its purpose is to provide an over.ll outline
of the total system test program to include planning fact .rs, objectives,
and scope of all phases of the test program. The system -~ontractor pre-
pares the System Test Flan (DID T-101-1), normally for de ivery in the
Conceptual or early Validation Phase. This plan will con ain basic test
planning information for all phases of the test program a-d cover the
life cycle of the system through the end of the Full Scal: Development
FPhase. The scope and level of detail of the information .s sufficiently
broad and c-mprehensive to provide basic test inputs to t.e Program
Management “lan (PMF) and sufficiently de+ailed to provid- the basis
for prepari.g all subsequent test plans--particularly CI/.ubsystem
(DID T-102-1 and DID T-103-1) and System (DID T-106-2) plans.

(1) The System Test Plan (DID T-101-1) is bssed .,pon the test
concepts and requirements contained in the Program Manageient Plan (PMP),
the System Specification, and related system engineering ocumentation.
It covers all aspects of the system, including hardware, :acllities,
computer programs, personnel, and procedural dsta with re-pect to such
consideration as the foliowing:

(a) Organizational responsibilities for testing.

(b) Basic system test concepts and objectives for CI/Sub-
system, System, Implementation, and Acceptance tests.

(c) Overall system test operations, including test control
requirements and test support requirements.

(d) Test evaluation requirements.

(e) Test reporting requirements

(f) Overall test schedules.
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(2) A primary function of the System Test Plan (DID T-101-1)
is to guide the contractor's planning, analysis, and sysiem engineer-
ing activities related to the test areas. During the Validation Phase
the contractors expand basic planning and guidance information contained
in the System Test Plan (DID T-101-1) and, in effect, replact it with
the following documents:

(a) CI/Subsystem Test Plan (DID T-102-1 and T-102-1).
(b) 1Inputs to the System Test Flan (DID T-10¢-2).

(c) Inputs to the Implementation Test Plan (multisite
systems; DID T-1llk-1).

(3) Special problems to be considered concerning or uputer pro-
grems may iuclude provisgions for computing equipment reguired for cou-
tractor development and testing of computer programs. The CI-Subs- sten
test cycle for camputer program CIs will normaily begin eerly during
the Full Scale Development FPhase; it may have to be initiated using a
prototype computer and peripheral equipment, or in some cases by simw
lation on existing computers. As development of the CPCI progresses,
testing will encompass progressively expanded groups of rxutines, and
will require additional items of camputing equipment for realistic test-
ing of functions. Preliminary qualificatioa tests/demonstration will
normally occur at the contractor's piant, or other locatiuns of avallable
equipment. Formal quslification of the computer program 71 may require
scheduled time at the System test site for testing those computer pro-
gram functions that depend upon the operationally configured system/
equipment and for which simaiation is not adequate. For a multisite
system which requires adaptation of the operational computer program
CI at each site location, the expected sequence of events at each fol-
low-on site will be installation and checkout of equipment at the site
facility, installstion testing, adapvation, installation and checkout
of computer programs, and implementation testing (See Pigure 2).

b. CI/Subsystem Test Flan/Procedures/Reports (Equipment). The CI/
Subsystem Test Plan/Procedures data item, DID T-102-1, is the overall
planning document for the CI/Subsystem test program. It is subordinate
(in the test planning tree) only to the System Test Plan (DID T-101-1).
This document should provide complete planning information on each CI/
Subsystem test specified in each of the CI specifications on contract--
1.e., Systen Specification, CI Specification, Critical Component Speci-
fication, Military Specification, and other contractual documente that
include CI/Subsystem test methods and success criteria. Note that test
Planning and procedures information for CI/Subsystem testing of caumputer
programs should not be included in this document. In the case where the
system involves computer programs, an additional test data item ie used
to detail the planning and procedural information for testing of the
computer programs. This document is CI/Subsystem Test Plan/Procedures
(Computer :rogram), DID T-103-1, vhich should be referenced in DID T-102-1.

7




This data item is normally obtained in the Validation Fhase ss a com-
plete plan and individual test information sheets are then updsted in

the Full Scale Development phase prior to each test. Test reports are
obtained under DID T-118-1.

c¢. CI/Subsystem Test Flans/Procedures/Report (Computer Programs).
The computer program CI/Subsystem Test Plan/Procedures, DID T-1C3-1, is
a subordinate and supplementary document to the overall CI/Subsystez
Test Plan/Procedure, DID T-102-1. When the system involves computer
programs and equipments, DID T-103-1 should be placed on contract
along vith DID T-102-1; DID T-102-1 will apply to the CI/Subsystem test-
ing of all equipments and reference DID T-103-1 which will cover the CI/
Subsystem testing for the computer programs.

(1) The CI/Subsystem Test Plan for computer programs is a
contractor-prepared document vhich establishes criteria, xeneral methods,
responsibilities, and overall planning for CI/Subsystem t.sting of a
CPCI. KNormally, che test planning information 1s obtained in the Vali-
dation Phase as a complete plan applicable to all compute- programs of
the system. Generally, only one plan (and one volume) will be prepared
for a single system or contract--this allows for the presentation of an
integrated test plan which will apply to all computer programs for &
particular system. Exception to this guidance can be obtsined for the
individual cystem. Sections of the plan whick apply to computer pro-
grams for s.bsystems for which inadequate information exists at time of
writing of -he plan, can be updated at a later daste. When this is the
case, the scction should be included nonetneless with the remark, "to
be completel later."

(a) The plan should contain detailed information concern-
ing the implementation of preliminary and formal qualificstion tests,
along such lines as the foliowing:

1. Locations at which the tests will be conducted,
and schedules relative 1o milestones in the overall acquisition schedule.

2. General methods for preparation of input data--
1.e., simulntion and/or generation vehicles to be used.

Gerneral procedures for test conduct, and respon-
sibilities for test directfon, operation, and observation.

4. General procedures for anslysis of test results.

5. Requirements for other computer programs, equip-
ment, and facilities.

é. Fersonnel requirements, including numbers, re-
sponsibilities, and particular knovledge and skills required.

8
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(b) The plan may also set forth the requirerents and
procedures for controlling and documenting the CI/Subsystem test
program, including procedures for preparing, reviewing and revising
documentation of epecific test procedures; requirements and pro-
cedures for preparing and reviewing reports of individual guaiifi-
cation tests; summaries of the CI/Subsystem test program or phai:s
thereof; and other reports related to the CI/Subsystem test activity.

(2) The CI/Subsystem Test Procedures are produced ty *“hu cou-
tractor during the Full Scale Development Phase.

(a) For each individual CI/Subsystem Qualification Test
(PQT or FQT) for a CPCI, the contractor will prepare a CI/Subsystem
Test Procedure in accordance with Section 2 of DID T-103-1. These
procedures are prepared incrementally during the Full Scale Developmant
Phagse and submitted prior to the test date of the PQT or FQT to which
they apply. Information included in a test procedure includes the

I10Xoving:

l. Localion and schedule of the test, oriefings, de-
briefings, and any associated data reduction/analysis.

2. References to applicable test plan, specifications,

mapuals and handbooks.
3. Detalled objectives of the test.

4. Requirements and responsibilities for comsole
operators, .est directors, technical consultanis, data anzlysts, cr
other essential test personnel.

5. Requirements for other computer programs {other
than the CPCI being tested) or equipment.

6. Test operating procedures to specify how to
initiate the computer program operation, maintain the computer program
operation, and terminate and/or restart the computer program operation.

J- A devailed test description for each test {or
portion of a test) to be performed. This description should include
detajiled information on test inputs, outputs, events, expected resultis,
reactions to be verified, and methods of verification.

8. Requirements and procedures for recording, re-
duction and analysis of test data.

(3) The CI/Subsystem Test Reports for computer program tasts
are obtained under DID 1-118-1. These are contractor prepared docu-
ments, campiled incrementally during the Pull Scale Development Phese.

9




Generally, one test report (in accordance with DID T-118-1) is prepared
for each PQT or FQT conducted.

d. System Test Plan/Procedure/Report. DID T-106-2 is the basic
document wbiich provides the overall integrated outline of the System
Test Progrem. It includes all planning factors, scope, detailed test
objectives, identification of test areas, rasponsibilities of partici-
pating agercies, and associated information necessary to implement the
minimum acceptable performance reguirements of the Program Management
Directive (PMD) and/or the System Specification. Normallv, the con-
tractor viil prepare the System Test Flan and Procedures _DID T-106-2)
with the intent being to establish a test and evaluation program to
ensure that the system/equipment/computer programs meet the minimm
acceptsble performance reguirements of the PMD and System/CI Specifi-
cations in as realistic and complete an operational environment as
practicable. Test Reports sre cbtained under DID T-120-2.

e. Installation Testirz. Installation Testirg, pormally conducted
after complotion of each installation, includes Zreshaked wn Tests,
which are rerformed 28 a combipation alignment check and “est to assure
that the irstallation is properly completed; Shakedown Tests, which are
performed to assure that all detected marginal parts and -aterial have
been eliminated and that the installation is rescy for or-ratiomal
tests; and Toeraticpa. Tests, which are perforaed to demonstrate that
the equipment is properly -ostalled and {s capable of performing its
operstional missior up *o a specified interface with other portions of
the subsystem/system.

(1) The Instaliation and Checkout Flan (I&C), DID T-112-1, is
initially 1repared by the contractor during the Vaiidaticn Phase and
later exparded to reflect the system engineering and detail design
activity of the Full Scale Developmen: Fhase. Frocedures are prepared
to implement the plan, based upon assembly levels of comrinents and
consideration of all interfaces. In genera., individual items are in-
stalled, physicelly and functionally checked out, then ma..ed to other
subsystems. This graduated process is applied successiveliy until the
complete system is ready for system tests.

(2) IAC plans are revieved and approved by the SPO and the
procedures selectively revieved and approved.

(3' Adaptati-n, installation, and checkout (AISC) of i‘ne com-
puter program will aormaiiy occur after installation and checkout of
equipment and facilities. Normally, the work will be accomplished by
the contractor irn acc-raance with the approved plans and procedures
obtained under DID T-1i2-.. At the System Test Site, AILC of the com-
puter prog am may be followed by Formal Qualification Testing prior to
initiation of the System Test. Based upon the experience gained at the
System Tes'. Site, the ‘I plan may be modified and updated for use at
each followv-on site. AI& of computer programs at follow-on sites will
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include the same basic activities as for AI&C at the System tast site
and will occur in the seme general sequence, i.e., following I&C of the
equipment/facilities, but prior to the start of Implements:ior Tests
(see Figure 2). Por computer programe, appendices ma) be used t0 cover
unique adapiation features for each site.

(a) The computer program ccntractor zust identi 'y require-
ments for AIAC of the computer program at the System lest site, and for
mitisite s stems, must also include requira2ment:z for AIS&C at subsejvent
site instaliations. Documentation shwili incluce a devailiec descriptiom
of all aspe-tis of the adaptation, instaliaticr and cha2ckoit activities.
Detailed sc..edules should be provided and ali suppo~t resiirements
clearly identified, including required computer time, raquirex=nts for
other system equipments such as communicatior, displey ca:is~les, ete.,
and requirements for trained personnel. Detailed informa.ion should
also be provided concerning the training of personnel for the field
locations, scheduled movement of I{ieid personnel, local t ansportatiom,
office space and facilities, and living guarters at remct:lv located
sites. Procedures should be prepared indicating in detail the exact
manner in wbich the plan will be implemented.

NOTE: "Ada tation” refers to the process of inserting in.o the computer
program the coded data which are appropriate to the geogriphy or other
characteris .ics of the given site. “Installation' refers to insertion
of the code- instruction/data into ithe computing equipmen ; in coatrast
with equipment installation, computer program installatio typlecaliy
involves relatively insignificant effort or time. The ma or task of
AISC is the checkout activity, vhich may ir scme cases in olve sssembly
of pew elements, campiling, and extensive debuggzing, as w-1l1 as person-
nel training and preliminary rehearsals of FQT procedures.

f. Implementatior Testing. Implementation Testing is a concept which
has been de-ined to meet the specific reguirements of muliisite (i.e.,
ground installation, airborne vehicles, space platforms, or tactical
emplacements) electronic systems. The concept is based cu experience
which has snown that additional testing beyond Installation Testing may
be required at successive operating sites 10 insure that ihese sites,
individually and collectively, function as parts of a sys:em in accor-
dance vith the requirements of the system performance speification.
These tests encompass real-time functional testing perfor ed at the
systea level with the purpose of exposing faults and providing a dewon-
stration to the user that the installed site is ready for operational
use.

(1) The relation of the System Testing and Implementation Test-
ing should be one of decreasing complexity and sophistication. To the
extent tha' system performance requirements set forth ic the gystem
specificat: o>n have been demonstrated by System testing, & complete re-
petition o the effort for each follow-on system i{s not varranted.
Rather, sp cific functional performance measures vhich acequately define
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system response are identified at an eai'ly point in time, and the actual
values for such performance measures (figuress of merit) are determined
during Systea testing. These figures of merit are used dur.2g Isdnle-
mentation T:sting as the criteria by vhich to gauge funct. &) a&dequacy
of the system. I general, Implementatior Test. siculd not attesmpt to
duplicate the comprehensive testing accomplished iuring System testiing.

(2) To insure operaticoal validi*ty, the user as well as& the
systex designer must varticipate in Implemeatation Test plaraing. 7The
user is interested in s test that will uncover techn!:al incaspatidbilities
or functional and operatiorzal deficiencies. Trus, tie nac~per ia vhicn
the system i{s to be empioyed 1s a vital factor in test plsnping.

(3) Thbe Implementatios Test Plan apd Procedures ars coziractor-
prepared documents obtained under DID T-1l:-1. Tne Implemerntatio:z Test
Flan defines the overall scope of the implezentstion testr, the oblec-
tives, meth>ds, and support reauirements for tze conduct .f this phase
of testirg. The Implementation Test Procedures {ore sz >f poocedures
for each test conducted) outline 3 step-by-step set of instrustions and
criteria for each test specified ivc the plar. Test resul:.s are reported
urder DID T-119-1.

{b) The computer -rogram contractor(s} prerare i puts to the
Implementation Test Plan/Procedures muck the same as for .he S;stem
Test Plan/Frocedures. Since implementation tesiirg is at tue system
level, emrhssis vill be piaced on those asyecis 32 tre co-puter program
performance which depend upcr compiex irteructions witk other CiClz,
personnel, -cuipment, and data links during operatioz of the entire
system.

(a) Specisl emphasgis will be giver tc those postions of
the CPC’s (a&enerally tre operational CFCI) which vary from site-to-site,
1i.e., envirommental data values, speclal adsptaliosn parameters, unique-
to-site interfaces, and site-peculiar progrem routirnes.

(b) Inputs tc the Implementation Test Flan relstive to
computer programe should be similar to the inputs to the System Test
Plan (DID T-106-2). 1In geaeral, they shouid emptasize those aspects of
systea performance which are closely associated with or dependant upon
performance of the CRCI(s). PFrequently, the inputs may represent s
selected subset of the System Test Pian (DID T-100-2) inputs.

b. tion 4, CPCI Part IT Specification. Normally, Section b ¢f a CI
Fart II Specification will comiain quaiity assurance provisiome and
scceptance test requirements for foilow-on production items. However,
unlike equipment items, tzere is 1o follow-on production process for &
cosputer program f{tem; thus, the concept cf acceptance tests fcr pro-
duction items wili not appiy to & CPCI. Instead, Section 4 of a CKCI
Part II Specification shoulid contain two subsections:
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a. Test rFlan/Procedure (ross Relerence Index. This subsection
should comteir a cross-reference diagram depicting ecack funccion {as
delineated irn the CFCI Fart I Specification) and relating thes: func-
tions to the corresponding test plan/procedures that were used to
qualify the individual requirements of the CPRCI.

b. Otner Quality Assurance Provisions. Trnis subsection " ~oald
reference and/or specily the test/verification recuiremerss, metnods,
and procedures vhich apply to preparation and duplication of the zon-
puter prograa (i.e., tapes, card decks, etc.).




SECTION TIiI

COMPUTER PROGRAM CI/SUBSYSTEM TESTING

1. Imtroduction. The CI/Subsystem testing of CFCIs serves & fourfc:id
purpose:

a. To estarlish each CI a8 a cualified end item suiveble fcr entry
into the System Test Program. This qualification is accomplished by
verifying the performance and design reguiremencs of the CFCI Pert I
Specification.

b. To furnish the procurinz agency with the proper vislbility re-
quired fcr effecrtive management of the system. This 13 accomplished
through Jjudicious scheduling of P3Ts, <hus eztablishing milestores whizk
will provide insight iatc the rrogresas of the CZPCI design and develop-
ment. If rroblems are encountered in the computer program srea, early
detection can be made and more effe~tive management end eagireering can
be focused on these potential problem areas.

c. To serve ps & standard or "stiraw man” sbout vhichk Lhe contractor
can develop his internal verification procedures.

d. Tc develop a camprenensive test (called FT) which can be utilized
sfier PCA as an angcing test tool/procedure for retestulng the CPCI. FQT
is not only used for fcmmAl verification prior to FCA but will be con-
timuously updated and ueed %o roteet the CPTI whenever chatges are made
to the crogranm.

2. Types of CI/Subsystem CFCT Testing. (I/Subsystem testing of CFCIe
can be broadly divided in:a two types~-informal testing and formal testi-
ing. The basic diffar-ncs pDetwe=n trere wyrvecs etams f-om the documen-
tation reguirsments; itf:: ma: 1osting utitizer Jhe contractoris internal
te3t Gocupentatiz=, IonLrnls and protedures; formal testing is conducted
in acgordance witkh Air Force approved testi plaas and procedures.

- ~1/la

a. JInforpal Testins. T/8ate-ten {n75mal testing {referred to as
Cormuter Foosras To-% oni Zwaluation. TITREC will usually form the bulk
of the ccatracicr's ZI/Sutsyeten “est »ffort. Tt 1is designed to be the
contracter's "in-bkouse’ testing and reguires no government approved test
plans/nroce jures. Gone-ﬂlly, the entire {=Tomal tecs af20rt 4Ll bhe
documented irte ALy Ly Loe ~ortractes=, 0 zuch Iofa-mation will be
made svailabie =~ the ;*:'n*‘.g axenc:” *.'“ cn ce~ard. Tafcormal testing
begins vhern the flrsi suonrogsam {8 coind erd cortirias “hroughout the
Pull Scale Develcopment Fhase.

(1) Informal t

eet'n; i3 reaaited on throe jevelr €7 a stap-by-
step validaticn ol the (f
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(a) Subprograz level (parameter tests) 1

(b) Functional level (essembly tests)
(¢) CPCI level (assembly tests)

(2) Farameter tests are tests of the information processing
logic of the individual CrCs. Sets of inruts are preparei which cauze
all the logic paths to be exercised. The resultant outpuls are checiked
against hand calculations which show wnether the CPC has been coded
correctly.

(3) Assembiy ..sts are tests of groups of CPCs w:ich perform
a function of the CFCI, or in later stages, many or ail o the func-
tions of the CPCI. Interfaces between the CPCs as well as overall
information processing are tested. Simulated inputs to t e CPCI are
used, and the CPCI is operated in real-time or simulated eal-time
mode .

() The infermai test activities are conducted solely for the
purpose of providing information required for the developmentsal process.
As such, they do not require recognitiorn by the procuring agency and
would not n-rmally be idertified in the CI/Subsystem Test Plan. The
planning anc conduct of informal testing is carried out 1i: accordance
with the cc..tractor's internal managemert procedures, ané within the g
time constraints imposo. oy formalily scheculed reviews ar: qualification -
testing. Each CPC or subprogram must pass, through a seri.s of stages
and iterations, consisting of such operations as desk che:king, elimi-
pation of illegal inatructiions, parsmeter tests, functiocdl testing with
controlled data inputs, ussembly with additional componer .s of the CFCI,
assenmbly testing, performance testing with sizmlated inpu.s and, finally,
performance testing in the system under conditions of live operations.

(5) The CI/Sussys.em Test Plan will not generally include plan-
ping inform.:ition Tor :cntractor testing which is conducted as an integral
part of the design ana development process. However, the plan will
typically cetall the routractor's requirements for goverraent facilitiers
and other support requirea for conducting the tests. These will include
requirements for computing and peripheral equipment whiclk must be fur-
nished or otherwvise maae availab.e for the contractor's use on an ap-
propriate schedule during :he Pull Scale Development Phase. Where
formal qualification of tne CPCI is scheduled to occur at the System
test site, it will normally be preceded by e phase of cosntractor test
and evaluation associated ~ith adaptation, installation, and checkout
of the CPCI(s) at the siit: The CI/Subsystem Test Flan zhould include
(or reference other plarning documents which include) requirements for
scheduled .ise of the facility, system equipment, other computer progranm
CIs, perso-nel, and other items needed to support the conduct of these
contractor tests.
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b. Formal Testing. CI/Subsystem formsl testing is *bnt portion of
CI/Subsystem testing which is conducted in accordance wita Alr Force
approvec test plans/procedures. Thus, the Air Force has explicit con-
trol of the type, number, and frequency of tests to be performed.

(1) The CI/Subsystem formal test effort is divided ntc two
distinct types of testing--Preliminary Qualification Testing (PQIl') and
Formal Qualification Testing (PQT). PQT is designed to be an incre-
mental process which will provide the procuring agency prope:s visibiiity
and control of the computer program development during the time period
between the Critical Design Review (CIR) and FQT. Fui is designed to be
a complete and comprehensive test of the CPCI in a "one step’ fashior
Just prior to FCA.

™

(a) Freliminary Qualification Testing (PQT) is composed
of function level tests (assembly tests) which are conduc #d in ac-or-
dance with Air Force approved test plans/procedures procu-:d uuder
DID T-103-1. QT {8 to be an incremental process whicn occurs beuvweer
CDR and FQT of a CFCI's development process. For each function (of the
Fart I CFCI Specification) which is designated for testing during PQT,
8 seperate test procedure i3 written and a formal test conducted. MNote
that, generaliy, not all functions of a CPCI are tested awrirg QI since
experience nas proven that it is both too costly and too time--consuming.
l, Instead, on.y designated functions of the CPCI are tested during PQT;
thus, tne problem becomes oae of tne selection of those functions which
should undergo FQT. Selection of these Tunctions should e hased on
the following:

1. A QT sbould be condicted four exzna furciion that
is "time-critical" to tke development of the CFCI, subsystem, or syeten.
For example, the compiler function of a utllity CFCI may ve designated
v "time-critical” if the development of the remaining computer programs
E depend on thie timely development of a ccmpiler to be used for compiling
f the other programs. The development of the executive function of an

operational CPCI may also be designated "tine-critical” since the

orderly progression from parameter testing co assembliy tzsting of the
i operational CPCI would require the timely development, of the executive
: function.

2. A PQT shculd be conducted for each functicn tuat
is "performance-critical to the development of the CPCI, subsystem, or
system. For example, the executive functior. coulf be designated “per-
formance-critical” as well as "time-critical' due to the utilization of
various exotic scheduling techniques. As enother example, the tracking
function of a CPCI for an orn-line radar system might be designated 'per
formance-critical” due .. .ae utilization of new tracking, smoothing,
and filtering techn.ques.

(d) Preliminary Qualification ‘ests (PQTs) should noraally
be conducted at a contractor's development facility (i.e., contractor's
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plant or other location of available equipment), typically using cca-
trolled inputs specifically prepared for the test/demonstration purpose.
The Test Flan should outiine the sequence of individual and/or assembled
CPC tests, identify the CFCI performance/lesign requirements to be veri-
fied at each PQT, and identify special simulatioi./recording equipment

or other suonport requirements for the FQT program. Each Test Procedures
document sh-uld be completed by the contractor and submitted to the
monitoring agency sufficiently in advance of the scheduled test session
(i.e., two to four weeks) to permit revies and analysis .f the procedures
prior to witnessing the teasting operations. The format . nd content of a
typical Test Procedures document are specified in DID T-103-1.

(¢) Pormal Qualiification Testing (FQT), unlike informal
testing and PQT, is not an incremental process. FQT is dvsigned to be
an integrated and comprehensive functional test of the CPCI as a whole,
and usually is conducted in one continuous time period juot prior to
FCA. Each function of the CPCI (as delineated in the CPCI Part I Spec’-
fication) is tested during FQT, regardless of the amount of informal
testing and PQT conducted rreviously. Since QT is conducted during
the on-goinx design process, the PQT test procedures tecaze obsolete
within a fe. weeks after the PQT tests. In contrast, since FQT is con-
ducted after the design process culminates (Just prior to FCA), the FQT
test procedures can be maintained tnd updated and used th-oughout the
remainder of the Full Scale Develooment and Deployment FPhases. Thus,
each time a change ies implemented in & CFCI, the FQT prr ~dures can be
used 88 & test tool to retest the CPCI and ensure that it still functions
in accordance with the furctiomal requirewents set forth in the Part I
Specification.

1. For -he less complex CPCIs, or for those (i.e.,
utility) which are rela=i.cly insensitive to the system orerations,
formal qualification will usually be conducted at the contractor's
development facility. However, for s large cperational CH#CI, the sheer
complexity of the performance requirements may dictate that FQT can only
be conducted in the contex: of the operationally-configured system, in-
cluding personnel anrd commnications. Hence, for these cases, FQT may
often not - conducted at the contractor's plant (development facility),
but may reguire use of the System test site prior tc the hginning of
Systenm testing.

2. 1Ir t-e event that a complex operational CPCI 1is
scheduled for formai qualiication at the System test site, scheduling
of the FQT will normally be prior to the start of formal System test-
ing, but following & period of contractor adaptation, installaticn, and
creckout of the CPCI 1 it= previously installed and tested operational
equipmernt/factiities.

2. In either case, FQT will i{nvolve the use of sim-
ulated and controlicu inruts which can be designed to cover the expected
ranges of 'ariables, syc.em operational modes and conditlons, including
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capacities and limits. Full qualification of certain furctions may
depend upor. subsequent System testing with live inputs and comsuni-
cations.

4. The procedures for Formal Qualifica.icn Tests
(ref DID T-103-1) will be in the same format rs the PQT procedures
prepared during design and development. However, these procedures will
emphasize verifying that all functional requireme:ts are met, based cn
the demonstrated performance using the complete CFCI. Since the FQr
procedures require approval by the monitoring agency, they should be
submitted initiaily in preliminary form. Review and analysis may result
in proposed changes which must be reso.ived and reflected in revised
preparations for the testing activity. Hence, the preliminary document
should be completed in sufficient time (i.e., three months prior to
scheduled FQT) for thnic potentially lengthy process to be ~ccomplished.

3. Levels of CI/Subsystem CFCI Testing. hs mentioned eariier, testing
of a CPCI is required at three levels: subprogram level, functional
leveli, and CPCI level. Regardless of the type of testing to be per-
formed (i.e., informal versus formal testing), these three levels apply
equally to each. This relationship is portrayed in Figvre 3.

a. Subprogram Testing. Subprogram testing, sometimes called para-
meter testing, is directed toward ensuring that each subprogram (CFC or
lesser entity) interprets its inputs correctly, successfully performs
all. tasks de®ined in the subprograx coding specifications, and adheres
to prescribel coding conventions and standards. Subprogran testing is
the most det:iled and basic testing that is performed upon computer
programs. Since concentration is on testing basic, easily managed units
of code, the detection, isolation and correction of errors that are
exceedingly difficult tou detect, isolate and correct in laver phases of
testi:g is greatly facilitated. Therefore, detailed attention must be
given to the specification of rigid test requirekents sc that errors
are not overlooked that will later cause unrecessary teating and analysis.
Rach subprogram should be specifically tested for arithmetic and logical
accuracy and limitations, usually without .cguiring communication with
related subprograms or external equipment. Subprogram testing commences
following the development of a set of coded instructions that have been
subjected to detailed visual verification (code checking) by the respon-
sible prograsmers, and automatic code analysis by the applicable compiler
and/or assexbler to eliminate errors in keypunching, formatting of code,
etc. In addition, a thorougn technical review of the subprogram should
be conducted by contractor personnel to ensure that violations of cod-
ing conventions and rtandards have been corrected prior to on-computer
testing. The suborr e . 1s tnen operated with a range of data that
forces use of all decision points and processing paths. The test re-
sults ere analyzed to determine vwhether the derived results are con-
sistent with the input data, the results expected from the selected
input parameters, and tne cperation of the subprogram as defined in eod-
ing specifications.
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b. Functional Area Testing. Functional area testing, sometimes
rererred to as string or assembly testing, is directed to: ard ensuring
that selected sets of functionally related subprograms interpret all
inputs correctly, successfully perform all processing tasks specified
in performance specifications, and generate cutput data that satisfies
the input requirements of other interfacing functional areas or equip-
ments. PFunctisnsl area testing is an extension of subprogram testing
with emphssis teing placed on inter-program communications and pro-
cessing of data within a defined grouping of subprograms or components.
Subprogram testing, on the other hand, concentrates cn intra-program
commnications and data processing. Exemples of functional areas sare
radar inputs processing and correlation, data link inputs processing,
and weapons guidance. Each functional area is composed of one or more
subprograms that must accept as inputs other functional aree outputs,
or inputs received via the operating hardware, and process them in
accordance witb functional performance specifications. It must also
prepare data for use by other sets of functionally relatec subprograms
as specified in detailed coding specifications. In some cases, (i.e.,
tape read), functional area testing may be the first phase of testing
performed. This will most often occur when subprogram testing requires
the excessively expensive simulation of intertracing hardware.

(1) Punctional area testing is usually the first point at which
interactiors with a8 control subprogram sre examined. Iderlly, the ex-
ecutive or control function is tne first to enter the functional area
test phase, gince the other functions can be more conveniently tested
with it. In actual practice, however, the control functi-n may not be
available or far enough along in development for this purpose. In this
event, other methods for control may be utilized. Although many func-
tionai areas are usually being tested at the same time, tue scope of
testing gradually increases through higher and higher levels of assembly
ag functiors become verified until the computer program is ready to
undergo CPCI testing. In oractice then, functional area testing begins
as "high-level” subprogranm testing and phases out as "low-level' CPCI
testing.

(2) Throughout this phase of testing, the performance of the
camputer program is checked against that specified in performance re-
quirements decisions and limits that result from an inter lace dbetween
subprograms. Therefore, conditions that are of consequence to only one
subprogram, such as proper exits in subroutine decision paths, are
better tested ir the subprogram test phase when the problems of defiming
and establishing the proper test situations are not so complex. In ad-
dition to differences ir ievels of concentration, functional area test-
ing examines interactions be .een all functionally related components
wvhile CFCI testing concentrates on interactions between functions. Also,
internally stored inputs t it are provided to the subprograms during
the functional area test jaase usually result from the insertion of test
data by s “est input tool. CPCI testing, on the other hand, uses CI
level inpu.s that are provided either by other CPCIs, or by system in-
put data generators.
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¢. CFCI Testing. CPCI testing is directed toward ensuring that the
total package of camputer program camponenis that comprise the CFCI
correctly interprets all input message types and values, accepting
those thet are legal and properly disposing of all others; properly
processes all interrally stored data; and correctly formats, arranges,
and outputs all required system data. Thus, CPCI testing verifies that
the CFCs operating as the CFCI fulfill the requirements of performance
specifications. Whereas subprogram testing concentrates on verifying
the correct operation of individual computer program components, and
functional aree testing emphasizes inter-program cosmmunications within
separable functional areas, CPCI testing concentrates on verifying that
the complete set of camputer program functional areas correctly intrr-
acts with each other. Therefore, CFCI testing must be accamplished
after functional area testing snd prior to, or in parallel with, test-
ing with other CIs. CFCI testing can be conducted at eitiier the con-
tractor's in-plant test facility or an installation facil:ty (either
operationally employed or a nonoperational test site). During the
initial stages of CFCI testing, the bulk of the testing 1. conducted
in-house using simulated inputs. This provides a high degree of con-
fidence prior to the release of a CI to a site location. During the
later stages of CPCI testing, emphasis shifts fram the testing of func-
tional comminication to verification of overall CFCI performance in an
operational (or very neariy so) environment.




