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Preface

The OSF/I User’s Guide introduces users to the basic features of the
OSF/1™ operating system.

This preface covers the following topics:

e Audience

Applicability

Purpose

Document Usage

Related Documents

Typographic and Keying Conventions

Problem Reporting
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Audience

This guide is written for those who have little or no familiarity with
computers, and no extensive knowledge of UNIX! compatible systems or
any other operating systems. As a result, the guide explains important
concepts, provides tutorials, and is organized according to task.

Applicability

This is Revision 1.0 of this guide, which applies to Release 1.0 of OSF/1.

Purpose

This guide introduces you to the features of OSF/1. After reading the guide,
you should be able to do the following:

» Gain access to your system and issue commands

o Understand file and directory concepts

Manage files and directories

Control access to your files and directories

L]

Manage processes

o Understand and manage your shell environment

Use the grep and find productivity tools

Use electronic mail and other facilities for communications between
your system and other systems

1. UNIX is a registered trademark of UNIX Systems Laboratories, Inc. in the U.S. and other countries.

XVi



Preface

Perform basic system administrator tasks
Use the mail program as well as the ed and vi text editors

Use internationalization features

Document Usage

This guide is organized into three parts:

Part 1. General User Tasks

Chapter 1 shows you how to log in and out of your system, enter
commands, set your password, and obtain online help.

Chapter 2 gives an overview of the OSF/1 file system, consisting of the
files and directories that are used to store text, programs, and other data.
This chapter also introduces you to the vi text editor, a program that
allows you to create and modify files.

Chapter 3 shows you how to manage files. You will learn how to list,
display, copy, move, link, and remove them.

Chapter 4 explains how to manage directories. You will learn how to
create, change, display, copy, rename, and remove them.

Chapter 5 shows you how to control access to your files and directories
by setting appropriate permissions. It also describes standard password
and group security issues as well as provides an overview of optional
security enhancements.

Note that the OSF/1 operating system provides one of the following
security levels:

— Standard level: a version equivalent to most UNIX implementations.

— C2 level: a version that provides National Center for Computer
Security (NCSC) C2 level security features.

— Bl level: a version that provides NCSC B1 security level features.

If your system provides C2 level or B1 level security enhancements, see
your system administrator and the OSF/I Security Features User’s Guide
for details.
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Chapter 6 describes how OSF/1 creates and keeps track of processes. It
tells you how to redirect process input, output, and error information, run
processes simultaneously, display process information, and cancel
processes.

Chapter 7 introduces you to features common to the three shells
available with OSF/1: the Bourne, C, and Korn shells. You learn how to
change your shell, use command entry aids, understand some features of
your shell environment (login scripts, environment and shell variables),
set and clear variables, write logout scripts, and write and run basic shell
procedures. The Korn Shell (ksh) is available only to AT&T? Tool
Chest Licensees.

Chapter 8 provides detailed reference information about the C, Bourne,
and Korn shells, comparing their features. It details the commands and
environment variables of each program and shows you how to set up
your login script.

Chapter 9 describes the grep and find commands that allow you to
examine the contents of files and to determine their location in the
system.

Part 2. Communications Tasks

o Chapter 10 shows you how to use simple communications programs that

permit you to send mail to and hold 2-way conversations with other
users.

o Chapter 11 describes the UUCP Networking Utilities, which allow you

to connect to, transfer files between, and run programs on remote
systems.

e Chapter 12 describes how to wuse the Transmission Control

Protocol/Internet Protocol (TCP/IP), which allows you to connect to,
transfer files between, and run programs on remote systems.

Part 3. System Administration Tasks for the User

e Chapter 13 shows you how to add and remove individual user accounts

and user groups.

2. AT&T is a registered trademark of American Telephone & Telegraph Company in the U.S. and other

countries.
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o Chapter 14 describes the system shutdown and reboot procedures, which
you may occasionally perform to correct operational problems.

e Chapter 15 provides basic conceptual information about backups, where
you save copies of files and directories on a storage medium. It also
provides you with simple backup and restore procedures.

The following appendixes provide reference information for this guide:

e Appendix A teaches you how to use the basic features of the vi text
editor.

e Appendix B teaches you how to use the ed text editor. Detailed
information about ed is provided because all systems have this editor
and because it can be used in critical system management situations
when no other editor can be used.

o Appendix C describes the internationalization features of OSF/1 that
allow users to process data and interact with the system in a manner
appropriate to their native language, customs, and geographic region.

o Appendix D instructs you in the use of the mail program.

Related Documents

The following OSF/1 documents are currently available from Prentice-Hall:
o OSF/I Command Reference
o OSF/I Programmer’s Reference
e OSF/I System and Network Administrator’s Reference

e Application Environment Specification-Operating System Programming
Interfaces Volume

In addition, versions of the following documents may be available from your
system vendor:

e OSF/I System Programmer’s Reference Volume 1
e OSF/1 System Administrator’s Guide

e OSF/I Network and Communications Administrator’s Guide
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OSF/1 Applications Programmer’s Guide

OSF/1 System Extension Guide

OSF/1 Network Applications Programmer’s Guide
OSF/1 Security Features User’s Guide

OSF/1 Security Features Programmer’s Guide
OSF/1 Security Features Administrator’s Guide
OSF/1 Security Detailed Design Specification
Design of the OSF/1 Operating System

OSF/1 POSIX Conformance Document

Typographic and Keying Conventions

XX

This document uses the following typographic conventions:

Bold

Italic

Constant width

[]

{1}

<>

Bold words or characters represent system
elements that you must use literally, such as
commands, flags, and pathnames. Bold words
also indicate the first use of a term included in
the glossary.

Italic words or characters represent variable
values that you must supply.

Examples and information that the system
displays appear in typeface.

Brackets enclose optional items in format and
syntax descriptions.

Braces enclose a list from which you must
choose an item in format and syntax descriptions.

A vertical bar separates items in a list of choices.

Angle brackets enclose the name of a key on the
keyboard.
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Horizontal ellipsis points indicate that you can
repeat the preceding item one or more times.
Vertical ellipsis points indicate that you can
repeat the preceding item one or more times.

This document uses the following keying conventions:

<Ctrl-x> or "x

<Return>

Entering commands

Problem Reporting

The notation <Ctrl- x > or ~ x followed by the
name of a key indicates a control character
sequence. For example, <Ctrl-c> means that
you hold down the control key while pressing
<c>.

The notation < Return> refers to the key on your
terminal or workstation that is labeled with the
word Return or Enter, or with a left arrow.

When instructed to enter a command, type the
command name and then press < Return>. For
example, the instruction "Enter the Is command"
means that you type the Is command and then
press <Return> (enter = type command + press
<Return>).

If you have any problems with the software or documentation, please
contact your software vendor’s customer service department.
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Chapter 1

Getting Started on OSF/1

This chapter introduces you to the basic tasks for using the OSF/1 operating
system. Before you read this chapter, familiarize yourself with your system’s
hardware components.

If you are new to computing, you will find this chapter to be especially
useful. If you are familiar with the UNIX operating system or other
operating systems, you may wish to skim this chapter.

After completing this chapter, you will be able to do the following:
o Log in and log out of the system
¢ Execute commands
¢ Stop command execution
¢ Change your password
¢ Know how to access online help and tutorials

Next, you must learn how to create and modify files with a text editing
program. See Chapter 2 for an overview of text editors, and Appendixes A
and B for information on the vi and ed text editors, respectively. Once you
learn how to use a text editor, you should have the basic skills necessary to
start using the operating system.

OSF/1 User's Guide 1-1



General User Tasks

Logging In

To use the OSF/1 operating system, your system must be running and you
must be logged in. Logging in identifies you as a valid system user and
creates a work environment that belongs to you alone.

Before you can log in, you must obtain your username and password from
the system administrator. A username (typically, your surname or given
name) identifies you as an authorized user. A password (a word or group of
characters that is easy for you to remember, but hard for others to guess)
verifies your identity.

You may wish to think of your username and password as electronic keys
that give you access to the system. When you enter them during the login
process, you identify yourself as an authorized user.

Your password is an important part of system security because it prevents
unauthorized use of your data. For more information on passwords, see
‘“Password Guidelines’’ later in this chapter.

The first step in the login process is to display the login prompt. When your
system is running and your workstation is on, the following login prompt
appears on your screen:

login:
On some systems, you may have to press <Return> a few times to display
the login prompt.

Your system’s login prompt screen may be somewhat different. For
example, in addition to the login prompt, the screen may- display the system
name and the version number of the operating system.

To log in, perform the following steps:

1. Enter your username at the login prompt. If you make a mistake, use
the Delete key to correct it.

For example, if your username is larry, enter:

login: larry
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The password prompt appears:

login: larry
Password:

2. Enter your password. For security reasons, the password does not
display on the screen as you type it.

If you think you made a mistake while typing your password, press
<Return>. If your password is incorrect, the system tells you so and
asks you to enter your username and password again.

After you enter your username and password correctly, the system
displays the shell prompt, usually a dollar sign ($) or a percent sign
(%). Your system’s shell prompt may be different.

Note: In this guide, the shell prompt display is a dollar sign
().

The shell prompt display tells you that your login is successful, and that the
system is ready to go to work for you. The shell prompt is your signal that
the shell is running. The shell is a program that interprets all commands you
enter, runs the programs you have asked for, and sends the results to your
screen. For more information about commands and the shell prompt, see
““Using Commands’’ later in this chapter, and Chapter 7 ‘‘OSF/1 Shell
Overview.”’

When you first log in, you are automatically placed in your login directory.
See Chapter 2 for information about your login directory.

If your system does not display the shell prompt, you are not logged in. You
may, for example, have entered your username or your password
incorrectly. Try to log in again. If you still cannot log in, see your system
administrator.

Note: Your system may not require you to have a password, or you
may have been assigned a password that is common to all new
users. To ensure security in these cases, it is usually a good
idea to set your own password. For information on how to
create or change a password, see ‘‘Setting Your Password.”’
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Many systems display a welcome message and announcements whenever
users log in. For example, the following is a typical login screen (your
screen may vary):

Welcome to the OSF/1 Operating System
Fri Dec 7 09:48:25 EDT 1990
You have mail.

$

The preceding announcements contain the following pieces of information:
o A greeting
o The date and time of your last login.

Note this information whenever you log in, and tell your system
administrator if you have not logged in at the time specified. A wrong
date and time might indicate that someone has been breaking into your
system.

e Whether you have mail messages waiting to be read.

Briefly, mail is a program that allows you to both send and receive
electronic mail. The system displays the message You have mail
when there are mail messages for you that are waiting to be read. If you
have no mail messages, this line does not appear.

For more information about mail, see Appendix D.

Note: Your system may contain enhanced security features in
addition to those provided with all OSF/1 systems. These
enhancements may result in a system that is certified at either
the B1 or C2 security levels specified by the National Center
for Computer Security (NCSC). As a result, you may be
required to enter more than just a username and password
during the login process. If so, see your system administrator
and the OSF/I Security Features User’s Guide for details.
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Logging Out

When you are ready to end your work session, log out of the system.
Logging out leaves the operating system running for other users and also
ensures that no one else can use your work environment.

To log out, perform the following steps:
1. Make sure that the shell prompt is displayed.
2. Press <Ctrl-d>. If <Ctrl-d> does not work, enter exit or logout.

The system displays the login prompt. On some systems, a message
may also be displayed.

At this point, you or another user may log in.

Using Commands

Operating system commands are programs that perform tasks on the OSF/1
system. The OSF/1 operating system has a large set of commands that are
described in the remaining chapters of this guide and in the OSF/I
Command Reference .

A shell reads every command you enter and directs the OSF/1 operating
system to do what is requested. Therefore the shell is a command
interpreter. Think of entering a command as an interactive process in
which you enter a command, the shell interprets that command, and then
gives an appropriate response—that is, the system either runs the program
or displays an error message.

The shell acts as a command interpreter in the following way:
« The shell displays a shell prompt and waits for you to enter a command.

* You enter a command, the shell analyzes it, and locates the requested
program.

o The shell asks the system to run the program, or it returns an error
message.
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¢ When the program completes execution, control returns to the shell,
which again displays the prompt.

Figure 1-1 shows the relationship between the user, the shell, and the
operating system. The shell interacts with both the user (to interpret
commands) and with the OSF/1 operating system (to request command
execution).

Figure 1-1. Shell Interaction with the User and the Operating System

Command line Interpreted
command OSF/1
. T :

Operating
System
E——
User Shell OSF/1
enters command interprets command executes command

The OSF/1 operating system supports three different shells: the Korn, C,
and Bourne shells. Your system administrator determines which shell you
get when you log in for the first time. For more information on OSF/1
shells, see Chapter 7.

When you use the OSF/1 operating system, you typically enter commands
following the shell prompt on the command line. For example, to display
today’s date and time, enter:

$ date

If you make a mistake while typing a command, use the Delete key to erase
the incorrect characters and then retype them.

An argument is a string of characters that follows a command name. An
argument specifies the data the command uses to complete its action. For
example, the man command gives you information about OSF/1
commands. If you wish to display complete information about the date
command, you would enter:

$ man date

Last, OSF/1 commands can have options the modify the way a command
works. These options are called flags and immediately follow the
command name. Most commands have several flags. If you use flags with
a command, arguments follow the flags on the command line.
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For example, suppose that you wish to use the -f flag with the man
command. This flag displays a one-line description of a specified OSF/1
command. To display a one-line description of the date command, you
would enter:

$ man -f date

While a command is running, the system does not display the shell prompt
because the control passes to the program you are running. When the
command completes its action, the system displays the shell prompt again,
indicating that you can enter another command.

In addition to using the commands provided with the system, you can also
create your own personalized commands. Refer to ‘“Writing and Running
Shell Procedures’” in Chapter 7 for information about creating these special
commands.

Stopping Command Execution

If you enter a command and then decide that you do not want it to complete
execution, press <Ctrl-c>.

The command stops executing, and the system displays the shell prompt.
You can now enter another command.

Setting Your Password

Your username is public information and generally does not change. Your
password, on the other hand, is private.

In most instances, when your system account is established, the system
administrator assigns you a password that is common to new users. After
getting familiar with the system, you should select your own password to
protect your account from unauthorized access. In addition, you should
change your password periodically to protect your data from unauthorized
access.
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To set your password, use the passwd command. If your account does not
have a password, you can use the passwd command to set one. For
information on the passwd command, see ‘‘Password Procedure’’ later in
this chapter.

Password Guidelines

You may find the following guidelines useful in selecting a password.
Here is a list of things you should not do:
¢ Do not choose a word found in a dictionary.

o Do not use personal information as your password, or as a substring of
it, such as your username, names (yours, your family’s, your
company’s), initials, or the make or model of your car.

¢ Do not use the default password you received with your account.

e Do not use old passwords or the same prefix or suffix you used in
previous passwords. This rule also applies to any passwords you may
have used in previous jobs.

o Do not choose a password that is easy to guess (includes all of the above
options) even if you reverse their spelling. Choose a password that is
hard-to-guess, not hard-to-remember.

e Do not choose passwords shorter than six characters in length. Your
password can be up to eight characters long. (Strictly speaking,
password length is measured in bytes, rather than characters, but we can
regard these terms as the same, for now.)

o Do not write your password on paper or place it into a file.
Here is a list of things you should do:

o If possible, use a mixture of uppercase and lowercase letters in your
password. You also should include any combination of numbers,
punctuation-marks, underscores (_), or spaces. Put them in the middle
of your password, or at the end.

¢ Change your password frequently, especially if you think it might have
been compromised.
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On most systems, you can change your password as frequently, or as rarely,
as you like. However, to protect system security, your system administrator
may set limits on how often you may change your password, on the length
of time your password remains valid, or on the nature of changes you can
make. Some typical password restrictions could be the following:

o Character restrictions
— Minimum number of alphabetic characters

— Minimum number of ‘‘other’’ characters, such as punctuation or
numbers

— Minimum number of characters in a new password that must be
different from the old password

— Maximum number of consecutive duplicate characters allowed in a
password

o Time restrictions
— Maximum number of weeks before your password expires
— Number of weeks before you can change a password

See your system administrator for more information about password
restrictions.

Password Procedure
To set or change your password, perform the following steps:
1. Enter the passwd command:
$ passwd

The system displays the following message (identifying you as the
user) and prompts you for your old password:

Changing password for username
0ld password:
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If you do not have an old password, the system does not display this
prompt. Go to step 3.

Enter your old password. For security reasons, the system does not
display your password as you type it.

After the system verifies your old password, it is ready to accept your
new password, and displays the following prompt:

New password:

Enter your new password following the prompt. Remember that your
new password entry does not appear on the screen.

Finally, to verify the new password (since you cannot see it as you
type), the system prompts you to enter the new password again:

Re-enter new password:

Enter your new password once again. As before, the new password
entry does not appear on the screen.

Your password should be no more than eight bytes. For security
reasons, it should be easy for you to remember, but difficult for
anyone else to guess.

When the shell prompt returns to the screen, your new password is in
effect.

If you change your password and the new password is not proper, you
receive a message stating the specific problem and the restrictions in effect
for the system.

Note: Try to remember your password because you cannot log in to

the system without it. If you do forget your password, see
your system administrator.
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Using the learn Online Tutorial

The learn online tutorial teaches you about selected system features. It
guides you through examples of various commands and tells you whether
you have performed an operation correctly. In addition, it adjusts its
instructions according to your skill level.

The learn tutorial provides lessons on the following seven subjects:

files Gives elementary lessons on the use files within
OSF/1.

editor Teaches the use of ed, the line editor.

vi Teaches the use of the vi, screen editor.

morefiles Gives additional lessons about using files.

macros Teaches the ms macro package for text formatting.

eqn Teaches the eqn package for typesetting
mathematics.

C Provides introductory lessons in C programming.

Each of the preceding subjects is covered in one or more lessons.

Because learn is composed of modular course units, you can choose to take
only those subjects that are relevant to your work. For example, if you wish
to find out about files and the vi editor, you would take the minicourses
called files, morefiles, and vi.

To use the learn tutorial, enter:
$ learn
The system then displays information about learn and prompts you for the

course you wish to take. Enter the name of the course, and the system
guides you through the lesson.

OSF/1 Users Guide 1-11



General User Tasks

Getting Help

Most OSF/1 operating system commands needed for your work are
described in this guide. If you wish to learn more about these and other
commands, see the OSF/I Command Reference. You will find exhaustive
descriptions of all OSF/1 commands.

When the documents are unavailable, you can quickly access online
command documentation by using one of the following commands:

¢ The man command: Displays online manual pages.

o The apropos command: Displays a one line summary of each command
pertaining to a specified subject.

The following sections describe these features.

Displaying and Printing Online Manual Pages (man)

$ man date

date (1)

NAME

Online manual pages or manpages contain complete information about
OSF/1 commands. Each manpage is a copy of the command description in
the OSF/1 Command Reference and can be displayed and printed.

To view a manpage, use the man command. For example, to view the
manpage for the date command, enter the following (your screen may

vary):

Open Software Foundation date (1)

date - Displays or sets the date

SYNOPSIS

With Superuser Authority:

date

[-nu] [MMddhhmm.ssyy | alternate_date_format]

[+field_descriptor ...]
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Without Superuser Authority:
date [-u] [+field_descriptor ...]

The date command writes the current date and time to
standard output.

FLAGS
-n Does not set the time globally on all machines in a
local area network that have their clocks synchronized
(superuser only) .

-u Displays and sets time in Coordinated Universal Time
(CUT), which is the default.

DESCRIPTION

The date command writes the current date and time to
standard output if called with no flags or with a flag list
that begins with a + (plus sign). Only a user operating with
superuser authority can change the date and time. The
LC_TIME variable, if it is defined, controls the ordering of
the day and month numbers in the date specifications. The
default order is MMddhhmm.ssyy where:

o MM is the month number (0l=January)
o dd is the number of the day in the month
--More--(30%)
The symbol --More-- (30%) at the bottom of the page indicates that

30% of the manpage is currently displayed. Press the space bar to display
more, or type q to quit and return to the shell prompt.

To print the manpage for the date command, enter:

$ man date | Ipr

$

The manpage is now queued for printing. See Chapter 3 for more
information about the lpr command.
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To display a brief, one-line description of an OSF/1 command, use the man
-f command. For example, to display a brief description of the who
command, enter:

$ man -f who

who (1) - print who and where users are logged in

$

For complete information on the man command and its options, you can
display the manpage by entering the following:

S man man

Finding Out About Commands (apropos)

Because the OSF/1 operating system provides many powerful commands,
you may forget a command name now and then. At those times, the
apropos command and the man -k command are useful tools.

The apropos and man -k commands do exactly the same thing. They allow
you to describe a command, and then they list commands that answer that
description.

For example, assume that you cannot remember the name of the command
that sets passwords. To display the names and descriptions of all commands
that have something to do with passwords, enter one of the following:

$ apropos password
or
$ man -k password

A portion of what the system displays is the following:

passwd (1) - change your login password
passwd (4) - password file
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Note that the numbers enclosed in parentheses refer to the section numbers
in the OSF/1 Command Reference (section 1) and the OSF/1 Programmer’s
Reference (section 4).

You can now use the passwd command to set your password.
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Chapter 2

Overview of Files and Directories

This chapter introduces you to files, file systems, and text editors. A file is a
collection of data stored together in the computer. Typical files contain
memos, reports, correspondence, programs, or other data. A file system is
the useful arrangement of files into directories.

A text editor is a program that allows you to create new files and modify
existing ones.

After completing this chapter, you will be able to do the following:

o Create files with the vi text editor. These files will be useful for working
through the examples later in this guide.

¢ Understand OSF/1 file system components and concepts.

This knowledge can help you design a file system that is appropriate for the
type of information you use and the way you work.
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Overview of Text Editors

An editor is a program that allows you to create and change files containing
text, programs, or other data. An editor does not provide the formatting and
printing features of a word processor.

With a text editor, you can do the following:
¢ Create, read, and write files
« Display and search data
e Add, replace, and remove data
e Move and copy data
e Run OSF/1 commands
Your editing takes place in an edit buffer that you can save or discard.

The following text editing programs are available on the OSF/1 operating
system: vi and ed. Each editor has its own methods of displaying text as
well as its own set of subcommands and rules.

For information on vi, see the following section and Appendix A. For
information on ed, see Appendix B. :

Your system may contain additional editors, so see your system
administrator for details.

Creating Sample Files with the vi Text Editor

This section shows you how to create three files with the vi text editor.

Teaching you how to use the vi editor is not the purpose of this section.
Instead, the goal is have you create, with a minimal set of commands, files
that can be used for working through the examples later in this guide. For
more information on vi, see Appendix A, ‘‘A Beginner’s Guide to Using vi”’
and the vi entry in the OSF/1 Command Reference .
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Note: If you are familiar with a different editing program, you can
use that program to create the three example files described
next. If you have already created three files with an editing
program, you can use those files by substituting their names
for the filenames used in the examples.

When trying the following procedures, you should enter the text that is
printed in boldface characters. System prompts and output are shown in a
different typeface, 1ike this.

To create three sample files, perform the following steps:
1. Start the vi program by typing the command vi and the name of a new
file, and then pressing <Return>:

$ vifilel

This is a new file, so the system responds by putting your cursor at the
top of a screen that looks like the following:

"filel" [New file]

Note the blank lines on your screen that begin with a ~ (tilde). These
tildes indicate the lines that contain no text. Because you have not
entered any text, all lines begin with a tilde.

2. Specify that you want to add text to the new file by typing the letter i
(insert text). The system does not display the i that you type.

3. Enter the following text. If you make mistakes and wish to correct
them before moving to the next line, use <Delete> to erase backward
over the current line of text.
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You start the vi program by entering
the command vi, optionally followed by the name
of a new or existing file.

"filel" [New file]

That is all you need to enter for the text of filel.

Indicate that you have finished your current work by pressing <Esc>
and then typing a : (colon). The colon is displayed as a prompt at the
bottom of the screen as follows:

You start the vi program by entering
the command vi, optionally followed by the name
of a new or existing file.

Then enter the letter w. Entering the letter w indicates to the system
that you want to write, or save a copy of the new file.

Your screen will look like the following:

You start the vi program by entering
the command vi, optionally followed by the name
of a new or existing file.
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"filel" [New filel] 3 lines, 112 characters
Note that the system displays the name of the new file as well as the
number of lines and characters it contains.

You are still in vi, so you can create two more sample files. The
process is the same as the one you used to create filel, but the text
you enter will be different.

5. To create the second file, file2, type a : (colon). The colon is
displayed as a prompt at the bottom the screen. Then enter the vi file2
command.

The system responds with a screen that looks like the following:

"file2" No such file or directory

The message "file2" No such file or directory
indicates that file2 is a new file.

Indicate that you want to add text to the new file by typing the letter i.
Then enter the following text:

If you have created a new file, you will find
that it is easy to add text.

Then, press <Esc>, type a : (colon) and enter the letter w to save the
file.
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Your screen will look like the following:

If you have created a new file, you will find
that it is easy to add text.

"file2" [New file] 2 lines, 75 characters

6. To create the third file, follow the instructions in step 5. However,
name the file file3, and enter the following text:

You will find that vi is a useful
editor that has many features.
Then, press <Esc>, type a : (colon) and enter the wq command.

The wq command writes the file, exits the editor, and returns you to
the shell prompt.

Understanding Files, Directories, and Pathnames

2-6

A file is a collection of data stored in a computer. A file stored in a
computer is like a document stored in a filing cabinet because you can
retrieve it, open it, process it, close it, and store it as a unit. Every computer
file has a filename that both users and the system use to refer to the file.

A file system is the arrangement of files into a useful pattern. Any time you
organize information, you create something like a computer file system. For
example, the structure of a manual file system (file cabinets, file drawers,
file folders, and documents) resembles the structure of a computer file
system. (The software that manages the file storage is also known as the file
system, but that usage of the term does not occur in this chapter.)
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Once you have organized your file system (manual or computer), you can
find a particular piece of information quickly because you understand the
structure of the system. To understand the OSF/1 file system, you should
first become familiar with the following three concepts:

¢ Files and filenames
o Directories and subdirectories

e Tree structures and pathnames

Files and Filenames

A file can contain the text of a document, a computer program, records for a
general ledger, the numerical or statistical output of a computer program, or
other data.

A filename can contain any character except the / (slash), but to prevent
difficulties, construct your filenames without the characters that have a
special meanings to your shell. For example, the following characters have
special meaning to the shell: \ (back slash), & (ampersand), < > (angle
brackets), ? (question mark), $ (dollar sign), [ ] (brackets), * (asterisk), or |
(vertical bar or pipe symbol). You may use a . (period or dot) in the middle
of a filename, but never at the beginning of the filename, unless you wish
the file to be ‘‘hidden’’ when doing a simple listing of files. For information
about characters with special meanings to your shell, refer to Chapter 8. For
information about listing hidden files, see Chapter 3.

Note: Unlike some operating systems, the OSF/1 operating system
distinguishes between uppercase and lowercase letters in
filenames (that is, it is case sensitive). For example, the
following three filenames specify three distinct files: filea,
Filea, and FILEA.

It is a good idea to use filenames that reflect the actual contents of your
files. For example, a filename such as memo.advt could indicate that the
file contains a memo dealing with advertising. On the other hand, a filename
such as a, b, or c tells you little or nothing about the contents of that file.
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It is also a good idea to use a consistent pattern to name related files. For
example, suppose you have a report that is divided into chapters, with each
chapter contained in a separate file. You might name these files in the
following way:

chapl
chap2
chap3
and soon ...

The maximum length of a filename depends upon the file system used on
your computer. For example, your file system may allow a maximum
filename length of 255 bytes (the default), or it may allow a maximum
filename length of only 14 bytes. Because knowing the maximum filename
length is important for helping you name files meaningfully, see your
system administrator for details.

Directories and Subdirectories

You can organize your files into groups and subgroups that resemble the
cabinets, drawers, and folders in a manual file system. These groups are
called directories, and the subgroups are called subdirectories. A well-
organized system of directories and subdirectories lets you retrieve and
manipulate the data in your files quickly.

Directories differ from files in two significant ways:
o Directories are organizational tools; files are storage places for data.
o Directories contain the names of files, other directories, or both.

When you first log in, the system automatically places you in your login
directory. This directory was created for you when your computer account
was established. However, a file system in which all files are arranged under
your login directory is not necessarily the most efficient method of
organizing your data.

As you work with the system, you may want to set up additional directories
and subdirectories so you can organize your files into useful groups. For
example, assume that you work for the Sales department and are
responsible for four lines of automobiles. You may wish to create a
subdirectory under your login directory for each automobile line.
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Each subdirectory can contain all memos, reports, and sales figures
applicable for the automobile model.

Once your files are arranged into a directory structure that your find useful,
you can move easily between directories as you work first with File A,
located in Directory X, and then with File B, located in Directory Y. See
Chapter 4 for information on creating directories and moving between them.

Displaying the Name of Your Current Directory (pwd)

The directory in which you are working at any given time is your current
or working directory.

Whenever you are uncertain what directory you are working in, or where
that directory exists in the file system, enter the pwd (print working
directory) command as follows:

$ pwd

The system displays the name of your current directory in a form such as the
following:

/usr/msg

indicating that you are currently working in a directory named msg that is
located under the usr directory.

The fusr/msg notation is called the pathname of your working directory.
See the following section for information about pathnames.

The Tree-Structure File System and Pathnames

The files and directories in the OSF/1 file system are arranged
hierarchically in a structure that resembles an upside-down tree with the
roots at the top and the branches at the bottom. This arrangement is called a
tree structure.
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Figure 2-1 shows a typical OSF/1 file system arranged in a tree structure.
The names of directories are printed in bold, and the names of files are
printed in italics.

Figure 2-1. A Typical OSF/1 File System

bin usr
user dev . lost+found tmp
/\etc llb
smith
chang
plans report payroll

10 40

20 30 partl art2 part3 regular contract
10 20 50 # ’ng

20 30

At the top of the file system shown in Figure 2-1 (that is, at the root of the
inverted tree structure) is a directory called the root directory. The symbol
that represents this first major division of the file system is a slash (/).

At the next level down from the root of the file system are eight directories,
each with its own system of subdirectories and files. Figure 2-1, however,
shows only the subdirectories under the directory named user. These are
the login directories for the users of this system.

The third level down the tree structure contains the login directories for two
of the system’s users, smith and chang. It is in these directories that smith
and chang begin their work after logging in.

The fourth level of the figure shows three directories under the chang login
directory: plans, report, and payroll.

The fifth level of the tree structure contains both files and subdirectories.
The plans directory contains four files, one for each quarter.
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The report directory contains three files comprising the three parts of a
report. Also on the fifth level are two subdirectories, regular and contract,
which further organize the information in the payroll directory.

A higher level directory is frequently called a parent directory. For
example, in Figure 2-1, the directories plans, report, and payroll all have
chang as their parent directory.

A pathname specifies the location of a directory or a file within the file
system. For example, when you want to change from working on File A in
Directory X to File B in Directory Y, you enter the pathname to File B. The
OSF/1 operating system then uses this pathname to search through the file
system until it locates File B.

A pathname consists of a sequence of directory names separated by slashes
(/) that ends with a directory name or a filename. The first element in a
pathname specifies where the system is to begin searching, and the final
element specifies the target of the search. The following pathname is based
on Figure 2-1:

/user/chang/report/part3

The first / represents the root directory and indicates the starting place for
the search. The remainder of the pathname indicates that the search is to go
to the u directory, then to directory chang, next to directory report, and
finally to the file part3.

Whether you are changing your current directory, sending data to a file, or
copying or moving a file from one place in your file system to another, you
use pathnames to indicate the objects you wish to manipulate.

A pathname that starts with a / (the symbol representing the root directory)
is called a full pathname or an absolute pathname. You can also think of
a full pathname as the complete name of a file or a directory. Regardless of
where you are working in the file system, you can always find a file or a
directory by specifying its full pathname.

The OSF/1 file system also lets you use relative pathnames. Relative
pathnames do not begin with the / that represents the root directory because
they are relative to the current directory.
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You can specify a relative pathname in one of four ways:
o As the name of a file in the current directory

e As a pathname that begins with the name of a directory one level below
your current directory

¢ As a pathname that begins with .. (dot dot, the relative pathname for the
parent directory).

e As a pathname that begins with . (dot, which refers to the current
directory). This relative path name notation is useful when you wish to
run your own version of an operating system command in the current
directory (for example ./Is).

Every directory contains at least two entries: .. (dot dot), and . (dot, which
refers to the current directory).

In Figure 2-2, for example, if your current directory is chang, the relative
pathname for the file 1Q in directory contract is payroll/contract/1Q. By
comparing this relative pathname with the full pathname for the same file,
/u/chang/payroll/contract/1Q, you can see that using relative pathnames
means less typing and more convenience.
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Figure 2-2. Relative and Full Pathnames
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Relative pathname= ——
Full pathname=  -----

In the C shell and the Korn shell, you may also use a tilde (*) at the

beginning of relative pathnames. The tilde character specifies a user’s login
(home) directory.

For example, to specify your own login directory, use the tilde alone. To
specify the login directory of user chang, specify “chang.

For more information on using relative pathnames, see ‘‘Using Relative
Pathname Notation’’ in Chapter 4.

Note: If there are other users on your system, you may or may not be
able to get to their files and directories, depending upon the
permissions set for them. For more information about file and
directory permissions, see Chapter 5. In addition, your system
may contain enhanced security features that may affect access
to files and directories. If so, see your system administrator
and the OSF/I Security Features User’s Guide for details.
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Specifying Files with Pattern Matching
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Commands often take filenames as arguments. To use several different
filenames as arguments to a command, you can type out the full name of
each file, as the next example shows:

$ Isfirst.t second.t third.t fourth.t fifth.t

However, if the filenames have a common pattern (in this example, the .t
suffix), the shell can match that pattern, generate a list of those names, and
automatically pass them to the command as arguments.

The asterisk (*) matches any string of characters. In the following example,
Is finds the name of every text file in this directory that includes the suffix
.t

Sls *.t

The *.t matches any filename that begins with a character string and ends
with .t. The shell passes every filename that matches this pattern as an
argument for Is.

Thus, you do not have to type (or even remember) the full name of each file
in order to use it as an argument. Both commands ( Is with all filenames
typed out, and Is *.t) do the same thing—they-pass all files with the .t suffix
in the directory as arguments to Is.

There is one exception to the general rules for pattern matching. When the
first character of a filename is a period, you must match the period
explicitly. For example, Is * displays the names of all files in the current
directory that do not begin with a period. The command Is -a prints all
filenames that begin with a period.

This restriction prevents the shell from automatically matching the relative
directory names. These are . (called dot, standing for the current directory)
and .. (called dot dot, standing for the parent directory). For more
information on relative directory names, see Chapter 4.
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If a pattern does not match any filenames, the shell displays a message
informing that no match has been found.

In addition to the asterisk (*), OSF/1 shells provide other ways to match
character patterns. The following list summarizes all pattern-matching
characters and provides examples.

Character

*

[...]

[-]

[l...]
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Action

Matches any string, including the null string.

For example, th* matches th, theodore, and theresa.
Matches any single character.

For example, 304?b matches 304Tb, 3045b, 304Bb, or
any other string that begins with 304, ends with b, and
has one character in between.

Matches any one of the enclosed characters.

For example, [A G X]* matches all filenames in the
current directory that begin with A, G, or X.

Matches any character that falls within the specified
range, as defined by the current locale. For more
information on locale, see Appendix C, ‘‘Using
Internationalization Features.”’

For example, [T-W]* matches all filenames in the
current directory that begin with T, U, V, or W.

Matches any single character except one of those
enclosed.

For example, [!abyz]* matches all filenames in the
current directory that begin with any character except a,
b,y,orz.

This pattern matching is available only in the Bourne
and Korn shells.



General User Tasks

2-16

Because OSF/1 is an internationalized operating system, it provides the
following additional pattern-matching features:

Character Action

[[:class:]] A character class name enclosed in bracket-colon
delimiters matches any of the set of characters in the
named class.

The supported classes are alpha, upper, lower, digit,
alnum, xdigit, space, print, punct, graph, cntrl.

For example, the alpha character class name specifies
that you wish to match any alphabetic character
(uppercase and lowercase) as defined by the current
locale. If you are running an American-based locale,
alpha would match any character in the alphabet (A-Z,
a-z).

[[=char=1*] A character enclosed in bracket-equal delimiters
matches any equivalence class character.

An equivalence class is a set of collating elements that
all sort to the same primary location. It is generally
designed to deal with primary-secondary sorting; that is,
for languages such as French that define groups of
characters as sorting to the same primary location, and
then having a tie-breaking, secondary sort.

For example, if your current locale is France, [[=a=]*]
would match any filename starting with the following
characters: a, 4, a, or 4.

For more information on internationalized pattern-matching characters, see
the grep entry in the OSF/I Command Reference. For more information on
OSF/1 internationalization features, see Appendix C, ‘‘Using
Internationalization Features.”’



Chapter 3

Managing Files

This chapter shows you how to manage files on your system. After
completing this chapter, you will be able to do the following:

e List files

Display and print files
Link files

Copy, rename, and move files

Compare and sort files

Remove files from the system
¢ Determine file type

A good way to learn about managing files is to try the examples in this
chapter. Do each example in order so that the information on your screen is
consistent with the information in this guide.

Before you can work through the examples, you must be logged in and your
login directory must contain the following three files created in Chapter 2:
filel, file2, and file3. To produce a listing of the files in your login directory,
enter the Is command, which is explained in the following section. If you
are using files with different names, make the appropriate substitutions as
you work through the examples.
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In the following examples, when you are asked to return to your login
directory, enter the cd (change directory) command as follows:

S cd
$

Note that in the preceding example, the $ indicates the shell prompt, and the
_ (underscore) represents the cursor. Your shell prompt and cursor may

vary.
In addition, before working on the examples in this chapter, create a

subdirectory called project in your login directory. To do so, enter the
following mkdir (make directory) command from your login directory:

$ mkdir project
$

For more information on the c¢d and mkdir commands, see Chapter 4.

Note: Your system may contain enhanced security features that may
affect how you manage files. If so, see your system
administrator and the OSF/I Security Features User’s Guide
for details.

Listing Files (Is)

3-2

You can display a listing of the contents of one or more directories with the
Is (list directory) command. This command produces a list of the files and
subdirectories (if any) in your current directory. You can also display other
types of information such as listing the contents of directories other than
your current directory.

The general format of the Is command follows:
Is

The Is command has a number of options, called flags that enable you to
display different types of information about the contents of a directory.
Refer to ‘‘Flags Used with the 1s Command’’ for information about these
flags.



Managing Files

Listing Contents of the Current Directory

To list the contents of your current directory, enter:
Is

Used without flags in this format, the Is command simply lists the names of
the files and directories in your current directory:

s Is
filel file2 file3 project
$

You may also list portions of your current directory’s contents by using the
command format:

Is filename

The filename entry can be the name of the file or a list of filenames
separated by spaces. You may also use pattern-matching characters to
specify files. See Chapter 2 for information on pattern matching.

For example, to list the files whose names begin with the characters file, you
would enter the following command:

S s file*

filel file2 file3
$

Listing Contents of Other Directories

To display a listing of the contents of a directory other than your current
directory, use the following command:

Is dirname

The dirname entry is the pathname of the directory whose contents you
want to display.
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In the following example, the current directory is your login directory, and
you wish to display the /users directory. (Your system may contain another
directory with a name similar to the /users directory.) Note that the name
of the /users directory is preceded by a slash (/), which indicates that the
system should begin searching in the root directory.

S Is /users

amy beth chang george jerry larry
mark monigue ron

$

The Is command ordinarily lists directory and filenames in collated order as
determined by the current locale.

Flags Used with the Is Command

3-4

In its simplest form, the Is command displays only the names of files and
directories contained in the specified directory. However, Is has several
flags that provide additional information about the listed items or change
the way in which the system displays the listing.

When you want to include flags with the Is command, use the following
format:

Is -flagname(s)

The -flagname(s) entry specifies one or more flags (options) that you are
using with the command. For example, the -1 flag produces a long listing of
the directory contents. Note also that all Is flags are preceded by the dash
character (-).

If you want to use multiple flags with the command, enter the flag names
together in one string:

Is -ltr
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Table 3-1 lists some of the most useful Is command flags.

Table 3-1. The Is Command Options

Flag Action

-l Lists in long format. An -l listing provides the type,
permissions, number of links, owner, group, size, and time
of last modification for each file or directory listed.

-t Sorts the files and directories by the time they were last
modified (latest first), rather than collated by name.

-r Reverses the order of the sort to get reverse collated order
(Is -r), or reverse time order (Is -tr).

-a Lists all entries including “hidden files.” Without this flag, the
Is command does not list the names of entries that begin
with a . (dot), such as .profile, .login, and relative
pathnames.

The following example shows a long (-1) listing of a current directory. (The
name larry shows the owner of the files. Your username will replace
larry on your screen.)

S Is-l

total 4

-rw-r--r-- 1 larry system 101 Jun 5 10:03 filel
-rw-r--r-- 1 larry system 75 Jun 5 10:03 file2
-rw-r--r-- 1 larry system 65 Jun 5 10:06 file3
drwxr-xr-x 2 larry system 32 Jun 5 10:07 project
$

Table 3-2 explains the information displayed on your screen after you enter
the Is -1 command.
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Table 3-2. The Is -I| Command Information

Field

Information

total 4

drwxr-xr-x

larry
system

101

Jun 5 10:03

filel

Number of 1-kilobyte blocks taken up by files in this
directory.

File type and permissions set for each file or directory.
The first character in this field indicates file type:

- (dash) for ordinary files

d for directories

b for block-special files

¢ for character-special files

p for pipe-special files (first in, first out)

| for symbolic links.
The remaining characters indicate what read, write, and
execute permissions are set for the owner, group, and
others. In addition, other permission information may
also be displayed. For more information on permissions,
see Chapter 5.

Number of links to each file. For an explanation of file
links, see “Linking Files (In).”

Username of the file's owner.
Group to which the file belongs.
Number of bytes in the file.

Date and time the file was created or last modified in the
format defined by your current locale.

Name of the file or directory.

There are other Is command flags that you may find useful as you gain
experience with the OSF/1 operating system. For detailed information about
the Is command flags, see the OSF/I Command Reference .
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Displaying Files

You can view any text file stored on your system with a text editor.
However, if you wish to just look at a file without making any changes, you
may view it (with or without screen formatting) using a variety of OSF/1
commands. The following sections describe these commands.

Displaying Files Without Formatting (pg, more, cat)

The following commands display a file just as it is, without adding any
special characteristics that govern the appearance of the contents:

* pg
e cat

e more
For information on displaying files with formatting, see the following
section.

To display a file without formatting, the general format is the following:
command filename

The command entry is one of the following command names: pg, more, or
cat. The filename entry can be the name of one file, or a series of filenames
separated by spaces. You may also use pattern-matching characters to
specify your files. See Chapter 2 for information on using pattern-matching
characters.

The pg command allows you to view one or more files. In the following
example, the pg command displays the contents of the filel in your login
directory:

$ pgfilel

You start the vi program by entering

the command vi, optionally followed by the name
of a new or existing file.

$
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Now, view the contents of both filel and file2. Note that the command
displays both files without a break between them.

$ pg filel file2

You start the vi program by entering

the command vi, optionally followed by the name
of a new or existing file.

If you have created a new file, you will find
that it is easy to add text.

$

The pg command always displays multiple files in the order in which you
listed them on the command line.

When you display files that contain more lines than will fit on the screen,
the pg command pauses as it displays each screen. To see the next screen of
information, press <Return>.

The more command is very much like the pg command in the way that it
handles long files. If the file contains more lines than are on your screen,
more pauses and displays a message telling you what percentage of the file
you have viewed thus far. At this point, you can do one of the following:

o Press the space bar to display the remainder of the file a page at a time.
o Press <Return> to display a line at a time.
» Type q to quit viewing the file.

The cat command also displays text. However, it is less useful for viewing
long files because it does not paginate files. When viewing a file that is
larger than one screen, the contents will display too quickly to be read.
When this happens, press <Ctrl-s> to halt the display. You can then read the
text. When you wish to display the rest of the file, press <Ctrl-q>. Because
cat is not very easy to use for viewing long files, you may prefer using the
pg or more command in these cases.

The pg, more, and cat commands all have additional options that you may
find useful. For more information, refer to the OSF/1 Command Reference.
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Displaying Files With Formatting (pr)

Formatting is the process of controlling the way in which the contents of
your files appear when you display or print them. The pr command formats
a file in a simple but useful style.

To display a file with formatting, the general format is the following:
pr filename

The filename entry can be simply the name of the file, the relative pathname
of the file, the full pathname of the file, or a list of filenames separated by
spaces. The format you use depends on where the file is located in relation
to your current directory. You may also use pattern-matching characters to
specify files. See Chapter 2 for information on pattern matching.

Used without any options, the pr command does the following:
¢ Divides the contents of the file into pages

« Puts the date, time, page number, and filename in a heading at the top of
each page

o Leaves five blank lines at the end of the page

When you use the pr command to display a file, its contents may scroll off
your screen too quickly for you to read them. When this happens, you can
view the formatted file by using the pr command along with the more
command. The more command instructs the system to pause at the end of
each screenful of text. See the immediately preceding section for
information on the more command.

For example, suppose that you wish to display a long file, report, so that it
pauses when the screen is full. To do so, enter the following command:

$ pr report | more

$

When the system pauses at the first screenful of text, press <Return> to
display the next screen. The previous command uses the pipe symbol (|) to
take the output from the pr command and use it as input to the more
command. For more information on pipes, see ‘‘Using Pipes and Filters’’ in
Chapter 7.
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Sometimes you may prefer to display a file in a more sophisticated format.
You can use a number of flags in the command format to specify additional
formatting features. Table 3-3 explains several of these flags.

Table 3-3. The pr Command Flags

Flag Action

+num Begins formatting on page number num. Otherwise,
formatting begins on page 1.

For example, the pr +2 filel command starts formatting file1
on page 2.

-num Formats page into num columns. Otherwise, pr formats pages
with one column.

For example, the pr -2 filel command formats file1 into two
columns.

-m Formats all specified files at the same time, side-by-side, one
per column.

For exarﬁple, the pr -m file1 file2 command displays the
contents of file1 in the left column, and that of file2 in the
right column.

-d Formats double-spaced output. Otherwise, output is single-
spaced.

For example, the pr -d filel command displays file1 in
double-spaced format.

-wnum | Sets line width to num bytes. Otherwise, line width is 72
bytes.

For example, the pr -w40 filel command sets the line length
of file1 to 40 bytes.

-onum | Offsets (indents) each line by num byte positions. Otherwise,
offset is 0 (zero) byte positions.

For example, the pr -05 filel command indents each line of
file1 five spaces.
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Flag Action

-lnum Sets page length to num lines. Otherwise, page length is 66
lines.

For example, the pr -130 file1 command sets the page length
of file1 to 130 lines.

-h Uses next string of characters, rather than the filename, in the
header (title) that is displayed at the top of every page. If the
string includes blanks or special characters, it must be
enclosed in ’ ’ (single quotes).

For example, the pr -h 'My Novel’ filel command specifies
“My Novel” as the title.

-t Prevents pr from formatting headings and the blank lines at
the end of each page.

For example, the pr -t filel command specifies that file1 be
formatted without headings and blank lines at the end of each
page.

-schar | Separates columns with the character char rather than with
blank spaces. You must enclose special characters in single
quotes.

For example, the pr -s’* filel command specifies that
asterisks separate columns.

You can use more than one flag at a time with the pr command. In the
following example, you instruct pr to format filel with these
characteristics:

¢ In two columns (-2)
o With double spacing (d)
o With the title My Novel rather than the name of the file

$ pr -2dh "My Novel’ filel
$

For detailed information about pr and its flags, refer to the OSF/1 Command
Reference.

The pr command can also be used to format files for printing. See the
following section for more information.
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Printing Files (Ipr, Ipq, Iprm)
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Use the Ipr command to send one or more files to the system printer. The
Ipr command actually places files in a printqueue, which is a list of files
waiting to be printed. Once the Ipr command places your files in the queue,
you can continue to do other work on your system while you wait for the
files to print.

The general format of the Ipr command is
Ipr filename

The filename entry can be simply the name of the file, the relative pathname
of the file, the full pathname of the file, or a list of filenames separated by
spaces. The format you use depends on where the file is located in relation
to your current directory. You may also use pattern-matching characters to
specify files. See Chapter 2 for information on pattern matching.

If your system has more than one printer, use the following format to
specify where you want the file to print:

Ipr -Pprintername filename

The -P flag indicates that you wish to specify a printer. The printername
entry is the name of a printer. Printers often have names such as Ip0, Ip1,
and Ipn. Ask your system administrator for the printer names.

If your system has more than one printer, one of them is the default printer.
When you do not enter a specific printername, your print request goes to the
default printer.

The following example shows how to use the Ipr command to print one or
more files on a printer named 1p0:

$ lpr -Plp0 filel
$ lpr -Plp0 file2 file3
$

The first Ipr command sends filel to the Ip0 printer and then displays the $
prompt. The second lpr command sends file2 and file3 to the same print
queue, and then displays the shell prompt before the files finish printing.
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You may wish to use the Ipr command together with the pr command so
that your file will be formatted. The pr command is described in the
immediately preceding section.

For example, suppose that you wish to format a long file, report and then
print it. To do so, enter the following command:

$ pr report |lpr
$

This command uses the pipe symbol ( | ) to take the output from the pr
command and use it as input to the Ipr command. For more information on
pipes, see ‘ ‘Using Pipes and Filters’’ in Chapter 7.

Several Ipr command flags enable you to control the way in which your file
prints. Following is the general format for using a flag with this command:

Ipr flag filename
Table 3-4 explains some of the most useful Ipr command flags.

Table 3-4. The Ipr Command Flags

Flag Action

-#num | Prints the number of copies of the file specified by num.
Otherwise, Ipr prints one copy.

For example, the lpr -#2 file1 command prints two copies of
filel.

-wnum | Sets line width to num bytes. Otherwise, line width is 72
bytes.

For example, the Ipr -w40 file1 command prints file1 with
lines that are 40 bytes long.

-inum Offsets (indents) each line by num 8 space positions.
Otherwise, offset is 8 spaces.

For example, the Ipr -i5 file1 command prints file1 with lines
that are indented 5 spaces.
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Flag Action

-p Formats the file using pr as a filter.

-T Uses next string of characters, rather than the filename, in the
header used by pr. Requires the -p option. If the string
includes blanks or special characters, it must be enclosed in

" " (single quotes).

For example, the Ipr -p -T ’My Novel’ filel command
specifies “My Novel” as the title.

-m Sends mail when the file completes printing. For example, the
command Ipr -m file1 specifies that you wish mail to be sent
to you once file1 prints.

Once you have entered the Ipr command, your print request is entered into
the print queue.

If you wish to see the position of the request in the print queue, use the Ipq
command. To look at the print queue, enter:

$ Ipq

If your request has already been printed, or if there are no requests in the
print queue, the system responds with the following message: no
entries

If there are entries in the print queue, the system lists them and indicates
which request is currently being printed. Following is a typical listing of
print queue entries (your listing will vary):

Rank Owner Job Files Total Size
active marilyn 489 report 8470 bytes
lst sue 135 letter 5444 bytes
2nd juan 360 (standard input) 969 bytes
3rd larry 490 travel 1492 bytes

As shown, the system displays the following for each print queue entry:
o Its priority

e Its owner
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¢ Its job number
e Name of the file
o Size of the file in bytes

For example, Marilyn’s report (job number 489) is currently being printed,
and the requests of Sue, Juan, and Larry are pending.

When you print files, the position of the request in the queue as well as its
size may help you estimate when your request may be finished. Generally,
the higher the priority number in the queue and the larger the print request,
the more time it will take.

If your system has more than one printer, use the following format to
specify which print queue you wish to see:

Ipq -Pprintername filename

The -P flag indicates that you wish to specify a print queue. The
printername entry is the name of a particular printer. Use the lpstat -s
command to learn the names of all the printers.

If you decide not to print your request, you can delete it from the print
queue by using the Iprm command. The general format of the lprm
command is the following:

$ lprm jobnumber

$

The jobnumber entry specifies the job number that the system has assigned
to your print request. (You can see the job number by entering the lpq
command.)

For example, if Larry wishes to cancel his print request, he can enter:

$ lprm 490
$

The travel file will be removed from the print queue.
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Linking Files (In)

A link is a connection between a filename and the file itself. Usually, a file
has one link—a connection to its original filename. However, you can use
the In (link) command to connect a file to more than one filename at the
same time.

Links are convenient whenever you need to work with the same data in
more than one place. For example, suppose you have a file containing
assembly-line production statistics. You use the data in this file in two
different documents—in a monthly report prepared for management, and in
a monthly synopsis prepared for the line workers.

You can link the statistics file to two different filenames, for example,
mgmt.stat and line.stat, and place these filenames in two different
directories. . In this way, you save storage space because you have only one
copy of the file. More importantly, you do not have to update multiple files.
Because mgmt.stat and line.stat are linked, editing one automatically
updates the other, and both filenames always refer to the same data.

Hard Links and Soft Links
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There are two kinds of links available for your use: hard links and soft
(symbolic) links.

e Hard links allow you to link only files in the same file system. When
you create a hard link, you are providing another name for the same file.
All the hard link names for a file, including the original name, are on
equal footing. It is incorrect to think of one file name as the ‘‘real
name,”’ and another as ‘‘only a link.”’

o Soft links or symbolic links allow you to link both files and directories.
In addition, you may link both files and directories across different file
systems. A symbolic link is actually a distinct file that contains a
pointer to another file or directory. This pointer is simply the pathname
to the destination file or directory. Only the original filename is the real
name of the file or directory. Unlike a hard link, a soft link is actually
“‘only a link.”’
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With both hard and soft links, changes made to a file through one name
appear in the file as seen through another name.

A major difference between hard and soft links occurs when removing them.
A file with hard-linked names persists until all its names have been
removed. A file with soft-linked names vanishes when its original name has
been removed; any remaining soft links then point to a nonexistent file. See
‘‘Removing Links’’ later in this chapter.

Links and File Systems

The term file system as used in this discussion of links differs from its
earlier usage in this guide. Previously, a file system was defined as a useful
arrangement of files into a directory structure. Here, the same term acquires
a more precise meaning, ‘‘the files and directories contained within a single
disk partition.”” A disk partition is a physical disk, or a portion of one, that
has been prepared to contain file directories.

You can use the df command to discover the name of the disk partition that
holds any particular directory on your OSF/1 system. Here is an example in
which df shows that the directories /ul/info and /etc are in different file
systems, but that /etc and /tmp are in the same file system.

$ df /ul/info

Filesystem 512-blks used avail capacity Mounted on
/dev/rz2c 196990 163124 14166 92% /ul

S df Jetc

Filesystem 512-blks used avail capacity Mounted on
/dev/rz3a 30686 19252 8364 70% /

$ df /tmp

Filesystem 512-blks used avail capacity Mounted on
/dev/rz3a 30686 19252 8364 70% /

$
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Using Links
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To link files in the same file system, use the following command format:
In /dirnamell/filenamel /dirname2/filename?2

The /dirnamellfilenamel entry is the pathname of an existing file. The
I/dirname2/filename?2 entry is the pathname of a new filename to be linked to
the existing /dirnamel/filenamel. The dirname is optional if you are
linking files in the same directory.

If you wish to link files and directories across file systems, you can create
symbolic links. To create a symbolic link, add an -s flag to the In command
sequence and specify the full pathnames of both files. The In command for
symbolic links takes the following form:

In -s /dirnamel/filenamel /dirname2l/filename2

The /dirnamellfilenamel entry is the pathname of an existing file. The
/dirname?2/filename2 entry is a pathname of a new filename in a different
file system.

In the following example, the In command links the new filename checkfile
to the existing file named file3:

$ In file3 checkfile
S

Now use the more command to verify that file3 and checkfile are two
names for the same file:

$ more file3
The system displays the following:

You will find that vi is a useful
editor that has many features.

$
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Now display the text of checkfile:

$ more checkfile
You will find that vi is a useful
editor that has many features.

$

Notice that both file3 and checkfile contain the same information. Any
change that you make to the file under one name will show up when you
access the file by its other name. Updating file3, for example, will also
update checkfile.

If your two files were located in directories that are in two different file
systems, you need to create a symbolic link to link them. For example, to
link a file called newfile that is in the /reports directory to the file called
mtgfile in the /summary directory, you can create a symbolic link by using
the following:

$ In -s /reports/mewfile /summary/mtgfile

$

The information in both files is still updated in the same manner as
previously explained.

How Links Work—Understanding Filenames and i-numbers

Each file has a unique identification number, called an i-number. The i-
number refers to the file itself—data stored at a particular location—rather
than to the filename. The i-number distinguishes the file from other files
within the same file system.

A directory entry is simply a link between an i-number that represent a
physical file and a filename. It is this relationship between files and
filenames that enables you to link multiple filenames to the same physical
file—that is, to the same i-number.

To display the i-numbers of files in your current directory, use the Is
command with the -i (print i-number) flag in the following form:

Is -i
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Now, examine the identification numbers of the files in your login directory.
The number preceding each filename in the listing is the i-number for that
file.

$ Is-i

1079 checkfile 1077 filel 1078 file2 1079 file3

S _

The i-numbers in your listing will probably differ from those shown in this
example. However, the important thing to note is the identical i-numbers for
file3 and checkfile, the two files linked in the previous example. In this
case, the i-number is 1079.

Because an i-number represents a file within a particular filesystem, hard
links cannot exist between separate file systems.

The situation is entirely different with symbolic links, where the link
becomes a new file with its own, new i-number. The symbolic link is not
another filename on the original file’s i-number, but instead is a separate file
with its own i-number. Because the symbolic link refers to the original file
by name, rather than by i-number, symbolic links work correctly between
separate file systems.

Removing Links
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The rm (remove file) command does not always remove a file. For
example, suppose that a file is linked to more than one filename; that is,
several names refer to the same i-number. In this case, the rm command
removes the link between the i-number and that filename, but leaves the
physical file intact. The rm command actually removes a physical file only
after it has removed the last link between that file and a filename, as shown
in Figure 3-1. When a symbolic link is removed, the filename specifying
the pointer to the destination file or directory is removed.

For detailed information about the rm command, refer to ‘‘Removing
Files.”’
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Figure 3-1. Removing Links and Files

File | — name2

- = rm name1

|

File | —— name2

name1

——=  rmname2

]

To display both the i-numbers and the number of filenames linked to a
particular i-number, use the Is command with the -i (print i-number) and the
-1 (long listing) flags, in the following format:

Is -il

Now examine the links in your login directory. Remember that the i-
numbers displayed on your screen will differ from those shown in the
example and that your username and your group’s name will replace the
larry and system entries.

$ lIs-il
total 3
1079 -rw-r--r--

larry system 65 Jun 10:06 checkfile

1077 -rw-r--r-- larry system 101 Jun 10:03 filel
1078 -rw-r--r-- larry system 75 Jun 10:03 file2
1079 -rw-r--r-- larry system 65 Jun 10:06 file3

N NN
[S2 0O, G2 IO I

1080 drwxr-xr-x 10:07 project

$

larry system 32 Jun

Again, the first number in each entry shows the i-number for that filename.
The second element in each line shows the file permissions, described in
detail in Chapter 5.
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The third field for each entry, the number to the left of the username,
represents the number of links to that i-number. Notice that file3 and
checkfile have the same i-number, 1079, and that both show two links. Each
time the rm command removes a filename, it reduces the number of links to
that i-number by one.

In the following example, use the rm command to remove the filename
checkfile.

$ rm checkfile
$

Now, list the contents of the directory with the Is -il command. Notice that
the rm command has reduced the number of links to i-number 1079, which
is the same i-number to which file3 is linked, by one.

$ Is-il

total
1077 -rw-r--r-- 1 larry system 101 Jun 5 10:03 filel
1078 -rw-r--r-- 1 larry system 75 Jun 5 10:03 file2
1079 -rw-r--r-- 1 larry system 65 Jun 5 10:06 file3
1080 drwxr-xr-x 2 larry system 32 Jun 5 10:07 project

$

Copying Files (cp)
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The cp (copy) command copies files either within your current directory, or
from one directory into another directory.

The cp command is especially useful in making backup copies of important
files. Because the backup and the original are two distinct files, you can
make changes to the original while still maintaining an unchanged copy in
the backup file. This is helpful in case something happens to the original
version. Also, if you decide you do not want to save your most recent
changes to the original file, you can begin again with the backup file.
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Note: Compare the cp command, which actually copies files, with -
the In command, which creates multiple names for the same
file. ‘‘Linking Files (In)’’ explains the In command in some
detail. Refer also to the OSF/I Command Reference for
additional information about the cp and In commands.

To copy a file, the general format of the cp command is the following:
cp source destination

The source entry is the name of the file to be copied. The destination entry
is the name of the file to which you want to copy source.

The source and destination entries can be filenames in your current
directory, or pathnames to different directories.

To copy files to a different directory, the general format of the cp command
is the following:

cp source destination

In this case, source is a series of one or more filenames and destination is a
pathname that ends with the name of the target directory. In the source
entry you may also use pattern-matching characters.

Copying Files in the Current Directory

The cp command creates the destination file if it does not already exist.
However, if a file with the same name as the destination file does exist, cp
copies the source file over the existing destination file.

Caution: If the destination file exists, your shell may allow the
cp command to erase the contents of that file before it
copies the source file. As a result, be certain that you
do not need the contents of the destination file, or that
you have a backup copy of the file, before you use it as
the destination file for the cp command. If you use the
C shell, see Table 8-6 for the noclobber variable that
can be set to prevent the erasure of the destination file.
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In the following example, the destination file does not exist, so the cp
command creates it. First, list the contents of your login directory.

S Is
filel file2 file3
$

Now, copy the source file, file2, into the new destination file, file2x:

$ cp file2 file2x
$

List the contents of the directory to verify that the copying process was
successful:

S Is
filel file2 file2x file3
$

Copying Files into Other Directories
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You need a subdirectory to work through the following example, so create
one called reports with the mkdir command:

$ mkdir reports

$

To copy the file file2 into the directory reports, enter:

$ cp file2 reports
$

Now, list the contents of reports to verify that it contains a copy of file2:

$ Isreports
file2

$
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You can also use the cp command to copy multiple files from one directory
into another directory. The general format of the command is the
following:

cp filenamel filename2 dirname

In the following example, enter the cp command to copy both file2 and
file3 into the reports directory, and then list the contents of that directory:

$ cp file2 file3 reports

$ Is reports

file2 file3 notes
$

Note that in the above example, you do not have to specify file2 and file3
as part of the dirname entry. This is because the files being copied are
retaining their original filenames.

You may also use pattern-matching characters to copy files. For example,
to copy file2 and file3 into reports, enter:

$ cp file* reports
$

To change the name of a file when you copy it into another directory, enter
the name of the source file (the original file), the directory name, a slash (/),
and then the new filename. In the following example, copy file3 into the
reports directory under the new name notes. Then list the contents of the
reports directory:

$ cp file3 reports/notes

$ Isreports

file2 file3 notes
$
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Renaming or Moving Files (mv)

You can use the mv (move) command to perform the following actions:
* Move one or more files from one directory into another directory
o Rename files

Following is the general format of the mv command:

mv

The oldfilename entry is the name of the file you wish to move or rename.
The newfilename entry is the new name you wish to assign to the original
file. Both entries can be names of files in the current directory, or
pathnames to files in a different directory. You may also use pattern-
matching characters.

The mv command links a new name to an existing i-number and breaks the
link between the old name and that i-number. It is useful to compare the
mv command with the In and c¢p commands, which are explained in
“Linking Files (In)”’ and ‘‘Copying Files (cp).’”” Refer also to the
descriptions of these commands in the OSF/I Command Reference .

Renaming Files

3-26

In the following example, first list the i-number of each file in your current
directory with the Is -i command. Then, enter the mv command to change
the name of file file2x to newfile. The i-numbers displayed on your screen
will differ from the numbers in the example.

$ Is-i

1077 filel 1088 file2x 1080 project
1078 file2 1079 file3 1085 reports
$ mv file2x newfile

$
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Again, list the contents of the directory:

S Is-i

1077 filel 1079 file3x 1080 project
1078 file2 1088 newfile 1085 reports
$

Note two things in this example:
o The mv command changes the name of file file2x to newfile.

¢ The i-number for the original file (file2x) and newfile is the same—
1088.

The my command removes the connection between i-number 1088 and
filename file2x, replacing it with a connection between i-number 1088 and
filename newfile. However, the command does not change the file itself.

Moving Files into a Different Directory

You can also use the mv command to move one or more files from your
current directory into a different directory.

Note: Type the target directory name carefully because the mv
command does not distinguish between filenames and
directory names. If you enter an invalid directory name, the
mv command simply takes that name as a new filename. The
result is that the file is renamed rather than moved.

In the following example, the Is command lists the contents of your login
directory. Then, the mv command moves file2 from your current directory
into the reports directory. The Is command then verifies that the file has
been removed:

S Is

filel file2 file3 newfile project reports
$ mv file2 reports

S Is

filel file3 newfile project reports

$
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Finally, list the contents of the reports directory to verify that the
command has moved the file:

$ Isreports
file2 file3 notes
$

You may also use pattern-matching characters to move files. For example,
to move filel and file3 into reports, you could enter the following
command:

$ mv file* reports

$

Now list the contents of your login directory to verify that filel and file3
have been moved:

S Is
newfile project reports

$

Now, copy filel, file2, and file3 back into your login directory. The . (dot)
in the following command line specifies the current directory, which in this
case is your login directory:

$ cp reports/file* .
$

Now, verify that the files are back in your login directory:

S ls
filel file2 file3 newfile project reports

$

Last, verify that filel, file2, and file3 are still in the reports directory:

$ Isreports
filel file2 file3 newfile project reports

$
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Comparing Files (diff)

You can compare the contents of text files with the diff command. This
command compares the files and displays the differences between them.
Use the diff command when you wish to pinpoint the differences in the
contents of two files that are expected to be somewhat different.

The general format of the diff command is the following:
diff file! file2
The diff command scans each line in both files looking for differences.
When it finds a line (or lines) that differ, it reports the following:
¢ Line numbers of any changes
o Whether the difference is an addition, a deletion, or a change to the line

If the change is caused by an addition, diff displays the following form:
10,1] a r[,r]

where 1 is a line number in filel and r is a line number in file2. The a
indicates an addition. If the difference were a deletion, diff specifies a 4,
and if it were a change to a line, diff specifies a c.

The actual differing lines then follow. In the leftmost column, a left angle
bracket (<) indicates lines from filel, and a right angle bracket (>)
indicates lines from file2.
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For example, suppose that you wish to quickly compare the following
meeting rosters in the files jan15mtg and jan22mtg:

jan15mtg | jan22mtg
alice alice
colleen brent
daniel carol
david colleen
emily daniel
frank david
grace emily
helmut frank
howard grace
jack helmut
jane jack
juan jane
lawrence | juan
rusty lawrence
soshanna | rusty
sue soshanna
tom sue

tom

Instead of tediously comparing the list by sight, you can use the diff
command to compare jan15mtg with jan22mtg as follows:

$ diff jan15mtg jan22mtg
2a3,4

> brent

> carol

10d11

< howard

$
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Here we find that brent and carol attended the meeting on January 22,
and Howard did not. We know this because the line number and text output
indicate that brent and carol are additions to file jan22mtg and that
howard is a deletion.

In cases where there are no differences between files, the system will
merely return your prompt. For more information about the diff command,
see the OSF/1 Command Reference .

Sorting File Contents (sort)

You can sort the contents of text files with the sort command. You can use
this command to sort a single file or multiple files.

Following is the general format of the sort command:
sort filename

The filename entry can be simply the name of the file, the relative
pathname of the file, the full pathname of the file, or a list of filenames
separated by spaces. You may also use pattern-matching characters to
specify files. See Chapter 2 for information on pattern matching.

A good example of what the sort command can do for you is to sort a list
of names and put them in collated order as defined by your current locale.
For example, assume that you have lists of names that are contained in
three files, listl, list2, and list3.

list1 list2 list3

Zenith, Andre Rocca, Carol Hambro, Abe
Dikson, Barry Shepard, Louis | Anastio, William
D’Ambrose, Jeanette | Hillary, Mimi Saluccio, William
Julio, Annette Chung, Jean Hsaio, Peter

To sort the names in all three files, enter:
$ sort list*

Anastio, William
Chung, Jean
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D’'Ambrose, Jeanette
Dickson, Barry
Hambro, Abe
Hillary, Mimi
Hsaio, Peter

Julio, Annette
Rocca, Carol
Saluccio, Julius
Shepard, Louis
Zzenith, Andrew

$

You can also capture the sorted list by redirecting the screen output to a file
that you name by entering the following:

$ sort list* >newlist

$

For more information on redirecting output, see Chapter 7. For a detailed
description of the sort command and its many options, see the OSF/I
Command Reference.

Removing Files (rm)

When you no longer need a file, you can remove it with the rm (remove
file) command. You use this command to remove a single file or multiple
files.

Following is the general format of the rm command:

rm filename

The filename entry can be simply the name of the file, the relative
pathname of the file, the full pathname of the file, or a list of filenames.

The format you use depends on where the file is located in relation to your
current directory.
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Removing a Single File

In the following example, you remove the file called filel from your login
directory.

First, return to your login directory with the ed (change directory)
command. Next, enter the pwd (print working directory) command to
verify that your login directory is your current directory, and then list its
contents. Remember that the system substitutes the name of your login
directory for the notation /u/uname in the example.

S cod

$ pwd

luluname

S Is

filel file2 file3 newfile project reports

$

Enter the rm command to remove newfile, and then list the contents of the
directory to verify that the system has removed the file.

$ rm newfile

S Is

filel file2 file3 project reports
$

You must have permission to access a directory before you can remove
files from it. For information about directory permissions, see Chapter 5.

Note: In addition to removing one or more files, rm also removes
the links between files and filenames. The rm command
actually removes the file itself only when it removes the last
link to that file. For information about using the rm
command to remove links, see ‘‘Removing Links.”
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Removing Multiple Files—Matching Patterns
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You can remove more than one file at a time with the rm command by
using pattern-matching characters. See °‘Specifying Files with Pattern
Matching’’ in Chapter 2 for a description of pattern-matching characters.

For example, suppose your current directory contains the following files:
receivable.jun, payable.jun, payrolljun, and expenses.jun. You can
remove all four of these files with the *.jun command.

Caution: Be certain that you understand how the * pattern-
matching character works before you use it. For
example, the rm * command removes every file in
your current directory. Be especially careful with *
at the beginning or end of a filename. If you
mistakenly type rm * name instead of rm *name,
you will remove all your files, rather than just those
ending with name. You may prefer to use the -i flag
with the rm command, which prompts you for
verification before deleting a file or files. See the end
of this section for details.

You can also use the pattern-matching character ? with the rm command
to remove files whose names are the same, except for a single character.
For example, if your current directory contains the files recordl, record2,
record3, and record4, you can remove all four files with the rm record?
command.

For detailed information about pattern-matching characters, see Chapter
2.

When using pattern-matching characters, you may find the -i (interactive)
flag of the rm command particularly useful. The rm -i command allows
you to selectively delete files. For each file selected by the command, you
are prompted, allowing you to delete the file, or to retain the file.

For example, suppose that your directory contains the files recordl,
record2, record3, and recordd4, record5, and record6. Create those files
now in your login directory by using the touch command as follows:

$ touch recordl record2 record3 record4 record5 record6

$
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The touch command is useful when you wish to create empty files, as you
are now. For complete information on the touch command, see the OSF/1
Command Reference.

For example, if you wish to remove four of the six files that begin with the
characters record, enter:

$ rm -i record?

rm: remove recordl?
rm: remove record2?
rm: remove record3?
rm: remove record4?
rm: remove record5?
rm: remove recordé6?

$

5 <<w<9w<«pz

Note that in the preceding example, you have deleted all files except for
recordl and recordé6.

Note: In addition to removing one or more files, the rm command
also provides an option, the -r flag, that removes files and
directories at the same time. See Chapter 4 for more
information.

Determining File Type (file)

Use the file command when you wish to see what kind of data a file
contains without having to display its contents. The file command
displays whether the file is one of the following:

o Atext file
e A directory

o Input for one of the text formatting packages troff, nroff, or eqn input
text

Source code for the C or FORTRAN programming languages

An executable file
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The file command is especially useful when you suspect that a file
contains a compiled program. This is because displaying the contents of a
compiled program can produce disconcerting results on your screen.

Following is the general format of the file command:
file filename

The filename entry can be simply the name of the file, the relative
pathname of the file, the full pathname of the file, or a list of filenames.
The format you use depends on where the file is located in relation to your
current directory. You may also use pattern-matching characters to

specify files. See Chapter 2 for information on pattern matching. ‘

For example, to determine the file type of entries in your login directory,
enter the following:

$ cd

$ pwd

luluname

S file *

filel: ascii text
file2: ascii text
file3: ascii text
project: directory
recordl: empty
record6: empty
reportgs: directory

$

Note that the £i1le command has identified filel, file2,and file3
as ascii text files, project and reports as directories, and
recordl and recordé as empty files.

For more information on the file command, see the OSF/I Command
Reference.



Chapter 4

Managing Directories

This chapter shows you how to manage directories on your system. After
completing this chapter, you will be able to do the following:

o Create directories

o Change directories

o Display, copy, and rename directories
¢ Remove directories

A good way to learn about managing directories is to try the examples in
this chapter. You should do each example in order so that the information on
your screen is consistent with the information in this guide.

Before you can work through the examples, you must be logged in and your
login directory should be in the state that you left it after doing the examples
in Chapter 3. As a result, your login directory should contain the following:

o The files filel, file2, file3, record1l, and record6

¢ The reports subdirectory that contains the files filel, file2, file3, and
notes

o The empty project subdirectory
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If you are using files with different names, make the appropriate
substitutions as you work through the examples. To produce a listing of the
files in your current directory, enter the Is command, which is explained in
Chapter 3.

Note: Your system may contain enhanced security features that may
affect how you manage directories. If so, see your system
administrator and the OSF/I Security Features User’s Guide
for details.

Creating a Directory (mkdir)

4-2

Directories allow you to organize individual files into useful groups. For
example, you could put all the sections of a report in a directory named
reports, or the data and programs you use in cost estimating in a directory
named estimate. A directory can contain files, other directories, or both.

Your login directory was created for you when your computer account was
established. However, you will probably need additional directories to
organize the files you create and edit while working with the system. You
create new directories with the mkdir (make directory) command.

The form of the mkdir command is the following:
mkdir dirname

The dirname entry is the name you wish to assign to the new directory.

The system creates dirname as a subdirectory of your working directory.
This means that the new directory is located at the next level below your
current directory.

In the following example, return to your login directory by entering the ed
command, and create a directory named project2:

S cd
$ mkdir project2
$
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Figure 4-1.

Now, create a subdirectory in the reports directory by entering a relative
pathname:

$ mkdir reports/status
$

Note the new file system tree structure in Figure 4-1. The project, project2,
and reports directories are located one level below your login directory,
and status is located one level below the reports directory.

Relationship Between a New Directory and the Current Directory

Login Directory

file1 recordi
file2 record6

file3
—

reports
subdirectory
file1, file2,
file3, notes

project project2
subdirectory subdirectory

status
subdirectory

Like filenames, the maximum length of a directory name depends upon the
file system used on your computer. For example, your file system may allow
a maximum directory name length of 255 bytes (the default), or it may
allow a maximum directory name length of only 14 bytes. Because
knowing the maximum directory name length is important for helping you
name directories meaningfully, see your system administrator for details.

Note that the system does not have a symbol or notation that automatically
distinguishes between a filename and a directory name, so you may find it
useful to establish your own naming conventions to designate files and
directories. However, you may use the Is -F command to distinguish
between filenames and directory names when the contents of your current
directory are displayed. For more information on this command, see
‘‘Displaying Directories (Is -F)’’ later in this chapter.
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Changing Directories (cd)

The ed (change directory) command changes your current (working)
directory. You can move to any directory in the file system from any other
directory in the file system by executing c¢d with the proper pathname.

Note: You must have permission to access a directory before you
can use the cd command to make that directory your current
directory. For information about directory permissions, see
Chapter 5.

The general format of the ed command is the following:
cd pathname
The pathname entry can either be the full pathname or the relative

pathname of the directory that you want to set as your current directory.

If you enter the cd command without a pathname, the system returns you to
your login directory.

To check the name of your current directory, enter the pwd (print working
directory) command. See Chapter 2 for information on the pwd command.

Changing Your Current Directory

4-4

In the following example, you first enter the pwd command to display the
name (which is also the pathname) of your working directory. You then use
the ed command to change your current directory.

First return to your login directory, if necessary, by entering the cd
command without a pathname. Next, enter the pwd command to verify that
your login directory is your current directory. Remember that the system
substitutes the name of your login directory for the notation /u/uname in the
example.

S cd
$ pwd
/ uluname

$
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Now enter the cd command with the relative pathname project2 to change
to the project2 directory.

$ cd project2
$

Enter pwd again to verify that project2 is the current directory. Then, enter
cd to return to your login directory.

S pwd
/ulunamel/project?2
$ cd

$

To change your current directory to the status directory, a different branch
of the file system tree structure, enter the cd command with a full
pathname:

$ cd reports/status
$ pwd
/uluname /reports/status

$

Using Relative Pathname Notation

You can use the following relative pathname notation to change directories
quickly:

¢ Dot notation (. and ..)
¢ Tilde notation (7)
This section describes both of the above notations.

Every directory contains at least two entries represented by . (dot) and ..
(dot dot). These entries refer to directories relative to the current directory:

. (dot) This entry refers to the current directory.
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.. (dot dot) This entry refers to the parent directory of your working
directory. The parent directory is the directory
immediately above the current directory in the file
system tree structure.

To display the . and .. entries as well as any files beginning with a period,
use the -a flag with the Is command.

In the following example, change to the reports directory by changing first
to your login directory.

S cd
$ cd reports
S

Then, the first Is command displays the directory contents as well as the
status subdirectory you created earlier.

S Is

filel file2 file3 notes status

S _

Now, execute the Is -a command to list all directory entries as well as those
that begin with a . (dot)—the relative directory names.

S Is-a
./ ./ filel file2 file3 notes status
$

You can use the relative directory name .. (dot dot) to refer to files and
directories located above the current directory in the file system tree
structure. That is, if you wish to move up the directory tree one level, you
can use the relative directory name for the parent directory rather than using
the full pathname.

In the following example, the cd .. command changes the current directory
from reports to your login directory, which is the parent directory of
reports. Remember that the uname entry represents your login directory.
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S pwd
/ulunamelreports
S cd..

$ pwd

/ uluname

$

To move up the directory structure more than one level, you can use a series
of relative directory names, as shown in the following example. The
response to the following pwd command, the slash entry (/), represents the
root directory.

$ cd.J.
S pwd
/

$

In the C shell and the Korn shell, you may use a tilde () to specify a user’s
login directory. For example, to specify your own login directory, use the
tilde alone as follows:

cd”

The above tilde notation does not save you keystrokes because in all OSF/1
shells you may get the same results by merely entering cd from any place in
the file system.

However, if you wish to access a directory below your login directory, tilde
notation can save you keystrokes. For example, to access the reports
directory from anywhere in the file system, enter the following:

cd “/reports

Tilde notation is also very useful when you wish to access a file or directory
either in or below another user’s login directory. You may not know the
precise location of that user’s login directory, but assuming you have the
appropriate permissions, you could get there with a minimum of keystrokes.

For example, from any place in the file system, you could specify the login
directory of a hypothetical user jones by entering the following:

cd “jones
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In addition, if user jones tells you that you can find a file in the status
directory immediately below the login directory, you can access the
directory by entering the following:

cd “jones/status

Accessing Directories Through Symbolic Links

4-8

When directories are connected through a symbolic link, the parent

.directory you access with the cd command differs depending upon whether

you are specifying the actual directory name or the relative directory name.
In particular, using the full pathname to find the parent of a symbolically
linked directory results in accessing the actual parent directory.

For example, suppose user2 is working on a file in the /u/user2/project
directory, which is the symbolic link to /u/userl/project. In order to
change to the actual parent directory (/u/user2), user2 types the following:

S cd /u/user2
$ pwd
/u/user?2

$

On the other hand, if user2 specified the relative directory name ( .. ), the
parent directory of the symbolic link would be accessed. For example,
suppose user2 is working on the same file in the /u/user2/project directory,
which is the symbolic link to /u/userl/project. In order to access the parent
directory of the symbolic link, user2 enters the following: '

S cd..
S pwd
/u/userl

$

Instead of being in the /u/user2 directory, user2 is now in the directory
called /u/userl. (

For background information on symbolic links, see Chapter 3.
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Displaying Directories (Is -F)

A directory can contain subdirectories as well as files. To display
subdirectories, use the Is -F command. This command displays the contents
of the current directory and marks each directory with a slash character (/)
so that it can be readily distinguished from a file.

The general format of the Is -F command is the following:
Is-F
In the following example, return to your login directory and enter the Is -F

command to display the directory contents. Note that the project,
project?2, and reports directories are marked with a slash.

S cd

S Is-F

filel file3 project2/ record6
file2 project/ recordl reports/
$

Note that some C and Korn Shell users define an alias for the Is command
so that whenever they enter ls, the Is -F command is executed. For more
information on defining aliases, see Chapter 8, OSF/1 Shell Features.

Copying Directories (cp)

You can use the cp command with the -r flag to copy directories and
directory trees to another part of the file system. The cp -r command has the
following format:

cp -r source destination
The source entry is the name of the directory to be copied. The destination

entry is the name of the directory location to which you want to copy
source.
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Figure 4-2 shows how the ¢p -r command in the following example copies
the directory tree reports into the directory project. It is assumed that the
command is entered from the login directory.

$ cp -r reports project
$

Figure 4-2. Copying a Directory Tree

Login Directory

filel record1l
file2 recordé

file3
—
reports
subdirectory
filet, file2,
file3, notes
project project2
status subdirectory subdirectory
subdirectory
|
1
______ e
i reports 7

{ subdirectory |
 filet, file2, file3, notes ,

r A
1 status 1
! subdirectory [
L -

Note that the reports directory files, filel, file2, file3, and notes, as well as
the subdirectory status have been copied to project.
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Renaming Directories (mv)

You can use the mv command to rename a directory only when that
directory is contained in the same disk partition.

Following is the general format of the mv command:
mv olddirectoryname newdirectoryname

The olddirectoryname entry is the name of the directory you wish to move
or rename. The newdirectoryname entry is the new name you wish to assign
to the original directory.

In the following example, first change to the reports directory. Then, enter
Is -i -d command to list the i-number for the status directory.

$ cd reports

$ Is -i -d status
1091 status
$

Now, enter the mv command to change the name of status to newstatus.
Then, list the i-number for the newstatus directory:

S mv status newstatus
S Is -i -d newstatus
1091 newstatus

$

Notice that the second Is -i -d command does not list the original directory
name status. However, it does list the new directory newstatus, and it
displays the same i-number (1091 in this example) for the new directory as
for the original status directory.
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Removing Directories (rmdir)
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When you no longer need a particular directory, you can remove it from the
file system with the rmdir (remove directory) command. This command
removes only empty directories—those that contain no files or
subdirectories. For information about removing files from directories, see
‘‘Removing Files and Directories Simultaneously (rm -r)’’ and Chapter 3.

Following is the general format of the rmdir command:
rmdir dirname

The dirname entry is the name, or pathname, of the directory you wish to
remove.

Before working through the examples in the following sections, create three
subdirectories in the directory project2.

First, use the command cd project2 to set project2 as your current
directory. Next, use the mkdir command to create the directories schedule,
tasks, and costs. Then, list the contents of the project2 directory.

$ cd project2

$ mkdir costs schedule tasks
S Is

costs schedule tasks

$

Finally, use the cd command to return to your login directory.

S cd
$ pwd
/ uluname

$



Managing Directories

Removing Empty Directories

The rmdir command removes only empty directories. If you try to remove
a directory that contains any files or subdirectories, the rmdir command
gives you an error message, as the following example shows:

$ rmdir project2
rmdir: project2 not empty

$

Note: You cannot remove a directory while you are positioned in it.
In order to remove a directory, you must be elsewhere in the
directory tree. See ‘‘Removing Your Current Directory’’ for
more information.

Before you can remove the directory project2, you must first remove the
contents of that directory. In the following example, the ed command
makes project2 your current directory, and then the Is command lists the
contents of project2:

$ cd project2
S
costs schedule tasks

Now remove the directory schedule from the current directory, and then list
the remaining contents of the project2 directory:

$ rmdir schedule
S 3
costs tasks

$

The project2 directory still contains two subdirectories: costs and
tasks. You can remove them by using pattern-matching characters, as
described in the next section. Once these subdirectories are removed, you
can delete the project2 directory, as described in ‘‘Removing Your Current
Directory.”
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Removing Multiple Directories

You can remove more than one directory at a time with the rmdir
command by using pattern-matching characters. See ‘‘Specifying Files with
Pattern Matching’’in Chapter 2 for detailed information about pattern-
matching characters.

For example, suppose that you are in the project2 directory and wish to
remove two subdirectories: costs and tasks. To do so, enter the rmdir *s?s
command. Then, enter the Is command to verify that the project2 directory
contains no entries:

$ rmdir *.s?s
S Is
$

Caution: Entering the rmdir command with the * (asterisk)
character alone (rmdir *) removes all empty
directories from your current directory. As a result, use
the * (asterisk) pattern-matching character with care.

Removing Your Current Directory

4-14

You cannot remove your current directory while you are still working in it.
You can remove it only after you move into another directory. You
generally enter the ed .. (dot dot) command to move into the parent
directory of your current directory, and then enter rmdir with the
pathname of the target directory.

The directory project2 is empty. To remove project2, first move to your
login directory, which is the parent directory of project2. Then, use the
rmdir dirname command to remove project2, and enter Is to confirm the
removal.
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S cd

$ rmdir project2

S ls

filel file2 file3 project/ recordl recordé6 reports/

$

Your login directory no longer contains the project2 directory.

Removing Files and Directories Simultaneously (rm -r)

As you now know, the rmdir command removes only directories, not files.
You can, however, remove files and directories at the same time by using
the rm command with the -r (recursive) flag.

The rm -r command first deletes the files from a directory and then deletes
the directory itself. It deletes the directory you specify as well as any
subdirectories (and the files they contain) below it on the directory tree.
As a result, this command should be used with caution.

Following is the format for the rm -r command:
rm -r pathname

The pathname entry can either be the full pathname or the relative
pathname of the directory that you wish to remove. You may also use
pattern-matching characters to specify files.

Caution: Be certain that you understand how the -r flag works
before you use it. For example, entering the rm -r *
command from your login directory deletes all files
and directories to which you have access. If you have
superuser authority and are in the root directory, this
command will delete all system files. See Chapter 5
for more information on superuser authority.
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When using the rm -r command to remove files or directories, it is a good
idea to include the -i flag in the command line, in the following form:

rm -ri pathname

When you enter the command in this form, the system prompts you for
verification before actually removing the specified item(s). In this way, by
answering y (yes) or n (no) in response to the prompt, you control the
actual removal of a file or the directory.



Chapter 5

Controlling Access to Your Files and
Directories

This chapter shows you how to control access to your system as well as your
files and directories. After reading this chapter, you will be able to do the
following:

o Understand password, group, and system security issues
¢ Understand file and directory permissions
e Display and set file and directory permissions

o Change owners and groups

Change your identity to access files

Understand superuser concepts

Learn where to find information about enhancements to security that
may be installed on your system

A good way to learn about the preceding topics is to try the examples in this
chapter. You should do each example in order so that the information on
your screen is consistent with the information in this guide.
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Before you can work through the examples, you must be logged in and your
login directory should be in the state that you left it after doing the examples
in Chapter 4. As a result, your login directory should contain the following:

o The files filel, file2, file3, recordl, and record6

e The reports subdirectory that contains the files filel, file2, file3, and
notes, and the subdirectory newstatus

o The project subdirectory that contains the files filel, file2, file3, and
notes, as well as the status subdirectory

If you are using files with different names, make the appropriate
substitutions as you work through the examples.

Understanding Password and Group Security Files

5-2

Before a user can log in successfully, he or she must be made known to the
system by the creation of a user account. Adding a user account is a routine
but critical activity that is usually performed by the system administrator.

When a user account is created, the new user is added to the following two
files:

o /etc/passwd: This file contains individual user information for all users
of the system.

o /etc/group: This file contains group information for all groups on the
system.

These files define who can use the system and each user’s access rights. In
addition, all other system security controls depend upon password and group
security. The following sections describe the /etc/passwd and /etc/group
files. )



Controlling Access to Your Files and Directories

The /etc/passwd File

The /etc/passwd file contains records that define login accounts and
attributes for all system users. This file can be altered only by a user with
superuser privileges. See ‘‘Superuser Concepts’’ later in this chapter for
more information.

Each record in the /etc/passwd file defines a login account for an individual
user. The fields are separated by colons and the last field ends with a
newline character. The following text shows the format of an /etc/passwd
file entry and describes the meaning of each field:

username : password : UID : GID : user_info : login_directory : login_shell

username Your login name.

password Your password stored in encrypted form. Encryption
prevents unauthorized users or programs from
discovering your actual password. If no password has
been specified for a user, this field will be blank.

UlD (User ID) A unique number identifying you to the
system.
GID (Group ID) A number identifying your default group.

You can belong to one or more groups.
user_info This field can contain the following:
o Your full name.

e Maximum file size—A number limiting the
maximum size of any file you create or extend.

o Site specific information—An attribute serving
various purposes for each installation. It normally
records biographical information.

login_directory  Your current directory after logging in to the system. It
is usually a directory you own and use to store private
files.

login_shell The program run by the login program after you
successfully log in to the system. It is normally a shell
program used to interpret commands. For more
information on shells, see Chapter 7.
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A Sample Entry in the /etc/passwd File

lee:NebPsa9gxMkbD:201:20:Lee Voy,sales,x1234:/users/lee:/usr/bin/sh

The user account 1ee has user ID 201 and group ID 20. Lee’s full name is
Lee Voy, and his department and telephone are listed. The login directory is
/users/lee and the Bourne shell (/usr/bin/sh) is defined as the
command interpreter. The password field contains Lee’s password in
encrypted form.

The /etc/group File
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The /etc/group file defines login accounts for all groups using the system.
This file can be altered only by a user with superuser privileges. See
‘“‘Superuser Concepts’’ later in this chapter for more information.

Each record in the group database defines the login account of one group.
Groups provide a convenient way to share files among users with a common
interest or who are working on the same project.

Each entry in the /etc/group file is a single line that contains four fields. The
fields are separated by colons, and the last field ends with a newline
character. The following text shows the format of each entry and describes
the meaning of each field:

groupname : password : GIDC:userl [, user2, ..., userN]

groupname A unique character string that identifies the group to the
system.

password This field is left empty. Entries in this field are ignored.

GID (Group ID) A unique number that identifies the group to
the system.

usernames A list of users who belong to the group.
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Protecting File and Directories

The OSF/1 operating system has a number of commands that enable you to
control access to your files and directories. You can protect a file or
directory by setting or changing its permissions, which are simply codes
that determine the way in which anyone working on your system can use the
stored data.

Setting or changing permissions is also referred to as setting or changing the
protections on your files or directories. You generally protect your data for
one or both of the following reasons:

e Your files and directories contain sensitive information that should not
be available to everyone who uses your system.

» Not everyone who has access to your files and directories should have
the permission to alter them.

Caution: Your system may allow two or more users to make
changes to the same file at the same time without
informing them. If this is so, the system saves the
changes made by the last user to close the file; changes
made by the other users are lost (some text editors
warn users of this situation). It is therefore a good idea
to set file permissions to allow only authorized users to
modify files. The specified users should then
communicate about when and how they are using the
files.

Each file and each directory has nine permissions associated with it:
o Files and directories have the following three types of permissions:
— r (read)
— w (write)

— x (execute)
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o These three permissions occur for each of the following three classes of
users:

— u (user/owner)

— g (group)
— o (all others; also known as ‘‘world’’)

The r permission allows users to view or print the file. The w permission
allows users to write to (modify) the file. The x permission allows users to
execute (run) the file or to search directories.

The user/owner of a file or directory is generally the person who created it.
If you are the owner of a file, you can change the file permissions with the
chmod command, which is described in ‘‘Setting File and Directory
Permissions (chmod).”’

The group specifies the group to which the file belongs. If you are the
owner of a file, you can change the group ID of the file with the chgrp
command, which is described in ‘‘Changing Owners and Groups.”’

Note: If you do not own a file, you cannot change its permissions or
group ID wunless you have superuser authority. See
““‘Superuser Concepts’’ for more information.

The meanings of the three types of permissions differ slightly between
ordinary files and directories. See Table 5-1 for more information.

Table 5-1. Differences Between File and Directory Permissions

Permission | For a File For a Directory

r (read) Contents can be viewed or printed. | Contents can be read, but not
searched. Normally r and x are
used together.

w (write) Contents can be changed or deleted. | Entries can be added orremoved.

X (execute) | File can be used as a program. Directory can be searched.
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Displaying File and Directory Permissions (Is)

To display the current file permissions, enter the Is command with the -l
flag. To display the permissions for a single file or selected files, enter:

Is -1 filename

The filename entry can be the name of the file or a list of filenames
separated by spaces. You may also use pattern-matching characters to
specify files. See ‘‘Using Pattern-Matching Characters”’ later in this
chapter for more information.

To display the permissions for all of the files in your current directory, enter
the Is -1 command:

S Is-l

total 7

-rw-r--r-- 1 larry system 101 Jun 5 10:03 filel
-rw-r--r-- 1 larry system 171 Jun 5 10:03 file2
-rw-r--r-- 1 larry system 130 Jun 5 10:06 file3
drwxr-xr-x 2 larry system 32 Jun 5 10:07 project
-rw-r--r-- 1 larry system 0 Jun 5 11:03 recordl
-rw-r--r-- 1 larry system 0 Jun 5 11:03 recordé6
drwxr-xr-x 2 larry system 32 Jun 5 10:31 reports
$

The first string of each entry in the directory shows the permissions for that
file or directory. For example, the fourth entry, drwxr-xr-x, shows the
following:

« That this is a directory (the d notation)
o That the owner can view it, write in it, and search it (the rwx sequence)

 That the group can view it and search it, but not write in it (the first r-
X sequence)

That all others can view it and search it, but not write in it (the second
r-X sequence).

The third field shows the file’s owner, (in this case, larry), and the fourth
field shows the group to which the file belongs, in this case sy stem).
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To list the permissions for a single directory, use the Is -ld command:

$ Is-ld reports
drwxr-xr-x 2 larry system 32 Jun 5 10:31 reports

$

Taken together, all the permissions for a file or directory are called its
permission code. As Figure 5-1 shows, a permission code consists of four
parts:

o A single character shows the file type. The dash (-) indicates an
ordinary file, d a directory, and 1 a symbolic link. Any other character
indicates an I/O device.

o A 3-character permission field shows user (owner) permissions, which
may be any combination of read, write, and execute.

¢ Another 3-character permission field shows group permissions.

o Another 3-character permission field shows permissions for all others.

Figure 5-1. File and Directory Permission Fields

Permission
Type / Owner Group Others

] rwXx rwx TWX

NN

r read
- (file) w write
d (directory) X execute
I (symbolic link)

b (block-special file)
¢ (character-special file)
p (named pipe-special file)

s (local socket-special file)




Controlling Access to Your Files and Directories

When you create a file or directory, the system automatically supplies a
predetermined permission code. A typical file permission code is

-rwW-r--r--

This file permission code specifies that the owner has read and write
permissions while the group and all others have read permission. The
dashes (-) in some positions following the file-type notation indicate that
the specified class of user does not have permission for that operation.

A typical directory permission code is

Arwxr-xr-x

This directory permission code specifies that owner has read, write, and
execute permissions, while the group and all others have read and execute
permissions.

The default permission codes that your system provides relieves you from
the task of specifying them explicitly every time you create a file or
directory. If you wish to create your own default permission codes, you
must change your user mask with the umask command. For an explanation
of umask, see the description of the command in ‘Setting the User Mask’’
and in the OSF/I Command Reference.

Setting File and Directory Permissions (chmod)

Your ability to change permissions gives you a great deal of control over
the way your data can be used. Use the chmod (change mode) command to
set or change the permissions for your files and directories.

For example, you obviously permit yourself to read, modify, and execute a
file. You generally permit members of your group to read a file.
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Depending upon the nature of your work and the composition of your
group, you often allow them to modify or execute it. You generally
prohibit all other system users from having any access to a file.

Note: You must be the owner of the file or directory (or have
superuser authority) before you can change its permissions.
This means that your username must be in the third field in an
Is -1 listing of that file.

It is important to realize that whatever restrictions you impose on
file/directory access, the superuser can always override them. For example,
suppose that you used the chmod command to specify that only you can
have access to the file report20. The superuser can still acess this file. For
more information on this topic, see ‘‘Superuser Concepts’’ later in this
chapter.

There are two ways to specify the permissions set by the chmod command:
¢ You can specify permissions with letters and operation symbols.
* You can specify permissions with octal numbers.

It is more difficult to learn to specify permissions with octal numbers
than it is to specify them with letters. However, once you are familiar
with the octal number system, you may find using it more efficient than
setting permissions with letters and operation symbols.

The following sections describe how to specify permissions with letters
and operation symbols, as well as with octal numbers.

Specifying Permissions with Letters and Operation Symbols

5-10

You can use letters and operation symbols to change file and directory
permissions.

Following is the format of the chmod command when using letters and
operation symbols:

chmod userclass-operation-permission filename
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The userclass-o