173142 SEP 380!75 i0=Qion

JoB 1 05T§BIU33332313 27 o« TERMINAL JBB

LIMIT (CORE»16)2(TIMELN10)

ASSIGN MICI»(FILEJKEYNsINnOOCT)

ASSIGN MISI, (FILEJKEYNsInoOTS])

METASYM SI,C1,L08,CN
+SS R1sR2,R3IIR4IR52R6,R7,RB,RI4R10/R112R122R134R142Ry5
+SS SR1,3R2,5R3,8R42D¢202,D03,04s¢

«END



ACNCFU
911 /REF
ACTBIT
91¢146/SREF
AF
230¢59/SET
ALBIT
914+147/8SREF
AMNTSCR
1542/BANZ
ANSFLGS
91¢2/REF
1301/L8
ANSPRBC
45=SEY

ANSPRY

91+ 3/REF
ANSREEL#

1549/8Cs
ANSVEL

1546/C}
ASCVeL!

1925/CW
ASPIN

91e4/REF
AVR

230,171/BNEZ

AVRBZERR

1884/8BLL
AVRDCT

91 +5/REF
AVRFLGS

91.6/REF
AVRFNMT

9% e7/REF
AVRID

91 ¢8/REF

2240467 /CW
2704/L1
220¢59/SET
2781/LW
1551 =BG

1518/LC
180g/87B

1516/MTW
1584«EQU

20442DATA
1664/8AL
1844=RES
1r89/BANZ
230¢170/XNW
1299/8TB
224/HTB
150y/LH

2785/L.1
230063/ TEXT
2783/LW

1544/LB
2240,4/STR

1552/MTW

1891/BNE2Z

190g/LC
225/M18
1677/7LH

230068/R
154871.C 1584016/LB
1584044 /MTW
1993«RAL
1929718 19317878
1787/Al 1788/A1
14R87CH 1704 /8TH

1584018/S7B

1799/STH

1782/878

1799/STH



2212+1/MTH

AVRIBERR

1983~RBAl,
AVRLBERR

1350/BANZ
AVRNeU

91:9/REF

1768/MTM

1583 /BAL
1993/BAL

AVRS

AVRTBL
91+10/REF
1775/LD
AVRTBLNE
91+12/REF
2210/A1
AVRTBLS!Z
91011 /REF
1395/¢1
AVR1
1386/BNE2
BA
230+21/GEN
330/7EQU
BAKPLB
230 45-EQU
BATAPE
949+13/REF
177241741
2260185/A1
RAUNITY
B24=MTB
BAUNIT2
228=MTB
BCETGFC
91+ 148/REF

2230/57TH
2019/BGE
1953/BNE

1614/LK
1390/L.H

1646 /BNEZ
2033/8Ab

1508/LD
1778/870

1639/L1
2218/A1

1491 /,C1
2211/C!

1892«EQY

29037 /EQV
83o/EQV

323/L1

1508/A1
1833/A1

226019/ANL2

2%23/L1

1988-BAL

16377LH
2221 /Myw

1770 ,/BDR
2039/BAL

1504/L.0
1794/STD

1764/L1
22¢0,14/A1

1644 /C1
2260904/C1

230+37/E0uU
1132701

332/C!

1659/LW
2094741

1645/LH
gggélLH
1772 /BREZ
1521/LD
1887,1.0

209s8/01
2240,15/871D

1673,C1

822 ,e0U
1919/11

337741

1750701
2199/a

1647 /MTH
2229/87TH

1810eL1
1643/CLM
1966 /LD

2197/A1
2260,18/81D

1754 L1

822 )EquU
2012/L1

1758/CLM
2231 /a1

1672/MTH
1983/BAL
1758/CLM

2209/LD

2209/LD
2260,17/A1

1783 /A1

826/E0U
2260911/MBS

1755/CLM
2235/41

N

1694 /LH
1988 ,BAL
1765/L0
2760015/5ST0

2209/LD

1754 4.1

826 ,EQU

17647A1
2240017/Al



BGRCFU
91e1b/REF
BLANK
91+15/REF
BLP
223=TEXT
BT31780
91¢16/REF
216+15/EgQV
C1MSM
91¢17/REF
CCERR
1328/BAZ
CFUSIZE
91+18/REF
CHK
, 1792/BIR
CHKILBL
1926/8BNE
CHKBLP
1539/BE
CHKGACN
%94 /8E
CHKGNAME
492=EQU
CHKID
1567/BIR

CHK1ID1

CHKSR
1528/BAZ
CHK8RY
1531¢1/BE
CHKO

1391/BIR

1745/RG2
1674/BGE

CHK1

2246058/ !
317/LW
1538/CW

216,9/EQV
216016/EQV

1244913/STW
2028EQV
22400667A1
1758+CLM
1933«ReS
1584+ 13%EQV
699=EQV
696/8DR
1568741
1597RES
1831+C!
1831 +8°8AL
1786/8E
1769/BEZ

216,10/EQU
1884¢17/0R

1758/BDR

1585«RFS

1584219/B

1760~RES
1773=RES

216.11/6QU

177242/8

216.12/E0U

216.13/EQU

P16.14/7EQU



exrREE

2102/8al
CKF10

2216/8
CKFS

2212¢1=MTH

CKFé

agiﬁvAx
CKF7

2212/BGE

CKF8
2220/8L2
CKSERIAL
1616=CW
CKZERS
2260:15=STD
CKZERSB!
2214/BEZ
CKZERB2
2260+12/R
CKZERB3
226)+5/BGE
of . ]
91+49/SREF
COCDsABL
91+20/SREF
CBCENABL
91+21/SREF
CBCMESS
91+22/SREF
cecerv
91+23/3REF
CBCSENDX
91+24/SREF
CACTERM
91+25/SREF
CANTUGSRCH

2198/8BaAL
2237=EQV

2218/BANZ
2217=CW
2224=A1

2222/BE2
22400 13%INT
2260+549PUSH

918/L1

987+103/S78

2203+2~EqU

2223/B

2236/B

2260¢70/R

9g7e29/L1

987,108/STR

2228/BEZ

22600400

9874¢9p/L1

987+115/878

2228 /BNE



598wEQU
cPEs
91 26/8REF
CYRIG
91+27/REF
cvsYsiD
91+28/REF
DATE
91+29/REF
DCBIY
91+¢149/SREF
nCrsiz
91 +30/REF

pCTX
1570/ANLZ

DCTe
91+31/REF
DCTL6
91 +32/REF
cCT2e
91, 150/REF
DeCY3
91 +33/REF
DCT4
94 *34/REF

2461/L8
Deveo

DCy3C

DECONYV
91 +35/REF
DEFAULTGACN
682/BEZ

DEVCK
91 +36/REF
DEVICEDAWN

930+, 8
934/BEZ

701/BNE

365/BAk
645/BAL
1260/STH

2784/ AW

16337/ANLZ
2240¢30/ M
2328/LD
2658/L.C
2656/LC

1574¢/LB8
2844.42/0.8

938/B1IR
938eB1R
2408/BAk
689+FQU
2191/BaAk

973/BAl.
12657578

1659=LW

2487/L0

1743/L8

2347/BAL

1599/RAL
1269/8TW

1693/ANLE

1762/CB

2640/BAL

2758/BAL

1742/ANL2

1976/1..8

2834 /RAL

2816/BAL 28440 487BAL

184 1/ANLZ 1975/ANL

2099/L.B 2193/L8
28440367/ BAL



2016/R
p1d
91+37/REF
DLTPSD
71712700
pasReH
1923 /B
COUBLEZERS
91+38/REF
DTYVALCK
1306/BAL
E1ABRTY
9139 /ReF
E1CBK
91+4Q/REF
ELERR
91+41/REF
EAPRBG
2006/LD
ECHBCRZ
91+42/8REF
ENTINT
23091 /K1TV
FRRLBG
91 +43/REF
ERSEND
230+86/K1TV
FeMe
91 +44/REF
FKIC
2367/CB
GDTKIVAL
1238/BAL
GDTYKIV1
1314=EQy
GpTKiy?2
1308/BEZ

2038=£qY
978/STHW
717+21%1PSD
1956eSTH
773/LD
1311/BAL
620/1.1
6A7014/L1
636/
20249STW

607:2%EQV
2545¢39/BAL
205+ 27EQYV
2043/GEN
24569 TEXY
1242/BAL
1327/8
1322-EQV

1334«EQL
849/L ¢

1259/BAL

1263/BAL

1268 /BAL

12R8%EQU



aDTKIyY3

1302/RCS
GDTKIV4

1313/BNEZ
GETAVR

1913/BDR
GETAVRL

1511/8
GETFLG!

1903/BAL
GETUSER#

91 +45/REF

cJ08FC
J 828 /DATA
GJBBFULL
843/L1
GJABTYXY
230+ 89=K1TV
GJeBuC
820/DATA
GJeBysY
306/L.1
GJOBWAKE
810/1L1

B824/DATA

GJBBWC

GKIFLD
82/DEF
79%4/BAL
1534/8A
avsa/aAt
2844446/BAL
GKIFLD1
232=STB
GKIFLD3
327/BCS
GKIFLD#

1329~EQV
1331=EQV
1515/BNE
1523+RES
1927/8AL
666/Bak
830~EQV
827*EQV

822"EQV
849¢EQV
823%EQV
826°EQV

230 *183/BAL
924/BAk
1589/BA|,
2765 /BAL
328/BDR

331~EOW

1339/8BL
1520.EQU
196a/8
1971=EQU
376/8BaL

83pn/EQU

825/E0U
824/E0U

304-EQU
971/BAL
2064 /BA_
2777 /BAL

1341/86G

2819/8AL

641 /BAL
987.33/BAL
238 O/BAt
2807 /RA

480/BAL
1148/BAL
2631/8A
2814,8Ak

758/ BAL
18ox/BAL
3701/BAL
2830/BAL

776 /BAL

1301 /BAL
746 /BA

aaua.3a,BAt



329/8
GKIFLDS
333/8BNE
GMB
91 v46/REF
GNAME
H44/BE
GAADNGT
91+47/REF
HEXCK
91¢48/REF
HBWALSB
91 449/REF

1A
717.21/tPSD

1SPS
1538/BNFZ
1SpS0O

1SpSe2

1651 /BNEZ

1643«CLM
{SPS3
1642/8L
{SPSE
145“0’AI
JIBASE
91 +50/REF
1962,/L1
J1CCBYF
94+%51/REF
eI /MTW
JrJlr
9152 /REF
KA
202«EQU

211-EQU

KBL ANK

334EQY
336"EQV
2250019/BAb
671=EQV
847/STW

le6x/BAL

1660eCW

1658/8

1650=A1
1644/BNE

1916/tw
1964/Ly

6A7243/STW
94g/MTW

2601001 /A1

274/C!

2568/BAL

1670°MTH

1649/8BE

1919/y 1951/ W

2007/81D 201001 /Al
62¢/5TW 637/8TW

1954/ W
2012 /L1

648 /MTW

1956/ETW
20177y

902/MTN

1861 /g7TW

921/5TW



KBUF
230+ 41°EGQU
Kcep
23039«EQU
1142/8W
KeBMGFC
91-151/3REF
KCAMMA
213~EQU

212-EQU

KCRET

KC1
203=EQy
KDIAG
230:82/K1TV
KDI1AG1H
968/BE
KEQB
EIQQEQU
KEYERR
83/DEF
560/8
156 /BCS
919/8!2
974/BCS
1167/gE2
1332/8
153193/BE
1584.,15/BG
1657/ E2
2065/8¢8
2324 /BEZ
EBga/BEZ
h47/8
2754/pcS
2320/8
2844247/BCS

269/LW

23A1182/STW
114a/LW

2528e10/L1

23p0172/L1

957eRES
970'RE$
265701

2200 74/K1TV

663/BL
760/BG
928/BCS
979/8B
1133/acs
1495/BCS
153%5/BCS
1590/BCS
1661/BNE
2088/8
2348/B¢cS
sSaé/BNE
-676/8BE
2766/8¢
2831 /BCS
28, 4949/BCS

262/LW
2574/LW

279241

271/C!

2300 18,/BCS

667/8
76%/BE
935/8
937.30/Bg2
1174 /REY
1499 /BE
1547/8BE
1600/BCS
1682/RE
2092/BCR
2351 /BCR
5551/BEZ
725/8a2
2787/BANZ
2835 /8Cs
2844%4/BA2

273/MTW

2309194/8
677/8G
775 /BNE
947/8G
987+32/BNE
1176/p6G
1501 /BEZ
1551/RG
1613/BANS
1683/pA2
2192/8CS
2362 /8
589/..1
729/
2808/p¢S
2838,8
2844 984/BREZ

987+98/LW

SQQQE@U
684/R0
777 /BCS
94843/BG
931.3“/3C3
204/pE2
1547 /BG
1553/BG
1618/BNE2
1690/ANZ
2198/BCR
2433 /8
632/8BCS
T45/BLCS
2813/pNE
2844+33,BCS
38“4060/BNE

11337AW

6“2/BCS
6867/8BNE
784/8
949/8
93{»93/352
206/3¢S
1%19/BCR
1586/BNE
1622/BF
1692/BNE
2309/8
2478 /BEZ
EagilBCS
-747/8BC
2815/
284437 ,/BCS

§134/7LW

646/BCS
693/8
798 /BCS
972/BCS
1128/BIF
1313/58L
1630 /BEZ
156“/56
1634/BL2
1698 /8NE
2319/BNE
2486/BNE
geagxacs
750/8G
2817/8cS
2R4uekp /B



KEYERR1
_ 359«Eqy
KEYINA
230+ 188«CwW
KEYINBUF
91+33/REF
2495/sTM
KEYING
P27«TEXT
KEYINR
84/DEF
717021/!P50
980/8
211/L!
2803/8
2699/8
KEYIN20O
2300+181°L!
KEYN
3=EQU

206°EQU

85/DEF
1312/MTW
2748/ W
KFLAGS
23040~EQU
KFLUSH
91 154/REF
KFRMCG
91+85/REF
KFRMGFC
91¢856/REF

KFFFF
KFL.

KFQ
204«EQy
KF9

IrTr46/ped
23n9190/B0R

220924/DATA
25793/.8

764 /CD
234%174/BE

/BCR
97 ogﬁfa

1245/8
228%/8
2700/8
2496/8
4/DgF
1243/L1
2a0v427EQV
1553/MTHW
233/8TW
28,4945/A!
290088/K1TV
24387/A1
1324/ 1

2108/8

230+173/CB

367EQU

804/BCR
987¢58/8

1270/8
2359/8
2728/8

1264711
338/57Tw
1563/MTW

276/LW

1332/¢1

2199/n

987+ 100/LB

59,/8
ig8/BCR
987.?09/5
1702/p
2458/
2732/8

678/LW
2064/MTH

323/8TW

2454 /B

1132701

697/B
818/8
987116/

1800/m0R

2505041 /L1
2790/

681/LW
2298 /LW

339/8TW

2569/8E7

1136/L8

670/8

/8
115 /8
1807/8
2598/8
2826/8B

788/L W
23g4/LW

10
2595/;1

114873578

747/8
985/B
1189/,8
1812,L1
2686 /8B

1307 /MTW
PI4E /LW



208«EQy
K1ABBRY
230 75/K1TV
K1ANSM
230276/KITV
KI1ANSS
230, 100/K1TV
K1ANSS
230277/K1TV
KIDATE
230:78/K1TV
KIDEL
91+87/REF
KIDELTY
230:81/KITV
KIDIS
91158 REF
K1DL
230+21/GEN
K1ERRER
230:84/K1TV
K IERRBR1
607+15/8
KI1ER12
681eCH
K1ERy3
553=BDR
KIER1S
649/BNEZ
K1FDBWN
230.118/K17TV
KIFLUSH
23087/K1TV
KIFi
284439/
K1GB
903/,8

1340/¢!
2340113/K1TV
1409%EQU
23M0103/K1TV
1395~EQV
220¢79/K1TV
230¢80/K1TY
7172¢EQV
230+83/K1Ty
220029°EQV
220¢88/K1TY
622/8
653/8DR

652/BE

833%E0QU
28440 2%EQV
2844041%. B

922RES

610=EQU

1423EQU

1247-EQU

230037/EQU
626-20”
638=EQ,

658/BE

6&1IEQU

Ta4/8B

11



K1GBUP
23098/K1TV
K1GDOWN
230096/K1TV
K1GJ8B
230089/K1TV
K13J6B1
756«BS
K1G6J8B2
774=C1
K1GJ6B3
782/BE
K1GJOB4
772/BE
K1GJ8BS
769/BE
K]GJBB6
'789/B
K1GJ68B7
R09/BCS
K1GUP
230+97/K1TV
K161
943¢1/REZ
KIWEAD
230'90/KITV

KIm2
987102 /BE
K1JMPTBL
QSOQSQ/DEF
KIMBUNT
230093/KITV
KIMBUNTZ
1408/8B
K IMVMWDR

892+EQV
R67=EQV
T42°EQV

801/8B
785+EGQV
793EQV
802+EQV
805eSTCF
812/8BCS
907%EQV
951 e1"STW
9R7+63°EQV
987+105/B1R
987¢106%A!
230°*52CSECT
L437=EQV
1419/8

800/BE

81a=BAL

230'64/USECT

1433/B

230¢189/RE

1447/8

14467=RES

12



987+89/p
K INGHDR
987+85/B
K1eUTPUT
230:99/KITV
KIPL
230.20-EQU
KIPR1
91 +59/REF
KIRADLIST
230.101/K1TY
KIRCN
226003450
KI1RCNY
2260+33 /8BCR
KIRCN2
226(0*DATA
KIREQR
2300 104/KITV
K 1REGBF
2255«GEN
K IREQBX
, 2200/Lw
KIREGBLK
2201/STwW
KIREQGDCH
2247=EQUY
KIREGDD
2241 TEXT
KIREGF IL
2260+25=LW
KIREGNDD
2067/BNEZ
KIREGNDS
1695/BE2Z
KIREGQSV
2259« TEXT

Ir7e%% 1

9r7¢95/BE
2806*EQV

23n2179/LM

2300 102/K1TV

2270"RES
2260436/BDR
2240s41 /BCR
2260042/ AW
2051 *RES
2240929/AWM
2257#GEN
2254%GEN
2258/GEN
2260037/AWM
22609+28/BIR
2176°RES
1700/B1R
2240.81/LM

987eq13"L1!

226024 4=RES

2260043/8TW

2196~L1

13



KIREQT1
2243« TEXT
KIREQT2
2245« TEXT
KIREG111
2201/5Ty
226047 /STW
KIREQS
p258+GEN
IRQUE
2200el W
KIRGUEL
EEOQQBAL
KISCRTH
230¢107/KITV
KISEND
230.108/K1TV
KISTART
230.105/K1TV
KISTSY
2300 109/K1TY
KISTSYOQ
2481-LB
K18TSY1L
2484w=RpR
K18TSY2
2483 /BE
K1STV1
98742/BE
KisTVe
987249/
K181
987438 ,BNE
K1TBL
230 49/DEF
KITIME
230¢111/K1TV

2240+52/STM

22640047/STW

2240TEXT
2260¢52/8TM

2240v22/LW
2240046/BE
2260+49/8¢S
1451 =EQV
982«EQV
230¢110/K1TV
2467°EQYV
2484/BDR
2501/8¢R
2498+=.8B
987 «53EQUV
IRTe57=EQU
987 40"C1
220°5¢*CSECT

23M0112/K1TV

2258 /GEN 2260023/, W

2260¢53/B

706*EQU

2505/8

230162/USFCT  2300188/CW

1227=EQU

2260029 /AWM

2260037/AuM

14

22400 43/STy



KITV

230257 «CNAME

KMAXKIFL
230 44=EQU
KMCSEND
230.92/K1TV
KMCSEND1
1135«EQU
KMCSEND2
1138/BE
KN10
209«EQy
KN18
210%EQU
KNG
207«EQU
KNS
Ro3vEQV
K8BF
230+94/KITV
K88N
230+95/K1TV
KBSTBP
91160/REF
KOUTSTEBP
2811/8BE

86/DEF
319/57W
763/55
1309/l W
1592/ W
2404/L W
2744 /LW
2832/LW

KRBBCST
2300 120/K1TV

KPLB

3z4/L1
1119EGQV
1140/8
1141EQV
1310/8. 8
1305/SLS

132%/8L0
582%EQV
596°EQV

2841/Al

2829=EQV

230943"EQV

320/5TW
778/ W

1315/LW
2069/LW

2416/ W

2751/Lw

2833/LwW

2509vEQY

230 45/7EQU

9;2/Lw
7/\M
1323/LW
2139/LW
2421/L.w
2767/Lw

2844934/l W

230e18s/L W
373/LN
27/ W
1326/STW
2343/ W
2541/ w
2768/1.W
2844035/ W

2300191 /LW

687/LW

87435/ W

1461 /LW
2344 /LW
2633/ w
2779 /,Lw

2300192/LNW
8/LW
1?91/Lw
1837/LW

2376/STW
2634/ W

2780/l w

15

318/STW
762/LW

1304/ W

1866 /LW
2382/L.1
2783/ W

2809 /Lw



KRBCAM
230s121/K1TV
KRBDCK
2539«EQU
KRBDCT
2549/8AL
KRBOCT!
2642+CLM
KRBD1SC
2300122/K1TV
KRBDNCK
2455«EGQUY
KRBROS1
2687 /BAL
KrBDS2
2707/BANZ
KRBDX
2682/8
KRBLAG
230+ 123/K1TY
KRBLSN
2771/BE
KRBLVN
2774/8
KRBMY
2525/BNE
KRBMVO
2505+26/8A
KRBMy1
237%«LB
KRBMy2
2%577/8BE
KRBMV4
2554/L1
KRBS

230.124/K1TV
KRBSC

2791=EQV
2769/BAlL
2630%EQV

2692*EQV
2726/8A
2698/BAL
2711%EQV
2697°EQV
2764=EQV
2775=EQV
2782~EQV

2554~L!
2387«EQY
2886/BLE
2S87+EQV
2571/C1
2717-EQV

2679/BAL

2733/BAL
2703-E0Qy

2589eL1

2693/BAL

2721 /BAL

16



2528+11/8
KRBSEND
230125/K1TV
KRBSPN
2646/8AL
KRBSPN1
s 2649 /pNE
KRBSPNZ .
2867*CW
KRBSWIY
230.126/K1TV
KRBS1
2720/8E
KRBWSN
2637/BNE
KREX
230.127/K1TV

KRBX1
387 /8NEZ

KSCPY
2300106/K1TV

KsCPUL

11710 W
KsCPU2
1170701
e
“sec 87/DEF
KXCPY

2300 114/KITV
KXcPyU2

2548wEQY
2829=EQV
2664°EQV
2651/BEZ
2671/BDR
2740%EQN
2729=EQu
2645°EQV
2674=EQV
2678/BE

1154EQV
1208/8AL

1477e4EQV

2441°EQV
1191+EQV

121108 " 0

121193~DI1SABLE 1»1844/BDR

88“/BAL
KxerPus
K0 ,
197«EQy
K1

198«=EQU

322/.1
2347A1

2793/8

2685/BAL 2734 /BAL
2671*BDR 2688/p
2683-EQU

2527/8 avey/s!

2689 /p

2844/8

2734/8

2844¢01/B

17

2735/8



K2

199«EQU
Ks

20Q~EQU
K8

201%EQU
L

1462/CW

LBIUN
91¢61/8REF

23063« TEXT
LIPBIT
91¢152/8REF
LNSL
91+62/SREF
L8cC
230 ¢48«EQU
LacK
1596/BE
LPART
91 +63/REF
LSERIAL
91 +64/REF
MAP
717+21/tP8D
M,aekK
ASTS 91,65 /RgF
216+7/EQU
MASTER
717.21/71P8D
MAXDAYVaAL
1262/.1
MAXG
91+66 /REF
MAXMRVAL
1237701

2667LC1

2704741

2309130/USECT
1686RES
650/L1
1575/LB

216,1/QV
P16+8/7EQV

127510ATA
656/L1
1272«DATA

2785/L.1

948¢2/C1

1629/L8

R16,2/E0U
844458701

690 /L1

1624711

216,3/¢0U

216,4/g0U

216,5/p0U

18

A16,6/8QU



MAXMINV:;41/LI
MAXManﬁgsa/Lt
MAXYRVA%Es?lLI
Masan#91.67/REF

1906/LW

MCFC

MING 91+68/REF
‘ R

"NTSe 1536/BDR

MADE2

MPBITYS

91+69/SREF

46°SET
MSGT 1987/LW
HSMDAIZ#&-7/MH
MXSYRM51'7O/REF
"ie 2169 1EQY
M2

M2&

216e2°EQVY

216«5«EQy
" 216¢3EQU
" 21504«EQU
NDD

NEWQ

91171/REF

1273«DATA
1274DATA
1276%DATA
1624/
2043°GEN
662/CI
1543/81,

1969+GEN

1245049GEN

2316/C!
1949/¢cw
1802/AND

1488/BAk

856/C1
1550/8

1503/BAL

1562«QU

19



91 ¢72/REF
NKEYINS
2300¢129#EGY
NK 10L
230+21/GEN
NABRANCH
2230418

NBcC .
1904/8BCR
N8 I1DPUR
1619/8BE
NOTBLP
1540=EQU
NBTUNIQUE
1310701
NaTvelLl
1918/RNE
NOUNTSW
1497/BNE
NSCPU
381/L1
NUM
230:%9/SEY
NXKICHR
88/D¢F

NXKICHR2
275/8NE
NXKICHMR3
282«EQU
NXKICHR31
285«A1
NXK]CHRI2
287w.C!
NXKICHRY
266eLC!
NXK]CHRS
264/BL

1150/BAlL 2015/BA(
23A0187/L1
230+37°EGQV
121141700
1912«EQV

1677=LK

1815« TEXTC

1924~EQU

1512°EQV

1166711 1175/CY

248°EQV 2769 1/BE?
279%EQU
286/BDR

272/BE€ 284/BE
268%RES

1203711

326/RAL

2364/BAL

2373/BAL

20



8ADBIT
91+153/SREF
8CPCK
BCP1B
91+73/SREF
ACPTYP
91 +74/SREF
B8COUEUE
91175/REF
BFFBIT
91¢154/8REF
BHINM
91+76/REF
PLBIMIN
9177 /RgF
pLWISID
91+78/REF
PASTAPE
1902/BAL
PASTAPE]
1911/BAL
PREMBUNT
1588/BNE
PUBLK
1594/BE
QUEVE
91+79/REF
RADIST
91+8Q/REF
RASIDOL
91181/SREF
RATIDCT4
91+82/REF
RBIFLAG
91+ 155/8REF
2789/87S

2681 /L1
2419/BaAL
2458/L1
2462/C1
362/BAb
886/11
2306/CH
1625/.B
681/CH
1935/8BAL
2003=EQU
1505uRgS
1623~RES
2202/Bak
2284/STW
1130/AND
1634/BAL
2661/S7S

2684 /L1

2487=EQU

814/BAL

2521/L1

1937/BAL

2232/BAL
2706/CW

2723,L.1

1813/8
2675/

1939/8AL

27087878

2730 L1

1963/8AL
2680/1.?

1941 /BAL

2742/871S

2723/01

1996#EQU

2724/CH

21

2730/L1

p786/CW



RRBIID
914186 /REF
RBCODE
78«SET
Egss.a/oa
RBDIWS
91157 /SREF
RBLIMS
91+158/REF
RAXBIYT
I91.159/SREF
ROILBL
1896/8GE
READTAPE
191%5/BAL
REAVR
: 1900=FQU
REEL#
: 1531+4/8
REQSRS ;
2086 /BE
REGTY
2073/BE
REGTY1
€ 209701
REGYY2
2098/BE
REST
1569=LW
RESTIO
£ 1572w
REST20
1573 /BNE
REST3
° 1576/BE2
RMB
91183/REF

2550/,M7T8
9,0145%/00

2648,/CD
2359/CLM
2681/L.1
19461
1948/BAk
l932/8
1587/ ANG2
2090"L8
2082/BE
2104/BIR
2101/BNE
1696/BAL
1573/8pR
1579=BDR
1584 ~CB
25A5+42/8

2650 /MTR
R3p*119/08

2788 ,STD
2500/CLM
26847L1
20058-E0U
1561/8

2098l 1

2103#A1

2591/8BLF2

885/D8 2349/D80
abhp/seLM 2666 /LW
2696701

1565*EQy
2593/RG 2597/8

2499/D8

2667/CW

2e

2507/08



RSERIAL
94 184 REF
RO
S52«EQU
715/1.1
987+101 /¢!
123711
1267701
1298/L1
S1aUAILS
91185/REF
SICUN
91 +86/REgF
SigJOBACN
91+87/REF
S1GJBBYBL
91+88/RefF
S1gUALS
91+89/REF
SIMBSF
91 90/RgF
S1MpKyN
91491 /SREF
SINUMC
23089/SET
S18UALS
91°92/REF
Sp1G,JBBUN
911+93/REF
SBSINI;
1

SgiIRTY

9195/REF
SBISTATE

9196 /8REF
SCNTXT

94 +97/REF

vJ4/gREF

1881 /,CB
23/0179/LM

. 766/8LD
98%¢103/STB

1241 /L1
1300/ PUSH
1949/CW
880/8TW
2008/ W
700/CD
693/€D
943/AW
2234/gTW

1186/MTW

879/g7TW
657/C8B
1181/L8

2030/LB

2844+55/LK

2300 180n/STM

767/S7TR
987.114/ 1

124404 /L8
1303/PULL
201y/LW

S40/LW

1220 /MTwW

243/LW
702/LB
1184/8y8

324/0.1
770/PUSH
987.118/878

124408 /A1
133p7PULL

201g/CW

950/STW

95101 /gTW

1213/ 8

328/BDR
786/PULL
1136/, 8
124406 /AW
1544/L8

1216/g%B

335/8R
9R7 e 44/LD
1137/¢!
1288,L.1
1548/AND

23

344 /LC
9n7,100/LB
1168/878
iﬂﬁE/LI
1846/C1



sesvlag!
9198 /REF
SEP10
15258
seP2o

1626/BEZ
SETNEW
1675/8
SGCQ
91+99/REF

sGCR2
91+160/REF
SHIRBCY
91+100/REF
SHIRGCU
91101 /REF
SHjRNM
91+ 102/REF
SHIRBCU
91+103/REF
SHIRYTBY
91 ¢« 104 /REF
SIXPACK
91+ 10%9/REF
SKEYIN
1463/BNE
SKgYIN2
2360°EQy
2409 /BCS
SKFCK
2354/BAL
SKFF
2400/B
SKFW
2402«BAL
SKF®

240178

2844+59/CS
1632/BDR
1631eA1
1684/BGE
2453/B8Ak
2762/8
1655/SH
1656/gm
781/CH
1654/SH
1653/ 1
1559/8Ak
2300/BNE

2365/B¢S
2411 /86

2363*EQV
2414=EQV

241 8=EQV

1684/8

2594/BAL

1670/Myw

2088/CH

1920/BAL
2302/BNF

2379/8BNE
2427 /8

2425/BAL

17%9/8

2233/MTH

2330eEQU

2381/R/¢S
2459 REZ

1784 /8BDR

2386/8 E2
2463 /BNE

17941

23R8/8B6G

2391 /8NE



SxFRM
2355/8
sKFRMY
2399=3
SKFRM2
2424 /BNE
SKFSEY
2372=EQU
$KF1
2407/8
SKIN
2300195 ,BE
SKINg
2328/B
Sk IN2
2314-BpR
SkIN3
2315,8
sMUlsS
91+ 106/REF
SNDDX
91+107/REF
SNDGFC
91+.161/REF
SNULL
91s108/REF
seLICIY
91+109/REF
1385/M78
SReMAVR
1621 /8
SSTATY
91¢110/REF
STARTSKEYIN
49/8
STARTBIT
1183/A1

2395°EQV
2426/B
2429EQV
2403/BAL
2413/8
2287eEQV
2345%EQV
2321/8
2317,8LE
848/L1
2311/L8
2547/1.1
853/C!
1S00/M7B

1741 =RES
594 /M7
23n1132°RES

2415/BAL
2417/8

P322«EQU
946/C1

2320/L8

1529/MTR

606/STH

3016/END

2420/8BAL
24229EQy

a477/L1

1607/.8

2480/L8

1647/1B

2498718

1780/S7T8

25

1795/878



STRITYP

91+111 /REF
STBPBIT

1215/7A1

eVIRg§1Z

91+112/REF
SWITGFC

91+162/REF
sYMCOM

91+113/REF
SYMTABCK

91¢114/REF
SYMX

91¢115/REF
SYSACCT

91¢116/REF
SYSTRY

91+ 117/REF

8759
1128/B1IF

T!BTSCHED

91¢118/RgF
TIDELUS

91+ 119/REF
T1GJOBR

91+120/REF
TIGJEBSTRT

912121 /REF
TIRVE

91+122/REF
TBIFLGS

91e124/REF
TBIF|.GS1

91+123/REF
TIME

91+125/REF
TP1GEBN

2312/CB

27981 /11
2760/A!
2358/8Ak
2431/BAL
2481/L8

679/L.D
22544/8B

716/Bab
369/B
787/8BAb
803/BAL
669/Bak
2091/LC
1977/ ¢
1239/STH

1631/a1

2834/BAL

2844052/LB

1211¢2/STW

98745 /BAL
860/8BaL
2194/LC

12447578

208301/ 1

2844¢38/BAL

1188/BAL

124404 /LB

1223 /RAL

2505+37/LW

26



98744 /1D
TSERIAL
91¢126/REF
YSTACK
230°176/LNW
TXMEBSE
90/DEF

TXTGO

230«TEXT
TXTSTOP

229« TEXT
TYPERR

1583+BAL

TYPMNSZ
91+127/REF

T1
124494 B
uBtUSs
91+128/REF
URIFLG2
91+129/REF
UXsJdir
91+ 130/REF

VERB
216+ 18«EQU

veLil
1917/¢W

WAKEUP
91+131/REF

WK
717.21/1PSD

230,56.5¢T
XCF

XF

221wpATA
2160 79EQU

9R7e61*TEXTC
1569/LW
246p0/LW*
228 TEXTC
2812/CW
2810/CW
1763/BNE
2305/L.1
1244,8/BIR
85478
2822/H
2003/L8AD
1527/CW
2048« TEXT
1774/8Ak

2?0.56QSET

11737AN0O

1872/CW 1627/¢cW
2776/P8W 2778/PLW
1187/LD 1222/1.0
2824/87TH
1798/BAL

230,66/SgT 230,129/p0U

27



XFC
91+132/REF
XFF
215e6«EQU
XFF0AOQQ
1394 /6R
XF?
222=DATA
X0
91.133/REF
X1000FFFF
91+ 134/REF
X30
218«DATA
X7FF
216¢8EQU
Xg0
21629#EQU
Xx88
2048«DATA
Y
230'59=SET
YCIFF
216+17=pATA
YCBFF
R19=DATA
YFFFF
91+ 135/REF
Y000A
91136 /REF
Yo1i
216116=EQU
Yo4
216+15=EQy
YOé
91+137/REF
Yo7

1182/AND
1337/AND
2047=pATA

2240+11/MBS
1620/AND
1545/AND

2240031/AND
2823/0R

230°607ERRBR

1612/¢cw

364/LW
1938/ w
1936/LW

12147AND

230061/Ger0

1766/Cw

1940/ W

1888/¢ru

28



91«138/REF
Yo8
216 14=EQU

Y1
Y18

21613~EqQy

91+139/REF
ye

216+12%EQy

91e14Q/REF

Y3

Yo
216+11°EQU

£
216+10=EQV
ZAPLO
B50«EQy
2AP20
854/BE
1AL
2260+60/B¢S
1A2
2260+59= C
{MIN
91+141/REF
2941CO8DE
77«SET
$PEND
230+61/G8TH
1L8BL
1952/¢W

1934/LW
216418/EQV
14647 W
2217/Cw
1404/ W
1418/LW
14327LW
335/8R
864/8pR
857/BLE
2240062/BAZ
2240+68/BLE

12449 10/8W

220+ 67*PEND

2046mTEXY

1901/LW
1524 /Cw
2260'10/8R
1541/CwW
1921/LW
1498/CW
1671/8R

863*EQU

2260264 /BNE

1997 /LW
1531e2/¢0W

1679/¢W

151 4/CW

2260¢66mAl

2018/CW
160%/¢cw

1747 /¢cW

29

1910/ W



o1

1

AL
i
e
3
4
8
6
7
8

2

SEP 08, '7x

01 00040

30

*Ma KEYN DRIVER MBDULE FBR KEYIN BVERLAY
»
KEwN EQy L]

DEF KEYN MBDULE B1AS
L E T Y Y Y RS2SR YT ALSZAZISS Y AT YRS YL ST S E R R S L 222 & 2 ]
“Pa NAME' ¢ KEYN
*Py .
“pa pURPBSES T8 pRAVIDE A DRIVER pBR ALL SpERATOR KEyINS,
Py «
*Pa DeSCRIPTIBNT tHE KEYIN L8AD MBDULE (BF WWICM KgYN 18 THE MAIN
*Pa MBDULE) EXISTS AS A MBNITER OVER(AY AgTHQgQH 1y
Py EXECUTES AS A GWOSY U8B (USER #1i). DEPRESSING THE
“Py BPERATBR'S CONSBLE INTERRUPY GENERATES A X!BD?
*pa INTERRUPT, CONTRBL pASSES TO BCINT (IN 18g) LHERE A
*Py WRITE REGUEST IS QUEUED FBR THE BPERATBR'S CANSOLE
%Py CONSISTING BF TWB CHARACYERSY IN/L',' v, THIS IS
*Ps FOLLOWED BY A REAp REOUESY 6F 72 CHWARACTERs INT®
P, KEYINBUF WITH ENDeACTION, AN ]/8 INTERRUPY 18
Py GENERATED WHEN THE APERATBR TERMINIATES H1S INPUT WIT
Py A 'N/L' CHARACTER, TYHE gNDeACTIAN ROUTINE vHgN CakLS
*py TIGJORSTRT FBR KEYIN ON ALL OPERATER KeYINS gXCEPT
*Pu THBSE 8F vHg FORM1 YYNDD,X (TMgSE ARE WANDLgD DIRgCT
*Pe LY BY 18@)¢
Py S
.:, KEYIN ALS8 HANDLES TApE AND pAeK AVRIINge THIS 18
*Pe INDICATED BY I8Q PUTTING TWE DCT INDEX 8F 7THR INTERRU
*Py DRIVE IN AVRDCT (IN TABLES).
“Py _
*pe THE KEyIN GHBST BB BEGINS EXEcyTION (yASTER/MAPPED)
*Py AT Ti8V WITH A REQUESY T8 ABSBCIATE THE KEYIN BVERLAY
*Pu AS THE RESUULT OF SpgClalL PROCESSING IN THg SWAPPER
*Py WHICH SETS UP KpYIN'S INITIAL TSTACK gNVIRONMENT,
*Py . ‘
i ALL KEYINS ARE WANDUED IN THE xEyN MBDULE ExceEpT THE
*Ps FOLLOWING, o
Py DeLETE WANDLED BY DgLPR1
P PRIO MANDLED BY DgLPRY"



WOt 17342 SEp 08 '7% 31

32 sPe FARM HANDLED BY DELPRY

40 *Pe DISPLAY  HANDLED BY DISPLAY

“1 *Py

42 *py REFERENCE! rpeVv UpERATIONS REFERENeE MANUAL

%3 LE T ER Y I Y YA A AN T YR AR A2 XL ¥ Y Y YT Y I ES T I X T R TR Y R YRR X X
') »

45 000000641 ANSPRBEC SET {

46 00000001 MPRITS  SET 1

47 SYSTEM  UTS

49 01 60000 48000014 B STARTGKEYIN



01

17342
£0
51
ge
53
54
55
86
57
58
89
&0
61
62
63
64
65
66
67
68
69
70
71
72
73
74
78

SEP 082 '78

00000040
00000041
000000A2
00000043
00000004
000000a5
00000006
000000A7
00000048
00000049
0000004A
000000aB
0000004C
00000040
000000nt
0000004
00000008
00000009
000000nA
00000068
000000aF
00000040
000000AE
000000aF

PAGF

Enu
EQu
SET
EQU
EQU
EoU
EQU
EQU
EQU
EQU
EQU
EQU
EQU
EQU
EQU
ENU
EQU
EQU
EQU
EQU
EQU
EQU
EQU
EQU

SyMBBLIC REGISTER DEfp18,

e DWBNOALF WSO

o s)



Hot

17842 SEP 08s '7%
76

77 000000A1
78 00000001

PaA
2741Ceng sSkEY

RBeBDE

GF
SFY

SET FBR 2741 CapAplllTYy
SeT TO ZeR® FOR NB RB CODe

33



w01

17142
79
&2

&3
8
&6
&7

88
20

SEP 08,

'75

PAGE
oeF
DeF
DgF

DEF
DEF
DeF
DeF

GKIFLD
KEYERR
KEYINR
KFL
KPLB
KSGCo
NXK1EMR
TXMBOSE

34

SligR TR ACQUIRE NEXT (EYIN FIELD
COMMEN KEYIN ERROR EXIT

COMMEN KEYIN NARMAL EXIT
DISPLACEMENT T8 FIglD LENGYN IN KPL
DISPLACEMENT T8 BUFFER IN kpl
CAMMBN RBUTINE T8 INTFRFACE T8 sGCQ
SUBR 8 OBTAIN NgXY CHWAR IN KEYINBU
TEXTC 'MABSE!



w01 17142 oEp 082 178 35

91 PAGE ;
1% REF ACNCFU TH DERIyE PACK STATUS (REMUEST)
2% REF ANSFLGS FAR (ANSM1/1ANSST KEYINS
3 REF ANSPRT FAR 'ANSM!/IANSS! KEYINS
bo RgF ASP IN RpSOURCE ALLBCATIEN FER PUBLIC MBUN
g* RegF AVRDCY DEr INDEX FOR AVR PRBCESS
0% RgF AVRFLGS SgT CoDp CONVERSIBN IN AVR
g ReF AVRFNMT FAR 'ANSM!/'ANSS' KgYINS
8 RFF AVRID usEr Ip Fer MAuNT PrRecEss
9« REF AVRNBU PEVICE USAGE FBR MBUNT pRBCESS
10% REF AVRTBL DATA FAR MOUNT PROCESS
1¢ REF AVRTBLSIZ DATA FBR MBUNT PRBCESS
2+ ReF AVRTBLNE DavAa FAR MBUNT PRACESS |
13 ReF BATAPE T8 CONVERT DCTX T8 AVR INDgX
14 RpF BGRCFU t® DERIVE PACK STATUS (RgQUEST)
15¢ ReF BL ANK ZAPPgR FBR KiPL BUFFgR
16+ REp rRTY31780 BT MASKS
17+ REF cénsn INITIALIZED BY 1TIME1 KEYIN
18% RgF cFUStZE T8 DgRIVg PACK STATUS (RgnUEST)
19+ SREF cec T8 DETERMINE IF T/8 SYSTEM
20« SRgF CoCngABL T8 PaSS 'SEND! Mgs$AGEp 18 UsgR
21 SREFR coceNagyL TA pASS (1SEND! MESSAGF YA _SER
22% SREF COCMESS TR PASS 1SEND) MESSAGE T8 USER
234 SREF cecaTv TA PASS SEND1 MESSAGE 7O USER
24 SRgF ceCseNDdX T8 PASE I1SEND!? "ESSAGE T8 usER
25# SREF CaCTERM Ta PASS 'SEND' MESSAGE Ta USER
26% SREfF cpos T® pASS !SEND! MESSAGE T8 USER
27 REF CTRIG Te RETRY A KEYIN
2g* ReF cvsysiD T8 CovgRy gBCDIC SYSID 18 WpX
29* ReF DATE INTTIALTZED BY 'DAYE!' KEYIN
30+ REF pcTstz2 Te sCAN 0CT TaBLEs
KEE REp BT DATA g8R DISMOUNT MESSAGE _
32+ REF DCT1e T8 DERIVE/VALIDATE 1YYNDDy ADDRESSE
33 RgF DCT3 T8 CHECK FBR PARTITIBNED RB DEVICE
4% ReF DCT, FBR VARISUS DgVICEWTYPE CHMECKS
ase REF DECONyY T8 CONVERT EBCDIC # TO BINARY

36¢ REF DEVEK T8 CONVERT DEV ADR T& DCTX



17142

374
38
39*
40O»
biw
hew
43
4o
45"
46»
47
48*
49*
50«
Ele
5a*
B3«
S e
B8
B6*
B7»
L1-R
59%
60»
6le
Y-
63
64 %
65«
66*
674
68+
69
70+
71l
72*
73+

REF
REF
ReF
REF
REF
SREF
REP
REF
ReF
REF
REP
REF
RgF
REF
REF
REF
ReF
REF
ReF
ReF
REF
REF
RegF
REF
SREF
SREF
RegF
REF
REF
REF
RFF
REF
SREF
RgF
ReF
RpF

SrEF

010

DOUBLEZERS

ELABRT
EICRK
E1ERR
ECHACR2
ERRL8qg
FCMC
GETUSER#
GMB
GBODNgG?Y
HEXCK
HOWALSB
JIBASF
JICCBUF
JIJIT
KgY gNRUF
KFLUSH
KFRMCG
KFRMGFC
DEL
<I3%s
KIPR]
KesTaP
LBIUN
LNBL
LPARY
LSERTAL
MASKS
MAXG
MBgaP#
MINgG
mM8DE2
MXSTRM
NDD
NEWQ
acP10

_ 36
INTTIALTIZED BY 'D1AGY KEYIN
USED AE ZAPPER .
EVENT REPBRYED VIA 'Xt KpYIN
EVENT REPBRTED VIA 'INT! KEYIN
EVENT REPBRTED yl1A (E1 xEVYIN
Te PASS !'SEND! MESSAGE T8 USER
CALLED viIA tERSEND! KEYIN
SET CODE CONVERSION BRDER CHDE
T®e DeRive USER # GIVEN A 8Ysl!D

Yo 8BYain MisC BUFFERg

INITIALIZED vIA 'ZAp!' KEyIN

T CONVERY EBCHIC CHAnAcrsR T8 MWEX
RpSBURCE ALLOCATION FBR PUBLCIC MBUN
BUFFER FAR AVR READS

USED AS TEMP DATA AREA By aAyR

STARY 8F JIT

LaCaTioN OF BPgRATOR'g KeYin

GHBST FUNCTIBN €8DE3 plUSH aUTpUT
CALLED T8 PRBCESS SYMRIBNT FORMLCHG
GHAST FUNCTION CBDg t FBRMg CHG

T8 Pnecssg 'DELETE' KgYIN

TS PRBCESS 1DISPLAY! KEYIN

T8 PROCESS 'PRYBRITY! KEYIN

GuesT FUNCTION CODE 1 BUTPUT 3TeP
T DERIyE LINE # FRGM GIyeN SYSID
Te DER!vg 4 8F CBC LINE TABLES

v DgRIVy # 8F BATCH PARTITIENS
MaUNY RESBURCEZEXCLUSIVE CwWECK
MASKS

1) Dznrv: # OF POSSIBIE ACT GHBSTS
MaUNT 'PUBLIC! EXCLUSIVE CWECK

TR pRBTECT KEyINs ALLBCAT, g RpgAT
T PASS 1SEND' MESSAGE T8 USER

FBR SCANNING SYMBIBNT TABIgS

T® DERIVe DCTX

Uggh BY 'MCSEND!' & AVR PRACESS

YA DETERMINE 1f 8cP SUPPBRT IS INCL



17142

T4
78
764
77
78+
79+
g0*
81+
8%
a3*
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a51E00014
4AB000S0
~9800066

421g000g
22300034
31160000
68360000
AW3 0
32288885
223E0006

72100001
2110002
48300468
48000066

»x >

x >»

>P> > PXX >

A
A
o2
03

> > > >

KEYIN2n

*

KEyINA

LY127
XWa7
BNEZ
L1s1
CR»1¢
BE

BUMP

LWsR?
AlsR?
Lc!
LMsRO
STM.RO
L1sRy
STW,R1
AL sSR4
BCSaR

LW,R1
Ly,R3
cwe R
BE
BDR,R3
LW,R2
LwaR3
LBaRY
C1,R1
BE

B

0 .
AVRDCY
AVR
kCREY
KEYINBUF
KEYINR
18Rt

TSTACK
L ¥4

8

KIPL
0aR7

0

KCCP,R7
gk IFLD
KEYERR

NKgYINS
kITRL,R3
K1.JMPTBLIR3
KEYINA
KPLB,RY?
KPLB#12R7
Ry

'S’

SKIN

KEYERR

49
IF AyR, DO® 1T AND RESET FlLag

Mavg PARAMETER
LIST T8 TSTALK

SET CUR CHAR PBSTION « O
GET {ST FIELD BF KEyIN
CHECK IF A LEGAL FIELD

(R1) = 18T 4 CHAR 8F FIlgLD
(R3) = NB, OF KgYINS

GO YO APPRBPRIATE ROBUTINE

CHECK IF SYMBIBNT KEYIN



MO1 17142 gEP 08, '7& 50

197« PAGE v
232 o1 Ao036 F5840007 A GKiFLDY STBLSR1 LR7,Rp CHAR T8 BFR
233 1 58 37 35858882 A STWsSRy KFLAGS,R7 BUNK ACTIVE
234 1 n003g 20200001 A Al1,R2 K1
248 01 0003° NXKICHR EQU $
2%0 FREBERRBRRRBERRRRB R R R BB RN ERRRRRRRRBRBBRPBRRRRRRRRERRBRRBRRERB RN RN R
281 Py NAME $ NXKICKHR
252 *pe |
283 *Fu PURPBSE| T8O BBTAIN THE NEXT CMARACTER 8F KEYIN INPUT,
254 *Fa CONDIYIBNALLY SKIPPING BLANKS, AND T8 FLAG
31 “Fu DELIMITERS,
256 *Fu
287 *F DpSCRIPTIANS RgTVRNS 70 THg CALLER THE NgXT CHARACTER IN THE
258 *Fa» KgYiNn BUFFER AND INCREMgNTS THE CURRENT CHARACTER
259 »F PESIYION IN THE KEYIN PARAMETER L1IST.
260 (XYY YRR YL L 222X XTSRS S22 SR TSYTRITL R 2SI ST IS S S SRS A A8 L AR A
1» *Da NAME ¢ NXKICHR
2% *Dn
3 *Du CaLL? BAL,8R4(R11)
bw *B*
5 #Da INPUT!  R7 & ADR BF KEYIN pARAMETER LIST
6+ *Du
7. *Dw BUTPUT; SRy (Rgy) » NEXT CHARACTER FROBM KeYIN BUFFER ngYINBUF)
g% »Du CCL = i IF THE CHMARACTER 18 A DelLIMITER
9* *Da CURRENT CHARACTER PREITION (KCCP) 1S INCRgMgNygD
10 : *D»
11+ *Ds» REGISTERS: R3 & R4 ARE VULNFRABLF
12» #Dy
13+ *Da ENVIRONMENT: MASTER/MAPPED
140 *Dw , ,
ige *Da DpSCRIPTIBN: RgTYURNS 78 THE CaLLER THE NpXT CHARACTPpR IN tHp
16+ *D» Kg*rN BUFFER AND INCREMENTS THE CURRENT CHARACTER
17+ #Dy pBSITION (KCCp) IN THE kEyIN pARAMETER [IST, sLANK
18+ *D» CHARACTERS WILL Bf SK!PPES IF KFLAGS 1S ZERS,
19; I T I P Yy e 222 S Y FYSSI AR 22 IS YRS S SR Y RS2 YIRS 2RI R 222 2 2 2 2 8 24
el *

262 0l 00039 323E0001 A LwsR3 KCCpaR7 (R3) = CUR CHAR pBSITION



w01

17142 sgp Og, '7g
263

264
265
266
567

68
269
270
271
272
273
274
275
276

1#

298
279
280
281
282
283
284
285
286
287
288
2389

01 A003A 21300048
0l n003B &910003F
0l Ao03C 22800026
01 00030 62200088
Oi 0003E FE00000

01 0003F

0l A003f A24EN003
01 A004O F2860004
01 00041 21800015
0l Aopo4e 68300030
01 00043 231E0001
01 00044 »1800040
01 60045 69300048
01 no0%é 323Ep0002
01 o047 «8300039

01 000“3
01 AoO48 r2300007
01 /0049 R24F0000
0t OOO4A

01 OQ0*A 71880000
01 00048 8300030
01 0004C 204000014
01 00040 64300044
01 0004E #2200000
01 0004F F8000008

> > > > > >>» > >

> >

2R3
BL
L1,SR1
NXKICHRy LCT
B
NXK1CHRg RES
LW R%
LB,SR1
cta8R1
BF
MTW,1
cr,sR1
BNE
L.WaR3
BF2Z

™

NXk1CHR2 gnU
LRsR3
LWsR%&

Nxx 1CHR3 EnU

Rk Cg)SRl

BF

NXkICHR31 Al,R#
B8DR,R3

NXKICHR32 LCY
B

»

72
NXK1CHRE
KEBB

K8

»SRy,

0
KBUF2R?
#R4,R3
KCRET
NXKICHR&
KCCP,R7?
KBL ANK
NXK1eHRE
KFLAGS,R7
NXKTCHR

$
»R7
0,R7

$
0sRa
NXKTICHR

1
NXKI1CHR3
0

SR,

s12E oF kEvIn BUFFER
COUNT UP T8 1T

DeL1M, SET CCy

(R4) = ApR OF KEYIN B, FFER
PICK UP NEXT CHAR

CHECK Ip A CARRIAGE RETURN

SET CCP sCCP+y
CHgCK 1F CHAR 1S A BLANK

CHECK 1F BLANK 1S ACTIVE

(R3) = Nae 8F pELIM
BA(DELIMITERS)

CHECK IF CHWAR 1S A DELIMITER

NEXT INDEX
NBRMAL RETURN
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173142

290

304
305
30¢
307
308
309
310
311
312
313
314

2l
2ee
23+
24%
25+

SEP 082 75
0t 000%0

GK1FLD

52
PAGE
Eau ®

2 I I TSI S I A 2 2 P SIS 2SR R YR SR YT RSS2SR YR S 2 LR LR 4

*Fw
‘F‘
*Fy
*F »
*Fa
*E 9
*F
*F »

NAME GKIFLD
pURPASE! 18 ACQUIRE THME NEXT FIELD PRBM THE KEYIN BUFFER.

DrSCRIPTIBNS MBVES THE NEXT FigLD (<s 12 CHARACTERS) FRBM THE
KEYIN BUFFER T8 THE FIELD BUFFER 8F THE KEYIN ‘
PARAMETER LIST AND INITIALIZES THE FIELD LENGTH IN TH
KEYIN PARAMETER L1ST,

BERRRERRRR RS RRRERBRBRRREBR T RERRRERRRBRERERBERP T RERARRBRB R RPRRRT RN

GD;
GD’
*D“
ﬁD*
*De
'lpg.
#De
*Dw
OD*
*Da
*Dw
L
*Dw
*Da
08*
&D“
.D*
*Dn
*Da
ODQ
*Da
*Da»
*Dn
Ldo] ]

NAME ¢ GK1plD

calls BAL2SR4 (R11)
INPUTE Ry s ADR 8F KgYIN PaARAMgTER LIST

BUTPUT: SR1(Rg) = DELIMITER CHARACTER THAT TERMINATES FIELD
CCY =1 IF 1 » FIELD LENGTH » 12
KFL = FIELD LENGTM
KPLBs NgXy FiglD FRaM KgYINBUF, LgFr.JUsTiFreD WieH
TRAIL ING BLANKS

RpGISTERST RO THRU R2 ARE VULNERABLE
INTERFACET NxiICHR
ENVIRBNMENT; MASTER/MAPPED

DpSCRIPTIBN! MBVES THE NpxT FrelD (<= 12 CHARACTERs) FR8M THE
KeYIN BUFFER 18 THE FIELD BUFFER @F THE XgYIN
PARAMETER LIST (kpLR) ANp INITIA_ I2ES TWE ple(D LENGT
IN ThHg KEYIN PARAMETER L1STY (KFL), LEADING BLANKS AR
SUPPRESSED By SETTING KpLAGS T® ZER8® pRIBR T8 AL INg

NXKICHR ¢

Pyrr ey e TR Y FTTS LI XTSI YL LT FFFESTRFEILI ISP T IRY 2R FA L S22 L XL L L 0
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315
316
317
318
319
320
3z
32
323
324
32%
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342

ol
ol
01

ol
ol

01
o1
ol
0l
ol
ol
ol

ol

ol
ol

ol

01
ol

1
1

ol
ol

SEp 082

60050
00051
00052
50033
00054

00085
no0Se
000xy
00058
noogi
000
00058
0005C

01
60050
6005E

01
6005F

01
00060
@oo:é
88863
6006“
00065

'7%

02800000
32200000
a852E0008%
352Ep006
352E0007

2100000
251E0002
22000000
22200014
6AB00039
69800050
64000036
4800005F

00080

21200014
63300060

000sF

42000020

00060

202FFFEC
352Eo004
35150883
08800000

70200000
F 28000008

>>>» XZ

>>» >>

>>Z >>> z

»
GKIfFLD3

GK1FLD4
GK1FLDS

pPUSH
LWwasR2
STW,R2
STW.R2
STW,R2

L1,R1
STW,R1
L1,RO
L12R2
BAL s SR4
BCS,8
BDRsRQ
B

EQU
C1,R2

BNE
EQU
8R,RO
Enu
A!oRE
STWaRP
STN‘RI
PULL
Lc

B

SR4

BLANK
KPLB,RY?
KPLB§1,R7
KPLB#2aR7
k0
KFLAGS,R?7
KMAXKIFL*Y
BAKP( R
NXKI%HR
GKIFLD3
GKIFLDY
GKIFLDy

$
BAKPLB
GKIFLDS
€

Y8

]

«BAKPLB
KFL,R?Y
KFLAGS,R7
SR&

Ro

8R4

83

FriL
BUFFER
WITH BLANKS

SET BLANK NBT ACTIvE
(RO) » MAX KEYIN FIgLD LpNGyh+}

GET NExT KEYIN CHAR
BRANCH IF A DELIMITER

FIELD 1S MBRE THAN (pCHAR LONG
CHK 0 LNGTH FLD
BRANCH IF NBT

FIELD LENGTH
SET BLANK NOT ACTIVE

EXIY
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343
344
345
346
347
348
349
380
35!
3582
353
354
355

1»
2%
3
4%
B
6%
7.
8+
9
10+

11«

12«

13+

14
386
357
3axs
385
360
361
362

1*
2
3

01
01

01
o1
ol

SEP 08, '78
01 00046
60056 22100004
060067 68000069
01 00048
00068 221000023
00069 22700000
0008A «ABoo000

A
A
X

KEYERR

54
PAGE
EQu $

Y P Y TS 2 e I P P  Z A R T L Y PR S SR A2 XETYTZZTSRR Y SRS AR LS X ]

“Fu
*F
*F
.'p.";
*F .
*Fa
*F .
“Fu
*F*

NAME § KEYFRR

PURpBSE: T8 BUTPUT AN ERRBR MESSAGE BN 8C, RETRIGGER THE
CONTRSL TASK, AND EXIT,

DESCRIPTIBNS BUTPUTS EITHER 1gpM1 (1F CALL IS 18 KgYgRR) B8R
'LATER! (IF CALL fS T® KEYERR}1), REsTR1GGERS THE
CONYRBL TASK SO THE KgYIN MAY Bp Rp.TRIpD, AND gX17S
(KEYINR) T8 STEp yIaA F1OELUS | !

T I I ITIITTTRER T T R RTRR YL T YR YT T YFRIPREIrea- e e ¥ FET Y Iy yey yarparen y e L ¥

GD’
*Dy
*Da»
*Du
»Dy
QD*
*Da
*Da
#Dw
*Da
QD*
*D.
iD'

NAME KEYERR

ENTRY} KEYERRL,KEYINR

cALL? DIREeT BRANCH FBR Ex!T pRBM KEYIN OVERLAY

INTERFACE; BCQUEVEs CTRIG, TyDELUS

DESCRIPTIBN; BUTPUTS EITHER BF Tw® MESSAGES VIA BCAUEYE!R
tgMt (1F CALL IS v8 KgYgRR) @R 'LATER! (I1F €alLl 1S 78
KEYERR1)I TWE CONTRAL TASK 1S RETRIGGERED VIA A CALL

T8 CTRIG (S8 THE kEYIN MAY BE RETRIED); FINALLY,
EXIT 1S MADE BY CALLING TIDELUS,

L XY s I TS S ssA 2222 YNSRI AZSALSILIZZ SR YRR SRR IS 2L SRS RS LL R L L & 2

*

KEYERR1

L1,4 4

B s+

Enu $

L1as1 3 ' MESSAGE CBDE FBR +LATER)
LYs7 CANNED MESSAGE CBDE

0
Balsq1l BCAUEUE BUTPTUT MESSAGE

HRBURRRRRRBRRAFRBR R AP RBRRRRRBRRRERRRPRARPBRORRBERDRRRRRRD RSNy o

"By
‘0‘

MFSSAGE?! gM



HO1

17542
4%
S»
s
7

8»
*
M
11+
12«
13
14
18+
16+
363
364
368
66
67
369

SEP 082 '7x
01 6006g 22800019 N
01 nooéC 6«ABo000OD X
01 000,D
0l A00ép «8000000 X

iag
L4
*8ae

58

MEANING: UNRECOGNIZED BPERATAR KEYIN SYNTAX

ACTI8N?

REeTRY THE KEYIN

QA RBRRRB AR RRI R RGRRR R R A B R B R B R E R R R R RRRERRRRPRRBRIRBR AR R ER RN R RSBy IRD

MFSSAGE: LATER
MEANINGE pITHER THE SYSTEM 1s UNABLg T8 PRBCESS THE BPgRATER

*04

4.1
*Ba

ﬁg.
*Us
OQQ

'IB’
*Be

ACTI6N]

KEYIN AT THIS TIMp B8R, IN RESPONSE T8 A 'RgbugsT!
KEYIN, THE REQUESTEpm pyNIT 1S IN _SE,

REsTRY THE KEYIN (SPECIFYING A DIFFERENT UNTT IF THIS
WAS A 'REQUEST' KEYIN)Y,

ia*uﬁ&,&ﬁu;»*iiiiinli*’*l&‘ui*%l%tiﬁﬂi&ﬁiiﬁbg#ﬁ*ﬂi*0&*&4#*#*1%***!0****

L

»
KEYINR

Lu+8
BaLail

QU
B

v01 TRIGGER ANBTYHER CBpy

CTR1G 8F KEYIN

‘ «
TIDELUS ExIT Te STEP | RGS SELF OFF
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17342

580
582
583
584
585
586
587

58

585
590
591
592
593
594
598
596
897
598
599
600
601
602
603
604
605
606
607

SEP 082 78
01 0004E
0l A006E 73100000 X
01 0006F #800006D
01 000,40
ol doo70 22600000 A
01 00071 75600000 X
01 60072 48000060

86

PAGE
KOBF EQU $
LI R I T e A S TR A R 22X RS RSN S TR IS RSS2SR 222X YT R L AL 2 AL A
*F e NAME & K8Bp
#F ¢ ‘
L X PURPASES TO PRBCESS THE 18RBFFy KEYIN,
*Fa
*Fo DepSCRIPTIONI  INCREMENTS SSTAT,

L LI L Y 22232222  FRR XY LALIZL 22 S ST SRS NSRS AL TR AL 2 A 0 4
*

MTRs1 SSTAT

B8 KEYINR
*
*
*
K8BN EQU $
2T s T I A Y I YRR R S22 2SRRI LSRRI ZLZS NS AT L 4 L2 L 2
oFp NAME ¢ KBBN
*F» _
“Fa PURPBSE: T8 PRACESS THE 'BREN! KEYIN,
OF”Q
*Fa DESCRIPTIBNG 7ERBES SSTAT,

’ll***il’Q&ﬁ*&*i*iiiﬁiiﬂiﬂ“Qii*iﬁ**.**i*l#fiﬁl**iiil**%**iﬁﬂi!&l*******

*

L1,R6 0
S§TB,R6 SSTAY

B KEY INR
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17342
1+
-
3«
4n
B
6
7“
8&
9%

10«

11+

12#

13»

144

15+
1i
-
3

610
611
612
613
614
615
616
617
618
elo
20
21
622
623
624
625

829

628

SEP 08s '7%
01 00043
01 60073 22600000 A

01 400y, 25600000 X
01 30078 22600000 N
01 60076 «800007C

01 00077

01 00077 22400000 N
01 60078 35600000 X
01 A0079 ~800007C

01 00044

57

PAGE
ENTINY EQU L
’Qﬁl**i!*i.QQQ”**!***Q*O**G*l*Q‘ﬁl&*Qi&**iQl**‘{*ii*l#***ﬁi*&*#"i*'**
‘e NAME § ENTINY
“Fa
“F PURPBSE: T8 PROCESS THME +INT: KEYIN,
*Fa
*Fu DeSCRIPTIBNS  VALIDATES SPECIFIgD SYSID BR GHOST JBB NAME/
*Fu ACCOUNTY AND RgPeRyg AN EICBK EVENT BN THE USER?
L Yryagryggprgrgarey TR T TS T TSI AT IR AR NS YS SRS E LSS Y ALY PR L2 22 8 A
*
L1s6 0
STWa 6 JiCCBUF
L1s6 giCBK
B k JERRBRY
-
[ ]
K1ag@RT EpU 8
YY1 LISy Y I 2SS PR TS YA AL Y2 2R PRSP SLIIISES SRS YA YT S L R A2 R 0 4
*Fu NAME ! KIABBRT
*Fa
*Fe pURpBSE: TO pRBCESS THE 'ARBRY! AND X' KEYINS,
*F» .
*Fu DESCRIPTIBONG vALIDATES SPecIFlEp SySIp OR GMOST JBB NAME/
*Fe ACCBUNT AND REPBRTS AN g ABRT gVENT ON THE USER.
LYy yapregreey S L PR YT Y L FT Y YL 2 TR Y FRITLIIIIL LIRS YRR S AR XA AL S L £ 2
»
Lise FIABRY ARBRY gpVENT
STWs6 JiCeBUF
8 K1ERRBRY
‘,
*
™
KIgRRAR gAU $

TPy Tgeege X XY T TR TR T L FY Y TN Y R TR YTy Y T P YIS E YR AT TN EL L S22 S
*F u NAME § KIERRBR



HMO1 17442 SEp 082 '78
58&

629
630 iy
{ *Fu PURPBS
632 ';‘ E: 16 PRBCESS THE 1ERRBR) AND 1E1 KEYINS,
“F
623 “Fe DESCR‘PTlggéauxﬁLioeTsspspscrF:eo GYSID 8R GHBST JBB NAME/
‘e uQ»«na.onnnoaanua.,.,.,,I,.?.*55*3273 AN EV1ERR EVENT BN THé USER;
2 s NAME:  KIERRAR BARAABSIIRLAGEITARSLR SR ER S AR AR IR AR
*
;: :g: ENTRY:  KIABBRT, ENTINT
3' :g: of I KEYIN FORMAT; =e .e
*
*Du . ol
o “D* VIE || »e e
11* *Dw | » Ly 'SVSXD |
(24 *Du [ - ®|a |NAME |
120 “De I TABBRYT || INAME ACCBUNTI
1q* ’DG ' ‘x .' LA | "o
15+ *Du = . |
1o *p» FINT )
17. :g: on ow
189 INPUT:  R7 5 ADR OF KEYIN PARAM
13' :g: PLHISTD EYER L1ST
gou D s!GJaBTBL
21 0 siau8pacN
2o 0w $B§GJBBUN
23 D«
24+ Tow BUTPUT!  NBNE
25 B*
. *Ou REGISTER
53' :8‘ G St ALL ARE VULNERABLE
8 * INTERFACEY  GK1F -
29: :8' E {FLR, CVSYSID, GETUSER¥, TIRUE
» Ny 1RNOME
39: :8‘ ENV! ENTI  MASTER/MAPPED
*
DeSCRIPTIONI GKIFLD 1S CALLED 78 BBTAIN tHE SPECIF1gD SYS1D



HO1

17142
32+
33*%
34
35
i
BZQ
39
4o*
bl
42+
43
b
45
46u
635
636
637
638
639
640
641
642
643
644
645
646
647

48
680
681

682
653

i»
686
657

o1
ol

o1
ol
ol
01
ol
ol

1
i

o1
ol
0l
01
o1

o1
01

SEp 08

0007 A
Nnoo078
.01
0o007¢
ho070
0007k
0007F
60080
00081

AAOS
89852

00084
nO08S
00086
90087
N00N8s
00089

QQQSA
0008R

‘7%

22600000
35600000

0009C

331E0000
F3F00007
4ABon0S0
69800066
21800048
48300098

AAB
59888 22

23000000
6£230008f
22700000
812E0000

4830008F
A%700087

22700000
712E0000

> > xXZ

*Da
*Du
*Da
QD*
*Du
*Dax
lD.
*Dy
*D*
*Dan
*D“
#Dy
*Ds
“D*

59
B8R GWMBST JBB NAME, IF A SYSID wAS SPeCIFiIpn, CVSYSID
1S CALLEP T8 CONVERY 17 718 MEX, IF THIS IS AN 'INT!
KEYIN YHE PARTITION tABLgS AND GHBST J8R TARLES
ARE SCANNED T8 VERIFY THAT THE S¥SID BE(BNGS T2 AN
ACTiVg BAYCH B8R GMBST JBR, IF A GHOST BB NAME WAS
SPECIFIED (1F,s DelMITegR 1S A !,'), GKIFLD 15 CaALLED
AGAIN T8 BBTAIN THE ACCBUNT (IF SPECIFIED) AND THE
NAME/ACCOUNT 1S yALIDATED yIA THg gHOSY Bg 1A$L;s.
IN p1TMER CASEs GETUSERy 18 CALLED T6 CaNvgRr THE
SYSID t8 A USgR # AND tvtRUp 1S CallgD 18 RgPBRT BNp 6
THE FeLLOWING EVENTg!

EIERR  (IF 'ERRBRI/'E! KEYIN)
EIABRT (IF +ARBRT /X' KEYIN)
giCBK  (IF 'INTY' KgYIN)

T T I Iy e X TS Y TR R A 2 FR 222 T Y YT 2 YRR Y RIS S 2 L AL 2 8 4 0

»*

KIFRRORY

KIERy2
KIER1S3

*

L1,6
STWL6
EQU
MTWal
MTB,»1
BAL,y1
BCS»8
Cl.8
BE
BALagl
BCS,8

MTW,0
BNE2
LLYa?
CHs2
Br
BDR»7

L1a7
CR,2

ESERR ERRBR EVENT

JiCCBUF

$

0+7

s’
GKIFLD
KEYERR
1!
GNAME
CVSY$SID
KEYERR

RFMAVE '1' As pEL IMITER
GFT 1D BR GHOST NAME
GHBST NAME

CANVERT T8 HEX IN Rp

JICCBUF
K1ERLS
LPART
PLHISID,7
KIERYg
K1ER12
CHECK FBR GHBST 8B
MAXG
8BiGJRBUN,7
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658

659
660
661
662
663
664
665
666
667
668
669
670
671
672
673

24
&7s
676
677
678

679
680

6814
682

683
684

685
686

687
688
883
691
692

633
694

o1
(o}
o1

01
01

o1
ol
ol
01
01

ol
01

o1
ol
0l
ol
ol
o}

ol
0}
o1

ol
oi
o1
ol
ol
o1
ol
o1

o1
ol

8t 8

SEp 081
0008¢C
60080
H008E

01

6008F
60090

00091
60092
00093
00094
00098
00096
00099

04
noo98
90099
00094
00098
0009¢C
060090
0009E
0009F
000AD
N00AL
000A2
000A3
000A4
N00AS
000A6
000A7
0H00A8
01
000A9
HO0AA

01

000AB
000,C

975

«830008F
a4700088
&«Boooosé

000RF

21200000
4310006¢

32900006
22600002
6A700000
800006
22600009

«ABooo00
«800006D

00098

32CEN008
32DEgoo6
#8C001 78
2220004
21200007
69200066
?520000C
1 2E00000
~AB0O00SO
R22E0004
6«83000A9
21200008
43200066
21800015
2300066
32EE0008
22FEpQpé

0004

»2200000
#»D000037

00048

11C40000
séaoooao

xX>» > Z

> Z > > > > > x >» > >> x >

x

KIERLS

GNAME

BE
BDR,7
B

A ]V
Cly2
BL
Lwas9
LWsb
BAL,?
B
LWasb
BALs41
B

EQU
LWat2
LWsaq3
sLD,1?
LWa?
Cl.2
BG
SYBs?2
LDJi&
BALA
Lwe2
BE2Z
Cl,2
BG
Cl1.8
BNE
LWatlé
LWae5

DEFAUurﬁAc? gmu

L /]
D1SABLE

CHKGNAME EQU

CDsq2
Be

KIERLS
a2
KEYERR

$

MING
KEYERR

6

2
GETUSFERy
KEYERR

9

TIRUE
KEY INR
KPLB,7
KPLB® {7

L}

Kng7

7

KEYERR

12

sYSacCcrT

GKIFLD
kFls?

DEFAULTGACN

KEYERR
Xtigt
KEYERR
KPLB,7
KPLB® 4127
$

MAX G

§1GJeBTBL, 2

CHKGACN

a0

DANT ZAP KEYN, ALLBCAT,RBBAT

GFT ACTIVE USER 4

REPBRT ERRBR BR ABORT EVENT

GHEST NAME

MAKE Rg8M FBR CBUNTY
CBUNT .
GMBST NAMES MUST BE 7 BOR [ESS

TEXTC
ASSUME 18YS
Gpy ACCBUNT
CAUNY

USE DEFAULTY .
ACCBUNT MUST Be 8 B8R [ESS

CR
ACCBUNT

S1648878_ SIZE

MATCHWI CWECK ACCBUNT
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17342
695
696
697
698
699

7

7282
702
703
704

ol
o1

o1
8
01

(0]}
ol

SEP 08

01
AO0AD
O00AE
A00AF

, gl
838s?
nooRp2
no0B3
AooB4

175

000aD
&42000AR
«Rooon27
48000066

OOORQE
13368328
72240000
6P000027
&800008F

A

X

X
A

CONTUGSRCH EQU

CHKGACN

RBR,2
ENARLE

EQU

$
CHKGNAME

KEYERR

$
S1GUBBACN,2
CONTUGGREH
spiguegUNas2

K1ERysg

NB MATCH; CONTINUE
N8 SUCH aHeST

WRANG ACCOUNTICANTINUE SgARCH
10

61
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708 PAGE

706 01 QO0ORS KISTART EOU $

787 L2 Y I TSR N RIS A 2L RS YR AL ALY RS RYRERILITEL ST SRR PEETE LYY XL
708 “Fu NAME KISTART

709 »F g B

710 *F PURPBSE! T8 pRACESS THE 1START! AND 'St kEYINS,

711 'F’.‘

712 *F » DpSCRIPTIANI caALLS TIBTSCMED TO@ GBASE RBBAT,

713 T ST L NI YL ISI PRI T I ZE 2 X ¥ T ¥R TY PP TIR Y Y RN e e 7 R T X 2
714 *

715 01 OOORSB 22000000 A L1sRO o)

716 01 000Bé &AB00000 X BALa11 TiBTSCHED

717 01 000B? 4#800006D B KEYINR EXIT
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17442

1#
b-Z ]
3=
4»
S
6&
T
8&
2
10#%
11+
12+»
13«
4»
1]
16+
17»
184+
194«
20+
21+

22+

ol

SEP 08, 7%
01 000ms8

00088 1280008¢

00089 9580004E

000BA 22100001

nooBR RE82004E

n00BC N040006E
10000000

> >
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PAGE

KIpelLY EQU $
FRREBRRNBRRNRRRER R BB EBRRRRRRERRLRRRBRBRBRRERBRRDBRBRUREBRRRRPRERRRNRS R RR"
“pa NAME § KIDELY
*Fa _
:;* PURPBSE! T8 DRIVE 7O EXECUTIVE DELTA VIA AN BPERATER KeYIN

» . .
*Fo DeSCRIPTIANE SIMULATES AN gxU 8F X'4g! WiTH THE RpTURN GB81NG
*Fa Te KEYINR,

#{;Q*i**»‘*lnniiﬁigl»ﬂ*i{l**d**&Q***Oi*iii*!’blii’ii*!Q.i“n**ﬂli*‘i*****
*

LD2R8 oLTPSp

STD,R8 a X1 4E SIMULATE AN XPSD INSTRUCTIAN
» . SINCE DELTA WILL TAMPgR wiTW IT

L!gﬁi
LP3ps8  wX'4E1.R] #2038 T8 DE TAxns

RBUND 8
OLTPSD P8O (TASKEYINR*1 ), (WK, 1 ysMAP,MASTER  DELTA WILL DECREMEN

» INSTRUCTION ADR
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1714
719
742
743
744
745
746
747
748
749
780

751*

2n
3%
4u
5 %
6&
T »
8
9%
10+
11+
12+
13+
Lipn
ige
16%
17
18+
19»
20*
21
22+
23
752
783
754

sgp 08, '78
0t OOORE
01 A00ag 2310000 A
01 00O0BF FIFO0007 A

KlGgJes

PAGE
EQU

. et
THIS eBDF PROEESSES TME 1TASK!
$

T I eSS F YIRS ST YSRALS RS R RS RSYS TR LL SRS RS2SRRSR S A2 22 2 2

*Fa
L
*F
.F*
*F
*Fa
“Fy

NAME ¢

K1GJ®R

pURpBSE! T8 pRACESS THE 'G. %' KEyINe

DESCRIPTIBNG VALIDATES THE GWOST UBB NAMp/ACCOUNT/RESHBURCE AS

SPECIFIED AND CALLS TIGUBRSTRT Br TiGJBBR DEPENDING
UPBN THE FORMAT BF tHME KEYIN.

R RBBRBRDRDBURRE DG RDRRRIRFRBERRERRAGERBRBERRERRRRRRPERBER TR RN R RNy

*Dau
*D»
*Dy
*Da
*De
*Dw
*Da
*De
*Dy
*Dn
QD*
#Da
*Ds
“Dy
LI
#D.
QD*
*Dy
#Ds
*De
*Da
*Dw

NAME ¢
cALL?

INPUTS

K1GJ8R
"X ] LE A A J . o LX)
KEYIN FBRMATI GJBR NAME| +ACCOUNT) | sRESBUREE e NAME |
ow XA AL LX ]
R7 « ADR B8F KEYIN PARAMETER L1ST
SViIRS12
SH I RNM

REGISTERST ALL ARgp VULNgRABLE

INTERFACEL GKIFLU» TiGJBBRs T1gJUeBSTRTs BcOUELE

ENVIRBNMENT: MASTER/MAPPED

DpSCRIPTIANI GKIFLD 1S CALLegD t8 BBTAIN vHg NAMp (Mugy Bg <=

7 CHARAC;ERS AND /3 'KgYIN')e IF THE NyMe'g DEL!MITE
1S A CARRIAGE RETURN, Y145,)8g8TRT IS CALLED, OTHERyI
GKIFLD 18 CALLED y8 8BTAIN THME ACCOUNT AND/BR RESBURC
AND T35 %R IS CALLED, 1F THE gGHBST 85 wAS ALREADY
ACTIVE, GE WE WOKg HIM UP, BR Ts; GHBgf JOB TABLES
WgRg FULL, AN APPROPRIATE MESSAGE 1S SENT T8 THE
BPERATOR VvIA 8COQUEFUE,

Ly rywyryweers IR FEYT IAFT AL IA LIRS TSR LIS SIS IR YN SRS LS S 2L L 2

*

MyWw,1

MTBsel

0,Ry RgMeve 18! AS DELIMITER
sR7
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17442
755
756
757
758
759
760
761
762
763
764
765
766
767
768
769
790

771
772
773
774
77%
776
777
778
779

.
7!

782
783
784

413

787
788
789

ol

SEP 08,
00060
400C1

000c2

000C3
a00C4s

000Cs
000cé
000C?
500C8
no0oC9
300CA
500CB
400CC
AOOCD
A00CE
A00CF
400%0
00001
nool2
#0003
20004
40008
ao0Ps
st
88809
000DA
d00D8

doobPC
01

600DD
000DE
5000F
000E0

Aook1

178
«AB0O00S50
£3800066

A2AE0004

21A00007
49200066

2200005
321E0006

1100000A
£8300066

25000178
Y5A00000
218000158

42205020

HB000000
21800048
683000E2
12C00000
21800068
62300066
sABooo50
9800066
32‘50095
zggoo“ 0
2

31A28888
&33000DD
64200009
3000066

0008D

02200020
0A000000

&AA00000
68F0006D
6230000EC

> >

>Z> > > > >

> X

X Z >>»

XZ >»

K1G6J8By

»

K1G 8B>

Ki16J8B3

gAL,11
B(S,8

LwW,10
c1210
RG

LW,0
wel
D0

BE

SLDLRO

STB,R10Q

Cl,R8

BF

PUSH

C1,R8
BE
LD,Ry2
Ct,R8
BNE
Bal,R1y
BCS.8
LWgR 0
SAS.R1p
L1sR2
cH,R10
Bg
BNR,R2
B

[ {e]8]
PULL

BAL,R10O
BCR, 15
B

aklpld
KEYERR

KFles?
7
KEYERR

KP%E&!:?
KEYINGD
KEYERR
(1]

RO

X145
K1GJ®Bsg
2,R0

19!
K1GJBB4
DBURLEZERS
FR
KEYERR
GKIFLD
KEYERR
KPLR,RY?
°16
8VIRSIZ2
SHIRNM,R2
K1G.JsB3
sw?
KEYERR

$

2,R0

T1G6.J8BR
KEYINR
K1GUBRe

65
GFT TASK NAME
ERRAR RETURN T# USER

¥
NAMEL?

GeT TASK NAME FROM BUFFER

DANT START BURSELF

pPaSITIAN FOR RyTE

CAUNT INSERTIAN

FIELD TERMINATE BN NEW LINE
YES « GB STARY 1SYS G.18B
SAVE tHE GJOB NaAME

1s THE DgLIM A DET

YEP

IAP ACN FIELD ,

WANTS T8 PASS A RESOBURCE NAME
CANY FIGURE OUT WHATY T8 N8 HERE,.
GeY REBBURCCE FIELD

ERROR

GEY RESBURCE NAME

PBSITIAN FBR SpARCH

FIND NAMgp IN TABLES

INVALLID INPUT
REsYarE aJeB TExTe NAME Fram STACK

AND START THE GHEST UP
NARMAL RETURN
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17442
790
791
792
793
794
798
796
797
798
799
800
801
802
803
804

805
886
807
808
859
810
11
12
813
814
8}5
8416
éu
»
3
4u
S
6.
T
8»
s
10»

ol
ol
o1
o1

8t

o1
01

ol
o1

8t

ol
o1
ol
0l

o1
o1
o1
o1
o1

gEp 08¢ 7%

0 000¢2

A0OE2 4ABDOOSO
60053 6«9800066
600E4 02200020
éoogs aiegooos
¢ 6 222
388:5 57883398
600ES #830000D
300E9 68000002

01 000FA

000EA 6AA00000
ﬁooEB «8Fop06D
- C 7“ A
888e0  222338Fs
G00EE 22700000
GOOQEF 70200004
d0oFo  692000F7
do0oF 22100100
000F2 90200004
000F3 6£94000¢7
doo;a 22100105
800FS 7Q20000A
ao0F 6 sggoooﬁo
6oof7 4«ABooo00o

> > >»>

*»

*
*

K16.88B4

Klgiers

K1GJBBg

KiaJBB9

66

GATHER ACCBUNTY NUMpER PASSED

EQU
BAL2R1Y
BCS,8
Ler
LMaRy2
L!‘Rg
CI,R

BgE

B

EoU
BAL.R10
BCRa.15
STCF
L!‘Ri
LI.R?
Le
BCS.?
LYaRyq
Lc
BeSa 4
L1sRY
Lec
BCR, 8
BaL,R1g

$
GKIrLD
KEYERR

2
KPLBsR7

Rr1m
k1,03
K1G.18B2

L ,
TG RSTRY
KEY INR

gbgBUgY

0

R{O
K1G.J8R7?
GJOBWAKE
R10
K1GJOR?
GJOBFULL

<t91ne
8CQUEUE

GET PIELD
ERRBR RETURN

GET ACCBUNY NUMBER FRBM BUFFER
RESETY INDEX FLAG F8R TiIBV

FiglD TeRMINATE ON NpWling

YES » g8 START THE gH8SY

N8 » GE EXAMINE FBR RESBUCE NAME

START SYS GHesT JBB

SAVE CEBNDITION CODES FROM T8V
ASSUMMp GHEsT ALREADY ACyive
N DCT T8 TypE OUT

TESY ASSUMRYIBN

TRUE

MAYBE WE WOKE
DID WE

YES

eNLY @NE LEFT
ARE TH TABLES rULL
DANT KNBW WHAT T8 SAY
WRITE BUT MESSAGE

IT UP THEN

FHUBRBEBBEBRBERRRDRERBRNBRBRF RN BN R RRBERE R R BN E RT3 T 00000 W20 300 00

MpSSAGE: TASK CURRENTLY ACrive

Qs

Qgg
*Own

*Bu
&a“

*Un
3d.1
L T

MEANING: gJ®8 kEYIN REFERENEED A cURRENT yeAeTIVE gHAST Bp

ACTIONT

NONp

ig&#ii*&#*‘&&l*iiﬁ’lip{{&i’&lQ&&*ili*'il*'l*l*’*l%ll*'i%%l*****ﬁ'“*Q*%i
MESSAGES TASK AWAKENED

MFANINGg GJOR KEY;N REPERENCED A SLEEPfNG GHQST ie8
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17142 SEP 082

11+
12+
13»
14»
15+
16»
17*
18+
1g#
20+
21+
818
819

820

821

8z2
823
824

825

826
827
828

'75
000F8 £800006p
0L Q00k2
60079 B
0o00F9 1 ng
000F9 2 3§
AOOF9 3 &C
Q00F A r3CicaDe
ooFB 4QC3E4DY
dooFC  n9CSDBE3
000FD N3ER4DCY
HOOFE ¢3E3C9ES
H00FF 3404040
0000004 8B
014 00162
100
29100 1 a5
a0100 2 sC
00100 3 &(C
60101 F3C1E2D2
00102 40C1E6CY
50103 N2C5DSCH
f0104 e4404040
000000143
01 001a%
50108 13
00108 1 nS

> >>3>> >> >

> > >>>>>

> >

67
"B
*B« ACTIBN? NBNp

L TR e e R R e Y F YN Y S R R R

*0« MESSAGE! TASK TABLES puLL

*Ou , . .
- MEANING: G 88 KEYIN ATTEMPTED ,MEN THE MAXIMUM p8SSIgLE #
-1 8F GWAST UGBS WEREF ALREADY ACTIVFR,

*Be

*Be ACTION! RpeTRY THE KEYIN LAYER

I s 2 S XY 2 22 R R I N Y SR A2 2 2222 YRS YSR RS2 SER ST NL SRS YL AL LR 824
*

B KEYINR
GJeBUSY EQU s
DATA,1 GJBBUCIX 1S5 1aX'5C1aX18C
TEXT 1TASK CURRENTLY ACTIVE!
GJABUC  EOU BAlg)=BALGIOBUSY) my
GJABWAKE EOU s ,
DATA,Y GJOBWCIX'n5'aX"'gC1aX15CYH
TEXT 1TASK AWAKENED!
GJRBWC  EoU BA($)«BA(GJBBWAKE ) »y
GJeBFULL EQU s ,
DATA,1 GJUBBFC:X'p5'aX'8CY,X'gC?
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17142

829

830

01
ol

01

ol
ol

SEP 08, '7y

80105 2 &C

60108 3 &(C

60106 F3C1E2D2
00107 4O0E3C1C2
AD108 N3CSE240
00109 r6E4D303

00000043

>> > >> >

GJeBFC

TEXY

EQU

' TASK TABLES FULL

BA(g)=BA(GJEBFULL ) wy

68
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17142
831
833
834
B3
836
837
838

839
840

841
842
843
Bud
845

846
847

B48
849
850
851
8%3
854
8

822
857
858
859
860
861
86%
8

884
865
867
868
869
870

sEp 08’ '7s

01 001pA
00104 P2EFFFFE
00108 25500000
6o10¢€ #2500000
60100 22600000
01 001ak
6010E 220A0000
HO10F 21000000
noilo 68300116
60111 218FFFFF
00112 #8200116
00113 09500000
00114 4AB00000
00118 08500000
01 0011g
noileée 6450010p
01 00147

ZZX>»

Z X

ZXZ

69

PAGFE
KIFDBWN EQU s
FRRARRRERBRRBRERRERRRRERRRPRRRRBRBBB SRR I TR W0 03300000 530003003020 8
“Fa NAME ! KIFDBWN
*Fa , “
oF » PURRASE: YO0 pRACESS THE '2Ap! kEYIN,
*Fa .
*Fy DpSCRIPTIONI FBRCES ALl USgRg BFF BY RpPBRTING AN giaBRT pVEN
OF # BN gACH ACTIVE USgR (gXCgPy sYstgM GHBSTS)I SETS
*Fy S18UAIS AND 831BUAIS T8 yER®; SIMULATES AN tRax' gEYI
*Fa 1F RgMBYE BATCH 18 ACTIVE AND SIMULATES AN 1xePWUY
Fy KEYIN IF THIS IS A MULTIepROCESSING SySTEM,
BRARNRBRTBRBRRERRBERORBU BRI BB UBBRB BB B RRRRRBRRIRRDRRRRR R OB R 00NN d N
»

L1,8 Y

STW,5 GO8pNG?Y wssSAVE Symg p1ES

LY1sB sMU1S

LTs6 € 1ABRT ARBRT CADE
ZARP4Q EQU $

(.B,0 UBIUS,S

C1,0 SNULL

BE IAR20
»

Cis,g MINGet (gMK) CHECK FBR KEYN,aALLBCAY,RBBAT

BLg ZpP20 (DBN'y WANT 18 ZAP giyHgR)
.

LUSH 8

AlLs11  T3RUE ARBRY WIM

PULL ]
.
ZAp20 EQU s

BpR2S ZAP10=1
. B K1GDOWN FALL THRU T8 'AFF' KEYIN
Kl1gDBWN EqU $
Y Y Y 1 232X F 2 2 XY YR AL R 2 A TSR RSR RS RS2SRSS TR RS RS SYY LS RS 2 2
*Fs NAME S K1GDAWN

*Fu
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17342

871
872
873
874
87%

87?*

3
4w
5e

g&
»
8&
9n
10+
11
12+
13+
14+
1g»
16‘
17+
18+
19«
20+
21
22+
23
24
25#
877
878
879
880
881
8sg

01

ol
ol

o1

SEP 08,

0011y
00118
0olle
0011A
foiils

L vd 4

22000000
25000000
25000000
22100000
«830011E

ZX X>»

*Fa
*F»
*F
*Fa
*F

70
PURPBSE?! TO PRBCESS THE 18FFy KEYIN,

DeSCRIPTIBNG 72gRBES SIBUATS AND S1BUAIS) SIMULATES AN 'RBx!'
KEYtN IF REMRTE BATerw 15 ACTIVE AND SIMULATES AN
'XCPU' KEYIN IF THIS 1S A MULTI-PROCESSING SYSTEM,

XYY STz I 2R PR L Y ST A SR 2L IS TSI YR AT IS SRS RS LSRR8 2 2 28 0

*Da
*Ne
*Da
*Dw
*Da
*Da
*D»
*Da
*Da
*Ds
*Dw
*Da
#D»
*D«
.D*
*Da

*Oa
.5
*Dw
*Du
*D
QDQ
*Dx
GDQ

NAME} KIGDHOWN
ENTRY:  kIFDOWN

caLls KEYIN FBRMAT; OFF (K1GDBWN)
ZAP (K1PDBWN)

BUTPUTS g1BUAIS * O
SIByUAIS = O
GOBDNGT ® =2 (IF 12APY)

REGISTERSt ALL ARE VULNERABLE
INTERFACE; TIRUE
ENVIRBNMENTI MASTER/MAPPED

DESCRIPTIONI S18VAIS & S1pUAIS ARE SET T8 ZER8; 'Rgy! AND
.xc»u. KEYINS ARE SIMULATED IF APPROPRIATE
ADDITIONALLY, IF wg ARg PRACESSING A 'ZAP! Kg¥IN,
ALL USERS ARE Aggpypn VIA TIRUE (E$ABRT), AND
GOODNGT [s SET T8 '=2! ag A FLAG FOR SCED re

EREEE S SB8BN As AL USERS EXcEPT ALLBCAT 5 RBBAT
A F AND ALL BYMBIGNT FILES HAyE BEEN PROCESSED,

Y Y I Iy L e e e Y Y TR L A R Y R Y S Y YT ER AR S2 2222222 A AL X AL A

]

L1,0 0
STWL0 8t10UAIS

STWO siBuatrs
LYast NSCpU

BEZ $+3
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17342 SEP o0&,

883
884
885
886
887
888
839

ol
ol

01
01

o1

17
notic 22300001 A
Go11D 6A0001B1
000000n1
6011€ 22300000 N
NOLLF £930056F
60120 «800006D

.1,3
BAL,SD
Da
L1s3
BNE2
FIN

1
KXCPU2
RBC8DE
BFFBIT
KRBX1

KEYINR

71

IF RB SYSTEM 2aP INCLUDES IMPLICIT
RBX,
!

!
IF N8BT ExIT
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17142
890
892
893

894
895

896
897
898
899
900
901
902
903
904
985
90¢
90y
908
909
910
oil
912
913
914
9158
9lg
1+
2%
3
ba
5
6‘
Te
8»
9‘
10%
11+

sep Og, '7x
01 00121

o1 Aoty 23100000 X
0l nolzz 63000127

01 00123

22
PAGE
K1aBUP EQU ®
PUERARRBPRRBRRPBRBR R RBBRRR YR RRBRERRORBERERERESRBRRRRPRBERRPRNR AR R ORRENN
LB NAME $ KI1GBUP
*Fw
oFy PURPBSE! TO pRACESS THE '8Np' KEYIN
*F , - ;
*Fs DeSCRIPTIANS sgTS S1BUAIS TR KeYEDeIN VALUE AS LONG aSs 1Y
*Fa DBES NBT CAUSE SialUars+*siBUALIS*#SIBUALS 18 EXCEED gMUI

Y S VR s A IS Y SR AR 222X T RS YR YR TRLA SRR RS YRR L2 2SR A0 2 00 &)
»

MTW, 1 JicepuF

B K1GB
»
»
*
K1GUP (+{e[V] ]
HBPRRRBRBPRRRBRRRRB QRPN R PR RRRRABRRRR BB RRERRRERVBRRN BRI RRRARR AR RN RN
#F o NAME § K 1GUP
SFu
*F » PURPBSE! T8 PRBCESS THE 'ON! KEYIN
*F e
#Fa DESCRIPTIONG yERIFIES THAY €68C 1§ pRESENT THEN SETS $30UAIS T
*Fa KEYED=IN VALUE AS | BNG AS IY DBES NOT CAUSE
*Fu S1PUATI8*SBUAIS*E,6LAIS TB EXCEED SMUIS
l’{.&G#ii*w*Q&*.iﬂi{“l&‘l“lﬁiillli{ﬂﬂ*#‘ﬂ.iﬁi**i*{*i***{0“*&*#*'*%*'**
*D# NAME ¢ K 1GUP
iDQ
*Du ENTRyY! KI1GRUP
*D* LA S X ) ‘
O CALL} KEYIN FORMAY; BN | X (X s DECIMAL VALUF,
*Dw ‘QNB’
QD’ "y eow
.D*
*Dw INPUT Ry = ADR OF KgYIN PaARAMgTER L1IST
*De siBUAIS, SiBUALIS, StGUALS
GD”
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12+ *Dw BUTPUTS SIBUAIS ®= X (IF BNB)
13+ *Da sioua1s * X (1F BN}
14 «Dy
15# #Dy Reg1STERS) aLL ARE vULNERARLE
16+ *De
17# *Dw INTERFACE; GKIFLD
ig» *Du .
19+ “Da ENVIREONMENTY! MASTER/MAPPED
20+ *Dw
21+ .8. DESeRIPTIBNG  VERIFIES THAY 8¢ 1S pRESENT (10Nt BN_yy ANp
-4 #Dy THEN SETS S{BUAIS (1F t@NBr) BR S3BUALIS (IF 18N,
23* *Dw T8 THE SPECIFIED VALUE,
24 BRRRERRRP RN RBUNRBER BB RBRREI AR RRRBER RO RRERNBR ARSI BB RERRRARARRRER RSB R O
917 X . d
918 01 00123 22100000 N L1,R1 cecC SEE IF NONCOC SYSTEM
9é9 ol @01§q 68300066 BFZ KEYERR B/NBT BNalL INE SYSTEM
920 0l opolicls 22100000 A L1,1 0
921 01 ool2é 25100000 X 8Tws! JICeBUF
922 01 ool2? K1GB RES 0
923 . * .
924 0l ool2y &AB000S0 Balk,11 GKIFLD Gpy # BNLINE USERS SPgCiF1gD
;25 01 hoi28 ~9800066 ReS,8 KEYERR
26 A .
927 01 ooi29 320E0008 A LWas0 kPLB27 GFY # BNeLINE USERS SpECtF1ED
928 01 60124 22100000 A LIst 0
929 01 00128 225FFFFC A L1458 4
93 1 po12€ 723Ag001 A DCvpq LBa3 148
93 1 00120 aOaFg {0 A Al,3 oX'FO!
932 0l fol2E 68100132 BGEZ $b
933 01 noizF 203000B0 A Alas3 «X'401eX'FO!
934 01 60130 8300135 BEZ DcY30e!
938 01 60134 #8000066 B KEYERR
936 01 o132 23100004 A MTsy 10
937 0!l 00133 30100003 A Awsy 3
938 ol 00134 &58q012€C DCvig B1R:5 DCVeo
*

23 )
9% 01 0013sg 22200000 X LW,? siBuars 1oT BAT AND 8N LINE USERS



HO1

17842
941

942
243
Yhé
945
946
947
948
1%
2
3
9%0
9814
1 #
95%

ol
01
ol
ol
01
ol
ol
ol
o1
ol
ol
ol
0l
(0}
ol

SEp 084 '75

00136 23000000
00137 68300139
00138 22200000
60139 320200001
00134 20200000
00138 21200000
o} K 63200066
60130 33000000
0013E «8300143
0013F 1100000
n0140 69200066
00141 25100000
00142 68000144
00143 25100000

B0144

«800006D

x

X Z X>»X

>

Kiagt

MTWa0
BRZ
LWe?2
AW, 2
AWy 2
Cre2
BG
MYW20
BrFZ
C1,!

STWs1

STW,!

J§CECRUF
842
SiByATS

1
SIGUAIS
gMU1rS
KEYERR
JJCCBUF
K1Gy
LPARY
KEYERR
SIBUALIS
a2
stBuArsS
KEYINR

74

ALLBWED MaAY NOT EXCEED TOTAL



HO1

17142 SEP 082, !'7R
9%6

9387
958
59
60
961
962
963
964
9268
1%
r-g )
3%
'Y
S«
6»
7*
8%
9%
10+
11
12+«
13+
140
15*
16*
b A
18+
19+
966
967
968
969
970
9714
972
973

01 00143

H0148
00146
00147
00148
00148
o149
DOL4A

21800040 A
68300148

68000066

63300050»
49800066
6ABoo0oo X

KD1AG

PAGE
RES 0

75

I S Y T 2 X2 A Y NS YR ALY RS2SRSS S A0S A2 R RS S R R AL L RO )

*Fa
*Fu
P
*Fa
*F »
*Fa

NAMES KDIAG

pURPBSE! T8 pROCESS THE 'DlAg! KEYIN

DeSCRIPYIANI SYBRES YHE USER # ASSBCIATED WITH tHp SPeCIFIgD

sYs1D INTa® DID

L T L R T R e Y T Y A e XS R Y Y Y YRS PSSR Z 2 A2 Y YR 2SS S 2 A2 S L 0 0

*Dx
*Ds
*Dy
*Dn
«Dy
*Du
QD*
“Da
*Dyx
*Na
‘D"’
ID’.
L
*Da
’D'
“De
QD‘

*Dw

»

KDTAG1

NAME } KDIAG

CalLls KEYIN FORMAT)

DIAG 8YS1ID

INPUTS  R7 » ADR 8F KEYIN pARAMETER LIST

BUTPUTy DID 4 USER ¢ OF SPECIFIED USER

REGISTERS! ALL ARg VULNERABLE

INTERFACES GKIFLDs cVSYSIps GETUSER#

ENVIRENMENT; MASTER/MAPPED

DESCRIPTIBON; calLLS GKIFLD Y@ GET TWE SPECIFIED sYSID,; CALLS
CVSYSID T® CONVERT 1T FREM EBCOIC T8 HEXS CALLS
GEgUSER# 18 GgT CBRRpSPONDING USgR #, AND FiNally
STORES USER # INT® THE nlAGNBSTIe ID CECL (NID)e

Ly LYY 2 s XY XYY AA S 2222 RS SNTR SRR AR SSAR A SR E SRS R XL 0

C1,8 t !

BE KDI1AGy
B KEYERR
RES 0

BAL»t11  GKIFLD
BES,8  KEYERR
BAL,qy1 CVSYSID

CMECK FBR LEGAL DELIMITER
LEGAL

NBY LEGALs ERRSR
GET 1D
CANVERT T8 HEX IN Rp



HO1

17142
974
978
976

573

980

o1
ol

ol
01
ol

SEp 089
60148
ao14C
00140
60l4g
0014F
60180

178
69800066
32600002 A
Sgaoonas
8
355000 8 X
~800006D

BCS.8
LWaR6
BAL.R7
B
STW2RS
B

KEYERR
Re
GETUSERy
KEYERR
D10
KEYINR

(22X

GFT USER &

ABN RETURN, N8 FND
SAVE 8,G6.0R B SER #
NBRMAL EXIT

76



HO1

17142
981
982
983

84

85
986
987

i1»
r-3J
30
L
5*
(X
7%
8+
9'

10»

11+

12#

13

14w

15+

16"

17*

1ge

1g*
20+
21+

22«

23%

24w

25"

2e*

27»

28+

29«

30*

SEp 08, '7R
01 00181
ol Api1s1 22100000 N
o1 noib2 68300066

KISEND

77
PAGE
EQU s

LTI Y SY N YELL LI PR RN T LLSE RS4RI SS RS2SRRSR ISR S 2SRL ALY A0 2

e
*Fu
#Fa
*Fa
*Fuo
QF~
LK ]

NAME ¢ KISEND
PURPBSE; TO pROBCESS THE 'SEND' KEYIN

DpSCRIPTIONI INITIATES THE P1GEON GHBST WHMICH WiLL pRANSM1Y
THE MESSAGE T8 AL USERS 8 T8 A SPECIFIC USER AS
INDICATED,

 E I R X 222X PR S YR R AR RS2 222X PSS SRR RS2SR 222 S X 2R Y YA AL L 280

“Ds
GDQ
«Dy
*Da
*Dw
Dy
QD*
8
*Na
*D
*D‘
GD*
*Da
*Dw
*Nw
‘D'
*Dy
*Do
*Du
.Du
*Da

NaMg!t KISEND

L ] | ]
CALL} KEYIN FORMAT: SEND, 1D | MESSAgGE
tALL

- »

INPUTS Rg = ADR 8F KgYIN PARAMETER LIST
€oc

BUTRUT! PUTS tHE PIGEBN GHMBST INTE EXpCUTIBN IF TMgRe IS ANY
MESSAGE T8 TRANSM1Ts 1F 'aLL' Was SPECIFIED, A
tMEADING' KEYIN 18 SIMULATED:

RFGISTERS; ALL ARE VULNERABLE

INTERFACEL  GKIFLD, Ti1GJBBgTRY, NINBHWDR, KiMVHDR

ENVIREBNMENTT  MASTER/MAPPED

DESCRIPTION; 1F THIS IS A TIME=SHARING SYSTEM, AND A MESSAGE
WAS SpPECIFIED, TiGJABSTRY 1S CALLUED T8 INITTIATE THE

PIGEBN, ADDITIONALLY, IF tALL! WAS SPECIFIED, KIMVHD
1S CALLEDR T8 SIMULATE A 'HERADING! KgYIN,

Y I R T 22 L Y el A g Y R Y A Y S SRR ISR 2R SR S22 X2 T2 R 0 SR 00 0

*

L1JRY ceC 1S THIS A T/S SySTEM
BEZ KEYERR N8



HO1

17142 SEp 08

31
32
33+
34w
35
36*
37
38
39
40+
bls
4o
43%
hhe
45 »
4b*
47%
48
49w
50«
Bl
B2+
53
Kb
55+
56"
57+
58+
59 %
60*
gl

ol

i
ol

o1
ol

0l
o1

o1
ol

01

ol
ol

ol
o1
ol

01
01

o1
o1

ol

01
ol

60183
goisa
olsg
foi5e
901;;
89iss
00154
0158

8018¢
00150
colisg
0018F
nol16o0
00161

001g2
00163

01
do164
60168

014
0o0l6é
noléez

60168
00169

!75

21800068 A
9300066
&#AB000S0
«9800066
321E0005

22200000
21100607

#930018C
2200001 A

> >

21800015 A
68340164
09200000 N
12000168
AAAQO00D X
69F 0068

h3200000 N
«8040166

001n¢

«800006D
~8000179

48
4800006Dp
~800016E

06D7C9Cy A
rSpénSan A

Kigt

X & %%

IsTVL

.
KisTve

Cl1,R8
BNE
BaL,R1
BrS.8
LWaR1
L1,R2
CWiRrl
BNE
L1sR2

clsr8
BF

PLISM
LDaRO
BAL,R10O
BCS»y45

PULL

EaU
B
B

EQU
8
B

BARUND

TPIGEON TEXTC

Cret
KEYERR
GKIFLD
KEYERR
KPLBasR?7

0
sC'aLL !
k181

1

x115¢
K18TVy,R2
R2

TPIGEBN
T1GJBBSTRY
KEYERRY

R2
KI1STV2aRE

KEYINR
K INBNDR

&

KEY TNR
KIMyWDBR
8
'PIGEBN!

78
CHECK BYNTAy
ERRBR
GrY ID/'ALL!

INITIALIZE FLAG! ASSUME ID
:AS taLL! SPECIFIED

'8 ‘
YESeeoREwINITIALIZE FLAG

1S pELIMITER A 'CR!

YESs e e TAKE APPRBPRIATE ACTIABN
NByeeesSAVE I1D/1ALL' FLAG

TEXTet PIGEGN

START UP PIGEBN |

' LATERY IF PIGESON WAS ALREADY ACTIV
BR Wg WERE UNABLE T8 START [T UP,
Gey 10/'ALL! FLAG

CanTINUE

IF 1DesoMERELY EXIT
1F 1ALLtseeZAR COCMESS

IDeeeEX]T
tALL Yoo oMByE MESSAGE TA COBCMFSS

>
M



62«
63%
64
68"
66+
67
68*
69
70+
71x
72%
73*
74»
75
T6%
77*
78%
79
g8o*
81+
gc*
83+
4%
85+
86+
87*
88+

L
28,
9l
ga#
D3
94+
95*

*
3%+

17142 SEp 084 '7%
01 001kA

01 001ga 22100000
01 40168 68300066

np16c 21800015
8% 88%6D b8388?79
01 0016E& P22FFFC9
01 AD16F 321E0001

984

N
A

KINEAD

PAGE
gnu

]

79

SRR RRARBRRRRRRBERRRRBRRRRBERERRRERRRBDRRBRERERE DR FEBRRBE BB R RN R E Rt Rn

$F »
L J
M
'F*
“Fu
*F
*F»

*Du
*Da
*Dy
*Dau
*Da
‘D“
*Du
ﬁD*
L
*Du
‘D‘
*Da
*De
Dy
QD*
*Da
*Dan

*

KIMVHDR

NAME ¢

KIHEAD

pPURRBSE! T8 pRACESS THE 'HEANMING! kEYIN

DESCRIPTIAON;

MBVES THE MESSAGE TEXT T8 CACMES FBR SUBSEGUENT

TRANSMITTAL T8 ALL BNLINg USERS BY THg CBC RAUTINES 1
THE TOP OF PAGE WEADING,

HERRORRBE B PR B ETERE R AP R BB U B E R RN BRI BB R B BURRBRERRTRBRRBRRRBRNER RN RN N N

KEYIN FORMAT}

HEADINg (MESSAGE)

Ry = ADR 8F KEYIN PARAMETER L1IST

€8C, KgYINBUF

NAME ! KIHEAD
CALL:?

INPUTE

BUTPUTY CBCMESS
RFGISTERS])
ENVIRONMENTS
DESCRIPTIBNG

Ly,R1
BE2
Ct1sR8
Bp

}
L1sR?
LWaRY

MASTER/MAPPED

tF N8 MESSAGE wAS pROVIDED,
1S SET TY Q; GTHERWISE, UP T8 55

ALL ARp VULNEFRABLE

vyTE 0 BF CBCMESS
HARACTERS 8F THE

MESSAGE ARE MOVED FRrROM KpYINBUF v0 COCMESS wiTH BYTE
0 8F CBCMESS SET AS THE BYTE COUNTY,

I T Y 2T Y223 A R 2 RN R A SA R Z 22 R SRS S Y X Y XS PR SSR SIS S S RR 2SR L S22 2 24

cecC
KEYERR
x'15’
KINBKDR

«55
KkCCPsR?

1S THIS A T/S sYSTEM

NG
18 DELIMITER A 1CR!
YES, s 2AP COCMpSS
ENTER MgRE FROM 'SEND!' KpYIN ALgE
gs? UP INDEX FaRr CBCMESS
ET CURRENTY PREITION IN kEYINBUF



HO1

17142

99»
100*
101+
102+
103*
104+
105+
106+
1.

Oa*
109
110#
111
112+«
113
114
115+«
116+

ol
o1
ol

ol
ol
o1

3
o1

ol
01

o1

SEP 08, 75
dot70 72020000
60171 21000015
00172 8300176
60173 7504000E
00174 20100001
no178% #5200170
d0176 20200037
0olyy 25200000
00178 4800006
50172 22000000
0017 75000000

00178

«800006D

> Z > X

x »

x>

Kkt

Kiw2

*
L )
»
KINBHDR

KEYINBUF /Ry

X'i8!
KlH2

COCMESS*(56/4)sRR

1
K1Hy

1]
COCMESS
KEYINR

0
cOcMESS
KEY INR

80

BFY CHARACTER FROM MESSAGE

Is 17 'CR!
xES.QoQUIT
UT 1T AWAY IN COCMESS

INCREMENY KeYINBUF INDEX
GO GET NEXT cMARACTER

CALCULATE ACYUAL MESSAGE SI7E

INITIALIZE BYTE CNY
Ex!Y

DepLeTe CURRENT MESSAGE
1Ap BYTE O



HO1

174142
1116
1119
1120
1121
1iza
1123
1124

1125
1}2?*
2

3
Y ]
5'
6%
7%
8«
Q#
10%
11s
12«
134+
14%
ige
1%
iy
1127
1128

1129

1130
1131

1132
1133
1134
1135
1136

ol
ol
o1
01
ol
ol
o1
o1

o1

SEp 08, '78
01 0019C
ho17C 70200000
no17D £9C00066
A017E 22Co00FF
0047F 4B8C00000
00180 49c00608
001814 22000000
60182 300Ep001
60183 224E9001
01 O01Ré
60184 2080000

» >»>»Z xX>» X

KMeSEND

1
PAGE
EQU e

YT Y Y YT I YA YR TSI ALS RIS ZY 2SR YRS ST 22T 2SS SRS SRS 2L AL A8 A

*Fu
*Fu
.F*
*F»
“Fa

NAME ¢ KMCSEND
PURPBSE! TO pROCESS THE 'MeSEND! KEVIN
DpSCRIPTIBON; USES NEWQ T8 SpND THE MESSAGE T8 THE R.AS»

T Yy L T Y YR R AR A X T S S R R R YT Y PP 2222 RS XSS S 2 SRS A A0S RS A

*Dw
ﬁD‘
“Dw
’D*
.D‘
*De
*Dw
*80
*Dw
LIol
"D
*Dx
*Dx
*Da
*Dx
*Da

NAME KMCSEND
CALL S KEYIN FORMATE MeSEND TEXT

INPUTS  R7 4 ADR BF KEYIN PARAMETER L1ST
KEY INBUF

REGISTERS) ALL ARE VULNERABLE

INTERFACES NEWG

ENVIRBNMENTI MASTER/MARPED

D;SCRIPTION6 AFTER VERIFYING THAT WE ARE RUNNING BN A XERBXe

sﬁ , A CALL 78 NgWQ 18 MADg TO TRANSMIT THEp Mp8SAGE
IN KgYINBUF 18 tHg RgMBTE ASSIST STATIEN,

yrypagagrggapeere T VI P YTTEYS L FT YT IZTYY YRR Y YT Y Y LSRR A RS I SS 2 SRR L AL L L A A

-

KMESEND

BI1Fa187S9 kEYERR

LI,t2 X1FF Dey MASK
AND, 12 RASIDBL berx

R 12 #X11Fr0A00! FCaPRIINRT
L1213 A kEyINBUF) BUF

CURRENT PBSITIBN
CURRENY POSITIAN

AWas13 KCCPJR7
LWaRy KCCP,RY

EQU $

LRaRp KEYINBUF 2 R4



HO1L

17442
1137
1138
1139
1140
1141
1142
1443
1144
1145
1146
1147
1148
1149
1180
11514
1182

ol
ol
ol
ol

01
01

ol
01

ol
01
ol
ol
ol
01
o1

SEP Q8.
6018%
noi8e
00187
60188

01
00189
00184A
60188
0018C
60180
goisg
O018F
0601%0
001914
00192
60193

175

210000158
8300189

20400001
68000184

001893

184E0001
20400002
32Ep0004
22F 00000
225Ep001
PO0BFFFFF
250A0000
22000000

4«AB00000
02000000

63000060

BXHIPX T D> P> >

KMESENDD

Cl1.RO
AIJRQ

EQOU
SWaRy
Alas b
Lwaqé
L1,158
LWsRSE
Al,RS
STR.RO
L1s0
Balstl
NeP

X145
KMCSENDR2

1
KMCSEND1

$
KCCP,RY

2
#

0
KCCP,R7
wl

KEYINgUF2R5

0
NEWR

KEYINR

CR

MSG S1ZE
ST12E

N8 END ACTION

&2



HO1 17342 SEP 08s '7% B3

1153 PAGE
1154 01 00194 KSerPU EQU s o
1155 Q'Q&*{*g;{*}&ﬁ*l****il#*‘h**i****ﬂ&*il**l*bb*’*!l*’*i*#’i\l{**‘&*ﬂ’l%***'*
11%? *:* NAME ¢ KSCPU
1 *F »
ligg *F PURPBSE! 78 PRBCESS THME 'SCPU' KEYIN,
1189 *F » ‘
1160 “Fe DESCRIPTIBNG IN A MULTI-pROCESSING SYSTEM, A SLAVE Cpu IS
1164 *F o STARTED; THE STBPeRIT 1S RESET AND THE STARTGBIT SET
11g2 *Fu IN SBSINITI SIMPKYN 18 INCREMENTED (REwgNTRANCY
1163 *Fe COUNTER) AND THE MBASg 1$ GOBSED.
1164 g TR YT T TSR T L T T2 XY PR e Y Y S YT Y YR Y YT I S XYY T L L X
1» *Dw» NAME } kSCpU
e* *o*
3 *D» CALL? KEYIN FBORMAT: SsCPU ID
b #Dy
5% *D» INPUTS RY? . ADR O8F KEYIN PARAMETER LIST
6* *Da
7% *De BUTPUTS SBIINIT, SIMPKYN
8» *Ne )
9w #Ds REGISTERS| ALL ARE VULNERAGLE
10 *Du
11 #D» INTERFACEY GKIFLD, TIGJBBSTRT
12+ *Da
13+ *De ENVIRONMENTS  MASTER/MAPPED
14+ #Dw
15+ *Da» DESCRIPTION; IN A MULTIPRECESSING SYSTEM A SLAVE CPU IS
16+ *Dy STARTED BY SETTING THE STARTeBIT IN SByINIT FBR THE
7% *Da SPECIFIEDP CPU AND CALLING TIGUEBSTRY TO INITIATE
8 *De THE MBBSE GHEST JaBe
194« XYY YYTeT YR RS R R 2RI EYTS LAY RS YA SRS YRR AR YL S 2RSSR LSS 2 AR A XTSRS AL 20 L A
1165 »
1166 01 00134 22800000 N L1,11 NSCpU 1S THIS A SLAVE CpU SySTEM
1167 01 501958 68300066 ReZ KEYERR N8B, ERRAR
1168 01 00196 #ABp0050 Balasy1 GKIFLD GET 1D
1169 01 60197 69800066 BCS.8 KEYERR ERRBR

1170 01 00198 22B001A0 L1211 KSCPU2



afo] ]

7342 SEP 2 7%
11)1 ol %0193 323g0008

1172
1173
1174
1175
1176
1173.
1180
1181
1182
1183
1184
1185
1186
1187

118
118

0019A
60198
0019¢€C
no190
6019E

oF
00101

001A0
N01A1L
001A2
601:3
oo} Lol
28148
f01As
O0L1AY?
001A8
A01A9

25300068
48300004
8300066
»1300000
£9200066

F2000008

001,90

«D000237
Y2B60000
4+BB00000
»20Bo0o00!
75Bé0000
«D000027
23100000
1200000C
6AA00000
«800006D

Z>>»

z

* X XXX > >

KsepUl

KsepU2

LWa3
S1.8,3
AND,R3
BE2
C1,R3
BG

B

EQu
DISABLE
LRs11
AND» 11
AT,R11
STB,11
ENABLE
HYN;&
LDhsp
BAL,10
8

KPLB,R7
u2é

XF
KEYERR
NSCPU
KEYERR

11
$

8BIINIT,R3
XFC
STARTRITY
§BIINTT,Ry

StMpyyN
TXMAASE
TIGUOBSTRY
KEY INR

B4

TEB WIBH

GEY ALL BITS BUT START/STaP
SET START

SYORE 1T

INCREMENT RE«ENTRANCy CBUNTER

TRY T8 START GWOST



Hot

17142
1190
1191
1192
1193
1194
115
1186
1197
1198
1ig9
1200
1201

1%
o
3
4w
B4
6!
7#
8»
9«
10+

11

12«

13*

14w

ig»
16+

17»

18+

1g»
12¢02
1203
1204
1208
1206
1207

o1

o1
ol
ol

SEP 08, 175

01 001aA
001AA 22800000 N
HO1AB #8300066
001AC #AB0O00S0
H601AD 69800066
AO1AE 22100001 A

KXepu

85
PAGE
EQU L

(I TSI IR S22 2RSS YR LSS S22 RSN S RS2SRSS SRS SR AL 2 X2 0

vlvFQ
*Fau
*F »
*Fa
.F'
$F»
*F»
“F .

NAME ¢ kXCpPU
PURPBSE! T8 PRBCESS THE !'XCPU! KEYIN,

DESCRIPTIANG IN A MULTI«PROCESSING SYSTEMa A SLAVE CpU IS
SYOPPED; THE START.BIT 1S RESEY AND THE STBP.BIT SET
IN SBIINIYI SIMPKYN 1S INCREMENTED tRELgNTRANCY
CaUNTER) AND THE MomsE 1s GOOSED:

BREBRRERERRRBERT BB R RPRBER RN RBRRBRIRERPURBRBERRREPRRR BN RRA R RN NN NN

L)
*Dw
GD*
#Dy
'D*
LY
*Dx
*Dw
*Dy
*De
*Dn
*De
‘D.
*Da
*Dy
OD*
sDs
*Da

NAME KXCPU

cALL? KEYIN FORMATE XcPy ID

INPUT R7 s ADR 8F KEYIN PARAMETER LIST

BUTPUT! SBIINIT, SIMPKYN

REGISTERS: ALL ARE VULNERARLE

INTERFACEY GKIFLD, Ti!GJOBSTRY

ENVIRONMENT; MASTER/MAPPED

DeSCRIPTIAONE IN A MULT!.PRACESSING SYSTEM A SLAVE €PU IS

§TOPPED BY gprTING tHE sy8PeBry gN
SETINTT AND CALLING T1a.888TRE T8 INITIATE THE MBESE

GHOSY JOB,

FERBNRRREBRRRBE BB RDRP AR RRBURRRRR R RRRRERRBRRRRRRRRERR NN Ry

*

1211 NSCPS 18 THIS A S AVF cPy SYSTEM
R

EZ KEYE N8, ERRBR

BaL,11 GKIFLD GeT N

BCS.8 KEYERR ERRBR

LTsy ] SET FAR INCREMENTY



HO1 17342 Sgp 08, '78

1208 01 AO1AF AAB00199 BALs11  kSCpU1 VALIDATE N
1211 01 601Bo 22000060 L1s0 KEYINR RETURN ADDRESS
1* 01 poiBy 32Bo0009 KxepPlUz  LWagy NBBRANCH GEY REFLEXIVE BRANCH
2+ o0l foiB2 315800000 X stw,il  sYSTRY STORE IN SYSTRY
3* 01 30183 «P000037 A KXEPU3  DISABLE ” ;
1213 0! 601Bs y2B60000 X LB,11 gBIINIT,R3 GeT FLAGS
1214 01 noiBs 4BR0OO00O X ANDsR1Y  XFC GEY AL BITS ByT START & Svap
1215 ol no1Be 20800002 A ATo11 sTOPBIT SET STOP BIY
1216 o1 00187 v5860000 X §TByq1 8BIINIT,R3 STORE VALUE
1217 01 foiBs 6D000027 A ENABLE
1218 01 doiR9o 20300001 A AT12R3 1 INCREMENT INDEy
1* 01 001BA 44100183 BDR,t KXCPU3 D8 MBRE THAN 8NE ,
1220 0l 60188 23100000 X MrwWw,1 S IMPKYN EET REENTRANCY COUNTER
1221 0l AolBe 09000000 N Pt SH

0
1222 0l 001BD 1200000C LDs0O TXMaesE

1223 01 001BE &«AADO000 X BaL,10  TIGJOBSTRY
1224 01 noI1BF 08000000 N PULL 0
1225 o1 4o01Co $8000000 A B »0



HO1
1

1227
1228
1229
123
123
1232
1233
1
1235
1«
2»
3
4w
B
6*
7
8«
%
10+
11+
12
13+
14*
1ge
1e*
17»
18+»
19*
20*
2l
22
1236
1237
1238
1239
1240

17%42 SEP 08, '7s
236

01 001rd
0l AoiCy 220001E4
01 ooiCe 4#ABDOIEE
01 00i1C3 55200000 X

KITIME

R7
PAGE
EnU s

L 2 YT Y YR T YL 42 XY 2 Y TR AL NALERI IR LRSS R SRS ISRE SRS RZ SR L PRS2SR L R D

OF*
L X
“Fa
“F
*Fa
*F»

NAME § kITIvME
PURPBSE! 18 PRACESS THE OTng! AND 'T' KEYINS,

DeSCRIPTIONS VALIDATES INPUy AND STORES (HWMM! ¢ IN pBCDIC)
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18VERy BR 1READY KEYIN OR AN ERROR 1S RETURNED
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»
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PULL
LD,Dy
Lb,D3
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\
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ANSFLGS,5 ERROBR FLAGE MUST BE Se7Y
KEYERR
]
AVRTBL ,5 Rrel + 2ND WD
pi SN AND FLAGS

LD,D3

GETAVRY RES
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LAY IR YT R YR RAL AR AR A AL 20 222 IS Y YRS R A YA RS YRS LS LR LR

*Ds
*Dn
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THE SPECIFIED SERIALg 1S CHECKED AGAINSY

THE MRS SERIAL¥ TABLES AND, IF FBUND, 178 DpVICEWTYPE
1S VALIDATED AGAINSY THWAT SPECIFIED IN THE KEYIN»
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THE SERIAL# IN THE AVRYBL DBESN'T MATEH THAT OF
THE KEYIN ANp TWE pRIVE IS IN USE (AVRNB0)
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AND 1S CURRENTLY IN USE , }
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Sk s O sHlecu;i
SMs0 SHIRRCUN 1
SWs0 sutaacu:;
BLEZ KEYERR

B 18Psg

CHECK tHAT IT 18 POSSIBLp



mO1

17142
16%9
1660
1661
1662

1663
1664
1665
1666

1667
1668
1669
1670
1671
1672
1673
1674
1675

ssg.gs» 178

220A0000
60eCt 21Co000E
éoaca 69300066
002C3 62200020
égaca QSEooooo
602C8 22E00000
ookCe 6«AB00000
002CY AABOOODO
no2€Ca 02200020
602C9 AEooooo
602CA aao 0000
a02¢8 8300260
ao2ce ndF20000
602CD §3120000
po2CE a9Fgooao
602CF 531 880
00200 21400
60201 48100304

«800031E

ZXZX » XZFPXXPZ>» > X

DCry
I1SPS

Iseso

Lw.o
CwaD1
BNE

PUSH

Llagh
BALast1
BAL,11
PULL

MT“. o
BgZ
MTpawl
MTh, 1
BRJD&
MTH, ¢
o} XY
BGE

B

BATAPE .5
D3
KEYERR

2,14

0
ASPIN
HOWAL B

2014

AVRNBU, 5
a2

#0201
SHIRGCUL 1
v8
AVRNOU,S
AVRYBLBIZ
chHKe
SETNEW

‘ 107
FAR Lws2 B oo Al22 pATApRE

RESET
0eBIT,4eSPINX
LeADS o WITH wHBcCLEARS SPIN

GHAST AR PREMOUNT
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B8R DpVICE ADDRESS, IF A 24CHARACTER BPTION IS
PRESENT, 1T 1S ASSUMED T8 BE A RgSOURCE,TYPEp AND
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APPROPRIATE MESSAGE 18 FORMATTED AND CKFRpg gXITS 718

KIRQUE (IN KIREQNDD) t8 1SSUE THg MESSAGE,

PR RRRURERERRR R RE R RRRBRRRPRRBERRBRBBRBRBERRRRERERRDRBERARRERE RN RSN TR

»

L1,D3
L1204

0
0



HO14

17:42 SgP 08,
2208 01 003ER
2209 01 003EC
2210 01 po3ED
2211 01 003gg
2212 01 OO3EF

* 01 6o3Fo
2214 ol no3F!
2215 01 Ho3F2
221¢ 01 003F3
2217 01 o0o3F4
g21s Ol 003Fsx
2219 01 603Fé6
2220 01 A03F7
2221 01 po3F8
2222 01 003Fg
2223 01 A03FA
2224 01 Ao3FB
2225 01 so3FcC
2226 01 003FD
2227 01 003Fg
2228 01 0o3FF
2229 01 00400
2230 01 00401
2231 01 Ao%o2
2232 01 060403
2833 01 0o%0%
2234 01 NO40%
2235 01 o406
2236 01 00407
2237 01
2238 01 Ho%08
2239 01 60o%09
2240 01 OO40A
2241 01 DO4OB
2242 01 oo40C

01 00400
2243 01 HO%OE

'75

«P000037
12C40000
?0200880
21200000
«~81003F 4
3040000
48300421
20200000
68000“08
321000000
694003F2
20D00000
«91003FB
53040000
«8300421
~80003F2
20C00000
~83003F2
52840000
21800001
&93003F2
58540000
SIE40000
20200000
&AB0O0000
53F 20000
a5B00000
20200000
68000421

004ne

&4D000027
#80A0000
sASA4040
riFOF040
e4c9E2ps
NEELDSES
40E2C309

x z x ZZM>

>

>

Z XX XZ XX > X

>>» >»>>> >

CKFs
CKFe
CKF7

CkrF8

CKF10

KIREQ111
KIREGDN

KIREQTy

whas0
LDaDY
Als2
€1,?
BGE
MTH, 0
BFZ
Ala2

B
CWaDp
BANZ
AT213
BlL.2
MTH, o
BgZ

B
Alast2
BEZ
LW, SR4
C1,8R4
BNE
STH,14
STHs 14
Al,?
BAL,s1
HTH].i
STWsSR4
At,?

8

EQU
wna0

B

TEXT
TEXT
TEXT

TEXT

128

X137 D
AXRTBLQAVRTBLNEﬁAvRTBLNEa2

AVRTBLNE ADJUST BFFSETY
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MO1

17142 SEp 08

2531
2832
2533
2534
2535
25%6
253y
2538
2539

1

2&

i}

e )

5&

6»

7«

]

g¥

10»

11

12+«

13

14

15«

16*

17+

1g*

19+

20+

2i»

22*

23»

2 *
254
2541
2542
2545

0L 00siR
ol oosic
01 A0Sin

17%

22DE0Q0, A
22D0000D A
21D000D5 A

*F
“F
LI £
*E .
*F»
*F»
“Fa
h"g

NAME ¢ KRBSEND
PURPOSE: T8 pRACESS THE 'RgSEND! KEyINe

DESCRIPTIQNA CAUSES THE SPECIFIED MESSAGE T8 B PASSgD TB
RBBAY VIA A SYMBIANY GHAST COMMUNICATIBN BUFFgR)
THIS MESSAGE WILL YHEN Bp SENT AS THE NgXT PRINT FllLg
T8 THWE SPECIFIED DEvIEE BR WORK STATIEN,

I I L R iy a2 YR R YN AR A X R R R Y Y R YR ST XSRS 2SS S 2SR S AR AR 20

#De
“Da
*De
*Ne
“Dw
’ID‘
ﬁD;
*Da
*Da
*Dw
'DQ
#Ds
Dy
OD‘
#Dy
QD.,
*De
*De
“Da
*Dg
%DQ
*Da
*De

NAME } KRBSEND
ENTRY KRBBCST, KRBCOM

Call! KEYIN FBRMATS! |RBRDCST!
IRBSEND | TEXT
IRBCOM |

INPUTS Ry = aADR OF ngza-ﬁAnAM;;ER LISY
REGISTERSY AL ARE VULNERABLE

INTERFACE; KRBRMVO

ENVIRONMENTE MASTER/MAPRED

DESCRIPTIAN; VERIFIES TMAT REMBTE PROCESSING IS INCIUDED IN
THE SYSTEM (1F RBRDCST) BR THAT THE SPECIFIeD STATISN
zg ACTIVE (1F RBSpND aR RBEBM) AND Callg KRAMVO t8
MOVE THE MESSAGE FR®M KEYINBUF T8 AN MpP8B_ B 8cK wHIC
WiLL THWEN BE PASSED TR RBBAY WITH AN APPRBPRIATE GHOBS
FUNCTION CODE (BCSTGFC IF RBBDCST; SNDGFC IF RBSEND
KCOMGFC IF RBCBM) VIA THE KSGCA RBUTINE.

BRARTR U R BB B R REERRBRR R B RTRRERRERB B RP BB RN WGB3 20 000N

»

Lw,13 KPLBe1,7
LB,13 13
clas13 tN1



Mot

2546 o1
2547 01
2548
2549 01
28%0 o1
25%1 ol
2852 (0}
2%83 o1l
2554 01
25585

1w

Ttz SEP o8
noSig

6081LF
-0t
00520
00521
no%22
00523
noB%24
005258

7%

69300066
22Co00000

00520

«ADooS 44

73040000 X

68300066
25200008
49Co0002
2240053A

KRRSC

KRRMV
»

BNE
L1ast2
EoU
BAL,y3
MyB, 0
BEZ
SL.Ss2
BRL12
LYs4

FIN

KEYERR
SNDgFC

*

KRBDCT
RBBtIN,2
KEYERR

8

2

KRBMV4
KRBMVO

146

DeTX 18 @BTAINED BY KRBDCT, IF RBT
NeY LBGGED 8N 8R IF NB MESSAGE ERRS

FBR RBSEND
FaLL THRU T8& KRBMVO



HO1

2556
2587
2558
2%89
256
28¢
1
2563
2564
2565
2566
is

o
3
4n
5&
6
7 #*
B
9!
10+
11
12+
13
14#
ig+*
16+
17*
18+
19«
20+
21
22*
23

2547
2568

17342 SEP DR, '7%
01 00526
01 AoB2s 4AB00000O X
ol #o%27 68300068

2569

KR8MV(

147
PAGFE
EQU s

L I T S XS s T 22222 YT FYYYIASI RS2 YY R YR YR SRR S YRR LIS FE LTSN L L L LR S

*Fa
*F %
*Fu
*Fw
*F»
*F
*Fa

NAME $ KRBMVO

PURPBSE: SUBRBUTINE T8 MANIPULATE A KEYIN MgSSaGp SUPPLIED VA
RBBCgy/RBSEND/RBCAM/ERSEND KEYING®

DESCRIPTIANG ACQVIRES AN MpBBL gUFFER AND MBYES THE CURRENT
MESSAGE IN KEYINBUF INTS THWE BUFFER.,

T Y T Y I 2 T Y Y Y A S T R Y R PR YT PSS SS ST SR YRR YT RS L L 2 2

&D“
l'D‘
*Du
*Da
*Du
*Na
*Dy
*Dw
*Da
'D*
*De
*Da
*Du
*Da
*Da
*Da
QDQ
*Da
*D»
*De
QD*
DD*

*

NAME ! KRBMVO
CALL! BALIR4 (SEE DESeRIpTIAN BELBW)

INPUTH Ry = ADR 8F KpYIN PARAMpYER L1ST
KEY INRUF

suUTPUT R1b s MPOBL BUFFER ADDRESS
R3 = NgXT AVAILABLE (BYrg) POSITIEN IN MPAal RUFFgR

RFGISTERST RO, R}s» R3 & Rit1 ARE vy NERABLE

INTERFACEy GMR, RMB, KSGCO

ENVIRONMENTI MASTER/MAPPED

DESCRIPTIAONS ACQU!RES AN MPBBL BUFFER V1A GMB AND MBVES UP T8
;2 CHARACYERS (1GNBRING LpaDING BLANKS) INTR THE
UFFgr, IF CaAlLLgD BRY KRBBESY 8R KRBGEND, RprURN 1§

MADE IN SycH A WAy AS 78 ¢ bL SaeQs RELEASE THE ByFFE
vIA RMB AND gX1v, 1F CALLE BY gRs:ND, REYURN IS T8

BAL#*4,
’D"""'*****"’*’..‘“""’.*l‘.*’.."’**“.."*"’.”ﬁ""*‘.“‘.”****’ﬁ**“*.***ﬁ'
BAL211 GMB
BEZ KEYERRy SAY LATER IF NONE



W01

17142 SEp 08»

2570
2571
2572
2573
2574
2575
2576
2577
2578
2579
2580
2581
2582
2583
2584
2585
2586
2887
2588
2589
2590
2891
2592
2593
2594
2595
2556
2597
2598

ol

o1
01

ol
ol
ol
ol
o1
o1

i
o1
ol
ol
ol
ol
o}

o1

ol
o} }
01

0l
01
ol
01
01
ol
o1
ol

60%28
oo529
00524
00%2n
noseac
60520
ho%2g
00Sar
40530
00531
00832
00533
60834
00538
no836
a08537

538
00 o1
Ao%39
0053A
ofel %c]: ]
0053C
00%3D
HoS3E
0053F
00§40
00541
00%542
00543

175

223000014
21400534
«830052¢
22300009
R21E0001
72020000
21000015
~8300539
21300001
«9300534
21000040
«83008536
FS06000E
20300001
20100001
21100048

~8200%52D

00549

> > > > > >» > X>>

«8080000 A

22B00066
203FFFFF
~8200000
21300050

42200000
F%30000F
?2800058
#A400000
8000000
68000060

x X > X X>

KRBMVy

KRBMV2
KRBMV4

L1s3
Clais
BE

L123
LWa1
LBsp
C1,0

Cl.2
BNE
€1,0
BRE
8TB,0
AT,3
AYast
Clat
BLE
EQU

LYas11
AT,3
BLE2
Cl,3
BG
STB,3
L1,11
BAL. 4

1
KRBMV,
g2

9
KCCP,7

KEYINBUF 2y

Xtige
KRBMV?2
1

s+3
]
$+3
olh,3
i

1

72
KRBMV 4
$

Oasb
KEYERR
wl

RMB

a0

RMB
*ie
KEYERR1]
8GCO
RMB
KEY INR

ASSUME RBSEND FIRST
TRUE e e

Yep

NaPEs MusT BE ERSEND
CURRENT CHWARACTER PBSITIEN
GET NEXT CHAR.

EX!T 8r FALL THRU

148
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1 PalGp

-3 00000001 DA RBCADF o v
2630 01 00S4# KReDCT EQy [ GFT DeTX FBR wSN B8R ERBNpn.
2631 0l 60544 &AB0n0%0 BALa1l GKIFLD {
2632 0l 00545 «9800066 BCS.8 KEYERR IF N8 tgt 1S PRESENY SEARCH RBDIWSN
2633 01 nob4é R220008 A LWse2 KPLB,7? WaNe 1F NOTY FBUND ERROBRs 1F '&!
2634 01 60547 223E0006 A Lws3 kpkpet1a? 6 18 DEyC T8 GET DCTe g NOT REM
2635 01 qo548 v2Epp002 A LBat4 2 F EVERYYHING A«BOK EXIT WITH DCTX I
2636 01 00849 »21E00050 A Clats 5!
2637 01 00B4A #9300551 BNE KRBWSN
2638 01 00%4B 25200108 A SLD.,2 L}

2639 01 0084C KRBDCK  EGQU s
Balasy1 DEVCK

2640 01 ocoB4C «ABogooo X

2641 01 00840 69800046 BCS,8 KEYERR
2642 01 oS4k 19200000 X KRBDCYy CLMap2 RBL tMS
2643 01 NOB4F 69900066 BCS,9 KEYERR
2644 01 40550 3000000 A B #R13

2645 01 00gg1 KRBWSN  EOU s

2646 01 00%%1 «AB00OSEO BALs11  KRBSPN
2647 01 o552 48000066 B KEYERR
2648 01 00553 11280000 X Chs2 RBD tWSNs 4
o oome Simeeet x PEo i
2 1 5 73 2 N

265? 81 28555 Asgogggg BEZ ° KRBSPNI

2682 ol 60557 22200004 A LWa? 4

2653 01 50558 F800000D A B #13

2654 *

ngs 01 00gg9 KRRONCK EQU s

2686 o1 (0559 70280000 X Le ocT3s4
2657 01 AoS5A £9200000 A BCS2 ol3

2688 01 Ao%58 70280000 X Le DCT24s4
65 H035C 9400000 A BCS, .

5668 8} 20559 90008881 A A;,1§ 113

2661 01 00553E 47080000 X 87S,0 RBIFLAG, 4
2662 01 noS5F £3000000 A B »13

2663 '-,pnn-ngvg-wg-qw-9--.a---;u!l9-9-!"

*
2664 01 00840 KRRgPN  gOU s CyYeLE THROBUGH ALL RB DCT INDEXS(SIC



HO1

17142 SEP 08,

2665
2666
2667
2668

2669
2670
2671

01
01
0

ol

ol

ol
o1

6086
30861

1 nose2

00563
00564
00568
no%ée

175

20B00001
22400001

21400000
F8100008
20BFFFFF

r8000008
&H%400562

>> > xZ >

KRBSPN?2

KRBSPN1

Alagq
LWak
CWok
BGE
ATatd

BDR, &

b

RBL Mg+l
RBL tMs
s11

ol

.11
KRBSPN2

180
ENTRY 18 T8 KRBSPN AND SUCCESSIVE E

T8 KRBSPNI1,
BAL111
B

KRBSPN

AL CHECKED

18 THIS THE BNE

BNE

KRBSPN{



HO1

17342
1»
2674
is
2
3
4
Se
(3]
7*
8‘
9&
10«
11+
12+
13
14
15
16
17+%
18#»
19+
20+
2ls
-3
23»
che
B«
26%
27
'TY
25+
30+
ch
32
33
34
2675

SEP Ogy, '75
01 00547
01 HoSé7 22300000 N

KRB X

PAGE sl
EQyY * DISPANNEeT ALL RBTS AND pREVENT NEy

L E T YT 2 2222 X2 2R YS A2 32T S YT YR SR YT SR SR Y Y RS R AL EL 22 4

*FQ
*F
“Fa
*F
OF'
*F »

NAME ¢ KRBy
PURPBSE! v8 PRACESS THE 'RBX!' KEYIN

DESCRIPTIONG DESCONNECTS AND DISALLBWS CONNECTIAN 8¢ BNE BR
ALL REMBTE PROCESSING rERMINALSE FoTE

L F Y S I IS 2222 YT 2 YRS ARI L 2SS Y2222 LA 2SS 22 SRR RS L S A2 2

*Dw
QD‘
GD*
#D
*Dw
LI
ﬁD*
«Ds
*Da
QDQ
*Dy
*Dw
QD;
*Du
iD*
*De
*Das
*D‘
*D»
*De
QD“
.D.
*Ds
*Ds

NAME ¢ KRBX

ENTRY? KRBp!1S¢, KRBS
L4 X e oo LY ]
CalL: KEYIN FBRMATS; |RBX | |SRBNDD|
IRBNISCI [WSN |
IrBS | w»w LX)
X ] L K ]
INPUT? R7? = ADR OF KEYIN PARAMETER L1IST
RBL.{Mg, RBDIWgN, RBBI{D, RBIFLAG

BUTPUTY RBIFLAG

REGISTERSE ALL ARE VULNERABLE

INTERFACETL GkIFLPs DEvVCK

ENVIRONMENT; MASTER/MAPPED

CrRITTION AGRETE St I Tolh, O SRR e
RBO!SC;DRE"GTE PRECESSING TERMINALS B8R WBRK STATIANS

BY VALIDATING THE RANDD/WSN INPUT PARAMETER AND
SETTING APPROPRIaTg B1YS IN RBIFLAG FOR RBR,y,

I Y L T a2 Y XS AR 2R RS ST YRR AZE RS RS Y R 22X RS R 2 2 4

*

L1s3 OFFalT



HO1

17042
2676
2677
2678
2679

2680
aéaé

2633
2684
2685
2686
2687
2688
2689

SEP 08, '7s
01 00568 4#8300066
01 H50%6% 21800018
01 DOS6A 4«830054F
01 00568 ~AD0OS 44
01 60%6C 22300000 N
01 60560 22500000
01 DOB&E 48000579
01 005&F
0l HOB6F 22500000
o1l no%70 ~ABooS60
01 60571 ~8000060D
ot oo§;3 sgiooggc
6 6
o1 98878  &955%ee

KRaXx1

BEZ
C1,R8
BF
BaL,13
LLY.R3
L1,RS

Eay
LT2RS
BALs11

BALsy

KEYERR

X115

KRBX1{

KRBDCY

BFFRIT
RBXBIT+BADBIT
KRBDX

s
RBxB1T4B8ADBIT
KRBSPN

KEYINR

KRBDS ¢
KRBSPN{
KRBSPN1

152



HO1

17442
1
2682
1
2
3
'Y}

SEP 08, '75
01 00575
o1 60%75% &ADOO%B 44
01 noS7e 32400002
ol 60877 22300000
01 00578 22500000
01 00599
01 00579 ~A10057C
01 f0S7A 48000060
01 no578 43000060
01 0057C
ol AoB7¢C 22700000
01 505 D 6D000037
ol 605;5 21780000
o1 aoggw sgagossa
¢ 473
01 89587  4p0o0ags?
01 o582 F8000001
01 00583
01 H0383 47880000
o1 no%84 60000027
01 009%85 +8020001

z>» >

>>» X xX» Z

> >»x

PAGE

KRaDIsSc EOU

Y 2SI a2 YT R ARSI LSRR NS YRS RSS2 SIS AR 2R R 2 X A 0L L0 0

*F
*Fa
'F‘
e
*Fo

NAME!

L
KRBDISC

153
DISCONNECT GIVEN RBT,

pURPBSE: T8 pRACESS THE 'RpD1se! KEYIN

DISCONNECTS A RgMBYE PROBCESSING TERMINAL

I I e A 2 Y YT A PR R R Y 2 R Y L Y SR AL S XSRS YT 2 LA 2 AL A0

*

KRBRDX

L ]
L ]

KRRDS1

KRBDS?2

DESCRIPTIAN:
pAL213  gRpgDCTY
LWak 4

L1.3 0

L1.8 RBXRIY
EQU $

BALsy KRBDS

B KEYINR

B KEY INR
gouU $

L127 ACTRIT#LIPBITY
D1SABLE

cwa7 RBIFLAGs &
BAN7Z KRBDS?2
§78,3 RBIFLAGs
ENABLE

B »1

EQU s

878,58 RBIFLAGs#
ENARLE

B 1aRy

Q-qpq---g’nqvpu.n..q..?-..,-w.----m

2AP TERMINALS,

|
1F THE TERMINAL IS CBNNECTED STARE
H18 FLAGS CAUSING HWIM TB RE MWUNG UP
1,8 OPERATION, IF HE ISNT CONNECTE!
CANTENTS B8R R3 SELECTIVELY INTB HIS
BRANCW 18 BaL+1l IF NaT ConnNgCTED,B
CANNECTED



Ho1 17342 SEP 08/, 75 154

i+ PAGE

2717 01 0056 KRBS gau s RpSTART RBTS BY ALLBWING NpwWw CBNNEC
i1 L T Y Y 2 222 2 TR 2 YR AR a2 2SS R PR SRS AR RN L LY SZ LSRR LS A 2 2R &0
2 . NAME $ KRBS
3 “F ‘ o '
4e *Fe PURPASE! TO PRBCESS THE 1RAS: KEYIN
™ *Fe
2* *Fe DESCRIPTIANT ALLOWS CONNECTION OF ONE OR ALl ReMBTe PRECESSIN
7* *Fs TERMINALS
- T T E T T I Y e R R P2 R TR E R PR Y YR R 2T YT R TP TS I X R
g« ™

2;13 0! dosse 22000000 A L1s0 0

2719 01 A0%8? 21800018 A cls8 X11%9

2720 01 00588 #8300591 BF KRBSY

2721 01 noB89s &4ADo0S 44 BAL»y3  KRBDCTY

2722 01 AoB8A 22000000 A LYsg 0

2723 01 60588 p§iooogo N LT,R BFFB1T+GADBIY

2924 01 oosac 2+1g0000 X CW,R RBIFLAG, R4

2725 01 00B%8D ~8400066 BAZ KEYERR

2726 01 60B8E &AD0O559 RAL213  kRpDNCk

2727 01 AoS8F «8000066 8 KEYERR

728 v059 68 6D ] KEYINR

2759 ot 0o o? 005910000 KRRS1 EQU s

273? 0} 60894 22100000 N LYsyq BFFBIT+OADBIY

273 ol oos92 &AB00B60 BaL,!!  KRBgPN

2732 01 60593 6800006p B KEYINR

2733 01 0059 6AD00559 BAL213  KRBNONEK

2734 01 30595 648000566 B KRBSPN4

2735 01 80596 48000566 B KRBSPN{



Hot

17342
i+

2740
1%

2%

3

G

Be

b

7%

8w

L
10
11*
12+
13»
14
15+
16
17*
18+
19+
20+
21
g2
23*
1Y
25
L3
27 »
P8
29*
30+«
31
2vul
2742
2743
27 kb

Sep 084 '78
01 005e7
0l 6059y «AB00080
01 60598 69800066
01 60599 325E0008 A
01 A059A 226Ep006 A

PAGR

KRASWIT Eny

RRBRRRERRBRRBEB TR BB R P RRR RN R RRBUERBRRRERRRRRRT RN RTINS P 0000 %eR

#F 5
*F
*Fe
L2
*Fy
’p*

NAME ¢

155
3
KRBSWIT

PURPBSE! 78 PRMCEBS THE 'RBEWITCH! KEYIN

DeSeRIPTIAONG SWITCHES BUTPUT plLeS FROM BNE BR(STATION

TO ANBTHER,

Y e I YR Y2 A2 2SR S AR RS L S22 R 2R PAALS SIS E RS 2SS X AL A2 2

GD‘
*Dx
Qoﬁ
*Dx
*De
*Dw
&8&
*Dy
*Dw
‘D'
#Dy
*Dw
*“Dw
QD’
'D*
’D‘
*Ds

08‘
*Uw

*Das
*Ds

NAME !
CALL g

INPUTS
BuUTPUTS

KRBSWITY
KEYIN FORMAT; RBSWITCHW WSN)DEVICE«TYPE,USER
Ry = ADR 8F KEYIN PaRraAMpygR L1ST

RS/R6 » WORKSTATIBN NAME

R12 4 LENGTH OF WSN (BITS 16e23), SWITGFC (RITS 24=31
Ry3 = CONVERTED svsro (WEX)

R14 &« DEVycs.yYP (LgFT1.JUSTIFIED) gBCD1C)

R15/Rn = 0 KSTAT:QN NAME

REGISTERST ALl ARE VULNERABLE

INTERFACE; GKIFLD, CVSYSID, SGCOP
ENVIRONMENTS MASTER/MAPPED

DESERIPTIONG ¢ALLS geIFLD AND evSySID T8 pBRMAT THE REGISTERS

AS INDICATED ABBVp; THEN CALLS SGCQ2 WiTH A GHEST
FUNCTIBN COBDg = SWIrGFC t@& PASS tHE DATA 1B RBBAT,

L E TS I s I TS s 2222 YRR ALRS S22 222222222 22 XS 22 S AL S L 00 A

»

BaL,11
BrSs8
LWsS
LWak

GKIFLD BUILD tWs CBMBUFS AS FBLLAWS
KEYERR !

KPLBa7 DATA WA (WSN)
KPLBkqa? H
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1 po598

2745 0 22CEQQ04 A LWat2 KFlas? GEN, 8,24 LINK, 0
2746 01 0596 &ABnao0S0 BAL,q1 GKIFLD TEXY WSN
2747 01 00590 63800066 BCS, 8 KEYERR

2748 01 AOS%E a2EEgoou A LWsgs KFL:?

2749 0l 00%9F 21E00002 A Cras14 2

2750 01 AoSAo #9200066 BG KEYERR

2751 o1 605A4 32EEQ005 A LWagk KPLBs7

27%2 01 ao5A2 »8EQo470 A SASs14 w46

2783 01 A0SA3 #ABop050 BALs11 GKIFLD

754 1 A05A4 69800066 RCS,8 KEYERR
5755 81 “85 AS AA588°00 X Balsql  CVSYSID

27%6 01 00gAg 22000002 A LWas13 2

2787 01 00SA? 22F 00005 A LWaySs 5

2758 (g1 ANBSAS8 22000006 A LWag 6

27589 01 Go%A9 25C00008 A SLSs»12 8

2760 01 noB5AA 20C00000 N Alst2 SWITGFC

2761 01 poSAR  2240Q4DD LYss KSGCO« 1 o
2762 01 n0OSAC ~8000000 X 8 8GCn2 T T Y P T P T P YL L LY
2764 01 00%aD KRRLBG EQy $

2765 01 00SAD 6ABoo0So BALsq1 GKIFLD

2766 01 AOSAE 69800066 BCS,8 KEYERR

2767 1 5“ 322E0005 A LWep KPlLBaY

768 g no 9 32358386 A LWasd KPLB#¢s7

2769 0 aoss &«AD00OBC BaL,13 KRBDCK
2770 01 60SB2 21800068 A eta8 et

2771 0! A0%B3 «83005%587 BE KRB 8N

2772 o1 60%Be #2400000 A LYss 0

2773 o1 60885 »2C00000 A Llsg2 0

2774 01 A0%B6 «8000%58D B KRBL VN

2778 01 005R7 KRRL SN EQU s

2776 01 Ao%B? 09200000 X PSWa2 TSTACK

2777 o1l Ao%Bs8 6ABo00S0 Balsgl GKIFLD

2778 01 ApSB9 a%200000 X PLWs2 TSTACK

a;gS 01 6032; gaagooos : LWog ::tg:v ,

a 505 225E0006 LWas *q

9 81 ggsac agcogooo X Lw,i2 ALBY

2752 01 005a0 KReLVN  Enu s



Ho1

17142 SEP 08,

2783
2784
278%
2786
2787
278

a78

27%0
2791
2792
2793
2794

01
01
01
ol

ol
01

ol
ol

01
ol

o38N
005BE
A05BF
008Cn
005C4
00%C2
60533
AoBL4

01t
n05Cs
ﬁ05C6

17
32000000
20000000
22100000
31140000
#9400066
15440000
47C40000
#800006D

005¢5
»2C00000
68000520

> X X Z X X

KRBCOM

LwaRy3
AW,R13
Llse

Cwal
BANZ

STD2 4
818212
B

EQU
Llsagp
]

FIN

ALBITY

DeBIY
ACTBIT+LIPBIT
RBIFLAGsZ
KEYERR
RBDIWSN,s 2
RBIFLAGZ
KEYINR

s
KCOMGFC
KRBSC

END SAM KEYS Cpq UPDATES

157



HO1 17142 SEp 08s '78

279%
2796
2797
2798
799
gsgo
2801
2802
2803
2804
2805
1+
2»
3%
he
B*
6*
T
8»
O
10+
11
12+
13»
14»
15+
16+
b Ad

ig#
19+
.
ele

22%
23

Che
2806
2807

01 0057

o1 AoSCY

«~AB00050

158
PaGE
SRR ERRRRRNRRRTRRRB RN RRBRTRBRRRDRB RS URRERRRRENERERNTDRRR DN
F NAME ¢ KI19UTpUY
*Fe ,
#F g PURPBSE TO PRACESS THE 1BUTPUT STOR,YYNDD1 AND
*Fu 18UTPUT GB,ID! KEYINS,
*Fy ;
#F o DESCRIPTIBNG SgTS UPp A gMBST CAMMUNICATIBN BUFFER'FBR,‘
*Fa 1OUTPUT STBP)1, AND SETS THE X1801 BIT 8F UM,FLG2
*Fy FOR 'aUTPUY GB',
&i{il**l#i*lni*i*'l&}i&&{iﬁ*l’&%ﬁliil»i«l*Iﬂllﬂﬁ*!&**4&****%*#*}**%&*
*De NAME ¢ K18UTPUT
*D‘ *ew [ X ]
#Dy CALL? KEYIN FORMATT SUTPUT |STBP,YYNDD|
*Da 1G8, 1D I
D ‘ ow L)
*Ds INPUYT! Ry = ADR OF KEYIN PARAMgTER L1IST
*Dw
*De pUTRUT! UMIFrLg2 (IF g8)
“Da
*D» REGISTERST ALL ARg VULNgRABLE
*On .
*Dw INTERFACEY GKIFLD, CVSYSID, GETUSER#, DEVCK, SYMTABCK, KSGCQ
QD*
#Ds ENVIRBNMENTY MASTER/MAPPED
*Daw L
*Da DESCR!PTIBNé GKIFLD 1S CALLED YB GEY THWE STOP/GA BPTIAN; IF
*Dx STBP, YYNDD 1s @ByayNgD BY GKIFLD, DgVCK VERIFIES
*Da tHE DpVICE, SYMYABCK BBYAINS tHE SYMYAB INDpX AND A
*Dy K8SysP GHASY FUNCyraN CobDp 1S PASSED 18 RBBAY VIA
*De KsGca, IF Ge, tHg SYSID 18 OBYAtNgD BY GKiFLD,
#De CONVERTED TO HEx BY €ySYSID, VERIFIED By GETUSER#,
*De AND THE X80 BIT BF UWIFLG» 1S SET.

BURRPS R BB R RGO R RN R BN R BT BB BRBRIRR RN RN T30 000333

»
KIsyuTeuY Enu $
BALs1tl GKIFLD
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2808 01 AoOSCA 9800066 BCS!.8 KEYERR
2809 01 40509 222E0005 A LWs2 KPLB,7 GFT FUNCTIBN (STOP OR GO,
2810 01 AoSCA 2120000F CWa2 TXTSTAP
2811 01 008Cs «8300508 RE KOUTSTOP
2812 01 §osCe 3120000F CWs2 TXTGH
2813 01 008CD 59300065 BNE KEYERR
2814 01 A0SCE 6AB00a050 BaL,y1  GKIFLD GET SYSID
2815 01 A0BCF 69800066 BCS,8 KEYERR NS GB8D
2816 81 60500 &«ABna0on X BAL,g1  CVSYSID CANVERT T8 HEX IN Rp
2817 1 20501 9800044 BCS,8 KEYERR
2818 o1 §08P2 32600002 A LWss ? USER ID 70 Re
2819 01 00503 4A700000 X BAL.7? GETUSER¥ RETURN USER NUMBER IN Rsg
2820 01 00804 68000066 B8 KEYERR
2821 01 $0o30B 60200037 A D18ABLE |
2822 01 00%Dé 522A0000 X LHa2 UHIFLG2sRS GEYT USER FLGS
2823 01 405D7 43200008 N 8R,R2 X80 SEY CBMBDE FLAG FBR USER
2824 01 00508 882A0000 X STH.2 UHIFLG2.Rg
2825 01 005D9 40000027 A ENABLE
2826 01 605DA ~800006D R KEYINR
2827 »
2828 ™
2829 01 00snB K8UTSTBP EQU s
2830 01 60%p8 ~AB000S0O BAL»11  aKlppn WHAT ARE WE WA TING cBMBpF 8N
2831 01 Ao%0C 69800066 BCS,8 KEYERR WHMATELER IT WAS, IT WEREN»T NB GBBD
2832 01 AoSPD 122E5005 A LWap KPLB.7? GEYT YYNDD INT® Rz=Rj3
2833 01 00SDE 223E0006 A LWs3 KPLB#127
2834 ot A0S0OF &«ABop000 X BaL,11l DEyvEK RETURN DCTx IN R2
2835 01 505E0 49800066 BCS, 8 KEYERR DEVICE N® GB8D
2836 01 0Osgl &£AB00000 X BalL,11  sYMyaBCK GpT SYMTABX IN R3
2837 01 008E2 £30005E4 B $+2 SCREWBALL RETURN IF 8k
2838 0l A0S5E3 68000066 B KEYERR nNaT symB DEVICE
2839 ol 605E4 32C00003 A LWsg2 3 u
2840 01 0OSBES »5Co0010 A SLS,12 16 ALIGN FBR SGCQ
58“ o1 QQSEQ 22C00000 N Ai,ig Kesrepr GFC FBR 18UTPUT STAP!
84 01 o037 22D00000 A L1a12 0
2843 01 00BES 22E00000 A L1sté 0

2844 01 00OSE® #80004DC B KSGea Ge SETYUP RBBAT CBMM, RUFFFR
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1+
2w
3
4
5%
6+
7 #
]
O
10»
11
12+
13
14e
15+
16+
17+
1o
19
20+
21
44
23+
24w
25+
26*
29+
28+
29+«
30w
31«
32
33*%
4
35+

35

!75
01 OO0SFA

01 00BEA 6AB00050
01 éoSEB 9800066

6oSEC 322E0QQ5 A
8% QSBED 32358886 A
ol qosgs «ABOO00O X
01 008Ef ~9800066
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PAGE
KIFLUSH EQU s
LY 2 Y 2 R A2 YR T2 AR TR RS2 ST YESZE RS2SRSS SR LR 2SR L AL 2 2 8 A
*F NAMF! KIFLUSH
L 12 .
:;n PURPBSE! 70 pRACESS THE 'pFLUSH! KEYIN
#F » DrSCRIPTIANG SETS UP A GHAST COMMUNICATIBN BUFFgR FAR 1FLUSH
*F AUTPUT ! e
T Yy s 222 Y I N Y A AL XSRS RSSYSZSSSSS AR SR RS SRYL I RYLR LS 20 L 24
*De NAME § kIFLUSH
QD_..
*Da Cal.l$ KEYIN FBRMAYT! FLUSH YYNDD,SYSID
*Da
.8‘ INPUT? R? = ADR 8F KEYIN pARAMETER LIST
:gv DCT4as SCNTXT, SYMX, SCSVDG!
»
#Dy REGISTERST ALL ARg VULNERABLE
*Dn
'gu INTERFACEL G6KIFLDs DEVCKs SymTABeKa CVSYSID
*Du
*Dx ENVIRBNMENTY! MASTER/MAPPED
*Da
*Ds DESERIPTIAON] DEVCK IS CALLED T8 VALIDATE 1yyNDD' FIE(D 8F THE
*Ds KEYIN; SYMTABCK 1s CALLED T8 CONVERT THe DCT INDeX
*De T® A SYMTAB INDgX; IF TWg SPECIF1ED DgviCe 18
*Dw CURRENTLY PRINTING/PUNCHING THE SPpCIF1gD UseR'S
*De BUTPUTs A GHBST cOMMUNICATIEN BUFFER (KELYSH) I8
»Dy PASSED TU RBBAT VIA KSGCOD,
#%1&Q*il*iiﬂlﬂ'*ﬁiiQQQQ’{l#’**{*%**i&*&'}QQ'l»l'l'l0’#&*%&'&*l*i“ﬁti*ﬁ*“*#*‘*
»
BALsR1l gKIpLD MBVE yyNDD T8 kpL FIE(D BuUFfrER
BCS.8 KEYERR =
LWaR2 KPLB,RY MBVE YYNDD T8 REGISTERS
LW,R3 KPLB+1,R7 ;
BaL,R1} Dgvek ValL1Date 174 RpTURNS DCyx 1N R2

BeS.8 KEYERR
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38* o1 0o8Fo &«ABnpooo X
39* 01 AosFi «80005F 3
4?* 01 AoBF2 ~8000066
4lx
42+ 01 NOSBF3 22C40000 X
43» 01 008F4 25¢00008 A
u;» ot 603;5 5520000: Q
45* 505F 6 .
4o 8} 885?7 :28888%8
47" 01 OOSFS 69800066
48* 01 aosfFg «AB00O00OO X
49+ 01 008BFA «9800066
50 01 005FB 32000002 A
51* 01 0osFC £230000C A
g2+ 01 noBrFp 72160000 X
53+ 01 605§£ aélooooa A
Ky 1 60BFF ~84000b6
g5+ Ol 88600 5&128 00 X
LT3 01 00601 68300066
g7+ 01 00402 25100001 A
58» 01 A0603 22300010 N
%9« 01 A0604 45220000 X
0% 01 60605 69300066
61% 01 00606 6800040¢
3016 01 OOOMD 5 R
1 6ob07? F1U3D34 4
81 38688 anFvog A
01 40609 F3C3C840 A
01 5060A N7E4C203 A
01 ADSOR n3D6C3D2 A
CONTRBL SECTIBN SUMMARY; 51 o060C

Kirt

PT

BAL.R11 SYMTARCK

B KIF1

B KEYERR

)

LB,R12  DCT4,R2

8 8.R12 8

§TH,R3  R12

A1sR12  KFLUSW

BaL,R11 GKIFLD

BCS, R KEYERR

BaL,R11 ¢€VsYsD

BeS)8 KEYERR

LWaR13 R2

LH,R3 Ri12

LB2R1 SYMXsR3

Cr.RY 2

BAZ KEYERR

LM,R1 8CNTXT,R3

Bel KEYERR

sLs,Rl 1

L1sR3  MASKS.16

CSaR2 8CSyDGI,RY

BNE KEYERR

B KSGen

END STARTGKEYIN
02 00032 PTY

03 0np32

GEY SYMTAB INDEX IN R3
NORMAL RETURN
ERRBR RETURN

Gey DeEVeTYPE

SET UP Ry2 FBR SGCOM
Mavg SYSID 18 KPL FIp(D RUFFER

CeNVgRY 1T T8 WX IN R2

SYSID IN HEy T8 R13 FBR sGCBM
GET SYMX AGAIN

IS IT 18UTPUT

NB

1e tTHERE A CONTEXT BLBCK
NS

CeNVERT T8 WA

DAES SYSID MATCH

NS
PASS COMeBUF T8 RBBAT

PT 0

161
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SYMBBL VALUES

A3CERR/0000000n
ANSPRBE/000000A1
AYR/01 00333
AVRS/01 0032C
RAUNITL/01 000A7
BI.KSZ /00000003
CHKILBLZ01 88361
CHKID/01 00
CHkO/061 002FC
CKFS/31 003FQ
CKSERIAL/01 00298
CKZER83/01 00482
PCYX/81 002C0O
DEVICEDBWN/OL1 nO3AE
DTVALCK /01 002nA
D4/0000000F
F /00000001
GDTKIVAL /01 QO1EE
GDTKIV4/01 00209
6JOBpe/000000123
GJBBUSY /01 000F9
GKIFLD3/01 0Q0%D
10LE/60000001
15pS3/01 002R8
KBUF ,60000003
KC1/0600000C1
KEYERR1/01 00048
KFFFF/0000FFFF
K1ABBRT/01 00077
KIDATE/pn1 00109
K[ERRBR?/O? 00n7C
KIFDBWN/OL 001NA
KI1GBUP,01 00124
K[GJBBQ!Ol ooon2
K [GJOB6/01 000FC
KIHEAD/p1 Q0164

AMNTSCR/01 00289
ANSREE| #,01 n025¢C
AVRBZERR/01 00390
AVR1,01 0033p
BAUNIT2/C1 00008
2t$é°é100006 ,
L p7A
CHK101/8% 8828A
CHk1,01 0030A
CKF6/01 003F2
CkZERB/01 OO42C
CBNTUGSRCH/01 00QAD
pDEva2os01 0012¢C
DIScBPRB /00000000
D1/0000000C
EAPRBG/1 0p3A8
FK¥C101 00 4DF
GpTKIvVi/ol 00iFrp
GETAVR/01 00238
GJaBpuLL/ol 00105
GJOBWAKE ,01 00100
GKIFLD4/01 000OSF
{SPszoi 002¢1
SPSS/01 002AE
KCCP 400000001
KDIAG/01 00145
KEYINAZOY 00020
KFkAGS/00000002
KIANSM/01 00P12
KIDELY/q01 0o0B8
K1gERL12/ 1 800
KIFLySH/01 00 EA
K!GEBNN ol ooi1?
KIGJ083/01 00000
K1GJRB7 /01 000F7
KIM1/01 00170

ANSASN/00000004
ANSYB|_/00000003

AVRIBERR/01 0038%
BACONCAT/0000003g

817%5,00000000
Ccigﬂé01 003AA
CHKGACN/ 4 Y
CHKSR/04 oogoo 0
cxFREE/01 003E9
CKF7/01 003F4
CkZERB1/01 Q0421
D/00000002
pev3osol 00134
p.TPSD/01 000BC
p2/0000000D
ENTINT/01 00073
FMT/00000005
apTklvasol 00203
GETAVRazol 00230
GJ8BTXT/02 0000F
GJ8BWC /00000013
GK!FLDS/OI 00060
18PS0/01 002CD
KA/0000000A
KCBMMA ,TEXT
KDI1AG1/01 ppy4a
KgYING/QOL 00004
kF0/000000F0
KIANSB/01 00214

K1DbL/
K,Ea181°?°800 29
«I1F1/01 005F3
k16488 01 000B8E
K164884/01 000k
K1GUP/01 00123
KIHM2/01 00176

162

ANSFNMAX/00000011
ASev8 1/01 003B4
AVRLBERR/n1 0038A
BAKPLB/00N0001 4
BLKkcNT /000000114
CHK /01 002F7
CHKGNAME/ 4 ¢ AB
CmkgR1/01 Oogug
CkF10/01 00408
CKF8/01 003FB
CK2ERB2/01 0042A
DCBPROC/00000000
DEFAULTGACN/01 0004Aq
DBSRCH/01 00373
03,0000000E
ERSEND/n1 00501
FSN/00000040
GDpTKIV3/01 00708
GETFLGL/01 001381
GJBByC /00000018
GKIFLD1/01 00036
GNAME/01 00098
1sPS2/01 00251
KBLANK/TEXT

KCRET /00000015
KESB/ 00000026
KgYIN20/01 00027
KF9/000000F9
K!AN§5101 ooaao
K1ERROR/

Klg Rls/oglogg
Kraszox oolzv
K1GJ9BY ,01 000CH
KIGJ055/01 000EA
K1G1/01 00143
KIMQUNT/Oi 00216
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KIMBUNTZ, 01 0021C

KIPL/ga1 1
Kxncwgzo?ogogah
KIREQR K701 00418
KIREGNDD /01 002aDA
KIREQY2/04 004, ;
KIRQu51/01 003¢
KISTSY, 01 OQ4EY
KISTVy/01 00164
KNAXKIFLIOOOOOnOC
KNLO/FFFFFFFO
K8BF y01 0006E
KRBCBM/n1 00%5Cr
KRBDISC/01 00575
KRBDX/01 00579
KRBMV/01 00525
KRBMV#4/01 0053,
KRBSPN,01 0056én
KRBS1/p1 00591
KecPyUso01 001?
KXcPy2/01 001p4
K2/00000002
LBCK/ 51 g2DA
MAXMINVAL/OI Qnlige
MNTSeR/01 00263
MEMDAT,01 00107
M7/00600007 S
NK1DL/00000007
NEYANS /00000001
NETVAL1/01 00389
Nxx ICHMR2/01 00048
K1cHR4701 00a3D
PesTAPE1/01 Q03gg
RDILBL/01 00369
REQ#RS,01 003Cr
REST/01 00268
R0O/00000000

KIMyHDR /01 00164E
KIRA0157101 00465
{ n/014 ooaag
REopcps01 0l412
KIREQNDé ,01 00321
KIREQ 11/01 0040A
KISCRTHlol 00218
KISTSY0,01 OQOER
K1$Tva/01 0o166
KMCSEND/01 0014C
KNL18/FrFrFFER
K8BN,01 00070
KRBDCK/pn1 0oB4C
KRBDONCK /01 00559
KRBLBG/01 00BAD
KRBMVO/01 00824
KRBS/01 00586
KRBSPNL 01 00566
KRBWSN/pny 00551
KSCPU1/01 001g
KXCP3/01 ooaag
KS/oaooooos
RCS2/00000012
MAXHQNVAL/01 O0lESR
MONPROC/00000000
”16/00000010 3
M8/00000008 S
NB8BRANCH/01 00009
N8Tp_p/0t 0024p
NaUstw/01 00234
Nxx ICcHR3,01 oocaA
NXKICeHRS /01 0003
PREMAUNY /01 002
READTAPE /04 00357
REQTY,01 003CF
RESTy0/01 00268
R1/00000001

K INBHDR 01 00179
KIRCN/ g1 qouaf
K IRE 08P /0 0041g
k IREQDD/0L 0040R
KIREQSy,01 0041D
IREQG/O OOaéc
kISEN5101 001
KISTSY1,01 OO4EE
k181701 00183C
KMCSEND1/01 001g4
KN6/FFFFFFFA
KBUTSTBP 01 0O%DR
KRBOCT/01 00844
KR3081/01 0087¢
RBLSN/0OY 00%R7
KRBMv1/01 0058p
kRBSe/01 00520
KRBSSNz,oi 00562
KRBX/01 00%67
KeCPyU2/01 00140
k0/00000000
k8,00000008
MAXODAYVAL/914 poeEA
MAXVRVAL101 001gC
MPBITSIOOOOOOOl
‘00000002 8
NCPU/0Q0000001 8
N8CC/01 0034g
NB8TEXPR/00000002
NSTARTB/00000004
NxkiCHR31/04 0004C
8CPCK/01 QO4ED
PUBLK/04 002g¢
REAVR/014 003«&
REQTY1/01 003D1
REST20/01 00272
R10/00000004A

KIBUTPUT s01 o0sC?
KIRCNy{/Za1 ooWs?®
K:nEGBK/01 00418
KIREQF I /01 00436
KIREGTL1,01 Q040E
KIRQUE/Oy 003ES
K1ETART/01 00085
KISTSY2,01 O04FB
KITIME/p1 001C1
KMCSEND2/01 001g9
KNB/FFFFFFF8
KRBBCST,01 00812
KRBDCT1/01 00B4E
KRpDS2,s01 00583
KRBLVN/0O1 0088D
KRBMV2/01 008539
KRESEND/O1 0081g
KRBSWIT,01 00597
KRBX1{/01 nOB6F
KXePU/01 001aaA
K1,00000001
L8C/01 OON1A v
MAXHRVAL/n1 go1E4
MCFC/014 00358
MS3T/01 00380

M24 ,00000018 S
NKE4!N3/00000031
N8 1DPUB/01 002D3
NeT NIguE/O1 00330
NST@PB/00000002 S
Nxc ICHR32,01 DOO4E
88TAPE/01 00395
RBCADE /00000001
REE #/01 00265
REQTY2,01 00307
REST30/01 00274
R11,/00000008

163
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R12/0600000C
R2/00000002
R&/00000006
SEp10/01 0029F
SKEYIN2,01 00497
SKF8/n1 0o4CC
SKFSET/01 004AY
SKIN2/01 00478
SR1700000008
STARTSKEYIN/01 0001
ST8PPEDP/000000n0
TXYGB ,01 0000F
U’00060004
v/00000003 ]
VPXPSPT/00000061
XFF/00000008 s
X7FF /00000008 §
yciFp/0t 00001
Y08,0000001C &
Y8/00600020 S
142/01 00458

EXTERNAL DEFINITIONS

GKIFLD,01 00054

KFL/90600000%
KSGCQA/01 004DC

PRIMARY REFERENCES

ACNCFU ANSFLGS
AVRID AVRNBUY
BGRCFY BL ANK
cVsYsip DATE
DCT4 PECANY
E:ERR ERRLBG
HBWALS WIBASE
KFRMGFC K1DeL
MASKS MAXG
NEWG NgCPU
RAD1gY RATIDCy#

R13/0000000D
R3700000003
R7/00000007
SEP20/01 002A5

' SKFCK,/01 00499

SKFRM/01 p0OuB?
SKF1,01 004CF
SKIN3/01 00483
SR2/50000009

Sxp/pyNe
TXTST8P,01 0000E
UFLAGBS/ 00000000
VERB,0000001e 8
x/00000032
XFFOA00/01 00387
Xxg0/0000000g §
YeSFrF/01 00003
Y1,/0000001D §
ZAP10/01 00106E
2941c8DE /00000001

KEYERR /01 00066
K1JMPTBL/03 a0000
NXxK1cHR/01 00039

ANSPRT
AVRTBL
BT;&TBO
pCisg1Z
DEvEK
FCMe
JICCBUF
KiDts
MBsap#
sCQUEUE
RBB1¢D

R14/0000000E
R4/00000004
rRg/0000000g
SETNEW/01 0031F
SKFF 01 004C9
SKFRM1/01 004BA
ek IN/01 004gR
SNFN,/00000000
SR3/0000000A |
STARYB17/00000004
S69PR8 /00000001
TYPERR 01 00276
USER/00000002
VERS 18N/00000028
xeF/0L 00004
XF7/01 00005
xga/01 0038
v01700000019 ¢
Y2,0000001E §
7AP20/01 00116
1LBL/01 0038¢g

KEYINR,01 00060
K1T8L/02 00000

TXMEBSE/0L Q000C

ASPIN
AVRYB
CsCPU
ocTe

DID

GETUS
JiJdir
KIPR1
MING
aHiNM
RBL M

; AVRDCY

LNE AVRTBLS12
CiMgM
DCTLie
DOUBLEZERS

ERy GMB
KEY INBUF
KesTspP
MXSTRM
PLBIMIN

] RMB

164
R15/0000000F
R%/00000005
R9,00000009
SKEYIN/O1 0Q04R9
SKFJ/01 004BD
SKFRM2/01 00404
SKIN1/01 004gR
SRCHAVYR/01 OOPEA
SR4/00000008
STePB1T/00000002
TPIGEBN/0O1 00168
T1,04 001CB
UTSPROC/OO 00001
V8L1/0! 003Bsx
XF/00000004 S
X30/01 00002
Y/00000000
YO4/000000i8 S
Y4 ,0000004F 8
1A1/01 004SF

KEYN/01 £0000

KPLB/00000005

AVRFLGS AVRFNMT
BATAPE 8CS8taFC
CFUS]ZE CTIRIG
peT24 ncT3
ELABRT £:1CBK
GBADONGT HEXCK
KFLUSH KFRMCG
LPART USERTAL
NBQ}TOQ NDD
PLwlsD QUEUE
RSERIAL siBUalS
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SICUN

Ne UNDEF INED sYMBBLS
ERROBR sgvgRITY Levelt O
N8 ERROR LINES

S1GJBBACN
S3§RTY SCNTXT
sH!RNM SH‘RBCU
SNULL seL 1ctT
SYMTABCK SYMX
T!GJBRSTRY TIRUE
vYPMNSZ uBtys
X1000FFFF YFFEF
1MIN 1B1G
SECBNDARY REFPRENCES
ACTBIY ALBIT
CACSENDX CoCYERM
LIPBIT WNOL
RASIDAL RBIFLAG

siGUBByRL
sCsVvDGt
SHiRyBY
SSTAY
SYSACCy
TBIFLGS
UHiFLG2
YQOO0O0A
1B560

cec
CPasg
M8De2
RBD tWSN

siGUALS
e
8 -

s Bz*vﬂ
SYSTRT
TBIFLGSy
uXsdrry
Y06

189

CoCDsaABL
DCByY
BADBIT
RBXB1TY

SIMBSF
SGCRa
gMuys
SVIRS!Z
T1BTSCHED
TIME
WAKEUP
Y07

CoCgNaBL
gCHBCR
facPle
SIMPKYN

SiAUALS
SHIRBCY
gNDDX
SWITGFC
TIOELUS
YSERIAL
XFe

vie

CoCMESS
KCaMGFC
8CPYYP

S81INIY

165
8316498y
g IRGCU
gNDGFC
SYMe M
T1GJBBR
r8TALK
x0 :
y3

c8Cayv
C81UN
aFFary
gBISTATE
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