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© INTRODUCTION

Thié study has a twoféld purpose; The first is to present an
overview of the large scale computers installed at DOD and AEC facilities.
Many of these computers are operdted under various types of'seéurity‘
requirements and have operating systems designed to resist'unauthorized
~ use or coqtrol. " The second furggse of this stﬁdy is to supply as many:
facts as»poqsible about the operating systems that predomihate a@ DOD
and AEC instaliations, with special reference to those aspects that
~ particularly bear on operating system security. It can be gseen from |
Table 1, & cehsus-of coﬁputera and their iocations; that canputera. |
at DOD and AEC installations mainly come from four main sources: IBM;
'Univac, Control Data Corporation, and Honeywell‘Iﬁformation Systems.

In Tables 2; 3, and h»operating.systems of these fouf_manufactﬁrers

' are broken down and listed so that their characteristics can be écmpgred.
Specifically, the following four operating aystem;twili‘be léokeﬁ at

in detail: o i |

: a. IBM's OS/MVT for the 360/370 series

b. Honeywell GCOS III -

c. UNIVAC EXEC-8 | :

d. .Control Data Corporation's SCOPE 3.k

In Table 2 the basic parameters of these operating éystema suc£
‘a8 word length, size, SYSGEN times, etc. are listed and, where applicable,
their derivation is explained. | | .

Table 3 lists'operating system characteristics of a more détailed
ntlire. In this table, however, the characteristics are not‘only
lsted but are also explained’or.defined.and basic diffefenceg ﬁepween them

are prooented,



Table h tomparen the complete range of IBM supervisor calls (SVC's)
with the equivnlent opernting nyntém fenturen of Honeywell, UNIVAC,

- and CDC. Supervisor c¢alls are particularly significant from the point

1

of view of operating system security because they are one of the most
" ‘ ‘ .
" logical areas from which qttempte to gain control of the system can

i
. be mage,



TABLE 1. Censun of Iimrge Scale
Computer Syostemo at DOD and ARC Focilitices

Computer - Number at | Number ot
System ' DOD Facilitiqs AEC Facilitieu
IBM 360/50 61 6 |
IBM 360/65 ~ho 6
IBM 360/67 _17 -0 |
IBM 360/7_5 "hil" .3
IBM 360/85 "2 -0
- IBM 360/91 "'a -
IBM 360/95 2 o
UJIVAC 1108 39 1
;cnc 6000 series 8 20
'oDe 7600 0 6
Hdneywell 600 series b A; 0‘
XDS Sigma T : . 6 3
DEC PDP-10 - o - 1h

Note: For purposes of this listing,a large scale computer is defined '
a8 being roughly equivalent to or larger than an IPM' 360/50 in terms

of speed, computing pover, throughput, ete.



t TABLE 2. Con—xparison' of ﬁasic Operating System Pe.ra.metérs

serating Word Instruction Size of Size of Size of ., SYSGEI
~ . Resident Basic Total dage L/
Systen Length Length (OF] ' 0s 0s- Start
IBM S 2,4 or 6 | 1503-200K 5 Million 15-30
32 Bits R ) HA 32-Bit
CS-MVT Bytes Bytes Words Minutes
_Eoneywell R _ 2.1 Million
o 36 Bits '36-Bits 19K Words LE1K Words |  36-Bit 5 Minutes
GCOS IIT o T L R ‘ Words
UTIVAC s R 40-50% 2 Million
36 Bits, 36 Bits 330K Words 36-Bit 15 Minutes
EX=C-8 : Words Words -
coC : -1 15 or 30 16%x-32K : 2.5 Million
60 Bits _ o NA 60-Bit NA
SCC0Z= 3.4 Bits Words Words

Ja-Iaforrmation not available
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Notea to Tnble D

Mothodo of onlenLlngAnpnrntiné nyostem nlze.  The estimnte glven for the

size of IBM's OS/MVT was based on a count of the instructiohs ina microf}%he
deck of the complete system.‘_This method was checked agdinét an estimate [
of nyntem nize based on tho amount o:‘diok'npnco it occupion at nyotem
-generation time. The slze estimates for the Hgneywell UNIVAC, and CDC
opefating systems are based on the amount of diskjspace they occupy at
system generation time. Note the following : o

a. IBM's 360/370 OS/MVT is contained on 3,000 microfiche cards.
There are 45 frames per card. Assumé that each card is 70% full (i.e.
".uéea 30 frames per cqrd) and thaﬁ eacﬁ frame contains about Ls instructions;
Multiplying the three numbers we.get a total of L.2 million instructions.’
'1 A method for cross-checking the total numbgr of instructions is that 0S/
MVT occubies 75 percent of a 231h4 pack containiﬁg a total of 21 million
bytes. If the average instruction takes 4 bytes, and the system occupies
l, 15.75 million bytes, the totel number of instructions is 3.96 million.

‘b, 'Hongwyell GCOS III with timeaharing,-utilitieé; test routines,
and library occupies 545 1links on disk. Eaéh link is 3840 words. With
one instruction per wbrd, GCOS III has about 2 1 miliion instructibns.

c. UNIVAC EXEC 8- with 1ibrary and compilers occupies 400,000 words.
Each word 18 36 bits and each instruction is 36 bits long (i.e. one instruction

per vord)s Thus EXEC,8 is composed of about 400,000 instructions.
| R A : :



de CHE Beorey 3.0h m:vnph'ndn() record blocks on n dinc pnek.  Ench
record bloc;t contnin 50 sectors and each sector contains 64 60-bit words.
‘Thus SCOPE is composed of approximately 1 million 60-bit words. The
- CDC 6000 series machines have iS-— or 30-bit inst.ructions.. Based on an-
estimated ratio of 15-bit to 30-bit instructions, the ‘ﬁote._l number of
instructions is about‘,a.s‘mﬂ]‘.ion.._ ’

e, The core resident portion of the above operai;ing systems depends
on facility p;rametera. On the average, éach,oper#ting eyatep occupieg

about 32,000 words of core.



TABLE 3. Comparison of Detallecd System Cheracteristics

' | |
‘System IBM ~HONEYWELL UNIVAC _CQC‘

Characteristic 0S/MVT GCOS III . EXEC-8 SCOPE 3.4
Multiprogramming_ IR yes . . yes l | yes ' | .yee'
B L » -
Multiprocessing ‘ L y;s a . L yes o yes yes
Batch Processing . B »'yes ~  © yes | yes - yes.
- Time Sharing . . ﬁfy [(O ~ yes - @Ija : no
 Remote Batch Processing . jes yes . yés yes
_ Real-time Processing ' - .yee | yes : yes | no

Notes to Table 3 - | . ‘

1. All of the following components are common to the abo;e system:

a. System Startup: This is the process of 1nitializing the operating
— system'for normal processing. System initialization.ie achieved by loading'
a sysﬂem—tailoring routine, This routine then'proceasee'system configuratibn
infbrmation. |
k'bg Scheduler: This ﬁodule schedules Job tasks into the system
execution queue. Job tasks are placed in the queue after all resource.
requests are satisfied., Tasks are usually scheduled by priority and ciasa.
" Ca Diuputchcr: This module allocaten CPU time to tasks queued for
"executibﬁ. bNormally, the dispatching queue is arranged by priority.
\If the CPU is available, the dispatcher will remove the task from the queue
end assign it to fho;CPU until puch t;m¢las the tubk‘requirea auperv{bor

aid or terminates.



d. Peripheral Allocator: This module schedules and allocates all’
" peripheral devices (drums, disks, tapes, etc.) requested by programs.
This is done by keeping inventory tables of facilities available and

facilities assigned.

e.  Storage Allocator: This module iE responsible for allocation
of internal otorage (core memdry) te.user tacks. Again, tﬁiu.iu
normally done by priority. |

. f« Interrupt Handlers: These modules provide interface (eupervisor

‘calls) between the user and the system. They also include modules which

execute recovery action in the case of progrem or hardware faults. .
g. I0S: The I/0 Bupervisor (IOS) is a Bet of modules vhich initiate

I/0 and reopond to I/0 termination. When an I1/0 roquest is isoued,

~ the IOS checks the channel and device for availability. If both are

free, the I/0 operation is initiated. If not, the request is placed

" _.on a channel or device queue. In asddition, the I0S provides for I/0

~interrupt handling, translation of file codes to physicel units, and
file protection. |

h. System Input and Output: Thie set of modules handles the iﬁput

and eutput of user programs. When & Jjob is enteredlﬂnto the system &
group of modules associated with the input deviee will set up program
files for the job., S8Similarly, the.outputemodulee supervise the transfer
of‘output data from the output files,

i. File Manager: Thisvset of modules controls the various data

files within the system. File management fuhctiens are invoked to
locate files, to permit or restrict user nccess to files, and to provide
| .
back-up and restoration services in case of file damage. Master directories

or cetaloge are meintained with cataloging controls available to the user.
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J. Utiliﬁies and System Progrems: These include library routines,
compilers, nséemblers, loaders, etc.
2. The following paragraphs summarize basic differences between operating

<
systems in the categories of: I/0 operations, supervisor progrems,

memory configuration, and storege protection:

8. 1/0 Operations For IEM, Honeywelil}and UNIVAE, I/0 commands
are issued through the central procggsing unit in supérvigér mode,
Commands are exeﬁuted by specialized I/0 processors. _Fog cnc, I/0 |
commands originate and are executgdrthrough one of the peripheral

processors.

| b._,Sgpervisor Progrems.  For IBM Honeywell, and UNIVAC the supervisor

s run ‘on the central processing unit. For CDC, a good portion of

»f
tHe ?Epervisor is run on Peripheral Proaeesor 0 which sits as master

control over all other processors.

Cs Memory Configuration

IBM: 2048 bytes per block

" Honeywell: 262 144 words per module. organized into ‘blocks of

1024 words,
UNIVAC: 65, 536 words per bank, with interleaving of even and odd vords.
CDC: L4096 words per bank with phaaing of 32 banks.

d. Storage Protection

o IBM: Btorage key for every 2048 byteé
| :
Honeywell: Hardware register with field length control

CDC: Hardware reglster with field length control
UNIVAC: Storage-limits register containing upper and lower bounds

of instructions and data.
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Comparlson of Bapervinor Cnlln, Mnonter Mode Entryn, and Executive flequants

S'l‘.‘lhl e )

General Information

IBM, Honcywell and UNIVAC, The first portion of Table I lists

118 IEM supervisor calls (SVC'B) in numerical order and their equivalénts.'
in tﬁe'uoneywell and UNIVAc'sysﬁems. Included with each BVC is its
description.- Following this iist is & list of IBM service and 1/0

mécroé along with their equivalents in the other systems. The remainder :
of thg table‘consists of & listing of the Honeywell Master Modé‘Entrys.
(MME's) and UNIVAC Executive Requests (ER's) thet do nof correspond to
any of'the IBM SVC's., As with the other calls, descriptions are provided.
Included in this listing.is a compilatidn of UNIVAC subroutines and
procedures and Honeywell service requests., . |

| CDC. CDC is not included in this table of comparisons because the
SCOPE operating system has a considerably different design from the oiher
three systems. This difference stems from the fact that the CDC 6000
series machines are composed 6f elevenfindependent ccﬁputeré and, hence,
ﬁeed a much different type of‘operating system and service calls. CDC'e_

SCOPE operating system has only five distinct calls. These are:

TIM Return Tige
" END Normal End

ABT | Abnormael End

RCL | Recall

CIO I/O Request

- .

The;dIO call contains all the file management>reQuesta such as OPEN,'CLOSE,U-
B : ’ [ ' -

.,

™~ R
. RCAD and WRITE.



Comoarison of Suvervisor Cells,

-

Master ¥Yode Entrv

s, end Fxecutive Requests

Teble L.

¢

/s

Supervisor cr

~
<
-

ervice Cell Designation

: R:l’:‘_. AND DESCRIPTION

RN

~ L

CP - executle cﬁanne_ progrmn

T - yait for an event |

ST - signel éven£ ce:pletion

“T - SVC routine exit (return from)
DMATY - ellocate storage w/o register
AT - ‘-ees storage

. = LOAD end trensfer control

L = transfer control to another load
modulis '

~D - loeds task, no ccntrol transfer
=Tz = relirquish control of load module
2MATT - register GETMAIN/FREEMAIN

£ -~ provides déte end time

iZ - synchronous exit, transfer from
supervisor to user program

-

D - sbrortelly termirate a Job

= -~ specify program interrupt exit,
user's own fault processing

sve o
sve 1
sve 2
sve 3
SVC L
SVC 5
svc 6
sve ‘7
svc 8
sve §
SVC 10
svCc 11
SVC 12
'svc 13

SVC 14

50?:27:*? GCZ3 IIT UNIVAC EXEC 8
GERZLC (M) AWATTS
GEFIAI (M)
EXIT$
GEMORE *(M), ADDMEM (D) | MCORE$
GRMEEL (M), EEDEM (D) LCOR~$
cALLss (D) RLIHK$ LINKS
GECALL (M)
LOAD$
RETURH (D) EXLNK$, UNLNK$
- GETIME (M), TIME (D) | DATES, TDATES,
ABORT (D) ABORTS, EABTS, ERRS
IALLS

T



. Table L (Continued)

Supervisor or Service Call Designation

IBM

(@)

29

NAME AND DﬁSCRIPTION HONEYWELL GCCS III _UNIVAC ELZC 6
 ERREXCP - retry of channel-.program SVC 15

PURGE - removed specified I/0 requests sSvC 16
RESTORE - complement of PURGE SvC 17
" BLDL/FIND - build list from informastion

frcm 2 PDS directory/Establish
. - beginning of a data set member SvC 18
CPEN - logicelly connect a data set. ’ SVC 19 BOPENS$, IHOPH
CLOSE - logically disconnect a data set 'sve 20 RETFIL (D) BCLOF$, THCLR, IECLF

. . .- . C ) ‘BREL RELESE, @CLOSB,
BCLOR$
570w - update PLS directory svc 21
TENT - a JFCB is supplied by user to be

used during initialization (OPEN) SVC 22
TCLOSE .- CLOSE but rewinds tape w/o

updating the lebel SVC 23
DEVIYPE - locate device characteristics “Sve 24
"TRKBAL - track belencing SvC 25
CATALOG/INDEX/LOCATE - maintein the catelog :

and the VIOC SVC 26 PFI$, PFS$
'OBTAIN - get DSCB into main storage sSvC 27
OPEZNEXT - open a catalog to extend it SvC 28
SCRATCH - delete a data set on direct’ : T ' . )

access device svc GERELS *(M) PFD$

£T



Table L (Contidued)

Supervisor or.Service Call Designetion.

NAME AND IZ3C22=T10k IBM HONEYWELL GCOS III — ULIIVAC =27 o .

ENAE - change data s=‘ ze=e SVC 30
FZ0V - force end—of—vol::e condition SVC 31 ‘BBEOF$
ATTOCATE = request spacs :i I/0 device SVC 32 GEMORE *(M)
I/0 EALT - stop processizg on a tele- v : Co

processing device ' . SVC 33 DRLDSC (D)

,-FGCR - nester comzand precessing , :

- _ (scheduling routice) SVC 34
¥T0/WTOR - write to opera ator/+rite to SVC 35 CONSOL (D)#* - coM$

orerator with reply ’
WIL ~ write to log SvVC 36
SZCLD/SZGWT - segﬁent loed ané‘segment

loed end wait (overleys) sVC 37
TIROUFTER - Testran facnity' svc 38
LARTL - write volurme l 21 -sets onto. tape

in either EBCDIC or CII : sveC 39 LABEL$
EXRACT - extract infeor—ation from the

‘task control block (ZC3) SVC Lo ATTRI (D)
IDZITIFY - esteblish ezotzer entry. point .

to a task SVC L1
ATTA ”3 - creste a new tesx . SVC L2 ACT$, FORKS$
CiZ3 - creete interrupst reguest block SVC L3 GENEWS (M)
CELD - change dispatchi:g priority SVC L4
OVLYERCH - transfer co:trol to another

overlay segment SVC Ls

"t



- Table h.(Continued)

Supervisor or Service Call Designation

LAMZ AND DESCRIPTION IBM HONEYWELL GCOS ITIT UNIVAC E';C 3
TTIMER - test interval timer svC L6 GELAPS (M) TWAITS
STIMIR - set intervel timer SVC 47 GEWAKE (M), GWAKE (D)
DEQ - relezse a serially reusable resource | SVC L8
TT02=ZN - SVC L9
oull SVC 50
SRAP - smapskot durp (dump and continue) SVC 51 - GESNAP (M) : SNAPS
EESTART/SMB Peader-to help process check- ,
point restarts and read SMBs SVC 52 OPT$
IZIZ] - release exclusive control after reac
wmder exclusive control # | svc 53
DISABLE - lock out interrupts SvVC 54 - GENABLE
EOV - end-of-vclume aad end of data set
condition, check error conditions SVC 55 BMARK$, EMARK
ENQ = reguest control of a serially S
reusable rescurce SVC 56
FRZED2UF - free dynarically cbtained
tuffer- (ob ained by READ) svVC 57
.dQ,JT/RZst~ - access to dynamic buffer
canegement L : SvVC 58
OLTZ®? - providé on-line test system
- w/fecility to system control: code SVC 59
STAZ/3STAI - specify task abnormal exit
return coatrol to user after ABEND SVC 60




Teble 4 (Continued)

Supervisor or Service Call Designation

NAMZ AND -ZZSCRIPTION

IBM

HONEYWELL GCOS III

WIIVAC ZXEC ¢

TSAV - Used with Testra=z

" DETACH - deletes

C

CEKP? - estagblish checizoint for Job step’

BRDJFCB - read Job file cc:trbl block from

QWAIT - teleccmrmunicatiocns WAIT

disk

BTAM TZ
tes

S
t

subtas: (removes TCB)

QPCST - teleccmmunicaticns POST

—~——

SIhLhAD
I

A
)ax

/SYIILDRLS - eralyze permenent
/O error/release SYLADAF buffer and

save areas

T - telecommurnications on-line

BSP -~ backspace current volume one block

GSZRV - graphics service

ASGIT BFR/RLSE BFR/BUFIZQ - buffer

CHATR - status displey izterfece, MCS,
DIDOCS processor, 27:0 processor

SPAR - Specify attention. Used with GAM

processing end menizzla

tion

DAR - Demage assessment routine

Dequ

e

ue routine used wit> GAM

- Stetistics updete

svC 61
svC 62

SVC 63
SVC 64

| SVC 65,

- sVC €6

SVC 67

SVC 68

SVC 69

SVC 70

SVC T1

svC 72.

SVC T3

SVC T4

SvVC 75

svC 716

GEBORT (M)

GECHEK (1)

DACT$

VQCKPT, €RSTRT

9T



Table L (Continued)

Supervisor or Service Call Designation

"f’:’:"("?

PV SR, N

SvC 92

NAME AND LZSCRIPTION IBM HONEYWELL GCOS III UNIVAC EXZC ¢
ci 2 SVC T7
ISPATE - total spece still aveileble on
"~ woluxe svC 78
| STATUS - change subtask's dispetching
status ’ SvVC 79
GI?/57X - g*anhlc Job D*ocessor/graphics _
izterface task svc 80
S=T=2T - loed che.ract._er set for UCS :
S pTinter . svc 81
LISz 5AL SVC 82
S svC 83
Restzrt Address Routice -SVC 8L
A2 — Dymemic Device ’econflgura.tlon : . :
P»ocessor svC 85 GEFILS (M) TSWAP$
FZLAS - a551 an alternate track and
cory data from the defective track svc 86
ICH - delete operator =essage from CRT svc 87
¥CD €3~ emulator prograa svc 88
TEIEV - e:;ula.toi' service svc 89
ZA3T= - Job menagemernt sVC 90
SOLSTAT SVC 91

A
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 Tadle 4 (Continued)

Supervisor or Service

Call Designation

3

NAME AND DESCRIPTIOX

iBM HONEYWZLL GCOS III UNIVAC EXEC 3{1,3
TC=T/TPUT-obtein input from/tracs=mit ‘ ’ 4 :
output to the termiral S7C 93 GEROUT (M) CMI$/CrOS
TERMCTL - terminal coatrol SvC 9L cMs$, CMSAS
ISIP - time-sharing processing rcutire S7C 95
STAX - specific time-~shering atteztion
exit SVC 96
T=ST (TSO) - breakpoint handler SvC 97
TSO PROTECT ... | swos
7SO Dymnamic Allocation - SVC 99
zsed by SUBMIT, OUTPUT, OPERAOR, ATD
CARCEL/STATUS Processors ‘ SVC 100
. QTI? - provide interface between TSO subgﬂ;
s7sten and the MCP - .71 svC 101
- TCAM - telecormunications access :ethod> SYC 102 . CMD$, CMHS.
ZIATZ - translation between ASCIT end
EBCDIC - SVC 103
TCAMY - telecormunications, eccess —etnod S7C 10k CMTS
IMGLIB - DEB end DCB manipulatica for SYS1.
1MGLIB (Imege library) - SYC 105
Type 3 and type b SVC routing routine SYC 109
Tyope 1 SVC routing routine SVC 116
Tyre 2 SVC routing routine . SvC 117

1)



Table & (Continued)

Supervisor or Service Cal) Desigratica

NAME AND 5ESCRIPTION IBM  HONETVELL GC0S 11T | ~ UWIVAC E=C 3
CE=CK - waitbfor and test ccmpletion of .
& READ or WRITE operation ' CHECK (macro) ' WATYS, WAITS
SOTE - Provide reletive position - KOTE (macro) " FFWLS
POINT - position to a block | . POINT (mecro) PFUWLS, EFIND
CZTBUF - obtein a buffer | GETBUF (mscro) ~ capp$,. CGET$
CITPOOL - build e buffer pool GETPOOL (macro) CPo0L$
-FREE?OO# - release 2 buffer poolr FREEPOOL (méérof 1 . =S
‘IIICLUDB - include a ioad module into ' ' o
job step : ' o IKCLUDE (macro) gA=$, RLISTS, IN
BD:M FEZAD '.; | REap (mecro) o  BRR=D$, IHRDRY, IO%
_ ESAY and BPAM READ | READ (mecro) GERSTR (M) | ‘ ‘BREAD$, I0$
| GSaM end QIS GET | GET (macro) o . IE=D, IOWS$, READS
BDAM WRITE ' | WRITE (mecro) | © BRWRT$, IHWTRN, I0$
BSa and BPAM WRITE | wrrze (mecro) |cEsave (M) BWRITS, 108
QSA% end QISAM PUT PUT (macro) | - IEWRT, IOW$, PRINTS

PUTX - ?ritelrecord from an existing :
date set o . . | PUTX (macro) IEDRY

Exit from an ESI activity, return
specified buffers, activate previously

rezed ectivity , _ . ADACTS
ASCII punch T s | APCECAS, APCHCNS, APNCHAS

-APUTICHS




Table 4 (Continued)

Supervisor or Service Call Desigratioz

NAME AND D=ZSCRIPTION

IBM

HONEYWELL GCCS IIIX

ULIIVAC z=.=C

" ASCII print

ASCIT reed

Contingency mode term 1"ation—notify
the executive that interrupt
bendling is completed

Expznd buffer pool

Allc rs user to defire his own set of control

stetements and register them with the exec.

Retrieve condition word

Coznzool sbéuemﬂnts sutmitted ;or inter-
pretation and processing durlng
.xecution

Retrieve file gséigmen‘c in.fdrmation

Per:it unsolicited console inﬁut

Initiete arbitrary device I/0

Initiate arbitrery device I/O

simulating en exit functlon and control
revurn to progreno

Initizte I/0 with interrupt activity
~ 1I0I$ and wait

" GEFCON (M)

GEINOS (M), DIO (D)

IOWIS

APRINTS, APRNTAS, 371741,
APRTCIS

AREADS, ARZADAS

CENDS$

- CJOINS

CLIST$

COND$

ESF$

FACIL$, FACITS, FITRS
I1$
IOARBS

IOAXTS
I0I$

0O



Teble } (Cont inued)

Supervisor or Service Call Designation

WAE AND DESCRLZTION

T

»

HONEYWELL GCOS- ITI

“Exit ead I0I$

Retfie?e master configuretion taﬁle
Mester file directory menipulation
Terminate reasl time status o

Program Control Table retrieval

Processcor state word control

PULCE
PRINT ALTERNATE & CONTROL
TZAD elierpate

Line termipel transfer - altering
ec—unications peaths

Establish reel time status complement

of :.:R.Ls
Set condition word

PRetrieve time of dey

Initielize taﬁe,file to beginning of
first reel ' ' '

Print then read (Field deta)

LPSW (instr)

GEREIS (M), GESETS (M)

RSTSWH (D), SETSWH (D)

CGROUT (D)

Fwi (D)

"KOUTN (D)

UIILVAC ZX2C 3

IOXI$

MCT$
MSCON$
NRT$

Pcr$
PSR$

PNCHAS, PUNCES
PRNTA$, PRTCAS, PRTCN3

READAS

ROUTES

RT$
SETCS

TIMES

TINTLS

TREADS

| ¢



 Tedle 4 (Continued)

Supervisor or Service Call Designation

NAME AND DESCRIPTICN

I3 HONEYWELL GCOS IIT USIVAC ZiEC
: Allow interrupt activify to reduce its
priority ' ' AUNLCK$
Exd courtesy call Gm:m_jc (M)
fhysicai file address request GEFADD (M)

File System Entry Regquest
File and Record Control Entry

Jourrzlizetion and subfile page range

Informetion entry outside of BAR limits 4

Loed Base Register
Ioop rrotection:
I/0 Priority

Deslloceate Peripherals

Ceuses program to be teken out until all
- outstending requests (I/0, courtesy calls)

ere ccapleted

' Reinstaté or Roll ba;k Program
Surrly Sequence number

Speciel Inﬁerruét Request
Write on Syéout-

User - Supplied ME

GEFSYE (M), FILACT (D)
GEFRCE (M)

Gi:IDSE (M)
GEINFO (M)

'GELBAR (M)

GELOOP (M)

'éEPRIO (1)

GERELS (M)

GEROAD (ﬁ)

.GER.OLL (M)

GESNUM (M), SNUMB (D)
GESPEC (M) |
‘,GES-YOT (M)

GEUSER (M)

e



g Table L (Continued

Supervisor or Service Call Designation

P

NAME AND DZSCAIPTion

ABH

HONEYWELL GCOS III

UNIVAC EXZC O

" Dmter Master Mode
Ador:t batch job frecm TSS

Access 2 smell block of core the system
neinteins for each user

Allow time-sharing subsysten to access
IS f£ile

Allow time-shering tesx to obtain status
cf tetch Job

Petrieve lest line of input

Porce Keytoerd output frcm a partially-
S2iZ7 =2 buffer

Teyboeard oﬁtput frcm a buffer

Object progran time and size check
Pass Iist of files to subsystem

Pass file nemes and descriptions
vPass file to Remote Bztch Processor
Pess ﬁroggag description tp subsysten
Siﬁulated K;yboard Inzut
Overlay-loed a subsysten

Save progrem on permanect file

+ 3
ri=ter and increment value

iete line-numberirg zode store line

LBt (1)

ABTJOB (D)
" CORFIL (D)
1S, (D)

.Jsts (D)

Kw (D),

KOTNOW (D)
KOUT (p)
 OBJTZM (b‘)
PASAFT (D)
* pASDES (D)
' PASFIR (D)
PREDES (D)
PSEUDO (D)
- RESOTR (D)

DRLSAV (D)

SETLKO (D)




" Table 4 (Continued)

Supervisor or’Service Call Designation

NAME ANDDESCRIPTION

IBM

" HONEYWELL GCOS III

UNIVAC ZXEC 3

- Pass file to batch processor

Stop peper Tepe input -

Cause subsysten to be killed

Start paper tepe iﬁput

Sctewn Batch activity from TSS

Requegt Perminal type aﬁdvline Fumber

fine and access a temporar&‘file

Spece a 1iﬁked file

Trlzrze a file already opened

A2d links to e temporary file

Pertiel Releese of a %e:porarf file

Svitch.Temporary File Nenmes

Do I/Okon syétem filé |

Pass’user IDraﬁd priority to Executive

ng on New User without disconﬁect
top Execution of Easter subsystem

wWrite Statistical Collection File

SPAWN (D)
STOPPT (D)
SYSRET (D)
TAPEIN (D)
TASK (D)
TERMTP (D)
DEFIL (D)
FILSP (D)
GROQI(D)'
MORLNK (D)
PART (D)
SWITéH (D)
PDIO (D) **
uszﬁln (D) »*
NEWUSR (D) **
' STPSYS (D) **

T.STAT (D) **

LEGEND

*This MVE performs more than one function

®*These are privileged instructions
(M)=laster Mode Entrys (Batch)
(D)-Dereils (Time Sharing)

wie=Uithout



. . BMF

)

\Ua ]

ABBREVIATIONS IN TABLE b

DIDOCS - Device independent display operator console support‘
D5CB -~ datd set control block '

ER - Executive Reﬁueetv(UNIVAC)

EST - externally set index (not set inside machine) .

‘GAMV- (Eaphics Access Method |

JFCB - Job file control block

MCS - Multiple Console Support

MCP - Master Control Program

MME - Master Mode Entry (Honeywell)

fps ~ partitioned data set -

8MB -vcontninalJCL (Job control 1anguage) 1ntormation
- System Management Facility

TCB = task control block
VIOC - volume table of contents
2740 Processor = performs OPEN and CLOSE functions (2740 Communications

Terminal) .



T. Cheelveainl - REOTART:

: This‘rnnture is not supportied on IBM 0/S or Univac EXEC-8 when
runninge in the sccure mode.  The weak point_in chvckpoint is that systom
}.nl-lv:‘.‘nm:\t, be writben out on oomnnn ptornge device. Upon reotnrt,

I . .

Lhe synbem must necept as fact the lnformntlon and tablen recoverad
Trnm mnnn shovrnge, thus any plece of Information that will' cnusne tho
opcrdtingys&stem to do things it should noﬁ, can be modified to give

the checkpoint program special privileges.

This is a.pfoblem in GCOS III, SCOPE 3.4, IBM 0/S, EXEC-8



II. Files and Catalogs

Tﬁe protecting of filés and catalogs from illegal useré are a problem
’in ali systems. In the CDC 7600 SCOPE Operating'System; it is possible to
opeﬁ the master directory of all users by knowing the name of the masier
directory. In IBM 0S, it is possible to open a VIOC as & file thus enabling
a user to modify fileventries in VTOC. The modificaéion takes the form of
altering passwords and file links.

In CDC 6000 SCOPE, the systeﬁ lets the ﬁser decide if he wants control
back, ifvthe‘password-was in error. This creates the possibility of |
modifying and issuiﬁg passwords with no time or count limits.

Master catalogs must be protected in a special manner. Catalogs must

have greater protection than files.



III. User/System Interface

A. TImproper Parameter Checking

Because of the complexity of operating systems, the interface between
usér and system causes a multitude of combinat;ons of parameter lists which
are difficult to check.

For exgmple, in IBM 0OS it is possible to make the system logd a
system overlay‘into an ares not assigned to it. Becéuse of hardwafe féatures
and core élloCation, it is possible to fool the operating system by creating
phony tables and positioning them in the correct place.

B. Improper Exit

The operating system relies on a parameter accessible by the user to
determine actions,bbranches, or exits.

For example,vin CDC SCOPE 3.2 it isvpossible to hang up the system by
setting the done flag in the Status Field of the Fet Table.

In GCOS III, it is possible:to handle your own interrupts, and fork
two addition processes.

'Iﬁ IBM OS,‘issuing a’STOW request which does not have a valid
.entry will return.a pointer of the next entry, which the user should not know
about.'bThe.STAE and SPIE request .alsq,cause proBlems with user handling'
interrupts. If the user exits wﬁile walting for an interrupt request

undetermine results can occur.
i



IV. I/0 Problems

Because the way to getithe best thorough put is to have asynchrous
I/0, the I/0 subsystem becomes vulnerable to I/O aborts and table filling.

Any system which has features to let users handle his own interrupts
must not have asynchrous events with regéfds to this user. |

In SCOPE 3.2 CDC 6000; it is possible to disturb the I/0 because of
timing delays cr'ea.ted by differe_nt peripheral processes routine executing to
satiefy one réquest.

In 08_360, the problem is the fact thatvall requests tq the same device
~are queued through an. I/0 handler. If the program or request is destrdyed
or tefminated while in this qﬁeue, undertermine results will occur.

In GCOS III, it is possible to scavenge the temporary buffer space

which the system uses as a work area.



V. Improper Overlay Handling

Both system and user overlays are saccomplished by table lookQups. It
becomes essential that the tebles be secured from the user. The order
of search of the libraries are important.

Routines that use pointer values, as either a Jumb location or entry -
'into a routine, should check the pointer value for lower and upper bound

cbnditions.



¥I. Assigning Authority to System Routines
Access methods or loaders or any other routines should not run
with supervisor mode, if ﬁhere is no need. This restriction does not appiy
to a CDC‘66OO with its peripheral processors because the PPUs are
: independent. In this case, care should fe exercisgd by controlling the

programs allowed to run in the peripheral processor.’



VII. Priority of System Jobs

: If the priority of certein system Jobs in the system are incorrect,
an asynchrous attack on that particular area of scheduling may produce

data being read that should not have been read eithef out of memofy or mass

storége.'



VIII. Loads and Preloads
| 'If the loaders handles the libraries in a perscribed manner, it 1is
possible tQ insert a look alike modﬁle name to be found in a private
library instead of being found in its correct library.
An example of this, is the o#erlay loader which searches theb
userlid for a system overlay supervisor before léokiné for it in the

system 1lib.



IX. Default Conditions and Names
Default conditions and naemes should not be ﬁsed to short cut

‘a check, All_conditions should be validified and checked.



X. Queueing of Tables
System tables and queueS-shduld be checked to determine the end

conditions to queues.



XI. Collusion
’The using of two or more programs or users to bring about any of the

above conditions.



XII. TroJan Horse



