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In my travel: {wonderings really) through the TENEX code {at least
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agree to call it code for the purpose of this memo), I find that it
is useful to jot down ideas on protection as they occur.

I am currently locking at the .LOGIN JSYS and it occurs to me that
there are ways to control the operator, wheel,. ..etc., special user
capabilities.

1) We could do away with all special user capabilities. (This may

prove to be umworkable.)

7) We could limit them to a single fixed terminal. (This may prove to
be un-political.)
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We could signal the operator (the real operator, not just some guy
with operator capabilities) that someone is attampting to login
with special capabilities, whereby the operator could have the
final say. For instance, the operator can stop the login entirely
or provide the user with exactly the subset of the capabilities

he needs to perform the funcrion desired. The :perator could
also establish time limits in this category.

This, of course, presumes we have a trustworthy operator. In any
case I throw out these ideas--if in yo.r view they appezr wcrthless-“yoﬁ
can throw them out also. I certify thet I have the capability to pass on
ihe capability that will enable you tc “hrow these ideas out in case you
a0 net have the right to yemove ther fron your environmen:.

The obvious point is ‘hat not only must we recommend protec:tion

policies and mechanisms to prevent iilega. access to objecis, but we should
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Sise consider weondtoring methods to detect such attempts and logging
Sunctions that will maintain an audit of aill legal access to some set of

hrgioy sensitive objects.



