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Typographical Conventions Used in this Publication 

Bold facing indicates what you should type. 

Square brackets, [], indicate a function key, the name of which appears 
in uppercase within the brackets. For example, [RErRN], [CI'RL], etc. 

Underlining is used for antilasis. 
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Information about this Manual 

Review the following items before you read this publication. 

The subj ect of this manual 

The NMCS System Maoa~r' s Manual explains administrative procedures such 
as managing routine system operations, preventing loss of data, and 
handling problems. 

The audience for whan this publication was written 

The new or experienced system manager who has completed the tutorials in 
the NMCS System Manager I s Introducto(y Man! m J • 

Related publications 

The chart on the following page lists other WMCS publications and the 
order in which they should be read. 
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Instructions: Determine the audience to which you belong and 

then read only the publications at an arrowhead. 
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CHAPrER 1 

THE DUTIES OF THE SYSTEl1 rlJANAGER 

Inexperienced systan managers should read this chapter. 

One user on each WICAT computer should be designated the system 
mar~ger. ~Vhere several computers are used at a single location, you 
may wish to designate a supervising system manager for the location 
and then assign a system manager to each computer at the site. 

'The system manager performs all administrative tasks associated with 
routine system operation. Nevertheless, the duties of the system 
rr.anager do not constitute a full-time job. If £X)ssible, the system 
rranager should have expertise in computer operations. However, the 
documentation set for the WICAT Multi-user Control System is designed 
so that even someone who is new to computers can serve as a system 
rranager. 

'These are the responsibilities of the system manager: 

1. r1aintain the inventory of equipnent p=rtaining to the system. 

2. Formulate the schedule for system use, maintenance, etc. 

3. Boot the system. 

4. Perform daily, weekly, and monthly backups of software, and 
see that backup volumes are properly filed. 

5. Set up user accounts, user-account default directories, and 
maintain system security. 

6. Formulate corrarand files, parameter files, logical r...ame 
assignments, etc., to streamline and custamize system use. 

7. Ensure standardization of file designations, etc., among 
users. 

8. Supervise the use of the system I s disk sJ;ace. 
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'mE DUTIES OF THE sysrE101 Hl\NAGER 

9. Ensure authorized use of the system. 

10. Install all product releases. 

11. Set the system I s calendar clock. 

12. Annually change the year in /RCOIDIR/SYSCO~""FIG. nnn. 

13. Configure the WMCS. 

14. Supervise the initialization of vclumes, and the use of 
multiple drives on multi-user systems. 

15. Maintain a log of system crashes, recurring diagnostic 
messages, hardware failure, etc. 

16. Execute a recovery procedure following systEm crashes. 

17. Arrange for hardware and software rr.aintenance. 

18. Be the only p:rson authorized to turn off the power to the 
computer. 
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CHAPrER 2 

EQUIP~!ENT INVEllTORY 

Find the Warranty Infonratioo form that was shiPt:ed with your WlCAT 
Systems hardware. 

You may wish to copy the completed form for each user on your system 
who will perform such tasks as initializing media, mounting serial 
ports, etc., so that those users will have the bardware inforrratioo 
they need to execute various comrrands. 

Update the form whenever a change in your system's hardware or 
software affects an item 00 the form. 
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CHAPrER 3 

SCHEDUL~ USE OF TEE SYSTEM 

Both inexperienced and experienced system managers should read this 
chapter. 

3 .1 SCHEDULTh"G SYSTEl-l USE 

Inasmuch as each computer system supports only a certain number 
of users at a time, it is important to efficiently schedule 
system use. Consider this list as you develop a schedule to meet 
the needs of ycur system's users: 

1. Determine when to leave the system on or off. 
these r:oints in making this determination: 

Consider 

a. The· period of time users need and actually use 
the system. 

For example, if the system will be idle during 
weekends or for any other extended period, you 
might consider turning the system off. 
Otherwise, leave the r:ower on overnight to 
avoid the wear and tear that occurs from 
turning the r:ower on and off. 

tU!'E: If you decide to leave the system on 
overnight or for a long period duri~g 
which the system will not be used, 
execute the SHUTIXWN Comrrand to 
terminate all programs and dismount the 
disk drives. This provides some 
protection for the disk drives in case a 
power surge occurs. 

b. System protection. 
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SCHEDULIM3 USE CF THE sysrEM 

Do not schedule use of th-e system when you, or 
another responsible and capable indivicual, are 
not present. 

2. If you have more users than the system can accOInIrQdate 
at one tirre, consider the following items in formulating 
a schedule for shifts: 

a. The amount of time each day that each user 
needs access to the system. 

b. The system resources, i.e., memory, terminals, 
printers, disk space, etc., required by the 
software programs that vlill be used on the 
system. 

c. The iITlpJrtance of the j cbs each use r FE rforms. 

3. Always notify users of scheduled shutdowns, e.g. , for 
maintenance, rebooting, etc., and (if possible) inform 
them of the duration of the interruption. ' 

The SHUTDOWN and S~TO commands are described in the 
~'lICAT tvlulti -user Control ~sten CW1:CS) ~ Reference 
t-1anual. 

4. Notify users when the system is rebooted and ready for 
use. 

5. Put notices or messages to users in the 
/SYSLIB/LCGNEWS.TXT file. To have the message app:ar 
each time a user logs on, put a command like the 
following in the /SYSLIB/LOCALON.COM file: 

> type sys$disk/syslib/lognews.txt 

Whenever a user logs on to the system, LOCALON. COl-1 is 
executed as part of that procedure and the messages in 
LCGNEWS.TXT ap~ar on that user's terminal screen. 
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CHAPrER 4 

BCOI'ING'mESYSI'EM 

Inexperienced system managers need to read only the following sections 
in this chapter: 

When to boot the systan 

How to boot the system 

Booting from a disk or diskette 

4 .1 v,lHAT IS 'THE SYSI'El-l BCOT? 

wl1en you turn on the power to your computer, or vlr:en yeu press 
the reset switch (read the operator's guide for your system), the 
microprocessor begins executing a boot program. The boot 
program, stored in your systan I s Read Only Memory (P.cM), is the 
program whereby the machine is readied for use. 

4.2 WHEN TO Boor 'mE sysrm 

Anyone of the following situations requires that yeu boot the 
system: 

1. The computer is off. 

'TIle system must be booted whenever the t=Qwer has been 
turned off. The WMCS is stored in main memory while the 
systan is in use, and when FOWer is turned off, the 
contents of min memory are lost. 

2. You have reconfigured the vJMCS, and want to use that 
reconfigured operating systan. 
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EOOI'ING THE sysrE1<l 

The W1~CS comprises modules such as the KERNEL, the 
KEm.1ELBCG, the tape class handler, etc., that the boot 
program reads into Tr.ain memory. If, once the ~~"'MCS has 
been read into main memory, you want to modify the group 
of modules that constitute the W~CS, you must 
reconfigure the WMCS (read the chapter in this manual on 
Configuring the WMCS) and then reboot the system. 

Follow the instructions on the SHurr:cwN Command (in. the 
VJICAT Multj-user Control Systen (JyrCS) ~ Reference 
~1anual) before you reboot your system. Othenvise, you 
may lose data. 

3 • '!be system has crashed. 

You must reboot the system following a crash from which 
the WMCS does not recover (read the chapter on Crash 
Recovery to find out how to identify a system crash). 
Inasmuch as the t:Ower renains on unless the systan 
crashed because of a power failure, yeu can use the 
reset switch to reboot following a crash. 

Follow the instructions in the chapter on Crash Recovery 
if the system crashes and you must reboot. 

4.3 PRlr1ARY AND SECO~RY ECOT DEVICES 

Systems shipped prior to May 1, 1984 contain two device drivers 
in the ror1, accessible to the boot program. '!be boot program can 
select one of the two devices to boot fram by calling the driver 
that reads information from the selected device. 

'!be first driver, designated the primary driver, is the default 
driver. It reads information from the primary boot device. 'TIle 
pr imary boot device is typically the system disk (a ~'linchester or 
SMD disk) • 

'!be second driver, designated the secondary driver, can be 
specified in place of the primary driver. '!be secondary driver 
reads information from the secondary boot device. 'TIle secondary 
boot device is always a removable media, ~ch as a diskette or 
tape. See the Booting With Device Options section later in this 
chapter for a description of how to boot from the secondary 
device. 

Having two drivers to choose from gives you considerable 
flexibility in booting your system. For example, sUPIX>se that 
version 5.0 of the w"'MCS is the operating system that is 
initialized when you boot from your primary device. However, you 
want to boot with version 4.2.0 of the WMCS, a version you have 
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BCOTllJG THE SYSTEM 

on a set of diskettes. By following the appropriate procedure, 
you can use your floppy-disk drive to boot from the flcppies. 

Eeing able to boot from the secondary device becomes extremely 
imI;:ortant when you are unable to boot from the primary device. 
Booting from the secondary device then allows you to mount the 
prinary device, cor rect the problan, and reboot the system from 
the primary device. 

Three situations may prevent the system from being booted by the 
prixrary device: 

1. A file on the hard disk that is needed to beot the 
system may be damaged. Error messages should frovice a 
clue as to which file may be damaged. 

To overcome this problem: 

a. Boot f rom the secondary device 

b. Mount the hard disk. 

c. Correct or replace the bad file. 

2. The file system is corrupt. 

To overcome this problem: 

a. Boot from the secondary device. 

b • ~loun t the hard disk. 

c. Execute the RECOVER Comnand to rebuild the file 
system. See the WICAT ~lulti -.user Control Systen 
(WMCS) ~ Reference Manual for instructions on how 
to use RECOVER. 

3. You tried booting from the secondary device and still 
cannot mount the hard disk. 

To overcome this problem: 

a. Re-initialize the disk. See the WlCAT Multi-user 
Control S,ysten U9MCS) ~ Reference ~Mual for 
instructions on how to use the DINIT Conmand. 

b. Use the RESTORE Comrcand to replace the files from 
your backup~. 

The boot process is the same whether you boot from the primary or 
the secondary device. 
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BOOTING 'lEE SysrEl1 

. 
Systems shipped after ~lay 1, 1984 use the universal boot. 
systems are no longer restricted to two device drivers. 

These 

The universal boot ROMs contain drivers for every possible 
WICAT-supI;X)rted boot device. Since the RCMs are independent of 
drive type, there need only be one set of Rl1s for each product 
family. 'Iherefore, the universal boot RCHs for any system 150, 
155, or 160 are identical even though one boots from a 10 
megabyte Winchester and the other boots from a 474 megabyte Sr.ID. 

The System 140 has two possible boot devices--5.25-inch flcppy 
disk and Winchester disk. 

The System 150 has five possible boot devices--5.25-inch floppy 
disk,S. 25- inch Winchester disk, S~ID disk, cartr idge tape, and 
Cipher tape. 

The System 200 has six possible boot devices--5.25-inch floppy 
disk, 5.25-inch Winchester disk, srID disk, cartridge tape, Cipher 
tape, and 8-inch floppy disk. 

4.4 HCW TO Boor 'mE sysrEl1 

4.4.1 Booting With The Default Device 

1. Use one of the following methods to begin the boot 
process: 

a. If the machine is off, turn the Power Control 
to the ON position. 

b. If the machine is on and already booted, and 
you need to reboot the system, use the 
SHurr:a-m Comnand and sp:c ify the : P..EBCOT 
Switch. 

c. If the system has crashed, press the Reset 
Control. 

2. The following message appears in the upp:r left-hand 
corner of the terminal screen . (for the terminal 
attached to serial t=Ort _'I'l'U) when the boct process 
has begun: 

Booting ••• 

Other log messages then appear as the system goes 
through the boot process described above. The boot 
process has been completed when the following report 
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ECCTING WE SYSTE}l 

appears en the screen: 

(boot$cip) SYSTEM NAME is up and running. 

The system is ready for users to log on. 

4.4.2 Booting With Device Options 

Follow this procedure to boot from your system's secondary 
device, i.e., a diskette or tape: 

1. Use one of the following methods to begin the 
boot process: 

a. If the machine is off, turn the Power 
Control to the ON position. 

b. If the machine is on and already booted, 
and you need to reboot the system, use 
the SHUTI:X:WN Corrnrand and sp=cify the 
:REBCOr Switch. 

c. If the system has crashed, press the 
Reset Control. 

2. Press the sp3.cebar when the following message 
appears on the screen (for the terminal connected· 
to serial port _TTO) : 

Booting ••• 

After a moment, one of . the following prompts 
ap~ars: 

Booting secondary device. Insert diskette and press [RETRN]. 

or 

Boot failed. Enter boot id (PIS, drive id): 

3. If the first prompt ap~ars, insert the diskette 
(or tape) in the correct drive. Then skip steps 
4 through 6. 

4. If the secord prompt appears, rrake sure your 
secondary boot volume, i.e., diskette or tape, is 
loaded in the correct drive. 
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5. Refer to the system inventory form you completed 
when the system arrived and determine the 
secondary device driver identification number. 

6. In rest;:Onse to the "boot id" prompt, tYJ;€ S 

followed by the device drive n~ber as shown in 
the following example: 

Boot failed. Enter boot id (PIS, drive id): sObO 

7. Strike [RETRN]. 

A series of boot leg messages appears on the 
screen. 

When the boot procedure is finished, you will not 
need to log on. The cursor appears next to the 
right angle bracket. 

Follow this procedure for the universal boot: 

1. Use one of the following methods to begin the 
boot process: 

a. If the machine is off, turn the Power 
Control to the ON position. 

b. If the machine is on and already Coated, 
and you need to reboot the system, use 
the SHu:rrx:::wN CamIrand and specify ·the 
:REBCXJr Switch. 

c. If the system has crashed, press the 
Reset Control. 

2. Press the sIEcebar vlhen the following message 
appears on the screen (for the terminal connected 
to serial port _TTO) : 

Booting ••• 

After a moment, a prompt. like the following 
appears: 

Available drive types are: 
FS - 5 1/4 inch Floppy disk 
W5 - 5 1/ 4 inch Winchester disk 

Selection: 

t-DTE: The list of available dr i ve types will 
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vary depending on the types of controller 
beards in your system. 

3. Type the two-digit code (next to the "Selection:" 
prompt) that applies to your drive type and 
str ike [RE'mN]. A prompt like this appears: 

Drive #, Board # (a,b): 

4. Type the drive number, a comma, and the beard 
number. Then str ike [RE'ffiN]. 

The drive number indicates 
several drives you wish 
instance, your system nay 
disks, drive 0 and drive 1. 
I for the drive number. 

which of possibly 
to boot from. For 
have tv/O ~'Jinchester 

Type either a 0 or a 

The board number indicates the controller board 
for the drive. Same device drivers support 
multiple controller boards. For instar.ce, your 
system may have two SMD controller boards, 0 and 
1. Controller board 0 supports up to four disks 
(0 through 3 on board 0). Controller board 1 
also supports up to four drives (0 through 3 cn 
board 1) • 

If you want to boot from drive 1 on controller 
board 0, type 1,0 and strike [RETRN]. 

The default for the above prompt is 0,0 and will 
be assumed if you strike [PETPJ~] without typing 
any numbers. A series of boct lOS rnessc.ses ViiI 1 
then app:ar on your screen. 

4.5 FILES '!BAT MUsr BE ON THE Boor VOLGME 

The boot volume nay be a disk, a diskette, or a tape. Certain 
files must be on each boot volume. With a Coot tape, these files 
must be on the tape in the correct order. See the apJ;eI1dixes in 
the tack of this manual for sample command files that can be used 
to build a boot volume. 
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4.5.1 Disk Or Diskette 

The volume you use to boot your system must contain these 
files: 

/RCOI'DlRi /SYSEXE/ 

KERNEL. nnn. elP. EXE 

SYSCONFlG.nnn 
DISK.nnn 
TIY.nnn 
OSINlT.nnn 
srAR'IUP • nnn 
EOOIDISK. nnn 
DEVCDNFIG. nnn 

/SYSLIB/ /SYSDSR/ 

STARTUP. COM Device driver 
for boot device 

Tl'Y$nnn.DSR 
NOLL.DSR 

Note that the foregoing files allow you to boot, i.e., if 
the foregoing files are the only files on the disk, all 
you can do is boot; you cannot execute other corrurands 
because no other commands are on the disk. 

Furthermore, SYSCDNFlG.nnn must refer to only those files 
that are on the disk. 

Finally, STARTUP.COM must fork elP (&CIP). 

Appendix e contains a sample comrrand file that can be usee 
to build a boot diskette. 

4.5.2 TaI;e 

These files must be present on the volume in the following 
order: 

/RCOIDIR/EOOI-rAPE. nnn 
/RCOIDIR/TAP<DNFIG. nnn 
/RCXJIDIR/KERNEL. nnn or /RCOIDIP/KERNELBUG. nnn 
/RCOIDIR/DISK.nnn 
/RCXJIDIR/TAPE. nnn 
/RCXJIDIR/TIY • nnn 
/RCOIDIP~OSINlT.nnn 
/SYSDSR1<tapedriver>.DSR 
/SY5DSR/~$nnn.DSR 
/SYSDSR/NULL.DSR 
/RCOIDIR/srARIUP .nnn 
/SYSEXE/ClP. EXE 

Appendix D contains a sample command file that can be used 
to build a boot tape~ 
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4.6 BOOTI1~ FR01 A DISK OR DISKETTE 

1. 'The microprocessor executes the boot program stored in your 
system's ROM. 'This program does three things: 

a. Performs a cursory analysis of the system, e.g., 
prepares your system's memory for use; determines 
the number of available Universal Asynchronous 
Receiver Transmitters (DARTs, or TTY ports); checks 
the system clock, the calendar clock, the mer:ory 
mapping registers, etc. (This cursory check is 
performed only on initial FOwer up.) 

b. Links all pages of memory into a usable list of 
pages, and gives each TTY FOrt a standard format. 

c. Reads the BCaIDISK.nnn file from the boot disk (nnn 
is a variable corresponding to the hardware system 
you have, e.g., 156 for a System 150-ev~, etc.), 
writes that file to ~emcry, and transfers centrol of 
the system to that file. 

These are the steps the boot program performs to 
read the BCaIDISK file: 

(1) Reads the boot block from the disk. 'There 
is one boot block on each disk, at sector 
O. The boot block contains the sector 
number assigned to the first sectcr of 
FCB.SYS. 

(2) Finds and reads the FeB for the 
RCOTDIR.DIR file. 'This PCB contains 
information on the physical lccation of 
the ROOTDIR.DIR file. 

(3) Scans the ROG'IDIR.DIR file to find the 
record for the highest numbered version of 
the BCaIDISK file. 'That record contains 
the FCB number for the BCaIDISK file. 

( 4) Goes to FCB. SYS and reads the FCB for the 
BCaIDISK file. That feB contains 
information on the file's physical 
location on the disk. 

(5) Reads the BCaIDISK file from the disk and 
write it to memory. 

2. &XJIDISK reads the SYSCDNFIG. nnn file to find out 
what files constitute the ~IMCS, finds the files on 
the disk, reads them from the volume, writes them to 
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memory, and transfers control of the system to those 
files. It also builds a table of all class handlers 
and loads the boot device driver (read the chapter 
on Configuring the v-IMCS for details on the format of 
the SYSCDNFIG.nnn file) • 

OSINIT.nnn, which is described next, is one of the 
files written to memory. 

roTE: All diagnostics reported up to this !;Oint in 
the boot process do not cor resp:nri to ~\1MCS 
diagnostic numbers. The diagnostic numbers 
used during the boot process are defined in . 
Appendix B. 

3. OSINIT performs several functions: 

a. Initializes memory. 

b. Sets the year and loads the tick clock. 

c. Computes the size of the operati~g system. 

d. Sets up the Process Control Block (PCB) fer 
the initial process. 

e. Turns on clock inter n:pts. 

f. Sets up the initial process 
contro I to the ~w1CS , 
scheduling processes. 

and transfers 
which begins 

4. The initial process set up by OSINIT completes the 
following functions: 

a. Mounts the boot device (the drive in which 
the boot volume is located). 

b. Mounts the lowest numbered goed 'TTY FOrt; 
usually _Tro. 

c. Assigns logical ~ames to SYS$DISK, 
SYS$l-DDEL, SYS$PRCMPr, and SYS$MA'lli. 

d. Assigns the default device and directory to 
the initial process. 

e. Mounts the _NULL device. 

The initial process then dies ~ter forking the 
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execution of this file: 

/ROOT.DIP/STARTUP.nnn 

It is strongly recommended that you use the standard 
system startup file that loads and runs CIP, instead 
of running a turnkey application. 

5. STARTUP also dies after it forks a noninteractive 
version of the CIP that executes "this comwand file: 

/SYSLIB/ST~.RTUP • COt-1 

Co not modify the STARrCP. COM f il e. The LCCALUP. COH 
file should be used to customize your system. 

4.6 .1 Booting F rom A Tape 

1. The microprocessor executes the boot program 
stored in your system's Read Only ~emory (ROM). 
This program does three things: 

a. Performs a cursory analysis of the system, 
e.g., prepares your system's memory for 
use; determines the number of available 
Universal Asynchronous Receiver 
Transmitters (UARTs, or TrY ports); checks 
the system clock, the calendar clock, the 
memory napping registers, etc. (This 
cursory check is only performed on initial 
p:>wer up.) 

b. Links all pages of memory into a usable 
list of pages, and gives each TTY port a 
stanqard format. 

c. Reads the BCCTI'APE.nnn file from the boot 
tape (nnn is a variable correstx>nding to 
the hardware system you have, e.g., 156 for 
a System lSO-6WS, etc.), writes that file 
to memory, and transfers control of the 
system to that file. 

The boot program reads the first file on the tape 
whether or not its name is BCOTI'APE .nnn. The 
BCCTI'APE file is responsible for loading the rest of 
the WMCS into memory, and requires that the WMCS 
files be on the tape in a predefined order. 

2. ocorTAPE reads the TAPClJNFIG. nnn file, which must be 
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the second file on the tap:, to find out .hQli ~ 
files to read from the tape after reading the KERNEL 
file and before reading the OSINIT file. It then 
reads the specified number of files from the tape, 
writes them into memory, and transfers control of 
the system to those files. 

The BOOTTAPE file assumes ~~e following sequence of 
files (where the files indicated with an asteriEk, 
*, are specified by the TAPCONFIG file): 

/RCOIDIR/KERNEL. nnn or /RCXJIDIR/~"'ELBUG. nnn 

* /RCXJIDIR/DISK.nnn 
* /RCXJIDIR/TAPE.nnn 
* /RCXJIDIR/TI'Y • nnn 
* /RCOIDIR/KSAl-l. nnn 

/RCXJIDIR/OSTIIIT .nnn 

Even though the boot tape program t:ays no attention 
to the names of the files, you should use the 
standard file designations indicated above. 

Three device drivers that are required to bring up 
the system must app=ar OD the tat-€ iIriIt'Ecia tely after 
CSINIT. These three files are the tape device 
driver, the terminal device driver, and the null 
device driver. The name of the tape device driver 
'is not checked, but the other two files must have 
the cor rect names: 

/SYSDSR/<tap:driver>.DSR 
/SYSDSR/TI'Y$nnn.DSR 
/SYSDSR/NULL. DSR 

]mmediately following the device drivers, the 
following sequence of files must appear on the tape 
so that the w""MCS will be able to complete the beot 
process: 

/RCOIDIR/STARIUP .nnn 
/SYSEXE/CIP.EXE 

OSINIT.nnn is one of the files written to memory. 

3. OSINIT performs several functions: 

a. Initializes memory. 

b. Sets the . year and loads the tick clock. 
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c. Computes the size of the operatir.g systerr.. 

d. Sets up the feB for the initial process. 

e. TUrns on clock interru~ts. 

f. Sets up the initial process 
control to the ~~iCS, 
scheduling processes. 

and transf~rs 
which begins 

4. The initial process built by GSINIT completes the 
following functions: 

a. Mounts the boot device (the drive in which 
the boot volume is located). 

b • ~10un ts the lowest numbe r eC goed TrY po r t ; 
usually _T'IU. 

c. Assigns logical r.ames to SYS$DISK, 
SYS$lo1JDEL, SYS$PRCMPr, and SYS$r.1A'lli. 

d. Assigns the default device and directory to 
the initial process. 

e. Mounts the _NULL device. 

The initial process then dies after forking the 
execution of this file: 

/RCCYIDIR/STARTUP. nnn 

It is strongly recommended that you use the standard 
system startup file that loads and runs CIP, instead 
of running a turnkey application. 

5. STARTUP also dies after it forks an interactive 
version of the CIP. 
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5.1 TIlE CALENDAR CLOCK 

Use the TI1·!E Corrarand to set the time on the system's calendar 
clock. This command is described in the HICAT Multi-user Centrol 
~sten (WMCS) ~ Reference t'I.aDua l • 

Inasmuch as all timed aspects of system or:e ration, such as the 
creation and modification dates of files, etc., is based upon the 
calendar clock, only the system manager should be permitted to 
set the time. For example, me backup of files will not work 
correctly if system time is incorrect. 

If your system does not have 
command' line character 
SYS SDISK/SYSLm/LCCALUP • COM: 

> TIl1E : PRCMPI' 

a calendar 
string 

clock, 
should 

5.2 ANNUALLY QW.1GE '!HE YEAR IN '!HE SYSCONFIG.NNN FILE 

the following 
appear in 

The line in SYSCONFIG.nnn (nnn varies according to the system you 
have, e.g., SYSCONFIG.156 for a System lSO-6WS, etc.) ~diately 
before the line containing the file designation for the device 
driver for the primary device, contains the year used by the 
calendar clock. The clock keeps track only of day, month, hours, 
minutes, "etc., not the year. Therefore, on the first working day 
of the year you should use the SYSPROF Command to access 
SYSCONFIG.nnn and change th~ year in that file. 
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Chapter 6 

System Security and User Accounts, Part 

'!his chapter is for inexperienced and experienced systen managers. 

What is Systen Security? 

The WMCS provides several ways to maintain the security of your systan. 
System security includes: 

1. Limiting access to the systan to authorized users. 

2. Controlling what authorized users can Cb once they gain access to 
the system, such as which files and devices they can modify and 
which processes they can affect. 

How to Enhance Systen Security 

Take the Iollcwing measures regarding systan security: 

1. Assign a password to the systan manager I s account (follcw the 
procedure given in the ~ Introductory system Manager IS 

Manual) • 

2. Assign a password to fINery aca:>lmt you create. 

Passwords should be at least eight characters long. '!his reduces 
the probabil i ty that saneone will, through a process of 
elimination, ha~n upon an authorized username and password. 
Therefore, instruct the users on your system to st:ecify long 
passwords whenever they reassign a password to their accounts. 
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3. Make sure your systen is tDysically secure, e.g., accessible only 
to users. 

4. Have a modan on your systen only when you can monitor its use. 

5. Use the directory hierarchy (when necessary) to make it difficult 
to identify proprietary material. 

What 18 a User Accotmt? 

A user account is a record that the WMCS maintains for each llsernaroe that 
you want the WMCS to recognize. 

When your systan arrives, OAF • nAT contains the following records: 

1. DEFAULT 

2. SYSTEM 

The DEFAULT record is like a blank form at the front of a file drawer 
that you use each time you add a user account to the file; the DEFAULT 
record is a tanplate. '!he SYSTEM record is the user account for the 
system manager. 

Each time you create a user account, you add a record to the UAF.nAT 
file. 

When a t;:erson ~s a string of characters in resIX'nse to the prompt for 
a username, the WMCS searches UAF.DA.T to find a "card" or record on which 
that character string apt;:ears as the username. The WMCS then uses the 
information on that "card" or record to create a user process. 

See the aescription of the USERPROF Camnand in the ~ User's Reference 
Manna I for information on how to create and modify user accounts. 

Deletion of User Accotmts 

Use the USERPROF Camnand to delete the User Authorization Record (DAR) 

for the expired account. 

Delete (or otherwise disIX'se of) the files in the user-account default 
directory associated with the old account. 

You may want to preserve some or all of the files associated with the 
deleted account. You can lOOV'.e than to another working directory with the 
REN COmmand, or you can back than up on a diskette or tape. 
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See the NHCS. Introductory Systen Mana~r ' S Manual for a tutor ial on 
creating user accounts and user-account default directories. 
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Chapter 7 

Systan Security and User Accounts, Part 2 

The material. in this chapter is for inexperienced and experienced system 
managers. 

Why is System Security Important? 

There are many reasons to be concerned with systan security. Your systan 
may contain confidential data (financial data, personnel records, 
government records, licensed software products, etc.). Or, your systan 
may have data files or programs that are critical to the operation of 
your systan. If inexperienced or malicious users accidentally modified 
sane ~rtant tile, they could cause the systan to malfunction. 

One of your resp>nsibilities as a systan manager is to protect the data 
on your systan trom unauthorized inspection, theft, or tampering. 

This chapter and the next define the features available in the WMCS that 
will help you with this resp>nsibility. 'Ibis chapter deals with three 
major areas: 

1. Controlling access to the systan using La:;()N 

2. Defining ownership of resources (The User Identification Code) 

3. Process privileges 

A good understanding of these principles' is essential to system 
protection. 

It is important to realize that there are very few, if any, foolproof 
mechanisms for protecting data. It is very nuch like keeping your car 
from being stolen. You can discourage the ~tential burglar by locking 
the car and taking the keys. But a determined, informed burglar can 
still find a way to steal it, if he tries hard enough. 
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Your challenge is to take precautions to make unauthor ized tampering 
difficult while not restricting legitinate system usage. 

System security is concerned with two basic ideas: 

1. Controlling access to the nachine. This includes not only 
physical access (i.e., who can get into the same roan with the 
machine) but also log on access ( i. e. , who can log on to the 
system to access its files> • 

2. Controlling what users can 00 once they have gained access to the 
machine. For instance, a student may be an authorized system 
user, and he may have access to various lessons, or compilers. 
He should not have access to the files containing grades or test 
questions. 

Controlling Physical Access to the System 

Limiting physical access to the machine involves corranon sense and has 
nothing to do with the WMCS. Here are two suggestions: 

1. Secure the facilities that contain the computer. Keep the 
computer and any terminals oonnected to the computer locked in an 
office when they are not being used. 

2. Modans provide the IX>tential for accessing the system across 
phone lines, even though it is locked crN~. You might consider 
connecting a modem to your systan only during times when it is 
being used for legitimate rosiness, and when you can rnomtor its 
use. (Other issues related to modems are discussed later.) 

Controlling Logon Access to the System 

The basic ux:;rn process in the WMCS is simple and straight forward. ux:;rn 
displays a prompt for a username, and optionally a p:lssword. '!be 
pro~ctive user identifies himself by resIX>nding to those prompts. 
ux:;rn checks that the user's resIX>nse matches one of the user 
authorization records in the user authorization file. If it ooes, then 
ux:;rn grants access to the systen by creating the process specified in 
that user authorization record. Usually this process is the CIP, but you 
will see later how to change this. 
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The Role of Passwords 

The password plays a key role in qualifying the prospective user. For 
proper security, passwords must be kept secret. They are not displayed 
on the screen as the user types them. They are recorded in the user 
authorization file in an encrypted form. Since they are encrypted, there 
is no easy way to find out what the password is for any given account. 

There are two ways of assigning a password to an account. The first way 
involves using the USERPRCF utility as described in the previous chapter. 
The second way is using the PASSVORD utility. Once a user has 
successfully logged on, he can use the PASSWORD utility (described in the 
User Reference Manual) to modify the password for his account. '!his 
allows users to change their password as often as they like without 
having to burden the system manager to change it with USERPROF. 

You may want to record the password of the system manager I s account. You 
should not need to keep a record of any other };Bsswords, because if you 
can log on to the system account, you can set the password to any other 
account. If you do record the system password, keep it in a ~ place, 
away from the computer system. Do not store it in a file on the system 
disk. 

Password selection can help control access. Here is your opportunity to 
be creative. Select passwords that would be difficult to guess. The best 
choices are words that do not appear in the dictionary and are more than 
four characters long. Your initials, your s{X)use I s name, and your last 
name are poor choices for passwords. 

Safeguards Built into urr.N 

There are several safeguards built into LOGON to help prevent password 
stealing and log on by exhaustive search. 

One classical method of password stealing involves writing a program that 
mimics LOGON. This program would look for all the world like the real 
LOGON program. The unsuspecting user types his user.name and password. 
The program then records the password in a file, and disappears. The 
user thinks that since he was not logged on, he must have made a 
typogr aphical er ror • So he tr ies to log on again. This time the real 
LOGON program comes up, and the user logs on successfully, never 
suspecting that his password may have been stolen. 

Log on by exhaustive search involves attaching another computer to a 
terminal port and having one computer try to log on to the other by 
trying all combinations of possible usernames and passwords. 

LOGON does the following things to minimize the threat of these two 
problems: 
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1. A welcome banner is displayed as LOGON begins. The purpose of 
the welcome banner is not just to make the user feel more 
welcome, but also to notify the user that LOGON has just begun. 
If the user tries once to LOGON, and fails, and then he tries 
again, and the welcome banner app:ars again, the user then has 
some cause for suspicion. His password may have been stolen. He 
can then easily log on and change his password. 

2. The user is given five attempts to correctly type his username 
and password. The welcome banner comes up only once, just before 
the first attempt. If the password stealing program tries to 
mtmic this, the user also becomes suspicious. He may have made a 
typographical error once, or maybe twice. But the third time, he 
was very careful. If he tries five times and fails, and then 
tries again and makes it, he might susp:ct that his password has 
been stolen. 

3. If the user sp:cifies a username for which there is no account, 
LOGON autanatically prompts for a password anyway. This is an 
attempt to not give any clues to computers doing an exhaustive 
search. They can't tell if the username they sp:cified was valid 
or not. 

4. After five. unsuccessful attempts, LOGON is disabled on that TrY 
port for 30 seconds. The idea behind this is that a human user 
will usually get his password right within five tries. A 
computer, trying an exhaustive search, will have to try hundreds 
or thousands of combinations before it finds one that works. By 
giving it only five tries every 30 seconds we have significantly 
increased the amount of time it takes to try those combinations. 

Options Available With IC.GOO 

Using the SYSPROF command (See the ~ User's Reference Manual for 
details) the system manager has several options available. SYSPRQF 
allows you to modify the device configuration file (DEVCONFIG.nnn). The 
device configuration file contains one record for each device on your 
system. There are three fields that are used with LOGON ports that 
specify which users can log on at that port. 

1. :defaultuser= 

This field is used on a terminal port where you do not want to 
have to log on~ If the :defaultuser= field is sp:cified, a 
person can log on at that terminal port by merely pressing the 
RE'IURN key. 

2. :authorized= 
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This field specifies a list of usernames that will be allowed to 
log on at this !X>rt. This switch might be useful on a moden 
!X>rt. It can be used to restrict log ons on that !X>rt to a 
subset of the total cormnunity of authorized users. 

3. :exclude= 

This field specifies a list of usernames that are not allowed to 
l.og on at this !X>rt. 

Supp::>se that _tt3 is in your office. When you are not there, your 
office is locked. You are the only person that uses that line. You can 
set up the' :defaul tuser= field in the record for _tt3 of the device 
configuration file to be your username. Then, when you want to use the 
systan, you can go to _tt3 and log on by merely pressing the return key. 
If your username is JCNES, then you will be logged on to _tt3 as JCNES. 

oorE: Using the :defaul tuser= switch creates a big hole in the 
system security. In the above example, anyone who can connect 
a terminal to _tt3 (whether it is the terminal in your office 
or not) can log on to the systan without having to s~cify a 
password. This mechanism is, however, very useful for non­
security sensitive systans. 

Supp::>se that _tt2 is connected to a tilone line through a roden. George 
and William, who work in another wilding, occasionally need to use your 
system. You would like for than to be able to call into your system 
through the modem. To minimize the risk of having a rnoden attached to 
your system, you use SYSPROF to assign the value GEXJR:;E, WILLIAM (assuming 
that those are their usernames) to the :authorized= switch of the record 
for _tt2 of the device configuration tile. 

The Security Program Option 

There are some installations that would like to have special-purpose user 
verification programs. The password facility is insufficient for their 
needs. Using the USERPROF program, the systan manager can S};eCify a user 
verification program that replaces the password facility. For instance, 
some military installations have a paB910rd code that involves a more 
dynamic interaction than just typing a password. 

When LCX;CN executes, it asks the user to tTI:e in his username. Then it 
locates the record in the user authorization file that corres};X>nds to 
that username. If the SEOJRI'lY field of that record is not empty, then 
instead of pranpting for a pas91ord, ICGCN creates a process (the 
filename of the nnage file is specified in the security field). That 
process can perform any tTI:e of verification check. When the 
verification program tenninates, it calls the _exproc system call. (Note 
that the result parameter of _exproc is returned to the parent process in 
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the ccode parameter of the _crproc systan call. See the NMC.S. Programmer's 
Reference Manna I for details.) If the result parameter of the _exproc 
system call is zero, r.a;(N assumes that the user passed the verification 
test, and proceeds with the log on. If the result parameter is non-zero, 
r.a;(N assumes failure. 

The security program can be as complicated or as simple as you want. It 
can use ~cial input devices (voice recognition systems, finger print 
analysis systems, etc.). 

SupJ;X>se that at your facility you would like to have an interactive user 
verification program. You make up a list of codes. '!he systan will give 
the user a code word, and the user must resp:>nd with the corresp:>nding 
code. For instance, the code table might be as follows: 

canputer code 

blue 
orange 
red 
green 
violet 
yellow 
black 

Cor rect resp:>nse 

banana 
gra};e 
peach 
cherry 
melon 
strawberry 
apple 

To implanent this, you write a program that will randomly select one of 
the computer codes and then ask the user to supply the cor rect resp:>nse. 
If the user's resp:>nse matches the expected resp:>nse, then your program 
terminates with a result of zero. Otherwise it returns with a non-zero 
resul t. '!he following is a typical example: 

Welcome to Wally 
Username: james 
Yellow : strawberry 

''Wally" is the systen name. The user ~cifies "james" as the usernarne. 
r.a;(N checks the account for james and sees that a security program was 
~cified, so it initiates that progran. The security progran selects 
"yellow" as the code of the day. '!he user correctly replies with 
"strawberry." The security program terminates with a result of zero, and 
the user 1S logged on. 

Ask System Users to UJg Off 

To provide a reasonable amount of systan security you should request that 
allot your systan users log off whenever they leave their terminals 
unattended. '!his prevents unauthorized users fran using a terminal that 
is already logged on. Or, you can start up the WA'IQDXX; program on your 
systan. This program autanatically logs off terminals that have been 
idle. See the NMC.S. User's Reference Man1la' for a description of WA'IQDXX;. 
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Restricted Access Accounts 

A restricted access account is a La;CN account that does not produce a 
CIP. CIP, of course, is a general purp:>se conunand interpreter. As such, 
any user that logs on to CIP can use many of the utility programs to 
rummage through the file systan (as far as t=ermitted by file protection 
and process privileges discussed below) • 

There may be some users of your systan whose systan ra:}uiranents are 
restricted to a word processor or some other application. For such users 
you can set up an account that brings up the application instead of the 
CIP. When the user exits from the application, they are logged off. In 
other words, the user's access· to the systan is restr icted to the things 
they can Cb from within that application. 

You can also set up a restr icted access account that executes a CIP 
command file, and then logs off when the corrunand file finishes. The 
principle is the same. The user's access to the systan is restricted to 
the things that are Cbne in that corranand file. 

Wh¥ would you want to set up a restr icted access account? StlptX)se that 
your system users need to create ta{:es using the COPY utility program. 
The COFl program ra:}uires that the ta{:e - be mounted : special. To mount a 
ta{:e with the :s{:ecial option ra:}uires o{:erator privilege (see discussion 
of privileges t:elow). You would rather not give all of your systan users 
o{:erator privilege, so you create a restricted access account that has 
o{:erator privilege. When ever a user logs on to this account, a corranand 
file is executed which will IOOunt the tape and perform the CX)PY according 
to the user's needs. When the corranand f-ile finishes, the user is logged 
out of that privileged account. In other words, users can log on to this 
privileged account, have the privileges they need for a restricted 
o{:eration, but not t:e able to use that privilege for any other 
operations. 

Here are two exam~es of how to set up a restricted access account: 

1. Supp:>se that the restricted access account executes a ~cific 
application. Use the USERPROF command, described in the previous 
chapter, to add a new account. Then on the line labeled "Command 
line" tTI:e the corranand line that will bring up that application. 
For instance, if the application were the Q-One word processor, 
then the connnand line might read "cip @sys$disklusr.qliblqoneilog 
:nolog". When a user logs on to this account, he comes up in Q­
One instead of CIP. When he exits Q-One, he will be logged off 
the systan. 

2. SuPIX>se that the restricted access account executes a corranand 
file. Use the USERPROF corranand, described in the wcs. User's 
Reference Manpa], to add a new account. Then, on the line labeled 
"Command line" t~ a corranand like the follaving: 
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cip @sys$disk/syslib.users/cornfile.comi log :nolog 

This command line will initiate a CIP to execute the command file 
named "cornfile.com". When the command file finishes, (or is 
aborted with a [crRL] c) then the log cornnand is executed to 
terminate the CIP that was created. The :nolog switch is for 
cosmetics only. It suppresses the log message that normally 
appears on the terminal when a user logs off. 

Controlling the Use of Moderos 

As mentioned above, modems connected to your system fX)se a threat to 
security. 

It doesn't matter how securely you have locked away your computer. Both 
authorized and unauthorized users can attempt to log on through the 
modem. 

An unauthorized user can call into your system with another computer and 
attempt to log on to your system using an exhausti ve check of all 
usernames and passwords. 

An authorize<;] user may have used the modem, logged. on, and then 
disconnected without logging off. An unauthorized user may then call 
into the machine through the modem, and have access to the machine 
without logging on. 

There are several things that you can do to minimize the threat fX)sed by 
modems: 

1. Use the :authorized field in the DEVCONFIG file (as described 
above) to specify a limited set of accounts that can be used on 
the modem port. 

2. Use a more sophisticated security check program (as described 
earlier) on all accounts that can be used on the modem fX)rt. 

3. Some of the I/O fX)rts on WlCAT equipment allow modem control. 
Wi th these fX)rts you can use the DsrAT comrnand to set the modem 
port to:REMJTE and :MJDEMCI'RL. With these two options set, the 
y~CS will automatically terminate all processes associated with 
that fX)rt when the telephone line is disconnected. This prevents 
unauthorized users from calling in and using the machine without 
having to log on. Modem control is based on the assumption that 
the modem will, at least tem};X)rarily, drop the voltage on the 
Data Set Ready (DSR) line when the telephone connection is lost. 
It also assumes that the modem is correctly cabled such that a 
drop in DSR can be detected by the fX)rt. 
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The User Identification Code (Ule) 

The User Identification Code (Ule) is a 32-bit number that identifies a 
user account. The username specified when a user logs on can be thought 
of as the name assigned to the Ule. In most places in the utility 
programs that a Ule is required as a parameter you can specify either the 
Ule itself or the username associated with the Ule. 

The Ule is comJ;X>sed of two parts; the owner ID and the group ID. The 
owner ID is the most significant 16 bits of the Ule and the group ID is 
the least significant 16 bits. 

When the Ule is displayed or typed in at the terminal, it is specified as 
two hexadecimal numbers, separated by a conuta, enclosed in square 
brackets. Following is a list of sample Ules in the standard Ule syntax: 

[1,1] 

[0002,0007] 
[OObd,OOOf] 
[1001,3] 
[3,1001] 

The Ule of the System account. It has 
an owner ID or 1 and a group ID of 1. 
An owner ID of 2 and a group ID of 7. 
An owner ID of bd and a group ID of f. 
An owner ID of 1001 and a group ID of 3. 
An owner ID of 3 and a group ID of 1001. 

The Ule Defines Ownership 

There is a Ule associated with each resource defined in the system. The 
Ule specifies the ownership of that resource. For instance, if a file 
has a Ule of [2,7] then the file is owned by the user account whose Ule 
is [2,7]. 

There are two types of resources in the system: active resources, i.e., 
all processes or programs; and passive resources, i.e., files, devices, 
directories, and named memory segments. Active resources (processes) can 
J;X>tentially affect (modify) passive resources. Passive resources have no 
effect on active resources. 

When a user successfully logs on to the system the LOGON program creates 
a process for that user, as specified in the User Authorization File 
(usually the process is eIP). The process created is owned (has the same 
Ule) by the user account associated with the username specified by the 
user. For instance, sUpJ;X>se the user logs on and spec if ies a usernarne of 
"JANIS" and· that the Ule assigned to the usernarne JANIS is [3,15] (owner 
ID is 3 and group ID is 15). The LOGON program references the record in 
the user authorization file that belongs to JANIS to know which process 
to create, and which Ule to assign to the process. If the user passes 
any user validation (e.g. password) then LOGON creates a process. The 
Ule specifying the owner of that process is [3,15]. 
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By default, all processes created by a process have the same UIC as the 
parent process. For instance, if CIP has a UIC of [3,15], and you 
execute another program (e.g. VEW), that other program will also have a 
UIC of [3,15] 

By default, all files, directories and named memory segments created or 
defined by a process will be assigned the same UIC as the process that 
created them. For instance, a process with a UIC of [3,15] creates a 
file. That file will also have a UIC of [3,15]. Referencing (reading 
and/or writing) a file, device, directory, or named memory segment has no 
affect on ownership. 

Directory type devices (disks and tapes) have a fixed ownership specified 
in the boot block or volume label. When a disk or tape device is 
mounted, the boot block or volume label is read, and the ownership is 
assigned according to the value stored there. 

Non-directory type devices (tty ports, the Null device, pipes, etc.) do 
not have a fixed ownership. When one of these devices is mounted, the 
ownership is assigned as the UIC of the process that mounted it. 

How To Display and Assign Ownership-

The following sections describe how to display and assign ownership of 
processes, files, directories, devices and named memory segments. This is 
done using a combination of standard WMCS utility programs. Each of these 
utility programs is described in detail in the WMCS User Reference 
Manual. The following discussion only illustrates the use of these 
commands in the limited context of displaying and modifying ownership. 

Note that assigning the ownership of any object requires operator 
privilege and either group or world privilege (defined below). If you do 
not have these privileges, you cannot change the UIC of an object. 
Typically, if you need to change the ownership of something, you should 
log on to the system account, which has all pr i vileges , and then modify 
the ownership. 

Why would you want to reassign the ownership of an object? Occasionally 
ownership is assigned improperly. For instance, suppose that you had an 
account on your machine for ROBERT. Robert leaves your organization, and 
you want to remove his account. He left several files on your machine. 
Since the files contain information that you need, you want to reassign 
the ownership of ROBERT's files to some other current system user. 

Or suppose Bill initializes a diskette on his system and writes a file to 
it. He then brings the diskette to your system to allow you to make a 
copy of the file. Bill's UIC on his system is [3,16]. On your machine, 
there is no user defined with that UIC. You may want to modify the 
ownership of the diskette to pertain to one of your system users. 
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Processes 

The PSTAT utility is used to display and set the ownership of 
processes. For instance, suppose you type this command: 

> pstat :owner :username 

This kind of display would appear on your screen: 

PID Process Name Owner Username 

00010002 Quej1anager [0001,0001] SYSTEM 
00010001 Logflush [0001,0001] SYSTEM 
00010669 CIP_PAM [0007 ,0002] PAM 
000109ES vew_PAM [0007 ,0002] PAM 
000106lC CIPj1ARY [0004,0002] MARY 
00010A09 CIP_VEW [0007,0002] PAM 
OOOlOAOe copyj1ARY [0004,0002] MARY 
0001003D memtest_sys$user [0001,0001] SYSTEM 

The first two columns identify each active process in the system. 
The third column shows the Ule that cor responds to the process. The 
fourth column is the username assigned to that UIC. 

To set the ownership of a process, type a command like the 
following: 

> pstat ciP-P6ID :owner=mary 

The following message will appear on your screen: 

00010669 CIP~AM Altered. 

Now type the following command: 

pstat ciP-P6ID :owner :username 

The following display will appear on your screen: 

PID Process Name Owner Username 

00010669 eIP~AM [0004,0002] MARY 

Note that the :owner switch causes the Ule of the process to be 
displayed while the :owner= switch causes the Ule of the process to 
be changed. 

Note also that you can specify either a username or a urc as the 
value of the :owner= switch. For instance, since the urc for Mary 
is [0004,0002] you could have typed: 
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> pstat ciP-PSID :owner=[4,2] 

Files and Directories 

The ropy, DIR, and FSI'AT utility programs are used to display and 
set the ownership of files and directories. (Remember that a 
directory is one kind of file. That is, operations that apply to 
files also apply to directories.) 

For instance, suppose you typed this cOmmand: 

> dir :owner :username 

This kind of report would appear: 

Directory listing of _DSO/SUMMARY/ 
File name Owner Username 

PRQJ.MAY.23 
BUI:GET • MAY .5 
REroRl'.MAY .19 

[0007,0002] PAM 
[0004,0002] MARY 
[0007,0002] PAM 

The filename is displayed in the left-most column. 
third columns show the UIC and username of the owner 
To modify the ownership of a file type the following: 

> fstat report • nay : owner=rnary 

This message will appear on your screen: 

. -PSO/SUMMARY/REroRl'.MAY.17 Altered. 

Now type the following: 

> dir :owner :username 

This kind of report will appear on your screen: 

Directory listing of -PSO/SUMMARY/ 
File name Owner Username 

PRQJ.MAY.23 
BUI:GET. MAY .5 
REroRl'.MAY .19 

[0007,0002] PAM 
[0004,0002] MARY 
[0004,0002] MARY 

The second and 
of each file. 

Note again that ownership can be specified as either a username 
(mary in this case) or as a UIC. That is, you could have typed: 
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> fstat report.may :owner=[4,2] 

As mentioned before, (by default) files created by a process will 
have the same UIC as the process that created them. When you copy a 
file you are creating a new file. Therefore, the COPY utility will 
assign ownership to the new file. For instance, suppose that your 
username was MARY (UIC=[4,2]). Type the following command: 

> copy proj.may proj.jun 

This message will appear on your screen: 

-PSO/SUMMARY/PRQJ.MAY to -PSO/SUMMARY/PRQJ.JUN copied. 

Now type the following: 

> dir :owner :username 

This kind of report will appear on your screen: 

Directory listing of -PSO/SUMMARY/ 
File name Owner Username 

PRQJ .JUN.l 
PRQJ.MAY.23 
BUIX;ET.MAY.S 
REroRr • MAY .19 

[0004,0002] MARY 
[0007,0002] PAM 
[0004,0002] MARY 
[0007,0002] PAM 

Note that the new file is owned by MARY instead of PAM. Sometimes 
it is useful to copy files and preserve the ownership. That is, you 
want to copy a set of files, but do not want to change the ownership 
of the new files. For this purpose, the COPY utility has a 
:preserve= switch. Suppose that you are logged on as MARY 
(UIC=[4,2]) and you type the following: 

> copy report.may report.jun :preserve=owner 

This message will appear on your screen: 

-PSO/SUMMARY/REroRr.MAY to -PSO/SUMMARY/REroRr.JUN copied. 

Now type the following: 

> dir :owner :username 

This kind of report will appear on your screen: 
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Directory listing of -PSO/SUMMARY/ 
File name ONner Username 

PRQJ • JUN. 1 
PRQJ • MAY .23 
Burx;ET. MAY • 5 
REroRT. JUN. 1 
REroRT. MAY .19 

[0004,0002] MARY 
[0007 ,0002] PAM 
[0004,0002] MARY 
[0007,0002] PAM 
[0007 ,0002] PAM 

Note that the new 
(UIC=[7 ,2]) • 

file (REroRT. JUN. 1) still belongs to PAM 

Devices 

The B'IUP and DSTAT utility programs are used to display and set the 
ownership of devices. For instance, ~ the following corranand to 
display the attributes of _ttl4: 

> dstat _ttl4 

This kind of report will appear on your screen: 

_'I'Il.4,6Al 
Class : 'IT.{ 

Read oper : 10161 
Write oper : 370231 
OWner : (0007,0002] 
Prot~on : S: RE,P: 
Term t:ype : '17000 
Baud rate : 9600 
Data wldth : 8 Bit 
Stop cits : 1 
Packet term : NoCntrlChr 
ControlU ControlZ 
Mask8Bit NoModemCtrl 

Hard errors : 0 
Soft errors : 0 
Num to retry: 0 
Username : PAM 

,G:Il'iRE,O:Il'iRE 
In char cnt : 0 
In buf size : 64 
QJt char cnt: 0 
QJt t:uf size: 128 

ControlC 
NoAutobaud 
NoRanote 

10-Acr-1985 10:03 
Driver ID : SlOOl 
Block size : 1 
Cur nurn dev : 17 
Allocated : No 

Duplex : Full 
Parity : Disabled 
Current col : 0 
Host Sync : Bell 

ControlO ControlX 
Broadcast ExpanaTabs 
XonXoff 

Note the Ule and usernarne displayed on the fifth line of the 
display. The DSTAT corranand can be used to modify the cwnership of 
the deVice. '!he ownership, as set by DSTAT will FErsist until one of 
three things occurs: 

1. '!he ownership is changed with a subsequent DSTAT corranand. 

2. '!he device is dismounted. When the device is mounted again, 
it is assigned ownership based on either the ownership 
s~cified in the root block/volume label or the same as the 
process which mounted the device (as described above) • 

3. There is no process accessing the device. At this po~nt the 
ownership is set to the "default owner" (if one is defined) 
as discussed in the next chapter on systan security and file 
protection. 
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For instance, you might type the following sequence of commands: 

> dstat _tt14 :owner=MARY 
> dstat _tt14 

This kind of report will appear on your screen: 

_'l"!!.4 ,6Al 
Class : TTY 
Read ot=er : 11421 
Write Ot=er : 395655 

Bard errors : 0 
Soft errors : 0 
~ to retry: 0 

10-Apr-1985 10:03 
Driver ID : S100l 
Block size : 1 

OWner : [0004,00021 Username : MARY 
CUr num dev : 17 
Allocated : No 

Protect.l.on : S: RE,P: 
Term type : T7000 
Baud rate : 9600 
Data wl.cith : 8 Bit 
Stop oits : 1 
Packet term : NoCltrlOlr 
CentrolU CentrolZ 
Mask8Bit NoModemCtrl 

,G:IliRE,O:IliRE 
In char cnt : 0 
In I:uf size : 64 
Out char cnt: 0 
Qlt..1:uf size: 128 

CentrolC 
~oba.ud 
NoRanote 

Dupl ex : Full 
Par i ty : Disabl ed 
CUrrent col : 0 
Host sync : Bell 

CentrolO CentroLX 
Broadcast ExpandTabs 
XoTlXoff 

As before the value of the :owner= switch can be 
or a Ule. For instance, you could have typed 
change the ownership of the device to MARY: 

either a username 
the following to 

> dstat _tt14 ':owner=[4,2] 

The BTUP Command can be used on disk devices to change the ownership 
of the device and to change the boot block on the disk. BTUP does 
not affect the ownership of the device as currently mounted. To have 
the new ownership take effect, you have to dismount and remount the 
device; or you can use the DSTAT Command to change current ownership 
without remounting the device. 

For instance, supp:>se that there is a diskette mounted as _dxO. To 
display the ownership of the diskette type the following command: 

> btup _dxO 

This kind of report will appear on your screen: 

....PXO 
Devname : ox 
Label : Transfer 
o..mer : [0007,00021 
Username : PAM 
Numbsea. : 616 
FcbSec1:or: 302 
Ialloc : 10 

Protection: S: 
Voluneid : 0 
cache : 30 
Usercache : 8 
Sectorsz : 1024 
Shiftc1t : 10 
Alloe : 10 

RE, P: ,G:IliRE,O:Il'iRE 
Created : OS-Apr-1985 17:08:18 
Readahead 
~oflush 
NoForced'lrite 
Drivetype : FLOP09a 

Note the Ule and username displayed in the first column, the fourth 
and fifth lines. 

To modify the ownership, as stored in the boot block, type: 

7-15 



System Security and User Accounts, Part 2 

> btup _dxO :owner=rnary 

Now type the following: 

> btup _dxO 

The following kind of report will appear on your screen: 

J)XO 
Devname : DX 
Label : Transfer 
CWher : [0004,00021 

. Username : MARY 
NlJtlbsecc : 616 
Fcbsector: 302 
Ialloc : 10 

Protection: S: 
Vol uneid : 0 
Cache : 30 
Usercache : 8 
Sectorsz : 1024 
ShiftC'lt : 10 
Alloc : 10 

RE,P: ,G:£loiRE,O:Il'ffiE 
Created : 05-Apr-1985 17:08:18 
Readahead 
NoAutof1ush 
NoFo rced-l rite 
Drivetype : FLOP09a 

Type the following command: 

> dstat _dxO 

This kind of report will appear on your screen: 

...,DXO,OOO 
Class : Disk 
Read oper : 12 
Write oper : 2 
CWner : [0007 ,00021 
Protect~on : S: RE,P: 
Inter tactor: 1 
Num rom's : 16 
Num sectors : 616 
Drive type : FLOP09a 

Hard errors : 0 
Soft errors : 0 
Num to retry: 5 
Username : PAM 

,G:IliRE,O:Il'ffiE 
Num cylndrs : 77 
Num heads : 2 
Sector/track: 4 

NoRJIHverify 

11-Apr-1985 08:54 
Driver ID : $300D 
Block size : 1024 
CUr num <lev : 1 
Allocated : No 

Disk density: Double 
Seek direct : Forward 
Cache size : 32 
Nci'lriteProtect 

Note that the ownership, as stored in tqe boot block was changed, 
but that the current owner of the mounted device has not changed. To 
have the systan believe that MARY is now the owner, you need to 
dismount and remount the device, or use the :owner= ~itch of the 
DSTAT command. 

For disk and tape devices, the ownership is originally assigned and 
stored in the boot block when the device is initialized. By 
default, the ownership is set the same as the ownership of the DINIT 
process. This, of course, can be overridden with the :owner= switch 
on the DINrT command line. 

Named r1emory Segments 

The MSTAT Command is 
named memory segments. 

> mstat common 

used to display and modify ownership of any 
For instance, type the following command: 
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This kind of report for the rnenory segment named (l)MK)N will appear 
on your screen: 

CDMKN 
Ref count: ° Size: 32 Owner: (OOOl,OOOlJ 
Protec1:l.on: s: RE,P: ,G:IliRE,O:mRE Usemame: SYSl'EM 
Status : linger linked 

'!be ure aP{:ears on the second line (ONner 
username aP{:ears on the third line of 
SYSTEM) • 

: [0001,0001]), and the 
the display (Username: 

To IOOdify the ownership of a memory segment t.TI:e the folleMing 
command: 

> mstat comroon : owner=mary 

Now the display of the memory segment named (l)MM:)N looks 1 ike this: 

OJMK:N 
Ref count : ° Size: 32 Owner: (0004,0002J 
Protecuon: s: RE,P: ,G:mRE,O:IliRE Username: MARY 
Status : linger linked 

EeJationships Between a Process and a Resource 

The ure defines a relationship between a process and a resource. This 
relationship is fundamental to protection. Fran the t:ers{:eCti ve of a 
resource (a file, another process, a device, etc.), processes belong to 
one ot three classes: owner, group or public. 

'!he relationship a process enjoys with respect to a resource, in 
conj unction with process privileges (discussed bel eM) and protection 
masks (discussed in the next chapter) determines how or in what ways the 
process can affect the resource. For example, a process without 
privileges can hibernate another process only if the process belongs to 
the "owner" class with respect to the process being hibernated. 

FolleMing is a definition of each of the three classes: 

1. Qmer. Both the resource and the process belong to the same user 
account. '!hat is, they have the same Ole. Both the owner m and 
the group m fields of the ure for the process and the resource 
are the same. In this case the process is the owner ot the 
resource. 

2. Group. '!he process belongs to some other user in the same group 
as the eMner of the resource. '!bat is, the group m of the urc 
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of the resource is the same as the group ID of the UIC of the 
process, and the avner ID is different. The process belongs to 
the same group as the resource. 

3. The group m of the OlC of the process is not the same as the 
group ID of the resource. In this case there is no relationship 
between the process and the resource. From the r::ers~cti ve of 
the resource the process is a rnanber of the general. public. 

Process Resource Process 
UIC UIC class Comment 

[0007 ,0002] [0007 ,0002] Owner The UICs are the same 
[0007 ,0002] [0001,0002] Group The group IO's are the same 
[0007 ,0002] [0007 ,0003] Public The group m's are different 

Note that you have to compare the UICs of both the process and the 
resource to deter.mine the relationship. You cannot deter.mine 
relationship by examining the usernarnes. 

PIes with Special Significance 

There are two UICs that are reserved and cannot be assigned to user 
accounts. They are [0001,0001] and [0000,0001]. 

The OlC [0001,0001] is reserved for the system account. '!he system 
accotmt uses we usernarne SYSTEM. All WMCS release files and directories 
belong to this user account, and have this UIC. The system manager uses 
this account to ~rforrn system rranager functions (editing system 
configuration files, asSigning ne-l accounts, etc.) 

The UIC [0000,0001] is reserved to mean that the resource is Unowned. 
There must not be any user accounts in the UAF.DAT file with this PIC. 
Any resource that is lmowned can be accessed by any process as though 
that process was the cwner of the resource. 

You may want to create a user account whose username is aa£:IruP. This user 
accotmt would be used for (bing system backups. '!be UIC for this account 
would be [0002,0001]. That is, it is in the same group as the SYSTEM 
accomt. 

UIe Selection 

When selecting OlCs for users on your system, keep the following 
suggestions in mind: 

1. You should begin by defining which groups you will have on the 
system. Each user of your system would belong in at least one of 
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these groups. On a small machine (with 1-10 users), you may have 
only two or three groups. For example: 

Group ID Description 

1 System accounts (system manager account, backup) 
2 Main user group. The majority of your users fit 

into this category. 
3-F Additional user groups. 
10 Guest group. Any guest accounts (people who 

occasionally use your machine) fi~ in this group. 

2. Do not structure your users into too many groups. If there are 
more groups than necessary, your users will have difficulty 
accessing files to which they should have legitimate access. You 
may find, after you have used your machine for a while, that a 
different organization of groups is necessary. 

3. If there is a person who has accounts on several machines, it is 
wise to give him accounts with exactly the same Ule on all 
machines. This will greatly facilitate his ability to transfer 
his files from one machine to the other. 

4. Don't forget to assign unique numbers for restricted access 
accounts. 

5. If one person logically belongs in two or more separate groups 
you may want to give him more than one Ule. You could create 
several user accounts for that one individual. He logs on as 
JIMDOC when he is doing documentation and as JIMDEV when he needs 
to do development. Note that this could be a bit annoying to the 
user (he has to log off and log back on as a different user 
whenever he changes job function) • You should do this only if 
there is some compelling need. 

6. You may need to set up two or more user accounts that have the 
same Ule. This is not recommended because all of those users 
would own the files created by each other. They would not be able 
to protect their files from each other. The displayed owner will 
always be the username that occurs first in alphabetical 
sequence, not the "true" owner. 
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Process Privileges 

The WMCS defines thirteen process privileges. A process privilege is 
per.mission, granted to a process, to perform specific, privileged kinds 
of ot:erations - ot:erations that oould, if arused, compromise systen 
security. 

Each user acoount in the User Authorization File (UAF.I:ll\T) defines which 
privileges that user's processes will have. When a user logs on, a 
process is created for him (typically the CIP). That process is granted 
the privileges specified for that user in the user authorization file. 
By default, all processes created by the CIP are given the same 
privileges as the CIP that created it. 

lwbst user acoounts should req:uire no privileges. A process with no 
privileges can Cb anything to any resource or process that it owns. It 
can access any file or device that it owns. It cannot affect processes of 
other systen users or access their devices and files unless the ONner of 
that resource has granted t:errnission to Cb so. In short, a user acoount 
with no privileges is almost harmless. That user cannot damage the system 
or any other system user, provided all other acoounts are properly 
protected. 

A user acoount with ANY privilege has the opI;X)rtunity to breach system 
security by accessing resources that 00 not belong to it. On the other 
hand, there are some functions that some users need to 00, as tart of 
their job descrip:ion, that require privileges. Each privilege, "in the 
hands" of a knowledgeable system user, allONS him to perform benef icial 
ftmctions. 

As the system manager it is your resI;X)nsibility to assess the needs and 
abilities of your system users, and judiciously grant then the privileges 
that they need to get their jobs oone, and at the same time, provide as 
much security as I;X)ssible. 

Definition of Process Privileges 

The follCMing is a discussion of each process privilege: 

SFJrPRIV 

SFJrPRIV (SET PRIVilege) grants the process permission to assign or 
acquire any privilege whatsoever. Arrj process with this privilege 
can obtain any other privilege merely for the asking. It can also 
assign any privilege to any process that it can affect. A process 
with this privilege can create subprocesses that have more 
privileges than it has. 
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This privilege is very dangerous. A user that has this privilege 
can do anything to the system. It is sometimes useful to grant this 
privilege to individuals that usually run without any privileges, 
but occasionally require extra privileges. You should only give 
this privilege to users with whom you would trust your most valuable 
possessions. 

SYSTEM 

SYSTEM privilege places the process in the category or class of 
processes known as I'system" processes. This classification has to 
do with access to files and devices. For instance, the owner of a 
file can deny the public access to the file, but grant the system 
user limited access. Its meaning is clearer in the context of the 
protection mask described in the next chapter. 

This privilege should be reserved for system accounts. The BACKUP 
account should have SYSTEM privilege. If the BACKUP account has 
SYSTEM privilege, then it can make backup copies of all files to 
which the owners of- the files (and the directories leading to those 
files) have granted the system read permission. This way the user 
can control which of his files and directories are to be backed up. 

READPHYS 

READPHYS (READ PHYSical) privilege grants the process permission to 
perform phYSical read operations to devices and system memory. For 
instance, a process with this privilege can read physical sectors on 
the disk, bypassing the file system. (That really means that a 
process with this privilege can inspect and/or copy any file at all, 
regardless of file protection). Also, a process with this privilege 
can read physical memory addresses. By being able to inspect 
physical memory, a process can inspect the operating system itself, 
operating system control structures, and the memory of any process 
on the system. 

Grant READPHYS privilege only to users who need to perform these 
kindS of operations. 

WRITEPHYS 

WRITEPHYS (WRITE PHYSical) privilege grants the process permission 
to perform physical write operations to devices and system memory. A 

- process with this privilege can, for instance, write any sector on a 
disk. This gives the process the potential power to destroy files 
and even to destroy the file system. On the other hand, it allows 
the knowledgable user to correct problems in the file system. 
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A process with WRITEPHYS can also write to any area of system 
memory. It can modify the operating system, any operating system 
control structures, or the memory of any process on the system. 

Grant WRITEPHYS privilege only to users who need to perform these 
kinds of operations. In general, any user who has WRITEPHYS 
privilege probably also needs READPHYS privilege. 

SETPRIOR 

SETPRIOR (SET PRIORity) privilege allows a process to assign a 
higher priority to any process which it can affect. It can also 
assign a higher timeslice value to any process it can affect. It 
can create subprocesses that have a higher priority, and/or higher 
timeslice values than the parent process. It can also go into real 
time mode. A process with this privilege has the capacity to "take 
over" or monopolize the machine. On the other hand, any process 
that requires realtime mode needs to have this privilege. 

CHN3SUPER 

Cmx;SUPER (CHaN3e to SUPERvisor mode) privilege allows a process to 
change the 68000 processor mode to supervisor. Once in supervisor 
mode the process has access to all of physical memory, and it can 
execute "privileged" instructions. Any process with this privilege 
has the capability to take over the machine. 

This privilege should be granted very sparingly. Only knowledgeable 
users writing system-type programs that need to run in supervisor 
mode need this privilege. 

BYPASS 

BYPASS privilege allows a process access to files, devices, and 
named memory segments regardless of file protection. The process 
can "bypass" file protection. A process with this privilege can 
inspect, modify, create, delete, mount, dismount, etc. any device, 
file, or named memory segment. 

This privilege should be granted very sparingly. When you grant 
this privilege to a user, you have given that user access to all 
files on the system. File protection does not exist for that user. 
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OPERA'IDR 

OPERATOR privilege is intended to provide a system manager with the 
permissions necessary to perform operator type functions. With 
operator privilege, a process can: 

1. Set the system clock 

2. Change the protection mask on any file or device 

3. Flush the cache on any disk or tape device 

4. Assign, remove or modify a logical name in the system 
logical name table 

5. Install files or deinstall files 

6. Mount a "special" (non-file structured) device 

7. Mount devices when the device driver is in memory instead 
of on a disk file (using the ~ system call) 

8. Mount devices for which the device driver has not been 
installed 

9. Adjust the process priority scheduling ratio 

10. Set the ownership of a process, device or file (if the 
process also has group or world privilege) 

11. Set the process name of any process it can affect 

12. Set the window size on a network virtual circuit 

13. Define or undefine a rotor list 

Any of your users who need to perform operator functions need to 
have this privilege. Note that since this privilege allows the user 
to modify the protection mask of an object, a process with this 
privilege can bypass protection. 

AL'IUIC 

ALTUIC' (ALTernate UIC) privilege allows a process to affect a 
resource if the owner of the image file from which the process was 
created has access to the resource. For instance, suppose a file 
has a UIC of [0007,0002]. The protection mask assigned to the file 
grants members of the same group read permission to the file. The 
public is not granted .any permission to the file. (e.g. 
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S:RE,P: ,G:RE,O:mED See the next chapter for a definition of the 
protection mask). A process whose group ID is not 2 would normally 
not be able to read the file. If, however, the process has AL'IUIC 
privilege, and the group 10 of the UIC assigned to the image file 
from which the process was created is 2, the process is allowed to 
read the file. 

AL'IUIC is useful for same cases of installed files (see below). It 
rarely would be an advantage for a user account to be assigned this 
privilege. 

WORLD privilege allows a process to affect any other process in the 
system. For instance, a process with world privilege can kill any 
other process, hibernate any other process, or do anything else to 
any other process, regardless of the UIC of the process being 
affected. Also, a process with mRLD privilege that also has 
OPERATOR privilege can modify the UIC of any process, file, device, 
or named memory segment. 

WORLD privilege should be granted to a user account very sparingly. 
A process with WORLD privilege can circumvent file protection by 
modifying the ownership so that the process is the owner of the 
file. 

GROUP 

GROUP privilege allows a process to affect any other process that 
has the same group 10 as the process. It can kill, hibernate, etc. 
any process that has the same group ID as itself. If the process 
also has OPERATOR privilege it can modify the owner 10 portion of 
the UIC of any process, file, device, or named memory segment that 
has the same group 10 as itself. 

GROUP privilege is very useful for groups of users that frequently 
have to access one another I s processes. 

NE'IWORK 

NE'lWORK privilege allows a process to attempt to p:rform remote 
operations. This privilege allows process requests to leave a 
computer. It is up to the security mechanisms on the remote computer 
to determine if a request can enter that computer and be honored. 
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SETATIR 

SETATTR (SET ATTRibutes) allows a process to change its attributes. 
There are six standard attributes and four user-defined attributes. 
The standard attributes are: 

1. Swapp:ilile - The process may be swapp:d out by the SWAPPER 
program. 

2. Prezeromem - Each page of memory is zeroed before it is 
allocated to the process. 

3. Postzeromem - Each page of memory the process had allocated 
is zeroed after the process terminates or after the process 
is released for any reason, including swapping. 

4. Desencrypt - Data sent to another node on the network is 
encrypted using the DES encryption algorithm. 

5. Fastencrypt - Data sent to another node on the network is 
encrypted using a fast encryption algorithm. 

6. Watchdog -. The process may be killed by the WMOD:XX; 
program.after a period of inactivity. 

The four user-defined attributes may be defined by the system 
manager and used by locally written applications. 

How to Display and Set Process PriVileges 

The PSTAT system utility is used to display and set process privileges. 
The USERPROF system utility is used to modify the privileges assigned to 
a user account. 

For instance, to find the list of privileges assigned to a currently 
active task, type a command line like the following: 

> pstat ciP-P8ffi :privilege 

The following kind of display will app:ar on your screen: 

00010141 CIP-PAM 
Privilege: 

OOSETPRIV 
NOSETPRIOR 
OOAL'lUIC 

OORFADPHYS 
N:BYPASS 

GroJP 

From this display you can see that this process has GROUP privilege. No 
other privileges are assigned. 
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To set additional privileges type a command line like the one below: 

> pstat ciP-P6ID :privilege=bypass,nogroup 

Now type the following command: 

> pstat ciP-P8ID :privilege 

The following kind of display will appear on your screen: 

00010141 CIP-PAM 
Privilege: 

rosET.PRIV 
OOSE'll'RIOR 
OOALlUIC 

OOREADPHYS 
BYPASS 

N:x;mJp 

Read the command description of PSTAT in the ~ User's Reference 
Manual for details on displaying and setting privileges. 

Installed Files 

Sometimes there is a need for a process to have additional privileges 
than those brought to bear by the user. For instance, one of the system 
utility programs is rM. It displays information regarding the usage of 
system memory. In order to get the information it needs, it must change 
to supervisor mode and access several of the system data structures. So, 
eM requires CHN:;blJPER privilege in order to operate correctly. There are 
many users who would like to execute OM, but it would be unwise to grant 
all of those users CHNGblJPER privilege just so that they could execute 
CM. Even though the privilege to change to supervisor mode holds the 
potential for compromising system secur i ty, there is nothing that the 
user can do with rM to compromise security. 

What is needed is a way to grant the OM process same inherent privileges. 
Then the user need not have the privilege because the process has it 
already. 

This need is met in the WMCS via a process known as installed files. 
There is a utility program called INSTALL that is used to install files, 
and display a list of installed files. You can read the details of the 
INSTALL Command in the User Reference Manual. When a file is installed, 
it can be given pr i vileges. Whenever a process is created from that 
file, the operating system grants the process the combination of 
privileges with which the file was installed, along with the privileges 
specified by the parent process. 

To install a file, the requesting process must have operator privilege 
and must either have the privilege to be given the installed file, or 
must have SETPRIV privilege. 
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A file might be installed with fewer privileges than it requires to run 
successfully. In this case, the process invoking such a process is 
expected to make up the difference. For instance, the B'lUP utili ty 
program is installed with readphys privilege. This privilege will allow 
any user with read access to a device to examine the boot block 
parameters of the device. To set any boot block parameter, however, the 
user must have write privilege to the device, and either be the owner of 
the device, or have writephys privilege. In other words, to set a 
parameter in the boot block the user must supply the extra privileges 
required. 

There are several of the standard WMCS utility programs that are 
installed. These utility programs are installed as part of the boot 
process. The privileges assigned to these utility programs have been 
carefully specified to allow users with no privileges to do things that 
do not compromise system security. '!he system manager should not modify 
the list of utility programs that are installed or the list of privileges 
assigned to each. Doing so could open the door for violations of system 
protection. 

The following is a list of the utilities that are installed, along with a 
list of the privileges each is assigned: 

Utility 

btup 
chkd 
copy 
dinit 
dm 
fstat 
keygen 
logflush 
logon 
mnt 
nstat 
password 
pst at 
qprint 
recover 
send 
sp 
talkt 
tcopy 
wibug 

Privileges 

readphys 
system 
setpriv 
operator 
chngsuper 
writephys 
world,bypass 
chngsuper 
all 
setpriv 
chngsuper 
bypass 
chngsuper 
system 
bypass 
bypass 
system 
writephys 
readphys,operator 
chngsuper 

Device drivers must also be installed if you want users without 
privileges to mount devices using those drivers. This is a precautionary 
measure to prevent a user from mounting a device using an errant device 
driver. Installed device drivers do not need privileges. If a device 
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driver is not installed, the user must have operator privilege to mount a 
device using that driver. 

The list of device drivers to be installed appears in the file named 
SYS$DISK/SYSLm/DEVICEUP.COM. This file is maintained by the system 
manager, and the system manager is resIX>nsible for controlling that list. 
By default, (as the system is initially loaded), all WlCAT supp:>rted 
device drivers are installed. 
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Chapter 8 

System Security and File Protection 

The material in this chapter is for inexperienced and experienced system 
managers. 

File protection (which encompasses directory protection, device 
protection, and named memory segment protection) specifies which users 
(processes) can access which resources (files, devices, etc.). The owner 
of the file (device, etc.) specifies the protection. The description of 
the access permissions assigned to a resource is represented as a 
protection mask. File protection is influenced by ownership (DICs) and 
process privileges described in the previous chapter. System managers 
need to understand ownership and process privileges before they can 
fully understand file protection. 

Note that permissions to affect processes are not associated with a 
protection mask. WORLD privilege and GROUP privilege determine which 
processes can be affected by which other processes. 

The Protection Mask 

The file protection mask is composed of four fields that represent the 
kind of access allowed to the resource (file, device, etc.) by various 
classes of processes. The four fields are Owner, Group, Public and 
System. Each field contains data specifying the type of access allowed 
to the resource by a process in that class. For instance, the oWner 
field of the protection mask might specify that processes of the class 
"Owner" (with respect to this resource) are allowed to -read and write, 
but not delete the resource. 

The previous chapter defined the UIC as a basis for relationships between 
a process and the resource the process attempts to access. These 
relationships define three of the four classes of process. Three 
relationships were defined: 
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Owner - The process is the owner of the resource, i.e. the Ule of 
the process is the same as the Ule of the resource. 

Group - The process belongs to the same group as the resource. That 
is, the group ID field of the Ule of the process is the same 
the group ID of the Ule of the resource. 

Public - The process does not belong to the same group as the 
resource. That is, there is no relationship defined 
between the process and the resource. 

The protection mask defines the fourth class of process known as a system 
. process. 

System - A system process is any process that has SYSTEM privilege, 
as defined in the previous chapter. 

Permissions 

For each process, the owner of the resource specifies the type of 
·permission allowed by that process to the resource. There are four 
different permissions, or types of access. These types of access are 
Read, Write, Delete, and Execute. 

For instance, the owner of a resource can specify that Group processes 
have Read permission, System processes have Read permission, Public 
processes do not have have any permissions, and Owner processes have 
Read, Write, Delete and Execute permissions. 

Each type of permission has a different definition depending on the type 
of resource. For instance, Write permission to a file means something 
different than Write permission to a directory. 

Non-directory files 

The protection mask for a file is recorded in the File Control Block 
(FCB) for the files on the disk. For tape files it is recorded in 
the file header. 

Read permission means that the process is authorized to open the 
file for read access, i.e., the file can be read by the process. 

Write permission means that the process is authorized to write to 
the file (open the file for write access). 

Execute permission applies to image files, and means that the 
process is authorized to execute the file, i.e., the user can create 
a process from the file. 
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Delete permission means that the process is authorized to delete the 
file, i.e., remove it from the file system. 

Directory files 

The protection mask for directory files is stored in the File 
Control Block (FCB) for the directory file. Note that there are no 
directory files on tape devices. 

Read permission means that the process can inspect the contents of 
the directory, i.e. the names of the files that are contained in the 
directory. A process that has read privilege to a directory can 
change default to that directory, and list its contents. If the 
process has appropriate permissions to files contained in the 
directory it can open those files. 

Write permission to directory files allows users to "write" to the 
directory, i.e. make modifications to the contents of the directory 
file. Operations that modify the contents of a directory include 
creating a file in the directory, deleting a file in the directory, 
and renaming a file from a directory to the same or another 
directory. 

Execute permission to a directory file allows processes to traverse 
through the directory to access files in sub-directories. Execute 
permission does not allow a process to inspect the contents of a 
directory, or to open any files in the directory. For instance, to 
open a file named _dcO/direct.sub/file.ext.1 for read access, a 
process needs to have Read ~rmission to the device (_dcO), Execute 
permission to all directories in the path leading to the directory 
containing the file (/rootdir/rootdir.dir and /rootdir/direct.dir in 
this case), Read permission to the directory containing the file 
(/direct/sub.dir in this case) and Read permission to the file 
itself. 

Delete permission to a directory file authorizes the process to 
delete the directory file. 

Devices 

For non-directory devices (e.g. terminal ports) there is no 
permanent protection mask. When a non-directory device is mounted 
it is assigned the default protection mask of the process that 
mounts it. For directory devices (disk and tape) the protection 
mask is stored in the boot block or volume label for the device. 

Read permission to a device allows a process to read from the 
device. For non-directory type devices, the meaning of this is 
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intuitive. For directory devices (disk and tape) a process must 
have Read permission to a device before it can inspect any of the 
contents of the device, regardless of the protection mask associated 
with any of the contents of the device. 

Write permission to a device allows a process to write to or make 
modifications on the device. For non-directory devices (e.g. 
terminal ports) the meaning is intuitive. For directory devices 
(disk and tape) a process must have Write permission to the device 
before it can modify any of the contents of the device, regardless 
of the protection mask associated with any of the contents of the 
device. 

Execute permission on a device is undefined. 

Delete permission to a device allows a process to dismount or mount 
the device. 

Named Memory Segments 

Read permission allows a process to share the named memory segment 
but it does not allow the process to make modifications to it. 
However, if the memory segment contains program code, the process 
can execute it. 

Write permission allows a process to share the memory segment and 
read or write to it. The process can also execute program code in 
the memory segment. 

Execute permission on a named memory segment is undefined. 

Delete permission allows a process to delete the named memory 
segment. 

Syntax of the Protection Mask 

The file protection mask is displayed and specified in the following 
format: 

S:DWRE,P:DWRE,G:DWRE,O:DWRE 
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vlhat each letter represents: 

S System processes 
P Public processes 
G Group processes 
o Owner processes 

D Delete permission 
W Write permission 
R Read permission 
E Execute permission 

System Security and File Protection 

Note that the class of process (i.e., system, public, group, or owner) is 
specified, followed by a colon and the letters indicating the type of 
permission granted to that class of process. Each class is separated 
from the next by a comma. When specifying a protection mask, the order 
in which the classes of processes are specified' and the order in which 
the permissions are specified is arbitrary. A protection mask may not 
contain spaces. 

When specifying a protection mask you need only specify the fields that 
you want to modify. For instance, if you want to keep the currently 
defined permissions for Owner and Group processes, but want to change the 
permissions for the System and Public processes, you need only specify 
values for the System and Public fields. 

Consider the following examples: 

g:rew,p:,o:rwed,s:re 

Group processes have Read, Execute and Write permission. Public processes 
have no permissions. Owner processes have all permissions. System 
processes have both Read and Execute permissions. 

p:re,s:re 

Permissions for Group and Owner processes are left unmodified. Public and 
System processes are granted Read and Execute permissions. 

o:dewr 

Permissions for Group, Public and System processes are left unmodified. 
Owner processes are granted all permissions. 

g:,s:,p:re 

Permissions for Owner processes are left unmodified. Group and System 
processes have no permissions. Public processes are granted Read and 
Execute permissions. 
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How to Display and Set the Protection Mask 

Different commands are used to display and set the protection mask on 
files and directories, devices, and named memory segments. 

Files and Directories 

The DIR Command is used to display the protection mask assigned to 
files and directories. For instance, consider the following 
command: 

> dir :protection 

Directory listing of _DSO/SUMMARY/ 
File name Protection 

PRQJ.MAY.23 
Burx:;ET.MAY .5 
REPORI'.MAY .21 

S: RE,P: 
S: RE,P: 
s: RE,P: 

,G:rwRE,O:rwRE 
,G:rwRE,O:rwRE 
,G:Il\'RE,O:rwRE 

The first column lists the names of files found in the directory 
named _DSO/SUMMARY/. The second column shows the protection mask 
assigned to each file. Note that when the protection mask is 
displayed, spaces are used to align the various fields. Spaces, 
however, may not be used when you specify a protection mask. 

The FSTAT Command is used to modify the protection mask assigned to 
a file or directory. Consider the following: 

> fstat budget.may :protection=p:re,s:d 
.J)SO/SUMMARY/Burx:;ET • MAY Altered. 

> dir :protection 

Directory listing of -PSO/SUMMARY/ 
File name Protection 

PRQJ.MAY.23 
BUIX;ET.MAY .5 
REPORI'.MAY .21 

S: RE,P: 
S:D ,P: 
s: RE,P: 

,G:IlVRE,O:rwRE 
RE,G:DWRE,O:DWRE 

,G:DWRE,O:DWRE 

Note that only the two fields specified (System and Public) were 
modified. The permissions specified for Group and Owner processes 
were not affected. 

Note also that the value specified replaced the previous value. For 
instance, before the change, System processes were granted Read and 
Execute permissions. The FSTAT Command specified Delete permission 
for System processes. After the change, System processes did I)ot 
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have Read and Execute permissions. 
permissions were replaced. 

The previously specified 

When a file is copied there are three things considered in 
determining what protection mask is assigned to the new file: the 
default protection mask, the :preserve= switch, and the :protection= 
switch. 

By default, the file is assigned the default protection mask 
associated with the process. (The default protection mask is 
discussed below). For instance, suppose the default protection mask 
associated with the current process is S:RE,P:RE,G:RE,O:I:WRE, and 
the following commands were executed: 

> copy budget.may budget. jun 
.J)Sa/SUMMARY/BULGET.MAY to _DSa/SUMMARY/BUIX;ET.JUN copied. 

> dir :protection 

Directory listing of .J)Sa/SUMMARY/ 
File name Protection 

PRQJ.MAY.23 S: RE,P: ,G:I:WRE,O:I:WRE 
BUIX;ET.JUN.I S: RE,P: RE,G: RE,O:I:WRE 
BUIX;ET.MAY.5 S:D ,P: RE,G:I:WRE,O:I:WRE 
REroRI'.MAY .21 S: RE,P: ,G:I:WRE,O:I:WRE 

Note that the new file received the default protection mask. If you 
would like to preserve the protection associated with the original 
file, issue the following commands: 

> copy budget.may budget.jun :preserve=protection 
.J)Sa/SUMMARY/BUIX;ET.MAY to .J)SO/SUMMARY/BUIX;ET.JUN copied. 

> dir :protection 

Directory listing of .J)Sa/SUMMARY/ 
File name Protection 

PRill.MAY.23 
BUIX;ET.JUN.l 
BUIX;ET • MAY .5 
REroRI'.MAY .21 

S: RE,P: 
S:D ,P: 
S:D ,P: 
S: RE,P: 

,G:IliRE,O:I:WRE 
RE,G:IliRE,O:I:WRE 
RE,G:IliRE,O:I:WRE 

. ,G:I:WRE,O:I:WRE 

Note that with the :preserve=protection switch the newly created 
file is assigned the same protection mask as the original file. 

If you like, you can specify the protection mask to be applied to 
the new file on the COPY Command line. Note that if you do not 
specify a value for all four fields, the default protection mask is 
used to assign a value to unspecified fields. 
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Consider the following: 

> copy budget.may budget.jun :protection=p: ,s:rw 
.J)SO/ SUMMARY/BUIXim-. MAY to J)SO/ SUMMARY/BUIXiET. JUN copied. 

> dir :protection 

Directory listing of J)SO/SUMMARY/ 
File name Protection 

PRQJ • MAY • 23 S: RE,P: ,G:Il'ffiE,O:J:WRE 
BUOOm-• JUN. 1 S: WR ,P: ,G: RE,O:IlVRE 
BUOOm-. MAY • 5 S:D ,P: RE,G:DWRE,O:DWRE 
REroRT.MAY.2l S: RE,P: ,G:DWRE,O:J:WRE 

Note that values fram the default protection mask were used for the 
Group and CMner fields. '!he System and Public fields were assigned 
the specified values. 

The VFItl utility program preserves the protection mask for files that 
are edited. 

Devices 

'!be DSTAT and B'lUP utility programs are used to display and modify 
the protection mask for devices. For instance, consider the 
following command: 

> dstat _ttl4 

_m4,6Al 
Class : T'IY 
Read oJ;er : 29288 
Write oJ;er : 1131931 
OWner : [0007,0002] 
Protection : S: RE,P: 
Term ty"fe : T7000 
Baud rate : 9600 
Data wldth : 8 Bit 
Stop bits : 1 
Packet term : NOCntr1Chr 
Control 0 ControlZ 
Mask8Bit NoModenctrl 

Hard errors : a 
Soft errors : a 
Num to retry: 0 
Osername : TLS 

,G:l:WRE,O:l:WRE 
In char Q'lt : a 
In I:uf size : 64 
Out char Q'lt: 0 
Out I:uf size: 128 

Centrole 
NcAutobaud 
NoRanote 

12-Apr-1985 10:21 
Driver ID : $1001 
Block siz e : 1 
CUr num dev : 17 
Allocated : No 

Duplex : Full 
Parity : Disabled 
Current col : a 
Host Sync : Bell 

Centrol0 CentrolX 
Broadcast ExpandTabs 
XonXoff 

Note the protection mask on the sixth line of the displ ay • 
DSTAT Corranand can be used to modify the protection mask. 
protection mask assigned with DSTAT persists until one of 
things occurs: 

'!he 
'!he 

three 

1. '!he protection mask is changed wi th a subsequent DSTAT 
Corranand. 
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2. The device is dismounted. When the device is mounted again, 
it is assigned a protection mask based on either the 
protection mask in the boot block/volume label or the 
default protection mask associated with the process that 
mounts the device. 

3. There is no process accessing the device. At this rx>int the 
protection mask is set to the "default device protection 
mask II (not to be confused with the default protection mask) • 

For instance, consider the follcwing: 

> dstat _ttl4 :protection=p:re 
_Tn4 Altered. 
> dstat _ttl4 

_Tn4,6Al 
Class : 'IT! Hard errors : a 
Read oper : 29288 Soft errors : 0 
Write oper : 1131931 Num to retry: 0 
Qmer : [0007 ,00021 Osername : 'ILS 
Protect.ion : S: RE,P: RE,G:Il'lRE,O:Il'lRE 
Term type : '17000 In char cnt : a 
Baud rate : 9600 In tuf size : 64 
Data width : 8 Bit Qlt char cnt: 0 
Stoo bits : 1 Qlt b.l:f size: 128 
Packet term : NoC1tr10lr Centrole 
CentrolU CentrolZ NaAutobaud 
Mask8Bit NoModemctr1 NoRemote 

12-Aor-1985 10:21 
Driver DO : $1001 
Block size : 1 
CUr num dev : 17 
Allocated : No 

Duplex : Pull 
Parity : Disabled 
CUr rent col : 0 
Host Sync : Bell 

CentrolO ControlX 
BroaOCast ExpandTabs 
XonXoff 

Note that since only the Public field was specified, it was the only 
field that changed. 

The B'lUP Cormnand can be used on disk devices to change the 
protection mask of the device. r-bte that using B'lUP to modify the 
protection mask of a disk device changes the boot block on the disk. 
It <Des not affect the aynership of the device as currently mounted. 
To have the new protection mask take effect, you have to dismount 
and ranount the device. 

For instance, suppose that there is a diskette mounted as _dxO. To 
display the protection mask of the diskette, ty~ the follcwing 
cormnand: 

> btup _dxO 
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The follcwing kind of display ~ars on your screen: 

DXO 
DEmlame : DX 
Label : Trar~fer 
CWner : [0007 ,0002J 
Username : PAM 
Numbsect : 616 
Fcbsector: 302 
Ialloe : 10 

Protection: S: 
VolLmleid : 0 
cache : 30 
Usercache : 8 
Sectorsz : 1024 
Shlftc:nt : 10 
Alioe : 10 

RE,P: ,G:I:WRE,O:I:WRE 
Created : 05-Apr-1985 17:08:18 
Readahead 
NoAutoflusb 
NoForced'irite 
Drivetype : FLOP09a 

Note the protection mask displayed on the second line of the 
display • 

To modify the protection mask as stored in the boot block, tyr:e: 

> btup _dxO :protection=p:re 

NaY tyr:e the follcwing command: 

> btup _dxO 

A display like the follcwing appears on your screen: 

DXO 
Devname : DX 
Label. : Transfer 
Owner : (0007,0002J 
Username : PAM 
Numbsect : 616 
Fcbsector: 302 
Ialloe : 10 

Protection: S: 
VollEeid : a 
cache : 30 
Usercache : 8 
Sectorsz : 1024 
Shiftcnt : 10 
Alice : 10 

RE,P: RE,G:DWRE,O:DWRE 
Created : 05-Apr-1985 17:08:18 
Readahead 
NoAutofl usb 
NoForcedirite 
Drivety~ : ELOP09a 

For disk and tape devices, the protection is originally assigned and 
stored in the boot block when the device is initialized. By 
default, the protection is set to the default protection mask 
associated with the DINrT process. This, of course can be overridden 
with the :protection= switch on the DINIT CoImnand line. 

Named Memory Segments 

The MSTAT Corranand is used to display and modify the protection mask 
of any named memory segments. 

For instance, consider the follcwing: 

> rnstat common 

CDMM:N 
Ref COtmt : a Size: 32 CWner: (0001,0001] 
Protection: S: RE,P: ,G:DWRE,O:IliRE Username: SYSTEM 
Status : linger linked 

8-10 



Systan Security and File Protection 

To modify the protection mask of a manory segment ty~ the follCMing 
corranand: . 

> rnstat corranon :protection=p: re 

Now the display for the rnenory segment named CDMMJN looks like this: 

> rnsta t oornmon 

(l)MKJN 

Ref count : 0 Size: 32 o..mer·: (0001,0001] 
Protection: S: RE,P: RE,G:Il'lRE,O:Il'lRE Username: SYSTEM 
Status : linger linked 

Note that since only the Public field was s~cified in the 
:protection= switch, it was the only field that changed. 

The Default Protection Mask 

The default protection mask is a protection mask associated with a 
process. It does not define permissions for accessing the process. 
Rather, it is used as a default value for files created (devices mounted, 
named manory segments defined) by that process. When a process creates a 
subprocess, the subprocess inherits the same default protection mask that 
was associated with the parent process. 

In the User Authorization File there is a default protection mask 
assigned to each user account. When a user logs on, LCGCN creates a 
process (typically CIP) for that user. It obtains the default protection 
mask for that user account from the UAF • OAT file, and assigns it to the 
process being created. 
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The OPTION Command can be used to display and set the default protection 
mask. For instance, consider the following: 

> option 

Horne 
Log 
Message 
Path 
Pause 
Prompt 
Protection 
SYS$RFSULT 
Usernarne 
Verify 
Trace 

SYS$DISK/PAM! 
Yes 
Yes 
,/sysexe/,/sysexe.users/ 
No 
PAM> 
S: RE,P: 
o 
PAM 
No 
No 

, G: DVRE., 0: DVRE 

The default protection mask is displayed on the seventh line of the 
display. 

To modify the default protection mask, type: 

> option :protection=p:re 

Now type the following: 

> option 

The following kind of display appears on your screen: 

Horne 
Log 
Message 
Path 
Pause 
Prompt 
Protection 
SYS$RFSULT 
Usernarne 
Verify 
Trace 

SYS$DISK/PAM! 
Yes 
Yes 
,/sysexe/,/sysexe.users/ 
No 
PAM> 
S: RE,P: RE,G:DVRE,O:DVRE 
o 
PAM 
No 
No 

A user may want to specify a default protection mask in his USERUP 
command file so that a specific protection mask will be assigned each 
time he logs on. (You should only have to do this if you are 
dissatisfied with the default protection mask assigned to your user 
account by the system manager in the User Authorization File). To do 
this, insert a command like the following into the USERUP.COM file: 
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> option :protection=s:re,p:re,g:re,o:dwre :perm 

Note that the : perm switch is required for this defaul t protection mask 
to persist beyond the scope of the USERUP command file. 

Process Privileges and File Protection 

Several of the process privileges directly and/or indirectly affect file 
protection. They are summarized here as they apply to file protection. 
For a complete description of process privileges, see chapter 7 in this 
manual. As can be seen in this summary, a process with any privilege 
(except SETPRIOR) can circumvent file protection to one degree or 
another. 

AL'IUIC 

BYPASS 

A process with this privilege can access files as though it 
had the UIC of the owner of the image file from which the 
process was created. For instance, all of the WMCS utility 
programs are owned by [0001,0001]. If a process has AL'IUIC 
privilege and was created from one of the files in /SYSEXE/ it 
can access files for which [0001,0001] has access. 

A process with this privilege bypasses all file protection 
checking. Nothing can be hidden from a process with this 
privilege. 

CHNGSUPER A process with this privilege can change to supervisor mode of 
operation and can, by writing to its process control block, 
give itself BYPASS privilege, (change its UIC, ••• ) and then 
it can access any file on the system. 

GROUP A process with this privilege in combination with OPERATOR 
privilege can change its UIC to any UIC in the same GROOP, and 
thus become the owner of any file owned by another user in the 
same group. (The owner of a file can change the protection 
mask of that file.) 

OPERATOR A process with this privilege can assign the protection mask 
of any resource. It need not own the resource to assign the 
protection mask. If the process also has WORLD privilege, it 
can assign the UIC (owner) of any resource. If the process has 
both OPERATOR and GROUP privileges it can assign the UIC 
(owner) of any resource owned by any other user in the same 
group. 

READPHYS A process with this privilege can read physical sectors from 
the di9k. By doing this, the process can read any file from 
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SETPRIV 

SYSTEM 

the disk, without having been granted access to the file by 
the owner. 

A process with this privilege can grant itself other 
privileges such as BYPASS or READPHYS, and then it can access 
any file on the system. 

A process with this pr i vilege is in the system class and has 
per.mission to access files as defined in the system portion of 
the protection mask. 

A process with this privilege in combination with OPERATOR 
privilege can change its UIC to any UIC, and thus become the 
owner of any file. (The owner of a file can change the 
protection mask of that file) • 

WRITEPHYS A process with this privilege can write physical sectors on 
the disk. By doing this, it can write to any file on the disk 
without having been granted access to the file by the owner. 

Device Ownership and Protection 

Each device has a default UIC and a default protection mask assigned to 
it. The LOGON program can control access to devices. 

Before allowing a user to log on, the LOGON program checks if the user 
has both read and write privilege to the specified device. It takes into 
account the UIC that corresponds to the username specified, the 
privileges that correspond to the username, and the protection mask 
assigned to the port. If the user cannot both read and write the port, 
LOGON fails and does not create the process specified in the UAF.DAT file 
for that user. 

If LOGON succeeds, it reassigns the UIC of the port to the UIC of the 
user logging on. This way, the user logging on owns the port and can 
assign any of the port characteristics without needing any process 
privileges. If LOGON did not change the ownership of the port, the user 
logging on would not be able to assign port characteristics. 
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Default Ownership and Protection of Devices 

A~signed to each device is a default urc and a default protection mask. 
(This is not to be confused with the default protection mask associated 
with each process.) When the device is idle, i.e. not opened by any 
process, the ownership and protection mask of the device are set to the 
default value. 

For instance, suppose that you are logged on to _ttl4 and that your urc 
is [0007 ,0002]. When you logged on, the LCX;ON utility assigned the urc 
of _ttl4 to be your urc. As long as you are logged on, even though you 
are not constantly typing characters, _ttl4 is not idle. The crp has 
_ttl4 open, waiting for any command. However, when you log off, the port 
becomes idle and the ownership (UrC) and protection mask are reset to the 
"default" values. 

The reason for this is clear. SUPIX>se user A logs on to a IX>rt. The 
ownership of that IX>rt is assigned to user A. User A modifies the 
protection mask so that only he has read and write privilege to the 
device. Then user A logs off. If the urc and protection mask did not go 
back to a predefined default value, no one other than user A (or a user 
with BYPASS privilege) would be able to log on at that port. 

In most situations, the system manager sets up the default Ule and 
protection mask for each device so that any user can log on at any 
terminal port. To do this the defaul t urc is set to the "Unowned II Ule 
[0000,0001]. Remember that if the urc of a resource is [0,1] that any 
process can access the device as though it were the owner. 

If you wanted to restrict logons at a certain terminal, you could set the 
default UIC and protection so that only a particular user or a group of 
users would be able to log on. 

There is no way to display the default UIC or protection mask assigned to 
a device. To set the default urc and/or protection use the DSTAT 
Command. For example, type: 

> dstat _ttl4 :owner=[O,l] :default 

This command assigns the default urc of _ttl4 to [0000,0001]. 

The default ownership and/or protection are typically assigned in the 
DEVrCEUP.COM file. The system manager edits this file and sets the 
default ownership and protection as needed on his system. A typical 
excerpt fram the DEVrCEUP.COM file is: 

! Port: pI Usernamelfunction: 
mt _tt9 
dstat _tt9 :termt:ype-:t7000 :expandtabs :owner=(O,ll :de£ault 
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Note that ownership is set to the Unowned Ule with the :default switch. 

Organizing for File P~otection 

Organizing files carefully can enhance the file protection capabilities. 
For instance, suppose that Charles has files scattered across several 
directories on the system. For Charles to do his work successfully he 
needs access to all of the directories that contain his files. If other 
users also have files in those same directories, then the protection on 
those directories has to be sufficiently lenient to all users who need 
access to them. Even though all users may not be able to read one 
another's files, they at least know of their existence. (All users would 
have to have Read privilege to the directory containing their files. 
Read privilege to the directory allows them to see the names of all files 
in the directory, regardless of the protection on the file itself.) 

On the other hand, if all of Charles' files are in a single main 
directory and its subdirectories, then access to those files can be 
controlled easily-by restricting access to not only the files themselves, 
but also to the directories containing the files. 

This can be carried one step further. If there is more than one disk on 
your system you can divide your users such that some users have their 
files on one disk, and some on the other. Then you can control access to 
the files by setting up protection on the disks so that users only have 
access to the disk that contains their files. 

In general, it is a good idea to give each user his own directory. That 
user completely controls the files in that directory. If he owns the 
directory file itself, he can set protection on both the directory file 
and on the files within the directory. 

Additionally, each group of users on your system might have a set of 
directories that only members of the group can access. 

By keeping files organized in a controlled set of directories, the owners 
of the files can control access to their files. If files are haphazardly 
scattered across several directories, controlling access to the files is 
difficult at best. 
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Trouble-shooting File Protection 

Occasions arise where a user cannot access a device or file that he 
legi timately needs to access. When this hap~ns you need to discover the 
source of the problem and correct it. The problem could be: 

1. The user does not have the correct ~rmissions for the device. 

2. The user does not have the correct ~rmissions for one or more of 
the directories leading to the file. 

3. The user does not have the correct permissions for the file 
itself. 

The following example illustrates how to discover where the problem is. 
Suppose that user Terri (whose username is TERRI) comes to you and says 
that she cannot access the file named -PSO/USERS.GROUPI.TEST/SYSTEM.DOC. 
The following steps illustrate the solution: 

Step 1 

Step 2 

Find out TERRI's UIe and process privileges by using the 
PSTAT command. (Remember that file protection is based on 
ownership and process privileges.) Type the following: 

> pstat :owner :username :privilege :uic=terri 

This kind of display ap~ars on your screen: 

OOOllDlA CIP_'l'ERRI 
Privilege: 

OOSETPRIV 
NlSETPRIOR 
OOAL1UIC 

(0003,0002] TERRI 

OORFAOPHYS 
t-lBYPASS 
~P 

From this display you learn that Terri's UIe is [3,2], and 
that she has no privileges. The main privileges that you 
watch for are SYSTEM and BYPASS. If the user has SYSTEM 
privilege, then when you look at protection masks, you 
ins~ct the field for system processes. If the user has 
BYPASS privilege, then there is no reason they cannot access 
a file. 

Find out the owner and protection mask for the device by 
using the DSTAT Corrnnand. Type the following: 

> dstat _dsO 

This kind of display ap~ars on your screen: 
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--DSO ,OM) 
Class : Disk Hard errors : 0 
Read oper : 720837 Soft errors : 7 
Write oper : 189106 Num to retry: 5 
Owner : [OOOl,OOOll Username : SYSTEM 
I?rotecti.on : S: WRE, I?: WRE, G: WRE, O:Il'/RE 
Inter factor: 3 Nurn Of lIXirs : 842 
Ntltl rom IS: 32 Num heads : 20 
Ntltl sectors : 421000 Sector/track: 25 
Drive typ! : SMD474b NoRJI.Wverify 

12-Apr-1985 10:21 
Driver ID : $300B 
Block size : 1024 
Olr num dev : 1 
Allocated : No 

Disk density: Double 
Seek direct : Forward 
Cache size : 152 
N<i'lrit el?rotect 

Note the UIC of the owner of this volume is [1,1]. Now you 
must determine which field of the protection mask applies to 
this user. To do this, ask yourself these questions: 

Is the Ule of the device the same as the UIC of the user 
process? If the answer is yes, look at the Owner field 
of the protection mask. 

Is the group ID of the Ule of the device the same as the 
group ID of the UIC of the user process? If the answer 
is yes, look at the Group field of the protection mask. 

Does the process have SYSTEM privilege? If the answer 
is yes, look at the System field of the protection mask. 

What is in the Public field of the protection mask? 

Note that more than one of the fields may apply. For 
instance, if the group IDs are the same, you need to look at 
both the Group field and the Public field. If the UICs are 
the same, look at the Owner field, the Group field and the 
Public field. If the user process has access to the device 
in ANY of the categories that apply, the user process has 
access to the device. 

In this case, the UICs don't match ([0001,0001] does not 
match [0003,0002]). The group IDs do not match (the group ID 
of the device is 0001 while the group ID of the process is 
0002) • The process does not have SYSTm privilege, so the 
only category that applies is Public. 

The protection mask for this device is: "S: WRE,P: WRE,G: 
WRE,O:IMRE" 

Note that the Public field contains "P: WRE" meaning that the 
Public has Write, Read and Execute permissions for the 
device. In fact, the only permission not granted to the 
Public is Delete permission. If you recall, Delete 
permission allows the process to mount or dismount the 
device, and Execute permission on a device is undefined. 
Since Terri was trying to access a file on the device~ she 
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needs only Read and possibly Write permission to the device. 
This she has. 

Check the permissions on gll of the directory files involved. 

To access a file, the user process must have execute 
privilege to all directories in the path leading to the 
directory that contains the file. In this case there are 
three directories in the path leading to the directory that 
contains the file: 

-PSO/ROOTDIR/ROOTDIR.DIR.I 
-PSO/ROOTDIR/USERS.DIR.l 
-PSO/USERS/GROUPI.DIR.l 

Use the DIR command to inspect the ownership and protection 
mask assigned to each of these directory files. 

> dir rootdir/rootdir.dir :owner :username :protection 

Directory listing of J)S)/0C0ImRI 
File name Q.mer Username Protection 

RCXJIDIR.DIR.l (0001,00011 SYSTElot S: RE,P: RE,G: WRE,O: WRE 

Ask yourself the same questions as before (in step 2) to 
determine which field of the protection mask to look at. In 
the case of /ROOTDIR/ the correct field is Public because the 
user does not have System privilege, the UICs do not match, 
and the group IDs do not match. 

In this case the Public has Read and Execute permissions. So 
the problem is not with this directory. 

> dir rootdir/users.dir :owner :username :protection 

Directory listing of J)5O/ ROOlDIRI 
Fil~ name o.mer Username Protection 

USERS. DIR.1 (OOOl,OOOlJ SYSTEM S: RE,?: RE,G: 1'ffiE,O: w"RE 

The problem is not with this directory, either. Terri, in 
this case again, is a member of the Public, and the Public 
has Execute permission as required. 
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_ Step 4 

Step 5 

> dir users/groupl.dir :owner :username :protection 

Directory listing of ....,DSO/USERSI 
File l".arne Q.mer Osername Protection 

GmJl?1.DIR.1 (0001,0002] WILEY S: RE,P: RE,G: WRE,O: WRE 

In this directory, Terri is a member of the Group (the owner 
of the directory [1,2] has the same group ID as the owner of 
the user process [3,2]). So in this case you look at both the 
Public field and the Group field of the protection mask. In 
both cases, Terri's user process has Execute permission, so 
the trouble is not with this directory. 

The user process must also have at least Read, and J:X)ssibly 
Write permission to the directory containing the file. If 
the process only wants to affect that single file, Read 
permission to the directory containing the file is 
sufficient. If, however, the process also wants to create a 
new file in that directory (e.g. VEW creates temporary files, 
and a new version of the destination file in the directory) 
the process must also have Write permission to the directory. 

> dir users.grouplltest.dir :owner :username :protection 

Directory listing of -.PSQ/USERS. GIUJPlI 
File name CMner Username Protection 

'l'EST.DIR.1 [0001,0002] WILEY S: RE,P: RE,G: RE,O: WRE 

Again, this file belongs to a member of Terri's group (the 
group ID of Terri and Wiley are the same). Look at both the 
Group field and the Public field of the protection mask. In 
both cases, Terri is given Read and Execute permission. 

But Terri was attempting to VEW the file named -psa/ 
USERS.GROUP1.TEST/SYSTEM.DOC, and since VEW creates files in 
the directory, it requires Write permission to this 
directory. You have found the problem. 

Give Terri the Write permission she needs to this directory 
file with the FSTAT 'comrrand. Type the following: 

> fstat users.groupl/test.dir :proteetion=g:wre 

Use the OIR comrrand to check the protection mask. Type the 
following: 

> dir users.grouplltest.dir :owner :username :protection 
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This kind of display appears on your screen: 

Directo~ listing of -PSQ/USERS.GRCOPl/ 
File name CWner Username Protection 

TEST.DIR.1 [0001,0002] WILEY s: RE,P: RE,G: \<i"RE,O: WRE 

You may have solved the problem with this one change. Just 
to be sure, check the file itself with the DIR command. Type 
the following: 

) dir users.groupl.testlsystem.doc :owner :username :protection 

This kind of display appears on your screen: 

Direct:o~ listing of J)5O/USERS. GRCOPl. TFSI'/ 
File name CWner Username Protection 

SYSTEM. I:XX:.12 [0003,0002] TERRI 5: RE,P: RE,G: RE,O: WRE 

Since the file belongs to Terri, look at the Owner, Group, 
and Public fields of "the protection mask. Since Terri is 
trying to Vlli the file, she needs Read permission. This she 
has. Now Terri can have access to the file. 

This same procedure will work for any file you are trouble-shooting. 
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CHAPI'ER 9 

INITIALIZATION OF MEDIA 

This chapter is written for experienced systen nanagers. Do not 
concern yourself with this chapter if you are new to the WMCS. 

9.1 CIP COMMANDS RELATED TO INITIALIZING MEDIA 

The following commands pertain to media initialization (read the 
WIeAT r1ulti-user Control System (WMCS) ~ Reference Manual for 
information on how to execute these commands): 

B'IUP Update the boot block on a disk 

DINIT Initialize a disk or diskette 

See the chapter in this manual on How to Monitor and Custanize 
Systen Use for information on sane asp:cts of system tuning 
affected by the B'IUP and DIN IT comnands. 

9.2 DISKS AND DISKETTES 

A disk is initialized, i.e., ready for the WMCS to use it, when 
the following things have been done to the disk: 

1. The disk I s tracks and sectors have been formatted so 
that the device driver knows the layout. i.e., the 
format, of the disk. 

2. A boot block has been written to the disk or diskette at 
sector zero. 
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3. The following files have been created on the volume: 

FCB.SYS 
RCOIDIR.DIR 
FCBB:rn1AP • SYS 
BITMAP.SYS 

The following sections explain what each of these steps involves. 

9.3 FORr-1ATrnJG 

The tracks on a disk are concentric rings about the center of the 
disk: 

~OTE! A d1skecce concains nany more 
tracks than the number pic~ured here. 

When the WMCS formats a disk, it first places the disk drivels 
head at the beginning of the first. track on each surface of the 
disk. The WMCS then subdivides each tr ack into sectors by 
writing a sector header and a sector trailer,. at regular 
intervals, until all the sJ;ace in all the tracks on each disk 

9-2 



INITIALIZATION OF MEDIA 

surface is filled. Each header and trailer define a sector. 

3cc:or Sector 

,/ 

/ 

~OTE: A disket~e ~oncains ~y ~re 
tracks than the number ?i~:ured here. 
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Once the sectors have been laid out. the WMCS assigns a number to 
each sector, starting with 0 for the first sector and continuing 
until a number. or address. is assigned to every sector. 

~OTE! A diskette contains ~y ~re 
tracks than t~e aumber pictured here. 

Formatting must be performed the first time a disk is initialized 
for use under the WMCS - Once formatted, however, the volume need 
not be reformatted unless it has behaved eratical ly , e.g., 
consistent difficulty in reading files from the disk, writing 
files to the disk, etc. 

9.4 WRITING THE Boor BLCa< TO 'lEE DISK 

Once the disk is formatted, the eIP command used to initialize a 
qisk then creates a bQQt block and writes it to sector zero on 
the disk being initialized. 
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This is what the boot block looks like when you display it on a 
terminal screen: 

00000000 
00000010 
0000002a 
00000030 
00000040 
00000050 
0.00000&0 
0OOOOO7a 
00000080 
OOOOOOJlD 
OOOOOOBO 
ooooooca 
ooooaaca 
OOOOOOEO 

55· 54,. 492 C' 49'; 54J 49 45' 53! 20 34: :m 31, 2B.' 30 00' 
07 BB~ at la' DC. OZ 02 OS'": 00 ox: 00 or 00' 10: FP.' FP' 
00; OI. 00; OI .. oar OJL O. OOt 00> OR •. 04 OA\ 00 0%: 00> 00 
02 6&'r 44; .. 58: 3Q; oa 00;. 001:· 00;. 00: 00; 00: 01 22" oat 7P 
00:. om 001' oor Oar Oa.: 00\ oor 00\ 00 oa. 00/ OO! 00' 00: 00 
00: OC ocr OGlOQi oah oOt ocr; 001 oor OQi Qat OCt oar 00: an 
OOt 00; 00; 00: Ofl¥ Oeli QG 0.0' 00: 00;: 00: 00;; 00; 00; OQ·· 00: 
00· 00;' oa.. oOt all: am 00.1' oaf 00: ()(J 00 00': oar OOt 00:· 00:, 
OC oa OQ; oar OCt 00: om OQr oar oor orf oa CO; oa OG· oar 
O(J;· ocr 00: OOt 00 00) 00\ oat 00: 00::· oa· 00; 00> 00: 00: 00: 
00 ao 00.; am· QG:' 00; OOt Otli all: aD} ocr oar 00' Oar 00' ocr 
~ ___ ~~~_~~~~~m~oo 
00' 00 00\ 00 00\ OQ· ao oat all aOi 00' 00' ocr 00 00 00 
00 00' 00' 00' Oar oat 00; 00> OG ca' aa 00' 0(1' 0(1 oa 00 

................. : ............................. .: .... 

.. l:lDXa~ ........... ~ ...... I .. : ... 

n~:~O~~~O 
001 001 OQ, oor oct OQ: 00 52. D4t 25. CS. 

Line 

Each 
convenience. 

Bit field 

is for the user's 

These l6-byte lines co n the hexadecimal-value equivalences 
for the characters the same line in the column on the right of 
the display. 

ASCII field 

This column contains the ASClI-character equivalences to the 
values on the same line in the bit field. 

Read the description of the ZAP Comrrand in the WMCS use r 
reference manual for more information on the format of the 
display. 

The following information tells you what the boot block contains: 
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00000000 
00000010 
00000020 
00000030 
00000040 
00000050 
00000060 
00000070 
00000080 
OOOOOOAO 
00000000 
ooooooeo 
00000000 
OOOOOOEO 
OOOOOOFO 

SS/.S4X49;V·(C • .,gj?$4V.tI¥4Si53i{20f34/2R/3l: ..... 3:tl/QO: 
07 BE 01 10 oe 02 02 OE 00 01 00 01 00 10 FF FF 
00 01 00 01 00 01 04 00 00 OA 00 OA 00 02 00 00 
02 68 44 58 30 00 00 00 00 00 00 00 01 2F 00 7F 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 52 04 25 C6 

Volume label-----

UTILITIES 4.1.0. 

.hDXO •••••••• / •• 

••••• 0 0 ••••• R. ! . 

This is the label that the user assign's to the disk. It apt:ears 
on the screen when a disk drive. containing the volume. is 
mounted. 

00000000 
00000010 
00000020 
00000030 
00000040 
00000050 
00000060 
00000070 
00000080 
OOOOOOAO 
00000000 
ooooooeo 
00000000 
OOOOOOEO 
OOOOOOFO 

55 54 49 4C 49 54 49 45' 53 20 34 2E 31 2E 30 00 
07/ :E3&/Oli.lQ::' DC' 02'r OZ'OS O'a(OI 00/ or, 0'0rl0 FIt,"FF'; 
00 01 00 01 00 oi 04 00 0'0 . A 00 OA 00 02 00 00 
02 68 44 58 30 00 00 00 00 00 00 00 01 2F 00 7F 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00'00 00 00 00 00 00 00 00 52 04 25 C6 

Volume initialization date 

Volume m number -------~ 

User Identification Code (UlC) -----~ 

UTILITIES 4 .1. a 0 

.hDXO •••• o 0.0/00 

••••• 0 ••••• 0 Ro s. 

This is the OIC of the user who initialized the olume. 

Protection mask ______________ --..J 

This is the protection assigned to the volume. In other words·, 
this field tells you the privileges r regarding the volume r that 
are assigned to each class of users • 
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These are the classes into which users on your system are 
divided: 

o..mer The user who created the file. i.e., initialized 
the volume. 

Group The group to which the owner is assigned. 

Public Users who are not members of the owner's group. 

Systen The SYSI'EM user(s), i.e., processes that have 
SYSI'EM privilege. 

Each hexadecimal digit in 
foregoing classes of users: 

III 1 

System 

this field represents 

FFFF 

~~ 
1 III 1 III 

Public Group 

one of the 

~ ...--........-
1 1 1 1 

2 
ONner 

For each class of users, there are four things that can be done 
with a volmne: 

Delete 'TI1e volmne can be mounted and dismounted. 

Write 'TI1e contents of the volmne can be modified. 

Read The contents of the v9lume can be perused. 

Execute Undefined. 

Therefore. a single value in each digit in this field of the boot 
block tells you the privileges assigned to the users whose class 
is represented by that digit. The following chart tells you how 
to interpret the values that can aPt=ear in each digit. In other 
words. one of the values in the lefthand colmnn will app:ar in 
each of the four digits in this field of the FCB. The first 
value in the File Protection field of the PCB tells you the 
privileges the systen user has. the second tells you the 
pr i vileges the public, has, etc. Thus. if an F app:ars for the 
first digit. you know that the system user can delete, write, 
read, and execute the voltnne (a one in any of the four colmnns 
next to the Volume Protection Value indicates that the privilege 
to perform the function represented by that colmnn is granted). 
If an A apJ;ears for that f irst digit, the system can only delete 
and read the volume. 
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Volume Protection Celete C vlrite Read Execute 
Value 

0 0 0 0 0 
I 0 0 0 I 
2 0 0 I 0 
3 0 0 I I 
4 0 I 0 0 
5 0 I 0 I 
6 0 I I 0 
7 0 I I I 
8 I 0 0 0 
9 I 0 0 I 
A I 0 I 0 
B I 0 I I 
C I I 0 0 
D I I 0 I 
E I I 1 0 
F 1 I I I 

For example, F2 6F as the value appearing in this field of the 
boot block indicates that the systen user has a.)..l privileges 
regarding the volume. that the public can only read the volume, 
the group can write and read the volume, and the owner has all 
privileges. 

----------- See p. 9-9 

00000000 S5 S4 49 4C 49 5 49 45 S3 20 34 2E 31 2E 30 00 
00000010 07 BE 01 10 oe 02 OE 00 01 00 01 00 10 FF FF 
00000020 aOt'Ol am:Ql an\o~ 04 00 00 OA 00 OA 00 02 00 00 
00000030 02 8 44 8 30 00 00 00 00 00 00 00 01 2F 00 7F 
00000040 00 00 0 00 00 00 00 00 00 00 00 00 00 00 00 
00000050 00 a 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000060 00 OC 00 a 00 00 00 00 00 00 00 00 00 00 00 00 
00000070 00 00 0 00 00 oC 00 00 00 00 00 00 00 00 00 00 
00000080 00 00 a 00 a 00 00 00 00 00 00 00 00 00 00 00 
OOOOOOAO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
OOOOOOBO 00 00 00 0 a 00 00 00 00 00 00 00 00 00 00 00 
ooooooea 00 00 00 a 00 00 00 00 00 00 00 00 00 00 00 
00000000 00 00 00 a 00 00 00 00 00 00 00 00 00 00 00 00 
oOOOOOEO 00 00 00 00 00 0 00 00 00 00 00 00 00 00 00 00 
OOOOOOFO 00 00 00 00 0 00 00 00 00 00 00 S2 04 25 C6 

Initial sector-allocation 

UTILITIES 4.1.0. 

.hDXO •••••••• / •• 

.••••••••••• R. !. 

This value corresporrls to the rameter value assigned, when the 
disk was initialized (or when the boot block was last" updated) , 
to specify the number of secto s on the disk that will be 
allocated to a file when a file created. 

Subsequent sector-allocation -_ ..... 

This value correspooos to the pa.rameter value assigned, when the 
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disk was initialized (or when the boot block was last updated) , 
to specify the number of sectors on the disk that will be 
allocated to a file each time that file grows beyond the sectors 
already allocated to it. 

Autoflush flag 

This value corresp:>rxls to the parameter value assigned, when the 
disk was initialized (or when the boot block was last updated) , 
to specify whether the data in memory that are assigned to a 
sector on the disk will automatically be written back to that 
disk sector at certain intervals. See 

00000000 
00000010 
00000020 
00000030 
00000040 
00000050 
00000060 
00000070 
00000080 
OOOOOOAO 
OOOOOOBO 
ooooooeo 
00000000 
OOOOOOEO 
OOOOOOFO 

20 2E 30 00 
07 BE 01 10 oe 02 a 01 00 01 00 10 FF E 
00 01 00 a 4:;;00 on:;:. aO? OA lltl 02 00::00; 
0%'6 . 58 30 00 00 00 a 00 00 0 aIm 00 7F 
0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00100 52 04 25 C6 

1 

I 
Sector size ________ --..1 

p. 9-10 

• hDXO ••••••• • 1 .• 

••••••••••• • R. a • 

This is the size (in bytes) of the sect rs 0 the disk. 

Shift COunt------------------~ 

This tells you the number of bit positi s ( 0 the left) that the 
one-bit must be moved to equal the numb r of bytes in each sector 
on the volume. e.g., ten for a sector s·ze 0 1024 bytes. 9 for a 
512-byte sector size. 

Disk-cache size ------.....-------' 

This value corresp:>rxls to the parameter valu 
disk was initialized (or when the boot bl 
to specify the size of the cache set aside 
from sectors on the disk, i.e., the arno 
reserved (when a device containing this disk 
f rom the disk. 

User-cache size------------------------~ 

assigned, when the 
k was last updated) , 

memory for data 
t of memory that is 

is mounted) for data 

This value corresp:>rxJs to the }?arameter value assigned, when the 
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disk was initialized (or when the boot block was last updated) , 
to specify the maximum number of sectors that any process can 
request at one time from the disk. 

The total number of sectors on the disk 

00000000 
00000010 
00000020 
00000030 
00000040 
00000050 
00000060 
00000070 
00000080 
OOOOOOAO 
00000000 
ooooooeo 
00000000 
OOOOOOEO 
OOOOOOFO 

S5 S4 49 4C 49 S4 49 45 S3 20 34 2E 31 2E 30 00 
07 BE 01 10 oe 02 02 OE 00 01 00 01 00 10 FF FF 
00 01 00 01 00 01 04 00 00 OA 00 OA 00 02 00 00 
02 68 .• :!S./30fiOC£()Ii'.i~/OO oa/OO§O~}2! a027P 
00 00 00 oo~o bo oodooo"bo oobo 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00152 04 25 C6 

I I 
Boot-disk name --------', 

UTILITIES 4.1.0. 

.hDXO ••••••• • J •• 

•••••••••••• R. !. 

This is the name (assigned by the user 
lasted modified) by which the disk (not 
disk may be mounted, is known if the disk . 

the bootblock was 
dev ce in which the 
use to boot the 

system. 

Address of FCB.SYS ----------..... 

This is the address on the disk at which the FCB. S file begins. 

Mounted flag ______________ ---1 

This value indicates whether or not the device in which the disk 
is located is mounted. 
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00000000 55 54 49 4C 49 54 49 45 53 20 34 2E 31 2E 30 00 
00000010 07 BE 01 10 OC 02 02 OE 00 01 00 01 00 10 FF FF 
00000020 00 01 00 01 00 01 04 00 00 OA 00 OA 00 02 00 00 
00000030 02 68 44 58 30 00 00 00 00 00 00 00 01 2F 00 7F 
00000040 00/00 OOt oar oar OCT 0000; 00' 001 00; oa: on 00: 00> on 

00000050 ~o .... ,'., ...• OQ; ..•.••• ' ... 00 .•...•••. , •. 0.0 ... :' .....•..... :.oa .. ...... ', .. OQ ..... : .. ,' .. DO ••..••. '.: .••... ,.0.01, ' .• , .•..•.. ,. ca ... : .•.•. '.' 0.0., ... :, .•....... 00 .• :.: ....... :. OQ ... ;.' ..•. 0.0. '.', •••.. , 00 .......• : ... : .• 0.0,. : .. ' .. 00 
00000060 OQ: oa an: 00; 00. 00::: 00: 00: 00100' 00: ocr 00> 00 00 on 
00000070 00; 00; 00 00 OCX 00\ 00'\ 00:: oot 00: 00 OOr 00. OS: on: 00 
00000080 00 oar oa oor 0t1 om oa ()(J: 00, oor 00: oor oa: 00: on 00 
OOOOOOAO 00: 00;. OQ:' 00 00: ()Q' 00' Q(J (lOx 00 00 00 00 00: on 00 
00000000 00 00 aot 0(1, 0.8, 00 oar 00 OG 00 00: 00 00:, on, 00; 00 
ooooooeo 0fJ OOt OO~ ca 001' OOf co OOl oa 00: ao 00: 00: 00: 00' 00 
00000000 00 0[1; 00 00 00: 00 00' 0.01 00 00> 00 00; 00 ocr 00 00 
OOOOOOEO 00 oaoaoo: 00: 0000':00'00'00000000·0000 00 
OOOOOOFO am am om om Oii 7~ OOl om 00: QO 52 Jl4I; 2!f Cli 

Readahead --~ 

UTILITIES 4.1. a • 

.hDXO ••••••• • 1 •• 

•••••••••••• R. 5. 

This value r val ue assigned, when the 
disk was initial' zed (or when the oat block was last upjated) , 
to sI;:ecify wheth or not the WM assumes that if a process 
reads sectors from the disk sequentially, the WMCS should be 
ready (for sector request ) to read the next logically 
sequential ector from the d' k. 

Reserved 

These are 

Boot-block checksum 

This is the checksum for the values assigned to each byte in the 
boot block. 

9.5 WRITrnG srANDARD FILES TO 'lEE DISK 

When the boot block has been written to sector zero. the disk 
initialization program (the elP command used to initialize disks) 
creates the following files on the disk (in the order indicated): 

FCB.SYS 
RCOIDIR DlR 
FCBBrn.1AP • SYS 
Brn.1AP.SYS 

The following sections describe each of these files. 
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9.5.1 FCB.SYS 

FCB.SYS contains a record for each file on the disk. Each 
record is called a File Control Block (FCB) and contains 
information that the WMCS uses to locate the file assigned 
to the PCB and provide information on the file as 
requested, e.g., the OIR Conmand. . 

PCB.SYS is therefore the system file (hence the .SYS file 
extension) that contains an FeB for each file on a 
particular disk. Were you to think of PCB. SYS as a card 
file drawer, this is what it would contain upon completion 
of disk initialization: 

BITMAP.SYS 

FCBBITMAP.SYS 

ROOTDIR.DIR 

FCB.SYS 
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Were you to display the contents of FCB. SYS on a terminal 
screen, each PCB would look sanething like this: 

00000100' 
OOOOOl.lO 
00000120: 
OOOOQl3Cl 
000001401 
aOoOOISm 
00000160; 
ooooonm 
000001. 
OOOOOl9m 
OOOOOIAa 
OOOOOlBQ: 

• OOQQOlCQ:; 
ooooo.ma 
OOOOOJ.E(J; 
000 Olms 

00' 00' 00 Ot OO~ or oa 00 OOr on? at! OQ; 01 01 00 or 
5%. 4P' 4P 5. 44;, 4$ 5%. QO!. CQ: 44; •. e sz on 01: OOr 00; 
00 OL 00: ox. Oat·loroer. on O.Of 02: .. ppt .. PP" rrr BE 0.1 .. 12 
os 20, IT J&; Q7": 12'01: l%l. OBi 20r 37 3A:., 00 QOk 00;: am 
00: 00; 04.; om 0Ql oa OC 00/ QO\' 00;' 00: all oa oar OlL2C: 
OQ; ocr on: 00: 00' om~ ott 00: am omoo? o.a 00> 00) 00l 
00' oa' OCJr om: ooroa oar OO'! aeroa: 00: OO} ao oai OQ;. 00 
Oar oa aa 0Ql oor om om am. 0(1. OOr OQr 00. on:: OOi 00: oa 
00 Olt 00: 00.' all aa! oat am OOt oar ocr ext 00; 00: 00: OOi 
00> 0«1 OO? Oct 00: 00 00: ocr oa ocr: 00> 00; 00 oa 00: on 
00 ocr oar an 00 ()(J. 00 00: 00; OCt ocr oar 00: ()Q: 00· 00/ 
00 00: oa on: 00> om 00 oa oa 00' oa oa' 00: an on 00: 
00 oar 00 00 co ocr Oar OOi OCt QQ:' oar 00 on OBi OCr 00 
00 co 00: ocr oa' on 00: oai Oat 00 oa on 00 00 00 co 
oa 00: ocr an aa en oa 00 00' oor 00 oa oa 00; 00 00: 
00 00; ocr 00: 00' OC oo~ 00: am OOL QO; 00 on 00: D1l 1)4;. 

Line numbers 

..•..... : .......... , .......... .} .. , .... 
tIC·; .. 7 i.:.·>:: .... ··.:· 1·::· .......... : .•. 

.: ...... : ......... : .. : ........ ' ~ ........ ;. -,: .. 

................ ;;-............ IT" 

These line n rs are for your conv ience. and indicate 
the relative position (within th file) of the first byte 
on the line-

Bit field 

Each line in this fie of the display contains the 
hexadecinal values corresporoing to the ASCII characters 
on the same line the column on the righthand side of 
the display. 

ASCII field 

The characters on each line in this field correspooo to 
the hexadecimal values on the same line in the display's 
bit field. 

The following information tells you what each field of the 
FCB contains: 
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00000100 OO/(ltl{,(lO\/tlJ 00 01 00 00 00 00 00 00 01 01 00 01 · ............... 
00000110 2 4F 4F 54 44 49 52 00 00 44 49 52 00 01 00 00 ~IR •• DIR •••• 
00000120 00 01 00 01 00 20 00 01 00 01 FF FF 07 BE 01 12 · .... ••••••• > •. 
00000130 OB 20 37 3A 07 BE 01 12 OB 20 37 3A 00 00 00 00 • 7: .> .•• 7: •••• 
00000140 00 00 04 00 00 00 04 00 00 00 00 01 00 00 01 2C · .............. , 
00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
0000018 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000 0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
oooooiDo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOO~EO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
0000 1FO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DO 04 • ••••••••••••• J T 

LFCB =ber 

Each FCB in FCB.SYS is assigned a serial number (the 
series reflects the order in which the FCBs in the file 
were created). Inasmuch as each FCB is a record, the PCB 
ntnnber serves as the record number. 

For example, when a diskette is initialized, FCB.SYS is 
the first file the disk initialization program creates on 
the diskette, and approximately 50 FCBs are created in 
FCB.SYS. 

Inasmuch as FCB.SYS is the first file created on a disk, 
FCB 0 is assigned to PCB. SYS. . FCB 1 is assigned to 
ROalDIR-DIR. the secorn file created on a disk; FCB 2 is 
assigned to PCBBrTMAP.SYS; and PCB 3 is assigned to 
BITMAP. SYS. 

The renaining, unassigned, PCBs are left blank until other 
files are created on the disk, e.g., PCB 4 is assigned to 
the fifth file created on the disk, etc. As the number of 
unassigned PCBs is exhausted, new FCBs are created 
autanatically. 

Note that when a file is deleted from the disk, the PCB 
assigned to that file is not deleted. For example, 
supp:>se that you initialize a disk and then copy a file 
named STA'IUS.IXX: onto that disk; STA'IUS.IXX: is assigned 
to FCB 5. After copying the file to the disk you realize 
that you copied the wrong file. You delete STA'IUS.IXX: 
from the disk and then copy ANALYSIS.IXX: to the disk. 

When you delete STATOS.IXX:, the WMCS writes a value in one 
of the fields in PCB 5 that indicates that FCB 5 is 
unallocated, i. e., available for assignment (this field is 
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described later in this chapter). Therefore, when you 
copy ANALYSIS.I:CC to the disk, and the ~'JMCS searches 
FCB.SYS to f~d the first available (unassigned) PCB, it 
finds FCB 5 and assigns that FCB to ANALYSIS.I:CC. 

Therefore.. the FCB number pertains to the creation of the 
FCB and has nothing to do with the creation or deletion of 
the file to which it is assigned; it remains constant 
once the FCB is created. 

00000100 00 00 00 01 aatcQ 00 00 00 00 00 00 01 01 00 01 · ................... 
00000110 52 4F 4F 54 4 49 52 00 00 44 49 52 00 01 00 00 :ocaroIR •• DIR •••• 
00000120 00 01 00 01 00 o 00 01 00 01 FF FF 07 BE 01 12 · ...... ••••••• > •• 
00000130 OB 20 37 3A 07 01 12 oB 20 37 3A 00 00 00 00 .7:.> ••• 7: •••• 
00000140 00 00 04 00 00 o 04 00 00 00 00 01 00 00 01 2C .............................. , 
00000150 00 00 00 00 00 a 00 00 00 00 00' 00 00 00 00 00 · .............................. 
00000160 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 ................................ 
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................................ 
000'00180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................................ 
00000190 00 00 00 00 00 00 o 00 00 00 00 00 00 00 00 00 ................................ 
OOOOOlAO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................................ 
000001BO 00 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 ............................... 
000001CO 00 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 ................................ 
OOOOOlDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................................ 
000001EO 00 00 00 00 00 00 00 0 00 00 00 00 00 00 00 00 ................................ 
000001FO 00 00 00 00 00 00 00 0 00 00 00 00 00 00 DO D4 • ••••••••••••• J T 

PCB Sequence NuntJer ~ 
You may have noticed that when a file is created, the 
sequence number assigned to its FCB (the number app:aring 
under SEO in a directory listing) frequently matches the 
number of the FCB, e.g., the FCB.SEQ number is 1458.1458. 

The sequence number is used primarily to uniquely identify 
the PCB. The sequence number is also incremented by one 
each tine a file is assigned to the FCB. 

Recall the example, from the foregoing section, concerning 
FCB 5 and files srA'IUS.I:CC and ANALYSIS.OCC that were 
assigned to it. When FCB 5 was assigned to STA'IUS.OCC, it 
was the first tine that FCB 5 had been assigned to a file. 
Therefore.. the FCB Sequence Number for PCB 5 might have 
been 00 as. Then. when ANALYSIS.rxx: was assigned to 
FCB 5, the PCB Sequence Number would have been one greater 
than the original sequence number. 
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00000100 00 00 00 01 a a 01 0.0:\00/ oo{'ca 00 00 01 01 00 01 · ............... 
00000110 52 4F 4F S4 44 49 S2 00 00 44 49 S2 00 01 00 00 P!X1IDIR •• DIR •••• 
00000120 00 01 00 01 00 20 00 01 CO 01 FF FF 07 BE 01 12 
00000130 OB 20 37 3A 07 BE 01 12 OB 20 37 3A 00 00 00 00 
00000140 00 00 04 00 00 00 04 00 00 00 00 01 00 00 01 2C 
00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000170 00 00 00 00 00 00 00 00 o 00 00 00 00 00 00 00 
00000180 00 00 00 00 00 00 00 00 o 00 00 00 00 00 00 00 
00000190 00 00 00 00 00 00 00 00 o 00 00 00 00 00 00 00 
OOOOOlAO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000100 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 
0000OlCO 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 
00000100 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 
OOOOOlEO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
000001FO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DD D4 

\ 
Continuation FCB Number.---J 

This field of the PCB contains information 
aspect of the physical location of the 
constitute the file assigned to the FCB. 

· .... ••••••• > •• 
• 7: .> ••• 7: •••• · .............. , · ............... · ............... · ............... · ............... · ............... · ............... · ............... · ............... · ............... 

-· ............... 
• ••••••••••••• ] T 

about one 
data that 

~Vhen this field is filled with Os, no continuation PCBs 
have been assigned to the FCB. 
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The data written to a disk are assigned to sectors on that 
disk. For example, this is what a formatted disk might 
look like before any data has been written to it: 

9-17 
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This is what the same disk might look like when 
block has been written to sector zero (shading 
that data have been written to the sector): 

the boot 
indicates 

~OTE: A d1sket~e contains ~y ~ore 
cracks chan che number ?1c~u~ed here. 
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This is what the same disk might look c like when 
initialization is complete, i.e., the data constituting 
the four standard files have also been written to the 
volume: 

Now. sUpPJse that you want to copy a single file to the 
disk pictured in the foregoing illustration, and that that 
file is large enough to fill every available sector on the 
volume. When the WMCS writes the file to the disk, part 
of the file is written to the first group of available 
sectors, and the other tart to the second group of 
sectors. This means that the data constituting the file 
are contained in two groups of contiguous sectors. Each 
group of contiguous sectors is an extent. 

A file can comprise any number of extents. but there is 
roan on an PCB for only 30 extents; that is, roan for 
information on the location and size of 'each sector 
assiqned to the file. Therefore. when a file consists of 
more than 30 extents. another FCB must be assigned to the 
file as a Continuation~. The Continuation FCB Number 
field of the PCB contains the PCB number of the 
Continuation PCB assigned to the file (if it has been 
necessary to assign a Continuation FCB) • 

Therefore. a value of 00 00 00 08 in this field of the FCB 
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indicates that a Continuation FCB has been assigned to 
accOInIOOdate additional sectors, and that that PCB is 
number 008 in FCB.SYS. 

00000100 
00000110 
00000120 
00000130 
00000140 
00000150 
00000160 
00000170 
00000180 
00000190 
OOOOOlAO 
00000100 
000001CO 
OOOOOlDO 
000001EO 
000001FO 

00 00 00 01 
52 4F 4F 54 
00 01 00 01 
OB 20 37 3A 
00 00 04 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

00 01 00 00 
44 49 52 00 
00 20 00 01 
07 BE 01 12 
00 00 04 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

00 00 qo;LQoi. 
00 44 49 2 
00 01 IT 
OB 20 37 A 
00 00 00 
00 00 00 a 
00 00 00 a 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

01 01 00 01 
00 01 00 00 
07 BE 01 U 
00 00 00 00 
00 00 01 2C 
00 00 00 00 
00 00' 00 00 
00 00 00 08 
00 00 00 00 
00 00 00 00 
o 00 00 00 
o 00 00 00 

00 00 00 
a 00 00 00 
a 00 00 00 
00 00 OD D4 

Continuation FeB Sequence Number --~\ 

IDJI'DIR •• DIR •••• 
• • • •• • •••••• > •• 
.7:.> .•• 7: •••• 
· .............. , 

• ••••••••••••• ] T 

This field contains the FCB Sequence Ntnnber that app=ars 
on the FCB that is. assigned as a continuation FCB. 

00000100 00 00 00 01 00 01 00 00 00 00 00 00· at 01 00 01 · ............... 
00000110 52 4F 4F 54 44 49 52 00 00 44 49 s~o 01 00 00 RCC'IDIR •• DIR •••• 
00000120 00 01 00 01 00 20 00 01 00 01 FF IT 07 BE 01 12 · .... .•••••• > •• 
00000130 OB 20 37 3A 07 BE 01 12 OB 20 37 3A 00 00 00 00 .7:.> ••• 7: •••• 
00000140 00 00 04 00 00 00 04 00 00 00 00 a 00 00 01 2C · .............. , 
00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000160 00 00 00 00 00 00 00 00 00 00 00 0 00 00 00 00 · ............... 
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000180 00 00 00 00 00 00 00 00 00 00 a 00 00 00 00 00 · ............... 
00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlAO 00 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 · ............... 
00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001CO 00 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 · ............... 
OOOOOlDO 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 00 · ............... 
OOOOOlEO 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 00 · ............... 
OOOOOlFO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DD 04 • ••••••••••••• ] T 

Osage m NllIIi:ler ~ . 
The number in this field indicates the following: 

00 The PCB is available for assignment. 

01 This is a main PCB, i.e., it is 
continuation FCB. 

9-20 

not a 



INITIALIZATION OF MEDIA 

02 This is a continuation FCB. 

00000100 00 00 00 01 00 01 00 00 00 00 00 00 01 01 00 01 · ............... 
00000110 52 4F 4F 54 44 49 52 00 00 44 49 52 00 1 00 00 RCOroIR •• DIR •••• 
00000120 00 01 00 01 00 20 00 01 00 01 FF FF 07 BE 01 12 · .... ....... ) .. 
00000130 OB 20 37 3A 07 BE 01 12 OB 20 37 3A a 00 00 00 · 7:.) ••• 7: •••• 
00000140 00 00 04 00 00 00 04 00 00 00 00 01 00 01 2C · .............. , 
00000150 00 00 00 00 00 00 00 00 00 00 00 00 o 00 00 00 · ............... 
00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000180 00 00 00 00 00 00 00 00 00 00 00 a 00 00 00 00 · ............... 
00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlAO 00 00 00 00 00 00 00 00 00 00 00 0 00 00 00 00 · ............... 
OOOOOlBO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ....................... 
000001CO 00 00 00 00 00 00 00 00 00 00 a 00 00 00 00 00 · ..................... 
OOOOOlDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ................... 
000001EO 00 00 00 00 00 00 00 00 OOiO 00 00 00 00 00 · ............................. 
000001FO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DO D4 • ••••••••••••• ] T 

Extent Count / 

This tells you the number of extents whose addresses 
aPFear on the FCB. In other words, this number pertains 
to the FCB, not the file. For example, if there are two 
FCBs for a particular file, the extent count on the main 
FCB would tell you only how many extent addresses appear 
on the main FCB. The Extent Count on the Continuation FCB 
would tell you the number of extent address appearing on 
the Continuation FCB. 
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00000100 00 00 00 01 00 01 00 bo 00 00 00 00 01 01 QG/61; · ............... 
00000110 52 4F 4F 54 44 49 52 00 00 44 49 52 00 01 0 00 ROJIDIR •• DIR •••• 
00000120 00 01 00 01 00 20 00 01 00 01 FF FF 07 BE 1 12 · .... ••••••• > •• 
00000130 OB 20 37 3A 07 BE 01 12 DB 20 37 3A 00 a 00 00 .7:.> ••• 7: •••• 
00000140 00 00 04 00 00 00 04 00 00 00 00 01 00 o 01 2C · .............. , 
00000150 00 00 00 00 00 00 00 00 00 00 00 00 a 00 00 00 · ............... 
00000160 00 00 00 00 00 00 00 00 00 00 00 00 o 00 00 00 · ............... 
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlAO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001BO 00 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 · ............... 
000001eo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000100 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
000001EO 00 00 00 00 00 00 00 00 00 0000 00 00 00 00 · ............... 
OOOOOlFO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DO D4 • ••••••••••••• 1 T 

File Type __ -J 

This field tells you the kind of file to which the FCB is 
assigned: 

00 00 

00 01 

00 02 

00 03 

00 04 

00 05 

00 06 

00 07 

00 08 

00 09 

00 OA - 00 FF 

01 00 - FF FF 

Data file 

Directory file 

Image file 

KSAM data file 

KSAM key file 

LL image file 

Archive continuation file 

[reserved] 

System file 

Archive file 

[ rese rved for the WMCS] 

Available for user-defined 
file typ=s 
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00000100 00 00 00 01 00 01 00 00 0000 00 00 01 01 00 01 · ............... 
00000110 S2:i;4I'i{4F~Sj!;: ;"4{:4~;:SZ/oni )(lO 44 49 52 00 01 00 00 iOJIDIR •• DIR •••• 
00000120 00 01 00 01 00 20 00 01 00 01 FF FF 07 BE 01 12 " · .... ........ " .. 
00000130 OB 20 37 3A 7 BE 01 12 OB 20 37 3A 00 00 00 00 7: • > ••• 7: •••• 
00000140 00 00 04 00 00 04 00 00 00 00 01 00 00 01 2C · .............. , 
00000150 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 ao · ................ 
00000160 00 00 00 00 00 0 00 00 00 00 00 00 00 00 00 00 · ............... 
00000170 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 · ............... 
00000180 00 00 00 00 00 00 0 00 00 00 00 00 co 00 00 00 · ............... 
00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlAO 00 00 00 00 00 00 a co 00 00 00 00 00 00 00 00 · ............... 
000001BO 00 00 00 00 00 00 .. 00 \~u 00 00 00 00 00 00 00 00 · ............... 
000001CO 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 00 · ............... 
OOOOOlDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001EO 00 00 00 00 00 00 00 00 0 00 00 00 00 00 00 00 · ............... 
OOOOOlFO 00 00 00 00 00 00 00 00 00 00 00 00 00 DO D4 • ••••••••••••• ] T 

Filename 

This field contains a hexadecimal representation of the 
filename. 

00000100 00 00 00 01 00 01 00 00 00 00 00 00 01 01 00 01 · ............... 
00000110 52 4F 4F 54 44 49 52 00 00 ·44/49752 00 01 00 00 RCOIDIR •• Dm. •••• 
00000120 00 01 00 01 00 20 00 01 00 01 F~ 07 BE 01 12 · .... ••••••• > •• 
00000130 OB 20 37 3A 07 BE 01 12 OB 20 37 3A 00 00 00 00 • 7:.> ••• 7: •••• 
00000140 00 00 04 00 00 00 04 00 00 00 0 01 00 00 01 2C · .............. , 
00000150 00 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 · ............... 
00000160 00 00 00 00 00 00 00 00 00 00 a 00 00 00 00 00 · ............... 
00000170 00 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 · ............... 
00000180 00 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 · ............... 
00000190 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 00 · ............... 
OOOOOlAO 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 00 · ............... 
000001BO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001CO 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
OOOOOlDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlEO 00 00 00 00 00 00 00 00 o 00 00 00 00 00 00 00 · ............... 
000001FO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DO D4 • ••••••••••••• ] T 

File Extension--...J 

This field contains a hexadecimal representation of the 
file extension-
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00000100 00 00 00 01 00 01 00 00 00 00 00 00 01 01 00 01 .................... 
00000110 52 4F 4F 54 44 49 52 00 00 44 49 52 00'/01: 00 00 oc:oroIR •• DIR •••• 
00000120 00 01 00 01 00 20 00 01 00 01 FF FF 07 E 01 U .. .. .. .. .. .............. > .... 
00000130 OB 20 37 3A 07 BE 01 12 OB 20 37 3A a 00 00 00 .7:.> ••• 7: •••• 
00000140 00 00 04 00 00 00 04 00 00 00 00 01 00 01 2C .............................. , 
00000150 00 00 00 00 00 00 00 00 00 00 00 00 o 00 00 00 ............................... 
00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................................ 
00000170 00 00 00 00 00 00 00 00 00 00 00 0 00 00 00 00 ................................ 
00000180 00 00 00 00 00 00 00 00 00 00 00 0 00 00 00 00 ............................... 
00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................................ 
OOOOOlAO 00 00 00 00 00 00 00 00 00 00 a 00 00 00 00 00 ................................ 
OOOOOIBO 00 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 ................................ 
000001CO 00 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 ................................ 
OOOOOIDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................................ 
000001EO 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 00 .............. ,; ................ 
OOOOOlFO 00 00 00 00 00 00 00 00 a 00 00 00 00 00 DO D4 • • • • • • • • • • • • • • ] T 

Version Number 

This field contains a hexadecinal representation of the 
version number-

00000100 00 00 00 01 00 01 00 00 00 00 00 00 01 01 00 01 ................................ 
00000110 52 4F 4F 54 44 49 52 00 00 44 49 S2 00 01 00 00 RCOIDIR •• DIR •••• 
00000120 ao:Lo:: 00 01 00 20 00 01 00 01 FF FF 07 BE 01 12 .. .. .. .. .. ••••••• > •• 
00000130 OB 20 73A 07 BE 01 U OB 20 37 3A 00 00 00 00 .7:.> ••• 7: •••• 
00000140 00 00 00 00 00 04 00 00 00 00 01 00 00 01 2C .............................. , 
00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................................ 
00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................................ 
00000170 00 00 00 a 00 00 00 00 00 00 00 00 00 00 00 00 ................................ 
00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................................ 
00000190 00 00 00 00 o 00 00 00 00 00 00 00 00 00 00 00 ................................ 
OOOOOlAQ 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 00 ................................ 
000001BO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................................ 
000001CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................................ 
OOOOOIDO 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 ................................ 
000001ED 00 00 00 00 00 00 o 00 00 00 00 00 00 00 00 00 ................................ 
OOOOOlFO 00 00 00 00 00 00 a 00 00 00 00 00 00 00 DO D4 • • • • • • • • • • • • • • ] T 

Directory's FCB Number 

This field contains the number of the FCB assigned to the 
directory file that contains the file to which this FCB is 
assigned. 
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00000100 00 00 00 01 00 01 00 00 00 00 00 00 01 01 00 01 · ............... 
00000110 52 4F 4F 54 44 49 52 00 00 44 49 52 00 01 00 00 RCOI'DIR •• OIR •••• 
00000120 00 01· aO;VOl 00 20 00 01 00 01 FF IT 07 BE 01 12 · .... ....... ) .. 
00000130 OB 20 37 07 BE 01 12 OB 20 37 3A 00 00 00 00 .7:.> ••• 7: •••• 
00000140 00 00 04 a 00 00 04 00 00 00 00 01 00 00 01 2C · .............. , 
00000150 00 00 00 00 o 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000170 00 00 00 00 00 o 00 00 00 00 00 00 00 00 00 00 · ............... 
00000180 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 · ............... 
00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlAO 00 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 · ............... 
00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001CQ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
aOOOOlDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ........ '" ...... 
000001EO 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
00000IFO 00 00 00 00 00 00 00 00 00 00 00 00 00 DD D4 • ••••••••••••• ] T 

Directory' s PCB Sequence Number ~ 

This field contains the Sequence Number of the PCB 
assigned to the directory file that contains the file to 
which this FCB is assigned. 

00000100 
00000110 
00000120 
00000130 
00000140 
00000150 
00000160 
00000170 
00000180 
00000190 
OOOOOlAO 
00000100 
000001CQ 
OOOOOlDO 
000001EO 
OOOOOlFO 

00 00 00'01 00 01 00 00 00 00 00 00 01 01 00 01 
52 4F 4F 54 44 49 52 00 00 44 49 52 00 01 00 00 
00 01 00 01 '00::20. 00 01 00 01 IT IT 07 BE 01 12 
OB 20 37 3A 07 BE 01 12 DB 20 37 3A 00 00 00 00 
00 00 04 00 00 00 04 00 00 00 00 01 00 00 01 2C 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 0 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 0 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 0 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 0 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 a 00 00 00 00 00 00 00 00 DD D4 

Record Length-~ 

OCOIDIR •• DIR •••• 
• • • •• • •••••• > •• 
• 7:.> ••• 7: •••• · .............. , 

• ••••••••••••• J T 

This tells you the length of the records that constitute 
the file. 
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00000100 00 00 00 01 00 01 00 00 00 00 00 00 01 01 00 01 · ............... 
00000110 52 4F 4F 54 44 49 52 00 00 44 49 52 00 01 00 00 OCOIDIR •• DIR •••• 
00000120 00 01 00 01 00 20ooT:at 00 01 FF FF 07 BE 01 12 · .... ••••••• > •• 
00000130 OB 20 37 3A 07 BE 01 2 OB 20 37 3A 00 00 00 00 • 7: .> ••• 7: •••• 
00000140 00 00 04 00 00 00 04 00 00 00 00 01 00 00 01 2C · .............. , 
00000150 00 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 · ............... 
00000160 00 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 · ............... 
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000180 00 00 00 00 00 00 o 00 00 00 00 00 00 00 00 00 · ............... 
00000190 00 00 00 00 00 00 o 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlAD 00 00 00 00 00 00 o 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOIBO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOICO 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 · ............... 
00000100 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 · ............... 
000001EO 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 · ............... 
000001FO 00 00 00 00 00 00 00 00 00 00 00 00 00 DD 04 • ••••••••••••• ] T 

o..mer m __ ----I 

This is the identification number assigned to the user who 
created (and thus owns) the file. This number comes from 
the user's User Authorization Record in the OAF.DAT file 
(read the description of the USERPROF Command) • 

00000100 
00000110 
00000120 
00000130 
00000140 
00000150 
00000160 
00000170 
00000180 
00000190 
OOOOOlAO 
00000100 
000001CO 
00000100 
OOOOOlEO 
OOOOOlFO 

00 00 00 01 00 01 00 00 
52 4F 4F 54 44 49 52 00 
00 01 00 01 00 20 00 01 
OB 20 37 3A 07 BE 01 12 
00 00 04 00 00 00 04 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 a 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 0 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 a 00 
00 00 00 00 00 00 00 

Group m __ ---J 

00 00 00 00 01 01 00 01 
00 44 49 52 00 01 00 00 
00;::"": /~ FF FF 07 BE 01 12 
OB 0 37 3A 00 00 00 00 
00 00 00 01 00 00 01 2C 
a 00 00 00 00 00 00 00 
o 00 00 00 00 00 00 00 
o 00 00 00 00 00 00 00 

00 00 00 00 00 00 00 0.0 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 DD D4 

P.CCTOIR •• DIR •••• 
• • • •• • •••••• > •• 
.7:.> ••• 7: ••.• 

• ••••••••••••• ] T 

This is the group identification number assigned' to the 
user who created the file (the owner). This number also 
comes from the user I s User Authorization Record in the 
UAF .DAT file. 
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00000100 00 00 00 01 00 01 00 00 00 00 00 00 01 01 00 01 · ............... 
00000110 52 4F 4F 54 44 49 52 00 00 44 49 52 00 01 00 00 RCC7IDIR •• DIR •••• 
00000120 00 01 00 01 00 20 00 01 00 01 FF FF: 07 BE 01 12 · .... ••••••• > •• 
00000130 OB 20 37 3A 07 BE 01 12 OB 20 37 3A 00 00 00 00 .7:.> .•• 7: •••• 
00000140 00 00 04 00 00 00 04 00 00 00 a 01 00 00 01 2C · .............. , 
00000150 00 00 00 00 00 00 00 00 00 00 a 00 00 00 00 00 · ............... 
00000160 00 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 · ............... 
00000170 00 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 · ............... 
00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000190 00 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 · ............... 
OOOOOlAO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001BO 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 00 · ............... 
000001CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlDO 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
OOOOOlEO 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
000001FO 00 00 00 00 00 00 00 00 00 00 00 00 00 DO D4 • ••••••••••••• J T 

File Protection ~ 
This field tells you the privileges, regarding this file, 
that are assigned to each class of users. 

These are the classes into which users on your system are 
divided: 

Owner 

Group 

Public 

Systen 

The user who created the file. 

The group to which the owner is assigned. 

Users who are not members of the owner's 
group. 

The system user(s) • 

Each byte in this field represents one of the foregoing 
classes of users: FFFF 

~~ --~ ~ ----.,........,,-. ~ ~ 

1 III 1 1 1 1 1 1 1 1 1 1 1 1 
2 

System Public Group CWner 

For each class of users, there are four things that can be 
done with a file: 

Delete The file can be deleted. 

Write 'nle contents of the file can be modified. 

Read The contents of the file can be t::e rused. 
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Execute The program contained in the file (if it 
contains a program) can be executed. 

Therefore, a single value in each hexadecimal digit in 
this field of the FCB tells you the privileges that that 
class of users has for the file. The following chart 
tells you how to interpret the values that can apJ;ear in 
each bit. In other words, one of the values in the 
lefthand column will apJ;ear in each of the four positions 
in this field of the FCB. The first value in the File 
Protection field of the FCB tells you the privileges the 
systen user has, the secord tells you the privileges the 
public has, etc. Thus. if an F apJ;ears in the first bit 
position. you know that the systen user can delete, write, 
read, and execute the file (a one in any of the four 
columns next to the File Protection Value indicates that 
the privilege to perform the function represented by that 
column" is granted). If an A apJ;ears for that first bit, 
the systen can only delete and read the file. 

File Protection Celete Write Read Execute 
Value 

0 0 0 0 0 
1 0 0 0 1 
2 0 0 1 0 
3 0 0 1 1 
4 0 1 0 0 
5 0 1 0 1 
6 0 1 1 o· 
7 .0 1 1 1 
8 1 0 0 0 
9 1 0 0 1 
A 1 0 1 0 
B 1 0 1 1 
C 1 1 0 0 
D 1 1 0 1 
E 1 1 1 0 
F 1 1 1 1 

For example, F2 6F as the value app:aring in this field of 
the PCB indicates that the systen user has all privileges 
regarding the file, that the public can only read the 
file ~ the group can write and read the file. and the owner 
has all privileges. 
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c 

00000100 00 00 ·00 01 00 01 00 00 00 00 00 00 01 01 00 01 · ............... 
00000110 52 4F 4F 54 44 49 52 00 00 44 49 52 00 01 00 00 IOJIDIR •• DIR •••• 
00000120 00 01 00 01 00 20 00 01 00 01 IT IT 07 sa 0112 · .... .•••••• > •• 
00000130 05:20'>37 3A 07 BE 01 12 OB 20 37 3A 00 o 00 00 .7:.> ••• 7: •••• 
00000140 00 00 04 00 00 00 04 00 00 00 00 01 00 00 01 2C · .............. , 
00000150 00 00 00 00 o 00 00 00 00 00 00 00 a 00 00 00 ................ 
00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000170 00 00 00 00 0 00 00 00 00 00 00 00 o 00 00 00 · ............... 
00000180 00 00 00 00 00 o 00 00 00 00 00 00 00 00 00 00 · ............... 
00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlAO 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 · ............... 
00000100 00 00 00 00 00 00 o 00 00 00 00 a 00 00 00 00 · ............... 
000001CO 00 00 00 00 00 00 a 00 00 00 00 00 00 00 00 · ............... 
00000100 00 00 00 00 00 00 OO~O 00 00 00 a 00 00 00 00 · ............... 
000001EO 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 00 · ............... 
000001FO 00 00 00 00 00 00 00 a 00 00 a 00 00 00 OD 04 • ••••••••••••• ] T 

File's Creation Date---

This is the date the file was created. The date is given 
in hexadecirral values, according to the system clock tine 
when the file was created. 

00000100 00 00 00 01 00 01 00 00 00 00 00 00 01 01 00 01 · ............... 
00000110 52 4F 4F 54 44 49 52 00 00 44 49 52 00 01 00 00 IOJIDIR •• DIR •••• 
00000120 00 01 00 01 00 20 00 01 00 01 IT IT 07 BE 01 12 · .... ••••••• > •• 
00000130 OB 20 37 3A Q7 mQI.l% oa2Q:373A 00 00 00 00 .7:.> ••• 7: •••• 
00000140 00 00 04 00 00 00 04 a 00 00 00 01 00 00 01 2C · .............. , 
00000150 00 00 00 00 00 00 00 0 00 00 00 00 00 00 00 00 · ............... 
00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000170 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 00 · ............... 
00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000190 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
OOOOOlAO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000100 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
000001CO 00 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 · ............... 
00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001EO 00 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 · ............... 
000001FO 00 00 00 00 00 00 00 00 00 00 o 00 00 00 DO 04 • ••••••••••••• 1 T 

Filels Last Modification Date---

This is the date, presented in the same rranner as the 
creation date, on which the file was last modified. 
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00000100 00 00 00 01 00 01 00 00 00 00 00 00 01 01 00 01 · ............... 
00000110 52 4F 4F 54 44 49 52 00 00 44 49 52 00 01 00 00 OCOIDm •• OIR •••• 
00000120 00 01 00 01 00 20 00 01 00 01 FF FF 07 BE 01 12 · .... ••••••• > •• 
00000130 OB 20 37 3A 07 BE 01 12 OB 20 37 3A 00: 00' 00' 00; .7:.> ••• 7: •••• 
00000140 00 00 04 00 00 00 04 00 00 00 00 01 00 00 1 2C · .............. , 
00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000160 00 00 00 00 00 00 00 00 00 00 00 00 a 00 00 00 · ............... 
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000190 00 00 !)O 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlAO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001CO 00 00 00 00 00 00 00 00 00 a 00 00 00 '00 00 00 · ............... 
OOOOOlDO 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 00 · ............... 
000001EO 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
OOOOOlFO 00 00 00 00 00 00 00 00 o 00 00 00 00 00 DD D4 • ••••••••••••• ] T 

Reserved ----/ 

This field of the FCB is reserved for enhancement of the 
WMCS. 

00000100 
00000110 
00000120 
00000130 
00000140 
00000150 
00000160 
00000170 
00000180 
00000190 
OOOOOlAO 
00000100 
000001CO 
OOOOOlDO 
000001EO 
000001FO 

00 00 00 01 
52 4F 4F 54 
00 01 00 01 
OB 20 37 ]A 
OO:Otr 04;: oa 
00 00 00 a 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

00 01 00 00 
44 49 52 00 
00 20 00 01 
07 BE 01 12 
00 00 04 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
o 00 00 00 

00 00 00 
a 00 00 00 
00 00 00 00 
00 0 00 00 
00 00 00 
00 0 00 00 
00 0 00 00 

Physical Size ---~ 

00 00 00 00 
00 44 49 52 
00 01 FF FF 
OB 20 37 3A 
00 00 00 01 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

01 01 00 01 
00 01 00 00 
07 BE 01 12 
00 00 00 00 
00 00 01 2C 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 DD 04 

~IR •• OIR •••• 
• • • •• • •••••• > •• 
• 7:.> ••• 7: •••• · .............. , 

• ••••••••••••• ) T 

This tells you the actual. i.e., the physical, size of the 
file assigned to the FCB. In other words. if there are 
two FCBs for the file, the Physical Size field on the 
first· or pr imary. PCB tells you the physical size of the 
entire file. 

The statanent. in a directory listing, concerning file 
size is based on this number - However. what appears in 
the directory listing has been rounded to the nearest .1 
kilobyte. 
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The physical size of a file is the number of bytes that 
are allocated to it. If a file does not fill a sector, 
that sector is still allocated to the file. Thus the 
physical end of the file. and the logica.l end of the file 
are not necessarily the same. 

For example, the following illustration of a disk track 
indicates that while the data constituting the file 
actually occupy only 2.5 sectors. 3 sectors are allocated 
to the file. 

00000100 
00000110 
00000120 
00000130 
00000140 
00000150 
00000160 
00000170 
00000180 
00000190 
OOOOOlAO 
OOOOOlBO 
000001CO 
00000100 
000001ED 
OOOOOlFO 

5ec,=or 

+ 1IIII 
\ \,--1 _~ __ .--.I 

:':-ai.!.er ~ \ ;;.J.t..J. 
\ 

:!e.;..:ier -

00 00 00 01 
52 4F 4F 54 
00 01 00 01 
OB 20 37 3A 
00 00 04 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

00 01 00 00 
44 49 52 00 
00 20 00 01 
07 BE 01 12 
00 om 04iiQG 

0N0 00 00 
00 00 00 00 
00 00 00 00 
00 0 00 00 
GO 0 00 00 
00 0 00 00 
00 a 00 00 
00 a 00 00 
00 a 00 00 
00 00 00 00 
00 00 00 00 

00 00 00 00 
00 44 49 52 
00 01 FF FF 
OB 20 37 3A 
00 00 00 01 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

Logical Size ----

~<.l.'--"- .. 

01 01 00 01 
00 01 00 00 
07 BE 01 12. 
00 00 00 00 
00 00 01 2C 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 DD D4 

I 

< ;;> 

_.~ z :"~.::l .... 

IroIDIR •• DIR •••• · . . .. . ...... ) .. 
• 7:.> ••• 7: •••• · .............. , 

• ••••••••••••• J T 

This tells you the number of bytes in the file. 
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00000100 00 00 00 01 00 01 00 00 00 00 00 00 01 01 00 01 · ............... 
00000110 , 52 4F 4F 54 44 49 52 00 00 44 49 52 00 01 00 00 OCOIDIR •• OIR •••• 
0000Q12Q~ 00 01 00 01 00 2000 01 00 01 IT FF 07 BE 01 12 · .... ••••••• > •• 
00000130, OB 20 37 3A 07 BE 01 12 OB 20 37 3A 00 00 00 00 .7:.> ••• 7: •••• 
OOOOOl4Q 00 00 0400 00 00 04 00 oaiaD 00 01 00 00 01 2C · .............. , 
00000150 ' 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 00 · ............... 
00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000190 " 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlAO ·00 00 00 00 ' 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
OOOOOlEO 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
000001CO 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
ooooomo 00 00 00 00. 00 00 00 00 a 00 00 00 00 00 00 00 · ............. ,. . 
OOOOOlEO 00 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
000OOlFO 00 00 00 00 00 00 00 00 a 00 00 00 00 00 DD D4 • .............. ] T 

, " 

File Identification·-----' 

This field is reserved so that you can (if you wish) 
assiqn a value to it for the purpose of identifying the 
file. 

00000100 
00000110 
00000120 
00000130 
00000140 
00000150 
00000160 
00000170 
00000180 
00000190 
0000000 
00000100 
000001CO 
ooooomo 
000001EO 
OOOOOlFO 

00 00 OO~Ol 00 01 00 00 00 00 00 00 01 01 00 01 
52 4F 4F 54 44 49 52 00 00 44 49 52 00 01 00 00 
00 01 00 01 00 20 00 01 00 01 IT IT 07 BE 01 12 
OB 20 37 3A 07 BE 01 12 OB 20 37 3A 00 00 00 00 
00 00 04 00 00 00 04 00 00 00 ,OQ'l 01 an ocr (lI: r' 
am oar Oelt om Oct ao' 00\ 00; oar 001 on 00; 00 00/ CO' CO 
00) OQr oar am Oct? 00; Q(lt om oa co> 00: DO; 00; oa on 00' 
00; OG Oat om: am o.r 00; oa oat oar: oor 001 00, oa 00 00' 
O(J: 0 .. \ oot oak om om am QO;; on: 00; am ocr am oa~ ao} om 
OOi om, 0Qi: (8' 00i~ 00\ 00> 00;:: QO;;, OQ~ am 00;: on 00 00; oat 
oa) as aD> 0(11 am- OCi OG om ca' our Oft' 0G1 00' OO~ ocr oa 
00; oa: 00 oaf am 08:: oa OQ' ao: OEl om 00 aa OQ: 00' ~ 
co QCI;,' OCt om am QG OO'L 00 aO' Q(f. 00:' oat 00': OOl 00'; oat 
aOf all om,oo: 00> 08.! oor 00;' oar ocr OCl' ocr 00' OO( 00 00' 
DO oa.: 00' orr ocr oar 00' 00 OQ;, oa oa, Oct 00 00: oa 00: 
oa om QQ:; 0(1: OOt OClr QG:;, ao: 00 Ott 00' 00: QQ, 00: OD 04 

Extents ---' 

ocomIR •• OIR •••• 
•• • •• • •••••• > •• 
.7:.> ••• 7: •••• · .............. , 

• ••••••••••••• ] T 

An extent is a group of contiguous disk sectors belongiI).g 
to the same file. In other words, the sectors in which a 
file is located are not necessarily contiguous. An extent 
is a group of contiguous sectors. 
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This field consist's of 30. 6-byte subfields. Each 
subfield is broken down according to the following format: 

The number of sectors 
in the ex~ 

00 00 00 00 00 00 . 

The sector number aSSigne~ 
the first se~tor i~ the ~~t~nt 

The first two bytes in this field tell you how many 
sectors constitute the extent. ~he last four bytes give 
you the number. or address. of the first sector in that 
extent. 

00000100 00 00 00 01 00 01 00 00 00 00 00 00 01 01 00 01 · ..... -.......... 
00000110 52 4F 4F S4 44 49 S2 00 00 44 49 52 00 01 00 00 RCXJIDIR •• DIR •••• 
00000120 00 01 00 01 00 20 00 01 00 01 FF IT 07 BE 01 12 · .... ••••••• > •• 
00000130 OB 20 37 3A 07 BE 01 12 OB 20 37 3A 00 00 00 '00 • 7:.> ••• 7: •••• 
00000140 00 00 04 00 00 00 04 00 00 00 00 01 00 00 01 2C · .............. , 
00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 • ••• eo _ •••••••••• 

00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 • .. f:'I ••••••••••••• 

00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOIAO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000100 00 00 00 00 00 00 co 00 00 00 00 00 00 00 00 00 · ............... 
000001CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ................ 
OOOOOlDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001EO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001FO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DJlM • ••••••••••••• J T 

~ 

FCB Checksum 

This is a nQtted checksum. i.e., the one's compl~~ent of 
the sum of the bytes in the FCB. 

9.5.2 ROOTDIR DIR 

/ROOTDIR/ is the root directory on your system. 
RCOIDIR-DIR is the directory file that contains a list of 
all the files in /ROOTDIR/. 
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Were you to initialize a diskette and then display the 
contents of ROOTDIR-DIR on your terminal screen, this is 
what would appear on your screen: 

00000000 00 00 00 01 00 01 00 00 00 00 00 00 00 00 00 00 · ............... 
00000010 00 00 2D 00 00 00 00 00 00 00 00 44 49 52 00 01 •• - •••••••• DIR •• 
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000030 00 00 46 43 42 00 00 00 00 00 00 53 59 53 00 01 • • .FC:B •••••• 515 •• 
00000040 00 00 00 01 00 01 00 00 00 00 00 00 00 00 00 00 · ............... 
00000050 00 00 52 4F 4F 54 44 49 52 00 00 44 49 52 00 01 • .RCCII'DIR- .DIR •• 
00000060 00 00 00 02 00 02 00 00 00 00 00 00 00 00 00 00 · ............... 
00000070 00 00 46 43 42 42 49 54 4D 41 50 53 59 53 00 01 • • .FC:BBI'lMAPSYS •• 
00000080 00 00 00 03 00 03 00 00 00 00 00 00 00 00 00 00 · ............... 
00000090 00 00 42 49 54 4D 41 50 00 00 00 53 59 53 00 01 • • BITMAP ••• 51S •• 
OOOOOOAO FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOOBO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
ooooooca FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOOEO FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOOFO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 

00000100 FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000110 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000120 FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000130 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000140 FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000160 FF FF FF FF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000180 FF FF FF FF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlAO FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlBO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001CO FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOlDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000001ED FFFFFFFF 00 00 0000 00 00 00 00 00 00 00 00 · ............... 
OOOOOlFO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 

00000200 FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000210 00 00 00 00 00 00 00 00 00 00 00 00 00 oo. 00 00 · ............... 
00000220 FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000230 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000240 FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000250 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000260 FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000270 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000280 FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000290 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000002AO FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000002BO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000002CO FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000002D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000002EO FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000002F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
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00000300 FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000310 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000320 FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000330 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · .. .- ............ 
00000340 FF FF FF FF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000350 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000360 FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000370 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000380 FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000390 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000003AO FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000300 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000003CO FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000003DO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000003EO FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
000003FO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 

The following material describes each field in the display 
of a directory file's contents. 

OOOOOOtlCJ 
oooooom 
0000002(J 
00000030 
000000. 
OOQOOOSI 
00000060 
00000070 
00000080 
00000090 
OOOOOONJ 
OOOaomD 
aoaoooca 
OOOOOODlJ 
oooooom 
aGOOOO.l'G 

\ 

o(Jt:OO?aa:::::'Gl:} oaK Olt"O(Jif.:O(J.\'" ,'(ltf,i;,Q(t;".OO/iQor OfI;) (1tX;' 00'1 00: 
QO'g(lO%211\aO~ ~.om:o.tlra~;;;OO?A; ". 6vqo:/o.a?~/ : ,'iii 5Z;;()O:t Olt 
00 00 00 00 00 00 00 00 0 00 00 00 00 00 00 00 
00 00 46 43 42 00 00 00 00 00 00 53 59 53 00 01 
00 00 00 01 00 01 00 00 00 00 00 00 00 00 00 00 
00 00 52 4F 4F S4 44 4 S2 00 00 44 49 52 00 01 
00 00 00 02 00 02 00 a 00 00 00 00 00 00 00 00 
00 00 46 43 42 42 49 ~ 4D 41 50 53 59 53 00 01 
00 00 00 03 00 03 00 0 00 00 00 00 00 00 00 00 
00 00 42 49 54 4D 41 0 00 00 00 53 59 53 00 01 
FF FF FF FF 00 00 00 00 00 00 00 00 00 00'00 00 
00 00 00 00 00 00 a 00 00 00 00 00 00 00 00 00 
FF FF FF FF 00 00 a 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 0 00 00 00 00 00 00 00 00 00 
FF FF FF FF 00 00 0 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

'Line numbers 

• .- ••••••• • DIR •• 

• .FCl3 •••••• sys •• 

• • RCO'IDIR •• DIR •• 

• • FCBBITMAPSYS •• 

.•• BI'IMAP ••• SYS •• ' 

Each line in display is assigned a number that 
indicates the relative position (within the file) of the 
first byte on each line. 

Record---

Each record in a directory file consists of two lines. or 
32 bytes. 

Note that inasmuch as FCB.SYS, ROOIDIR.DIR, FCBBI'IMAP.SYS, 
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and BITMAP.SYS are the first files created on any disk, 
these are always the first four files in IDOIDIR.DIR. 
Therefore" the first eight lines in RJOIDIR.DIR are 
allocated to these files. 

Further.more. the first record in a directory file is set 
aside for relative addressing, i.e., it designates the 
directory represented by the dash. used in relative 
addressing. 

The last six lines in the foregoing diaplay are extra 
records created when the volume was initialized. Each 
newly created directory file contains several extra 
records. Records are added autanatically when the 
directory file does not already contain enough records to 
accomodate new files. 

00000000 OG'?:Q(rrtm}:6CYtmYQll:i ae.:·" cat: 0Cl;·Qa.: OO? oa: OO?· OCl, on 
00000010 OG'iQm>2m.(l(t;:O.OZ:QfJ:!:OO\QOl' Oll?OO?60t4*; 4$"5%;:·00: 01 
00000020 Qt1i::_·oa~'acx:?QtJ.:'OO!:om:Qa./ Otl: 00/ aa~: 00:;; .: .. ao;~: ~aa 0.0 
00000030 Qll{(D{4It.:e/·4Zom;:tD;Qei,i· Q(J.:>Qm:.Q(l;S3/ 59F53t/Otr or 
00000040 aOt:am:~t'ltl/·C~f/.O$':a/_:00t.~:/·am.04:a(t2 (lC:~ O(t:Q(J'IQ(l: 00 
00000050 aazoe.{:52r;.t/:'.'S'./"!:_i .. ~·s%tQG'j.am -MW· 8: SZ;;Qm: Ol: 
00000060 actotr:OO!:OZ:·Q"axO%/oo?oo/'ae:Otlt:aa::OQ/: oowootaotOQ 
00000070 amiQ(l\4&lG(t.42/Q;ei.54tX·:·4Dxm.SQ/:S3P 591.::·5:0.0/01 
00000080 Oat:QfJti; Qtf~ .. C3i// GOitOi.: Oaf_i.;·?: OO'kOtl\QtlKam: OD;tO{1iOll'i QO 
00000090 0:tJ;:Q(t.'42::. 4$:;:·:$f.:;Ci:41::.5(f.t.::Of.f:: QfJ;'/(10,:/ 53:;::sg(S3{~: 01 
OOOOOOAO ~(FPl/m:F2V~· Qm-60';;oo;/0f!./QO;;:6Cto~ oar 00/0(1'/_:00 
00000000 cm~oa?'aaroll/::QO'{raa::oaz.ae? .oc;: aa;:Jla.;:'QfJi~ ... OCtom'Q(X:: QQ 
OOOOOOCO m;:Fr'm:'F!~('i,..oo:rQO!/OO?it'lC!aa~ao/aatoo;/··· Qaf~.·QaXoo 
OOOOOODO a.ar:Qtlf: 08l(J(l//om:QtJram\OaM/otI/(105;Qm:oav·. Q(t/Qfl:\QG';"CO 
OOOOOOEO mi'mm?i'P!(.':_~'oa?·04{Om(Qrr(OOfomioa/~aa/QtJ.Jcmao 
OOOOOOFO a.ao;;;OGi~.QO%/: .. Otr/!(lOi/oa/.oor<_~aOtoor~ ... ·.l1tltac;,.OCiOO 

Bit field 

......... ~ ................. ! ................... . 

..... ~ .. : ................. ~. 

....... : .... ., •.•.• :e!: ....... : .... .. 

.~~; .••.• ~~.SlS~I ... 

........ 'eJ ............... -.: ..................... .. 

.... ~.Dnt;;.;,.,. ..... , ................. ., ....... ~:.; .... . 
.. ~ .. ~~ ... .. 
........ :.: . .,.~ ........ • ....... t~ .... I ... 

... .Bl'lmP."; ..... S"1S ... , .. 

................ -.: ..... , ........... .. 

This field contains 
characters in the 

equivalents for the 

ASCII field 

Each character in this field is the ASCII equivalent of a 
hexadeciIral value in the bit field. 
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00000000 00 00 00 01· 00 01 00 00 00 00 00 00 00 00 00 00 · ............... 
00000010 00 00 2D 00 00 00 00 00 00 00 00 44 49 52 00 01 •• - •••••••• DIR •• 
00000020 ao/'o.ai'o.q.\?~ 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000030 00 00 43 42 00 00 00 00 00 00 53 59 53 00 01 • .F<:B •••••• SYS •• 
00000040 00 00 o 01 00 01 00 00 00 00 00 00 00 00 00 00 · ............... 
00000050 00 00 5 4F 4F 54 44 49 52 00 00 44 49 52 00 01 • • RCOIDIR •• DIR •• 
00000060 00 00 00 02 00 02 00 00 00 00 00 00 00 00 00 00 · ............... 
00000070 00 00 46 42 42 49 54 4D 41 50 53 59 53 00 01 • • FCBB:rrnAPSYS •• 
00000080 00 00 00 a 00 03 00 00 00 00 00 00 00 00 00 00 · ............... 
00000090 00 00 42 49 54 40 41 50 00 00 00 53 59 53 00 01 • • BI'!1t1AP ••• SYS •• 
OOOOOOAC FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOOBO 00 00 00 00 o 00 00 00 00 00 00 00 00 00 00 00 · ............... 
ooooooea FF FF FF FF a 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOOEO FFFFFFFF 00 o 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOOFO 00 00 00 00 00 0 00 00 00 00 00 00 00 00 00 00 · ............... 

File's FCB N1..Ini:>er-......Ii. 

This field contains the number of the FCB in FCB.SYS that 
is assigned to the file whose name app:ars on the second 
line of the record in the ASCII field. 

When FF FF FF FF, the hexadecircal value for -1, appears in 
this field, the record is unassigned, regardless of what 
may apt;:ear in the record's other fields. 

00000000 00 00 00 01 00 01 00 00 
00000010 00 00 2D 00 00 00 00 00 
00000020 00 00 00 00 o.a;:Qt'f; 00 00 
00000030 00 00 46 43 42 0 00 00 
00000040 00 00 00 ~1 00 00 00 
00000050 00 00 52 4F 4F 5 44 49 
00000060 00 00 00 02 00 02 0 00 
00000070 00 00 46 43 42 42 54 
00000080 00 00 00 03 00 03 a 00 
00000090 00 00 42 49 54 4D 41 0 
OOOOOOAC FF FF FF FF 00 00 00 
OOOOOOBO 00 00 00 00 00 00 00 a 
ooooooea FF FF FF FF 00 00 00 00 
00000000 00 00 00 00 00 00 00 00 
OOOOOOEO FF FF FF FF 00 00 00 00 
OOOOOOFO 00 00 00 00 00 00 00 00 

00 00 00 00 
00 00 00 44 
00 00 00 00 
00 00 00 53 
00 00 00 00 
52 00 00 44 
00 00 00 00 
4D 41 50 53 
00 00 00 00 
00 00 00 53 
00 00 00 00 
00 00 00 00 
00 00 00 00 
o 00 00 00 

00 00 00 
a 00 00 00 

File's -FCB Sequence Number--

00 00 00 00 
49 52 00 01 
00 00 00 00 
59 53 00 01 
00 00 00 00 
49 52 00 01 
00 00 00 00 
59 53 00 01 
00 00 00 00 
59 53 00 01 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

•• - •••••••• DIR •• 

• .F<:B •••••• SYS •• 

• • RCCfIDIR •• DIR •• 

•• FCBBI~S •• 

• • BI'IMAP ••• SYS •• 

This field contains the FCB Sequence Number of the FCB in 
FCB.SYS that is assigned to the file whose name app:ars on 
the second line of the record in the ASCII field. 
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00000000 00 00 00 01 00 01 00 00 00 00 00 00 00 00 00 00 · ............... 
00000010 00 00 2D 00 00 00 00 00 00 00 00 44 49 52 00 01 • .- •••••••• DIR •• 
00000020 00 00 00 00 00 00 00: 001 00: 00 00 00 00 00 00 00 · ............... 
00000030 00 00 46 43 42 00 00 00 00 00 00 53 59 53 00 01 • .F<:B •••••• SYS •• 
00000040 00 00 00 01 00 01 00 00 a 00 00 00 00 00 00 00 · ............... 
00000050 00 00 52 4F 4F 54 44 49 2 00 00 44 49 52 00 01 • .RCOIDIR •• DIR •• 
00000060 00 00 00 02 00 02 00 00 00 00 00 00 00 00 00 · ............... 
00000070 00 00 46 43 42 42 49 54 41 50 53 59 53 00 01 • • F<:BBI'IMAPSYS •• 
00000080 00 00 00 03 00 03 00 00 a 00 00 00 00 00 00 00 · ............... 
00000090 00 00 42 49 54 4D 41 50 00 00 00 53 59 53 00 01 • • BI'IMAP ••• SYS •• 
OOOOOOAO FFFFFFFF 00 00 00 00 00 o 00 00 00 00 00 00 · ............... 
00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
ooooooeo FF FF FF FF 00 00 00 00 00 a 00 00 00 00 00 00 · ............... 
00000000 00 00 00 00 00 00 00 00 00 0 00 00 00 00 00 00 · ............... 
OOOOOOEO FF FF FF FF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOOFO 00 00 00 00 00 00 00 00 00 00 o 00 00 00 00 00 · ............... 

FCB Number for deleted file 

This is the number of the FCB that was assigned to the 
file that was assigned to this record in the directory 
file before the file that is currently assigned to this 
record. 

Note that when a file is deleted from a directory, the 
record assigned to that file is not deleted, but becomes 
available for assignment to the next file added to the 
directory - Therefore. this field of the record indicates 
the number of the PCB that was assigned to the file 
previously assigned to the record. 

00000000 00 00 00 01 00 01 00 00 . 00 00 00 00 00 00 00 00 · ............... 
00000010 00 00 2D 00 00 00 00 00 00 00 00 44 49 52 00 01 • .- •••••••• DIR •• 
00000020 00 00 00 00 00 00 00 00 00 00·' oct'co; 00 00 00 00 · ............... 
00000030 00 00 46 43 42 00 00 00 00 00 53 59 53 00 01 • • F<:B •••••• 5"iS •• 
00000040 00 00 00 01 00 01 00 00 00 00 o 00 00 00 00 00 · ............... 
00000050 00 00 52 4F 4F 54 44 49 52 a 00 44 49 52 00 01 • • RCC1IDIR •• DIR •• 
00000060 00 00 00 02 00 02 00 00 00 00 00 00 00 00 00 · ............... 
00000070 00 00 46 43 42 42 49 54 4D U 50 53 59 53 00 01 • • FCBBI'l'MAPSYS •• 
00000080 00 00 00 03 00 03 00 00 a 00 00 00 00 00 00 00 · ............... 
00000090 00 00 42 49 54 4D 41 50 00 00 53 59 53 00 01 • • BI'l!-'!AP. • • SYS •• 
OOOOOOAO FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
ooooooea FF FF IT IT 00 00 00 a 00 00 00 00 00 00 00 00 · ..................... 
00000000 00 00 00 00 00 00 00 0 00 00 00 00 00 00 00 00 · ............... 
OOOOOOEO FFFFFFFF 00 00 00 00 00 00 00 00 00 00 00 00 · ............... 
OOOOOOFO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 · ................ 

File type 

This field tells you the kind of file to which the record 
is assigned: 
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00 00 

00 01 

00 02 

00 03 

00 04 

00 05 

00 06 

00 07 

00 08 

00 09 

00 OA - 00 FF 

01 00 - FF FF 

00000000 00 00 00 01 00 01 00 00 
00000010 00 00 2D 00 00 00 00 00 
00000020 00 00 00 00 00 00 00 00 
00000030 00 00 46 43 42 00 00 00 
00000040 00 00 00 01 00 01 00 00 
00000050 00 00 52 4F 4F 54 44 49 
00000060 00 00 00 02 00 02 00 00 
00000070 00 00 46 43 42 42 49 54 
00000080 00 00 00 03 00 03 00 00 
00000090 00 00 42 49 54 4D 41 50 
OOOOOOAO FF FF IT FF 00 00 00 00 
00000000 00 00 00 00 00 00 00 00 
ooooooeo FFITITFF 00 00 00 00 
00000000 00 00 00 00 00 00 00 00 

·OOOOOOEO FF IT IT IT 00 00 00 00 
OOOOOOFO 00 00 00 00 00 00 00 00 

mITIALIZATION OF ~1EDIA 

Data file· 

Directory file 

Image file 

KSAM data file 

KSAM key file 

LL image file 

Archive continuation file 

[reserved] 

System file 

Archive file 

[ rese rved for the WMCS] 

Available for user-defined 
file tyt:;es 

00 00 00 00 00 00 00 00 · ............... 
00 00 00 44 49 52 00 01 • .- •••••••• DIR •• 
00 00 00 00 OOYQCi 00 00 ................. 
00 00 00 53 5 53 00 01 • .F<:B •••••• SYS •• 
00 00 00 00 a 00 00 00 · ............... 
52 00 00 44 9 52 00 01 • .lOJIDIR •• DIR •• 
00 00 00 00 00 00 00 00 ................. 
4D 41 50 53 59 53 00 01 • • F<:BBrJlt'I.APSYS •• 
00 00 00 a 00 00 00 00 · ............... 
00 00 00 5 59 53 00 01 • • BI'I!o!AP ••• SYS •• 
00 00 00 0 00 00 00 00 · ............... 
00 00 00 00 00 00 00 00 · ............... 
00 00 a 00 00 00 00 00 · ............... 
00 00 00 00 00 00 00 · ............... 
00 00 o 00 00 00 00 00 · ............... 
00 00 00 00 00 00 00 00 · ............... 

/ 
File Identification ~ 

This field is reserved so that you can (if you wish) 
assign a value to it for the purpose of identifying the 
file. 
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00000000 00 00 00 01 00 01 00 00 00 00 00 00 00 00 00 00 · ............... 
00000010 00 00 2D 00 00 00 00 00 00 00 00 44 49 52 00 01 • .- •••••••• DIR •• 
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OQ'{/OO:' · ............... 
00000030 am/~ 46 43 42 00 00 00 00 00 00 53 59 53 a 01 • .FC:B •••••• SYS •• 
00000040 00 o 00 01 00 01 00 00 00 00 00 00 00 00 o 00 · ............... 
00000050 00 o 52 4F 4F 54 44 49 52 00 00 44 49 00 01 • • RCC'IDIR •• DIR •• 
00000060 00 00 02 00 02 00 00 00 00 00 00 a 00 00 00 · ............... 
00000070 00 a 46 43 42 42 49 54 4D 41 50 53 9 53 00 01 • • R:BBITMAPSYS •• 
00000080 00 a 00 03 00 03 00 00 00 00 00 a 00 00 00 00 · ............... 
00000090 00 00 42 49 54 4D 41 50 00 00 00 59 53 00 01 •• B~ •• • SYS •• 
OOOOOOAO FF FF FF 00 00 00 00 00 00 00 00 00 00 00 · ............... 

. 00000000 00 00 a 00 00 00 00 00 00 a o 00 00 00 00 00 · ............... 
ooooooea FFFF FF 00 00 00 00 00 00 00 00 00 00 00 · ............... 
00000000 00 00 a 00 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
OOOOOOEO FF FF FF 00 00 00 00 o 00 00 00 00 00 00 00 · ............... 
OOOOOOFO 00 00 00 00 00 00 00 a 00 00 00 00 00 00 00 00 · ............... 

Reserved --¥ 
This field is resrved for enhancement of the ~vHCS. 

00000000 00 00 00 01 00 01 00 00 00 00 00 00 00 00 00 00 
00000010 00 00 ZD 00 00 00 00 00 00 00 00 44 49 52 00 01 
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000030 00 00 46t G .4Z'OOZOOfO.Q./· OO/.Qtr;OO 53 59 53 00 01 
00000040 00 00 00 01 00 a 00 00 00 00 00 00 00 00 00 00 
00000050 00 00 52 4F 4F 54 44 49 52 00 00 44 49 52 00 01 
00000060 00 00 00 02 00 a 00 00 00 00 00 00 00 00 00 00 
00000070 00 00 46 43 42 4 49 54 4D 41 50 53 59 53 00 01 
00000080 00 00 00 03 00 00 00 00 00 00 00 00 00 00 00 
00000090 00 00 42 49 54 41 50 00 00 00 53 59 53 00 01 
OOOOOOAO FF FF FF FF 00 0 00 00 00 00 00 00 00 00 00 00 
00000000 00 00 00 00 00 0 00 00 00 00 00 00 00 00 00 00 
ooooooeo FF FF FF FF 00 00 00 00 00 00 00 00 00 00 00 00 
00000000 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 00 
OOOOOOEO FF FF FF FF a 00 00 00 00 00 00 00 00 00 00 00 
OOOOOOFO 00 00 00 00 a 00 00 00 00 00 00 00 00 00 00 00 

Filename--

• .-•••••••• OIR •• 

• • FC:B •••••• SIS •• 

• • RCOroIR •• OIR •• 

• • FC:BBI'IMAPSYS •• 

• • BI'I'!'1AP ••• SYS •• 

This field contains the name of the file currently 
assigned to the record. 
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00000000 00 00 00 01 00 01 00 00 00 00 00 00 00 00 00 00 · ........ , ...... 
00000010 00 00 2D 00 00 00 00 00 00 00 00 44 49 52 00 01 • • - •••••••• DIR •• 
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00.00 00 00 · ............... 
00000030 00 00 46 43 42 00 00 00 00 00 00 2>< 59/53 00 01 • .F<:B •••••• sys •• 
00000040 00 00 00 01 00 01 00 00 00 00 00 00 00 00 00 00 · ............... 
00000050 00 00 52 4F 4F S4 44 49 S2 00 00 4 49 52 00 01 • • RCX1IDIR •• DIR •• 
00000060 00 00 00 02 00 02 00 00 00 00 00 00 00 00 00 · ............... 
00000070 00 00 46 43 42 42 49 S4 4D 41 50 3 59 53 00 01 • • FC:BBrmAPSYS •• 
00000080 00 00 00 03 00 03 00 00 00 00 a 00 00 00 00 00 · ............... 
00000090 00 00 42 49 54 4D 41 50 00 00 S3 59 53 00 01 • • BITMAP ••• SYS •• 
OOOOOOAO FF IT IT FF 00 00 00 00 00 00 o 00 00 00 00 00 · ............... 
00000090 00 00 00 00 00 00 00 00 00 a 00 00 00 co 00 00 · ............... 
ooooooeo FF IT FF FF 00 00 00 00 00 o 00 00 00 00 00 00 · ............... 
00000000 00 00 00 00 00 00 00 00 00 00 00 00 co 00 00 00 · ............... 
OOOOOOEO FF FF FF FF 00 00 00 00 a 00 00 00 00 00 00 00 · ............... 
OOOOOOFO 00 00 00 00 00 00 00 00 o 00 00 00 00 00 00 00 · ............... 

File extension---

This field contains the file extension of the file 
currently assiqned to the record. 

00000000 00 00 00 01 00 01 00 00 00 00 00 00 
00000010 00 00 2D 00 00 00 00 00 00 00 00 44 
00000020 00 00 00 00 00 00 00 00 00 00 00 00 
00000030 00 00 46 43 42 00 00 00 00 00 00 53 
00000040 00 00 00 01 00 01 00 00 00 00 00 00 
00000050 00 00 S2 4F 4F S4 44 49 S2 00 00 44 
00000060 00 00 00 02 00 02 00 00 00 00 00 00 
00000070 00 00 46 43 42 42 49 54 4D 41 50 53 
00000080 00 00 OQ 03 00 03 00 00 00 00 00 00 
00000090 00 00 42 49 54 4D 41 50 00 00 00 53 
OOOOOOAO FF FF FF FF 00 00 00 00 00 00 00 00 
00000090 00 00 00 00 00 00 00 00 00 00 00 a 
ooooooeo FF IT IT IT 00 00 00 00 00 00 00 0 
00000000 00 00 00 00 00 00 00 00 00 00 a 00 
OOOOOOEO FF FF FF FF 00 00 00 00 00 00 0 00 
OOOOOOFO 00 00 00 00 00 00 00 00 00 a 00 00 

Version number __ J 

00 00 00 00 
49 52 00 01 
00 00 00 00 
59 53 ottaI; 
00 00 a 00 
49 52 01 
00 a 00 00 
59 00 01 
a 00 00 00 

53 00 01 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

• • - •••••••• DIR •• 

• • F<:B •••••• SYS •• 

• • RCOIDIR •• DIR •• 

• • FC:BBITMAPSYS •• 

• .BI'l'MAP ••• sys •• 

This field contains the version number of the file 
currently assigned to the record. 
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9.5.3 FCBBITMAP.SYS 

FCBBITMAP.SYS is the system file (hence the .SYS file 
extension) that the WMCS uses as a map of the condition 
and the use being made of the File Control Blocks (FCBs) 
in FCB.SYS. 

This is what the contents of FCBBI'IMAP.SYS would look like 
were you to display the contents of that file on your 
screen: 

00000000 FF FF FF CF FFFFFFFF FFFFFOFF FFFFFFFF 
00000010 IT FF FF FF FF FF FF FF FFITFFFF FFITITIT 
00000020 ITITFFFF FFITITFF IT IT IT IT FF IT IT FF 
00000030 FFFDFBFF FF IT IT SF FF IT IT F3 FF IT FF FF 
00000040 FOMFFIT FFEFITF7 FF 9F IT F7 ED IT D6 24 
00000050 EF F6 7D Fe 18 C3 99 89 7B 7B F5 FB 8F FF 77 E3 
00000060 FB OF F6 8F rn FF FF SF 85 EE 9F FF FE 23 FF FF 
00000070 IT IT MJ FA' 14 00 00 00 08 00 01 08 9F 01 2B SF 
00000080 F2 7C SE FF CB M 9A 81 32 2F CA 14 OA 30 02 01 
00000090 00 DB IT FF IT IT FF FF FF FF FF FF FF FF FF IT 
OOOOOOAO FF IT FF FF FFFFFFIT FF FE 80 00 00 00 00 00 
00000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
OOOOOOCD 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
OOOOOODO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
OOOOOOED 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
OOOOOOFO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

00000100 00 00 00 30 00 00 00 00 00 00 02 00 00 00 00 00 
00000110 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000120 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000130 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000140 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
OOOOOlAO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
000001CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
OOOOOlDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
OOOOOlED 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
000001FO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

The following material 
FCBBITMAP • SYS. 

explains the 
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00000000 ITITITCF IT IT IT IT FF IT FD IT IT IT IT FF 
00000010 FF IT IT FF IT IT FF FF FFFFFFIT FF IT IT FF 
00000020 FF IT IT IT IT IT FF IT FF FF IT IT IT IT IT IT 
00000030 FF FD FB IT FF IT FF 8F ITITITF3 FF IT FF IT 
00000040 FDF7ITIT FF EF FF F7 FF 9F IT F7 ED FF 06 24 
00000050 EF F6 7D Fe 18 C3 99 89 7B 7B F5 FB 8F FF 77 E3 
00000060 FB OF F6 8F FB FF IT BF 85 EE 9F IT FE 23 IT FF 
00000070 IT FF AD FA 14 00 00 00 08 00 01 08 9F 01 2B SF 
00000080 F2 7C 5E FF CB F7 9A 81 32 2F CA 14 OA 30 02 01 
00000090 00 DB FF FF FF IT FF FF IT IT IT IT FF IT FF FF 
OOOOOOAO FF FF IT FF ITFFFFFF FF FE 80 00 00 00 00 00 
00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
OOOOOOCO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
OOOOOOEO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
OOOOOOFO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

0000010tl o.(t::QttraawlOt oaf 00/00:; 00/ o.a/o.Q?·02~:Q(J( (UJ; 00/ oo? 00:' 
'aoo:OOJ;:I:m aOL 00: 0&:: QW; aey oo?'oo/:oa: 00/ act;' aOt 00: 0.0/ att O"l 00.: 

OOOO:OJ:2a;: Ot)?OtlC ()(f;? am! o%a;'Otl?Qa' OC'cooxOQ:?O.W Ott:: oat 00;' Oel 
OtltltlrtI301, atr;OO/OCf;:QQf./ GO? QU/;·O(t/(70/:;oa;;OO:tOtJ':·OO;~ :.' 00;, 0..0\ 00/ no} 
aOOOO'.t.. O(fiotJ!Qe::ae/ 60/:00Z; oat! OIl? S;6m? Cla/Oa.? Qat om 00'/0'0;; 
o.oo.oolSC Qa;QtI/OO'?QO}i ODi.o.aXQ(l/QtJ;/ .COQ?'(JOi:oa;; 011;/00./0(1' 00;: 
ocoao164 Q67.:C(t?oa;::Qm? O.a,;: QO'taG; act;:; QG7.:QaVQtlw am;! 011' ()(J:;OO:'·: 00; 
OOOOOI1G: OO?OQ{'OO? Off/ aa/ooi.;OO;; oat Qtl/oo/ 00;: 00/ 00:'::00'/ OOt Otl 
ao.OO01BO'; O'a:: Ott; oat QQ? ao~/ oaxoo::: aa./' OO'?OO/CO? 00/ 007 00/ ao? 00/ 
ooca&lSO!. am; OCt OO? 00/ (}.(t;: oar oo!/ co> .00/00;;'00/ .00\': 00';06;: 00 00/ 
oaQOOlAa 00/ aOf/OG./o.mt· Oox 00/ ()(Jwoa~: "Qm;Q8i/QtJ:;;:OO/;'" 00;.: 001: aa:, 00: 
O.Q~ oo:roorOQ/Q(J{: (lOtQO>:OO,( OOt i QOjQ(J{/OO/ 00;; OQ:/ oa:.:·oo:: OO} 
OOOoalcrJ ooxOQ/(lOzOQ;; .••.. aO?O~i 00./·00;/ O'(JtiO(f.tOO'/ WI' 00:::00/00/0'0';; 
o'OQOO.l;;'DO (ltl}:OO/OC/OOiF Qa{OOtoo> OCf,';;OG'yam>otr..:OO'? 00;; oar 60/ 00: 
01ltlCl:llED aO'tOOKao:~:_;/ QO{OO%OQ!:oar Otf«.rOG:::OOY QCf;;Qa:/OQ\ Ott.:' 
OOOQ()J;FQ Q.lJi,f~{~t~~%rqat~;~?;~KCtJt?~;:qq/.l)Qf/ Qoxaavaoxa.o5.: 

Line numbers----

· ............... 
c · ............... 
· ............... 
· ............... 
• •••••••••••••• $ 
•• } ••••• [{ •••• w. 
• •••••••••••• # •• 
· .••••.••••••• +-
.1 ........ 2/ ••• 0 •• · ............... 
· ............... · ............... 
· ............... 
· ............... · ............... · ............... 

....... ·.··.: .. :.i •. ·.~ ....... :.; ........ ~ . .,.* 

........ : ............. * ... ~ ..... ~:~ .... ' ..•. : ..... :-... 

..................................... :: ... : .................... .. 

The line m.nnber indicat s th relative position (wi thin 
the file) of the fi st te on the line. These numbers 
app:ar in the display 

ASCII field ---' 

The characters in 
values in the bi 

Bit field _-J 

field corresp:n'rito the byte 

Read the bit field from left to right, beginning with the 
byte in the uPt:Er lef.thand corner and moving down one line 
at a tine. 

Every byte in the first 16 lines of the foregoing display 
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indicates the allocation status of eight FCBs. 

For example, FF in the first byte in the field indicates 
the following allocation status for the FCBs indicated: 

Byte F 

11 1 1 11 
I I I I 

Bits 

PCBs 012 3 
.. 

F 

1 1 1 11 
I I I I 
456 7 

Note that when 1 is assigned to a bit, the FCB represented 
by the bit is allocated. A zero is assigned to a bit 
whose FCB is unallocated. 

The CF in the fourth byte position in the foregoing 
display indicates the following allocation statuses for 
FCBs 25 - 32: 

Byte C F 

11 1 0 0 I 
I I \ \ 

11 1 1 11 
/ I \ \ 

Bits 

PCBs 24 25 26 27 28 29 30 31 

The secorxl half of the record (the bottan 16 lines in the 
foregoing excerpt) is used to indicate whether or not FCBs 
are usable, i.e., goed or bad. Each byte in this half of 
the record corres!X)nds to the same FCBs represented by the 
bytes in the first 16 lines. 
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For example, the first byte on the first line in the 
record and the first byte on the 17th line in the record 
cor resfOnd to the same FCBs: 

00000000 
00000010 
000000 
00000 0 
0000 40 
00 0050 
a 00060 
0000070 

00000080 
00000090 
OOOOOOAO 
0000000 
ooooce 

a 000000 
00 OOEO 
000 OFO 

00000100 
00000110 
00000120 
00000130 
00000140 
00000150 
00000160 
00000170 
00000180 
00000190 
OOOOOIAO 
00000100 
OOOOOICO 
OOOOOlDO 
000001EO 
OOOOOlFO 

_FFFFCF 
FFFFFFIT 
FFFFFFFF 
FF rn F'B FF 
FDE'7FFFF 
EF F6 7D Fe 
FB OF F6 8F 
FF FF MJ FA 
F2 7C SE FF 
00 DB FF IT 
FF FF FF FF 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

C4 00 00 30 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

FFFFFFFF 
FFFFFFFF 
FF FF FF FF 
FF FF FF 8F 
FFEFFFF7 
18 C3 99 89 
FB FF FF BF 
14 00 00 00 
Q3 E'7 9A 81 
FFFFFFFF 
FF FF FF FF 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 '00 

-00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 06 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

FFFFFDFF 
FFFFFFFF 
FFFFFFFF 
FFFFFFF3 
IT 9F FF E'7 
7B 7B F5 FB 
85 EE 9F FF 
08 00 01 08 
32 2F CA 14 
IT FF FF FF 
FF FE 80 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

00 00 02 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

FF FF FF FF 
FFFFFFFF 
FFFFFFFF 
FF FF FF FF 
so IT D6 24 
8F FF 77 E3 
FE 23 IT IT 
9F D1 2B SF 
OA 30 02 01 
FF FF IT FF 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

· .............. . 
· •••••••••.•... s 
•• } ••••• {{ •••• w. 
• •••••••••••• it •• 
• ••••••••••••• +-
., ......... 2/ ••• 0 •• 

• •• 0 •••••••••••• 
· ............... · ............... 
· ............... · ............... 
· ............... · ............... · ............... · ............... 
· ............... · ............... · ............... · ............... · ............... · ............... · ............... 

Each byte in the second half of the bit field represents 
eight FCBs: 

Bytes 

PCBs 

A zero is assigned to a bit to indicate that the FCB 
represented by the bit is usable; a one indicates that 
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the FCB is bad, or unusa.ble. 

Therefore a 00 in the display indicates that the following 
values are assigned to the FCBs indicated: 

Byte 0 0 
I I 

Bits 10 a a 0 I 0 0 0 0 I 
I I I I I I I I 

FCBs 012 3 456 7 
I I 

I All Good I I All Goodi 
'The 30 in the fourth byte fQsi tion in the foregoing 
display indicates the following: 

Byte 3 0 
I I 

Bits 10 a 1 11 10 a 0 a I 
/ I \ \ / I \ \ 

PCBs 24 25 26 27 . 28 29 30 31 

I~I I~I 1(;)~II~cdl 
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9.5.4 BITT~.SYS 

BITMAP .SYS is a system file (hence the .SYS file 
extension) that the w11CS uses as a map of the condition 
and the use being made of each sector on a disk. 

This is what the contents of BITMAP.SYS look like when 
displayed on your ter.minal screen: 

00000000 IT IT IT IT IT SF F2 70 EF IT FF IT IT IT FE IT 
00000010 IT IT IT IT IT EF IT IT IT IT IT FD FB IT FF IT 
00000020 IT FF IT IT FF BF FF F7 3F IT IT IT IT IT IT IT 
00000030 IT FF IT IT FF IT 82 7F IT IT IT IT 8F IT F9 FF 
00000040 E3 FF IT IT FF IT PO 03 IT IT IT IT IT IT IT IT 
00000050 IT FF IT Fe 7F IT FF IT IT IT 00 7F 7F IT IT EF 
00000060 IT IT IT F7 01 83 FF IT 8F IT IT IT A3 FF FF IT 
00000070 IT IT FF IT Fe IF IT CD 88 00 00 EO 7F 25 IF IT 
00000080 FE 7F IT F9 FF Fe IT IT FO 3F IT IT IT F1 FF FF 
00000090 IT IT IT IT FF IT IT DF 7F SF 97 FF IT 7F FF IT 
OOOOOOAO FF 3F IT 00 IT IT 7F 07 IT IT IT IT IT IT IT IT 
00000000 F8 FE 00 03 IT IT IT IT IT FF IT IT IT IT IT IT 
ooooooeo FF IT IT FF IT IT IT IT IT IT IT IT IT IT IT IT 
00000000 FF IT IT IT IT IT IT IT IT IT IT IT F4 00 04 00 
OOOOOOEO IT Fa 18 IF IT IT IT IT FB 83 C6 83 FF El FF IT 
OOOOOOFO FF IT IT IT IT IT IT IT IT IT IT IT PO 00 01 FF 

00000100 00 00 00 00 00 00 00 00 
00000110 00 00 00 00 00 00 00 00 
00000120 00 00 00 00 00 00 00 00 
00000130 00 00 00 00 00 00 00 00 
00000140 00 00 00 00 00 00 00 00 
00000150 00 00 00 00 00 00 00 00 
00000160 00 00 00 00 00 00 00 00 
00000170 00 00 00 00 00 00 00 00 
00000180 00 00 00 00 00 00 00 00 
00000190 00 00 00 00 00 00 00 00 
OOOOOlAO 00 00 00 00 00 00 00 00 
00000100 00 00 00 00 00 00 00 00 
000001CO 00 00 00 00 00 00 00 00 
OOOOOlDO 00 00 00 00 00 00 00 00 
000001EO 00 00 00 00 00 00 00 00 
000001FO 00 00 00 00 00 00 00 00 

The following material 
BITMAP.SYS. 

00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 

describes the 
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· ............... 

contents of 
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00000000 FFFFFFFF FF SF F2 70 EFFFFFFF 
00000010 FFFFFFFF FF EF FF FF FFFFFFFO 
00000020 FFFFFFFF FF SF FF F7 3F FF FF FF 
00000030 FFFFFFFF FFFF827F FF FF FF FF 
00000040 E3FFFFFF FF FF FO 03 FFFFFFFF 
00000050 FF FF FF FC 7FFFFFFF FF FF 00 7F 
00000060 FFFFFFF7 01 83 FF FF 8F FF FF FF 
00000070 FF FF FF FF FClFFFCD 88 00 00 EO 
00000080 FE 7F FF F9 FF FC FF FF FO 3F FF FF 
00000090 FFFFFFFF FF FF FF OF 7F SF 97 FF 
OOOOOOAO FF 3F FF 00 FF FF 7F 07 FFFFFFFF 
00000000 Fa FE 00 03 FF FF FF FF FFFFFFFF 
ooooooea FFFFFFFF FFFFFFFF FFFFFFFF 
OOOOOODO FFFFFFFF FF FF FF FF FFFFFFFF 
DOOOOOEO FF F8 18 IF FFFFFFFF rn 83 C6 83 
OOOOOOFO FF IT IT IT IT IT FF FF FF IT FF FF 

00000100 aO' am om 001 oor 00: 00' oa 00: 001' 00 00 
oooaona 00: 00; 00; 00l 00: 00; 00'> 00; 00: 00 00 on 
OOOOOl2Q 00: O(l 00: 00: all: OOY ocr OC: 00: 00 00: on 
0QQOOl30 OlJ 001 QOr aa; co: OQ:· 00 00'1 oa.' 00' on oa 
OOOOOI4G OO}· OOt ·00; OIJ; OB QCJ,. (0) 0'1 QQ': co 00\ oa' 
OOOOOlSO OUt 00 O(lj 00: 00\ aa\ OO? OC 00-; OQ, 00t OG 
OOOOO.l60 oor ca.; oor OCr CO be: 00: 00' 00 00 00> oo~ 
00000.170 OC OU Oai om: ·01% OO? 00:: oa 00 00; 00 00: 
0000018Cl 00' 00' an; oa oa 00: 00' DC: oaf 00: 00: oa 
OOOOQl.9lJ 001 00' aD} 00 00: oa' oo:r 00; OOt aa 00: oa 
OOOOOJ:.AO oor OOt OOlOcr oor oar 00> 00: ocr 00: OIl 00: 
OOOOOIlD oar oa oa; 00; om 0Cl; ocr 00\ am OC 00; 00 
oooocnca 00. all:: OC 00> QQL 00l 00 Da~ a.c 00 00; 00: 
OOOOOlDG om 00: OQ~ oaf oc aa om. OC 00:: oa ocr 00: 
aoorxnm 00 00' oa· 00;: oor 00; 00 oa 00 ocr oar 00: 
00000lZ0 011: om OG DOlt. 00;, am oa am am am 00; 

\ l 
\Line ntnnbers 

FFFFFEFF 
rn FF FF FF 
FFFFFFFF 
8F FF F9 FF 
FF FF FF FF 
7F FF FF EF 
A3 FF FF FF 
7F25lFFF 
FF Fl FF FF 
FF7FFFFF 
FF FF FF FF 
FF FF FF FF 
FFFFFFFF 
F4 00 04 00 

.FF El FF FF 
FO 00 01 FF 

00 00 00 00 
0000 00 00 
ao 00' 00 00 
00;· 00 00: 00: 
00: 00: on 00' 
all oa oa on 
011 OQi OQ: 00: 
00: 00 00 00 
00'00 0000 
00 00 00 00 
00 00;· 00 00: 
00 00 DO oa 
oar 00>00 on 
00 on 00 on 
00 00' 00 00: 
OEl oar 00; aa 

· ...•. . p •....... · ............... 
• ••••••• ? •••••• · ............. · ............... 
· ......... · ............... 
• •••••••••• % •• 
• •••••• ? ••••• 
· ........... 
• ? ••••••••••• · ............... · ............... · ............... · ............... · ............... 

The line number 
the file) of 
appear in the d~' ~~;~ 

relative position (within 
on the line. These numbers 
convenience. 

ASCII field 

The charact s in the ASCI I field cor respnrl to the byte 
values in e bit field., 

Bit field 

Read the bit field from left to right. beginning with the 
byte in the uPtEr lefthand corner and moving down one line 
at a time. 
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Every byte in the first 16 lines of the foregoing diplay 
indicates the allocation status of eiqht sectors. 

ILLUSTRATION 

Bytes FF FF FF FF FF FF FF FF 

Sectors I o~7118~151Il6-231124~3lI132~391140~47t148~551156~3f 

For example, FF in the first byte in the field indicates 
the following allocation status for the sectors indicated: 

Byte F F 

fft0l I I I I I~ t T TI Bits 

Sectors 012 3 456 7 

Note that when 1 is assigned to a bit, the sector 
represented by the bit is allocated. A zero is assigned 
to a bit whose sector is unallocated. 

The BF in the sixth byte position on line one in the 
foregoing excerpt from a BITMAP.SYS file. indicates the 
following allocation statuses for sectors 41 - 49: 

Byte B F 
I I 

Bits 11 0 1 11 11 1 1 11 
/ I \ \ / I \ '\ 

Sectors 40 41 42 43 44 45 46 47 
I I I I I I I I 

Allocated? y N Y Y Y Y Y Y 

The secorxl half of the record (the botten 16 lines in the 
foregoing excerpt) indicates whether or not sectors are 
good. Each byte in this half of the record cor resIX>ros to 
the same sectors represented by the bytes in the first 16 
lines. 

9-49 



mITIALIZATION OF ~1EDIA 

For example, the first byte on the first line in the 
record and the first byte on the 17th line in the record 
correspond to the same sectors: 

00000000 
00000010 
000000 
0000 0 
000 040 
a 00050 

0000060 
00000070 
00000080 
00000090 
OOOOOOAO 
00000000 
OOOOOOCO 
OOOOOODO 
OOOOOOEO 
OOOOOOFO 

00000100 
00000110 
00000120 
00000130 
00000140 
00000150 
00000160 
00000170 
00000180 
00000190 
OOOOOlAO 
OOOOOlBO 
000001CO 
OOOOOlDO 
OOOOOlEO 
000001FO 

.F'FF'FFF 
FF F'F FF FF 
FFFFFFF'F 
FFF'FF'FFF 
E3FFF'FFF 
FF F'F F'F ~ 
F'FF'FF'FF7 
F'FF'FF'FF'F 
FE 7F F'F F9 
FFFFFFFF 
FF 3F FF 00 
Fa FE 00 03 
FF FF FF FF 
FFFFFFFF 
FF Fa 18 IF 
FFFFFFFF 

"trG 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

FF SF F2 70 
FFEFFFFF 
FF SF F'F F7 
FFFF827F 
FF FF Fa 03 
7FFFFFFF 
01 83 F'F F'F 
FelFF'FCD 
FF Fe FF FF 
FF FF FF DF 
FF FF 7F 07 
FFFFFFFF 
FFFFFFFF 
FF FF FF FF 
FFFFFFFF 
FF FF FF IT 

00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

ILLUSTRATION 

Bytes 

EFFFFFIT 
FF F'F FF FD 
3F IT F'F FF 
FF FF FF FF 
FFFFFFFF 
FF FF 00 7F 
8F F'F F'F F'F 
88 00 00 EO 
FO 3F IT FF 
7F SF 97 IT 
F'F FF FF IT 
F'FF'FITF'F 
ITFFF'FFF 
F'FITF'FIT 
rn 83 C6 83 
FFITFFFF 

00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

FFF'FFEFF 
rnITFFFF 
ITFFFFFF 
8F FF F9 FF 
F'FFFF'FFF 
7F FF FF EF 
A3FFITFF 
7F 25 IF F1' 
FF Fl FF FF 
FF 7F FF F'F 
IT FF IT FF 
F'FFFF'FFF 
F'F F'F FF FF 
F4 00 04 00 
FF El FF FF 
Fa 00 01 FF 

00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 

a a a a a a a a 
Sectors 1~7118-i51116~231124~ol 

· .•.•. . p ........... .. 
................................ 
• ............. ? ............ .. 

• •••••••••• % •• 
• ........... ? .......... . · .................... .. 
.. ? ...................... .. 

................................ 

................................ 

................................ 

................................ 

................................ 

................................ 

................................ 

................................ 

................................ 

................................ 

................................ 

................................ 

................................ 

................................ 

................................ 

................................ 

A zero is assigned to a bit to indicate that the sector 
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represented by the bit is goed; a one indicates that the 
sector is bad. 

Therefore. a 00 
following values 
the byte: 

in the display indicates that the 
are assigned to the bits represented by 

Byte a 0 
I 

Bits 19 000 o 0 0 0 

Sectors o 123 456 7 
I 

I All Q)od I I All Good I 
A 01 in the display would indicate the following for the 
bits it represents: 

Byte 0 1 

Bits 000 01 a a 0 1 

Sectors 012 3 456 7 
I 

I All Good I I~I~ 

9.6 Ha-1 THE WMCS IDCATES DATA ON AN mITIALIZED DISK 

When a user sI=€cifies a file designation as tart of a request 
that the WMCS read data from a disk, the WMCS uses the disk's 
boot block to determine the sector number assigned to the first 
sector containing FCB.SYS. 

That information is then given to the device driver assigned to 
the device in which the disk is mounted, the data from FCB.SYS 
are read into memory. and the WMCS finds the number of the PCB 
assigned to ROOTDIR.DIR. 

Upon finding the FCB, the WMCS determines the sector number (s) 
assigned to ROOTDIR-DIR. and the data constituting ROOlDIR.DIR 
are read into memory. The WMCS then scans ROOTDIR.DIR to f fud a 
record containing a directory file whose name matches the name of 
the first directory file specified in the file deSignation as 
part of the original request. 

Upon finding the record for that directory file. the WMCS reads 
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the record to find the number of the FCB assigned to that 
directory file. The Wl-1CS then gets the FCB (from FCB.SYS) for 
the directory file. Ut=an finding the FCB, the WMCS determines 
the sector number assigned to the first sector in the directory 
file· passes that information to the device driver, and the 
sectors containing the specified directory file are read into 
memory. 

The Wl1CS then scans the contents of the directory file to find a 
record whose filename corresponds to that specified in the 
original request- Upon finding the record, the WMCS obtains the 
number of the FCB in FCB.SYS that is assigned to the file. The 
wl1CS then gets the specified FCB (from FCB.SYS) reads the PCB, 
and opens the file. 
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BACKUP 

This chapter is written for inexperienced as well as experienced 
system managers. 

,10.1 INTRODUCTION 

A periodic and systematic backup procedure is one of the most 
important responsibilities of the system manager. 

This chagter contains a suggested schedule for creating backup 
copies of the files on your system and tells you how to file the 
tapes or diskettes containing the backup ~opies. the printouts of 
each backup. etc., so that backup copies are protected and easily 
accessible. 

Read the descr iptions of the BACKUP and RESTORE cormrands in the 
Multi-user Control System (WMCS) llseL:. Reference tr1anua1 for 
information on: 

1. How to execute BACKUP and RESTORE. 

2. . How to create cormnand files for daily, weekly, and 
monthly backups. 

Appendix E in this manual contains sample comrcand files to use 
for daily, weekly, and monthly backups. 

10.2 THE SCHEDULE 

The following suggested schedule ensures that you will never lose 
more than one day's work. 

Your first task each working day should be to back up files on 
the system. Use the day of the week to determine what kind of 
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backup to perform: 

Monday: Weekly Backup 

Includes all files that have changed since the previous weekly 
backup. See the description of the :SINCE= Switch for the BACKUP 
Comrrand. 

Tuesday - Friday: Daily Backups 

Includes all files that have changed since the previous day. 

First working day of the month: Monthly Backup 

Includes all files on the syst811. The daily or weekly backup you 
would usually perform on this day is unnecessa.ry. 

10.3 THE FILnKi sysr:rn 

The following suggestions are easily adapted to tapes and 
diskettes: 

1. Have enough tapes or diskettes to store to contain at 
least one month of weekly and daily backups (preferably 
two months), and at least three rronths of rronthly 
backups (preferably 12 months) • 

The number of tapes or diskettes you will need to store 
your system's files depenas on the number and length of 
the files on the syst811. 

2. Label each tape or diskette with the following 
information: 

Tape or Diskette Number 
System Serial Number 
Date of the Backup 
Volmne Number 

3. Always label Monday's backup, i.e., the weekly backup, 
as volume number 1. The daily backups for the rest of 
the week then become volumes 2 , 3 , 4, etc. , 
respectively. The next weekly backup begins again with 
volume 1. 
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Volume 1 Volume 2 Volume 3 
Monday's Tuesday's Wednesday's 

Weekly Backup Daily Backup Daily Backup 
for first 

week in July 

Volume 4 Volume 5 Volume 1 
Thursday's Friday's Monday's 

Daily ~a~kup Daily Backup ~'1eekly Backup 
for secorrl 

week in July 

The sface required by these backups varies. e.g., 
Monday's weekly backup might be stored on volume 1 and 
part of volLnne 2. Tuesday's backup might fill the 
remainder of volume 2 and p3.rt of volume 3, Wednesday 's 
backup might fill the remainder of volume 3, etc. (read 
the note below) • 

The first monthly backup tape or diskette should also be 
labeled beginning with volume one. because most monthly 
backups use sface on more than one tape or diskette. 

4. Always put weekly backups at the beginning of a tape or 
diskette. 

You can then fill the rema~n~ng space on each tape or 
diskette with the daily backups or you may choose to 
begin each daily backup with a separate tape or 
diskette. 

NOTE: If you are using tapes as your backup storage 
medium, you may find it more practical to fill as 
much of the tape as possible by combining the 
daily backups (but always place the weekly backup 
at the beginning of a new tape) • 

If you are using diskettes as your backup storage 
medium, you may decide to put each daily backup 
(as well as the weekly backup) at the beginning 
of a separate diskette. 

5 • Recycle tapes and diskettes. 

Initialize the oldest tape or diskette so that it 
becomes the newest backup volume. 
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Initialization t 
NJTE: Always keep a minimum of one rronth I s worth of 

backups. 

6. Print the log file that is created each tire you make a 
backup. 

Use the :LCG= Switch that is part of the BACKUP Comrrand. 
You may find it helpful to name the log according to the 
kind of backup being performed, such as uz\~Y .LCG, 
liJEEKLY. LCG, or ~DNI'HLY. LCG. 

For example, to automatically print a backup log with a 
specified name of WEEKLY.LCG, place the following 
command in the backup command file: 

print weekly. log 

The cover sheet of the printout supplies the date and 
time of the backup as well as the name of the log file. 

7. Write the tape or diskette numbers of all the backup 
volumes, recorded in the log, on the cover sheet of the 
printed log. 

8. File or shelve the printout of the backup logs with the 
most recent log on top. 

When the oldest backup tape or diskette is reused, 
discard the printed backup log for that volume. 

10.4 STORAGE 

Correctly storing the backup tapes or diskettes is crucial to the 
success of a backup program. It does not matter how 
conscientious you are about making backups if the backups are 
lost or damaged through improper storage. Consider the following 
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suggestions as you plan your backup storage: 

1. Store monthly backups in a building separate from the 
one housing your computer system. 

2. As long as your monthly backups are well protected, 
weekly and daily backups may be kept in a roam separate 
from the computer system so that they are reasonably 
protected and still available for easy access. 

3. Store the monthly, weekly, and daily pr intouts of the 
backup log file wherever it is most convenient for you 
to do so-

10.5 RFSrORI~ rosr FILES 

Backups become extremely important when a specific file or when 
all the files on a system need to be replaced. Follow the steps 
below to restore lost files. 

10.5.1 Restoring A Single File 

STEP 1: Beginning with the most recent . backup log 
printout. locate the log that lists the latest 
version of the file to be replaced. 

STEP 2: ~1ount the tape or diskette that cor respon:1s to 
the log containing the file to be restored. 

STEP 3: Use the RESTORE Conmand as descr ibed in the vi.EA! 
Multi-user Control ~sten (WMCS) .ll.se.l: Reference 
Manual. 

10.5.2 Restoring The Whole Disk 

STEP 1: Execute· the RESTORE Cormrand for the rrost recent 
monthly.backup. 

For example, if the most recent monthly backup 
was made the first working day in July, begin 
with it. 

Use the Destination Parameter (read the 
description of the RESTORE Command) to restore 
all the files to their original directories. 
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SI'EP 2: Use the PU COInItand to delete any duplicates of 
restored files. 

STEP 3: Execute RESTORE for the first weekly backup for 
the month. 

Continuing with the example above, the first 
weekly backup made after the July monthly backup 
would probably be ~or the second week in July. 

OOTE: The intervening daily backups, i.e., those 
made between the roonthly backup and the 
first weekly backup. need not be restored. 

SI'EP 4: Use the PU Comnand to delete duplicates of the 
restored files. 

SI'EP 5: Execute RESTORE for the secooo weekly backup for 
the month, e.g., the backup made for the third 
week in July. 

Once again. the intervening daily backups need 
not be restored. 

STEP 6: Use PU to delete duplicates of the restored 
files. 

SI'EP 7: Continue restor ing any weekly backups up to and 
including the roost recent weekly backup, and 
purqe after each backup is restored. 

SI'EI? 8: After you have restored the roost recent weekly 
backup, restore the daily backups up to the 
current day. Purge after each backup is 
restored. 

STEP.9: If you need files restored from earlier backups, 
restore them using the single file method 
described above. 
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CHAPI'ER 11 

'IURNIK; OFF THE roVER TO mE COMPUTER 

This chapter is written for both experienced and inexperienced systen 
managers. It is appropriate to bring a system down and turn off the 
power if the machine will not be used for an extended pe r iod. 'TIle 
primary concern of the systan nanager, when determining what 
constitutes an extended period, is whether the stress on the system's 
hardware (when the power is turned on again) is justifiable. In other 
words, you should not turn the power off unless doing so is absolutely 
necessary, i.e., when boards are to be renoved or added, when drive 
uni ts are to be changed, etc. 

Read the description of the SHUTDOWN Command in the ~ MUlti-user 
Control Systen (WMCS) ~ Reference Manual for information on how to 
prepare your system for turning the power off. 
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Chapter 12 

How to Perfor.mance-Tune and Customize Your System 

This chapter is written for experienced system managers. 

Enhancing the Help Displays 

A help display has been prepared for each CIP command and is included as 
part of the WMCS. 

Each help display is stored in a file in /SYSHLP/ on the system disk. The 
filename for each file in /SYSHLP/ is the mnemonic for the command whose 
help display the file contains, e.g., OIR.HLP contains the help display 
for the OIR Command, OINIT. HLP contains the help display for the 
OINIT Canmand, etc. Note that .HLP is the file extension for each 
file in 
/SYSHLP/ • 

Each file in /SYSHLP / is a standard text file that can be edited by means 
of the VF1Il Program. Furthennore, when you develop a command, you may 
wish to prepare a help display for it and place the file containing the 
display in /SYSHLP.USERS/. 

These are the objectives that governed the development of the help 
displays prepared by WICAT Systems (and which you may wish to consider in 
developing and emending help displays): 

1. Prepare a help display for every standard cormnand. 

2. /SYSHLP/ should be reserved for standard WMCS help files because 
the files found in /SYSHLP/ are replaced with each release of 
WMCS. If you custanize those files, they may be lost with the 
next release. User helps should be placed in /SYSHLP.USERS/. 
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3. The purpose of the help display is to refresh the user's memory, 
not to teach the user how to use the corranand. Thus, the help 
display does not replace the manual. 

4. Each message is presented in the same format and consists of up 
to four items of information: 

a. A very brief description of the corranand. 

b. A "typical usage" example. 

c. Def ini tions of comnand parameters. 

d. Definitions of comnand switches. 

If these objectives do not correspond to the needs of your operation, you 
can emend the help displays as you see fit. For example, if the users on 
your system prefer to have the displays in a language other than English, 
you may wish to translate the instructions into their own language. 

Use the VEW Program to create the file that will contain the help display 
for a new command. Use the mnemonic for the command as the filename for 
the file, and .HLP as the file extension. For example, if the mnemonic 
for the new command is ADD, the text for the help display for that 
corranand should be stored in /SYSHLP. USERS/ADD. HLP. To call the text of 
that file to the terminal screen, the user types ADD? on the CIP 
command line. 

Finally, use the VE1N Program to add the mnemonic to the contents 
of 
/SYSHLP/CMD.HLP and to add the mnemonic and a one-line description of the 
new command to the contents of /SYSHLP/HELP.HLP. This should be done each 
time you load a new version of the WMCS on your system. 

Standard Camnand Files 

There are three sets of system command files. Each set has a primary 
command file and some secondary command files referenced by the primary. 
Following is a surmnary of these system comnand files. 

The three primary comnand files are named /SYSLffi/STARTUP.COM, /SYSLffi/ 
I.CGCN .OJM and /SYSLffi/IOOOFF .OJM. These comnand files allow the system 
manager to configure the environment of his system. The command files 
marked with (W) should not be modified by the system manager. Those 
marked with (*) are maintained by the system manager. Those marked with 
(+) are the responsibility of each system user. 
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Executed at 
system boot 

STARTUP. COM (W) 
INsrALL. PRM (W) 
DEVICEUP.COM (*) 
I.DCALUP. COM (*) 
APPLIaJP • COM (*) 

System Command Files 

Executed at 
user logon 

ux;(N • COM (W) 
IDCALON • COM (*) 
USERIJP. COM ( +) 

Executed at 
user log off 

u::GOFF • COM (W) 
IDCAIDFF • COl-l (*) 
USEROFF • COM ( +). 

(W) - File maintained by WICAT. You should not modify these files 
(*) - File maintained by System Manager. 
( +) - File maintained by each system user. 

Samples of system command files are listed in Appendix F of this manual. 

StartuP·COID 

This command file is executed each time the system boots. Its function 
is to prepare the system for use. 1Q1.l should net change ~ command 
file. 

To prepare the system for use, srARTUP.COM references the following four 
command files: 

INsrALL.PRM - This parameter file is referenced to install all of 
the system commands that need to be installed. YCU SHOOLD IDT 
QWX;E THIS PARAMETER FILE. 

DEVICEUP.COM - You will need to modify this command file to match 
the hardware configuration of your system. Its purIX'se is to assign 
system logical names associated with devices (e.g. sys$pi};:e and 
sys$print), to mount all devices that need to be mounted at boot 
time, and to set the device character istics of all mounted devices. 
For instance, on a multi-user system, this command file would mount 
all of the terminals and set the terminal type on each of those 
terminals so that users could log on. 

I.DCALUP.COM - You will need to modify this command file to establish 
the environment you want for your system. The purIX'se of this 
command file is to assign system logical names that set up your 
system environment, and to execute any commands that your 
installation needs to have executed each time the system boots. For 
example, on systems without a battery backed clock, you should put 
in this command file a command to have the operator set the system 
time. 
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APPLICUP .COl-1 - You will need to modify this command file to bring up 
the applications that you have on your system. For instance, if you 
have the Pascal compiler on your system, you should have a line in 
the APPLlCUP.COM file that "brings up" the Pascal compiler, such as: 

> @sys$disk/pascal/pascalup.com 

This command file is automatically updated when you load an 
application onto your disk. 

Logon. com 

This command file is executed each time a user logs on to the system. Its 
function is to initialize the system envirornnent for that user. 1Q1l 
should nat change thia command file. 

To initialize the system envirornnent for a single user, LOGON.COM calls 
the following two command files: 

LOCALON.COM - This conmand file executes any commands that need to 
be executed for every user. This is a commOn command file that is 
shared by all users in that it always gets executed when a user logs 
on. For instance, it can print a short news bulletin for each user 
to see when he logs on. You should change this command file to meet 
the needs of your system. 

IDTE: Make sure that this file and the LOC.ALOFF • COM file are 
protected against public write access. Because they are 
executed by all users (even those with sensitive 
privileges), a malicious modification of these two files 
could open serious flaws in system security. 

USERDP.COM - This command file is found in the home directory of 
each authorized system user. It contains commands that that user 
would like to have executed when he logs on. Each user is 
responsible for setting up and changing his USERUP.COM file. The 
file named USERIJP.COM in the /SYSLm/ directory is for the system 
account. The system manager is resIX>nsible for its contents. 

Logoff.coID 

This command file is executed each time a user logs off of the system. 
Its function is to perform any action necessary when users log off. 1Ql.l 
should nat change thia command file. 

LOGOFF.COM calls the following two command files: 
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I..OC.ALOFF • COM - This command file executes any conunands that need to 
be executed for every user. This is a common command file that is 
shared by all users in that it always gets executed when a user logs 
off. You should change this command file to meet the needs of your 
system. 

USERDFF.COM - This command file is found in the home directory of 
each authorized system user. It contains commands that that user 
would like to have executed when he logs off. Each user is 
responsible for setting up and changing his USERDFF.COM file. The 
file named USEROFF. COM in the /SYSLml directory is for the system 
account. The system manager is responsible for its contents. 

Process Scheduling 

The following sections provide information to help you increase the 
system I s process ~rformance, i.e., shorten the amount of time a user 
waits for the system to respond to a request. 

Process Priority 

The priority assigned to a process determines how often that process is 
scheduled for execution by the processor. For example, processes at 
priority 0 are executed by the processor more frequently than processes 
at priority 1, etc. 

Each process has two priorities, "base" priority and "current" priority. 
The priority assigned to a process when it is created is its base 
priority. When the process is running and becomes disk or I/O bound, its 
priority autanatically "floats" up. This is the current priority of the 
process. If the process is disk bound, its priority floats up one level, 
e.g., from priority 7 to 6. If it is I/O or TIY bound, its priority 
floats up two, e.g., from priority 7 to 5. The current priority is used 
by the scheduler to choose the next process to execute. Thus, TrY' -bound 
processes will be chosen before disk-bound processes for execution. Each 
process executes at its base priority. 

~n most cases, interactive processes, i.e., processes such as VEW 
functions or CIP commands that require the system and the user to 
alternately respond to one another, should be assigned the same base 
priority level so that their use of processor time is evenly distributed. 

Critical tasks should be assigned a higher base priority, and background 
tasks such as compiles, backups, etc., should be assigned a lower base 
priority. 
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The following commands pertain to assigning process priority: 

1. Use the PST~ Command to determine the priority of a process. 

2. Use the PST~ Command to designate the base priority of a 
process. 

3. Use the USERPROF Command to designate the base priority of the 
us~r process, i.e., to designate the priority that is assigned to 
the user process whenever the user logs on. 

Scheduling Ratios 

The scheduling ratio designates the number of times a process is allowed 
processor time for every time a lower level priority task is given 
processor time. There are sixteen possible scheduling priorities, and 
thus, fifteen possible ratios. 

For example, if the ratio were 2,2,2,2,2,2,2,2,2,2,2,2,2,2,2, for every 
task at priority levell, two tasks at level 0 are scheduled for 
processor time, and for every task at priority level 2, two tasks at 
level 1 are given processor time, etc. 

If the ratio were 1,1,1,1,1,1,1,1,1,1,1,1,1,1,1, all tasks would compete 
for processor time on an equal level. 

The ratio 10,10,10,10,10,10,10,10,10,10,10,10,10,10,10, is the default 
ratio. The scheduling ratio can only be modified through the -prirat 
system call. Read the llMCS. Prograrnrrer ' s Reference Manual for a detailed 
discussion of scheduling ratios. 

PrQCess T~eslice 

The process tirneslice is the maximum amount of time that a process is 
allowed to execute each time it is scheduled. The process is able to use 
its whole timeslice as long as it does not execute a system service call 
that causes the process to wait for another event to take place, such as 
a record to come in from the disk or a user to respond. 

The timeslice is designated at log on time. 
modify the tirneslice for a process. 

Use the PSTAT Command to 

Assigning a larger tirneslice does not affect the speed of execution for 
jobs that have to stop and wait for input or output before their 
timeslice is used, but does help jobs that can run and use all their 
allotted timeslice. When setting the timeslice, remember that the longer 
the timeslice the longer a user must wait for the computer to respond; 
the user's process must wait through longer timeslice periods before it 
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is allowed processor time. 
milliseconds. 

The recommended tirneslice range is 50 to 70 

Swapping 

Swapping is a memory management technique designed to help systems which 
typically have large amounts of memory tied up by inactive processes. The 
SWAPPER utility allows more efficient use of systan memory by moving 
inactive portions of memory to a disk file so that the memory may be 
util ized by active, executing processes. Memory swapping allows you to 
run more processes on a system with limited physical memory. 

Wi thout swapping, all processes must be resident in memory in order for 
anyone of them to execute. This requires large amounts of memory, even 
though many of the processes are not executing. Wi th swapping, only the 
executing processes must be resident in memory. 

On a typical system, most of the processes are waiting for some signal or 
input before executing. 

For example, the following PSTAT display shows most processes are in a 
"Waiting" or "ChildWaitn state on this system: 

Time: 28-Mar-1985 15:50:14.30 Free memory: 340K 
Up time: o 06:58:54.32 

pm Process Name Port Status Size Prior ScheduIe Times ---
00010001 ~lush ..J,JUNEAU_Tm Wait 4 2/2 62558 100 
00010002 Qu~ger _J,JUNEMCTm wait 40 2/2 165 100 
00010004 SWapper ..J,JUNEAU_Tm Wait 56 2/2 7 100 
0001013C SYSSCIP -.J.JUNEMCTm ChilcJolait 16 7/7 122 60 
0001013B Ql ..J,JUNEAU_Tm Execute 140 5/7 158 60 
00010138 <)1ENU...,.SYsmt .J,JUNEAD_Tm C1ilcJolai t 124 7/7 312 60 
00010137 @qoffi~smt .J,JUNEAD_Tm C1ilcJolai t 16 7/7 62 60 
0001002C CIP...,.SYsmt --LJtJNEM:LTm C1ilcJolai t 64 7/7 7465 60 

Swapping enables your system to execute more programs than it has 
physical memory to execute, because it selects inactive processes which 
have a low probability of executing and "swaps" them out of memory to a 
disk file. 
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The following PSI'AT display shows that several processes have been 
swap~d: 

Time: 28-Mar-1985 15:51:21.89 Free memory: 84K 
Up time: o 07:00:01.91 

pm Process Name Port Status Size Prior Schedule Times ---
00010001 ID;flush -L.JUNEAIL'rro Wait 4 2/2 62728 100 
00010004 Swapper --LJUNEAIJ_'rro Wait 56 2/2 68 100 
00010002 QueJ1a,nager .J.JUNEAlL'rro Wait 40 2/2 165 100 
00010140 CIP_VEli .J ... JUNEAlL'rro Execute 16 7/7 113 60 
0001013F vew$i~ .J.JUNEAlL'rro ChilcJolai t 460 7/7 239 60 
0001013C SYSSCIP .J .. JUNEAlL'rro CllilcJolai t 16 7/7 177 60 
0001013B 01 .J.JUNEAlL'rro Swapped 64 7/7 158 60 
00010138 <Jt1ENU$i~ JJUNEAlL'rro Swapped 4 7/7 312 60 
00010137 @qoffice...SY~ .J.JUNEAlL'rro Swapped 4 7/7 62 60 
0001002C CIP$iSTEM J.JUNEAlL'rro Swapped 48 7/7 7465 60 

These inactive processes remain on the disk in a file called SYS$DISK/ 
ROOIDIR/SWAPFILE.SYS until they become executable. When SWAPPER brings a 
process from the disk back into memory to be executed, there is a slight 
delay in response time. However, in most cases this delay will not be a 
serious inconvenience to the user. 

Swawing Order 

Swapping has been designed to impact the ~rformance of a system as 
little as possible by intelligently selecting processes to be swap~d. 
Processes are moved to the disk based upon a hierarchy of probabilities 
that they will not be needed in the inunediate future. Process memory is 
only moved to the swap file when memory requests are made of the WMCS and 
sufficient system memory is unavailable to fill the requests. The order 
in which memory is moved to the swapfile is: 

1. Memory belonging to a process in a childwait state. 
2. Memory belonging to a process in a hibernate state. 
3. Memory belonging to a process in an I/O wait state. 
4. Memory belonging to a named shared memory region. 
S. Memory belonging to an executable process. 

Wi thin each category, memory belonging to the process or named-shared­
memory which has been in that category the longest is the first to be 
swapped. Only the amount of memory necessary to fill a request is 
actually swa~d. This minimizes unnecessary roovenent of data • Private 
memory pages are swap~d out before shared pages are considered. 

Thus, more users can be supported on a system with swapping, but only at 
the expense of response "time. Additional users' processes can be added 
with relatively little response degradation until the point is reached 
where more active processes exist than will fit in physical memory. From 
that point on, serious degradation will be noticeable as swapping becomes 
prerequisite to the execution of a timeslice for each process. This 
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slowdown only occurs when many processes are running. The CPU is actually 
spending more time moving processes fran disk to menory than in executing 
the processes. 

'!he following charts illustrate the effects of swapping on systen 
~rformance: 

........ ............ 
.... .... ........ 

.... 

.... , , .... 

..... .... 

Response 
Degradation Point· 

'" .... 

~-------------------Amount of Physical Memory Number of Processes that Can Run 

- - - - without swapping 
---withswapping ·Point at which memory is completely occupied by active processes 

If most of the processes on your systen are active most of the time, 
swapping would cause your ~stan ~rforrnance to suffer. CPU time is 
wasted if there are too many disk-to-nenory swaps. Therefore, swapping is 
only effective on &ystems with many inactive processes that can be moved 
to tile swapfile and ranain there for a ~riod of time. 

Although swapping allows rore processes to run in a given amount of 
physical nenory, it ooes not allow arrj single process to use more manory 
than actually exists on the &ystan. Before a process can begin execution, 
ALL of the IBges of nenory belonging to that process must be resident in 
physical nenory. '!he sum of nenory required by all processes and the WMCS 
cannot exceed the sum of !;hysical nenory available plus the size of the 
swapfile. 

av~ing Imnunity 

avapping is not desirable for every process. For example, if the SVAPPER 
process is moved to disk, it would never get swapped back into physical 
manory. Similarly, the nature of other processes may require that they be 
immme to SNapping. '!he IN utility and processes that require a 
guaranteed immediate res~nse should not be swapped. avapping imrmmity 
can be arranged ~ setting the process attribute bits either at process 
creation tJ.rne or as the process nms. '!he CIP allows you to create a non­
swappable process on the command line. A PSTAT with appropriate 
privileges can change the attribute bits of a rtmning process with the 
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:attribute=noswap switch. USERPROF can arrange for all processes 
belonging to a user to be non-swappable by default. See the documentation 
on these utilities in the ~ User's Reference Manual for details. 

With swapping there is the IX>ssibility of process deadlock. A deadlock 
can occur when many non-swappable processes are running at the same time. 
Once a process is moved to the swapfile, it cannot be killed until it is 
swapped back into memory. However, if non-swappable processes are using 
up all of the memory, no swapfile processes can be swapped back into 
memory to be killed. 

For another example of process deadlock, suppose you have 1 Mbyte (1000 
Kbytes) of memory on your system. Two swappable processes, A and B, are 
now running. Process A requires 800 Kbytes to execute, and process B 
requires 200 Kbytes. Both processes are using up all of the physical 
memory. Process C, a non-swappable process, requires 900 Kbytes of memory 
to run. SWAPPER moves processes A and B out to the swapfile to make roan 
for process C. But process C needs input from process A, so process C 
goes into an I/O wait state because there is not roan to swap process A 
back into memory. 

The SWAPPER utility can be enabled and disabled at any time at the system 
manager's discretion. It can be started up at boot time by editing the 
DEVICEUP.COM file. The disk space used by the swapper is system manager 
configurable. See the cormnand description for SWAPPER in the ~ User's 
Reference Manual for more information. 

Disk Performance 

The following sections describe how to optimize disk performance on your 
system. 

Cache Size 

Cache size is the number of disk sectors that, for any given disk, are 
kept. in memory. The size of the cache is determined when a disk is 
initialized with the DINIT Command, and can be changed using the BTUP 
Cormnand (described in the ~ User's Reference Manual. 

The larger the cache size, the greater the likelihood that a requested 
sector is already in memory. If a requested sector is already in memory, 
you can obtain its data much faster than you could if you had to wait 
for the data to be retrieved from the disk. 

Inasmuch as a larger cache uses more memory, you must decide whether the 
increase in speed is worth the loss of memory space. If you consistently 
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have a large amount of unused memory, you may want to increase the size 
of the cache. Read the chapter (in this manual) on Initialization of 
~~ia for more information on cache size. 

User Cache 

The user cache is the maximum number of sectors from the total cache that 
can be used in a single operating system request made by a process. A 
user cache of 1 - 4 kilobytes (1 - 4 on a disk with 1024-byte sectors and 
2 - 8 on a disk with 512-byte sectors) is recommended. Setting the user 
cache above 4 kilobytes provides no significant improvement in system 
performance. In fact, it may prove detrimental in that it increases the 
likelihood that frequently used sectors will not be available in the disk 
cache. 

Autoflush Flag 

The autoflush flag determines whether the sectors in the disk cache are 
written upon request or automatically after each critical operation. 
This is determined, for each disk, when the disk is ini tialized and can 
be modified with the BTOP Command. 

Setting the autoflush flag parameter to the DINrT and BTOP commands to NO 
tmproves performance because updates to the disk are batched and written 
at one time instead of every time a file is created, closed, deleted, or 
renamed. 

The trade off involves system integrity versus an increase in system 
speed. The :LCGFLUSH command can be used to control the integr i ty of the 
file system inasmuch as the:LCGFLUSH Program updates the disk every 30 
seconds. You can also use the RECOVER Conunand following any event, such 
as a system crash, that might jeopardize the integrity of the file 
system. 

Readahead 

To improve performance for processes that read files sequentially, set 
the readahead parameter to the DINrT and BTOP commands to YES. 

IallQC and Alloc 

The Ialloc (initial sector allocation) and AlIce (subsequent sector 
allocation) parameters to the DINrT and BTOP commands should typically be 
set for 20 to 50 sectors each. If a file does not use all of the sectors 
allocated to it, the unused portion is removed when the file is closed. 

12-11 



How to Performance-Tune and Customize Your System 

The advantages for having large Ialloc and Alloc values are: 

1. It takes less time to allocate large numbers of sectors at one 
time than it does to allocate small numbers of sectors as they 
are needed. Therefore, system performance is improved. 

2. When a large value is specified for IALI.CC and AI.liX" there is 
less fragmentation of the files on the disk. The file system can 
take advantage of contiguous blocks of available sectors. 

3. There is no wasted disk space: 

a. Extra sectors that would have been allocated to a file 
were the file extended are released when the file is 
closed. 

b. The file system does not require large groups of 
contiguous sectors. 

The primary disadvantage to having large Ialloc and Alloc values is that 
if all the files on the system are small, system speed is decreased by 
the amount of time it takes to free the unused sectors. 

A§ynchrooous Disk Read 

When a file is read using nor.mal file read requests, the disk sector 
containing the requested data is moved via direct memory access (DMA) 
from the disk into the disk cache physical memory. The data are then 
moved by the CPU from the disk cache physical memory to the user process 
logical memory. The file data are moved twice: once by DMA and once by 
the CPU. 

To improve the performance of programs which read files sequentially, 
asynchronous file reads can be used. When a file is read asynchronously 
(so-called "fast read"), the disk sector is moved via DMA directly from 
the disk into the physical memory allocated to the user process logical 
memory. The file data are moved only once: by DMA. This is much faster 
than a normal read since the data are moved only once and the CPU did not 
have to move the data at all. It was able to do other things during the 
read. 

The advantages of asynchronous reads are that one or more reads may be 
requested of the operating system and while the reads are being 
performed, the user process may do something else. When the process is 
at a point where it needs the requested data, it does a "fast read" wait 
(See the J'RIlVAIT system call description in the ~ Programmer I s 
Reference Manual) which returns when DMA has transferred all of the data. 
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The disadvantages of asynchronous reads are that only disk sectors are 
transferred and the user buffer for receiving the data must be entirely 
contained within a 4-Kbyte page of physical (logical) memory. Therefore, 
the most data that can be read with an asynchronous read is 4 Kbytes. 

Disk Usage 

This section provides suggestions for efficiently monitoring and using 
disk space. 

Three things typically account for a decrease in disk space: 

1. The existence of multiple versions of a file. 

2. The existence of extra copies of the same file in several areas 
on the disk. 

3. The existence of obsolete and unused files. 

Several solutions can be used to overcome insufficient disk space: 

1. Buy more disks. 

2. Delete unused files. 

3. Transfer little-used files onto removable media such as 
diskettes, tapes, etc. 

The following procedure may be helpful if you choose to"free up disk 
space by deleting unused files and/or transferring seldom-used files to 
other media: 

1. Use the DIR Command to find areas of extensive disk usage. 

2. Print the .directory listings and use the printout to locate large 
directories that use a great amount of space. 

3. Send copies of the directory printouts to the users who own the 
directories. 

4. Ask each user to examine their directories and: 

a. Delete unused files. 

b. Allow you to copy little-used files onto a removable 
volume. 

12-13 



How to Perfor.mance-Tune and Customize Your System 

5. Remind users to use the PU Conunand regularly to delete unneeded 
versions of files. 

Networks 

Networking can require and consume a lot of system resources; mainly the 
CPU and memory. There are many options available to the system manager 
for managing network performance on his system. All of the options are 
managed through the NSYSPROF utility. 

Maximum Receiye Cache Buffers 

The network "maximum receive cache buffers" specifies the maximum receive 
buffers that will ever be allocated. When the first physical network 
device is mounted, the number of receive cache buffers specified by 
"minimum recei ve cache buffers" are allocated imrcediately. If the 
maximum receive cache buffers is greater than the minimum receive cache 
buffers and more buffers are needed during peak usage, more receive 
buffer s are allocated (up to the maximum) • 

The size of a network receive buffer is 1500 bytes. Five buffers occupy 
8 Kbytes, or two 4-Kbyte physical pages. When recei ve buffers are 
allocated, they are allocated five buffers at a time, i.e. two pages of 
memory at a time. Therefore, the difference between the minimum and 
maximum receive cache buffer sizes should be a multiple of five. 

The advantage of a large number of receive buffers is that more virtual 
circuits may be in use at the same time. 

The disadvantage of a large number of receive buffers is that more memory 
is consumed by the operating system and less memory is available for user 
programs. 

If your system has a large amount of unused memory and requires that a 
lot of users on other systems access your system, specify a larger value 
for the "maximum receive cache buffers". 

Default ReCeiye Window Size 

The "default receive window size" defines how many receive buffers will 
be used by each active circuit. If this value is set to one, each 
circui t can only use one buffer. Thus, if a data packet is wr i tten to a 
remote system, the remote process must read the packet before the local 
process can write another data packet. 
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The advantage of a larger receive window size is that a local or remote 
process can write a larger, number of data packets before the receiving 
remote or local process must read them. This increases network 
throughput. 

The disadvantages of a larger receive window size are that more memory is 
consumed per virtual circuit and that either more memory must be 
allocated to the maximum receive cache buffers or fewer virtual circuits 
can be active at the same time. Also, there is a p:>int of diminishing 
returns with a larger receive window size, i.e. larger and larger numbers 
increase the throughput by smaller and smaller percentages. 

Optimal throughput can be achieved by setting the receive window size to 
at least 3. A window size of 5 or greater is probably past the p:>int of 
diminishing returns. 

Virtual Circuits 

The operating system uses virtual circuits for so-called "svc 
comrmmications", i.e., su~rvisor calls (SVCs) are cormnunicated between 
machines via virtual circuits. The first and last SVC virtual circuit 
fields specify a range of virtual circuit numbers that may be used by 
WMCS. All other virtual circuits are reserved for users. 

These two fields provide a way of putting an absolute limit on the number 
of virtual circuits that WMCS will use. 

The advantage of a large number of virtual circuits reserved for SVC 
calls is that more users may simultaneously access resources on other 
systems at the same time. 

The disadvantage of a large number of virtual circuits is that more 
memory is consumed (total buffers = maximum of "maximum receive cache 
buffers" and "default window size" times the number of active virtual 
circuits) • 

Local Renate Network ID 

The remote network ID (RNID) is a system-manager defined number which can 
be used to group systems in a network together. Systems with the same 
RNID number form a logical group. Therefore, users of particular systems 
which access resources among themselves much more often than they access 
resources on all systems on the network should probably be grouped 
together, i.e., their systems should have the same RNID number. 

Every time a new system comes up on the network, its nodename, site ID 
and RNID are exchanged with every system on the network. Therefore, 
every system I s name, site ID and remote network ID are known to every 
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other system without having to retrieve the information from each other 
every time the information is required. 

Programmers developing applications can speed system searches, and 
therefore network throughput, by using the supervisor calls which deal 
with RNms. They are ....RNmLST and ~mLST. The ....RNmLST SVC returns all 
of the different RNms currently in use among the systems on the network. 
The _RSIDLST SVC returns the site IDs of all systems which have a 
particular RNID. Using these SVCs and the RNIDs, programs can be written 
so that they only deal with the systems of interest (a particular RNm) 
instead of searching every system on the network to see if it is one 
which the program is interested in. This can save a lot of needless 
overhead and increase apparent network and system throughput. 
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CHAPI'ER 13 

RELEASE NOTICES AND PRODUcr INsrALIATION 

13.1 AUDIENCE 

The information in this chapter is for both inexperienced and 
experienced system managers. 

13.2 OOTICES AND INsrALIATION 

Every software product release or update you receive from WICAT 
Systems is accompanied by a release notice. A release notice has 
four purposes: 

1. To doctmlent the differences between the previo':!s release 
of the ptoduct and the new release. 

2. To inform you of any bugs, i. e., software problems, in 
the last release that have been fixed in the new 
release. and to indicate the presence of any known bugs 
in the new release. 

3. To provide instructions on how to install the new 
release on your system. 

4. To provide instructions on how to create a backup copy 
of the new release. 

When you receive a product release. carefully read the 
instructions before you attempt to install the new release. 
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CHAPl'ER 14 

CONFlGURnX; THE WMCS 

The WT1CS is made up of modules, or files, that handle various classes 
of devices as well as various software components. e.g., the Keyed 
Sequential Access Method (KSAM), etc. Therefore, the devices and the 
software components that constitute your systen determine what WMCS 
modules must be loaded when your systen is booted in order for your 
system to operate. Confiquration of the WMCS is a matter of selecting 
those modules that handle the kinds of devices and software options 
that you have on your systan. 

14.1 vlHAT <DNFlGURATION ACClJMPLISHES 

These are the three as:r;:ects of systan configuration: 

1. Appr ising the WMCS of the systen I s hardware components. 

These are the kinds of hardware variables that the WMCS 
must be aware of: 

a. The amount of memory. 

b. The kinds of controller boards. 

c. The number of TrY ports. 

d. The kind(s) of disk drives. e.g., 5- or 8-inch 
floppy-disk drives. 10-. 13-. 15-, 20-, 40-
80-, 160-, or even 421-Mb. drives (some 
systems have a single drive; others have 
several) • 

e. The kind(s) of tape drive(s), if any, e.g., 
cartridge or cipher. 

f. Whether or not the systan has a hardware 
floating point device. 
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. 
g. Whether or not the system has the 

battery-powered calendar clock. 

2. Loading appropriate portions of the WMCS. 

This as~ct of system configuration involves the WMCS 
modules that are loaded during the boot process. The 
kind of system you have deteDmines which modules should 
be loaded. For example, one version of the KERNEL, a 
file called KERNELBUG, contains a built-in vJMCS 
debugging capability. 

IDl'E: KERNELBUG is not for use in debugging user 
programs. 

FurtheDmore, some systems need a tape class handler, 
some require the Keyed Sequential Access Method (KSAM) 
in addition to the standard random access method. Sane 
systems require the original floating point emulation 
package that uses the 1010 trap instruction; other 
systems have been converted to the IEEE standard 
floating point-

3. Establishing the appropriate software environment. 

Sane systems are general purpose, while others are 
dedicated to a st:eCific application. The dedicated 
system may be set up as a turnkey system, i.e., a 
system that, when turned on, begins imrtediately to 
execute the application to which the system is 
dedicated. For example, a system can be set up to 
automatically begin with the word processing program 
rather than requiring the user to execute the program. 

Some users may wish to use the eIP as their standard 
user interface with WMCS; others may choose a 
different interface. Your system may require that 
users log in or it may not. It mayor nay not require 
passwords. I£>gical name assignments can even be 
specified so that the working environment of a system 
cari be tailored to the needs and wishes of its users. 

Finally, the programming languages and applications 
software can vary from system to system. 
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14.2 CONFIGURATION COMPONENTS 

While most systan configuration takes place autanatically during 
the boot process. some asp:cts of systen configuration can be 
al tered while the system is running: 

1. The SYSPROF Program allows you to modify these aspects 
of system configuration and device configuration: 

a. The operating systen rnodul~s to be loaded when 
the systen is booted. 

b. The systen boot-device driver. 

c. The number of TrY ports to poll. 

2. How to establish a turnkey systen. 

3. If necessary. modify the systen cornrrand files to 
establish a customized working environment. 

4. Use systen utilities to roount and dismount devices 
while the systen is running. 

14.2.1 Autanatic Configuration At Boot Time 

The systen manager has no resIX>nsibili ty for functions 
autanatically performed by the system. For example, the 
systen performs the following functions: 

1. I.£>Cates all of the memory boards in the system, 
performs the setup functions that make the 
boards usable, and determines the board type 
and amount of memory. 

2. Determines the number of TI'Y fX)rts, and 
initializes each to a standard state, i.e., one 
stop bit, one start bit, disabled parity, and 
9600 baud. 

3. Detects the presence or absence of the floating 
point (hardware) board, and initializes the 
board if it is present. 

4. Detects the presence or absence of the calendar 
clock and deteImines whether it is running. 
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14.2.2 The System Configuration File 

Each system contains a systan configuration file, 
/ROOIDIR/SYSCDNFIG.rmn.l (the nnn represents the kind of 
system you have, e.g., 156· for a System 150-6WS). 

This file defines which operating system modules are 
loaded when the systan is booted, the name of the device 
driver for the boot device, and the current year. 
SYSCONFIG.nnn may be insp:cted and modified with the 
SYSPROF Conmand. 

Note that the system uses only verion 1 of this file. 
Confusion may result if you inadvertently create 
multiple copies of this file. 

14.2.3 The Device Confiquration File 

Each systan contains a device configuration file. 
/ROOIDIR/DEVCONFIG.nnn.l (the nnn represents the kind of 
system you have). 'Ibis file defines the standard 
devices on your systan. It contains a record for each 
device. Each record contains: 

1. The devicenarne - This name may contain up to 
nine alphanumeric characters. Spaces are not 
allowed. The following is a list of 
recommended devicenarnes: 

5 1/4 inch floppies _dxO, _dxl, _dx2, · .. 
8 inch floppies _dfO, _dfl, _df2, 
5 1/4 inch winchesters _dcO, _del, _dc2, · .. 
SMD disk drives _dsO, _dsl, _ds2, 
All serial ports _ttO, _ttl, _tt2, · .. 
1/2 inch magnetic taJ;:e .J[1tO, JIttl, .-.mt2 , 
114 inch cartridge tape _etO, _ctl, _ct2, 
Hydra Student Stations J1dO, Jldl, Jxl2, 
Hydra Audio Stations _adO, -.adl, _ad2, · .. 
Parallel :fX)rts -PPD, -pp1 , -pp2 , · .. 
Memory disk JOO 
Pit=es Unsp!cified 

2. The drive m of the device. The drive m is an 
identifier that the device driver needs to 
access the device. 

3 • The name of the device dr i ver for the device. 

The following charts list the devices, drive IDs, and 
device drivers each WICAT system: 
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==System 140 == 

Reconmended I Device I Possible 
Controller/Description Devicename I Drive id Driver tDrive tyt:es 

Scsi disk (the hard _dcO OaO scsiS140 winl2 
disk drive 0) winl9 

Scsi disk (5 1/4 inch _dxO ObO scsiS140 flopOQa 
diskette) flop09b 

Memory disk ..JTrlO OaO mdskS140 N/A 

Serial port (the built- _ttO •• _ttl OaO •• 1aO ttyS140 N/A 
in tenninal and the 
printer port) 

Centronics conq:a tible -PPO OaO centS140 N/ h. 

parallel port 

The print queue device I ~O •• ~lOI OaO •• 10aO queS140 N/A 
I I 
I I 

The null device Jlull I OaO null N/A 
(This should not be in . I 
the device table) I 

Pipe devices (these Unspecified I N/A pip02S140 N/A 
should not be in the I 
device table) I 
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==System 150/155/160 == 

Recomrrended \ Device I Possible 
Controller/Description Devicename \ Drive id Driver IDrive typ:s 

weD (also called wfc) _dcO •• _de3 OaO •• 3aO wd3$156 winl2 
5 1/4 inch winchester winl9 
drive 0 •• 3 win30 

win43 

\ weD (also called wfc) _dxO •• _dx3 ObO •• 3bO wd3$156 flop09a 
I 5 1/4 inch diskette flop09b 
I drive 0 •• 3 

wd2 (also called piggy- _dcO •• _de3 OaO •• 3aO wd2$156 winl2 
back) 5 1/ 4 inch win- winl9 
chester drive 0 •• 3 win30 

win43 

wd2 (also called piggy- _dxO. __ dx3 OaO •• 3aO wdmf$156 flop09a 
back) 5 1/4 inch flop09b 
diskette drive 0 •• 3 

I/O board O. serial -\ _ttO •• _tt6 OaO •• 6aO tty$156 N/A 
IX>rt 0 •• 6 I 

I/O board O. pirallel I --R'D OaO cent$156 N/A 
IX>rt. \ 

I/O board 1. serial I _ttB •• _ttl41 Oal •• 6al tty$156 N/A 
port 0 •• 6 I I 

I/O board 1. pirallel I ~l Oal cent$156 N/A 
port. I 

ICI board 0, serial l_ttO •• _tt7 OaO •• 7aO tty$156 N/A 
IX>rts 0 •• 7 I 

ICI board 1. serial l_ttB •• _ttl5 Oal •• 7al tty$156 \ N/A 
ports 0 •• 7 I I 

Dei cartridge tape _etO ObO •• 3bO adei$156 . I N/A 
drive 0 •• 3 I 

Cipher magnetic tape I JIItO •• JIIt3 OaO •• 3aO ciphS156 N/A 
drive 0 •• 3 I 

Smd disk controller _dsO •• _ds3 OaO •• 3aO smd$156.dsrl srnd84b 
board 0, drive 0 •• 3 I srndl68b 

I smd474b 

Smd disk controller _ds4 •• _ds7 Oal •• 3al smd$156.dsrl smd84b 
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board 1, drive 0 •• 3 

The memory disk 

The print queue device 
drive O •• 10 

The null device 
(not in device table) 

Pipe devices 
(not in device table) 

I .JIrl0 

I -lXj0 •• -lXjlO I 
I I 

.Jlull 

Uns~cifiedl 
I 
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smdl68b 
srnd474b 

OaO mdsk$156 N/A 

OaO •• 10aO que $156 N/A 

OaO null N/A 

N/A pip02$156 N/A 
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==System 100/200/220/300 == 
:... 

RecOInItended I Device I Possible 
Controller/Description Devicename I Drive id Driver IDrive types 

Serial tx>rt 0 •• 3 on the _ttO •• _tt3 OaO •• 3aO tty$lOO N/A 
cpu board 

Serial tx>rt 0 •• 3 on the _tt4 •• _tt7 4a0 •• 7aO tty$lOO N/A 
tx>rt expander board 

Serial tx>rt 0 •• 15 on the I _tt8 •• _tt23I Oal •• lsal tty$lOO N/A 
intelligent tx>rt ex- I I 
pander board (ipe) 0 I I 

Parallel tx>rt 0 on the -WO Oal tty$lOO N/A 
ipe board 0 

Serial tx>rt 0 •• 15 on thel_tt24 •• _tt391 0a2 •• lsa2 tty$lOO N/A 
ipe board 1 I I 

Parallel tx>rt 0 on the -ppl 0a2 tty$100 N/A 
ipe board 1 

Dei cartridge tape _etO •• _ct3 ObO •• 3bO adei$100 N/A 
drive 0 •• 3 

Cipher magnetic tape .JIlt 0 •• .Jnt3 OaO •• 3aO ciph$lOO N/A 
drive 0 •• 3 board 0 

Cipher magnetic tape .JIlt 4 •• .Jnt 7 Oal •• 3al ciph$lOO N/A 
drive 0 •• 3 board 1 

Smd disk controller _dsO •• _ds3 OaO •• 3aO smd$lOO.dsrl smd84b 
board 0, drive 0 •• 3 I smdl68b 

I smd474b 

Smd disk controller I _ds4 •• _ds7" I Oal •• 3al smd$lOO.dsrl smd84b 
board 1. drive 0 •• 3 I I I smdl68b 

I I I smd474b 

1M1 disk controller _diO •• _di3 OaO •• 3aO imi$lOO.dsrl imi20 
board 0, drive 0 •• 3 I imi40 

The intelligent floppy _dxO •• _dx3 ObO •• 3bO flnt$IOO flop09a 
interface (flnt) 5 1/ 4 flop09b 
inch diskettes 

The intelligent floppy _dfO •• _df3 OaO •• 3aO fInt$lOO fIop01S 
interface (fInt) 8 
inch diskettes 
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The intelligent floppy _dcO •• _dc3 OdO •• 3dO flnt$100 winl2 
interface (flnt) 5.25 winl9 
inch winchesters win30 

win43 

Hydra audio devices _adO •• _ad291 OaO •• 29aO audio$100 N/A 
0 •• 29 I 

Hydra ter.minal devices I JldO •• Jld291 OaO •• 29aO hydraSl00 N/A 
o •• 29 I I 

The ~ory disk I JrlO OaO mdskSl00 N/A 

The print queue device I ~O •• --PilO I OaO •• 10aO queSl00 N/A 
drive O •• 10 I I 

The null device ...Jlull OaO null N/A 
(not in device table) 

Pipe devices Unst;:eeif iedI N/A pip02S100 N/A 
(not in device table) I 

If the device is a disk, there is an additional field in the 
DEVCDNFIG.nnn.l record that contains the drive type. The 
following chart lists all WICAT-supt:Orted drive types: 

Drive Type Description 

. FIDP09a 

FIDP09b 
FIDP015 
WINl2 
WIN19 
woo 0 
WIN43 
SMDa4b 
SMD168b 
SMD474b 
IMI20 
IMI40 

, 

0.9 IIEg unformatted 4 sector 5 1/4" floppy (Standard 
5 1/4" floppy) 
o .9 IIEg unformatted, 5 sector 5 1/ 4" flopP.f 
1.5 meg unformatted a" floppy 
12 IIEg unformatted winchester (Previously called CMI 10) 
19 meg unformatted winchester (Previously called CMI 15) 
30 meg unformatted winchester 
43 IIEg unformated winchester 
84 meg unformatted smd with 1024 byte sectors 
168 meg unformatted smd with 1024 byte sectors 
474 meg unformatted smd with 1024 byte sectors 
20 meg formated imi disk 
40 meg formatted imi disk 

If the device is a teoninal. there are four optional fields 
that affect log ons on that teoninal. (See the chapter on 
System Security and User Accounts. Part 2 in this manual or 
the SYSPROF Camrand description in the User Reference Manual 
for details.) 

Note that only version 1 of DEVCDNFIG. nnn is recognized by the 
WMCS. Confusion may result if you inadvertently create 
multiple copies of this file. 
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14.2.4 Establishing A Turnkey System 

These are two recommended ways of creating a turnkey 
envirorunent: 

1. Modify the I.OCALUP .CDM file so that the turnkey 
environm~nt is initiated whenever the system is 
booted. The following command line character str ings 
might appear in I.OCALUP.CDM to establish an OIS 
environment whenever the system is booted: 

> cd sys$disk/ois/ 
> &/ois <_ttl >_ttl A ttl 
> &/oiS <_tt2 >_tt2 A tt2 

Thus. whenever the system is booted, a copy of OIS is 
ini tia ted on terminals _TTl and _TI'2. 

2. Use the USERPROF Comnand to modify OAF .DAT so that 
the turnkey application is initiated whenever the 
user logs on. For example, on the line in the UAR 
that asks for "command line. II you could sp:cify 
/OIS/OIS.EXE as the name of that user's interface 
with the system. 

14.2.5 The System Command Files 

As system manager, you are resp:>nsible for the system comnand 
files described in the chapter on How to Monitor and Customize 
System Use. 

These conmand files provide a mechanism for conf igur ing the 
environment of your system. Pay sp:cial attention to the 
DEVICEUP. CDM, I.OCALUP. CDM, IDCALON • CDM, and IDCALOFF • CDM 
command files. 

14.2.6 Dynamic Configuration Of Devices 

The MNT Command makes it easy to include a device as part of 
your system r s configuration while the system is running. 

Floppy-disk drives. tape drives. terminals, printers. etc., 
can all be rrounted and dismounted without having to rebuild 
the WMCS. 

The DSTAT Comnand can also be used to rrodify device 
characteristics. 
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14.2.7 Non-WICAT Disk Devices 

To facilitate customers who want to add non-standard disk 
devices to WICAT disk controllers (especially 5.25-inch 
Winchester and SMD devices), there is a disk configuration 
file that can be used to supply device characteristics without 
having to modify the device driver. 

This process should only be attenpted by knowledgeable systen 
. programners. 

The source for the 
/SYSINCL.SYS/DISKCFG.ASM. 
system, follow these steps: 

disk configuration is in 
To add a new type of disk to your 

1. Edit /SYSINCL.SYS/DISKCFG.ASM. Create a new section 
for the new disk type. Be very careful to follow the 
format used for other drives defined in the file. 

2. Exit the editor. You now have a source module with 
all previously defined drive types. plus your new 
type. 

3. Assemble the DISKCFG.ASM. Use the ASM assembler. 
Note that there are includes in the source, so the 
assemble step must use the mCL Comrrand. For 
example: 

> incl diskcfg.asm diskcfg.tmp 
> asm diskcfg.tmp :L 
> del diskcfg.tmp :auto :nolog 

4. If the file assembled without errors, then link the 
object file. e.g., > link diskcfg. 

5. Run MAKEDSR :SIMPLE on the resulting inage file. 
e.g., > makedsr diskcfg.exe disk.cfg :simple. 

6. Put the resulting file in the /SYSDSR,I directory, 
e.g., > ren disk.cfg sysdsr/. 

All of the standard utility programs use this file as needed. 
For instance. DINIT reads it to get drive parameters as 
s~cified by the drive type. SYSPRCE reads. it to get the 
names of all drive types. BTUP reads it to obtain drive 
I;arameters. 
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14.2.8 Specify The Number Of TrY Ports 

The nlUIlber of TI'Y ports you st:ecify when executing the SYSPROF 
Cannand does not pertain to IPE and leI boards. 

Specify 8 TTY ports for a System 100, 200, 220, or 300. 

Specify 3 for a System lSO-lWS, or lSo-3WS. 

Specify 7 for a System 150-6WS, 155, or 160. Specify 14 if 
your system has two IIO boards. .. 
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~H REmVERY 

15.1 AUDIENCE 

The infonnation in this chapter is written for both beginning 
and experienced systen managers. 

15.2 INTRODUCTION 

The term "crash" describes the abnormal termination of either a 
process or of the systen itself. For example, when the power 
goes out while the systen is running, the systen crashes. If a 
program executes an illegal instruction, ~at process crashes. 

Even though the WICAT systen has been carefully tested (both its 
hardware and software), and many safeguards have been built into 
your systen to avoid catastrophic crashes. you should be aware 
that the systen can go oown from tine to tine. You should 
therefore prepare for systen crashes by having a well-defined 
backup procedure. 

15.3 KINDS OF CRASHES 

Generally s~aking, there are two kinds of crashes: 

1. Those where no data are lost. 

Note that the loss of data is not always aPtarent. 

2. Those resulting in loss of data. 

Execute the RECDVER Program (described in the W'.KA! Multi-user 
Control System (WMCS) llseI: Reference tlaaouaJ) to recover from a 
systen crash (described later in this chapter). REmVER 
reconstructs the file systen on a disk and thereby endeavors to 
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retrieve as much data as possible that may have been lost. 

The following sections describe some common kinds of crashes. 
what to do in the event of a particular kind of crash. and what 
damage (if any) to anticipate as a result of the crash. 

15.3.1 Process Crash 

A process crash occurs when a single program ter.minates 
abnormally. This kind of crash is usually 
inconsequential to the systen itself. It may, however, 
have serious consequences for the process. For example, 
if the text editing program crashes. all changes in the 
buffer copy of the file since it was last saved will be 
lost. 

After a process crashes. the ter.minal usually displays 
these characteristics: 

1. The terminal still resIX>rDs to conutands. 

2. Either a stack dump app:ars on the screen or 
the right angle bracket (the CIP prompt) 
app=ars on the screen unexpectedly. 

Process crashes can occur for any number of reasons, but 
they often occur because of a bug in the program being 
used, e.g., the program accessed memory that was not 
assigned to it. executed a divide-by-zero operation. 
performed an illegal instruction. etc. Frequently, the 
bug is due to invalid user-supplied data, e.g., the 
operator types something that the program does not 
expect. 

Hardware failure. such as a memory parity error, is 
another cause of process crashes. 

The WMCS has little or no control over these kinds of 
crashes. but it does attenpt to detect and report such 
errors. When an error is detected by the WMCS. a 
diagnostic message, or stack dump, is written to the 
file designated as SYS$ERROR for the process. This 
diagnostic message sI;:ecifies the kind of error involved; 
the processor status. i. e. , program counter, stack 
pointers, etc. ; a stack dump of the last few words on 
the top of the stack; and a register dump. The data 
displayed are designed to help the programrrer, who wr.ote 
the crashed program, discover the location and the 
nature of the error. 
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. 
Depending uFOn the circumstances, you may want to report 
the process crash to the responsible programmer or 
organization. Use the "Systen Log/Diagnostics" form in 
Appendix A to record the information you need to report. 

The most iIIq;X)rtant pieces of information to note from 
the stack dump are: 

1. The diagnostic message (usually the first line 
of the report). 

2 • The process name-

3. The program counter (PC). 

There is no standard recovery procedure following a 
process crash. 

15.3.2 Single-terminal Hang 

A single-terminal hang is a crash that occurs when one 
terminal on the system becomes inoperative .. i.e., the 
cursor freezes and does not respond to keyboard input. 
In general, this kind of crash is not detrirrental to the 
system. 

To determine whether the crash is a Single-terminal hang 
(rather than a system hang), check other terminals 
connected to the system. If the other terminals are 
functioning, you have a single-terminal hang. 

These are same possible causes for single-terminal 
hangs: 

1. A program has gone awry and will not terminate. 

2. A cable is disconnected. 

3 • The terminal has temporarily become 
inoperative. 

4. The terminal has a hardware fail ure. 

Use . the following suggestions to attempt to recover from 
a single-terminal hang: 

1. Cleck the Cable to make sure its connection to 
the terminal and the serial FOrt is solid. 

2. If the hung terminal is n.Q,t TID on a System 
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140 or System 150 (the tenninal for the system 
manager) turn the tenninal off and then on 
again. Then strike [RE'IURN] to see whether the 
terminal respooos. 

If the hung tenninal is _TTO on a System 140 or 
System 150 , do not turn the tenninal of f and 
then on (doing so reboots the system) • Follow 
this procedure instead: 

a. Press [SET-UP]. 

b. Press the sIEcebar once to take the 
ter.minal off line. 

c. Press rSET-UP] again. 

d. Type [ESC] c. 

e. Press fRE'mN] to see whether the 
ter.minal r esp:>ros • 

3. If the terminal does not resp:>rd, execute the 
KILL Cannand from another mounted terminal. In 
most cases. this is sufficient to rrake the 
ter.minal usable again. 

4. If killing the process does not work, execute 
the I:MNT Command from another mounted tenninal 
to dismount the hung tenninal. Then execute 
the MNT Command to remount the tenninal. 

5. If the foregoing suggestions are 
ask the other users to log off. 
the SHUI'IXl-m Comnand, spec ify ing 
Switch. 

ineffectual , 
Then execute 
the :REBCOT 

If none of the foregoing solves the problem, the 
ter.minal nay have a hardware problem. Report the error 
to WICAT Field Service (if it is a WICAT ter.minal) • 

15.3.3 System Hang 

A system hang results when the entire system crashes. 
i. e., none of the ter.minals on the system resp:>ro. This 
error could--but does not usually--cause damage to the 
system's file structure- A system hang usually occurs 
with no sign of an error: the cursor simply freezes on 
all the terminal screens and the system stops 
resp:>rrling. Some tines a stack dump app=ars on the 
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screen. 

To determine whether the crash is a system hang, check 
all roounted terminals. If _TID and the other terminals 
do not res~rx:l to keyboard input. the entire system has 
crasped. , 

Follow these steps to recover from a system crash: 

1. Use the Reset Control to reboot the system. 

2. Execute the RECOVER Program to check and repair 
any damage to the file system (read the 
description of RECOVER in the W~ Mylti-user 
Control Systen eWMCS) ~ Reference l'Wual) • 

If the symptoms of this kind of crash are repeated 
regularly, contact WICAT Field Service. 

15.3.4 Accidental System Reset 

Pressing the reset control without properly shutting 
down the system terminates all processes on the system. 

Follow this procedure if the system is accidentally 
rebooted: 

1. Allow the boot, initiated by the Reset Control. 
to finish. 

2. Execute the RECOVER Program to check and repair 
any damage to the file system that may have 
occurred. 

Setting the ~utoflush flag (read the BTUP Command 
description) on all disks, or running the ICGFLUSH 
program minimizes the risks associated with this kind of 
crash. 

15.3.5 'Power Failure 

The effect of a power failure is similar to that of an 
accidental system reset in that all processes are 
term ina ted. 

Follow these steps in the event of a power failure: 

1. Turn the Power Control to the OFF :p:>si tion 
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before the power comes back on. 

2. When power returns. wait until you feel certain 
that power is stable before you turn the system 
on. 

3. Execute the RECOVER Program. 

Setting the autoflush flag on all disks, or running the 
LOGFLUSH Program minimizes the risks associated with 
this kind of crash. 

15.3.6 Equipment Failure 

The system can fail as the result of a hardware 
malfunction. 

The following symptans mayor may not app=ar in the case 
of an equipment failure: 

1. A stack dump may app=ar on the screen of the 
terminal running the crashed process. 

2. A parity error may app=ar on the screen of the 
terminal connected to serial port TID. 

3. The process may hang when it attempts to access 
a device. 

4. me and other device errors may app=ar on the 
screen. 

The effects of equipment failure are varied, but in most 
cases little or no damage will have occurred to the file 
systan. When the equipment has been repaired, use the 
RECOVER Program to check and repair any damage to the 
fil~ system. 

15-6 



CHAPrER 16 

mE SYSTElo1 DISK 

16.1 TAPE AS A SYSTEM DEVICE 

Using a tape as the system device can be cumbersome. If the 
files on the tape are not placed in a convenient order r much tire 
is wasted searching for them. 

When you boot from a tape. your prirrary goal should be to get 
enough files onto the disk so that you can execute from the disk 
instead of the tape. 

Files that will be executed regularly should be' close to the 
front of the tape so that you can rsvind the tape and get to them 
quickly. '!he files following the eIP executable file should be 
placed in this order: 

1. /SYSEXElDINIT. EXE 

2. /SYSDSRI <cliskdriver>.DSR 

3. /SYSEXE/MNT. EXE 

4. /SYSDSRI <diskdriver>.DSR 

5. / SYSEXEIam. EXE 

6. /SYSEXEICDPY. EXE 

7. /SYSEXEICDPY. EXE 

If the system disk is bad, you 
may want to reinitialize it. 

Required by DINIT. 

You will want to molD'lt the disk 
as soon· as possible. 

This is required by MNT. 

Used to create the SYSEXE 
directory on the disk device. 

Needed to copy files from the tape 
to the disk. 

One of the most important programs 
to have on the disk is the cnpy 
Command. It is placed after the 
other cnFY so it can be copied 
wi thout rewinding the tape. 
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8. /SYSEXEIDIR. EXE 

9. '1lle /SYSEXEI directory 

10. All flies from /RX7I'DIRI 

11. other directories 

It is important to have the DIR 
Command near the front of the tape. 

The following is an example of how you ,would use a tape to boot 
the system, then mount the hard disk, and assign it as the system 
disk: 

1. You boot from the tape device because sanething has gone 
wrong with the system disk. 

2. The tape is poSitioned just before the DINIT Command. 

3. You would rather not reinitialize the disk unless you 
have to. so you use the MNT Cornrrand to try to mount the 
system disk. The tape is repositioned past DINIT and 
the first disk driver, loads the MNT Comrrand, and uses 
the dr i ver following the rvm Comnand. The tape is then 
positioned just before the CRD Command. 

4. If the disk is successfully mounted, you assign it the 
logical name of SYS$DISK. From then on you are 
executing from the disk, and you can find the source of 
the problem (a missing or bad file) and fix it. 

S. If you cannot lOOunt the disk, you will have to 
reinitialize it. To 00 so.. use the REW Comnand to 
re.-.vind the tape so that the DINIT Comnand is ahead of 
your posi tion on the tape. Then use the DINIT Command 
to initialize the disk. The driver following the DINIT 
Comnand will also be used, and you will be positioned 
just before the MNT Comnand. 

6 • Next, mount the disk using the MNr Comnand and the 
driver following the MNT Command. You will then be 
positioned just before the CRD Cornrrand. 

7. Execute the CD Cornnand (requires no files from the tape) 
to set the default device and directory to /ROC[DIR/ on 
the disk. 

8. Enter the CRD Comnand to create the /SYSEXE/ directory 
on the disk. The tape will be positioned just before 
the mpy Command. 

9. Execute a CD Conmand (requires no files f rom the tape ) 
to set the default device and directory to /SYSEXE/ on 
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the disk. 

10. Execute the COPY COI1lI'CaI1d to copy all files from the 
/SYSEXE/ directory on the tape to the /SYSEXE/ 
directory on the disk. 

11. Assign the logical name SYSSDISK to the disk, whereupon 
you can execute from the disk without having to worry 
about the order in which the commands are located on 
the tape - You can also copy the WMCS files and other 
standard files from the tape to the disk. 
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THE MEr-DRY DISK 

The MDSK$nnn.DSR device driver allows the WMCS to use a portion of 
main memory as though it were a disk; that iSr the device driver 
interacts with memory and res};X)nds to the WMCS as though a portion of 
memory were made up of sectors (this is not the same as disk cache). 

Mount the memory disk as you would any other device. You can use it 
as you would any other disk, e.g., assign it as your default device, 
create files and directories on it. check its sectorsr etc. 

When new sectors are allocated to a file. the driver allocates more of 
the systan I s memory to the disk. When files are deleted or shortened, 
the driver deallocates the memory to which they were assigned. 

Note that if the systan is shut oown or crashes r any files or 
.directories on the memory disk are lost. 

The memory disk occupies a minimum of 4 kilcbytes of memory and has a 
2 rregabyte capacity. 
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Chapter 18 

Networking 

The material in this chapter is for inexperienced and experienced system 
managers. 

Networking allows processes to access resources on other computers. These 
resources can be files, devices, processes, memory, etc. In fact, almost 
anything which can be done in WMCS locally can be done remotely with 
another computer. A process does not need to do anything special in order 
to use networking; it is performed automatically by the WMCS. 

There are certain duties which the system manager must perform in 
connection with networking. They are basically just an extension of 
duties already being performed. They include: 

1. Authorizing remote users of the system. 
2. Specifying system network configuration information. 
3. Enabling networking on the system. 
4. Maintaining system security and integrity. 

System Identification 

Networking requires a method for identifying individual systems on the 
network. This is accomplished wi th two different, but related, system 
identifiers assigned by the system manager. They are the nodename and the 
site ID number. Both system identifiers ~ be unique with respect to 
the nodenames and site IDs of the other systems on a network. 

The nodename will be used most frequently by users, such as when 
referencing files, devices, systems, etc. 
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An example of copying a file from the default directory to a 9-track tape 
on another system named "~Y" is: 

> copy sample.txt __ wally~O/*/ 

The site ID will be used most frequently by application programs. There 
are WMCS supervisor calls (SVCs) which allow conversion between a 
nodename and site ID and allow an application program to get the site IDs 
of all the systems on a network. See the M1CS Programmer I S Reference 
Manual for more details on network-oriented supervi~or calls. 

Nodename 

The first system identifier is the "nodename" of a system. It may contain 
up to 16 alphanumeric characters, tildes or dollar signs which are 
optionally preceded by two underscore characters. An example is "~PH". 
If a nodename has not been defined for a computer, the default supplied 
at boot time is ~OE. 

Nodenames can be used with devicenames to uniquely identify a device on 
any system in a network. For instance, assume your nodename is __ BOB. 
The name --l3OB_TI'O uniquely identifies the device _Tro on system ~ 
anywhere in the network. If a devicename is specified with no nodename 
prepended to it, the default nodename is the nodename of the computer on 
which a process is executing. Therefore, a program that is executing on 
BOB can open the device _TI'O on BOB by specifying _T'IU or --BOB_Tro. 
However, a program executing on the computer GARY would have to specify 
__ BOB_TI'O in order to open the device _Tro on BOB. In all WMCS SVCs and 
utilities, a nodename is accepted as part of a devicename. 

For example, a program on BOB can open a file on GARY named SYS$DISK/ 
EXAMPLE/TEST.OAT by executing the _open SVC with the filename 
_GARY3YS$DISK/EXAMPLE/TEST • OAT • The _open SVC returns a LUN which the 
program can then use for all subsequent I/O to the file. The entire 
network operation is transparent to the program. The program does not 
need to know it really opened a file on a remote computer. The only 
difference between opening a local file versus a remote file is the 
filename specification. 

~: The nodename of a computer must. be uniQUe within any given 
network. If two nodes in a network have the same nodenarne, one 
of them will not be accessible. 

The nodenames are exchanged dynamically when a physical network device is 
mounted. This nodename exchange takes place approximately five to ten 
seconds after a new computer is added to a network (when a new physical 
network device is mounted) • 
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Site m Number 

The second system identifier is the system identification number, or site 
ID. It is a 16-bit nurri:>er which is used by the network code to uniquely 
identify a computer. The system manager may use the nurnbers from 1 to 
1024 (hex 0001-0400) as site IDs. The nurri:>er 0 is reserved and cannot be 
used. WICAT has also reserved the nlJIIijers 1025 to 65536 (hex 0401-FFFF) 
to be assigned by WICAT Customer Service. If a system manager wants a 
site ID for his computer that no other system will ever use, he can call 
CUstomer Service and get a unique nurri:>er allocated to him. 

The site ID appears as the first four hexadecimal digits of a process ID 
number (the high-order 16 bits). In a PSTAT display, the left four digits 
of the PID are the site ID of the computer on which the PSTAT is 
executing. On all SVCs which use a PID, if the high-order 16 bits of the 
PID are zero, the site ID of the current computer is used. For example, 
if a computer has the site ID 0006 and a process nurri:>er 0243 exists on 
that computer, the user can refer to that process with the PID 0006024c 
or the PID 0000024c. However, if the PID 00000243 is used on a different 
computer with site ID 0008, it really refers to PID 00080243. 

Like the site ID portion of the PID, the site ID can be specified as 0000 
on all SVCs which have a site ID parameter. If a zero is passed in for a 
site ID parameter, the actual site ID used is the site ID of the computer 
on which the SVC is executed. 

The _sidlst SVC returns a list of the site IDs for all systems which are 
up and running on the network. The first site ID in the returned list 
will always be the site ID of the system on which the SVC was executed. 

Network Devices 

Networking introduces a different kind of device: the network device. 
This class of devices includes physical network devices, such as the 
Ethernet and Arcnet boards, and "virtual circuit" devices. When a process 
must connnunicate with another system, it does so through a "virtual 
circui t," which the networking system software creates and manages. There 
may be more than one virtual circuit per physical network device. 

A virtual circuit is a "network" class device that is used much like 
other WMCS devices. Its function is similar to a TTY device with a modem 
on it. The user mounts a virtual circui t, does a dial or answer on it, 
and then reads and writes data to it. Virtual circuits always have a 
device mnemonic of "_VCxxx", where "xxx·1 is the device number. There may 
be at most 256 virtual circuits mounted and open on a single system. 
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NSP 

A Network Surrogate Process (NSP) is responsible for mounting and tending 
to the virtual circuits. This program must be executing in order for 
networking to operate. NSP automatically mounts virtual circuit devices 
as it needs them, based on a user-specified range of device numbers 
(maintained by NSYSPROF). Then NSP performs the requested operations 
locally in behalf of another process on another system. The NSP process 
must be forked when the system is booted. After that, the process clones 
itself so there is one always available for new remote processes to use. 

The NSP image file SYS$DISK/SYSEXE/NSP.EXE must be installed at boot time 
wi th the cmx:;SUPER privilege. This is necessary because it must do some 
things in processor supervisor mode. 

The operating system and the NSP work extremely close together in order 
to make networking happen. When a local process attempts to do something 
on a remote sytem over the network, the operating system "calls" the 
remote system through an available virtual circuit. The NSP process on 
the remote system "answers" the call. The NSP then performs supervisor 
calls on behalf of the local process for as long as the process exists or 
the virtual circuit is open. As soon as the local process dies or a 
"hangup" is performed on the virtual circuit by the process, the NSP on 
the remote system dies. 

The first NSP to execute sets its process name to "NSP_answer," its 
execution priority to zero and its timeslice to 100 milliseconds. Its 
port (as displayed by PSTAT) is set to the name of the virtual circuit 
the NSP is using. When a remote process "calls" the system, the NSP 
clones' itself and then changes its process name to "NSP.,.){Xxxxxxx", where 
"xxXXXXXX'i is the process ID of the remote process it is serving. It also 
changes its execution priority, tirneslice and privileges to those 
specified in the network user authorization file. The newly cloned NSP 
sets its process name to "NSP_answer" and waits for a remote process to 
"call" it. 

Authorizing Remote Users 

Networking will allow processes on other systems to access system 
resources. Like the USERPROF program which is used· to authorize local 
users on the' computer, the NUSERPROF program is used to author ize remote 
users on the local computer. This program assigns privileges, execution 
timeslice and priority, and applicable restrictions to the remote users. 
See the ~ User I s Reference Manual for instructions on how to operate 
NUSERPROF. 
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System Network Configuration 

Just as a system must be configured with local devices for proper 
utilization of the devices, so too must a system be configured for proper 
utilization of networking. The /ROOTDIR/NETOONFIG.xxx file contains the 
configuration information for networking and virtual circuit devices and 
is created and maintained by the NSYSPROF utility. See the ~ User's 
Reference Manual for instructions on how to operate the NSYSPROF utility. 

The networking information includes the local system nodename and site 
ID. It also has information about buffer cache sizes for data packet 
reception and transmission and network overhead. 

The nodename and site ID are specified by the system manager and 
maintained through the NSYSPROF utility. 

The data packet buffer cache sizes can be modified in order to "fine 
tune" a system. The size of the data packet buffer caches depends upon 
the amount of available system memory and the amount of networking a 
system is expected to do. The more memory a system has, the more data 
packet buffers a cache may have. The more network traffic a system is 
expected to have, the more buffers it should have in order to increase 
the throughput of the system. 

The network overhead buffer cache size depends upon the amount of network 
traffic a system will have and whether the system is a "gateway". A 
gateway is a system which has more than one physical network device, 
e.g., an Ethernet board and an Arcnet board. A gateway must handle all 
network traffic between systems connected to the physical network devices 
and therefore will have a greater networking load on the system. 
Increasing the amount of network overhead buffer cache helps to alleviate 
the increased load. 

The NETOONFIG.xxx file also contains a restriction on the virtual 
circuits which NSPs are allowed to use. There are 2S6 virtual circuits 
named "_VCO through "_VC2SS". The NSYSPROF utility allows the system 
manager to restrict NSPs to a specific subset of virtual circuits. An 
example would be "_VClO" through "_VC20". This would restrict the number 
of concurrent NSPs to a maximum of 11 virtual circuits, and therefore the 
number of remote users using the local system. 

Systen Network Security 

The NSYSPROF utility also maintains"the security of the local system with 
respect to the network. It is important that a system on a network can be 
checked to make sure that it is really the system it says it is. System 
verification is performed using a "public/private key" encryption 
algorithm. The public/private keys are generated by the KEYGEN utility, 

18-5 



Networking 

or by a function of the NSYSPROF utility, NK, which starts up KEYGEN. 
NSYSPROF also maintains the public keys of all systems on the network in 
a file called /ROOTDIR/NETPUBKEY.xxx. The private key of the local system 
is contained in the NETOONFIG.xxx file. 

Site TID Verification 

The network must be able to prevent imposters from "pretending I. they are 
a computer on your network. To illustrate the problem, consider the 
following situation: 

1. There are three legal computers in a network: "A", "B", and "C". 

2. Computer IIC" contains sensitive information and computer IIBII is 
granted certain privileges which allow him to access the files on 
computer I·C II • 

3. A malicious computer IIDII wishes to get access to the sensitive 
data on computer IIC". 

4. Computer liD I. sets his own site ID and nodename to match those of 
computer "B II • 

5. Somehow malicious computer "DI• attempts to get onto the network 
as computer IIBII by breaking computer I'B II , S access to the network 
by either turning liB" off, disconnecting the physical link which 
hooks IIBII into the network, or, by getting on the network while 
computer I'B" is not on the network. 

6. Computer liD" then gets onto the network as if it were 
computer liB" and does whatever he wants wi th the 
computer IIC" because "C II gives privileges to IIBII and 
know that "BII is not really who he says he is. 

the real 
files on 
does not 

There are other situations similar to the one above where one computer 
can attempt to imitate another computer. To solve this problem, optional 
site ID verification has been implemented. This verification procedure 
achieves the purpose of security at the expense of overhead to the 
initial communication between two computers. Because of this additional 
overhead, site ID verification is optional. It takes approximately ten 
seconds for two computers to verify that they are both who they say they 
are. This slow verification is done once when the first connection 
between the two computers is made. Thereafter, a fast re-verification is 
done on every subsequent connection (using information exchanged during 
the first verification) which makes sure that no imposters have broken 
into an already verified link. The fast re-verification does NOT add any 
noticeable overhead. 
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The site ID verification procedure is accomplished using a public/private 
key encryption algorithm. A pair of keys, a public key and a private 
key, is generated by a computer. The public key is distributed to every 
computer on the network. The private key is kept by the computer that 
generated it. It takes about one second to encrypt or decrypt 16 bytes 
of data using the public/private algorithm. During the verification 
procedure, 16 bytes are encrypted/decrypted eight times as information is 
exchanged back and forth between the two computers. This causes the ten 
seconds of overhead. 

With public/private keys, data that is encrypted with a public key can 
only be decrypted with the cor res{X>nding pr i vate key, and data that is 
encrypted with the private key can only be decrypted with the 
corres{X>nding public key. Thus, if a message can be decrypted with a 
public key, then the message had to have been generated by a computer 
that had the private key. Also, if a message is encrypted with a public 
key, only a computer with the private key can successfully decrypt it. 
This is often called an "electronic signature" • The basis of this 
procedure is that the private keys are kept secret. In the example given 
at the start of this section, computer "D" would have to know what the 
private key of computer "B" is in order to successfully pretend it is the 
real "B". 

The actual verification procedure between two computers, "A" and "B", is 
as follows: 

1. Computer "A" generates a 16-byte random message "x". 

2. Computer "A" encrypts the message "x" with the public key of 
computer "B" • (Remember, only computer "B" can successfully 
decrypt the message.) 

3. Computer "A" sends the encrypted message "x" to computer "B". 

4. Computer "B" decrypts the message "x" with his private key and 
re-encrypts message "x" with the public key of computer "A". 

5. Computer "B" generates a 16 byte random message "y". 

6. Computer "B" encrypts the message "y" with the public key of 
computer "A". 

7. Computer "B" sends messages "x" and "y" to computer "A", which is 
the only computer that can successfully decrypt them. 

8. Computer "A" decrypts the message "x" with his private key and 
compares it to the original message "x" that he generated. If 
they are the same, then computer "A" knows that computer "B" has 
the private key of "B"; therefore computer "B" must be the real 
"B" • 
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9. Computer "A" then decrypts the message "y" with his private key 
and re-encrypts the message with the public key of computer liB". 

10. Computer "A" sends the message "y" back to computer "B", which is 
the only computer that can successfully decrypt the message. 

11. Computer "B" decrypts the message "y" with his private key and 
compares it to the original message "y" that he generated. If 
they are the same, then computer "B" knows that computer "A" has 
the private key of "A"; therefore computer "A" must be the real 
"A". 

The public/private key algorithm exchanges keys (messages "x" and "y") 
during the verification process which are used later for other, faster 
methods of encryption. All subsequent site ID re-verifications and DES or 
FAST encryption of user data use these keys exchanged during the initial 
verification. 

If no site ID verification is done (no public/private keys are defined) 
the networking software still exchanges randomly generated keys that are 
encrypted with a default fast encryption algorithm rather than with the 
slow public/private algorithm. These keys are not as secure as the 
public/private algorithm. 

NOTE: Even if you do not use site ID verification on your computer, 
if any other computer in your network uses it, you must define 
public keys for that computer. This is done by adding a record 
for that computer (or node) to your NODCONFIG.xxx file with 
the NSYSPROF utility. 

Keys are generated by the KEYGEN utility and are merged by the NSYSPROF 
utility. See the ~ User's Reference Manual for descriptions of these 
utilities. 

Network EncC{Ption 

There are two kinds of encryption that are supp:>rted on data that is 
written across the network. These two kinds are: 

1. DES - National Bureau of Standards Data Encryption Standard. 

2. FAST - WICAT' s implementation of a I;X)lyalphabetic autokey 
algorithm. 

WICAT's implementation of the DES algorithm is done totally in software, 
and can encrypt/decrypt slightly more than one Kbyte per second on an 
idle System 2220. It can encrypt/decrypt slightly less than one-half 
Kbyte per second on an idle System 150 or System 160. WICAT IS 

implementation of the FAST encryption algorithm is approximately five 
times faster than the DES algor i thIn. 
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There are two ways that one or both of the above encryptions can be 
enabled on user data that is passed across the network. The first way to. 
force encryption of user data is for the system manager to set one or 
more of the encryption flags in the NSYSPROF utility. When these bits 
are set in a remote system's record, then all calls placed from the local 
computer to the remote will use the specified form of encryption for both 
directions of data flow between the computers. However, Calls placed by 
that remote to the local mayor may not encrypt, depending on the state 
of the flags in the remote computer's NSYSPROF files. 

The second way to cause encryption to take place on user data is enabled 
through the use of two process attribute bits. These two bits are part of 
a l6-bi t "bi trnask" that is now passed in on a create process sve as the 
top 16 bits of the create process mode parameter. If a process that has 
these bits set causes the network to access a remote computer, then all 
data that is written or read over the network by that process will be 
encrypted using the specified method. With the USERPROF utility, the 
system manager can set up a default state for these encryption bits which 
will be assigned to the user's eIP (or other default process) when a user 
logs on. 

Examples of How to Use the Network 

These examples assume that nodenames and site IDs have been assigned, 
necessary machine verification keys have been generated, and users have 
been authorized. The sample network consists of four computers that have 
been- assigned nodenames of .-.1\,--13, _C, and--1). 

t\OTE: The leading two underscores before the nodenames are optional 
in these examples. 

Accessing Remote Files 

1. Assume that the sys$disk on "A" is _dsO, and the default directory is 
_dsO/syshlp on computer "A". The following corranands all do the same 
thing. They copy the file vew.hlp from directory _dsO/syshlp on 
computer "A" and put it on _dcO/syshlp on computer "B". 

> copy vew.hlp -P_dcO/syshlp/vew.hlp 
> copy syshlp/vew.hlp -P_dcO/*/vew.hlp 
> copy sys$disk/syshlp/vew.hlp -p_dcO/syshlp/* 
> copy dsO/syshlp/vew.hlp -p_dcO/syshlp/* 
> copy __ ~s$disk/syshlp/vew.hlp -p_dcO/*/* 
> copy __ ~dsO/syshlp/vew.hlp -p_dcO/syshlp/* 
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2. Assume the same envirornnent as example 1. The following commands copy 
the file from computer "B" back to "A". 

> copy ---P_dcO/syshlp/vew.hlp * 
> copy ---P_dcO/syshlp/vew.hlp syshlp/vew.hlp 
> copy ---P_dcO/syshlp/vew.hlp sys$disk/*/* 
> copy ---P_dcO/syshlp/vew.hlp dsO/*/vew.hlp 
> copy ---P_dcO/syshlp/vew.hlp _~s$disk/syshlp/* 
> copy ---P_dcO/syshlp/vew.hlp _~dsO/syshlp/vew.hlp 

3. Assume that the default directory is on computer "A". The following 
commands TYPE the file test.dat from _dsO/tmp on computer "A". 

> type tmp/test.dat 
> type dsO/tmp/test.dat 
> type __ ~dsO/tmp/test.dat 

4. Assume that sys$disk on computer "A" is _dsO. The following commands 
copy all files from "sys$disk/tmp" on all computers in the network to 
the directory _dsO/example on computer "A". (This is an example of 
node wildcarding.) 

> copy _·*~s$disk/tmp/* _~dsO/example/* 
> copy _*~s$disk/tmp/* _~sys$disk/example/* 

5. The following command will Vlli the file garb.dat on computer "D" in 
its "sys$disk/example" directory. 

> vew __ A-sys$disk/example/garb.dat 

6. This example shows how logical names can be used on the lOCal 
computer. The following commands assign a logical name and TYPE the 
file vew.hlp from sys$disk/syshlp on computer "D". 

> ddd : = _~sys$disk 
> type ddd/syshlp/vew.hlp 

Accessing Remote Deyices 

To access a remote device, the user must TYPE the·· name of the device 
prepended with the nodename of the computer which owns the device. Node 
wildcarding allows the user to access multiple devices on multiple 
computers with the same command. 

NOTE: If a nodename is left off of a devicename, the nodename will 
defaul t to be the node on which the program is executing. 

For example, if a program is running on computer "B", then both ~_dcO 
and _dcO refer to device dcO on computer "B". 
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1. The following corranand sends the message "hello" to all terminals on 
all computers on the network. (This is an example of node 
wildcarding. ) 

> send _*_* "hello" 

2. The following corranands do a OST~ display of device TT3 on computer 
"0" and 'l'I'2 on computer "B'I. Assume DST~ is being executed on 
computer "B". 

> dstat _d_tt3,tt2 

3. The following corranand does a OST~ of TT3 on computers "A" and "B". 

> dstat _[abJ_tt3 

4. The following corranand do a OEV of all disk devices on all computers in 
the network. 

> dev *_* :class=disk 

5. The following conunand formats and initializes disk dxO on computer "c" 
and gives the disk the label of "EXAfilPLE". (If executing OINIT on 
computer "C", the nodename "_c" is optional.) 

> dinit _c_dxO :forrnat "EXAMPLE" 

6. The following command mounts device JlltO on computer "B" with 3200 
BPI. (If executing MNT on computer liB", the nodename "--P" is 
optional. ) 

> mnt --PJlltO :density=3200 

7. The following corranand will 'IYPE the file sys$disk/syshlp/vew.hlp on 
computer "c" with output redirected to _Tro on computer "0". 

> type _c_sys$disk/syshlp/vew.hlp >_d...ttO 

Running Processes on Remote Computers 

To run processes on a remote computer the system manager must have given 
'the UIC crproc privileges using the NUSERPROF utility. There are several 
utilities which only work on the computer they are executed on, for 
example, PST~,!lei, and MEMrEST. To get a PST~ or DM, etc., of a 
different computer, these programs must be executed on that computer. 

The following are examples of how to use the CIP create process syntax to 
do this. In these examples, assume that the user has a CIP executing on 
computer "A". 
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1. The following commands will do a stat of "A". 

> stat 
> {a}stat 

2. The following command will do a stat : full of "B". 

> {b}stat :full 

3. The following comnands will fork a tM on computer "c" with input, 
output, and error all being redirected to device _TID on computer "P". 

> {c}&dm <>~ __ d_ttO 
> &{c}dm <>~ __ A-ttO 

4. The following does the same as example 3 above, except all data that 
is written over the network will be encrypted using the DES algorithm. 

> {c :desencrypt}&dm <>~ __ A-ttO 

5. The following comnand will VEW the file dcO/tmp/garb.dat on computer 
"D" and VFJil will be executing on computer "D", with all terminal I/O 
going to the user' s logon terminal on computer "A". (Without the {d}, 
VEW would execute on computer "A" using the same remote file. 

> {d}vew __ A-dcO/tmp/garb.dat 

6. The following is an example of sane of the complex things that can be 
done with remote executes and pipes. Assume that the user is logged on 
with a CIP running on computer "A". In this example the image file 
type. exe is loaded from / sysexe/ on computer "B" and executed on 
computer "P". It will TYPE the file dsO/tmp/garb.dat from computer 
"A" , with the output of the TYPE going to a pipe which will be 
autanatically mounted on computer "P". A program DISPA':OCH will be 
loaded from /sysexe/ on computer "C" and executed on computer "C" 
which will read the output from the pipe on computer "p" and which 
will then output the data to the user' s logon terminal on computer "A" 
and also to "ttI2" on computer "B". 

> {dl--b..-dc:OIsysexe/typ! _~dsO/t::mplgarb.dat I {C}dispatch --b..-ttl2 

pefault Directories 

With networking, the user can change his default directory to be any 
directory on any directory device in the network. The following are some 
examples of what can be done. 
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In these examples, assume that the user logged on to computer "A", and 
his default directory starts out as __ ~dsO/example/. 

1. The following corranands both VFW the file ~_dcO/example/file.dat. 

a. > vew ~_dcO/example/file.dat 

b. > cd --p_dcO/example 
> vew file.dat 

2. The following corranands both TYPE the file ~_dcO/example.test.dat. 

a. > type ~_dcO/example/test.dat 

b. > cd ~_dcO/example 
> type test.dat 

3. The following commands both TYPE the file ~_dcO/syshlp/vew.hlp. This 
example illustrates that if a directory name is given without a 
devicename, the device defaults to be the device containing the 
default directory -- no matter what ncQe that device is on. 

a. > type --P_dcO/syshlp/vew.hlp 

b. > cd --p_dcO/exarnple 
> type syshlp/vew.hlp 
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APPENDIX A 

FOFl-lS 

Use the forms in this appendix to simplify system administraticn. 
This appendix contains the following forms designed to help you manage 
your system: 1. List of User Groups and Users 2. Ports and 
Peripheral Codes 3. System Log/Diagnostics Reproduce this form and 
use it to record power failures, hardware failures, system crashes, 
etc. 
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A.l LIST OF USER GRCUPS AND USERS 

Group 

1 

2 

3 

4 

Group 1 
User no. 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

Group 2 
User no. 

1 

2 

3 

4 

5 

6 

Systen manager 

Username 

Usemame 

A-2 

Function 

UIC 
. User no., Group no. 

o 0 0 1 , 000 1 

000 2 , 000 1 

000 3 , 000 1 

o 0 0 4. , 0 0 0 1 

000 5 , 000 1 

000 6 , 000 1 

o 0 0 7 , 0 0 0 1 

000 8 000 1 

0009,0001 

o 0 1 0 , 000 1 

UIC 
User no., Group no. 

o 001 000 2 

o 0 0 2 , 000 2 

00 0 3 , 0 0 0 2 

o 004 , 0 0 0 2 

000 5 ,00 0 2 

o 0 0 6 , 000 2 



FOFMS 

7 o 0 0 7 , 000 2 

8 000 8 , 000 2 

9 000 9 , 000 2 

10 001 0 ,0002 

Group 3 UIe 
User no. Username User no., Group no. 

------------
1 o 0 o 1 , 000 3 

2 o 0 o 2 , 000 3 

3 0 o 0 3 ,0003 

4 000 4 , 000 3 

5 000 5 , 000 3 

6 000 6 , 0 003 

7 0 0 o 7 , 0 003 

8 0 0 0 8 , 000 3 

9 000 9 , 0 o 0 3 

10 o 010 , 000 3 

Group 4 UIe 
User no. Username User no., Group no. 

1 o 001 , 000 4 

2 o 0 0 2 ,00 0 4 

3 000 3 , 000 4 

4 0004, 000 4 

5 000 5 ,00 0 4 

6 000 6 , 000 4 

7 o 007 , 0 o 0 4 

8 0008, 000 4 
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9 

10 

A-4 

0009,0004 

001 0 ,00 0 4 ] 



A.2 FORI'S AND PERIPHEPAL (DDES 

SYSTEM 140 

Port Label Peripheral Code 

PI 

A-5 

Wl-ICS Devicename 

_Tro 

_TTl 

FO~lS 
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SYSI'EN 150/155/160 

I/O or ICI Board No.1 

Port Label 

FO 

PI 

P2 

P3 

P4 

P5 

P6 

P7 

Peripheral Code 

I/O or ICI Board No. 2 

Port Label 

PO 

PI 

P2 

P3 

P4 

P5 

P6 

P7 

Peripheral Code 

* Available only on ICI Boa rds 

A-6 

wr'1CS Devicename 

_TID 

_Trl 

_Tn 

_'IT.3 

_TT4 

_TI'S 

_TT6* 

~T'J!7* 

~VMCS Devicename 

_TT8 

_TT9 

_TrlO 

_Trll 

_Trl2 

_TTl 3 

_TTl4* 

_Trl5* 



FORlS 

SYSTEM 100/200/220 
CPU Ports 

Port Label Peripheral Code ~%1CS Dev i cenarne 
----

PO _Tro 

PI _TI'l 

P2 _TI'2 

P3 _Tr3 

Port Expander 

Port Label Peripheral Code hl<'!CS Devicename 

Fa _Tr4 

PI _'I'I'S 

P2 _Tr6 

P3 _TI7 

IPE Board No. 1 

Port Label Peripheral Code ~'JMCS Dev i cename 
----

Fa _Tr8 

PI _'I'I'9 

P2 _TrIO 

P3 _Trll 

P4 _Tr12 

PS _'I'I'13 

P6 _TI'l4 

P7 _TI'lS 

P8 _TTl 6 

P9 _TTl7 
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PIO _Tr18 

PII _Tr19 

Pl2 _Tr20 

Pl3 _Tr21 

Pl4 _Tr22 

PIS _Tr23 

IPE Board No. 2 

Port Label Peripheral Code v·1MCS Devi cenarne 
-----

PO _Tr24 

PI _Tr2S 

P2 _Tr26 

P3 _Tr27 

P4 _Tr28 

PS _Tr29 

P6 _Tr30 

P7 _Tr31 

P8 _Tr32 

P9 _Tr33 

PIO _Tr34 

PII _Tr35 

Pl2 _Tr36 

Pl3 _Tr37 

Pl4 _Tr38 

PIS _Tr39 

A-a 



CPU Ports 

Port Label 

PO 

PI 

P2 

P3 

sysrE}!l 300 

Peripheral Code 

A-9 

tVl1CS Devicenarne 

_Tro 

_Trl 

_Tr2 

_Tr3 
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Port Label 

PO 
PI 
P2 
P3 
P4 
P5 
P6 
P7 
P8 
P9 
PIO 
PII 
Pl2 
Pl3 
Pl4 
Pl5 
PI6 
Pl7 
PI8 
PI9 
P20 
P21 
P22 
P23 
P24 
P25 
P26 
P27 
P28 
P29 

HYDRA STUDENT MJNI'IDRS 

Peripheral Code 

Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra' 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 
Hydra 

A-IO 

v·]l,1CS Devi cename 

_HDO 
_HDI 
_HD2 
_HD3 
_HD4 
_HD5 
_HD6 
_HD7 
_HD8 
_HD9 
_HDIO 
_HDll 
_HD12 
_HD13 
_HD14 
_HD15 
_HD16 
_HD17 
_HD18 
_HD19 
_HD20 
_HD21 
_HD22 
_HD23 
_HD24 
_HD25 
_HD26 
_HD27 
_HD28 
_HD29 
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A.3 SYSTEN WG/DIAGroSI'ICS 

user reporting the diagnostic date and tim: 

STI~PI'Cf.4.s (check all that apply) 

__ Stack dtnnp (fill in the diagnostic display on the back of this 
form) • 

__ Diagnostic message with no stack dump. Describe: 

__ Your terminal was still alive following the diagnostic. 
__ Your terminal was dead following the diagnostic. 
__ Your terminal was the only terminal affected. 
__ Other terminals were dead following the diagnostic. 
__ The systen was still alive following the diagnostic. 
__ The systen was dead following the diagnostic. 
__ Describe any systen abnormality not included in the foregoing list: 

Q)NTEXT 

Describe what you were typing or executing when the incident occurred. 
List other processes that were running, recently installed harrniare or 
software, and any other items pertinent to the diagnostic: 

REPLICATION 

Can the incident be reproduced? ______ _ If yes, explain how: 

RECOVERY 

__ The systan was rebooted. 
__ RECOVER was executed. 
_' _ Serial port was dismounted. 
__ A backup file copy was restored. 

A-ll 

__ The disk was reinitialized. 
__ Har&vare was replaced. 

Other (describe) 
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APPENDIX B 

BOOr LCG MESSAGES 

E.l ADEI TAPE CONTROLLER 

When a device error occurs on the ADEI tape controller during boot, 
this kind of message appears: 

Drive startup failure. Status = OOxx 

The "xx" number contains the status register as returned by the 
hardware. The values of the bits (LSB = 0) in the status register are: 

o The tape is write-enabled or no cartridge is in the drive 
1 The drive has done an autorewind 
2 EO!' has been detected 
3 BOT has been detected 
4 ION

I with cartridge loaded 
5 The drive is rewinding 
6 A file mark was detected 
7 Reserved for future use 

Two error conditions will cause the "Status = OOxx" message to app:ar: 
the EDT bit is set, or the File Mark Detected bit is set. If one of 
these bits is set, other bits will probably also be set. 

B.2 CIPHER OR ere TAPE CONTROLLERS 

When a device error occurs on the Cipher or eTC tape controllers 
during boot, this kind of rressage appears: 

Drive startup failure. Status = xxxx 

The "xxxx" nt.lIlDer actually contains two separate fields in the 
fX)sition "yyzz". The "yy" part of the number is the hardware status 
register at the tine of the error. The "zz" part of the number is the 
hardware error register at the tine of the error. Each of these 
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registers contain bit fields with the following definition~ 

The values of the bits (LSB = 0) in the status register are: 

Status register 

a The tape is ready 
1 An interrupt is pending 
2 The drive is rewinding 
3 BOT has been detected 
4 Ear has been detected 
5 ID burst has been detected 
6 A file mark was detected 
7 TIle tape is busy 

Error register 

o The tape is write protected 
1 A controller memory parity error occurred 
2 Illegal sequence of commands 
3 Illegal command (Cipher only) 
4 Illegal on-line transition (Cipher only) 
5 Corrected parity error is on the tape 
6 Uncorrectable parity error is on the tape 
7 An error occurred 

One error condition will cause the "Status = xxxx" message to aPt:ear: 
the Error Occurred bit in the error byte is set. If it is set, only 
one of the other error condition bits in the error byte should be set. 
The status byte will reflect the status of the controller at the time 
the error occurred. 

B.3 FINr CDNTROLLER 

~Vhen a device error occurs on the FLNl' controller during boot, this 
kind of message app=ars: 

Drive startup failure. Sta tus = OOxx 

The "xx" in the message is an error number. 
explains each error number: 

81 Illegal unit number (drive number) 
82 Illegal channel number (drive type) 
83 Illegal ccmnand 
84 Illegal cylinder number 
85 Illegal sector number 
86 Illegal sector size 
87 Illegal head number 
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88 Drive not initialized 
89 No track 0 detected on restore 
8a 1795 was busy during drive selection 
8b 1795 was busy during seek 
8c Undefined 
8d Undefined 
8e Undefined 
8f Undefined 
90 Read error, early or no interrupt during read 
91 Write error, early or no interrupt during wr~te 
92 Write protected disk error 
93 Illegal pre-comp value error 
94 Write fault error from 1795 
95 Data error during verify 
96 Format error (no 1795 interrupt) 
97 Record not found error 
98 Record not found CRC error 
99 Data CRC error 
9a Lost data error 
9b Drive no ready error 
9c Drive not responding ••• (1795 hung) 
9d Bus error accessing system RAM 
ge Unable to access system bus 
9f Address error, illegal user buffer address 

aO SCSI port already busy on select 
a1 Selected SCSI controller not responding 
a2 ~b SCSI request after select 
a3 SCSI controller in wrong phase 
a4 SCSI controller parity error 
a5 SCSI port parity error 
a6 Error while requesting SCSI error status 
a7 Illegal number of sectors per track 
a8 Illegal number' of heads (floppy) 
a9 SCSI hand-shake entered wrong phase 
aa SCSI port hardware error 

ab-bf Undefined 

The following errors are from the SCSI controller on channel 3: 

cO 
cl 
c2 
c3 
c4 
c5 
c6 
c7 
c8-cc 
cd 
ce-cf 

SCSI error with no error status 
No index signal 
No seek complete 
Write fault 
Drive not ready 
Drive not selected 
No track zero 
Multiple Winchester drives selected 
Undefined 
Seek' in progress 
Undefined 
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dO 
dl 
d2 
d3 
d4 

dS 

d6 
d7 
dS 
d9 
da 
db 
dc 
dd-de 
df 

eO 
el 
e2 
e3 
e4-fe 
ff 

ID read error. BeC error in the ID field 
Uncorrectable data error during a read 
ID address mark not found 
Data address mark not found 
Record not found. Found correct cylinder and head 
but not sector 
Seek error. Read/write head positioned on a wrong cylinder 
and/or selected a wrong head 
Undefined 
Write protected 
Correctable data field error 
Bad block found 
Format error 
Undefined 
Unable to read the alternate track address 
Undefined 
Sequencer time out during disk transfer 

Invalid command received from the host 
Illegal disk address. Address is beyond the maximum address 
Illegal function for the current drive type 
Volume overflow 
Undefined 
SCSI controller P~l error 

B.4 SCSI CONTROLLER 

When a device error occurs on the SCSI controller during boot, the 
following kind of ITessage aPt:ears: 

Drive startup failure. Status = OOxx 

The "xx" in the message is an error number. 
explains each error number: 

The following chart 

01 
02 
03 
04 
05 
06 
07 
OS-Oc 
ad 
Oe-Of 
10 
11 
12 
13 

No index signal 
No seek complete (approximately 1 second) 
Write fault 
Drive not ready 
Drive not selected 
No track 00 
Multiple Winchester drives selected 
Undefined 
Seek in progress 
Undefined 
TID read error. BeC error in the TID field 
Uncorrectable data error during a read 
ID address mark not found 
Data address ~ark not found 
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14 
15 

Record not found. Found correct cylinder and head but not sector 
Seek error. Read/write head positioned on a wrong cylinder and/or 
selected a wrong head 
Undefined 
Write protected 
Correctable data field error 
Bad block found 

16 
17 
18 
19 
la Format error. The controller detected that during the Check Track 

command, the format on the drive was not expected 
Undefined lb 

lc 

ld-le 
If 

Unable to read the Alternate Track address. The address of the 
alternate track cannot be read correctly with no ECC error. 
Undefined 

20 
Sequencer time out during disk transfer 
Invalid command received from the host 

21 
22 

Illegal disk address. Address is beyond the maximum address 
Illegal function for the current drive type 

23 Volume overflow. Maximum sector address was passed during a 
multiple sector read or write 

24-2f 
30 . 

Undefined 
Controller RP11 error 

B.5 SMD CONTROLLER 

When a device error occurs on the S~ID controller during boot, the 
following kind of message appears: 

Drive startup failure. Status = OOxx 

The "xx" in the message is an error number. 
explains each error number: 

10 Disk not ready 
11 Invalid disk address 
12 Seek error 
13 ECe code error--data field 
14 Invalid command code 
15 Invalid track in IOPB 
16 Invalid sector in command 
17 Undefined 
18 Bus time out 
19 Write error 
la Disk write protected 
lb Unit not selected 
lc No address rnark--header field 
ld No data mark--data field 
le Unit fault 
If Data overrun time out 
20 Surface overrun 
21 ID field error-wrong sector read 
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22 ID field ECC error 
23 Uncorrectable error 
24 Undefined 
25 Undefined 
26 No sector pulse 
27 Data overrun 
28 No index pulse on write format 
29 Sector not found 
2a . m field error-wrong head 
2b Invalid sync in data field 
2c Invalid sync in header field 
2d Seek time out error 
2e Busy time out 
2f No normal complete at beginning of a seek 
30 RTZ timeout 
31 Format overrun on data 
32 Undefined 
33 Undefined 
34 Undefined 
35 undefined 
36 Undefined 
37 Undefined 
38 Undefined 
39 Undefined 
3a Undefined 
3b Undef ined 
3c Undefined 
3d Undefined 
3e Undefined 
3f Undefined 
40 Unit not initialized 
41 Disk busy executing 
42 Gap specification error 
43 ANSI bus timeout--type 1 
44 ANSI bus timeout-type 2 
45 ANSI bus timeout--type 3 
46 ANSI bus error 
47 Illegal command 
48 Illegal parameter 
49 Time dependent command error 
4a Corraron reject 
4b Seek error 
4c Mapped header error 
4d Unspecified seek error 
4e Read/write fault 
4f Disk formatting error 
50 Sector/track specification error 
51 Byte/sector specification error 
52 Interleave specification error 
53 Invalid head address 
54 Undefined 
55 Invalid head address 
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B.6 wLNCHESTER/FLOPPY CONTROLLER 

When a device error occurs on the Winchester/floppy controller the 
following kind of message appears: 

Drive startup failure. Status = xxxx 

The "xxxx" number actually contains two separate fields in the 
posi tion "yyzz" • '!he "yy" part of the number is the hardware status 
register at the time of the error. The "zz" part of the number is the 
hardware error register at the time of the error. Each of these 
registers contain bit fields with the following definitions: (LSB = 0) 

Status register 

o An error occurred 
1 The device is write protected 
2 An interrupt is pending 
3 A bus error occurred on the data transfer 
4 The seek operation completed 
5 A write fault· occurred . 
6 The drive is ready for the next command 
7 The drive is busy 

Error register 

o The Data Address Iwlark was not found 
1 Track 0 was not found 
2 The command aborted 
3 An internal consistency error occurred 
4 The ID field was not found 
5 A CRC error occurred in the ID field 
6 A CRC error occurred in the data field 
7 A bad block was detected 

For example, sup!;x)se the error message is "Status = 5140 ".. In this 
case the status register is 51. This means that the drive is now 
ready, the seek completed, and that an error occurred. 

The error register is 40. This is bit 6 set, meaning that a CRC error 
occurred in the data field. The most probable explanation for this 
error is that the data in the sector to be read has gone bad. 

Only one error bit should be set in this register at any given time, 
so the only values that should be seen are 01, 02, 04, 08, 10, 20, 40, 
and 80. If any other numbers appear, serious problems in the hardware 
have occurred. 
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SAMPLE CO~ll-'.AND FILE FOR BUILDI~ A DISKETI'E Boar VOLUME 

!MCSMAINl': Create an MCS 5. a maintenance OOot diskette for ma~ 
system 150/155/160 

! Format: @mcsmaint 
!Procedure: @mcsmaint 

prompt "Insert diskette - Press [RE'IURNl when readyn 
dini t _dxO WMcs_5. a_Boot : format 
mnt_dxa 

! Build IRCX1l'DIRI 

pstat a : owner=system 
option :prot=s:r,o:rw,g:r,p: 
copy sysSdisk/rootdir/bootdisk.l56 _dxO/rootdirl 
copy sys$disk/tootdir/devconfig.l56 _dxO/rootdirl 
copy sysSdisk/rootdir/disk.l56 _dxO/rootdirl 
copy sys$disk/rootdir/kernel.lS6 _dxO/rootdirl 
copy sys$disk/rootdir/osinit.lS6 _dxO/rootdirl 
copy sys$disk/rootdirlstartup.156 _dxO/rootdirl 
copy sys$disk/rootdir/bootconf.156 _dxO/rootdirlsysconfig.* 
copy sysSdisk/rootdir/tty.l56 _dxO/rootdirl 
1=========================================================== 
! Build ISYSLml 

option :prot=s:r,o:rw,g:r,p:r 
crd _dxO/syslibl :prot=s:re,o:rwe,g:re,p:re 
copy sys$disk/sysliblbootstart.com _dx 01 sysl ibl startup 
copy sys$disk/syslibisetup2S[2-S1.sys _dxO/syslibl 
copy sysSdisk/syslib/shortuaf.dat _dxO/syslibl :prot=s:,g:,p: 
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B~ild /SYSDSRI 

crd _dxO/sysdsr/ 
copy sysSdisk/sysdsr/ttySl56.dsr 
copy sys$disk/sysdsr/mdskSl56.dsr 
copy sys$disk/sysdsr/null.dsr 
copy sys$disk/sysdsr/wd3S156.dsr 
copy sysSdisk/sysdsr/wd2S156.dsr 
copy sysSdisk/sysdsr/wdmfSl56.dsr 
copy sysSdisk/sysdsr/disk.cfg 

_dxO/sysdsr/ 
_dxO/sysdsr/ 
_dxO/sysdsr/ 
_dxO/sysdsr/ 
_dxO/sysdsr/ 
_dxO/sysdsr/ 
_dxO/sysdsr/ 

!==========================================================: 
! Build /SYSEXE! 

option :prot=s:re,o:rwe,g:re,p:re 
crd _dxOI sysexel 
copy sys$disk/sysexe/cip.exe 
copy sysSdisk/sysexe/copy.exe 
copy sysSdisk/sysexe/del.exe 
copy sysSdisk/sysexe/dir.exe 
copy sysSdisk/sysexe/dmnt.exe 
copy sysSdisk/sysexe/dstat.exe 
copy sys$disk/sysexe/logflush.exe 
copy sysSdisk/sysexe/mnt.exe 
copy sysSdisk/sysexelrecover.exe 
copy sysSdisk/sysexe/zap.exe 

_dxO/sysexe/ 
_dx01 sysexe/ 
_dxO/sysexe/ 
_dxO/sysexe/ 
_dxO/ sysexel 
_dxO/sysexe/ 
_dxO/sysexe/ 
_dxO/sysexe/ 
_dxO/sysexe/ 
_dxO/sysexe/ 

1============================================================ 
! Configure the diskette 
!============================================================== 
prompt "Press [RETURN] to configure the maintenance diskette" 

. config _dxO . 
dImt _dxO :auto 
pranpt :noresp "Please renove and label the maintenance disketten 
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SAMPLE COMr-WID FILE FOR BUILDIl\K; A TAPE Boor VOLL~ 

!MCSTAPE: Create an MCS 5.0 boot tape for mapped system 100/200/220/300 
! Format: @mcstape 
! Procedure: @mcstape 

pranpt "Type the tape device name (ctO or rotO) ." :logical=devname 
ifctO:= "ctO:=\" \";mtO:=\"!\"" 
ifmtO:= "ctO:=\"!\";mtO:=\" \"" 
reset:= "etO:= ;mtO:= " 

ifctO 
, devname' deV'tyI:e : = tape 
'devname' driver := adeiSlOO 
, devname' verif := :noverify 
, devname' bs := 4096 

ifmtO 
, devname' deV'tyI:e : = tape 
'devname' driver := eiphSlOO 
'devname' verif := :verify 
'devname' bs := 1024 

reset 
pranpt "Load tape - Press [RE'lURNl when ready" 
dini t ' devname' WMCS_S. O_Boot :b1ocksize=' bs ' 
nnt 'devname' 

! These files are required for booting. They must appear in this order. 

pstat 0 : owner=systen 
option :prot=s:re,o:rwe,g:re,p:re 
copy sys$disk/rootdir/boottape.lOO 
copy sys$disk/rootdir/tapconfig.100 
copy sys$disk/rootdir/kernel.lOO 
eopy sys$disk/rootdir/disk.lOO 
copy sysSdisk/rootdir/tty.lOO 
copy sys$disk/rootdir/tape.lOO 

'devname'/rootdirl 
'devname'/rootdirl 
'devname'/rootdirl 

. 'devname' 1 rootairl 
'devname'/rootdirl 
'devname'/rootdirl 
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copy sys$disk/rootdir/osinit.lOO 
copy sysSdisk/sysdsr/'driver'.dsr 
copy sysSdisk/sysdsr/tty$100.dsr 
copy sys$disk/sysdsr/null.dsr 
copy sysSdisk/rootdirlstartup.lOO 
copy sysSdisk/sysexe/cip.exe 

'devnarne'/rootdirl 
, devname ' I sysdsr I 
'devname'/sysdsri 
'devname'/sysdsri 
'devname'/rootdirl 
'devname'/sysexel 

!======================================================= 
! end of required files 

The following files are for setting up the memory disk and copying 
files to it. For example: 

mnt .JlldO 
copy ~O/*1 ~O/*1 :builddir 

copy sysSdisk/sysexe!mnt.exe 
copy sysSdisk/rootdir/devconfig.lOO 
copy sysSdisk/sysdsr/mdskSlOO.dsr 
copy sysSdisk/sysexe/copy.exe 

'devname'/sysexel 
'devname'/rootdirl 
, devname ' I sysdsrl 
'devname'/sysexel 

!======================================================== 
! The following files are typical commands that might be on a 

boot tape. These files should be copied to the rremory disk. 
The purpose of these files is to have the tools necessary to 
bring up the priIrary system disk. 

copy sysSdisk/sysexe/cip.exe 
copy sysSdisk/sysexe/copy.exe 
copy sysSdisk/sysexeldel.exe 
copy sysSdisk/sysexe/dinit.exe 
copy sysSdisk/sysexeldir.exe 
copy sysSdisk/sysexe/dmnt.exe 
copy sysSdisk/sysexeldstat.exe 
copy sysSdisk/sysexe/logflush.exe 
copy sysSdisk/sysexelmnt.exe 
copy sys$disk/sysexelrecover.exe 
copy sys$disk/sysexelzap.exe 

, devname ' I sysexel 
, devname ' I sysexel 
'devname'/sysexel 
, devname ' I sysexel 
, devname ' I sysexel 
'devname'/sysexel 
'devname'/sysexel 
'devname'/sysexel 
, devname ' I sysexel 
'devname'/sysexel 
'devname'/sysexel 

!================================================================ 
! Device driver files typically needed on a boot tape 

copy sys$disk/sysdsr/ttySl00.dsr 
copy sysSdisk/sysdsr/null.dsr 
copy sysSdisk/sysdsr/disk.cfg 
copy sys$disk/sysdsr/'driver'.dsr 
copy sysSdisk/sysdsrlsmdSlOO.dsr 
copy sysSdisk/sysdsr/imi$100.dsr 

'devname'/sysdsri 
I devname ' I sysdsrl 
'devname'/sysdsri 
'devname ' I sysdsrl 
'devname ' I sysdsrl 
'devname ' I sysdsrl 
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syslib files typically needed on a boot tape 

copy sys$disk/sysliblbootstart.com 'devname'/syslib/ 
copy sys$disk/syslib/setup2S[2-SJ.sys 'devname'/sysexe/ 
!============================================================== 

Boot tape complete 

dmnt 'devname' :auto 
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. SAMPLE COMMAND FILES FOR BACKUPS 

Daily incremental backup of sysSdisk 

This command file edits the backup parameter file, allowing the 
oI;erator to ins{:ect and modify its contents. Then it Jlounts the 
tape, skips to the end (so that this daily backup is app:nded to 
the end of the previous data on the taI;e), and executes the back.up 
corranand. Finally, it prints the log file, dismounts the tape, 
purges extra files, and informs the operator that the backup is 
complete. 

vew daily. prm 
prompt "Load the tape and press RE'IURN" 
rmt .J[ltO 
skip.J[ltO :eot 
backup @daily 
pr int daily. log 
dnmt.J[ltO :auto 
pu daily.log,dbackup.prm :auto 
send sys$output "Daily backup complete." 
! 
! Daily backup complete. 
!==================== 

Edit the parameter file 
Wait till operator is ready 
Mount the tape 
Skip to the end 
Perform the backup 
Print the log file 
Dismount the tape 
Purge extra files 

re ~O/20APR84/ 
~ _dsO/* /* • * 
H :mod 

Backup directory (today's date) 
Which files to backup 
Use modification date 

~ :volume=3 
~ 
~ 
H 
~ 

I :init="dinit.JlltO l6/APR/84_** 
:since=yesterday_07:00 
: log=daily • log 

Q..4 

Current volume number 
Dinit command line for taI;e. 
Volume label is Monday's date with 
the relative volume number app:nded 

: blocks iz e=40 96" 
All files since yesterday 

! Name the log file 

! Weekly incremental backup of _dsO 
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This cornrrand file edits the backup parameter file, allowing the 
operator to ins~ct and modify its contents. It then executes 
the backup cornrrand. Finally, it prints the log file, dismounts 
the tape, p..1rges extra files, and informs the operator that the 
backup is complete. 

vew weekly.pr.m Edit the parameter file 
prompt "Load the tape and press RE'lURN" wait till operator is ready 
backup @Weekly Perform the backup 
print weekly.log , Print the log file 
dmnt..J[ltO :auto Dismount the tape 
pu weekly.log,wbackup.prm :auto Purge extra files 
send I sys$output I ''Weekly backup is complete" 
! ------============= 
! weekly backup complete. 
!================================ 

~ 
• ~O/16APR84/ 
~ _dsO/*/*.* 

Backup directory (today I s date) 
Which files to backup 

tIJ :mod Use modification date 
~ :preinit 

: init="dinit .JIltO 16/APR/84_## 
:since=09/APR/84_07:00 
: log=weekly • log 

r-DNTHLY BAO<UP 

Initialize the tape before starting 
Dinit cornrrand line for tape 
Voltnne label is r10nday I s date with 
the relative volume number appended 

:blocksize=4096" 
All files since last monday 

! Name the log file 

This command file edits the backup parameter file, allowing the 
operator to ins~ct and modify its contents. 'Then it executes 
the backup command. Finally, it prints the log file, dismounts 
the tape, plrges extra files, and informs the operator that the 
backup is complete. 

vew monthly.pr.m Edit the parameter file 
prompt "Load the tape and press RE'lURN" wait till operator is ready 
backup @monthly Perform the backup 
print monthly. log Print the log file 
dmnt..J[ltO :auto Dismount the tape 
pu monthly*.log,mbackup.prm :auto Purge extra files 
send sys$prompt "Monthly backup complete." 
!====================================:===== 

mNTHLY BACl<UP CDMPLETE. 
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...;ntO/02APR841 
_dsO/*I*.* 
:preinit 

:init="dinit ...;ntO 02/APR/84_## 
: logfile--monthly. log 

SAMPLE Cl)~ll·1AND FILES FOR BACKUPS 

Backup directory (today's date) 
Which files to backup 
Initialize the tape before starting 
Dinit camand line for tape 
Volume label is today's date with 
the relative volume number appended 

:blocksize=4096 " 
Name the log file 
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SM1PLE sysrEN ClJl-1MAND FILES 

!=========================================--============================== 
STARI.'DP.CD1 is executed autanatically during the system boot. 

WICAT Systans maintains this file (i.e., it is uFrlated autanatically 
when a new or revised product--released and supported by 
WICAT-is installed). 

Do not modify this file. 

OPI'ION : NJLCG 
INsrALL @SYSSDISK/SYSLIB/INSTALL.PRM ! Install privileged images 
@SYSSDISK/SYSLIB/DEVICEUP.COM Mount and set status on all devices 
@SYSSDISK/SYSLIB/APPLICUP.ClJH Bring up all languages and applicaticns 
@SYSSDISK/SYSLm/I.CCALup.cnt-1 ! Site sp=cific conmands 
OPI'ION : IDG 
&I.CGFLUSH 
SEND * '" sys$sysname ' is up and running." 
IDG :IDLCG 

~.a:H (for Systans 150, 155, 160) 
--------------------

This conunand file is executed autanatically during the systan boot, and 
does three things: 

1. Makes logical name assigmnents pertaining to devices. 

2. Installs device drivers. 

3. Mounts devices and assigns attributes to mounted devices. 

If you access this file as instructed in step 5 ({:age 6-4) of chapter 6 
in the WMCS Introductory Systan Manager Manual, use [Cl'RL] P to page 
forward' in this file until you come to the heading: 

KJUNI' DE.VICES AND ASSIGN CHARACTERISTICS 'ID r-DUNI'ED DEVICES 
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Read and follow the instructions under that heading. When yeu 
complete those instructions, perfo~ step 6 (also on page 6-4) of 
chapter 6 in the w""MCS Introductory Systan r1anager Hanual and continue 
with the steps in that manual. 

The commands used in this command file are described in the WMCS User 
Reference Manual. See the WfwCS Systan Manager Reference Manual for an 

, explanation of ownership and protection. 

The system manager maintains this file and must update it whenever 
necessary (DEVICEUP.COM is not modified automatically whenever a new 
or revised version of a product is installed). Read the WMCS System 
Manager Reference Manual for information on maintaining DEVICEUP.CON. 
------- -------------------------------------------------------- -------------------------------------

! MAKE I..(x;ICAL NAME ASSIGNMENTS PERTAJN~ 'ID DEVICES. 

sys$pipe 
sys$print 
! 

:= "sys$disk/sysdsr/pip02$156.asr ll 

:= -I:X10 

! INSI'ALL DEVICE DRIVERS. 

install I sys$pipe I 
cd sysSdisk/sysdsr/ 
install adei$156.dsr,\ 

cent$156.dsr,\ 
ciph$156.asr,\ 
mask $156 .dsr, \ 
que $156 .asr , \ 
rvd3$156 .dsr , \ 
smd$156 • as r , \ 
tty$156.dsr,\ 
wd2$156.dsr,\ 
wd3$156.dsr,\ 
wdmfS156.dsr 

------------ = 

l'DUNr DEVICES AND ASSIGN CHARAcrERISTICS 'ID ~DUNrED DEVICES 

INSTRUcrroNS: When your system is booted,· the ~VMCS goes through this 
section to find out what FOrts on your system are to be mounted and 
what attributes are to be assigned to each port. 

The following lines ap~ar in this file for each port that can be 
mounted ana System 150,155, or 160: 

Port: pI Username/flmction: 
mnt _ttl 
dstat _ttl :termt~=t7000 :expandtabs :owner=[O,l] :default 

The WMCS ignores the first line because the line begins with an 
exclamation mark. However, you can fill in the name of the user (or the 
flmction for which you are using that port) for your reference. 
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The second line tells the WMCS to mount the };X)rt and name it _'ITI. 

The third line tells the v~1CS to assign various attributes to port 
_TTl. Terminal t~ is the first attribute sp:cified. 

Based on the list of ports you completed on p. 6-3 of the Wl1CS 
Introductory System r1anager Manual, go through the following 
subsections in this file and delete the exclamation mark at the 
beginning of the second and third lines of any device you want mounted: 

mm1I' (AND ASSIGN ATmIBUTES ID) IDRrS BELONGIN3 TO THE FIRsr I/O 
(OR leI) OOARD 

IDUNI' (AND ASSIGN ATrRIBUTES ID) IDRrS BELONGINT TO THE SECOND I/O 
(OR leI) BOARD 

~Vhen you have deleted the exclamation mark at the beginning of those 
command lines that will mount the ports on your system, use the list 
you filled out on p. 6-3 to make sure the value appearing in this file 
next to :TEru!r.f.PE= for each mounted port matches the peripheral code 
you wrote down for that port when you filled out the list. 

When the value next to :TERMTYPE= is correct for each mounted port, 
complete the instructions under the following subsection in this file: 

r-DUNI' (AND ASSIGN ATTRIBUTES ID) 'mE IDRr(S) TO WHICH YaJR 
PRINTER (S) IS (ARE) CONNECTED 

Mount (and assign attributes to) ports belonging to the first I/O 
(or leI) board 

= 

-------------
Port: pO Username/function: 

mnt _ttO !This port is mounted autanatically at boot time 
dstat _ttO :termt~=t7000 :expandtabs :owner=[O,I] :default 

Port: pI Username/function: 
mnt _ttl 
dstat _ttl :termtype=t7000 :expandtabs :owner=[O,I] :default 

Port: p2 Username/function: 
mnt _tt2 
dstat _tt2 :termtype=t7000 :expandtabs :owner=[O,I] :default 

Port: p3 Username/function: 
mnt _tt3 
dstat _tt3 :teontype=t7000 :expandtabs :owner=[O,l] :default 

Port: p4 Username/function: 
mnt _tt4 
dstat _tt4 :termtype=t7000 :expandtabs :owner=[O,l] :default 

Port: pS Username/function: 
mnt _ttS 
dstat _ttS :termtype=t7000 :expandtabs :owner=[O,I] :default 

Port: p6 Username/function: 
mnt ;....tt6 
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cistat _tt6 :teomtype=t7000 :expandtabs :owner=[O,I] :default 
Port: p7 Username/function: 

mnt _tt7 
dstat _tt7 :termtype=t7000 :expandtabs :owner=[O,I] :default 

Mount (and assign attributes to) ports belonging to the second I/O 
(or leI) board. 

!=--==========================--======= 
Port: p8 Username/function: 

mnt _ttB 
dstat _ttB :termtype=t7000 :expandtabs :owner=[O,I] :default 

Port: p9 Username/function: 
mnt _tt9 
dstat _tt9 :termtype=t7000 :expandtabs :owner=[O,l] :default 

Port: plO User.name/function: 
mnt _ttlO 
dstat _ttlO :termtype=t7000 

Port: pll Username/function: 
mnt _ttll 
dstat _ttll :teomtype=t7000 

Port: pl2 Username/function: 
mnt _ttl2 
dstat _ttl2 :termtype=t7000 

Port: pl3 Username/function: 
mnt _tt13 
dstat _ttl3 :termtype=t7000 

Port: pI4 Username/function: 
mnt _ttl4 
dstat _ttl4 :termtype=t7000 

Port: pIS Username/function: 
mnt _ttlS 
dstat _ttlS :termtype=t7000 

: expandtabs 

:expandtabs 

: expandtabs 

: expandtabs 

: expandtabs 

:expandtabs 

:owner=[O,l] : default 

:owner=[O,l] : default 

:owner=[O,I] : default 

:owner=[O,I] : default 

:owner=[O,l] : default 

:owner=[O,I] : default 

Mouunt (and assign attributes to) the port{s) to which your printer(s) 
is (are) connected. 

INSTRUCl'IONS: Four conmand-line character strings (similar to the 
following) must appear in this section for each printer on your 
systan. 

mnt _ttl : special 
dstat _ttl :protection=s:rwe,p:,g:,o:rwed :owner=[l,l] :default 
mnt JqO 
dstat -IXIO :assocdev=_ttl :quemgrres :owner= [1 ,1] :default\ 

:printtype="qprint JqO :nonewline" 

The first line IOOunts port _'I'1'l as a special device (i.e., a device 
that LCX;FLUSH does not check) • If your pr inter is connected to port 
2 or 3, etc. , you would substi tute _'I'I'2 , _TT3 , etc. , for _TI'l. 

The second line assigns attributes to port _TTl. Read the 
description of· DSTAT in . the WMCS User Reference ~lanual for detail. 
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NOTE: Do not change the protection or ownership specified. 

The third line mounts the print queue handler, _FrJO (W signifying 
print queue and 0 indicating that this particular print queue is the 
first one on the system--if you mount another print queue you would 
specify _WI, etc.). 

The fourth command-line character string assigns attributes to _FrJO. 
Note that for the :ASScx:DEV= Switch the I;X)rt you sF€cify is the port 
to which the printer is connected. For information about the value 
(in double quotation marks) aSSigned to : PRINI"IYPE=, read the 
description of the QPRINT Command in the ~~ User Reference Manual. 

Note that this example uses {X)rt _ttl. This port is mounted here 
and are conunented out above. If your pr inter is attached to another 
{X)rt, delete the exclamation marks above that correspond to _ttl and 
place an exclamation mark in front of the lines that mount the port 
to which your printer is attached. 

tffien you complete these instructions, return to p. 6-4 of the ~vHCS 
Introductory System Manager P~ference ~~ual and complete the steps 
in that manual. 

------- -------
Print queue 0 

mnt _ttl :sF€cial 
dstat _ttl :protection=s:rwe,p:,g:,o:rwed :owner=[l,l] :default 
mnt ..J;XIO 
dstat..J;XIO :assocdev=_ttl :quemgrres :owner=[l,l] :default\ 

:printtype="qprint..J;XIO :nonewline" 
Print queue 1 

nmt _tt2 :sF€cial 
dstat _tt2 :protection=s:rwe,p:,g:,o:rwed :owner=[l,l] :default 
mnt ..J;XII 
dstat..J;XII :assocdev=_tt2 :quemgrres :owner=[l,l] :default\ 

:printtype="qpr int..J;XIl :nonewline" 

Mount the parallel {X)rt (s) on your systen . 

Mount 1st parallel IX>rt 
mnt -WO : s:fec ial 
dstat -wO :owner=[O,I] :default 

Mount 2nd parallel p::>rt 
mnt -WI :s~ial 
dstat -WI :owner=[O,I] :default 

Mount other hard-disk drives on your system 

Additional SMD disk drives (SMD474, SMD168, SMD84) 
nmt _dsl 
mnt _ds2 
mnt _ds3 
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Additional Winchester disk drives (WIN12, ~'lIN19, ~'lIN30, ~'IIN43) 
rnnt _dcl 
mnt _dc2 
mnt _de3 

!DCALOP.CDM is executed autanatically during the systen boot. Use th is 
file for logical name assignments, etc., that you want executed during 
the system boot. 

The system manager rraintains this file (it is not modified 
automatically when a new or revised product is installed). 

Systan logical name aSSignments 
- - - --:=== 

!d*ir := "dir" 
ds :== "air :size :create :username :head" 
horne := "cd \' sys$horne\' II 
kill : == "pstat :kill" 
Ink :== "link :symbol=_HEAP" 
me :=== "stat :uic=\'sys$username\'" 
!pr*int :=== "print" 
st*at :== "pstat :head :systemstatus :txlrt :status :size :prior :scheduled :tim: 
sys$sysnarne:= "System name" 
sys$tmp : === 'sysSdisk' 
!ti*me :== "time" 
! ty*pe : == "tyt::e If 
! ==================== 
1 Other local systan commands 

del sys$t:mp/systmp/*.*.* :auto 
time : prompt 

APW,ICOP.CXJt is executed autanatically during the system boot so that 
the software products on your system (such as Ultracalc, PASCAL, etc.) 
are ready for use. For example, if Ul traCalc is one of the software 
products on your systan, the following kind of corranand-line character 
string, preceded by an at-sign, in this file would set up the logical 
name assigrunents, def ine the necessary terminal characteristics, etc., 
so that when the system is booted, all a user needs to do to use 
UltraCalc is tyt::e UC and strike [~]: 

sys$disk/ultclc/ultup.cam 

APPLlCUP.OOM is upJated autanatically (i.e., the command-line character 
string for a software product is inserted in this file autanatically) 
as part of the installation of any product that is released and 
sUPIX>rted by WICAT Systems. 
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1--== - ---=========== 
DOGON.COM is executed each time a user logs on to the system. 

WlCAT Systems maintains this file (i.e., it is 
when a new or revised product-released 
WlCAT Systens-is installed). 

Do not modify this file. 

updated autanatically 
and supported by 

---------------------
@SYSSDISK/SYSLIB/LOCALON 
@USERUP 

IDCAU:N.CDK is executed each time a user logs on to the systerL. Use 
this file for logical name assignments, etc., that Fertain to all 
users. 

The system manager maintains this file (i.e., it is not modified 
automatically when a new or revised product is installed). 

- ---
logline sysSdisk/syslib/syslog.dat '" sysSusernarne' logged on 'sysSir.put' n 

type sysSdisk/syslib/lognews.txt :pause 
option : pr ornpt = " 'sys$username' > " : t:etm 

OSERDP.CDM -- This file is executed each titre a user logs on to the 
systen. Each user should have a userup.com file in his "horne" 
directory. In this file the user can place cOInIrands that he wants to 
execute each titre he logs on. The userup.com in /syslib/ is reserved 
for the system manager's account. 

= 
tim: 

I£GJFF .crH is executed each tirre a use r logs of f of the system. 

WlCAT Systens maintains this file (i.e., it is 
when a new or revised product-released 
WICAT Systems-is installed). 

Do not modify this file. 

cd 'sys $horne ' : nolog 
@sysSdisk/syslib/localoff 
@'sysShame'useroff 

! 

updated automatically 
and supported by 

! IlX'IIOF!~CDH. is executed each time a user logs off of the system. Use 
this file for any actions to be taken when users log off of the system. 

The system manager maintains this "file (i.e., it is not modified 
autanatically when a new or revised product is installed). 
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lcgline sysSdisk/syslib/syslog.cat ftlsyssusername' logged off 'sysSinput,n 

O~.CDM is exec~ted each tim= a user logs off of the system. Each 
user has an instance of this file in his or her home directory. 

Each user rraintains this file in his or her home directory. 
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W)CAT Systems, Inc. 
Product·~ocumentatjon Comment Form 

INe are constantly Improving our documentation. and we welcome scecific comments on thiS marll.:al. 

Cocument TitJe: ____________________________ _ 

Part Number: 

Your Position: 0 I\JCVlce user 

o ExperienCed user 

o AQplications ~rogrammer 

Questions and Comments 

o System manager 

o Systems analyst 

o Hardware technician 

Briefly describe examples. illustrations. or information that you think should be adc:ed 
to this manual. 

What would you delete from the manual and w~y? 

What areas need greater emphasis? 

Ust any terms or symbols used incorrectly. 
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