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Voice of the Customer



Eftective systems management is
critically important...

Worldwide Server Spending, Cost of Server Management and
Administration, and Server Unit Installed Base, 1996-2008
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Voice of the Customer
Challenges

Insecure legacy management protocols

(SNMP)
High cost of deploying, using and

maintaining disparate management
infrastructure on heterogeneous systems.

L

Voice of the

Too many tools to perform commodity
functions that fail to interoperate.

Concept Idea’s
Concern about performance impact of

Rﬁsign
management agents and providers on systems

being managed. Finished Product
Concern about the reliability of information

Unable to build higher order IT policies due to
the inability to correlate information across
different types of devices and systems in the
enterprise.

- 6/12/2008
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Voice of the Customer
Management Requirements

Simple

Reduce installation and configuration complexity

Reduce agent footprint and maintenance burden m
Reduce the number of proprietary management

tools %
Secure
DeueloF*r
Single integrated Security Model h«}r\
Built using industry standard secure protocols and )

- o ™ m

encryption algorithms (SSL, SSH)

Pn‘HiJl’
DJ[a.k&f

Standard ;;mﬁ& d
Ensure common data representations and transports Wkl u

through conformance to leading standards

Reduce the number of entry points into internal ‘
network

Command Line and Programmatic interfaces on all
enterprise components (Servers, Management
Processors, Enclosures etc..).

- 6/12/2008
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HP’s Management Direction



Management
Industry Standards

Why Industry Standards? ISS Standards Approach

IT without industry standards is Invest in new standards only when
chaotic! there is clear superiority over existing
standards

IT without industry standards is too
expensive! Invest in standards that will enable
significant product simplification or

IT without industry standards limits Y .
flexibility over time

choices!
Invest in standards with clear industry
and customer backing

can't keep track of

all of the different
technologies Protocol ABC

need separate tools
and subject matter

experts for each
system Schema XYZ m

can't afford to

choose best-of- 6 .
breed because of i
the management Provider 123 m (ﬁ]
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Makeup of a Management Stack
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% Managed System or Device e Management Stack
Management Management \ Management Protocol
Client Service Data Transport
Management Repository R Binding o
e anagement |G
. Protocol N B . B
g T Data Model
S ——
Interface | |
Providers et e
e
Data
Repository
Instrumentation Interface | -

Management Client — Enabled IT professionals to manage devices in the enterprise.
Management Protocol — enables managed server and client to exchange information in a common format.

Management Service — implements the server side of the management protocol and supports a data model
and corresponding semantics.

Management Access Point (MAP) — Access point connected to by the management client to exchange
information (ex: TCP Port)

Data Repository — Stores the data model schema and instances much like a relational database stores table
schemas and table instances.

Providers/Agents — Extends management service for a particular managed devices. This allows the server
to be extended to support new types of devices.

Instrumentation Interface — Interface to the low-level hardware being managed (ex: IPMI, SMBIOS, {éﬂ
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IT Challenge

Management
Client

///’/} == - Management
f— A Stacks
e \
= ‘//’/ — %‘F\_ J K \‘\\\ -

£ b |
— :
Manager .\

Server
Elade

WS-Man )

| omerfpevices

Proliferation of management stacks complicates management client
solutions.

Deploying and supporting multiple management stacks adds to TCO.

Unable to build higher order management solutions on top of
infrastructure built on top of inconsistent management stacks.

Different authenticating and authorization complicates single sign on.
Problems gets worse as more hardware is virtualized.

D
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DMTF Technology Stack Map

Transports
- S e
WBEM - Web Based Enterprise Management froeme]
Umbrella term for the set of internet-based standards Management Protocols N
defined by the DMTF for enterprise management, — CrE )
including: v aw  f
Standard Data Model: CIM - Common |
Information Model
Core object-oriented schema managed by the Data Model
DMTF. Used to define the data model used for — -
WBEM enabled managed devices.
DMTF profiles define the data model and i Management
CIM and profiles are the foundation for SMASH & | [ cmytangce * DASH
o eye ge * SMASH
and SMI-S management initiatives. WBEM — s
Standard Transport and APl: WS-Man — Web i | [ [smenore | [ | | s
Services for Management il | il S sl e
Routable, secure, interoperable, based on web v | o | |
service standards -
Programmatic interface for both in-band and out- -
of-band management
Standard Human Interface (CLP) - Command Oeston
Line Protocol defines a common and consistent J
command set for user facing command-line interface. e
Management Initiatives — See Backup Slide. soos || a || e
WBEM is not operating system or platform specific. l‘ .
2
11 June 2008 . distributed management task force, inc. 1




IT Challenge — Solution

Management
Client

uj Management [—=
Stacks —|
Enclosure <1 WS-Man ) WS-Man (_ WsMan )
o L@ o
-

Lo

CcLP CLP

Server Server
Blade Blade

Standards based management

Common and consistent management infrastructure built on top of well defined
stack components.

Management protocol ensures interoperability between management client,
managed server and managed devices

Consistent data model ensures the client can understand the semantics of the
information supported by the managed server

Management

Client Managed Sarvar

Reduces management client complexity

Enabled higher order management solutions. :: - > LL,
Eases support of heterogeneous managed devices. J;:I}
- -

', Re%ég@gg TCO

6/12/
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HP WBEM Positioning

HP-UX

Linux
Integrity Servers

WBEM provides discovery, system, and
reporting data to HP SIM that is more robust
than SNMP with the HP-UX WBEM providers

OpenVMS on the BL860c and BL870c Server
Blade systems and the rx3600 and rx6600
members of the HP Integrity server family. WABEM provider modules enable access both

local and remote, to key information about your
Linux system using industry standard protocol

OpenVMS 8.3-1H1

WBEM capability has been extended to

HP is aggressively driving industry standards based management across it's portfolio of
products to provide secure, robust, and reliable data that enables customers to manage
systems consistently across multiple platforms and operating systems. HP continues ’ro?eod
the industry in server management providing integrated solutions that optimize infrastructure

for greater operational efficiency.

VMware ESX Server 3i

Microsoft Windows Server

ISS Servers & Options
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Proliant Manageability
Future Direction

Transition away from SNMP instrumentation

to WBEM

Adopt common data infrastructure defined
by standards inside the DMTF and SNIA.

SMASH for server
SMI-S for storage

Extend standards where there is significant
HP value-add

Adopt WS-Man as consistent programmatic
protocol for in-band and out-of-band
management

Adopt SMASH CLP as out-of-band command- |

line interface

14 June 2008
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Management Direction
Benetits

Heightened security
Reduced complexity of deployment, usability and maintainability

Improved quality and usability of data

Consistency of information across OSs
Guaranteed event delivery
Common view of the system for both in-band and out-of-band management
Delivers standards-based management across vendor platforms

Facilitates the development of platform-neutral, reusable infrastructure, tools
and applications

Reduce TCO =
Reducing the number of management applications required {

Lighter-weight B{N
helps reduce the overall load on the server |

Improved SMH performance and updated Ul
Can co-exist with SNMP agents

- (]
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Microsoft Windows Server Solution
HP Insight Management WBEM Providers

Solution Overview

HP Insight Management WBEM Providers for Windows

The HP Insight Management WBEM Providers for Windows
extend CIM to make Proliant-specific management data and
events available to system administrators, enabling
administrative tasks to be automated

The Providers leverage the rich set of base-level instrumentation
provided by the system management controllers and drivers

Deliver in-depth hardware management, inventory data, system
state, and event notifications

Secure encrypted data transmission
Built on top of Windows Management Instrumentation

(WMI)

Enables IT to deliver a well-integrated set of standards-
based management tools.

First step towards a common consistent standards based
management infrastructure across all HP managed
devices.

wwvehp.com/go/HPwbem (A



http://www.hp.com/go/HPwbem

HP WBEM Solution Overview

adding value to management

HP Added Components

o * HP Exsing Components

Browser
custom
Scripting

(VBS, PowerShell,
etc.) WM Proxy

June 2008



HP Insight Management

WBEM Providers
e

Server providers Network providers
Processor information and indications Network controller information and
Memory information and indications indications, support for 10/100 Mb
, Ethernet, Gb Ethernet

PCI devices and system slots _

information NIC teaming
Sensor information and indications, Storage providers

support for redundancy, fans, Storage controller information and

temperature sensors, power supplies, _20rag tor Ul

ASR indications, support for Ultra3 and

. . Ultra320 SCSI, SmartArray 5x and

Unit ID visual indicator 6x, SAS/SATA information, Fibre
Computer system information, support Channel

forcfhysmol location, IML, system ROM, Storage enclosure

and aggregate status

Status roll-up of all connected

components and devices

Indications to event log apply to all providers l
WM Providers indications, which are logged to the Windows® system event log




Security Comparlson

WMI security is built on top of existing Windows Windows SNMP security is based on
securi’ry SNMPV]

WMI is built on top of DCOM security for remote

access. By default, Windows SNMP support is
DCOM leverages built-in Windows nOf InSfG”ed

authentication services (NTLM or Kerberos)

Uses an SNMP Community String over
the network in clear text, which is
inherently less secure

DCOM controls authorizing remote access to
WMI namespaces.

WMI namespace security is another level of

security to control access to classes and instances SNMP security is not d”-ecﬂy tied to

for each namespace Windows Local or Domain security

In the future, Windows will allow for secure credentials

management over HTTP/HTTPS with Windows

Remote Management (WS Management

protocol)

Managing Node Managed Node Managing - o Managed

Node B T Node

Get

EEEREs
Set -
A

| A
S g
e Must Match ‘ﬁ]

o -
N 0
— 0
(@] o T
s 3
o
o 2]
=3
1]
: =
w
a1




HP Insight Management WBEM Providers -

Security Deployment

Key Security Considerations

WBEM Providers Use Existing OS

Based Security on Windows.

By Detault, Only Administrators Have
access to WBEM Provider Data Stored
in WMI Namespaces.

Enabling Non-Administrators (three
ways)

PSP Component Configuration Parameter
SIM Configure and Repair Agents

Manually

Add User to “Distributed COM Users” on
Managed Server

Give User/Group Access to root/HPQ
namespace using Windows WMI Control
applet.

ey D]
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HP Insight Management WBEM Providers

Deployment

SmartStart v8.x HP SIM v5.2
Begin the normal SmartStart installation From HPSIM select configure > configure or
process Repair Agents
Select HP Insight Management WBEM Verify target systems

Providers for Windows at the Server

Deployment — Management Instrumentation Enter credentials (ie. User name, password

and domain)

screen
The installation will continue and install the (ONE();LSEP ;nséog Prz\éliers and Agents
WBEM providers P pPage app
i Check box Install WBEM / WMI Provider
ProLiant Support Pack v8.x (HP Insight Management WBEM
Invoke HPSUM.exe Provider)
Select local or remote host at the Select Continue to standard next steps
Installation Host screen Stand-Alone

Select bundles to install at the Select Bundle

: Using WBEM Providers Smart Component
Filter screen

executable file
Next screen is where you can select the HP

Insight Management WBEM Providers. 32-bit Windows execute cpOOxxxx.exe

64-bit Windows exe

Next steps follow the standard process

NOTE: The WBEM Providers can be uninstall _“ S

= |
using the Windows® Add or Remove Progra- | ’
interface. s o iE (bﬁ]
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HP Insight Management WBEM Providers

Deployment

Requires PSP 8.0 and higher B"’gf e|nC|2,ZUNr\§? .
utilizes or out-of-band communication
HP ProlLiant Advanced and Enhanced e

System Management Controller driver
HP Proliant iLO 2 Management Controller

Can be configured to use SNMP but most customers do not utilize
this function

Utilizes SNMP for out-of-band communication

driver Host based fibre attached storage not supported
HP Proliant Remote Insight Lights-Out I Future release

Board driver Nearline tape not supported
HP Proliant Integrated Lights-Out Future release

Monogemenf |nferche dri\/er Insigh’r Control Mcmagemenf Software upda’res

required

Storage and Network drivers needed to
support installed storage and network
options

Remote Services support
Tools will be available 2h08

Tivoli, MOM

Currently investigating requirements
OpenView

Investigating

SCOM

Future release 1h0O9




HP Insight Management
WBEM Providers

N eed 'I'O Know applications Processes I Performance ]Netwurkjng

. . CPU Usage CPU Usage History
Most instance providers are loaded when
needed, and unload automatically after
several minutes of inactivity.

.- . . PF LI Page Fils Usage Hist

All event (indication) r)rowders are NOT - B
unloaded automatically to insure events
received from the drivers are handled
CorreCHY' Tokals Pheysical Mernary (k)

. . Handles 16651 Takal 2088172
Instrumentation comparable with SNMP-base Thrests 61 Avalable 1341016
Ins|gh1. quqgemenf Agents Processes 57 System Cache 1224696

. . . . Conniit Charge (k) Kernel Mermary (k)
Indications (Alerting) and Event logging Tota 67530 Total 150516
. Lirnit 4025596 Paged 110336
Properhes (|nventory) Peak 732356 Nonpaged 40180

Can co-exist with SNMP agents
No dependency on SNMP agents

I 3
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Usage Scenarios

Customers that have tighter security
requirements

Ability to securely manage servers in the

DMZ

Customers that are required to remove
SNMP from their datacenter environment

Multi-server management for ML, DL and
BL using Enterprise Management
applications

Systems Insight Manager

Custom applications




Usage Scenario

Deploying a DMZ consists of several
steps:

Determining the purpose of the DMZ
[Sﬁ\ll\ezc’ring the servers to be placed in the

ionsidering other devices to be placed in
the DMZ

Deciding on a method and strategy for
monitoring servers in the DMZ

HP Insight Management WBEM Providers

25 June 2008

Corporate Firewall |

Management Server
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Conclusion

HP provides seamless integration of

management across it's porttolio of products
provijding consistent, secure, robust and
reliable data for monitoring and management s
of their infrastructure o

Combining WBEM with HPSIM creates a
more pow%r\{t\{l, open s’rondorm-based

management solution.
Provides increased security over SNMP

Ease of Use

Enterprise mgnoC?emen’r can realistically become
more centralize

Time savings

Tracing fauylts to their origin now truly has the
potential of Enterprise scope

Manageable
Use SNMP agents and / or WBEM providers

26 June 2008







Management Initiatives

28

Management initiatives

Wrap several specification defined inside the DMTF and SMI into a wrapper
Zr)ecifico’rion that defines a consistent management stack for a class of
evice.

SMASH - Systems Management Architecture for Server Hardware
Driven by the DMTF
Profiles — CIM-based data model for server hardware
Transports
CLP — Command Line Protocol interface (mainly out-of-band)
WS-Man - programmatic interface (both in-band and out-of-band)

Aligns in-band and out-of-band, in-service and out-of-service
management

SMI — Storage Management Initiative
Driven by SNIA
Effort to define standard profiles based on CIM for storage management

]

SMI-S specification

June 2008 10 November 2006



I WBEM — SNMP Comparison

WBEM SNMP

* Significant customer demand *Well established, provides management
*Improved customer experience for initial today

setup and configuration *Broad vendor implementation on wide
*OS-based security and communications range of platforms

*Broad set of management information

expose through standard classes

(compared to SNMP)

*Broad platform interoperability (SNMP

/DMI/event logs, error logs, EMS, EVM)

*OS independent (implementation on

Windows, Unix, and Linux within HP)

Advantages

Disadvantages

29 June 2008



Windows Management Instrumentation

Definition
Windows Management Instrumentation
(WMI) is a component of the Windows
operating system that provides management

information and control in an enterprise

environment. It is Microsoft’s implementation of
Web Based Enterprise Management (WBEM).

Usaqge Scenarios

Administrators can use WMI to query and set
information on desktop systems, applications,
networks, and other enterprise components.

Developers can use WMI fo create event
monitoring applications that alert users when
important incidents occur.

WMI is a product of Microsoft and is only
tfor Windows operating systems

C:A\WIPSUHI ExamplessExample 1 — WHMI System Informationwmi.pl
System Summary Information

05 Manufacturer

System Hame

System Manufacturer
System Model

System Type

Processor

@ Mhz

BIOS Uersion

Windows Directory

Locale

Time Zone

Total Physical Memory
Availahle Physical Memory
Total Uirtual Memory
Available Uirtual Memory
Page File Space

C:S\WIPSUMI ExamplessExample 1 — WHMI System Information?

]



Windows Management Instrumentation
(VM)

Microsoft specific implementation of WBEM for Windows resources mgmt
Leverages native OS comms transport (DCOM) and security model

WMI management consists of following major elements:
WMI Providers

similar to element mgmt agents. Communicate with / monitor physical and logical components (e.g. OS
services, applications and hardware)

CIM Object Manager (CIMOM)

manages communications and security between WMI providers, the CIM repository and management
applications

Provides infrastructure for event monitoring

WMI Repository

Central storage used by CIMOM for registration data on WMI providers and apps
In some cases CIMOM derives dynamic data from the WMI Providers directly and not the WMI repository

WMI Scripting Library
Set of COM objects that allow scripts to interface with the WMI infrastructure (maintains security) and
enumerates management data

]




HP Insight Management WBEM Providers
Windows Server 2008 Firewall

Configuration Overview Windows Firewall B
m E xceptions

. . A d
Direct remote WMI access can be established

- . . - N —
running the Windows Server 2008 Firewall L/ indows Frenalls poeatng vouree

Windows Firewall helps pratect your computer by preventing unautharized
Def(] U H_ Conﬁg U I’Clﬁon W| ” d iSO | |OW remofe WMI uzers fram gaining access to wour computer through a network or the Internet,
access (%) On [recommended]

Thiz iz the recommended setting becauze it helps protect

Two commands e>§e§:ufed locally on the Windows Thi i the recommended seting becaus
Server 2008 providing remote WMI access

() On with no exceptions

ne‘I'Sh Od\/ﬁ rewd | | f| rewd ” Se‘l' ru |e This satting blacks ALL outside sources from connecting ta
" . thiz computer. 1 se thiz setting when connecting to a wireless
g rou p: W| n d OWS MO na g eme ni‘ netclwqu ir'|t lexs zecure locations such as restaurants, hotels,
. and airports.
Instrumentation (WMI)” new enable=yes
O oK
OUtpr: U pd(]fed 4 ru |e(S) . Ayvoid uzing this zetting. Turming off Windaws Firewall might

make thiz computer more vulherable to viruzes and intruders.

Ok

netsh advfirewall firewall set rule
name="Network Discovery (NB-Name-In)”
new enable=yes
Output:  Updated 1 rule(s).
Ok

Wwhat is windows Firewall?

0K ] [ Cancel

I,

e — ]
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HP SIM v5.2

HP SIM can be configured ’r? use the WBEM ol
Providers on target systems to -
Discovering and identifying the target systems © s e s s e

Gathering management data for display in the HP oo
SIM Property pages

r . Default ping settings
.

Default WBEM settings

Receiving event indications from target systems ¥ eraovion
1 . Defaul 1: |Administrator | [
TO Conflgure HP SlMo Detaut 2 [root | |
1. Confjgurf global pro’rochol seftings to SEecif the i | |
credentidls for the system that is hosting the WMl s | |
MO p pe r. Deteult & [Sdministrator | |
2. Configure the WMI Mapper proxy. S
. . ¥ Enabie HTTR an HTTPS
3. Verify the settings. e —
4. Rediscover the Windows® system so that WBEM = 7eweeee
is an identified protocol. I
5. Subscribe to WMI indications. e
WMI Mapper Prcj)(.}‘I Default DMI settings
Added, mocdify and configure Wil Mapper Procxy. % Ereie ont
[ o

|| Host T | IP address Port number “

O agar2windl zga.adapps hp.com 16.129.70.225 5939 Edit

Beiite (ﬁ,”]
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HP SIM v5.2

SCATS0RY
ProLiant bML350 Gdp
RDF

Computer System Status [P Ta % ey Diata

Description

+ Properties Page

— ldentity Tab

* Displays WBEM properties that help describe the
target system on the network.

— Status Tab

* Displays WBEM properties that help determipe the
s’ratl_as I the sys’rel?n, Fncluding status for all of the
major compufer subsystems.

— Conlfiguration Tab

* This tab displays an inventory of the target system
boseg on VgBEyM propgi-rties,yincluding? m orr¥10ﬁon
on CPUs, disk drives, fi edsysfems, moth
software installations, and networks.

UShiE14011H
31303833-536356-9395-4D36-31343031 3148

Intel(R) Xeon(Th) CPU 3.20GHz
Intel(R) ¥eon(Th) CPU 3.20GHz

[16.129.70.49]

00:1 635 C2 AE4F
50:50:54:50:30:30
F3:5006F: 45:30:30

Processor

Het Address

MAC Address

sta.adapps . hp.com
Microsoft(R) Windows(R) Server 2003, Enterprize Edition
52.3790

Service Pack Service Pack 2

I
=l

BIOS Yersion
Last Boot Up Time

2
=
w

12005 10:29 Ak (GMT -05:000
Local Date & Time 109005 12:02 P (GMT -05:00)

Identity m Configuration

erboards,

Identibyr Statu= Configuration

BIOS
Diski{=s}
= Disk{=} Fans % rewe Diata
2 Fans < Mews Data Firmware and Software G Mew Data
Mermory Litilization MP= .‘—’r Plewe Data
0 paPs % Pl Diata Motherboard
0 Hetwork ..é Pl Crata Hetwork “——  Mew Data
':::' Physical Memory: 4:_ Pl Diata COperating System
PCI Devices { Flewy Diata
3 Power .‘:_ Mew Data )
Physical Memory < Rlew Data
Process Information
Powrer -(’r Mewy Diata
FProcessor(s) “—— Mew Dats Processor(s} C—— Mew Data
I SCSIHBA  <——  iewr Data SCSI HEBA C—— Mew Data
D sensors <——  Hew Data Sensors <——  Mewr Data s
2 System Drivers Swstemn Board <—— Mew Data ’”l
Systemnm Services -
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HP SIM v5.2

All Events
Events Guick Launch...

Ta viewy event detalz, make sure Event Type' colmn is displayed and click an degired link.

Summary:@BCritical %Majnr &1 Minor ADWarning ODNnrrnal @'252 Informational Total: 272

Displaying Page ! (resuts 1-2000f 272 1|2 Mexts

PR T WBEM Indications

System Hame Event Time +

I Nt cleared @ Codling redundancy gained 37032k ar2 11908 3:53 AM
r hlot cleared f)] Fan Ingerted l3T o322 119008 3.3 &bt
I Nt cleared & Codling redundancy lost 37032k ar2 11908 3:53 AM
r Nt clesred @ Fan Redundancy Reduced 37 0ga2k3r2 109108 %58 AM
I Mot cleared i) Fan Remaved TG 32 119103 9:58 AM
r Nt cleared W (ShMF) Fan Remaved (6039) m 37032k a2 11908 3:53 AM
I Nt cleared W (SNMF) Fan Remaved (B039) 37032k ar2 11908 3:53 AM
r hlat cleared i) (SMMP) Fan Inserted (B038) Mgk 2 119008 3:58 AM
I hlat cleared i) (SMMF) Fan nserted (B38) m3 322 119008 3:58 AM

HP-SIM receives SNMP and WBEM events from

target node

Node generates events and events are listed in HP-SIM under All events list (éﬁ]
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HP SIM v5.2

Event Details: (SNMP) Fan Removed (§034)

Fvent Identification and Details

i

bl clesred

A

AT

i

Vi, |00, 358 A C5T

A Faut Talerant Fan has heen removed fram the specified chagsis and fan locatian,

Trap Details
An auiministrafively-assigned name for this managed node. By canvention, this i3 the node™3 full-qualified domain name. MLIT0GIGR2

The Trap Flags. This is & collection of flags used during trap eeivery, Each bt has the folowing meaning: Bt &-31; RESERVED: Atways 0.8t 2-4; Trap Condtion 0= Not used (for backward 0
compatifty) 1= Conation Lnknoswn or i 2= Canedtion ok 3= Canedtian degraded 4= Condtion faled 5-7= reserved B 1: Cliert IP acdress tyge (= static entry 1= DHCP entry Bit (: Agent Type (=
Server 1= Client NOTE: bt 31 is the most significart bR bt 01z the least sionificant,

The System Chassis number. 0
A rumber that uninuety specifies this fan descrintion. 1
i Informatian

The assaciateet MB Pk Nlame for iz trap is oot inib an the ME identifier CROHLTH-ME
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HP SIM v5.2

Ewvent Details: WBEM) Fan Remowved

Event ldentification and Details

Event Severity @ Informational
Cleared Status kot cleared

mI3Y0g32Kk3r2

ed Sy=stem mI3TO0g32k3r2
A=szsociated System Status v Major
Event Time Wied, 152005, 9:55 LM CET
Description A fan has been remowed.
As=signes

Comments

=

7 )

5 ']
g

m )

a g

:

o

)

=]

)

g

o

AlertingElementFormat CiMOhjectPath
WAL 37OG3I2H IR 0ot HP 3 HP _wWinCoolingCollection InstancelD="HPS: HP_\\inCoolingCollection: 001
evice fien
2 fan has been removed. (Fan 1)
25
R
:
{56667 2EB-6100-4461 -5E1 3-7TFODD 94 2F 20}
e, 115720108, 5:50 AM CST
5
ormetion
o
Fon e
i Gooiing

21.00

Fan removed

P WinComputerSystem
EEmEn o1 5241 45-484c-3137-3250-202020202020

brotlort ML370 53

BT MLzT0mE2kER2 sga . adepp s hp.com

cazaLriTIze

Check the fan configuration and ensure that this fan wwas remowaed intertionally . (éﬁ]1~
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HP System Management Homepage o

System Model: Prollant DLIGO
Ho for msdeve
Current User;  adminlstrator
anout

The System Management Homepage now allows E
data collected from either the WBEM Providers or
SNMP agents.

I no faded/dograded items . I

o mutwork o storaon o systom
After installation of the WBEM Providers, SMH e e | .

will default to WBEM.
To change this setting

log into the SMH and go to the Settings Select SMH
Data Source Select page.

Choose the radio button for either WBEM or SNMP
and click “Select.”

? Vorshun Gontml Hoftvears

: Eimearp Information
HP Vergion Control Agent
4 2 Znfbware Information

One new feature is the “Auto Refresh” option.
When SMH is using the SNMP data source, each

= B sy AN ETTEN T s for s Preem bagcsl  Pral kst 04381
page must be refreshed manually to retrieve the latest System Macgemert Homepos for medev i the, Pl
information. m

When using WBEM as the data source, the user can B ptomtamogaare e Page -
manually refresh the information or set an Auto Refresh B =
interval to get updates. et =
-]
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HP System Management Homepage

Syrtem Madel; PreLl
System Management Homepage for msdevs g "

Susoort | Foms | Heln Current User:  admink
logaut

Performance enhancements v —

GUI enhancements O cosing u

Selectable data source for either SNMP or [ ——

WBEM g7 = o 5 =
0 rma al 1l bl an Prmal
M G o ] 10 bl i [
Cooling Page o= - e 2 =
Show empty fan slots (New) e : e - =
Redundancy info (Enhanced) |
St Foe i " | |
Power Page e . P

Redundancy info (Enhanced)

System Model: ProLiant D

M P c System Management Homepage for msdev6
emory Oge Support | Forums | Helo Current User: ‘admigistra
[u[o{u¥]

Data reorganized Home | _setis Loas

Home -= System -=Processors

Board Summary Table

No switching to different page, single page view @ Processors (gl
for all information

Enhanced detail view

Processor Description §
IntelfR} Meon(Th) Processor 3.066 GHz (36 Family 15 Model 2 Stepping 7) 1 1 oK Stepping 7

P rocesso r P G g e j IntelfR) ¥eon(Th) Processor 3.066 GHz (x86 Family 15 Model 2 Stepping 7) 0 2 0K Stepping 7

Same enhancements as the memory page
Dase n Gize
Froc 1, Level 1 Dats Cache & KB
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HP System Management Homepage

System Management Homepage for msdevs
Suggieet | Fondms | Hals

Sellings

- Storage

— Smart Array Link option to turn UID on/off on
a drive

— New frame design of pages allows easy drill
down to additional details

—fConven’r display of physical and logical drives
info

- Logs
— Integrated Management Log

* Ability to sort by any column
* Options to Clear IML, Repair All, Repair Selected

- Tasks

— Server Configuration
* Setting of primary and secondary owner info
* Setting for processor, disk thresholds

+ UID Page
— Allows turning UID on/off

Syatarm Madal: BroLlant DLANE

current User:  adminkstrator
logout

Opertionsd Steun

B4 ko ban X N ore TR S

Bacord Courd: L
Tirmh 0 Ll i Thatiilliy, Dt 39, J00T 15 0F M4
T el

[ g ) Ovivn dermy Guwiin Fasburw ot 8, Boas 3, By 1) Toiva fivey Dubpiten ol Ottt 4, 0T 890 Pl Gl 08,
= {5 POST B 1TOE Dein dermy Dvivs Fahars FOST Msrragan Psred ek 3, 0T 438 Pl otk 31, 3
ol (5 Mok udapins Link Do (ot B, By ) Harws it e Pgaired Ay 11, 2007 B4T Pl Comsbar 0. 7
r: (5] Mot Al Uk s st B, Bt ) Wit Pl nd Amsied Cplalar 30, J300 1147 Al Gl 20,
ni] (%) POAT Erer Tibd Drten Sy Dvive Py FOAT Msrragan Pssred ek 4, 20T 418 Pl otk 0

FOAT s rraan Pacasired vk 31 3

Il'n (7 FOAT B 1T Orivn Sy Db Faharn darch 3 :io‘rmm
i

Sysimm Modsl: Prolis

Ml L8 AP chewt
SysLem ﬂnﬂﬂ"—":'_:‘_lﬂ'l Homepage for ms ! Currerk User:  edmin

Su00T | Eunang |

& miemory J

L P

[ — [
Tora oy memce 18k
Pt gt By e i e 188

e P

P—— [ —

i S B St 2T
i, s
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HP Insight Management WBEM Providers

: : : striiamespace = " root)hpg"
Scripts can be written to obtain data ; .
from the WBEM Providers via

i ) ) Set ob]MIService = GetChyect ("vimnmts:\\"™ & strComputer & striamespace
Microsoft Visual Basic ] Ject "rimguts: ) p pace]

Display system status St colProcesaor = objWMIService, EnecQuery("3elect * fron HP Processor”|

Display server inventory

Receive alert indications For Each cbiProcessor in colProcessor

Evoke methods Wacript.Echo "Caption: " € objProcessor.Caption
Waeript.Echo "Description: " & objProcessor.Description

Vacript.Echo "Current clock spesd (MHzj: " &
objProcessor., CurrentClockapesd

Waeript. Echo "Nudber of enabled cores: " &
obiProcessor, MubherOfEnsh ledCores
Vaeript. Echo

I '

]
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Resources

42

HP Insight Monarch;emen’r WBEM Providers —

http://wwwthp.com/HPwbe
SNMP — hitp://www.cisco.com/univercd/cc/td/doc/cisintwk/ito doc/snmp.htm

WBEM — http://www.dmif.org/standards/wbem/
WM' — http://www.microsoft.com/whdc/system/pnppwr/wmi/default. mspx

| PM' — http://www.intel.com/design/servers/ipmi/

S MAS H — http://www.dmif.org/standards/smash/

ClM prOﬂleS — http://www.dmif.org/standards/profiles/

WS Mandgemen’r — http://www.dmtf.orq/standards/wbem/wsman/

DMTF WebS“e — http://www.dmtf.orq
SM"S — http://www.snia.org/members/smis/ansi/ (éﬁ]
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http://www.hp.com/HPwbem
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/snmp.htm
http://www.dmtf.org/standards/wbem/
http://www.microsoft.com/whdc/system/pnppwr/wmi/default.mspx
http://www.intel.com/design/servers/ipmi/
http://www.dmtf.org/standards/smash/
http://www.dmtf.org/standards/profiles/
http://www.dmtf.org/standards/wbem/wsman/
http://www.dmtf.org/
http://www.snia.org/members/smis/ansi/

Backup

]
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Simple Network Management Protocol

Wht s if SNMP?

Llegacy standard for network device Provides management today
instrumentation and management Broad vendor implementation on wide
Simple request/response protocol that range of platforms
communicates management Considered insecure and unreliable
information between two ’rypes of Uses UDP (User Datagram Protocol) on top of IP
SNMP software entities: SNMP Prone to collision and network noise
Gppllcohons (qlso CG”ed SNMP N.O embedded cuthen’rico’rion / confirma’rion Of
delivery
managers) and SNMP agen’rs. Uses plain text passwords (SNMP v3 helps to
Manager polls managed nodes for requested data item(s) - (GET) address — but not widely adopted)
_/gglgr;t on managed node replies with data values (object identifier Limited set of standards not rigidly enforced — vendor
Ni?;?r)moﬁon displayed based on content defined in associated specitic solutions / variations
S

(Management Information base, defines managed

”emS/condmonS/vcnobles _

MManager (application) & MIEBs
associated with managed nodes rManaged nodes with agents

T a
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WMI Security Overview we

h.{, / 1 .
Once the client credentials have been ;
authenticated, DCOM Authorization
controls who can launch and access
DCOM components.
Namespace authorization controls who has
access to WMI namespace classes and
instances
* WMI security is built on top of
Windows rights controls who has privilege to .. . .
certain WM data. existing Windows security
. / \ Managed Node *The WMI service exposes a DCOM
Ports component as a remote
=y E .
S EEEE management inferface
: S 2|72 g= e :
2 Bl ES °s=E * DCOM leverages built-in windows
<o S @ 83 . . .
< authentication services (NTLM or
(O
(&) ]

WMI Service Kerberos)

* Once authenticated, DCOM
authorizes who has privilege to
launch and access DCOM

Managing Node Componems L.
TcP * WMI namespace security is
Ports .
another level of security to control
access to classes and instances for
: each namespace
* Windows rights controls who has

privileges to certain WMI data (éﬁ]
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HP Insight Management WBEM Providers -

Security Deployment

Setup Overview

The account (or accounts) to be used to access the WBEM providers'’
management information will need to be given sufficient access rights and
security group memberships to allow remote access by HP Systems Insight
Manager or other clients querying WMI data.

To enable remote access of the WBEM Providers via WMI:
Add the management account to the “Distributed DCOM Users” group.
Add the management account to the namespace security of the following
namespaces via WMI Control:
roof\HPQ
root\HPQ\default
root\HPQ\TestEvent
root\Interop
root\CIMv2
Each of the above namespaces will need the following permissions:
Execute Methods
Full Write
Partial Write
Provider Write
Enable Account

Remote Enable
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WMI/DCOM Security Deta [

WMI Infrustructure }

Namespace Authorization

Provider DLL

Authentication
Services: NTLM, Kerberos

Levels: Defqult, None, Connect, Call, Packet, Packet
Integrity, Packet Privacy

DCOM Security =
Authorization [ instumentafion |
Impersonation

Namespace Security
Executg Nethods: Permits methods that are f'WbemSe”“’es

r

IWbemServices

IWbemProviderlnit

Provider

exported from the WMI classes or instances to be

run.

Full Write; Permits full read, write, and delete >
access to all WMI objects, classes, ‘and instances. S

Partial Write: Permits write access to static WMI

objects.

Provider Write: Permits write access to objects that
are provided by the provider.

Enable Account: Permits read access to WMI
objects. DCE RPC

Security Provider
Remote Enable: Permits remote access to the
nqmespace.

Read Security: Permits read-only access to WMI
security information.

Edit Security: Permits read and write access to Protocol Stack
WMI security”information.

Hosting Model
LocalSystem { >

NetworkService Cient } (éﬁ]

4~ localService

Authentication

F'S




I Windows SNMP Security Overview

48

* Based on SNMPv1

* By default, Windows
SNMP support is not
installed

* Uses an SNMP
Community String over
the network in clear text,
which is inherently less
secure

* SNMP security is not
directly tied to Windows
Local or Domain security
credentials

June 2008
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162 |3

Trap
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I c

Get
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Get-Next

Set
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SNMP

SNMP v1 Basic Operations and Features
Get | Used by the NMS to retrieve the value of one or
more object instances from an agent
GetNext | Used by the NMS to retrieve the value of the next
object instance in a table or a list within an agent
Set | Used by the NMS to set the values of object
instances within an agent.
Trap | Used by agents to asynchronously inform the
NMS of a significant event.
SNMP v2 | Additional Operations and Features
GetBulk | Used by the NMS to efficiently retrieve large
blocks of data.
Inform | Allows one NMS to send trap information to
another NMS and to then receive a response.
SNMP v3 | Security Enhancement

User-based Security Model (USM) for SNMP
message security.

View-based Access Control Model (VACM) for
access control.

Dynamically configure the SNMP agents using
SNMP SET commands.
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Windows Management Instrumentation

What is it WMI?

Microsoft’s framework for
supporting WBEM standards

Based on Windows OS

security

Supported by DCOM and
WS-Management transports

Part of Microsoft OSes and
being established by
Microsoft as their
management standard

50 June 2008

Customer Benefits

Security integrated with
Windows security

Broad set of standard
management information

Integrated with Windows
OSs




HP Insight Management WBEM Providers

Deployment

i
_ | - -
s

SmariStart Home

WBEM Providers Bundle T
The WMI Providers—server, storage, and i R —
network—are packaged as a Smart Component s S
that enables you to install, uninstall, and control the s
version of the WMI Providers as a single entity.
| Mhain L
Perform pre-installation checks: S g R —
Ui Tve SmamBiart Asseted Pah 16 Liunch wbbtat 15 dagnass poel sawe,  Fnd out What's i s Bes werkitn
mfwﬁ‘&?m::' :;?"m‘htm;um i :mumeBmh;u?rﬁf

Be sure that the target server is on the supported | =i

hardware list.
Be sure that the target server has a supported EEIEE Lo L

OS installed.
Be sure that the target server has the appropriate
HP software dependencies installed. e ———

[ S

The PSP must be installed before the WMI
support bundle.

The WMI Providers can be uninstalled —
using the Windows® Add or Remove - = =
Programs interface. B e
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WBEM Quick Overview

eb-Based Enterprise Management (WBEM) is a set of management
and Internet standard technologies developed to unify the
management of enterprise computing environments.

WBEM is a set of technology specifications:

, DMTF , + CIM: The Common Information Model (CIM) is a
- distributed management task force, inc. . . .
conceptual information model for describing

managed elements that are not specific to a
particular implementation. Current version of CIM

Data Description < > CIM Operation is version 2.8, version 2.9 pending.

CIM Over HTTP CIM Operations over HTTP: This specification
/\ defines a set of operations on the CIM data model

-

(Query Properties, Receive Alerts,
Control/configuration).

« xmICIM: Specification for the encoding the CIM
data model in XML. This specification also include
operations performed on the data model (Query
Properties, Receive Alerts, Control/configuration).

\/ \/ * HTTP: Defined as the standard transport for
xmICIM < > HTTP WBEM management data.
Encoding Transport

DMTF Board Members. 3Com, BMC, Cisco, Dell Computer Corp., Hewlett-Packard Company, IBM/Tivoli
Systems, Inc., Intel Corporation, Microsoft Corporation, NEC Corporation, Novell, Oracle, Sun Microsystems, |

nc.
Symantec Corporation (éﬁ]
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