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Compaq Smart Array 431 Controller
Hardware Fault Tolerance vs. Software
Fault Tolerance

Abstract: This paper focuses on the Compaq Smart Array 431
Controller in comparison with software RAID productsin the
market.

In the ever-growing world of server storage, finding the right
solution for low cost storageis often a difficult decision for the IT
manager. No matter how big or small the company, managing and
protecting data is crucial to the organization’s success. Making sure
users have continuous access to business critical data has become
today’'sIT challenge shared by the entire business community.

In light of this need to protect business critical data, Compaq
continues to design a variety of fault tolerant solutions with the
customer in mind. One of these products is the Compag Smart Array
431 Controller.

The Smart Array 431 Controller is a hardware-based RAID solution
devel oped to:

?  Reduce the storage purchase cost and total cost of ownership
over thelife of the server

? Decrease the difficulties associated with complex technol ogy
? Maximize data performance

This paper will illustrate the vast differences and advantages of the
Compag hardware RAID solution as compared to competitive
software products. These differences include Ease of Use, Data
Performance, and Total Cost of Ownership — all of which point to the
Smart Array 431 Controller as the product of choice for an entry
level server storage solution.
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Notice

© 2000 Compag Computer Corporation
Compag and Compaq Insght Manager, registered in U.S. Patent and Trademark Office.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation. Intel, Pentium,
and Xeon are trademarks of Intel Corporation in the United States. All other product names
mentioned herein may be trademarks or registered trademarks of their respective companies.

Confidential computer software. Valid license from Compag required for possession, use or
copying. Consistent with FAR 12.211 and 12.212, Commercial Computer Software, Computer
Software Documentation, and Technical Data for Commercial Items are licensed to the U.S.
Government under vendor's standard commercial license.

Compag shall not be liable for technical or editorial errors or omissions contained herein. The
information in this document is subject to change without notice.

Theinformation in this publication is subject to change without notice and is provided “ AS IS’
WITHOUT WARRANTY OF ANY KIND. THE ENTIRE RISK ARISING OUT OF THE USE
OF THISINFORMATION REMAINSWITH RECIPIENT. IN NO EVENT SHALL COMPAQ
BE LIABLE FOR ANY DIRECT, CONSEQUENTIAL, INCIDENTAL, SPECIAL, PUNITIVE
OR OTHER DAMAGES WHATSOEVER (INCLUDING WITHOUT LIMITATION,
DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION OR LOSS OF
BUSINESS INFORMATION), EVEN IF COMPAQ HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. THE FOREGOING SHALL APPLY REGARDLESS OF
THE NEGLIGENCE OR OTHER FAULT OF EITHER PARTY AND REGARDLESS OF
WHETHER SUCH LIABILITY SOUNDSIN CONTRACT, NEGLIGENCE, TORT, OR ANY
OTHER THEORY OF LEGAL LIABILITY, AND NOTWITHSTANDING ANY FAILURE OF
ESSENTIAL PURPOSE OF ANY LIMITED REMEDY.

The limited warranties for Compaq products are exclusively set forth in the documentation
accompanying such products. Nothing herein should be construed as constituting a further or
additional warranty.

Printed in the United States
First Edition

WWWV. conmpag. com
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Various RAID implementations

Although there are numerous variations of RAID (Redundant Array of Independent Disks)
systems available, there are two fundamental approachesto providing “fault-tolerant” data
security. Thefirst approach, hardware RAID, uses a dedicated hardware array controller with its
own dedicated microprocessor, memory, and SCSI channel. Dating back to 1989, Compaq has
pioneered the hardware approach to fault tolerance in the Winte market. The second approach to
providing fault toleranceis strictly through the use of software RAID features found in some
operating systems.

Smart Array Family Advantages

All Compag Smart Array Controllers share the Smart Array Family Advantages. These
advantages include:

?  Data compatibility between Smart Array Controllers
Consistent configuration tools

Cons stent management tools

Pre-Failure Warranty for disk drives'

Snapshot backup — with StorageWorks Virtual Replicator

NN N NN

Design integration by Compag on Compagq platforms

Compaq Integrated Smart Array Controller

The Compag Integrated Smart Array Controller isan entry-level, embedded product that provides
alower cost of ownership than using software RAID. Used on the ProLiant DL380 as a standard
for internal drives and the ProLiant ML370 as an option, the Compaq Integrated Smart Array
Controller also features the Smart Array Family Advantages. When a customer is ready to
upgrade from the Compaq Integrated Smart Array Controller to another Compagq array controller,
the new array controller is simply plugged in. The new controller automatically recognizesthe
server array configuration previoudy used and begins providing RAID. Thereisno easier
upgrade processin the industry.

! Certain restrictions and exclusions apply. Requires that servers use Compaq Insight Manager in order to implement Pre-Failure
aerting. Call the Compaq Product Information Center at 1-800-345-1518 for more details.
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Compaq Smart Array 431 Controller

One upgrade example and one of the milestones in the Compagq RAID story isthe

Smart Array 431 Controller. In addition to the Smart Array Family Advantages, the Smart Array
431 Controller has several key strengths that are NOT featured in software RAID
implementations found in popular operating systems:

?

NN ) Y ) NN

Powerful yet user-friendly management software

Automatic Data Recovery (ADR) — no user software interaction required to start rebuild
Hot Plug Drive Support (RAID-1 and RAID-5)

Support for Compag Insight Manager

Pre-Failure Notification and Warranty replacement for failed drives®

Fully tested and integrated to run with Compaq ProLiant servers

Full-featured RAID optionsincluding RAID levels0, 1, 0+1, and 5

SCSI channels reside on the board - efficient access to data

Software RAID Strengths

The greatest strength of software RAID isthat it is considered "free’ with the purchase of an
operating system. However, this can be a misleading perception. Thereal cost of software RAID
is not the cost to purchase the fault tolerance — it is the cost in performance, management, and the
cost of training Information Technol ogists to maintain a software RAID system. In many ways,
software RAID’ s perceived greatest strength is also its greatest weakness.

Different operating systems (OS) support various features and have different limitations; the list
below illustrates the weaknesses of one specific implementation:

Microsoft Windows NT RAID Weaknesses

NN ) Y ) NN

)

Limited support for RAID-1 only (only supports 1+1 drive mirroring)

No hot-plug drive support for RAID-5

No support for on-line spares

Cannot boot from RAID-5 array (must have additional drive/controller to boot)
Limited performance

Server CPU utilization increases (particularly in “degraded mode”)

Dependant upon addition of SCSI controller to obtain higher performance provided by SCSI
disk drives (adds to cost of server)

Requirestrained IT professionals to manage (not for new or untrained professionals)
Must interrupt the server CPU to service each 1/0O (higher CPU utilization occurs here)

No support for array expansion

2 Certain restrictions and exclusions apply.
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IMPORTANT: Lack of knowledge and correct procedures could easily result in dataloss. If a
user reboots the server before afailed driveis replaced, the server may not reboot at all.

IMPORTANT: Management of the array: While everything eselisted on thislist could be
significant to any given user, the lack of user-friendly and easy-to-use configuration utilities
could be the biggest resource drain and cost of maintaining data integrity. Learning how to cope
with a drive failure/replacement could cost more than a hardware array controller could.

Cost of Ownership for software RAID

Software RAID implementations are most often found simply to be features of operating systems,
such as Microsoft Windows NT and Novell NetWare. These added features in the OS, while
inexpensive to “purchase,” can be very expensive to configure, manage, and actually use day to
day. Thetotal cost of ownership associated with a software RAID implementation is often found
to be a much more significant investment than the cost of competitive hardware that is designed
to be dedicated to the task of managing and protecting server data. A few of the areas of software
RAID ownership cost includes:

Experienced IT personnel time and resources to configure the array
IT personnel time and resources to add storage capacity to the array

Day-to-day performance characteristics

NN NN

Performance during a drive failure condition (significant additional burden is placed on a
server operating in a degraded mode with software-based RAID products)

? IT personnel time and resources to replace a failed drive and rebuild data from the remaining
drives

? Time and expense related to an unexpected drive failure with no Pre-Failure notification

Note: Ownership costs begin at the time of purchase. According to technology industry analysts,
only a small percentage of the total cost is actually related to the purchase cost, but the true cost
of any implementation begins with the configuration and does not end until the systemis
discarded.
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Smart Array 431 Controller vs. Software RAID
Performance

Figure 1. Max I/Os of Smart Array 431 Controller
vs. Software RAID
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? Figure 1 above demonstrates that the Compaqg ProLiant Smart Array 431 Controller is
21% faster than Software RAID when measuring Max 1/Os and utilizing RAID 5 with 4 hard
drivesand 1 logical drive.

? Figure 2 below demonstrates that the Smart Array 431 Controller is 158.7% faster when
measuring 64K Sequential Reads and 158.3% faster than Software RAID when measuring
Max MB and utilizing RAID 5 with 4 hard drives and 1 logical drive.

Figure 2. 64K Sequential Reads and MaxMB of Smart Array 431
Controller vs.
Software RAID
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Conclusion

Summing up all the pieces of the landscape that compose the Compag hardware RAID solution, it
iseasy to seethat if a customer’s need is one of performance, cost of ownership, manageability,
and data integrity, the clear choiceis the Compag Smart Array 431 Controller. Software RAID
solutions can be nice features of the operating systems, but tend to be much more expensive to
use, maintain, manage, and often more expensive to actually purchase.
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