HP StorageWorks Reference Information Storage System—
Designed to Assist Financial Services Organizations
Comply with Email Retention Requirements

SEC 170-4, NASD 3010, and NASD 3110 Regulations

hp

TOAIGEE QUAIENCE. ...ttt ettt ettt ettt et e et e e bt e et e e st e e esb e e eab e e e bt e e bt e e e nbeeeaneeebeeeneeen 2
OVBIVIEW ... 2
SEC RUIE 1704 1.ttt et et ettt 3
Compliance issue 1: records PreSErVAON ............eiuieiiie ittt ettt et et et et et et e et e e et e eeaeeeeneeaeeeenes 3
Compliance issue 2: acceptable Media...........cccuiiiiiiiii e 4
Compliance issue 3: quality VErFICOHON .....c.uiiiiiiiiiieii et 5
Compliance issue 4: record duplication and time-dating.........ccueiiiiiiiiiiie e 6
Compliance issue 5: downloadable records ..............ooiiiiiiiiiiiiie e 6
Compliance issue 6: micrographic and electronic storage availability ... 6
Compliance issue 7: facsimile availability ............ccooiiiiiiii 7
Compliance issue 8: separate storage of duplicate records..........oouiiiiiiiiiiiiii e 7
Compliance issue 9: organizing and indexing of reCcords ............ooiuiiiiiiiiiiiiii e 7
Compliance issue 10: audit system of accountability..............cocuiiiiiiiiiiiiiiiii e 8
Compliance issue 11: records ACCess MAINIENANCE. ... ....eiitiiiiiie it et et ettt et et et ee et e e eeeeaneee e 9
Compliance issue 12: third-party access filing.........c..ooiiiiiiiiiiiii e 9
NASD conduct rules 30T0 and 3TT0 OVEIVIEW ......cccuiiiiiiiiiiiiiiiii e 9
RISS provisions for meeting NASD 3070 (SUPEIVISION) .....c.vievieiieiieiieitieeteeetee ettt ettt ettt sieeeeeeeaeeneas 10
Challenge 1: manual management oversight procedures.............ooueiiiiiiiiieiiie e 10
Challenge 2: automated pre-review and quarantining oversight procedures.............cccoooiieiiiiiiiiiniiieiieeen 10
Challenge 3: automated post-review management oversight procedures..............ceoviiiriiiniiiniieeniieneeeen 11
RISS solutions for meeting both NASD 3010 and NASD 31710 ..ciiuiiiiiiieiieeeiie et 11
ComplianNCe iSSUE T: rECOTAS GECESS ....ovviiiiiiieiii et ettt ettt ettt ettt ettt et et e et e et e et e e st e e e nteeenseeennee s 11
Compliance issue 2: downloadable records ..............cccuiiiiiiiiiiiii e 11
Compliance issue 3: records review of imaged docUMENts .............ccuiiiiiiiiiiiii e 12
Compliance iSSUE 4: SYSTEM SECURIY ....eiutiiitieetit ettt ettt ettt ettt et e et e et e et e e et e anbeeeneeeenneeenneens 12
Compliance issue 5: records access apProval............cocuiiiiiiiiiiiiiiii e 12
Compliance issue 6: PASSWOTd ProtECHON ....ceitiiiiiieiiie ettt ettt e s 13
Compliance issue 7: system policies MAiNtENANCE .....oouviiiiiiiiiii ittt 13
Compliance issue 8: POlICIES FEVIEW .........iiiuiiiiiiieiiii ettt ettt ettt ettt et ettt e et e e ee e e enae s 13
SUMITIATY e 13
REFEIENCES ...ttt 14
FOr MOTE INFOrMOHON ...ttt ettt et ettt 14



Target audience

This white paper is written for professionals in financial service organizations who manage
messaging and document solutions and who must ensure that their organization complies with
regulations to maintain access to email for an extended period. The content is aimed specifically at
those professionals in organizations who must implement processes and solutions to comply with the
email retention sections of regulations and rules of the Securities and Exchange Commission (SEC)
and National Association of Securities Dealers (NASD).

Overview

Email has become the de-facto standard for communication for both business and government. Today,
emails are no longer a few lines of text, instead they are frequently complex, business-critical
documents that contain proposals, bids, contracts, legal agreements, and other vital information. The
accumulated emails and, to an increasing extent, instant messages (IMs) now account for a large part
of an organization’s corporate memory. Email, IMs, and other types of electronic business
communications must be preserved as sent and received and be readily accessible to comply with an
increasing number of legal and industry regulations.

The following is a sample of regulatory requirements across multiple industries that require email to be
preserved and if required produced in a verifiable unaltered state:

« Brokerage firms: SEC Rule 17a-3 and 17a-4; NASD 3010 and 3110

» Healthcare: HIPPA/HIPAA

* Defense: DOD - 5015.2 standards

» Pharmaceutical: FDA — Title 21, Part 11

+ Telecommunications: FCC — Title 47, Part 2

+ Banking: FDIC, OCC

+ General business oversight: Sarbanes-Oxley Act

This white paper focuses on the requirements of the SEC and NASD regulations, in particular SEC
Rules 170-3 and 17a-4 and NASD Rules 3010 and 3110. Many other current message and
document retention regulations for the financial services industries are based on these SEC and NASD
rules. Many of the features described here are relevant to the requirements of other regulations in
other industries worldwide.

The relevant SEC regulations are covered first, then the NASD regulations. For each section covered,
it is described how features designed into the HP StorageWorks Reference Information Storage
System (RISS) assist the storage administrator and compliance officer to meet or exceed the
requirement of the regulation.



SEC Rule 170-4

The SEC is the governing body that registers, regulates, and oversees brokerage firms, transfer
agents, and clearing agencies as well as the United State’s securities self-regulatory organizations.
This includes the New York Stock Exchange, the American Stock Exchange, and the NASD, which
operates the NASDAQ system.

The SEC has published a series of general rules and regulations that apply to the financial services
industry. The SEC rule that applies to record preservation is Rule 17a-4, “Records to Be Preserved by
Certain Exchange Members, Brokers and Dealers.” SEC 17a-4 has become the record preservation
rule on which many other record preservation regulations are based. This part of the white paper
includes compliance issues found in Rule 17a-4 and the release “SEC Interpretation: Electronic
Storage of Broker-Dealer Records” [Release No. 34-47806] from 2003, followed by the
accompanying section of the rule, and the RISS feature or capability that facilitates meeting the SEC
requirement.

Compliance issue 1: records preservation

“c. Every such member, broker and dealer shall preserve for a period of
not less than 6 years after the closing of any customer’s account any
account cards or records which relate to the terms and conditions with
respect o the opening and maintenance of such account.

d. Every such member, broker and dealer shall preserve during the life of
the enterprise and of any successor enterprise all partnership articles
or, in the case of a corporation, all articles of incorporation or charter,
minute books and stock certificate books.

e. Every such member, broker and dealer shall maintain and preserve in
an easily accessible place:

1. All records required under paragraph (a)(12) of Rule 17a-3 until at
least three years after the ‘associated person’ has terminated his
employment and any other connection with the member, broker or
dealer.

2. All records required under paragraph (a)(13) of Rule 17a-3 until at
least three years after the termination of employment or association
of those persons required by Rule 17f-2 to be fingerprinted; and

3. All records required pursuant to paragraph (a)(15) of Rule 17a-3
for the life of the enterprise.

4. All records required pursuant to paragraph (a)(14) of Rule 17a-3
for three years.”!

The SEC has interpreted this as: “It would be prudent to configure such a storage system so that
records input without an expiry or a retention period, by default, would be assigned a permanent
retention period.”?


http://www.law.uc.edu/CCL/34ActRls/rule17a-4p5203

RISS solution—Fully supported. Data stored to the HP StorageWorks Reference Information Storage
System can be retained for customer-selectable periods of time on a per-domain basis. By default,
records are retained indefinitely.

Note: Not only must the compliance solution protect the data that is specified by the SEC rules, but
also the complete storage system index and metadata must have the same dual copy redundancy.
Additionally, a true compliance solution should have the same level of security against tampering of
the index and metadata as of the data itself to be a true enterprise-class compliance storage solution.
No other offering in the market can offer the end-to-end security and protection of the HP
StorageWorks Reference Information Storage System.

Compliance issue 2: acceptable media

“f. The records required to be maintained and preserved pursuant to Rule
17a-3 and Rule 17a-4 may be immediately produced or reproduced on
‘micrographic media’ (as defined in this section) or by means of
‘electronic storage media’ (as defined in this section) that meet the
conditions set forth in this paragraph and be maintained and preserved
for the required time in that form.

1. For purpose of this section:

i) The term micrographic media means microfilm or microfiche, or
any similar medium; and

i) The term electronic storage media means any digital storage
medium or system and, in the case of both paragraphs (f)(1)(i)
and (f)(1)(ii) of this section, that meets the applicable conditions
set forth in this paragraph (f).

2. If electronic storage media is used by a member, broker, or dealer, it
shall comply with the following requirements:

i) The member, broker, or dealer must notify its examining authority
designated pursuant to section 17(d) of the Act prior to employing
electronic storage media. If employing any electronic storage
media other than optical disk technology (including CD-ROM), the
member, broker, or dealer must notify its designated examining
authority at least 90 days prior to employing such storage media.
In either case, the member, broker, or dealer must provide its own
representation or one from the storage medium vendor or other
third party with appropriate expertise that the selected storage
media meets the conditions set forth in this paragraph (f)(2).

i) The electronic storage media must:

A. Preserve the records exclusively in a non-rewriteable,
non-erasable format;”!




The SEC has interpreted this as: “A broker-dealer would not violate the requirement in paragraph
(H(2)(ii)(A) of the rule if it used an electronic storage system that prevents the overwriting, erasing or
otherwise altering of a record during its required retention period through the use of integrated
hardware and software control codes.”?

RISS solution—This requirement is fulfilled by the following options based on the requirements and the
customer’s compliance strategy. The actual option chosen is the decision of the customer based on the
customer’s legal interpretation of the rules.

» Requirement—Data stored to the HP StorageWorks Reference Information Storage System (email,
files, documents, and so on) is not modifiable in the RISS environment nor is remote access possible
for editing, modification, or deletion. This makes the RISS a combination software-hardware write-
once read-many (WORM) device.

* Meets Intent of the Rule—With the HP StorageWorks Reference Information Storage System, digital
signature compliance option, RISS digital signatures that validate the integrity of the archived data
are written fto WORM media.

* Meets Letter of the Rule—With the HP StorageWorks Reference Information Storage System, digital
signature backup and compliance option, RISS provides the capability to write all digital signatures
and data to WORM media if desired.

Note: The SEC 17a-4 requirements and the clarification require broker-dealers to capture records on
WORM media. Before the clarification, this WORM technology had to be a traditional WORM
technology, typically based on optical or magneto-optical technology. The clarification now allows a
tamper-proof combined software-hardware solution based on rewriteable magnetic disk as long as
that solution prevents data manipulation and access into the system internals. The HP StorageWorks
Reference Information Storage System solution meets these requirements.

Compliance issue 3: quality verification

“f.2.ii.B. Verify automatically the quality and accuracy of the storage media
recording process;”"

RISS solution—The following capabilities of the HP StorageWorks Reference Information Storage
System fulfill this requirement:

« Writes are verified by confirming that the data is identical on both the primary and secondary
storage smart cell (storage media).

* The HP StorageWorks Reference Information Storage System digital signature contains a hash and
timestamp of the information stream and archived object. The integrity of the stored information is
verified for each read operation using the digital signature.

» The HP StorageWorks Reference Information Storage System provides a WORM digital signature

validation capability. This provides a complete validation of the accuracy of the recording process
and guarantees the integrity of the message/obiject.



Compliance issue 4: record duplication and time-dating

“£.2.ii.C. Serialize the original and, if applicable, duplicate units of storage
media, and time-date for the required period of retention the information
placed on such electronic storage media;”!

RISS solution—The following capabilities of the HP StorageWorks Reference Information System fulfill
this requirement:
« Serializes all objects stored inside the RISS and on duplicate backup media or replicated systems.

« Supports remote backup capabilities or offsite backup media support to meet SEC offsite copy
requirement.

« Can provide a completely duplicated remote system by provisioning the storage mirror at a remote
site.

Compliance issue 5: downloadable records

“f.2.ii.D. Have the capacity to readily download indexes and records
preserved on the electronic storage media to any medium acceptable under
this paragraph (f) as required by the Commission or the self-regulatory
organizations of which the member, broker, or dealer is a member.”"

RISS solution—Fully supported. The HP StorageWorks Reference Information Storage System provides
secure access fo data and query results. These results can be stored in a secure RISS database or
copied to media such as CD, paper, or magnetic media in industry-standard formats.

Compliance issue 6: micrographic and electronic storage availability

“f.3. If a member, broker, or dealer uses micrographic media or electronic
storage media, it shall:

i) At all times have available, for examination by the staffs of the
Commission and self-regulatory organizations of which it is a
member, facilities for immediate, easily readable projection or
production of micrographic media or electronic storage media
images and for producing easily readable images.”"

RISS solution—Fully supported. The HP StorageWorks Reference Information Storage System can
recover documents near-instantaneously and the recovered documents are readable through a wide
range of options, including web browser, email client, printed hard copy, and optical or magnetic
media.



Compliance issue 7: facsimile availability

“f.3.ii) Be ready at all times to provide, and immediately provide, any
facsimile enlargement which the Commission or its representatives may
request.”’

RISS solution—Fully supported.

Compliance issue 8: separate storage of duplicate records

“f.3.iii) Store separately from the original, a duplicate copy of the record
stored on any medium acceptable under Rule 17a-4 for the time
required.”’

RISS solution—The following capabilities of the HP StorageWorks Reference Information Storage
System fulfill this requirement:

« Supports remote backup capabilities or offsite backup media support to meet SEC offsite copy
requirement.

« Can also provide complete system duplication by replicating all data to another HP StorageWorks
Reference Information Storage System located at a remote site.

Compliance issue 9: organizing and indexing of records

From Section f.3.iv

u

+ Organize and index accurately all information maintained on both
original and any duplicate storage media.

« At all times, a member, broker, or dealer must be able to have such
indexes available for examination by the staffs of the Commission and
the self-regulatory organizations of which the broker or dealer is a
member.

* Each index must be duplicated and the duplicate copies must be stored
separately from the original copy of each index.

« Original and duplicate indexes must be preserved for the time required
for the indexed records.”!




RISS solution—The following capabilities of the HP StorageWorks Reference Information Storage
System fulfill this requirement:

+ All documents stored in the HP StorageWorks Reference Information Storage System can be fully
indexed on both the onsite and offsite storage media.

* Document indexes can be replicated to a remote site.

 Document indexes can be replicated at a remote site.

+ Document indexes can be stored both locally and offsite for any period of time.

Compliance issue 10: audit system of accountability

“f.3.v) The member, broker, or dealer must have in place an audit system
providing for accountability regarding inputting of records required to be
maintained and preserved pursuant fo Rule 17a-3 and Rule 17a-4 to
electronic storage media and inputting of any changes made to every
original and duplicate record maintained and preserved thereby.

A) At all times, a member, broker, or dealer must be able to have the
results of such audit system available for examination by the staffs
of the Commission and the self-regulatory organizations of which
the broker or dealer is a member.

B) The audit results must be preserved for the time required for the
audited records.”!

The SEC has interpreted this as: “The audit procedures for a storage system using integrated software
and hardware codes to comply with paragraph (f) would need to provide accountability regarding
the length of time records are stored in a non-rewriteable and non-erasable manner.”?

RISS solution—The following capabilities of the HP StorageWorks Reference Information Storage
System fulfill this requirement:

« RISS provides an audit capability that records the inputting (storage) of and changes to records
performed on the HP StorageWorks Reference Information Storage System.

+ Audit records can be maintained for any period of time as required by the customer.

« Audit records can be backed up to nontamperable media.



Compliance issue 11: records access maintenance

“f.3.vi) The member, broker, or dealer must maintain, keep current, and
provide promptly upon request by the staffs of the Commission or the self-
regulatory organizations of which the member, broker, or broker-dealer is
a member all information necessary to access records and indexes stored
on the electronic storage media; or place in escrow and keep current a
copy of the physical and logical file format of the electronic storage media,
the field format of all different information types written on the electronic
storage media and the source code, together with the appropriate
documentation and information necessary to access records and indexes.”!

RISS solution—Fully supported. The HP StorageWorks Reference Information Storage System can
provide current data formats and data to the customer. There are several ways to do this; for email,
the simplest being an administrator with compliance officer privileges uses the web interface to output
records to a .PST file.

Compliance issue 12: third-party access filing

“f.3.vii) For every member, broker, or dealer exclusively using electronic
storage media for some or all of its record preservation under this section,
at least one third party (‘the undersigned’), who has access to and the
ability to download information from the member's, broker’s, or dealer’s
electronic storage media o any acceptable medium under this section,
shall file with the designated examining authority for the member, broker,
or dealer the following undertakings with respect to such records:**"

*The following information was omitted because it pertains specifically to
the responsibilities of the third parties.

RISS solution—Fully supported. The HP StorageWorks Reference Information Storage System can
provide current data formats and data to a third-party escrow agent.

NASD conduct rules 3010 and 3110 overview

The review and archiving of email is a regulatory requirement for firms in the financial services
industry, and, for many of these firms, all communications with the public are subject to compliance
with the NASD Conduct Rules. NASD Conduct Rule 3010 (Supervision) requires member firms to
supervise the activities of each registered representative. The supervisory responsibility of the member
firm covers the use of email, group email, bulletin boards, chat rooms, and websites when it relates to
the firm’s business. NASD Conduct Rule 3110 addresses the document storage and accessibility
(Books and Records) requirements for NASD registered representatives, and is largely based on the
SEC 17a-4 rules in regards to electronic document storage.

Note: This section provides potential options that a RISS customer may use to comply with NASD
compliance rules. The actual method chosen and deployed is the decision of the customer’s legal
counsel and compliance officers.



RISS provisions for meeting NASD 3010 (Supervision)

While NASD makes it quite clear what type of information is required in the supervisory procedures,
it leaves substantial flexibility in how compliance with the rule is implemented. Financial institutions
often design and implement specific pre- and post-review capabilities (one or both) to satisty their
interpretation of NASD Supervision rules. Following are the challenges of these options and the RISS
solution for each.

Challenge 1: manual management oversight procedures

Some financial institutions implement manual management supervision procedures to fulfill their NASD
supervisory requirements. While in smaller environments, manual post-review surveillance of email
may be adequate; in larger financial institutions it becomes impractical.

RISS solution—The HP StorageWorks Reference Information Storage System supports both pre-review
and post-review email surveillance capabilities, offering organizations a wide range of surveillance
options to meet their business requirements.

Challenge 2: automated pre-review and quarantining oversight
procedures

Compliance workflow applications can identify and flag email content that could raise legal and
compliance issues. Workflow applications typically run on the email server and review incoming and
outgoing messages and attachments, retain a permanent record of the results, and track all associated
events. Due to the processing overhead involved with compliance workflow applications, they are
often only enabled for specific projects or in sensitive financial transactions.

RISS solution—The HP StorageWorks Reference Information Storage System provides a major
component of a NASD compliance solution for pre-review oversight and surveillance. When
combined with a compliance workflow application, the solution can review incoming and outgoing
messages and attachments, flag and/or quarantine specific messages that could raise legal or
compliance concerns, retain a permanent audit record of the results, and track all associated events.

Of course, all post-review capabilities specified would be fully supported also.

While HP does not partner with or endorse any specific compliance workflow application for RISS,
there are several available in the marketplace that can be integrated with RISS software solutions to
provide an overall pre-review surveillance solution.
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Challenge 3: automated post-review management oversight procedures

Automated post-review supervision uses automated query and archival systems to identify and flag
email content that could raise legal and compliance issues. Note that post-review solutions identify
issues affer the fact; they are not part of the actual realtime workflow.

RISS solution—The HP StorageWorks Reference Information Storage System provides NASD
compliance solution for post-review oversight and surveillance:

* Email and documents are archived, indexed, and replicated remotely per SEC 17a-4 and NASD
3110 requirements.

+ Documents can be rapidly queried and retrieved and are readable through a wide range of
options, including web browser, email client, printed hard copy, and magnetic media.

« Post-review supervision policies and criteria can be manually or automatically initiated.

RISS solutions for meeting both NASD 3010 and
NASD 3110

This section includes brief summaries of the compliance requirements of NASD 3010 (Supervision)
and 3110 (Books and Records), followed by the feature or capability of the HP StorageWorks
Reference Information Storage System that supports the NASD requirement.

Compliance issue 1: records access

Summary—The system must allow NASD examining staff immediate access
to required records and documents.

RISS solution—Fully supported. The HP StorageWorks Reference Information Storage System can
recover documents near-instantaneously and make them readable through a wide range of options,
including web browser, email client, hard copy, and magnetic media.

Compliance issue 2: downloadable records

Summary—The system must allow NASD examining staff to download and
print hard copies of required records and documents.

RISS solution—Fully supported. The HP StorageWorks Reference Information Storage System can
recover documents near-instantaneously and are readable or downloadable through a wide range of
options, including web browser, email client, hard copy, and magnetic media.
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Compliance issue 3: records review of imaged documents

Summary—The system must allow NASD examining staff to review copies
of all relevant imaged documents and will provide an audit trail of
principals who reviewed the customer accounts and orders.

RISS solution

« The HP StorageWorks Reference Information Storage System can recover relevant imaged
documents near-instantaneously and are readable or downloadable through a wide range of
options, including web browser, email client, hard copy, and magnetic media.

* Audit records can be maintained for any period of time as required by the customer.

Compliance issue 4: system security

Summary—The system must store all required records and documents on a
secured server, which will operate in a redundant, multi-server environment
to ensure the integrity of the data.

RISS solution—The HP StorageWorks Reference Information Storage System:
» Supports remote backup capabilities or offsite backup media support to meet SEC and NASD offsite
copy requirements.

« Can provide a completely duplicated remote system by provisioning the storage mirror at a remote
site.

» Incorporates a wide range of security capabilities, including (but not limited to) firewalls,
encryption, and password protection to protect against external and internal security threats.

Compliance issue 5: records access approval

Summary—The system and operational/organizational policies and
procedures must allow the system to be used only by those individuals who
have been approved and only at the level of access for which those
individuals have been approved.

RISS solution—Fully supported. The HP StorageWorks Reference Information Storage System provides
access control list (ACL) security to every repository, which enables organizations to restrict access to
approved individuals.
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Compliance issue 6: password protection

Summary—If Web-based, the system can only be viewed through a
password-protected and encrypted web browser and the system must
instruct users to change their passwords frequently.

RISS solution—Fully supported. If the browser interface is used, the HP StorageWorks Reference
Information Storage System supports password time limits and HTTPS (secure http) access including
128-bit encryption.

Compliance issue 7: system policies maintenance

Summary—The regulated organization must maintain current written
policies and procedures at each branch office that utilizes and accurately
describes the system, its safeguards, and its operating procedures.

RISS solution—This requirement is procedural and administrative in nature. However, the HP
StorageWorks Reference Information Storage System provides manuals and documentation that
accurately describe the system as well as its safeguards and operating procedures.

Compliance issue 8: policies review

Summary—The regulated organization must periodically review the
policies, procedures, and operations to ensure conformance with changes
and enhancements in policies and procedures.

RISS solution—The HP StorageWorks Reference Information Storage System assists the customer with
system and enhancement documentation and training to help the customer comply with this
requirement.

Summary

With the HP StorageWorks Reference Information Storage System, storage and retrieval of reference
data has never been easier. This self-contained, self-managing, and faulttolerant system transforms
unstructured reference data into exploitable information. Now you can manage storage costs and
comply with data retention regulations with one solution. Now you can deploy a single, highly
scalable, cost-effective solution to manage excessive reference information.
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For more information

Consult your HP representative or look on the HP website at www.hp.com/go/ILM.
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