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32 255.255.255.255
SNMP
SNMP
enabl e — Administrator
2. norestrict all telnet — Telnet
Telnet

3. snnp-server conmunity world ro—

GET
public

4. snnp-server conmunity nynetmanagers rw—

SET
private
5. snnp-server host 10.1.30.17 version 2 traps —
IP
1
P

10.1.30.0

6. snnp-server host 10.1.30.18 traps — 2

IP
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7. snnp-server sendauthtraps —

8. no snmp-server |inkupdown all — SNMP
/
10/100
Monitor Administrator Telnet CLI
HTTP Web GUI EIA/TIA-232
: Monitor Administrator hp

enabl e — Administrator
Moni t or password j anu$01 — Monitor
Adm n password el ect r @0 — Administrator

4, Restrict consol e —EIA/TIA-232
Monitor
Administrator

1. enabl e — Administrator

Adm n contactinfo name Pat J. Smith, email
pj sni t h@ryst or agenet. com phone 763-555-1117, and pager
763- 555- 7766 —

:admi n contactinfo 1 4
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HA

HA

enabl e — Administrator

2. Show cl uster — HA
HA IP

3. setup cluster —

n HA

n  HA IP

IP
HA
n
n retain

10

yes

HP StorageWorks iSCSI storage router 2122

HA High-Availability

HA

delete
SCSl
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save all bootconfig

enabl e — Administrator
Show syst em—

NTP DNS
IP

Show I P route —

Show SNWP —

Show adm n —

Show cl uster —

Show boot confi g —

Show runni ngconfig —

save system bootconfig

HA

SNMP
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VLAN

VLAN
L] 80
= VLAN 80
L] 80
s VTP VLAN 82
s VTP VLAN 83
n [P 84
L] 84
m SCSl VLAN 85
VLAN CLI Web GUI
CLI Web GUI Web
IP
Help GUI
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VLAN

VLAN 5 6
VLAN
VLAN IEEE 802.1Q
Inter-Switch Link  ISL 802.1Q
VLAN
1. VTP VLAN Trunking Protocol VLAN VTP
VLAN

2. IP

save all bootconfig CLI

4. SCSl SCsl VLAN
8 SCSl
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39 VLAN

VTP #{#A L TVLAN BIZRET S

v FI—VRE: Cisco D&
VTP £—K: Client
VID: BEMICEIYETOND

FToav NSA=8: KAL VA

SR 2122 [FNERER S NI XA v F EVTP
N7y FEXZ#L T, £VLANIZVID #E1Y
LTES,

hp SR 2122

5>7g7

VTP ZEAEYIZVLAN BIZHRET %

v hT—5 B BHORDF—

VTP &—F: Transparent

VID: FEHTHYVHTS

AT a3y 85 4—4: VLAN DLRET, MTUH A X
SR 2122 [FVTP/A Ty F #RET . FVLANIZ
VID #FETHELET,

39: VLAN VTP

HP StorageWorks iSCSI storage router 2122

VLAN

VTP

FEgTEYLATENS:
VID &VLAN D2 il
VLAN 100
VID: 100
4| Engineering

VLAN 200
VID: 200
£ |1 Manufacturing

VLAN 300
VID: 300
£ A1l Finance
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VLAN

VTP VLAN
VTP VLAN Trunking Protocol VLAN
VTP VTP Cisco Systems
VTP  VLAN
VTP VLAN
o VTP Cisco

enabl e — Administrator

2. vtp donmin opus — VTP
opus VTP

none

3. vtp node client — VTP client
transparent VTP client

client VTP
VLAN

. VTP
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VLAN

VTP VLAN
VTP VLAN VTP transparent
VID VLAN MTU maximum transmission unit
VTP VLAN
1. enabl e — Administrator
2. vtp node transparent — VTP transparent
transparent VTP
VLAN client
. VTP

3. vlan 100 or vlan 100 nanme Engi neering and mtusize 9000 — VLAN

VLANID VID VID 1 4095
VLAN Engineering 32
VLAN 4 VID 4 0
VLANO0100
MTU 1500 9000
1500
© VLAN
VLAN
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VLAN

VLAN IP VLAN

1. enabl e — Administrator
2. ip route 10.2.90.285/32 10.2.10.233, interface ge2, and VLAN 100

— P 10.2.90.285/32
255.255.255.255 CIDR
132
1P 10.2.10.233 ge2 VID 100
VID show vl an VID VLAN
VTP VLAN

save all bootconfig

VTP
1. enabl e — Administrator
2. show vtp—VTP 1
1: VTP
- [Storage Router]# show vtp
Configuration Revision . 8
Nunmber of existing VLANs : 4
VTP Operating Mde : dient
VTP Donmi n Nane : opus
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SCSI

VTP

1. enabl e — Administrator

2. show vtp config—VTP 2
2: VTP

- [Storage Router]# show vtp config
vtp node client
vtp donmi n opus

VLAN client VTP
transparent

1. enabl e — Administrator
2. show vl an —VLAN

3: VLAN
-> [Storage Router]# show vl an
VLAN Nane St at us
100 Engi neering active
200 Manufacturing active

VLAN Type MIU Interfaces

100 enet 1500 ge2VLAN1OO
200 enet 1500 ge2VLAN200
VLAN
enabl e — Administrator
2. show vl an config—VTP
4: VLAN

> [Storage Router]# show vlan config
vl an 100 nane Engi neering ntu 1500
vl an 200 nanme Manufacturing ntu 1500

VLAN

VLAN SCSl
scsirouter serverif vlan

HP StorageWorks iSCSI storage router 2122
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SCSl
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SCSI

] 88
m  SCS 93
] 93

] 96
[ ] 98

s FC 102

scs CLI Web GUI
CLI Web GuI
Web IP
Help GuI
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SCSI

SCSI 5 6
VLAN 7 VLAN
VLAN
SCSl
1. SCo
iSCSI IP
2. VLAN VLAN
3. iscsl
SCSl iSCSI
IP
iSCSI IP SCS
iSCSI IP
5. SCSl
iSCSI IP
6.

save all bootconfig CLI
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SCSI

. SCSI /
A scs|
IP iSCSI 5
iSCSI iSCSI readme
iSCSI readme
http://www.hp.com/support
40 SCsl 41
42 SCsSl
VLAN
. SCSI FC SCSI
FC FC
102 FC
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SCSI

SCSI L—T 4 T DERFE% L1=SR 2122

[

[

[

TOER VAR B B—5y RO SCSIN=—TFTA 2T AVRE VR
@7 - <---- TORREHE ----- TIOER
IP7 kL2 H—\ iscsl
CHAP 1—#—% PRI B—47v bk
Fizl&
iSCSI £ /!

@IPRRA M7 FLREBIET H=HIC N
SCSIN—TFT AT A VRAVAHMER
$TAHSR2122H—N A VBT —X,
(b)SCSIN—T 1T A VAR VRA
DHF—IN A 2B TT—RADIP 7 KL R

iSCSI #—%"v % ELUNZIRTE
L. WEXL—C T RLZRIC
RYEVILET,

IP7KFLZX

SNiSCSI
ZEa AN N AN

IP7RR

IP7RR IP7RR

40: SCSI

90

EHEELET, (3> FA—F ELUN)
hp SR 2122 fZETHED v N
2 L= ) Y—RIZ v S
TORTEHIENTED » ~«
IPRR FEEELET, =
. _ T7AINFrRIL
; [(%E4/a71 z:j [ 7 T F)
E ¥
: SCSIL—F 424
! AVRBVRAD

o
e

FCR hL—
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SCSI

SCSIN—F 4V A VRE VR
£ zeus

TOER YR K

£l aegis

CHAP 1—#'—% 12h7b.lab2.webservices

CHAP 1—#—% 52a3c.lab2.webservices

CHAP 1—+#'—% 36a8g.labl.webservices

IP/<X%:10.2.0.23 / 255.255.255.255

IP/ < X%:10.3.0.36 / 255.255.255.255
IP/<X%:10.4.0.49 / 255.255.255.255 >

Y—NAVETI—R —

SCSII—TFT 4 25 4 Y RAH VR zeus A
AR ge2
IP/ % Z%:10.1.0.45/ 255.255.255.0

IP:10.2.0.23
CHAP % 12h7b.lab2.webservices

IP: 10.3.0.36
CHAP 1—#—% 36a8g.labl.webservices

IP: 10.4.0.49

iSCSI 2—#%"w b

SCSIV—T 4 V5 4 Y RB VR zeus A

iSCSI chimaera_apps, LUN 24 [& WWPN 22:00:00:20:37:19:15:05, LUN 0 2% v T&h B
iSCSI chimaera_eng, LUN 17 [& LUNWWN 20:00:00:20:37:19:12:9d (2% v 7&h 3
iSCSI pegasus_web, LUN 3 (£ 1) 7 )L &S LS093221000019451IM5 (2% v TEh B
iSCSI pegasus_email [ WWPN 22:00:00:20:37:19:12:da 2% v T&h b

hp SR 2122 (FEBFEZH L T
SCSI =T 4 VI ERESND

—FCA25871—2

TRTT FLRARER TN REET:
LUNWWN 20:00:00:20:37:19:15:05

WWPN 22:00:00:20:37:19:15:05, LUN 0
1) 7 ILES 1LS092288000019512N3V

FRTT FLATRGT/ M REBT:
LUNWWN 20:00:00:20:37:19:12:9d
WWPN 22:00:00:20:37:19:12:9d, LUN O
1) 7)LES 1LS101990000019411INGQ

TRTT FLRARER T M REED:
LUNWWN 20:00:00:20:37:19:15:2e

WWPN 22:00:00:20:37:19:15:2e, LUN O
1) 7 LES 1LS093221000019451IM5

TFRTT FLRARERTNAA REET:
LUNWWN 20:00:00:20:37:19:12:da

WWPN 22:00:00:20:37:19:12:da, LUN 0
1) 7 LES LS097776000019511C3B

CHAP 1—#'—% 52a3c.lab2.webservices

41: SCSI
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SCSI

SCSIIL—TF 4 I DT % L1-SR 2122

SCSIIN—TFT4 VT A VAR VRA

,,,,,,,,,,,,,,,,,,,,,,,,,,,,, VLAN 200 iSCSI
VID: 200 B—4y b
scsirouter serverif vian A% > KT SCSIV—TFT 42T 4 VRAVRIC
VLAN (VIDTH%E) %#SCSIL— Y BTHNTISCSI 4—4w R,
FAVT A VRBVRIZEIY ST VLANDZ 7 ZRATEBR ML=
E38 TNARERELET,

SCSIN—TFT 49 A VA% VRB

777777777777777777777777 VLAN 100 iscsl
; VID: 100 A=Ky k ;

GbE*f‘/?‘? I—2 774/\'?'?}”/(‘/971—7\

VLANIE$RZGbE 1 4 7 1 —RAT#ER{E
ENB/Nry FTEZET 57-8(2802.1Q
AT ELRENMERSNET,

. : |
| ! i
V' SCSIV—T4 29 4 2RA% VAB ﬁ* SCSIN—TFT 42T A VRB VRA

VLAN 200 | #2E TVLAN 100 A7 7+ 2 " #BETVLAN 200 A7 4 £ 2
: AREGR FL—Y TS R AEBR L= TRAR
. VLAN100 .
42: SCSI VLAN
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SCSI

SCSI
SCSl SCSl
1. enabl e — Administrator
2. SCSl Router zeus — zeus SCSl
1 12
10
SCSl
IP
VLAN VID VLAN
VLAN
SCSl
1. enabl e — Administrator
2. SCSI Router zeus serverif ge2 VLAN 100 10.1.0.45/24 —
ge2 Scsl zeus IP
SCSl IP
10.1.0.45/24
255.255.255.0 CIDR 124
VLAN

VLAN SCSI

enabl e — Administrator

2. SCSlI Router zeus serverif ge2 VLAN 100 10.1.0.45/24 — VID 100
VLAN SCSI zeus
ge2 VLAN SCS
IP 10.1.0.45/24
255.255.255.0 CIDR 124

. VID show vl an VID VLAN

HP StorageWorks iSCSI storage router 2122 93



SCSI

ISCSI
iSCSI iSCSI SCsl
iSCSI iSCSI
iSCSI
iSCSI P
iSCSI
= WWPN LUN 94
s LUNWWN LUN 95
[ LUN 95
= WWPN 96
5:
idinterface | unwwn wwpn tgtid lun vendor product serial nunber
1 fca 20000020371912d5 22000020371912d5 nfa 0  DEC HSG80 LS099969000019511C2H
2 fc4 20000020371912da 22000020371912da nfa 0 DEC HSG80 LS097776000019511C3B
3 fc4 200000203719129d 220000203719129d n/a 0 DEC HSGBOCCL  LS101990000019411NGQ
4 fc4 2000002037191505 2200002037191505 nfa 0 COWPAQ MBAL000 LS101990000019451JM6
5 fc4 20000020371912b2 22000020371912b2 n/fa 0 COWPAQ MBAL000 LS099843000019430RC7
6 fc4 200000203719152e 220000203719152e nfa 0 COWPAQ MBAL000 LS093221000019451IM6
WWPN LUN
iSCSI
1. enabl e — Administrator
SCSI Rout er zeus target chimaera_apps LUN 24 WAPN
22:00: 00: 20: 37: 19:15: 05 LUN 0 — SCSI zeus
iSCSI chimaera_apps LUN 24
WWPN 22:00:00:20:37:19:15:05 LUN O
iSCSI
1. enabl e — Administrator
SCSI Rout er zeus target chinmaera_apps LUN 31
WAPN #? — SCSI zeus iSCSl
chimaera_apps LUN 31 #?
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SCSI

3. SCSI Router zeus target chimera_apps LUN 31

WAPN #4 — 5 4

iSCSI chimaera _apps LUN 31
WWHPN 22:00:00:20:37:19:15:05, LUN O

LUNWWN LUN
iSCS

1. enabl e — Administrator
SCSI Rout er zeus target chimaera_apps LUN 17 LUNWW

22:00:00:20:37:19:12: 9d — SCSl zZeus
iSCSI chimaera_apps LUN 17
LUNWWN 22:00:00:20:37:19:12:9d
iSCSI

1. enabl e — Administrator

SCSI Rout er zeus target chimaera_apps LUN 17
WAPN #7? — SCsl zeus iSCS|
chimaera_apps LUN 17 #?

3. SCSI Router zeus target chimera_apps LUN 17 LUNWWN #3 —
5 3 iSCS|
chimaera_apps LUN 17 LUNWWN
22:00:00:20:37:19:12:9d

LUN
iSCSl

1. enabl e — Administrator
SCSI Rout er zeus target pegasus_web LUN 3 serial nunber

LS093221000019451J M6 — SCsl zeus
iSCSI pegasus web LUN 3
L S093221000019451IM 5
iSCSI

enabl e — Administrator
2. SCSl Router zeus target pegasus_web LUN 3 serial nunber #?—

SCsl zeus iSCSI pegasus_web

LUN 3 #?
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SCSI

WWPN

96

3.

SCSI Rout er zeus target pegasus_web LUN 3 serial nunber #6—

5 6 iSCSl
pegasus web LUN 3 L S093221000019451IM5
iSCS
enabl e — Administrator
SCSI Rout er zeus target pegasus_enai|l WAPN
22:00: 00: 20: 37:19: 12: da— SCSI zeus
iSCSI pegasus_email WWPN
22:00:00:20:37:19:12:da WWPN LUN
iSCSl
enabl e — Administrator
SCSI Rout er zeus target pegasus_enmail WAPN #? — SCSl
zeus iSCSI pegasus_email

#?

SCSI Rout er zeus target pegasus_enail WAPN #2 —
5 2 iSCSI pegasus_email
WWPN 22:00:00:20:37:19:12:da

iSCS
IP IP
IP
CHAP iSCSI
IP iSCSl  -iSCsl iSCS UTF-8

iSCS ID
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SCSI

iSCSl
IP
IP iSCSl
iSCSl IP
SCS| iSCS IP
CHAP
SCSI iSCSI
AAA iScCsl 9
aegis IP ID 3 IP 10.2.0.23 10.3.0.36 10.4.049 CHAP
12h7b.lab2.webservices
enabl e — Administrator
2. accesslist aegis— aegis 31

3. accesslist aegis description “Access to zeus SCSI routing
service” —

4. accesslist aegis 10.2.0.23/32 10.3.0.36/32 10.4.0.49/32—
1P IP 1P
IP
255.255.255.255 CIDR 132

5. accesslist aegis CHAP-usernane 12h7b. | ab2. webservi ces — CHAP
CHAP
AAA

CHAP

accesslist

11
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SCSI

98

IP iSCS
iSCSI 1 iSCS
1 SCSI
IP
iSCS| 1 iSCS|
iSCS
IP 1 iSCS
98
IP 1 iSCSl 98
IP iSCSl
99
IP iSCSI 99
1 iSCSl 99
iSCS 99
IP 1 ISCSI
IP iSCSl 1

enabl e — Administrator

SCSI Rout er zeus target chinmmera_email accesslist aegi s — SCSI
zeus iSCSl
chimaera_email aegis IP

1 iISCSI
IP iSCsl 1

enabl e — Administrator

SCSI Rout er zeus target chimaera_apps accesslist all —SCS
zeus iSCSI chimaera_apps
IP
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2
IP
2.
1 ISCSI
IP
1
2
ISCSI
2

SCSI

IP ISCSI

IP iSCSI

enabl e — Administrator
SCSI Rout er zeus target all accesslist aegis— SCSl

zeus iSCSl
aegis IP
iSCSI
IP iSCSI

enabl e — Administrator

SCSI Rout er zeus target all accesslist all — SCSl
zeus iSCSI IP

iSCS| 1

enabl e — Administrator

SCSI Rout er zeus target chimaera_apps accessli st
none — SCSI zeus iSCSI
chimaera_apps IP

iSCSI IP

enabl e — Administrator

SCSI Rout er zeus target all accesslist none— SCS
zeus iSCSl IP
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SCSI

SCSI
save all bootconfig
1. enabl e — Administrator
2. Show accesslist — 6
3. Show accesslist aegis — IP
7
6:
—> [ SR2122] # show accessl i st

aegi s
hri s- ngmt

7. aegis P

> [SR2122]# show accesslist aegis
accesslist aegis description "Access to zeus SCSI routing service"
accesslist aegis 10.2.0.23/255. 255. 255. 255
accesslist aegis 10.3.0.36/255. 255. 255. 255
accesslist aegis 10.4.0.49/255. 255. 255. 255
accesslist aegis chap-usernane 12h7b.| ab2. webservi ces

SCSl

1. enabl e — Administrator

2. Show scsirouter zeus — SCSl
8

8: SCSI

- [SR2122]# show scsirouter zeus
zeus description "(not set)"
zeus authenticate "none"
zeus primary "none"
zeus proxy server disabled
zeus failover primary "none"
zeus fail over secondary "none"
zeus target naming authority "none"
zeus target log level is not available
zeus target chinmaera_apps description "(not set)"
zeus target chinmera_apps Nane "iqgn. 1987-05. com hp. 00. d3f 8a650c7deacecd97e1812d. chi naera_"
zeus target chinmera_apps enabl ed " TRUE"

100 HP StorageWorks iSCSI storage router 2122



zeus
zeus
zeus
zeus
zeus
zeus
zeus
zeus
"ign
zeus
zeus
zeus

SCSI

target chi maera_apps accesslist "all"

target chimaera_apps lun 24 wwpn "22:00: 00: 20: 37: 19: 15: 05" lun "0" I/F fcil
target chi maera_eng description "(not set)"

target chimaera_eng enabl ed " TRUE"

target chimmera_eng accesslist "all"

target chimaera_eng lun 17 [unwwn "22:00:00: 20: 37:19: 12:9d" I/F fcil

target pegasus_web description "(not set)"

target pegasus_web Nane
.1987-05. com hp. 00. d6bf 2b11ed9c88ce9299ea3f 0961ad94. pegasus_web"

target pegasus_web enabl ed " TRUE"
target pegasus_web accesslist "all"
target pegasus_web lun 3 serial "LS0932210000019451JM6" |/F fcil

HP StorageWorks iSCSI storage router 2122
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SCSI

FC

m  Fabric Address Notification FAN

— auto- gl-port

— eport - /

— f-port - Fabric

— fl-port - Fabric Loop Public Loop

— g-port - Generic  f-port e-port

— gl-port - GenericLoop fl-port e-port g-port
— tl-port - Trandated Loop
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HP
accounting AAA
AAA
| ]

m  iSCS

. AAA

[ 106
[ ]

. AAA

m  iSCS

m  iSCS

iSCsl

104
104

112
112
113

1m

105

108

authentication, authorization and

HP StorageWorks iSCSI storage router 2122
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AAA AAA

CLI Web GUI
CLI Web GUI Web
IP Help
GUI
AAA iSCSl 5
6
SCSl
8 SCSl SCSl
. AAA iSCSI
iISCSI
iSCS SCSl IP
iSCSl iSCSI TCP
iSCSl iSCS iSCSl
CHAP Challenge Handshake Authentication Protocol
AAA
AAA Authentication, Authorization and Accounting Cisco
3
/
AAA
iSCS AAA iSCSI

SCSl
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AAA

iSCSI AAA

RADIUS/TACACS+

AAA
= RADIUS
RADIUS  AAA
RADIUS
m  TACACS+ SCS|

TACACS+ AAA

Windows NT

m  |ocd local-case
local-case

HP StorageWorks iSCSI storage router 2122

AAA
/
RADIUS
RADIUS
TACACS+ TACACS+
TACACS+ UNIX
TACACS+
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iSCSI AAA

1. RADIUS TACACS+

2. AAA
3. iSCsl
4, SCSI iSCSI
5 AAA iSCSI

43 AAA 44
1SCSI AAA

1) E— k RADIUS #—/\ )E— t~ TACACS+ "j-—/\
..

BIEEHM LIS o psword
i HIZLi=H/E. SCSIL—
F4 T4 RE U RIFISCSI password

~ N password
RS A R\MBAAA IS, 1—H—F & Tl B password
RRAD— RAREEAICIRB SN ET, password

AAAIFRREE) A R &L, REEDH T
FHLTEOF—EREEAT S —
PRELET, BEICKKLIBE A %
. BEIEET SN, 1P KR hE RADIUS |TACACS| &Il
A= YY—RATYHERT

EELA,

BIEY—EZ UR b

77777 > AAAREY—ER

SCSIIN—F 42T AVAREVR

A SR 2122
3 A=Y =4

ISCSITCP AT END &,
aA—H—% LR T— KA CHAP

RETRHESETS.
iSCSI K54/ 3
1P b ¥ ‘ .
TARY @ TARY
arhkA— F—oF arvka—3
arvkA—3
A bL

43: iSCS|

106 HP StorageWorks iSCSI storage router 2122



(D)

1) £— FRADIUS H#—/\
IP 10.5.0.53
IP10.6.0.61 "~
#: rad123SN

(D]

1) £— k TACACS+ H#—/\
IP 10.7.0.22
#i2: tacacs123SN %

labserver

foo

\‘ ‘,
NN local
RADIUS |TACACSH #f=I&
local-case
BV —ER UR N

local
group radius
group tacacs+

AAA BRI —E R

(%2}

CSIL—TFT 15 4 VRE UR: zeus

labserver2 foo2

SR 2122
AbL—2 L—4

a2 —4—%&= labserver

1XRA 77— K=foo
iSCSI K54\
fHIPRX

a2 —4—%= labserver2
ISR — F=foo2

iSCSI

44.
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RADIUS

TACACS+

108

RADIUS 108

m  TACACS+ 108
n 109
RADIUS
1. enabl e — Administrator
2. radius-server host 10.5.0.53—AAA RADIUS
IP 10.5.0.53 RADIUS
UDP
1645
3. radius-server host 10.6.0.61 — RADIUS
RADIUS AAA
2 RADIUS IP 10.6.0.61 RADIUS
4. radius-server key radl23SN— RADIUS
RADIUS
rad123SN RADIUS
TACACS+
1. enabl e — Administrator
2. tacacs-server host 10.7.0.22 —AAA TACACS+
IP 10.7.0.22 TACACS+
49
3. tacacs-server key tacacsl123SN— TACACS+
TACACS+
tacacs123SN TACACS+
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CL XXXX

1. enabl e — Administrator

usernane |abserver password foo usernane |abserver2 password
foo2 —

m | abserver foo
m | abserver2 foo02

SCSI

iSCSl
RADIUS TACACS+
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show aaa

usernane "foo" password "9 ea9bb0c57ca4806d3555f 3f 78a4204177a"

] username password
9

"9 ea9bb0c57ca4806d3555f 3f 78a4204177a”

usernane pat f oo
pat
n 0
9
0 9
0
0123 pat

usernane pat password “0 0 123"
9 73Zjm5 | abl

usernane | abl password “0 9 73Zj m5”
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AAA

iSCSl AAA
default

iSCSI AAA

1. enabl e — Administrator
2. aaa authentication iscsi default |ocal group radius group

tacacs+ — default
AAA
AAA RADIUS RADIUS
RADIUS AAA TACACS+
TACACS+ TACACS+
AAA RADIUS TACACS+
local local-case 1
2 1
local local-case
RADIUS TACACS+
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ISCSI

SCSl iSCSl
iSCS AAA
AAA iSCSI default
pass fail
iSCS
1. enabl e — Administrator
2. aaa test authentication iscsi default |abserver foo aaa test

authentication iscsi default | abserver2 foo2 —
AAA default
9

9:

> *[SR2122- MGl] # aaa test authentication iscsi default |abserver foo
Sep 02 14:37:00: aaa: AS_NOTI CE : Auth test request being queued
Sep 02 14:37:00: aaa: AS NOTI CE : Auth test request conplete, status = pass

ISCSI

iSCS SCSl

iSCS
default AAA AAA iSCSl
1. enabl e — Administrator

2. scsirouter zeus authenticate yes — SCsl
zeus SCSl
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save aaa bootconfig save all bootconfig

enabl e — Administrator
show aaa —AAA 10

show scsirouter zeus — SCS| zeus iSCS|

11

save aaa bootconfig —

5. save scsirouter zeus bootconfig — SCS

6. save all bootconfig — 4
save aaa bootconfig 5 save scsirouter bootconfig
10: AAA

> [SR2122- MGl]# show aaa

aaa new node

aaa authentication iscsi default local gro up radius group tacacs+
user name "LabServer" password "9 3b7e1560943b2c3df 73ae16dd8c21406ad"

user nane "LabServer2" password "9
5a034dba7085f 7628852db4637787b3f 9e"

radi us-server
radi us-server
radi us-server
radi us-server
radi us-server
tacacs-server
tacacs-server

HP StorageWorks iSCSI storage router 2122

key "9 4f5e3deda858731566f a8c7f a23d8a5b4d"
ti meout 100

retransmt 3

host 10.5.0.53 auth-port 1645

host 10.6.0.61 auth-port 1645

key "9 10d2a453d607e75f 36ca96df c5d36b4495"
host 10.7.0.22 auth-port 49
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11: SCsI iSCSI

> [SR2122-MGl] # show scsirouter zeus
zeus description "(not set)"
zeus aut hentication "yes"
zeus primary "none"
zeus target nanming authority "none"
zeus serverif ge2 10.1.0.45/24
zeus target chimaera_apps description "(not set)"

zeus target chimaera_apps WAUI
"i gn. 1987- 05. com hp. 00. Oblaaa415a4146aa2d899c¢47070c3c06. chi maer a_apps”

zeus target chimaera_apps enabl ed " TRUE"

zeus target chimaera_apps accesslist "none"

zeus target chimaera_apps |un 24 wapn "22:00: 00: 20: 37: 19: 15: 05" lun "0"
zeus target chimaera_eng description "(not set)"

zeus target chimaera_eng WAU
"iqgn. 1987- 05. com hp. 00. Oblaaa415a4146ab2d799c45070c3d06. chi maer a_eng"

zeus target chi maera_eng enabl ed " TRUE"

zeus target chinmmera_eng accesslist "aegis"

zeus target chinmmera_eng lun 17 wwnn "22:00: 00: 20: 37: 19: 12: 9d"
zeus target pegasus_emil description "(not set)"

zeus target pegasus_email WAUI
"i gn. 1987- 05. com hp. 00. Oblaca415a6146ea2d809c44070c2c06. pegasus_enai | "

zeus target pegasus_email enabl ed " TRUE"
zeus target pegasus_emmil accesslist "all"
zeus target pegasus_email wapn "22:00: 00: 20: 37: 19: 12: da"
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L] 121

CLI Web GUI
CLI Web GUI Web

Help GUI
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HA
SCS|
WWPN WWPN
WWPN WWPN
WWPN
SCS|
SCSI
SCSl
SCS|
1 SCSI
1 SCSI
IP
SCSI
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s SCS
m  VLAN VID VTP
IP
HA IP Administrator/Monitor

1.

[ P

n

s HA

u

.  HA 1P

HA clusterd
2.

HP StorageWorks iSCSI storage router 2122

show cluster

117



m  show accesslist all from bootconfig
m  show scsirouter all from bootconfig
m  show vl an

= show vtp

4, CLI GUI
5
6
5. bootconfig save
6.
failover scsirouter SCSl
SCSl
11
SCSl
1.
x HA clusterd
u
m  scsirouter retain delete
delete delete
SCSl
n yes
2.

show cluster

118 HP StorageWorks iSCSI storage router 2122



m  show accesslist all from bootconfig
m  show scsirouter all from bootconfig
m  show vl an

= show vtp

4.

u

u

SNMP
u
NTP

m  CLI GUI AAA 9
5. bootconfig save
6.

failover scsirouter SCSl

SCS|
11
SCS|
SCS|
2
SorageRouterSysl  SorageRouter Sys2 2 StorageRouter Clusterl
2
SCS|
8 SCS
scsirouter primary
SCS|
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01 12 SCSI

SorageRouterSysl  Clusterl

SCsl
retain
SorageRouter Sysl show cluster
show scsirouter show accesslist
SCSl
SorageRouter Sys2 save accesslist

SorageRouter Sys2_AccessLists.xml

save accesslist all SR2122Sys2_AccesslLi sts. xm

SorageRouter Sys2 SorageRouter Sysl
copy savedconfig FTP
11
SorageRouter Sys2 Cluster1 SCSl
retain

SorageRouter Sys2 show cluster

show scsirouter SCS|
restore accesslist from 3

SorageRouter Sysl

save all bootconfig SorageRouter Sysl

show scsirouter stats
SCSl
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IP
IP
HA IP
HA
2. SCSI
SCSl
3. SCSl
4,
5.
6.
7. bootconfig save all

HP StorageWorks iSCSI storage router 2122
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L] 124

u 124
[ 131
[ 132
[ 140
[ 140
[ 143
[ SCSl 143
[ CDP 151
[ 152
= 154
[ 155
CLI Web GUI
CLI Web GUI
Web IP
Help GUI
SCsl
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CLI GuUI

show software version all

http://www.hp.com

HP.com HTTP
HTTP Web
http://www.hp.com
readme CLI
Web GUI
HTTP HTTP TFTP Trivia File Transport Protocol
readme
CLI download software http download software proxy
Web CLI
download software tftp
TFTP Trivial File Transport Protocol
Web TFTP
Web GUI
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http://www.hp.com
http://www.hp.com

software http url software proxy url
software tftp

show software version all 12
show software version all HTTP URL URL
TFTP
. HP.com Microsoft Windows 95 98 NT TFTP HP.com
Service & Support http://www.hp.com/support Software Center

12: show software version all
[ SR2122_A01]# show software version all

Ver si on Boot Hash Sign GCrash Size Dat e
2.3.0.49 (0.4 (0.4 N A 0 18585600 Mar 21 18:08 CST 2002
2.3.1 (03¢ (0¢ NA O 18616320 Mar 22 16:35 CST 2002

Htp Ul: http://ww. HP. com
Htp Username: SWAdm n01
Hitp Password: ****xxx%x*

Proxy Address: 10.1.12.32
Proxy Port: 3122

Proxy Url: http://ww. hp.com
Proxy Username: SWAdnmi n01
Proxy Password: ***x***kx

Tftp Hostname: 10.1.1.122
Tftp Directory: SR2122/v2.3/

Di sk Space Avail able: 13357.0 KB
Current Version: 2.3.1
Boot Version: 2.3.1
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http://thenew.hp.com/country/us/eng/support.html

HTTP

126

1. http://www.hp.com

2.
3.
m  HTTP 126
n 127
m  TFTP 127
show software version all
save system bootconfig save all bootconfig
HTTP

enabl e — Administrator

2. show software version all —

HTTP

3. software http url http://10.1.11. 32/ ~sof tware/
SR2122 —

http://10.1.11.32/~softwar e/SR2122
4. software http usernane webadm n password webword —

webadmin webword
none
software http usernane none

URL http://www.hp.com hp.com ID
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http://www.hp.com
http://www.hp.com

enabl e — Administrator
2. show software version all —

HTTP

3. software proxy url default —

default http://www.hp.com
4. software proxy address http://10.1.10.126 port 32— 3

http://10.1.10.126 32
5. software proxy username HPuser password HPpswd —

HPuser HPpswd
none sof tware proxy usernane none
URL http://www.hp.com hp.com ID
TFTP
TFTP

enabl e — Administrator
2. show software version all —

TFTP

3. software tftp hostname TFTPHostl directory /tftpboot —

TFTPHost1default
/tftpboot DNS
TFTP IP
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http://www.hp.com
http://www.hp.com

download software 2

m  HTTP 128
n 128
m  TFTP 129
HTTP
HTTP

1. enabl e — Administrator

2. show software version all — 1

del ete software version

3. downl oad software http version 2.3.1—

231
: HP
download software http
URL
http://your.website.conl StorageRouter 231
231.tar

download software http url http://your.website.com/
StorageRouter/231.tar.

1. enabl e — Administrator
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2. show software version all — 1

del ete software version

3. downl oad software proxy version 2.3.1—

231
© HP
download software proxy
URL
http://your.website.conf StorageRout er 231
231.tar

download software proxy url http://your.website.com/
StorageRouter/231.tar.

TFTP
TFTP

1. enabl e — Administrator
2. show software version all — 1

del ete software version

3. downl oad software tftp version 2.3.1—

231
. HP
download software tftp
my_tftpHost
231 231.tar TFTP
download software tftp hostname my_tftp Host filename 231.tar 231.tar

TFTP
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enabl e — Administrator

2. software version 2.3.1—

231

3. show software version boot — Boot
Version
4, reboot —
software version
HA

HA
SCSl
failover scsirouter SCSl

reboot
SCSl
iSCSl
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XML
save CLI
copy
Web GUI
XML
savedconfig
SCS|

savedconfig

1. enabl e — Administrator
2. save scsirouter al

HP StorageWorks iSCSI storage router 2122

backupl —

XML

VLAN

TFTP

backupl

backupl

AAA

savedconfig

SCSI

GUI

SCSl
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132

TFTP

backupl
TFTP tserverl /tftpboot backl.xml

1. enabl e — Administrator

2. save all backupl —savedconfig backupl

3. copy savedconfig: backupl tftp://tserverl/

backl. xm — backupl TFTP
tserverl backl.xml
back1.xml
TFTP
AAA SCsl VLAN
restore from
SCsl

savedconfig
[ at a3/ savedconfig

copy savedconfig

from bootconfig show scsirouter
SCsl
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SCSI
scsl scsil
scsil

enabl e — Administrator
copy http://10.1.1. 44/ ~s1/ backl. xm savedconfig:

scsil restore. xm — URL
scsil_restore.xml savedconfig
3. show savedconfig — savedconfig

4. show scsirouter all from scsil restore.xm —

SCSI scsil
5. show scsirouter scsil frombootconfig— SCsl
scsil
6. scsirouter scsil enable— SCSl

7. save scsirouter scsil bootconfig—SCSl
SCsl
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SCSI

SCsl
scsi2_backup SCsl scsi2

enabl e — Administrator

2. show scsirouter scsi2 stats—SCSl scsi2
3

no scsirouter enable
3. no scsirouter scsi2 enable — SCSl
4. show savedconfig— savedconfig

5. show scsirouter all from scsi2_backup —

6. restore scsirouter scsi2 from scsi2_backup— SCSl

7. show scsirouter scsi2 from bootconfig— SCS

scsirouter scsi2 enabl e — SCS
show scsirouter scsi2 — SCSl

10. save scsirouter scsi2 bootconfig—SCS
SCS
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accesslist_backup.xml mylistl
mylistl

s 10.1.1.30/32

m 172.16.255.220/32

m  chap-username 12h7b.lab2.webservices
m  chap-username 12784.1abl.webservices

accesslist_backup.xml

= 209.165.200.225/32

= 10.1.1.30/32

m  chap-username 12h7b.lab2.webservices
m  chap-username test2.sys3

1
access |ist
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enabl e — Administrator
2. show accesslist nylistl— mylistl

3. show accesslist nylistl fromaccesslist_backup. xm —
accesdist_backup.xml mylistl

savedconfig

4. restore accesslist nylistl from accesslist backup.xm —
accesslist_backup.xml mylistl

5. show accesslist mylistl — mylistl

= 10.1.1.30/32

s 172.16.255.220/32

= 209.165.200.225/32

m  chap-username 12h7b.lab2.webservices
m  chap-username 12784.labl.webservices
m  chap-username test2.sys3

6. save accesslist nmylistl bootconfig—
copy
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AAA

. AAA

L]

= RADIUS
m TACACS+

aaa_backup.xml AAA

enabl e — Administrator

2. show savedconfig aaa_backup. xm —
AAA
savedconfig

3. restore aaa from aaa_backup. xm —
aaa_backup.xml AAA

show aaa — AAA
save aaa bootconfig— AAA
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VLAN

VLAN VLAN VLAN
VLAN VTP
VLAN
VLAN_backup.xml TestLab VLAN 10
VLAN
VLAN VLAN

enabl e — Administrator

2. show savedconfig VLAN backup.xm —
VLAN_backup.xml VLAN VTP
13

3. restore vlian 10 from VLAN backup. xm —
VLAN_backup.xml VLAN 10

4, show vlan — VLAN

show vtp — VTP
save vl an 10 bootconfig— VLAN

13: VLAN

!

I VTP DOVAI N

|

;/tp donmai n none
|

i VTP MODE

!

vtp node transparent
|

i VLAN

|

vlan 10 nane TestlLab mntusize 1500

restore system
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= SNMP

s NTP

m  DNS

[ syslog IP
u

= CDP

system_backup.xml SNMP

enabl e — Administrator

2. show savedconfig system backup.xm —
system_backup.xml SNMP

3. restore system snnp from system backup. xm — SNMP

4. show snnp — SNMP
14

5. restore systemcontactinfo from system backup. xm —

show admi n — 15
save system boot config— SNMP

14: SNMP

> [SR2122_PR1]# show snnmp
First Trap Host: 10.1.32.200
Second Trap Host: 10.2.12.242
Get Community String: public
Set Community String: private
Send Aut hentication Traps: enabl ed
Li nk Up/ Down Enabl e for mgnt: enabl ed
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L
L
L
L
L
L
L
L
L
L

N

nk
nk
nk
nk
nk
nk
nk
nk
nk
nk

15:

Up/ Down
Up/ Down
Up/ Down
Up/ Down
Up/ Down
Up/ Down
Up/ Down
Up/ Down
Up/ Down
Up/ Down

Enabl e
Enabl e
Enabl e
Enabl e
Enabl e
Enabl e
Enabl e
Enabl e
Enabl e
Enabl e

Cont act

Name: Pat Hurl ey

Emai |
Phone
Pager :

2. clear conf

for
for
for
for
for
for
for
for
for
for

[ SR2122_PR1] # show admni n
Admi ni strator

enabl e — Administrator
halt —

fcil
fc2
fc3
fca:
fch
fcé
fc7:
fc8:
gel:
ge2:

enabl ed
enabl ed
enabl ed
enabl ed
enabl ed
enabl ed
enabl ed
enabl ed
enabl ed
enabl ed

I nformation

phurl ey@bc123z. com
123. 456. 7890
123. 456. 3444 pin 2234

[ HALTED] #
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SCSI

SCSI
scsirouter enable clear conf
SCSI
143
SCslI

3. EIA/TIA-232
4, CLI Web GUI
1. enabl e — Administrator
2. clear conf or clear conf all HP—

SCsSl

Administrator
al
SCSl
16 Administrator hp

CLI clear conf all

16:

Enter admin password:; ***x*

This process can restore factory default settings for the SR2122.

* Sel ect "apps" to renpve active applications and retain system
configuration settings.

* Sel ect "systen to renbve active applications and system
configuration settings.

* Sel ect "saved" to renove all backup configurations from disk.

* Select "all" to renove active applications, system configuration,
and saved configurations.

The system configuration includes the managenent port, dns, adm n and
nmonitor login, ntp, and snnp. You will need to use the consol e
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to reconfigure the managenent port if you erase the system
confi guration.

The systemw |l reboot if you select "apps", "systenl, or "all".

Erase what ? [apps/systeni saved/ al |/ cancel (cancel)]

EIA/TIA-232 IP

CL Web GUI

1. enabl e — Administrator

2. save all nyfile— myfile
savedconfig
3. clear conf —

HA DNS Administrator
Monitor NTP SNMP

Administrator apps

4. restore all fromnyfile—
cl ear conf

5. reboot —
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SCS

enabl e — Administrator
2. clear conf — savedconfig

Administrator saved

savedconfig

3. show savedconfi g — savedconfig

. delete savedconfig savedconfig

Telnet
CLI Web GUI

Administrator Monitor

http://www.hp.com

SCSI

SCsl

HA
SCSl

SCSI
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http://www.hp.com

n 146

u 147

[ 148
[ ] 148
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SCsI

SCSl
/ LUN /
IP
IP
/
LUN / /
1 SCSl
IP
ID Linux
LUN ID
ID
SCSl
iSCSI
iSCS
iSCSl iSCS
SCSl
iSCSl
5 iSCSl iSCSl readme
iSCSI readme http://www.hp.com
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http://www.hp.com

SCS| IP

scsirouter target disabled

scsirouter target enabled

webserver2
webstor age2
SCSl foo

enabl e — Administrator

2. show scsirouter foo stats — SCSl
foo
3. show scsirouter foo—
webstorage?2
webserver 2 17
4. scsirouter foo target webstorage2 disabled— webstorage2

18
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17:

[ SR2
foo
foo
foo
foo
foo
foo
foo
foo
foo
foo

foo target webst or age2 h%nE
“1gn.1987-05. com hp-00. Oblaaa41s. . . .. webst or age2”
> foo target webstorage2 enabl ed " TRUE"
> foo target webstorage2 accesslist "webserver2"
foo target webstorage2 wwpn "21:00: 00: 05: ae: 42: 2f :
18:
[ SR2122_PR1] # show scsirouter foo
foo description “test SCSI routing instance”
foo authenticate “none”
foo primary "none"
foo proxy server disabled
foo failover primary “none”
foo failover secondary “none”
foo lun reset no
foo cdb retry counter 30
foo serverif ge2 10.1.0.45/24, TCP port: 3260
foo target webstorage2 description “Wb Storage”
foo target webst or age2 h%nE
“1gn.1987-05. com hp-00. Oblaaa41s. . . .. webst or age2”
> foo target webstorage2 enabl ed "FALSE"
foo target webstorage2 accesslist "webserver2"
foo target webstorage2 wwpn "21:00: 00: 05: ae: 42: 2f :
IP
SCSl
no scsirouter enable
SCSl
SCSl
scsirouter enable
no scsirouter enable

122_PR1] # show scsirouter foo
description “test SCSI routing instance”
aut henticate “none”

pri mary "none"

proxy server disabl ed

failover primary “none”

failover secondary “none”

lun reset no

cdb retry counter 30

serverif ge2 10.1.0.45/24, TCP port: 3260
target webstorage2 description “Wb Storage”

scsirouter enable
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show scsirouter stats

SCSl

19 show scsirouter stats SCsl

foo

19: show scsirouter stats

[ SR2122_PR1]# show scsirouter foo stats

router status started i SCSI ver (Mn/Mx) |ogins active
foo ACTI VE Jan 11 23:06:08 2/2 10 7
HA IP UDP
HA
HA
SCSl
SCsSl
SCSI
12 SCSl
12 SCSl
SCSI
SCS
SCSI
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SorageRouterSysl SorageRouter Sys2 2
StorageRouter Sysl scsil
scsi2
SorageRouter Sys2 scsi3  scsid scsi3  scsid
none

SCS| scsil
StorageRouter Sysl StorageRouter Sys2
SorageRouterSysl CLI

enabl e — Administrator
2. show cluster or show scsirouter scsil stats —

scsil StorageRouter Sysl
3. failover scsirouter scsil— SCS scsil
2
4, show cluster or show scsirouter scsil stats— SCSl

scsil StorageRouter Sysl

StorageRouterSys2 Telnet 1 2 CLI
SCsl scsil  StorageRouter Sys2
StorageRouterSysl SCSI scsil
StorageRouter Sysl scsil  StorageRouter Sys2
SorageRouter Sysl
SCSI .
149
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SCS| scsi2
SorageRouter Sysl SorageRouter Sys2
SorageRouterSysl CLI

enabl e — Administrator

2. show cluster or show scsirouter scsi2 stats —
scsi2 StorageRouter Sysl

3. scsirouter scsi2 primry StorageRout er Sys2 — StorageRouter Sys2
SCsl scsi2
4. save scsirouter scsi2 bootconfig—SCSl

5. failover scsirouter scsi2— SCS scsi2

SorageRouterSys2 Telnet

show scsirouter scsi?2 SCsl scsi2
StorageRouter Sys2 scsi2
StorageRouter Sys2
SCS scsi4
scsil scsi2 scsi3 StorageRouter Sysl
StorageRouter Sysl scsil scsi2
SCSl scsi3  StorageRouter Sysl

SorageRouterSys2 CLI
enabl e — Administrator
2. show cluster or show scsirouter scsi3 stats —

scsi3 StorageRouter Sys2
3. failover scsirouter scsi3 to StorageRouterSysl — SCSI
scsi3 SorageRouter Sysl
SorageRouterSysl Telnet show scsirout er
SCsSl scsil scsi2 scsi3 StorageRouter Sysl
: scsi3 StorageRouterSys1
/ /
StorageRouterSys1 StorageRouterSys1
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CDP

CDP

CDP

CDP

CDP

CDP

Cisco Discovery Protocol
advertisement
SNMP
TTL TimeTo-Live
CDP
CDP
CDP
CDP
CDP

enabl e — Administrator
no cdp interface ge2 enable —

show cdp interface —

save system boot config—
CDP

HP StorageWorks iSCSI storage router 2122
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CDP

CDP

CDP

CDP

ge2 CDP

Cisco
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CDP

CDP
CDP CDP
CDP
CDP 180 CDP 60

CDP CDP

enabl e — Administrator

show cdp — CDP

cdp hol dti mne 300 — CDP

300

4. cdp tinmer 120— CDP

120
show cdp — CDP

save system bootconfig—
CDP

CLI
CLI ASCII

script
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20:

radi us-server host 10.5.0.53 \
aut h-port 1644 \

timeout 60 \

retransmt 5

I Configure 1st RADI US server

radi us-server host 10.6.0.61

FTP script
[ at a3/ script FTP 157
FTP copy HTTP
FTP
CLI
CreateSc
script

enabl e — Administrator
2. show script CreateSc — CreateSc scri pt
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3. read script CreateSc or read script CreateSc force —
CLI

force

show

info
show logging

| og [ata4dll og
4MB

show logging size
show system

messages messages3
messages12 messages) messagesl
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FTP 157 FTP
Web GUI

show logging all

159

enabl e — Administrator

2. show | oggi ng size—
21

3. show |l ogging all show | oggi ng |l ast 50 —
1
50 2

4. clear |log—

21: show logging size

[ SR2122_PRA] # show | oggi ng si ze
5120 nessages (342797 bytes) | ogged

HP

n 156

[ FTP 157

n 159

[ 159

n 159

[ 163
u 163
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[ at a4/l og

show crash

ASCII
[
[
[
[
[
[
[
[
[
[
[
[
[
s ARP
[
[
/
[
m |P
m  ICMP
s TCP
= UDP
[
s NFS

crash.txt | og
show crash

MTU

PCB TCP

Mbuf
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L] NFS

s |IDE
u
| ]
u CPC710
crash.txt | og tmpcrash.txt
show crash current
FTP
FTP FTP port
21 restricted
FTP

1. enabl e — Administrator

2. show restrict — fei0
21 3
3. norestrict ngm ftp — FTP
FTP FTP
admin
Administrator
Administrator hp
/
[ ata4dll og

/ at a3/ savedconfi g
[ at a3/ script

FTP FTP cd
/ at a4/l og
messages0
FTP binary binary FTP get
FTP bye FTP
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FTP 22
IP 10.1.11.210

22: FTP

Server1> ftp 10.1.11. 210

Connected to 10.1.11. 210.

220 VxWorks (5.4.1) FTP server ready
Name: admin

331 Password required

Passmrd *kkkkkk*k

230 User logged in

ftp> cd /ata4/l og

250 Changed directory to "/ata4/l og"
ftp>dir

200 Port set okay

150 Opening ASCI| npde data connection

si ze date tinme name
512 Apr-09-2002 20:46: 18 . <Dl R>
512 Apr-09-2002 20:46:18 <Dl R>

13803 May- 16- 2002 15: 13: 56 ﬁéssageso
92167 Apr-10-2002 19:14:06 tnpcrash. t xt

226 Transfer conplete

ftp: 374 bytes received in 0.02Seconds 23. 38Kbyt es/ sec.
ftp> binary

200 Type set to I, binary node

ftp> get

(remote-file) messagesO

(local -file) SR2122Sysl1_Messages

200 Port set okay

150 Openi ng Bl NARY npbde data connection

226 Transfer conplete

40863 bytes received in 0.049 seconds (8.1e+02 Kbytes/s)
ftp> bye

221 Bye...see you later

FTP

CLI
1. show restrict — 21
2. restrict ngm ftp— FTP
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HP

23:
Mar 18 11:48:05: %SNWP-5- SASAS: SnnpApp starting...

<timestanp>: %<facility>-<level _nunber>-<menoni c>: <message text>
emergency
debug

23 5
notice
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16

16:
1]
emergency 0
alert 1
critical 2
error 3
warning 4
notice 5
info 6
debug 7
17
18
17:
- r 0]
all
none
console CLl
logfile
rslog syslog
syslog IP | oggi ng sysl og
vty Telnet CLI
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18:

AUTH

AAA

CDP

CDP(Cisco Discovery Protocol

CONF

FC

GE

HA

IF

INVALID

IPROUTER

ISCSI

iSCSI

MON

SNMP

SNMP  Simple Network Management Protocol

SNMP

SNMP  Simple Network Management Protocol

SYSLOG

syslog

ul

show logging
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logging level

| oggi ng #7?
8
7
24 SNMP 5 notice 14
24
SNMP info
info
2
debug
24
I ndex Level Priority Facility Route
1 notice 5 SNWVP al |
2 info 6 al | console log file
n notice
n info
m  debug
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no logging on

logging on
show logging
Web GUI
FTP
157
FTP
154
show runningconfig show bootconfig
script
152
SCsl
SCSl
HP
SCsl
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19
19:

10 35°C 50 95°
-30 60°C -20 140°
10 70%

5 95%

-152.4 3048 m -500 10000 ft

Hx Wx D 4.45% 44.3x 40.97 cm  1.75x 17.44x 16.13
in. 1RUt

51ky 11.251b

AC
0W
50W
AC 1.0A 100 240 VAC
AC 50 60Hz
F1 3.15A 250 VAC
1. RU=
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= 10/100 HA 168
L] 170
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20
SFP SFP
SFP
20: SFP
1000 Base-SX MT-RJ
GE1
GE2 Lc
FC-PI 100/200-M5-SN-| LC
FC1 FC 2
FC-PI 100/200-M6-SN-|
10/100 HA
10/100 RJ-45 UTP
10/100
RJ-45 45
46
E &S E &S

(&) A O W
[&)] A O W

45:
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E T E T
1 3
2 : : 6
3 1
6 :: :: 2
4 4
5 : : 5
7 7
8 :: :: 8

46:

10/100 RJ-45
21: 10/100 HA

21

RJ45

1 TD_P +
2 TD_N .
3 RD_P +
4
5
6 RD_N .
7
8
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8 RJ-45 EIA/TIA-232

47 22

Ev 1F—ADaxry %I,
EY 8lEE5—Anaxv4IC
HYRILETT,

47
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22:
1 ]

1 RTS

2 J— —

3 TXD_N

4 GND —

5 GND —

6 RxD_N B

7 — _

8 CTS

EIA/TIA-232 TxD_N

RxD_ N CTS RTS
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HP

Federal Communications Commission Notice

Part 15 of the Federa Communications Commission (FCC) Rules and Regulations has established
Radio Frequency (RF) emission limits to provide an interference-free radio frequency spectrum.
Many electronic devices, including computers, generate RF energy incidental to their intended
function and are, therefore, covered by these rules. These rules place computers and related
peripheral devices into two classes, A and B, depending upon their intended installation. Class A
devices are those that may reasonably be expected to be installed in a business or commercial
environment. ClassB devices are those that may reasonably be expected to be installed in a
residential environment (for example, personal computers). The FCC requires devices in both
classes to bear a label indicating the interference potential of the device as well as additional
operating instructions for the user.

The rating label on the device shows the classification (A or B) of the equipment. Class B devices
have an FCC logo or FCC ID on the label. Class A devices do not have an FCC logo or FCC ID on
the label. After the Class of the device is determined, refer to the corresponding statement in the
following sections.

Class A Equipment

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which
case the user will be required to correct the interference at personal expense.
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Class B Equipment

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular instalation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
Mmeasures:

m  Reorient or relocate the receiving antenna
m  Increase the separation between the equipment and receiver

m  Connect the equipment into an outlet on a circuit that is different from that to which the
receiver is connected

m  Consult the dealer or an experienced radio or television technician for help
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Declaration of Conformity for Products Marked with the FCC Logo,
United States Only
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two

conditions: (1) this device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

For questions regarding your product, contact us by mail or telephone:

m  Hewlett-Packard Computer Corporation
P. O. Box 692000, Mail Stop 530113
Houston, Texas 77269-2000

m  1-800-652-6672 (1-800-OK COMPAQ) (For continuous quality improvement, calls may be
recorded or monitored.)

For questions regarding this FCC declaration, contact us by mail or telephone:

m  Hewlett-Packard Computer Corporation
P. O. Box 692000, Mail Stop 510101
Houston, Texas 77269-2000

= 1-281-514-3333

To identify this product, refer to the part, series, or model number found on the product.

Modifications

The FCC requires the user to be notified that any changes or modifications made to this device that
are not expressly approved by Hewlett-Packard Computer Corporation may void the user’s authority
to operate the equipment.

Cables

Connections to this device must be made with shielded cables with metallic RFI/EMI connector
hoods in order to maintain compliance with FCC Rules and Regulations.
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Power Cords

The power cord set included in your server meets the requirements for use in the country where you
purchased your server. If you need to use this server in another country, you should purchase a
power cord that is approved for use in that country.

The power cord must be rated for the product and for the voltage and current marked on the
product’s electrical ratings label. The voltage and current rating of the cord should be greater than
the voltage and current rating marked on the product. In addition, the cross sectional area of the wire
must be a minimum of 1.00 mm? or 18AWG, and the length of the cord must be between 6 feet (1.8
m) and 12 feet (3.6 m). If you have questions about the type of power cord to use, contact your HP
authorized service provider.

A power cord should be routed so that it is not likely to be walked on or pinched by items placed
upon it or against it. Particular attention should be paid to the plug, electrical outlet, and the point
where the cord exits from the product.

Mouse Compliance Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) this device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

Canadian Notice (Avis Canadien)

Class A Equipment

This ClassA digital apparatus meets all requirements of the Canadian Interference-Causing
Equipment Regulations.

Cet appareil numérique de la classe A respecte toutes les exigences du Réglement sur le matériel
brouilleur du Canada.

Class B Equipment

176

This ClassB digital apparatus meets al requirements of the Canadian Interference-Causing
Equipment Regulations.

Cet appareil numérique de la classe B respecte toutes les exigences du Réglement sur le matériel
brouilleur du Canada.
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European Union Notice

Products with the CE Marking comply with both the EMC Directive (89/336/EEC) and the Low
Voltage Directive (73/23/EEC) issued by the Commission of the European Community.

Compliance with these directives implies conformity to the following European Norms (the
equivalent international standards are in parenthesis):

m  EN55022 (CISPR 22) — Electromagnetic Interference

m  EN55024 (IEC61000-4-2, 3, 4, 5, 6, 8, 11) — Electromagnetic |mmunity
= EN61000-3-2 (IEC61000-3-2) — Power Line Harmonics

= EN61000-3-3 (IEC61000-3-3) — Power Line Flicker

= EN60950 (IEC950) — Product Safety

Japanese Notice

TERIZR o TV AEBIZVCCI— 7 BV TWE LS, ROBHIE
BHRAT I,

IOEER, BFHLBEESEREEL TRAMEBERES (VCC) nXiKE
IHS< 7 T ABIFRENEE T, ZOEERL, RERETERTSI L
FHRHELTWETE, ZOBERTFVARTVEY a VRERIGEE LT
FEHShD L, ZREEEIIEEITIENDY £,
BERBHEI o TELWRVEVWEZ LTT &N,

VCCIw— 27 BN TORWESICE, RORIZZTEET SV,

COREN, FRABEESEREEAIRMBES (VCCD OEHEZ
#EI7 T AARRENRE T, ZORBEFERECHENTS LERK
BEEZBIEEITILEDY ET, ZORBICITERESED AR LRT
DEOERENDZLDBDHY LT,
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Taiwanese Notice
BEEEE

HP IEC 825
Class1

CDRH

CDRH Center for Devices and Radiological Health
1976 8 2 1976 8 1

HP IEC 825
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CLASS 1 LASER PRODUCT

23:

GaAlAs

HP

Classl

780nmz

35 nm

53.5+ 0.5°

0.2mW/10,869W m-2 sr-1

0.25

11.43+ 1.02mm 0.45+ 0.04
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IMQ
+ 10%

HP HP

HP HP
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10/100 HA 4
10/100 4, 168
802.1Q
VLAN 50, 80
80

A
AAA

50, 104
aaa authentication iscsi 111
accesslist description 97
accesslist 97, 98, 99
Actuator/Button SFP 20
AC 166
AC 166

B
Bale Clasp SFP 22

C

CDP
151
151

152
152
151

Challenge Handshake A uthentication Protocol

CHAP
CHAP 50, 104
Cisco Discovery Protocol

CDP
Cisco 68
Cisco 68
clear conf 60, 142, 143

CLI
Administrator
Monitor 63

62

63
63

63
CLI
CLI *)
CLI

63
CLI 64
CLI
*)
63
CLI 63
copy 120

D

delete savedconfig
delete software version
DNS 74

download software

E
E_Port 41
EIA/TIA-232 4
EIA/TIA-232

76

63

63

152

63

63

63

63

143
128, 129

124, 128
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enable 64
ESD
181
182
181
181

F

failover scsirouter 118, 119, 130

failover 149, 150
FCC notices
Class A Equipment 173
Class B Equipment 174
Declaration of Conformity 175
173
FC 89
102
102
102
FC 42
FTP 157

G
GUI 65

H
HA 4
HA 4

HA 168
HTTPS

SSL
HyperTerminal 26

I
IEEE 802.1Q

802.1Q
IETF 40

Internet Engineering Task Force

IETF
Inter-Switch Link (ISL) 80
ip route 73
iSCSI

40

iSCSI CHAP

CHAP
iSCs|

184

98
SCSI 45
98
94

98
99
iscsl 39, 43, 44, 45, 89, 104, 109, 130,
145
TOE 39
iscsl 66
iscsl
66
iscsl

L
LED 5
Linux iSCSI 66, 67

M
MGMT 10/100 4
monitor password 76
Mouse Compliance Statement 176
MT-RJ 24
MTU

VLAN 83

85

Mylar Tab SFP 18

N
NTP 75

P
Procomm Plus 26

R
RADIUS
105
108
reboot 130
restore aaa 137
restore accesslist 120, 136
restore system 139
restore vlian 138
restrict 75
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RJ45/ DB-9 27
S
saveall 78, 132
save scsirouter 133
save system 78
script 152
scsirouter authenticate 112
scsirouter primary 119, 150
scsirouter target disabled 146
scsirouter target enabled 146
SCS
SCsl 43
a7
49
42-49
a4
45
100
()90
()9
SCsl
147
VLAN
92
145
93
143
iSCS 9
93
147
148
146
146
Secure Sockets Layer Support
SSL
setup access 119
setup cluster 118, 121
Ssetup netmgmt 119
setup time 119
SFP 4
SFP 15

Actuator/Button 20

HP StorageWorks iSCSI storage router 2122

Bale Clasp 22

LC 15

MT-RJ 15

Mylar Tab 18

17

SFP 168
SFP  small form-factor pluggable 4
show cli 64
show cluster 117, 118
show savedconfig 133
show scsirouter stats 148
show software version 124
show software version 125
SNMP 4
SNMP 151
software http url 126
software proxy url 127
software proxy 127
software tftp 127

software version 130
SSL 41

T
TACACS+

105

108
tacacs-server host 108
tacacs-server key 108
TCP/IP 39

Telnet CLI 64
TOE 39

u

username password 109

Vv
VID 41, 47, 50, 83
VLAN
802.1Q 80
IP 84
MTU 83
VID 83
83, 138
93, 85
80
84-85
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SCSl 85, 93
83
VLAN 49-50
VLAN 50, 80
VLAN 79
VLAN
VID
VT100 26
VTP
client 82
transparent 83
85
84
82
W
Web GUIl 4
Web GUI 65
182
182
SCSl 47
96
CHAP 96
IP 96
iSCS| 98
iSCSI 96
47
135
96
98
SCS| 98
124
154
159
162
162
162
162
186

52
51
61
166
166
CLI 64
182
29
29
29
29
38
73
73
76
76
SCsl 44
64
4
168
Canadian 176
Device Modifications 175
European Union 177
173
29
SCsl 147
33

130
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130

So|
SCSl
148
SR 2122 117
VLAN 83, 138
77, 135
50-51
117
77
141
148
148
121
121
156
168
Xi
Xii
168
168
HA 77
77
117
77
77
77
148
148
148
148
166
152
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Administrator 63

Monitor 63
(CLI) 4
143 60
4, 170
26
60
163
61
60
163
SCSI 93
182
SCSI 93
96
111
74
60
131
78
166
141
140
142
143
78
138
CLI 63
73
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159 8

2 7
166 166
166
10 168
7 166
3
8
140
166
166
10/100 26
/ 167 HA 26
115 24
55 27
39 26
31 28
103 28
166 24, 25
146
60 146
169
159 SFP 15
29
10
152 11
152 11
10
LUNWWN
LUN 95 56
scsl 45 56
WWPN
LUN 94 61
WWPN
9
LUN 95 166
166
AC 166 2
P 2 Xi
4 Xl
32
2 124
166 40
166 130
10 128

188 HP StorageWorks iSCSI storage router 2122



124, 128 155

34
124 37
130 32
128
39
128
50
() 106
113
iSCSl 113
74 ( )o7
60 112
112
111
iSCS 94
97
SR 2122 117 SNMP 75
7, 166 75
159 29
30
SCSl 147
110
110
163 110
63
8
166 76
8 110
140 143
166 143
132
148
74
X 166
74
68 X
31, 71 Xi
10/100 HA 36 X
35
33 148

124, 128
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29
5, 168
7 159
32 162
148 162
4 159
AAA 137
VLAN 138
135 63
scs 134
scsl 133
138
132 63
LED 5
* ( ) 63 )
X1l
CDRH 8
182
124, 128
10/100 HA 4
10/100 4, 168
10/100 26 7
HA 168
HA 26 178
168 179
" 178
4, 170
26
3
1
5, 168
2 25 162
§ 162
159
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162 163
162 163
154
155 iSCSI
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