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Section 1: Introduction

BCM1000-BTW Spy Lite is an addition to Broadcom Corporation’s WIDCOMM® BCM1000-BTW software that
technical support may direct you to use. The application traces BCM1000-BTW protocol layer and profile
messages when connected to a Bluetooth®-enabled device using Bluetooth Specification 1.2 series
commands.

Some knowledge of the sequence of Bluetooth events is necessary to understand the information that is
displayed. Data throughput analysis and data integrity check-functions are incorporated into the displayed
results .

L

Broadcom Corporation
Document 1000-BTW-UM500-R Introduction Page 1



BCM1000-BTW User Manual

01/27/05

Section 2: Running BCM1000-BTW Spy
Lite

CoPY THE PROGRAM

The BCM1000-BTW Spy Lite utility is included on your Bluetooth for Windows installation media. Locate the
file named Spylite.exe on your installation media and copy it to your hard disk.

The first screen that displays is shown below:

WIDCOMM BTServer Spy | x|

"': Trace method is set ka IP,
L

Please logoff and logon For settings to take effect,

Once you’ve completed the logoff and logon procedure you can proceed to the next step.

ACTIVATE BCM1000-BTW SpPY LITE

To run BCM1000-BTW Spy Lite, double-click the Spylite.exe icon on your desktop or laptop computer. You will
see a window similar to the following:

& WIDCOMM BTServer Spy Lite EE®E
File Edit Tools Help

CIEISET ——"

@5 Trace

Value: £f

For Help, press F1 NUM |
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BCM1000-BTW SpPY LITE USER INTERFACE

The options that are available to the BCM1000-BTW Spy Lite user are documented below.

FILE > EXIT

To exit the program, select File in the main menu, and then select Exit.

| =5 WiDCOMM BTServer Spy Lite =100 x]
| File Edit Took Help
T
| | K
I =10f x|
13:08:34,.281 UDP log socket opened.
4 | »
it the application; prompts to save documents 4

EDIT > FIND IN TRACE

To find and highlight all occurrences of a given text string throughout the log file, do the following:

1 Type the text string in the location shown below. Then select Edit in the main menu and select Find in Trace.

a5 WIDCOMM BTServer Spy Lite g Sr=—— item n o ]

d
Find in Trace = T
o e— o find all occurances of this

| ﬂ'r - string throughout the log.
ce 1

a . =10 x|
2l:01l:46:00 -- -
2l:01l:46:00 --
21:01:46:00 SENT Command to HCI. HName: HCI_Inquiry Cancel {Hex Code:
2l:01l:46:00 --

21:01:46:00 RCVD Ewent from HCI. HName: HCI Command Complete (Hex Cod
21:01:46:00 Parameters

21:01:45:00 Mum HCI Cmd Packets : 1 (0x01)

Z1l:01:46:00 Cmd Code : 0x0402 (HCI_Ing
21:01:45:00 Status : Success (0x00)
21:01:46:00 -- _IZI

«| | v A
Find the specified bext I_I_l_ 4

.
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2 View all highlighted text.

@, WIDCOMM BTServer Spy Lite
File Edit

Tools  Help

B[] |
10 (0x00) -
: 0Z-03-00
: 15071 (Ox3adf)

HCI [aquiry Cancel (Hex

Code:

For Help, press F1

TooLs MENuU

Tools > Format

To control the way that the log data is displayed, do the following:

1 Select Tools in the main menu, and then select Format. The Color and Font Options window appears. It has
two tabs: Trace Colors and Set Font.

2 Click the Trace Colors tab to change the text and background colors of the various log messages.

Color and Font Options

Select Background Color

|
.ﬁasic\. R S clect Text Color EE

Trace Calors | Set Fontl

Drouble click on the item in the list bos to change the colar

Crefault |

HCl Command Received
HCI Command Transmitted
HCI Event Received

HCI Event Tranzmitted

HCI ACL D ata Received
HCIl ACL Data Transmitted
HCI LMF Frame Feceived
HCI LMF Frame Transmitted
T arget Trace

LCustam cale - - - - - I_ - I_
I_ I_ l LCustom colars:

e LI TN TN
gL rrrrr-

| W AE Blanaivad LI
0K Define Custorn Calars > |
0k, I Cancel | Lpply | Help i I I L] |

3 Double-click an item in the Trace Colors list to change its color properties. The Select Background Color
window will appear. Select a background color from it and click OK. A second window, the Select Text Color

.
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window will then appear. Select a text color from it and click OK.

The Default button on the Trace Colors tab will reset the values to their original settings.

% Note: The Select Text Color window appears in exactly the same location as the Select
Background Color window. The only way to tell them apart is to read the title bar of the window.

4 Click the Set Font tab In the Color and Font Options window to change the font type and font size of the log
data. Select the font and size and size, and then click OK.

Color and Font Options . x|

Trace Colorz Set Faont

—Font
> Default |

Fant : Size:

Couner Mew L‘ IS ‘:l

—Preview

ABCDabcd1234

(] 4 I Cancel Spoply Help

The Default button on the Set Font tab will reset the values to their original settings.

.
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Tools > File Logging Options

% Note: To capture the displayed log traces, select the Prepend Trace Window Content checkbox in
the File Logging Options window.

To capture the trace in the BCM1000-BTW Spy Lite window to a file, follow the steps below:

1 Select Tools in the main menu, and then select File Logging Options.

4 WIDCOMM BTServer Spy Lite - [Trace] M =]
&} Fle Edit | Took Help R
Format...

File Logging Options...

=] —

[}
LT S ST T R T S S S S S ]

=

Set Protocol Trace...
Clear Trace

=

=

A e

=

e e gy
e o T

=1 k3 B3 RI R3 k3 B3 RD OO 0O CO

ey

21 I — (3]
Set disk logging options | |MUIM

2 Inthe Log File Name field, enter the path and name of the trace file.

File Logging Options

Options
Lag File Mame :

emphBT_Trace.t Browsze. ..

v Append to file

[ Prepend trace window contents

ﬁ ] | Cancel |

3 Click the Start Logging button to begin capturing the log to a file.

Start Logging | |

.
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4 Click the Stop Logging button when you are finished capturing the log.

- = 1

File Logging Options

— Options
[Log File Mame ;

I Browse... |

¥ Zppend tafile
™ | Brepend tace window contents atart Lu:ugglngl Stap Logging |

ﬁ ] | Cancel |

Tools > Set Protocol Trace

To specify the protocols to be traced, follow the steps below:

1 Select Tools in the main menu, and then select Set Protocol Trace.

& WIDCOMM BTServer Spy Lite - [Trace] Q@E

&} Fle Edit  Took Help -| 3] x

i Hlﬁgl | Format...
2 File Logging Options...
12:46: nx43 ||
12:48 Set Protocol Trace... [D: 0x0043
12:45 Clear Trace t: OFEN ewt: UFPFER_LAYER DISCONNECT_REQ
2:48 e: L2C Disconnection Regquest (0x06) ID 0x03, len 4
12:44 Destination CID : Oxéc
12:448 Source CID : Oxd3
12:448 ==
2:48 L2CAP RECWV Commend. Name: L2C Disconnection Response (0x07) ID: 0x03, Len: 4
12:44 Destination CID : OxécC
= Source CID : Oxd3
4z

LZ2CAF - LCID: 0x0043 st: W4_L2CAFP DISC RSP evt: PEER DISCONNECTI_ESE
L2CAP - Calling DisconnectCim Chb{}, CID: 0x0043
S0P - Rcwd L2CAP disc cim, CID: Ox43

BTEENL SDFIF - search complete, inx: 0, result: 0

SDE_IF - Wait IOCtl returned, Inx: 0 Error: 0x0 L=

Got duplicate that £it, replaced old record. Handle: 0x1000a W

i | I =

Set Protocol Trace Level [ [num | 4

.
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2 Select one or more of the Set Protocol Trace Flag options to specify the protocols to be traced.

Set Yerbose Level
Trace Setting
Set Protocal Trace Flag
W HEI Full Data
v L2CAP [+ RFCOMM
W TCS v OBEx
¥ BMEP ¥ SDP
v PPP I
Trace Level Setting
¥ HCI DEBUG - ¥ BTM DEBUG -
v L2CAP DEBUG A v SPP DEBUG -
v RFCOMK |DEBUG - W GAP DEBUG -
v SOP DEBUG - v OBEx DEBUG -
v 0APP DEBUG - W TCS DEBUG -
¥ TELP DEBUG v v BTCOM |DEBUG -
'7 LAP DEBUG - ,7 BTEermel DEBUG -
W 5YHC DEBUG -
selectal | Cleardl |
Ok | Cancel |

The Set Protocol Trace Flag settings control the type of trace messages to display. If a protocol is selected,
the information for that protocol will be traced.

3 Use the Trace Level Setting options to select a level of information for each of the available debug items, as
listed below. Click OK when the settings are correct.

Each type of message has an associated menu that allows you to select from five options. These options, from
least to most verbose, are:

e ERROR—displays only error messages.

e  WARNING—displays warnings and error messages.

* APl—displays API-related information, warnings, and error messages.

e EVENT—displays event and API-related information, warnings, and error messages.
e DEBUG—displays all messages (this is the default option).

.
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BCM1000-BTW

HELP > ABOUT

To view the version number of the BCM1000-BTW Spy Lite software, select Help in the main menu, and then

select About Widcomm BTServerSpy Spy Lite.

&} WIDCOMM BTServer Spy Lite - [Trace]

=%

&} Fle Edit Took  Help -| 3] x

| H|‘§f‘®ll ™ About WIDCOMM BTServer Spy Lite... l

12 9.225 [
229 St N |
229 &
228 2

12 225 -

12: .276 SetBusylLewel action:2 1

12: 542 GHI freeg 0 (1l:

istl- .152 GKI freeg 0O (0:1) 1 4 {0:81)

12: 0.152 BTKRNL SubmitSuspend [1]

12: 7.543 GKI freeg 0 (1:2) 1 (0:0) 2 0:0)

12: 5.153 GEI free 2 (0:10}) 4 (0:81)

12:43:27.607 GKI free 2 0:0)

12:48:55.155 GKI free 2 0:10) 4 (0:81)

12:49:27.640 GKI £ 2 0:0)

12:49:55.156 GEI £ 2 0:10) 4 ({0:61)

12:50:27.642 GHKI £ 2 0:0) )

12:50:55.158 GKI £ 2 (0:10) 4 (0:81) [ |

ra [ ) E2

Display program infarmation, version number and copyright NUmM

WHAT DO THE TRACE MESSAGES MEAN?

Interpreting the contents of the BCM1000-BTW Spy Lite log requires an in-depth knowledge of the Bluetooth
protocol and is beyond the scope of this document. The Bluetooth specification is publicly available and can

be obtained at www.bluetooth.com.

.
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does not assume any liability arising out of the application or use of this information, nor the application or use of any product or
circuit described herein, neither does it convey any license under its patent rights nor the rights of others.
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