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Security:

a Method,

SHAWN POWERS

Not a Goal

he Security issue of Linux Journal

always makes me feel a little

guilty. It turns out that although
| have a fairly wide set of technology
skills, I'm not the person you want in
charge of securing your network or your
systems. By default, Linux is designed
with a moderate amount of security in
mind. For that, | am incredibly grateful.
If you struggle with maintaining
security in your environment, this issue
hopefully will encourage and educate
as opposed to making you feel guilty.
My goal this year is to learn and be
encouraged by the Security issue, not
just feel bad. Please, join me!

Reuven M. Lerner starts us out

with a continuation on last month’s
multitenant programming, this time
dealing with users and permissions.

VIDEO:
Shawn Powers runs
through the latest issue.
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With multiple users accessing the
same program, security is crucial, and
Reuven helps us design intelligently.
Dave Taylor follows with a very helpful
tutorial on using the find command
with xargs. The find command is
incredibly powerful, and with the
ability to feed it into another program,
it's indispensable. Dave walks through
not only the how, but the why as well.

Kyle Rankin gets serious about
security this month with a practical
walk-through on the basics of running
a secure server in the cloud. EC2
instances are commonplace in almost
every company’s infrastructure, but
having your server run completely in
the open is a dangerous endeavor
without a very serious look at security.
| go in the opposite direction from
Kyle this month and discuss spinning
up servers locally. Specifically, | talk
about Vagrant. We've covered Vagrant
in the past, but it's one of those
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technologies that always has confused
me. This month, | break it down and
explain how it works, what it does
and how you can get the best use out
of it in your environment. If you've
ever been frustrated by Vagrant, or
just avoided it altogether, | urge you
to read my column.

One of the biggest problems with
securing a network is knowing where
to start. It's a lot easier to figure
out that starting point if you know
how secure your network right now.
Jeramiah Bowling describes the
process of doing an internal security
review to identify problems. This is
great for finding holes in your existing
security, but it's also great if you're
just starting to create your plan. It's
easier to get started when you can
find the starting line! Federico Kereki
follows Jeramiah with an article on
detecting bogus login attempts and
mitigating the threat they represent.
Having a good password is key to
keeping hackers out, but if they have
unlimited guesses, eventually your
system might succumb to the attacks.
Federico shows how to set up a
banning system to disable logins when
someone tries and fails over and over.

Finally, Mike Diehl has a great tutorial

on securing Web traffic with Squid.
Every organization has different needs
when it comes to a Web policy, and for
Mike, he does the same sort of thing
for his home. Whether you're looking
to lock down your corporate Internet
access, or want to protect your family
from various Internet topics, Mike's
process is very educational.

Like many things in the Linux world,
security isn‘t a thing you “do”, it's a
“way” you do things in general. Rather
than set up your system and network,
and then try to secure it as an
afterthought, thinking with a security-
focused mindset from the beginning is
key. This issue offers some great insight
on security matters, and hopefully, it
sparks an interest for further change
in your network. At the very least,
this issue should force you to take a
look at your own security practices.
As for me? I'm going to read
Jeramiah’s article and do a security
review of my own systems!m

Shawn Powers is the Associate Editor for Linux Journal.
He’s also the Gadget Guy for LinuxJournal.com, and he has
an interesting collection of vintage Garfield coffee mugs.
Don't let his silly hairdo fool you, he’s a pretty ordinary guy
and can be reached via e-mail at shawn@linuxjournal.com.
Or, swing by the #linuxjournal IRC channel on Freenode.net.
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Renewal

Sorry guys, | just can’t hack reading
PDF files. When you switched, you
effectively stopped me from renewing
when my subscription finally ran out.
My eyes are worn out from sitting in
front of a computer ten hours a day
and spending another hour or more
reading the PDF just doesn’t cut it. I'll
go to purchasing a CD every couple
years instead, thank you very much. |
realize it probably saved the mag and
increased revenue, but | am just not
cut out to be a subscriber to a PDF. It
won't stack up on my shelf and allow
me to thumb through it.

—Doug Glenn

I’m not sure if you are specifically
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talking about the PDF version, or if
you are referring to all the digital
formats. Although the PDF does
visually resemble the print magazine
more than the other formats, EPUB
and Mobi are often the better choice
for reading the content, especially
on smaller devices. With the Mobi
version, it’s possible to read Linux
Journal on an E Ink Kindle, for
instance. Either way, I’'m sorry the
experience has been unpleasant for
you. Hopefully in the future, some
combination of hardware and format
will bring you back.—Shawn Powers

EdgeRouter Lite

It's great that you sing the praises of
the EdgeRouter Lite to your readers,
but be ready to point them to the
community-provided fix when it
stops working. [See Shawn Powers’
“EdgeRouter Lite” piece in the
October 2014 UpFront section.]

Part of the cost-saving has been
achieved through using a poor quality
USB stick as the Flash memory. Many,
including mine, start to die after a
year of read/write operations. When it
does, it is a simple fix, but you need
to get yourself a serial cable, a new
USB drive of the correct size and head
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over to the community forum for
dmbaturin’s rescue kit.

Best to be prepared, or you might
spend a week without a network
while you work out what's happening.
—Harry

| haven't experienced any issues, and
as such, haven’t had to look for fixes.
So thank you very much for pointing
me and our fellow readers to the fix!
(Open Source communities, we really
do make the world a better place.)
—Shawn Powers

I'm Back

| had a subscription for many years
to the print edition. | really enjoyed
all of the articles, and over all, the
journal helped me in my everyday
administration of Linux servers in my
company. Well, things change, and |
let my subscription go.

But, now I'm back. | just subscribed
again last night, and I'm going
through some of the old editions.
While | must admit | do like having a
paper version, | find the EPUB editions
work very nicely on my Kobo e-reader.
| was a little skeptical at first, but
since | moved from paper books to

( LETTERS ;

e-books, | thought | would give it a
go. Of course, | don’t get the pictures
in colour, but that's no a big deal.

| just wanted to say thanks for
keeping the magazine alive and well. |
know digital-only isn’t everyone’s cup
of tea, but it's better than just closing
the doors.

—Stephen

Thank you Stephen, and welcome
back! I’'m still nostalgic for the paper
version of Linux Journal, but I’d be
lying if | didn’t admit the digital
versions have some advantages over
the dead-tree variety. And whether
it’s a full-color PDF on a big 10"
tablet, or the Mobi version on a
Kindle Paperwhite under the covers
at night, having Linux Journal with
me everywhere is pretty awesome.
—Shawn Powers

Dave Taylor’s daysago.sh

I"'ve only just recently been able to
catch up on a stack of back issues, and
Dave Taylor's efforts to calculate the
number of days between dates (see
Dave’s column in the July to September
2014 issues) has been excruciating to
watch, to say the least. There are much
more clever ways to go about this.

WWW.LINUXJOURNAL.COM / JANUARY 2015 / 11
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The key is to find a way to map dates
onto consecutive integers. Zeller's

Congruence (http://en.wikipedia.org/

wiki/Zeller%27s_congruence) is one
way to do it that has existed since the
1880s; | have implemented a slightly
modified version below. Once you
have such a function, calculating days
between dates or the day of the week
for a particular date becomes trivial:

#!/bin/sh

# Calculate the number of days to the given date,
# starting from March 1 "year 0"
zeller () {

year=9%1

month=$2

day=%$3

# Adjust the year and month so that the "year"
# starts on March 1, and

# therefore the "leap day" occurs at the end of
# the year.

year=$(( $year + ($month+9)/12 - 1))
month=%$(( ($month+9) % 12 ))

# Calculate the number of days to the

# start of the given "year"

leap_val=$(( ($year*365 + $year/4 - $year/100)
=+ fyear/400))

zeller_val=$(($leap_val + $month*30 +

= (6*$month+5) /10 + $day + 1))

# Get today's date
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eval $(date "+thismon=%m;thisday=%d;thisyear=%Y")

# Calculate its zeller value

zeller $thisyear $thismon $thisday
ztoday=$zeller val

echo Zeller value for $thisyear-$thismon-$thisday

=is $ztoday

# Do the same thing for the given date
zeller $1 $2 $3

echo Zeller value for $1-$2-$3 is $zeller_val

# Show the difference

echo difference is $(($ztoday - $zeller_val)) days
—Dave Tweed

Dave Taylor replies: Sorry that

you find my column excruciating,
David, but we each know only so
much and then just push ahead from
there. I've never heard of Zeller's
Congruence, but it’s definitely
interesting. Your code is definitely
more efficient than mine.

Do keep in mind, however, that my
column has never been about “the
optimal solution for a problem”,
something that’s rarely a shell script
at all, but rather “the process of
solving a problem within the shell”.
I’'m interested in the journey far
more than the destination from a
philosophical perspective.
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Hope that clarifies things, and thanks
again for your sample code.

ZFS and BTRFS

| read Russell Coker’s article covering
ZFS and BTRFS in the September 2014
issue, but the quoted passage below
doesn’t make sense:

ZFS supports even greater
redundancy via the copies= option.
If you specify copies=2 for a
filesystem, then every data block
will be written to two different
parts of the disk. The number of
copies of metadata will be one
greater than the number of copies
of data, so copies=2 means that
there will be three copies of every
metadata block. The maximum
number of copies for data blocks
in ZFS is three, which means that
the maximum number of copies of
metadata is four.

The last sentence is plain wrong. Each
ZFS block is limited to a maximum of
three copies.

I’'m no ZFS expert nor a ZFS developer,
but | think | strongly believe the ZFS
copies property works like this:

B Number of data blocks for ordinary
files: min(copies, 3).

( LETTERS ;

B Number of data blocks for
directories: min(copies+1, 3).

B Number of data blocks for
metadata: min(copies+2, 3).

That is, with copies=1, ordinary
files are stored once, directories
are stored twice, and metadata are
stored three times.

With copies=2, ordinary files are
stored twice, and both directories and
metadata are stored three times.

With copies=3, all of the ordinary
files, directories and metadata, are
stored three times.

—Trond Endrestol

Long Live EPUBs

Just a word of thanks, for the
interesting content first of all, but
more important, for the choice of
format that make a real difference

to me. It was about a year ago that

| was first tempted to try out a
subscription to Linux Journal, having
generally abandoned magazine
reading over the past few years while
living in a place with no chance of
receiving physical media. What finally
made me a subscriber was your offer
of non-DRM EPUB files. It's now a
piece of cake on the first of every

WWW.LINUXJOURNAL.COM / JANUARY 2015 / 13
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month to download the EPUB and transfer it to
my e-reader, Android tablet and a backup on
my hard drive. It works great and ensures that |
have great reading material even where there’s
no network connection. To those who say the
world of magazine publishing has come to an
end, a great user experience like this one is a
good reminder that it's just beginning! Raising a
glass to the Linux Journal team for many years of
success and an EPUB every month.

—Randall Wood

Thank you for the kind words, Randall!

One of the best things about the switch to digital
was the ability to offer several formats, and
releasing them to all our readers via e-mail, app
and so on. And we respect our readers enough
that we wouldn’t wrap the issues in DRM—that
only causes frustration for the folks we consider
family. Plus, it would be a bit strange when | had
to write an article on stripping DRM from our
own magazine, LOLI—Shawn Powers

WRITE LJ A LETTER

We love hearing from our readers. Please
send us your comments and feedback via
http://www.linuxjournal.com/contact.

PHOTO OF THE MONTH
Remember, send your Linux-related photos to
ljeditor@linuxjournal.com!
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WHAT’S NEW IN KERNEL DEVELOPMENT

David Drysdale wanted to add
Capsicum security features to Linux
after he noticed that FreeBSD
already had Capsicum support.
Capsicum defines fine-grained security
privileges, not unlike filesystem
capabilities. But as David discovered,
Capsicum also has some controversy
surrounding it.

Capsicum has been around for
a while and was described in a
USENIX paper in 2010:
http://www.cl.cam.ac.uk/research/
security/capsicum/papers/2010usenix-
security-capsicum-website.pdf.

Part of the controversy is just because
of the similarity with capabilities. As
Eric Biderman pointed out during
the discussion, it would be possible
to implement features approaching
Capsicum’s as an extension of
capabilities, but implementing
Capsicum directly would involve
creating a whole new (and extensive)
abstraction layer in the kernel.
Although David argued that capabilities
couldn’t actually be extended far
enough to match Capsicum’s
fine-grained security controls.
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Capsicum also was controversial
within its own developer community.
For example, as Eric described,
it lacked a specification for how
to revoke privileges. And, David
pointed out that this was because
the community couldn’t agree on
how that could best be done. David
quoted an e-mail sent by Ben Laurie
to the cl-capsicum-discuss mailing list
in 2011, where Ben said, “It would
require additional book-keeping
to find and revoke outstanding
capabilities, which requires knowing
how to reach capabilities, and then
whether they are derived from the
capability being revoked. It also
requires an authorization model
for revocation. The former two
points mean additional overhead in
terms of data structure operations
and synchronisation.”

Given the ongoing controversy
within the Capsicum developer
community and the corresponding
lack of specification of key
features, and given the existence
of capabilities that already perform
a similar function in the kernel
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and the invasiveness of Capsicum
patches, Eric was opposed to David
implementing Capsicum in Linux.

But, given the fact that capabilities
are much coarser-grained than
Capsicum’s security features, to
the point that capabilities can’t
really be extended far enough to
mimic Capsicum’s features, and
given that FreeBSD already has
Capsicum implemented in its kernel,
showing that it can be done and
that people might want it, it seems
there will remain a lot of folks
interested in getting Capsicum into
the Linux kernel.

Sometimes it's unclear whether
there’s a bug in the code or just a bug
in the written specification. Henrique
de Moraes Holschuh noticed that
the Intel Software Developer
Manual (vol. 3A, section 9.11.6) said
quite clearly that microcode updates
required 16-byte alignment for the
P6 family of CPUs, the Pentium
4 and the Xeon. But, the code in
the kernel’s microcode driver didn’t
enforce that alignment.

In fact, Henrique's investigation
uncovered the fact that some Intel
chips, like the Xeon X5550 and the
second-generation i5 chips, needed
only 4-byte alignment in practice,
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and not 16. However, to conform
to the documented specification, he
suggested fixing the kernel code to
match the spec.

Borislav Petkov objected to
this. He said Henrique was looking
for problems where there weren’t
any. He said that Henrique simply
had discovered a bug in Intel’s
documentation, because the
alignment issue clearly wasn't
a problem in the real world. He
suggested alerting the Intel folks
to the documentation problem and
moving on. As he put it, “If the
processor accepts the non-16-byte-
aligned update, why do you care?”

But, as H. Peter Anvin remarked,
the written spec was Intel’s
guarantee that certain behaviors
would work. If the kernel ignored
the spec, it could lead to subtle
bugs later on. And, Bill Davidsen
said that if the kernel ignored the
alignment requirement, and “if the
requirement is enforced in some
future revision, and updates then fail
in some insane way, the vendor is
justified in claiming 'l told you so’.”

The end result was that Henrique
sent in some patches to make the
microcode driver enforce the 16-byte
alignment requirement.—zACK BROWN
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Android Candy: Disney
Everywhere, Even Android!

Movies -

% Featured

Discover

REES

‘£ Movies

Sort by Release Date 4

Dy
SAVING
MR, BANKS

«») Favorites

As a father of three girls, | have
piles and piles of Disney DVDs and
Blu-rays. | occasionally look at the
“Digital Copy” information and
roll my eyes, because it requires
some odd Windows DRM software
or some other convoluted watching
method that usually isn't possible or
even interesting for me.

Recently, however, Disney did
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a really cool thing and released
an Android app that allows you
to stream any movie you have
purchased from the Google Play
store, iTunes store or from a
department store (assuming the
store copy came with that seemingly
gimmicky digital version).

| tried it today, and sure enough,
there was an insert in our Saving
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Mr. Banks Blu-ray disk that allowed
me to redeem a copy of the movie
on my Disney account. Now that
movie is accessible to me through
any Android app along with any
iOS app or even a Web browser
(using Flash, unfortunately).

If you install the app and connect
it to your Google Play account,
you'll get a free copy of Wreck
it Ralph, even if you haven't
purchased any movies in the past.

Don’t get me wrong, the movies
still are completely crippled with

UPFRONT

DRM, but at least they are accessible
from a multitude of devices. It's the
first time the “digital version” of
the movies hasn't been a joke—

at least in my world. If you have

a collection of Disney DVDs with
unclaimed codes for digital copies,
you can add them to your account
and stream the movies instantly. It's
actually pretty cool!

To create your Disney account,
head over to
http://disneymoviesanywhere.com.
—SHAWN POWERS
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Non-Linux FOSS:
Animation Made Easy

|f you've ever wa nted ‘20 @ /Users/spowers/Desktop/house.pcl
| Tools () | Colors (]
to make an animated HE - s
film, the learning curve s . | e O
I "
for suc.:h software NE - He e
often is really steep. 2| e
Thankfully, the Pencil HEd 4D o
| Options @ Orange
program was released o [ I Derc Orange
Yellow
and although basic, sz 203 I cecna
| | ] 5 Dark Green
it provided a fairly ﬂcyan
simple way to create foreme e
- - [ O 45 Dispiay Options @
animations on your | comtous g
) Invisible ‘ /
computer (Windows, = >
Mac or Linux) with @O 000 NG > b G5 S e

¥ | 3

open-source tools. ~:%&
|25 Bimap Layer

Unfortunately, the g
Pencil program '

BN

was abandoned.

And really, that's the coolest part
of open-source software. Building
on the incredible Pencil program, a
new project was born. Pencil2D is
under active development, and it's a
cross-platform application allowing for
a frame-by-frame animation sequence
to be drawn and exported. Pencil2D
supports soundtracks, multiple layers,
imported graphics and a really cool
onion-skin feature so that subsequent
frames can be changed by increments
making for smooth animations.
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The program isn’t perfect, and it does
crash from time to time. As you can
see in my screenshot, it enables a non-
artist like myself to create animations.
(If I pressed play, you'd be shocked
and amazed at my puffing chimney!)
Whether you want to make a quick
animation or produce a full-length
movie, Pencil2D is a neat program
that will cost you nothing to try.
Download your copy, and see how
you can contribute to the project at
http://www.pencil2d.org.—SHAWN POWERS
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Slow System?
iotop Is Your Friend

Back in 2010, Kyle Rankin did an incredible

series on Linux Troubleshooting. In Part 1
(http://www.linuxjournal.com/magazine/
hack-and-linux-troubleshooting-part-i-high-load),
he talked about troubleshooting a system struggling
with a high load. At that point, I'd already been a
system administrator for more than a decade, but

it was the first time I'd ever heard of iotop.

-Qaaemon

ogd [rs:main Q:Reg]

Figure 1. The Bitcoin daemon is notorious for using a lot
of disk 1/0.

If you weren’t a subscriber in 2010, | highly
recommend you read Kyle's entire series. Either way,
| use iotop so often, | felt it was prudent to mention
it again all these years later. The concept is pretty
simple. It's like the top program, but instead of CPU
and memory usage, it monitors disk I/0. If you have
a system that is extremely slow to respond, but can’t
seem to figure out what is going on, give iotop a
try. You'll probably have to install it, as I've never
found a system with iotop installed by default, but
it should be in the software repository of just about
every Linux distro. And, if you find it useful? Be sure
to read Kyle's entire series; it's just as helpful today
as it was five years ago! —SHAWN POWERS
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If you can’t
be funny, be
interesting.
—Harold Ross

If you want
change, you have
to make it. If we
want progress, we
have to drive it.
—Susan Rice

Never regret
something that
once made

you smile.
—Amber Deckers

Never let the
future disturb you.
You will meet it,

if you have to,
with the same
weapons of reason
which today

arm you against
the present.
—Marcus Aurelius
Antoninus

Part of being
creative is
learning how

to protect your
freedom. That
includes freedom
from avarice.
—Hugh Macleod
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Designing with Linux

3-D printers are becoming popular work. Although a growing library of
tools, dropping in price and becoming  objects are available in several on-line
available to almost everyone. They databases, there is nearly an infinite
can be used to build parts that you number of possible things you might
can use around the house, but more want to build. This means you likely
and more, they also are being used will want to design and build your

to create instruments for scientific own creations.

000 [\| FreeCAD

File Edit View Help

Report view & X

Dimension
|

Figure 1. On start up, FreeCAD gives you a blank workspace so you can begin working.
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In this article, | take a look
at FreeCAD, an open-source
parametric 3-D modeler
(http://www.freecadweb.org).
A parametric modeler builds the
structures in the design based on a set
of properties. Changing the design,
thus, is simply a matter of changing
the properties of said design.

FreeCAD can read and write
several different file formats used in
modelling and 3-D printing. It is built
as a core application, with plugin
modules made to handle specific jobs.
Python is the language of choice,
because there actually is a built-in
Python engine. Additionally, FreeCAD
itself can be imported into your own
Python script. This gives you access
to all of the geometric tools for use
in your own code.

FreeCAD already should be in
your distribution’s package
management system. In Debian-based
ones, it is simply a matter of using
the command:

sudo apt-get install freecad

In the latest version of Ubuntu,
the latest version of FreeCAD
actually is available. But, you
always have the option of building
FreeCAD from source, if you need
some non-standard option.
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To start it, you can just run freecad.
It will pop open a window with a blank
workspace in it (Figure 1).

FreeCAD uses a workbench concept
to give you groups of tools based
on the task you are doing at any
particular time. You can access the
available workbenches by clicking on
the View—Workbench menu item.
Here, you will get a drop-down list of
all of the available options.

As I'm focusing on the idea
of building a 3-D object, let’s
start by activating the parts
workbench. Clicking on the
View—Workbench—Part menu
item will rebuild the interface and
introduce all sorts of new tools for
you to use (Figure 2).

On the left-hand side, you should
see two sub-windows providing a tree
view of the objects in your design and
a property view of specific objects.
Along the bottom are a report view
and a Python window. The majority of
the display currently is a blank slate.
You need to start a new design by
clicking on File—=New. This will open a
new, unnamed document in the main
part of the GUI. It will be renamed
when you first save the project. You
can do this by clicking File—Save.

You can add primitive objects to this
new document either by clicking on
the associated icon in the top toolbar
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gciaeciﬂ‘l?t View Tools Mauio Parl Measure Windows Help _ S :
| ws e O - =wje iz [MEWIIIIHS[TECL @R
EX TR P L Y LY

Application

l_%pnr%‘:viéw.- 8 x [Python console X

Type ‘helip', ‘copyright', ‘credita’ or 'ii
»>> Gui. activateWorkbench  "PartWorkbench"

Figure 2. Selecting the parts workbench will change the interface, giving you access to
all sorts of new tools to use for building.

or by clicking on the Part—Primitives that | have started to construct. A
menu item. torus is described by three angles

Once you have an object in the and two radii. The first two angles
document, you can click on it to see describe how much of the torus exists
its properties on the left-hand side. in the cylindrical direction. The third
There are two tabs in the property angle describes how much of the
view pane. The initial tab is the torus exists around the circle. The
View tab, which provides details first radius gives the overall radius
on the presentation of your object. of the torus, and the second radius
The second tab is the Data tab, represents the cylindrical radius.
which contains the details for the Lots of other tools are available
construction of your object. as well. You can select a different

In Figure 3, you can see a torus workbench by clicking on the

28 / JANUARY 2015 / WWW.LINUXJOURNAL.COM


http://www.linuxjournal.com

UPFRONT

Tree view A

Labels & Attributes I

Application

E E; iro'iactl

- Label

B Placement |[(0.00 0.00 1.00);0.00 °;{0.00 0.00 0....

|180.00
- Angle3 300.00
“Radiusl  |10.00
Radius2 5.00

RAA IX| FreeCAD
| @2 lm [ - o= cvje -z ||[N0&TT PGPS 2L
[aeons i s s [@e@ VgDV TROM

View J\ Data / B projectl : 1 [@
Report view & X |Python console 8 X
Gui.SendMsgToActiveView ("Savehs" :l
Gui . SendMegToActiveView (" Save"
App.getDocument | "Unnamed"! . saveds (' fhome/jbernar
__objs_ -
__objs__.append FreeCAD.getDocument [ "Unnamed”) .g
import Mesh
Mesh.export __objs__, "/home/jbernard/projectl.st
del __obis__
=
| | _’1—
70.00 x 34.18 mm

Figure 3. You can build your design based on primitive objects.

View—Workbench menu item, or
you can select a new workbench
from the drop-down menu in the
center of the top toolbar.

To look at another example
problem, say you wanted to generate
a mesh from your design to feed
into some other program, like
a computational fluid dynamics
program. To start, you will need to
select the mesh workbench. This will
bring in a new set of tools to work
with meshes. You can generate a
mesh from your design by clicking

the Meshes—Create mesh from shape
menu item. This will pop open a new
pane on the left-hand side to control
the meshing process. You can choose
either standard or mefisto meshing,
along with the maximum edge length.
Once these are set, you can select
the shape you want to mesh and click
OK. This will generate the mesh and
leave you with a mesh information
box describing the number of points,
facets and so on (Figure 4).

Tools are available to work on these
meshes as well. For example, click
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Figure 4. You even can do work on meshes with FreeCAD.

on the Meshes—Analyze—Evaluate

& Repair mesh menu item. This will
pop up a new pane on the right-
hand side where you can analyze your
new mesh and find problems like
duplicated faces, duplicated points

or degenerated faces. If any of those
issues are found, a repair button is
available to go ahead and fix those
issues. This is something that is more
likely to happen with very complex
objects created from several primitives
stitched together.
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Once you have your mesh generated
and properly tweaked and optimized,
you can click on the Meshes—Export
mesh menu item, and select the file
format you need. For example, if
you want to use it in some project
in CFX, you could export it as a
NASTRAN file. There are several
options that should be supported by
most other programs that can take
mesh files as input. So FreeCAD can
act as a very good pre-processing
step in many projects.
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Figure 5. You can export your design to the STL file format.

Once you have finished your object,
you will want to have it in a format
that can be used in some other
context. To do this, you can export
your design in one of any number
of available formats. For example, if
you want to send your design to a
3-D printer, you can export it in an
STL file format. To do that, click on
File—Export and select the stl option
from the drop-down list (Figure 5). You
then can take this file and use it in the
printing software for your 3-D printer.

Now that you can build your own
objects, you can design the exact
piece you need for that scientific
experiment, or create that specific
replacement part you need. If you can,
you also should consider sharing your
work in one or more of the on-line
libraries. That way, you may become
famous for your miracle widget or
amazing do-hickey. In any case, it
is always good to share information
so others can build on it to do even
greater things.—JOEY BERNARD
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Wondershaper—
QOS in a Pinch

In past articles, I've discussed

my BirdCam setup and how it
automatically archives video footage
from my bird feeders to YouTube
every night. That's a really cool
process, but unfortunately, it
saturates my upstream bandwidth
in the evening. | could get crafty
with my firewall and limit the
priority of traffic from my BirdCam
server, but because it's using
standard Web protocols to upload
to YouTube, the firewall rules
would be fairly complex. Thankfully,
there’'s Wondershaper.

Because I'm running my BirdCam
server on an independent machine,
it doesn’t affect any other programs
on the server if | just limit the
throughput on my Ethernet
interface. There are three basic
ways | know of to limit bandwidth
on a Linux machine: using tc, trickle
and Wondershaper.

The tc program is by far the most
powerful. It's also by far the most
complex. In fact, it's so complex
that for my lazy purposes, it just
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isn’t ideal. If you're looking for
protocol-specific QOS on a local
interface, tc is probably the tool for
the job. It is overkill for me.

The trickle (and trickled) program
seems like an ideal way to control
the bandwidth on a per-application
level. Supposedly, you simply can
start a program with trickle, and it
will Timit the bandwidth available.
Try as | might, however, | never
could get it to do its job. Yes, I'm
sure it's a perfectly wonderful tool,
but again, | want something dead
simple. Enter: Wondershaper.

After installing Wondershaper on
your system, it works by controlling
the bandwidth on an entire
interface. So this:

sudo wondershaper eth® 1250 125

will limit the ethO interface to 10mbps
down and Tmbps up. The numbers are
listed in KB/s (that wasn’t clear to me
at first, but Google will convert mbps
to KB/s for you). The setting is system-
wide and should limit bandwidth for
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any network application. To clear
the limit:

sudo wondershaper clear eth0

| simply put the command in
my root user’s crontab to execute
on startup, and my BirdCam
server doesn’t monopolize my
bandwidth when it uploads nightly
to YouTube. It seems like a simple
tool, and it is. But, it works so
well and provides such a useful
service, I'm making Wondershaper

this month's Editors’ Choice
winner. It’s not a new program,
but it's something I'd never used
before, and | can’'t imagine living
without it!

(NOTE: before | get hundreds
of e-mail messages, yes, | know
Wondershaper is a program from
2002. | mentioned other newer,
more robust alternatives above,
but the truth is, Wondershaper
still is a powerful, simple tool
that does one thing and does it
really well.)—~SHAWN POWERS
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Multitenant Sites

Your multitenant site can become even more flexible once you

add a database.

In my last article, | started to look
at multitenant Web applications.
These are applications that run a
single time, but that can be retrieved
via a variety of hostnames. As |
explained in that article, even a simple
application can be made multitenant
by having it check the hostname used
to connect to the HTTP server, and
then by displaying a different set of
content based on that.

For a simple set of sites, that
technique can work well. But if
you are working on a multitenant
system, you more likely will need
a more sophisticated set
of techniques.

For example, | recently have been
working on a set of sites that help
people practice their language skills.
Each site uses the same software
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but displays a different interface, as
well as (obviously) a different set of
words. Similarly, one of my clients
has long operated a set of several
dozen geographically targeted sites.
Each site uses the same software
and database, but appears to the
outside world to be completely
separate. Yet another reason to

use a multitenant architecture is if
you allow users to create their own
sites—and, perhaps, add users to
those private sites.

In this article, | describe how to set
up all of the above types of sites. |
hope you will see that creating such
a multitenant system doesn’t have
to be too complex, and that, on the
contrary, it can be a relatively easy
way to provide a single software
service to a variety of audiences.
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Identifying the Site Then create a “multiatf” user in
In my last article, | explained how your PostgreSQL installation:

to modify /etc/passwd such that

more than one hostname would createuser multiatf

be associated with the same IP

address. Every multitenant site uses Finally, go into the multiatf

this same idea. A limited set of IP directory, and create the database:
addresses (and sometimes only a

single IP address) can be mapped rake db:create

to a larger number of hostnames

and/or domain names. When a With this in place, you now have
request comes in, the application a working (if trivially simple) Rails
first checks to see which site has application. Make sure you still
been requested, and then decides have the following two lines in your
what to do based on it. /etc/hosts file:

The examples in last month’s article
used Sinatra, a lightweight framework  127.0.0.1 atf1

for Web development. It's true that 127.0.0.1 atf2

you can do sophisticated things with

Sinatra, but when it comes to working And when you start up the
with databases and large-scale Rails application:

projects, | prefer to use Ruby on Rails.

So here I'm using Rails, along with a rails s

back end in PostgreSQL.
In order to do that, you first need to you can go to http://atf1:3000 or

create a simple Rails application: http://atf2:3000, and you should
see the same results—namely, the
rails new -d postgresql multiatf basic “hello” that you get from a
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Rails application before you have
done anything.

The next step then is to create a
default controller, which will provide
actual content for your users. You can
do this by saying:

rails g controller welcome

Now that you have a “welcome”
controller, you should uncomment the
appropriate route in config/routes.rb:
root 'welcome#index'

If you start your server again and
go to http://atf1:3000, you'll now
get an error message, because Rails
knows to go to the “welcome”
controller and invoke the “index”
action, but no such action exists. So,

you'll have to go into your controller
and add an action:

def index
render text: "Hello!"

end

With that in place, going to your
home page gives you the text.

So far, that’s not very exciting, and
it doesn’t add to what | explored in
my last article. You can, of course,
take advantage of the fact that your
“index” method is rendering text, and
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that you can interpolate values into
your text dynamically:

def index
render text: "Hello, visitor to #{request.host}!"

end

But again, this is not what you're
likely to want. You will want to use
the hostname in multiple places
in your application, which means
that you’ll repeatedly end up calling
“request.host” in your application. A
better solution is to assign a @hostname
variable in a before_action
declaration, which will ensure that
it takes place for everyone in the
system. You could create this “before’
filter in your welcome controller, but
given that this is something you'll
want for all controllers and all actions,
| think it would be wiser to put it in
the application controller.

Thus, you should open
app/controllers/application_controller.rb,
and add the following:

7

before action :get hostname
def get hostname

@hostname = request.host
end

Then, in your welcome controller,
you can change the "“index” action
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to be:

def index
render text: "Hello, visitor to #{@hostname}!"

end

Sure enough, your hostname now
will be available as @hostname and
can be used anywhere on your site.

Moving to the Database

In most cases, you'll want to move
beyond this simple scheme. In order
to do that, you should create a
“hosts” table in the database. The
idea is that the “hosts” table will
contain a list of hostnames and
IDs. It also might contain additional
configuration information (I discuss
that below). But for now, you can
just add a new resource to the
system. | even would suggest using
the built-in scaffolding mechanism
that Rails provides:

rails g scaffold hosts name:string

Why use a scaffold? | know
that it's very popular among Rails

developers to hate scaffolds, but

| actually love them when | start a
simple project. True, I'll eventually
need to remove and rewrite parts,
but | like being able to move ahead
quickly and being able to poke and
prod at my application from the very
first moments.

Creating a scaffold in Rails means
creating a resource (that is, a model,
a controller that handles the seven
basic RESTful actions and views
for each of them), as well as the
basic tests needed to ensure that
the actions work correctly. Now, it's
true that on a production system,
you probably won’t want to allow
anyone and everyone with an
Internet connection to create and
modify existing hosts. And indeed,
you'll fix this in a little bit. But for
now, this is a good and easy way
to set things up.

You will need to run the new
migration that was created:

rake db:migrate

And then you will want to add your
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two sites into the database. One way
to do this is to modify db/seeds.rb,
which contains the initial data that
you'll want in the database. You can
use plain-old Active Record method
calls in there, such as:

Host.create([{name: 'atfl'}, {name: 'atf2'}])

Before you add the seeded data,
make sure the model will enforce
some constraints. For example, in
app/models/host.rb, | add the following:
validates :name, {:uniqueness => true}

This ensures that each hostname
will appear only once in the “hosts”
table. Moreover, it ensures that when
you run rake db:seed, only new
hosts will be added; errors (including
attempts to enter the same data
twice) will be ignored.

With the above in place, you can
add the seeded data:

rake db:seed

Now, you should have two records
in your “hosts” table:

[locall/multiatf_development=# select name from hosts;
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| atfl |

(2 rows)

With this in place, you now can
change your application controller:

before_action :get_host

def get_host

@requested_host = Host.where(name: request.host).first

if @requested_host.nil?
render text: "No such host '#{request.host}'.", status: 500

return false

end

end

(By the way, | use @requested_host
here, so as not to collide with the
@host variable that will be set in
hosts controller.)

@requested_host is no longer
a string, but rather an object. It,
like @requested host before, is
an instance variable set in a before
filter, so it is available in all of
your controllers and views. Notice
that it is now potentially possible
for someone to access your site
via a hostname that is not in your
“hosts” table. If and when that
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happens, @requested_host will
be nil, and you give an appropriate
error message.

This also means that you now have
to change your “welcome” controller,
ever so slightly:

def index
render text: "Hello, visitor to #{@requested_host.name}!"

end

This change, from the string
@requested_host to the object
@requested host, is about much
more than just textual strings. For
one, you now can restrict access
to your site, such that only those
hosts that are active can now be
seen. For example, let’s add a new
boolean column, is_active, to
the “hosts” table:

rails g migration add_is_active to_hosts

On my machine, | then edit the
new migration:

class AddIsActiveToHosts < ActiveRecord::Migration
def change
add_column :hosts, :is_active, :boolean, default: true,
=null: false
end

end

According to this definition, sites

are active by default, and every site
must have a value for is_active.
You now can change your application
controller’'s get _host method:

def get_host

@requested_host = Host.where(name: request.host).first

if @requested_host.nil?
render text: "No such host '#{request.host}'.", status: 500
return false

end

if !@requested host.is_active?
render text: "Sorry, but '#{@requested_host.name}'
=is not active.", status: 500
return false

end

end

Notice how even a simple database
now allows you to check two
conditions that were not previously
possible. You want to restrict the
hostnames that can be used on your
system, and you want to be able
to turn hosts on and off via the
database. If | change is_active to
false for the "atf1” site:

UPDATE Hosts SET is_active = 'f' WHERE name = 'atfl';

immediately, I'm unable to access the
"atf1” site, but the "atf2"” site works
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just fine.

This also means that you now can
add any number of sites—without
regard to host or domain—so long as
they all have DNS entries that point to
your IP addresses. Adding a new site
is as simple as registering the domain
(if it hasn’t been registered already),
configuring its DNS entries such
that the hostname points to your IP
address, and then adding a new entry
in your Hosts table.

Users and Permissions

Things become truly interesting
when you use this technique to
allow users to create and manage
their own sites. Suddenly, it is

not just a matter of displaying
different text to different users, but
allowing different users to log in
to different sites. The above shows
how you can have a set of top-
level administrators and users who
can log in to each site. However,
there often are times when you will
want to restrict users to be on a
particular site.

There are a variety of ways to
handle this. No matter what, you
need to create a “users” table and
a model that will handle your users
and their ability to register and
log in. | used to make the foolish
mistake of implementing such login
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systems on my own; nowadays, |
just use “Devise”, the amazing Ruby
gem that handles nearly anything
you can imagine having to do with
registration and authentication.

| add the following line to my
project’s Gemfile:

gem 'devise’

Next, | run bundle
and then:

install,

rails g devise:install

on the command line. Now that | have
Devise installed, I'll create a user model:

rails g devise user

This creates a new “user” model,
with all of the Devise goodies in it.
But before running the migrations
that Devise has provided, let's make a
quick change to the Devise migration.

In the migration, you're going

to add an is_admin column,
which indicates whether the user
in question is an administrator.
This line should go just before the
t.timestamps line at the bottom,
and it indicates that users are not
administrators by default:

t.boolean :is_admin, default: false, null: false
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With this in place, you now can run
the migrations. This means that users
can log in to your system, but they
don’t have to. It also means that you
can designate users as administrators.
Devise provides a method that you
can use to restrict access to particular
areas of a site to logged-in users.
This is not generally something
you want to put in the application
controller, since that would restrict
people from logging in. However,
you can say that your “welcome”
and “host” controllers are open only
to registered and logged-in users by
putting the following at the top of
these controllers:
before action :authenticate user!

With the above, you already have
made it such that only registered and
logged-in users are able to see your
“welcome” controller. You could
argue that this is a foolish decision,
but it's one that I'm comfortable with
for now, and its wisdom depends on
the type of application you're running.
(SaaS applications, such as Basecamp
and Harvest, do this, for example.)
Thanks to Devise, | can register and
log in, and then...well, | can do
anything | want, including adding and
removing hosts.

It's probably a good idea to

restrict your users, such that only
administrators can see or modify the
hosts controller. You can do that with
another before_action at the top
of that controller:

before_action :authenticate_user!
before_action :only_allow_admins

before_action :set_host, only: [:show, :edit, :update, :destroy]

Then you can define
only allow_admins:

def only allow_admins
if lcurrent_user.is_admin?
render text: "Sorry, but you aren't allowed there",
=status: 403
return false
end

end

Notice that the above before _action
filter assumes that current _user
already has been set, and that it
contains a user object. You can be sure
that this is true, because your call to
only allow_admins will take place
only if authenticate _user! has
fired and has allowed the execution
to continue.

That's actually not much of
a problem. You can create a
“memberships” table that joins
“users” and “hosts” in a many-to-
many relationship. Each user thus
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can be a member of any number of
hosts. You then can create a

before action routine that checks
to be sure not only whether users are
logged in, but also whether they are a
member of the host they're currently
trying to access. If you want to
provide administrative rights to users
within their site only, you can put
such a column (for example,
“is_host_admin”) on the memberships
table. This allows users to be a member
of as many sites as they might want,
but to administer only those that have
been specifically approved.

Additional Considerations
Multitenant sites raise a number of
additional questions and possibilities.
Perhaps you want to have a different
style for each site. That's fine. You can
add a new “styles” table, which has
two columns: “host_id” (a number,
pointing to a row in the host table)
and “style”, text containing CSS,
which you can read into your program
at runtime. In this way, you can let
users style and restyle things to their
heart’s content.

In the architecture described here,
the assumption is that all data is in

Now Available: Practice Makes Python

by Reuven M. Lerner

My new e-book, Practice Makes Python, is now available for purchase. The book is
aimed at people who have taken a Python course or learned it on their own, but want
to feel more comfortable with the “Pythonic” way of doing things—using built-in data
structures, writing functions, using functional techniques, such as comprehensions,

and working with objects.

Practice Makes Python contains 50 exercises that | have used in nearly a decade of
on-site training classes in the US, Europe, Israel and China. Each exercise comes with
a solution, as well as a detailed description of why the solution works, often along
with alternatives. All are aimed at improving your proficiency with Python, so that you

can use it effectively in your work.

You can read more about the book at http://lerner.co.il/practice-makes-python.

Linux Journal readers can get 10% off the purchase price by using the coupon code
LINUXJOURNAL at checkout. Questions or comments can be sent to me by e-mail at
reuven@lerner.co.il or @reuvenmlerner on Twitter.
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the same database. | tend to prefer Conclusion
to use this architecture, because | Creating a multitenant site, including
believe that it makes life easier for separate administrators and
the administrators. But if you're permissions, can be a quick-and-
particularly worried about data easy process. | have created several
security, or if you are being crushed such sites for my clients through the
by a great load, you might want to years, and it has only gotten easier
consider a different approach, such as  during that time. However, at the
firing up a new cloud server for each end of the day, the combination of
new tenant site. HTTP, IP addresses and a database is
Also note that with this system, a user  truly what allows me to create such
has to register only once on the entire flexible SaaS applications.m

site. In some cases, it's not desirable for
end users to share logins across different  Reuven M. Lerner is a Web developer, consultant and trainer.
sites. Moreover, there are cases (such as He recently completed his PhD in Learning Sciences from
with medical records) that might require  Northwestern University. You can read his blog, Twitter feed
separating information into different and newsletter at http://lerner.co.il. Reuven lives with his wife
databases. In such situations, you and three children in Modi'in, Israel.

might be able to get away with a single

database anyway, but use different

“schemas”, or namespaces, within T Y

it. PostgreSQL has long offered this Send comments or feedback via

capability, and it's something that http://www.linuxjournal.com/contact

more sites might be able to exploit. or to ljeditor@linuxjournal.com.
Resources

The Devise home page is at https://github.com/plataformatec/devise.

For information and ideas about multitenant sites in Ruby on Rails, you might want
to read Multitenancy with Rails, an e-book written by Ryan Bigg and available at
https://leanpub.com/multi-tenancy-rails. While the book specifically addresses
multitenancy with Rails, it offers many ideas and approaches that are appropriate for
other software systems.
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The

DAVE TAYLOR

find|xargs
Sequence

find|xargs: the magic of smart pipes versus filenames

with spaces.

In my last article, | dug into the
weird but powerful find command,
a tool that | find to be an essential
part of working with the command
line on a Linux system, and as a key
tool for shell scripts too. Although
it's super powerful, find has some
odd quirks and does a really poor job
with filenames that have spaces.
Indeed, in the good-old days,
UNIX was developed with a standard
rule of “no spaces in filenames”,
so it's only recently with the
addition of far longer filename
options that spaces have shown
up to plague us Linux users. The
problem, of course, is that the
standard field separator in the shell
is, you guessed it, the space. So if
you have a file called “My Latest
Story”, just about every command
is going to hiccup.
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Try this, and it'll fail:
cat My Latest Story

saying that file “My"”, file “Latest”

and file “Story” are not found.
Savvy command-line users have long

since learned that filename completion

is the easiest solution to this, typing

in the fragment cat My then pressing

<Tab> to have it completed:

cat My\ Latest\ Story

Aesthetically yechy, but it’s
functional. You also can quote
filenames, of course, so this also
would work:

cat "My Latest Story"

But, again, it's a hassle. The
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real solution simply is never to
use spaces in Linux filenames, but
as a shell script writer, you can't
guarantee that your script users
meet the same criteria, so you've
got to cope. And, that's where
find tends to fall down.

Mutual Incompatibility: find

and Spaces

There's a rather kludgy solution
that's now part of the complicated
find language, fortunately, and it’s
just a simple variant on the basic
-print predicate: -print@.

Run it by itself, however, and
you'll get really odd output,
because for every matching
filename, find ends the filename
with an ASCII O rather than the
usual end of line. Try it, you'll see
the output is a bit confusing!

To get this all to work with
find, the most common solution
is to pipe the output of find into
the xargs command and specify
the -0 flag:

find . -name "*.c" -print@ | xargs -0 1ls -1

The above snippet would work
for source files with names like
“black box 2.c” and “chapter 3
problem 8.c”.

Let's start with just a simple find:

$ find
./black box 2.c
./chapter 3 problem 8.c
./helloworld.c
./sample.c

-name "*.c"

Add the -print@, and the output is
a bit wonky, as expected:

$ find . -name "*.c" -print@®

./black box 2.c./chapter 3 problem 8.c./helloworld.c./sample.c$

Messy. Worse, what if you use
the find command and forget
to compensate for those pesky
space-filled filenames? Oh, it's
not pretty:

$ find . -name "*.c" | xargs 1ls -1

1s: ./black: No such file or directory

1s: ./chapter: No such file or directory

1s: 2.c: No such file or directory

1s: 3: No such file or directory

1s: 8.c: No such file or directory

1s: box: No such file or directory

1s: problem: No such file or directory

-rw-r--r-- 1 taylor staff © Nov 5 14:39 ./helloworld.c

-rw-r--r-- 1 taylor staff © Nov 5 14:39 ./sample.c

| warned you up front that spaces
in filenames cause trouble, and here’s
that trouble come to roost.

Add the -print0 instead of the
assumed default of -print, pipe
that directly to xargs, and now it all
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makes sense:
$ find . -name "*.c" -print® | xargs -0 1ls -1
-rw-r--r-- 1 taylor staff © Nov 5 14:39 ./black box 2.c
-rw-r--r-- 1 taylor staff © Nov 5 14:39 ./chapter 3 problem 8.c
-rW-r--r--

1 taylor staff O Nov 5 14:39 ./helloworld.c

-rw-r--r-- 1 taylor staff © Nov 5 14:39 ./sample.c

I've written about dealing with
spaces in filenames within shell scripts
in the past. It's a pain. Now at least
with find, you now know how to
work in a space-friendly way.

A Bit More about xargs

Before moving on to the dynamic
duo of find and xargs, however,
let’s spend a time bit more time on
xargs itself. The xargs command is
designed to let you invoke another
command with arguments received
In a pipe.

Commonly, you'll see find|xargs,
but it turns out you can do other
things with it too, as you'll see.

More important, remember that the
first argument given to xargs itself
is the command you want to run. A
common usage might be something
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like this:

xargs grep -i "pattern"
as part of a pipeline.

Where xargs really shines though
is with its many command-line
arguments. One of the most useful
of those is -n, which lets you specify
the maximum number of entries it
should accumulate before running
the specified command. If you've ever
seen a “stack overflow” or “buffer
overflow” on the command line,
you'll appreciate the -n flag. Here's
a simple example:

$ echo this is a demo of the xargs -n flag | xargs -n3
this is a
demo of the

xargs -n flag

As you can see, the -n flag
causes xargs to push out its buffer
every n items—darn useful with
really big directories!

Even more useful is the -p option
that has xargs prompt you to proceed
with the given command. Want to
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remove some files, but not others?
Try this (carefully):

$ find . -print® | xargs -0 -nl -p rm -rf
rm -rf .?2...n

rm -rf ./black box 2.c?...n
rm -rf ./chapter 3 problem 8.c?...y
rm -rf ./helloworld.c?...n
rm -rf ./sample.c?...n

In this sequence, xargs prompts
with the ? ... sequence (confusing
though it is). Look carefully, and
you’'ll see that “chapter 3 problem
8.c" is the only file | opted to delete.
| also used -n1 to ensure that | could
decide on a file-by-file basis which
to delete.

Note that any of this works from
within a shell script too, so if you
had one that, say, rotated log files
and deleted the oldest of them,
using find|xargs would result in
users being prompted, log file by
log file, whether they want to
delete the oldest or save them for
historical research.

One of the coolest things you
can do with find|xargs is to

tie grep into it. Here's a way to

search all your *.php files for
preg replace() invocations:

find / -name "*.c" -print@® | xargs -0 grep "preg_replace"

Most C programmers aren’t
going to be using filenames with
spaces in them, so you might think
the -print0@ is unnecessary, but
remember that parent directories
might well have spaces anyway. So
It’s just smart to anticipate!

That'’s it for my tour of find and
xargs. In my next article, I'll be
back to shell script programming
and will explore how to write an
acey-deucey game. Yes, back to
card games. See you then!m

Dave Taylor has been hacking shell scripts for more than 30 years.
Really. He’s the author of the popular Wicked Cool Shell Scripts
(and just completed a 10th anniversary revision to the book,
coming very soon from 0Reilly and NoStarch Press). He can be
found on Twitter as @DaveTaylor and more generally at his tech
site: http://www.AskDaveTaylor.com.

T e e e e e e e e e e e e e e
Send comments or feedback via
http://www.linuxjournal.com/contact
or to ljeditor@linuxjournal.com.
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Secure Server
Deployments in

KYLE RANKIN

Hostile Territory

When your server is running in a risky environment, what steps

should you take to secure it?

Would you change what you said
on the phone, if you knew someone
malicious was listening? Whether or
not you view the NSA as malicious,

| imagine that after reading the NSA
coverage on Linux Journal, some of
you found yourselves modifying
your behavior. The same thing
happened to me when | started
deploying servers into a public cloud
(EC2 in my case).

Although I always have tried to build
secure environments, EC2 presents a
number of additional challenges both
to your fault-tolerance systems and
your overall security. Deploying a server
on EC2 is like dropping it out of a
helicopter behind enemy lines without
so much as an IP address.

In this article, | discuss some
of the techniques | use to secure
servers when they are in hostile
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territory. Although some of these
techniques are specific to EC2,
most are adaptable to just about
any environment.

Behind Enemy Lines

So, what makes EC2 so hostile
anyway? When you secure servers in
a traditional environment, you may
find yourself operating under a few
assumptions. First, you likely assume
that the external network is the main
threat and that your internal network
is pretty safe. You also typically
assume that you control the server
and network hardware, and if you
use virtualization, the hypervisor

as well. If you use virtualization,

you probably also assume that

other companies aren’t sharing

your hardware, and you probably
never would think it is possible that
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a malicious user might share your
virtualization platform with you.

In EC2, all of those assumptions
are false. The internal and external
network should be treated as
potentially hostile. The server
and network hardware are under
someone else’s control. Someone
else also controls the hypervisor
that manages all of the virtual
machines, and your virtual machines
definitely share hardware with other
companies. Finally, although it may
not be something that happens
every day, it's definitely possible
that your virtualization neighbor
might be malicious.

EC2-Specific Practices

Although many of the practices

| describe here could be used in
just about any environment, a

few of them are specific to EC2,
but even then, you may find ways
to map these notions to other
cloud environments. Most of these
practices revolve around Security
Groups. EC2 Security Groups can
be thought of in some ways like

a VLAN in a traditional network.
With Security Groups, you can
create firewall settings to block
incoming traffic to specific ports
for all servers that are members of
a specific group. Unlike traditional

HACK AND /

VLANSs, you can create firewall rules
within Security Groups that block
traffic between members of that
group. Servers can be members of
multiple Security Groups, although
it’s important to know that Security
Groups are assigned only when an
instance is created—you can’t add
or remove Security Groups from an
instance after you create it.

| generally use Security Groups
like most people might use VLANSs
only with some changes. Every group
of servers that share a common
purpose have their own Security
Group. All groups block all outside
traffic by default, and | open ports
only as | need them. For the most
part, Security Groups allow no
external access. | also have kept
the “default” Security Group EC2
puts in place and make every server
a member of that group as well;
however, | lock down that group
and use it only when | want to grant
access from a different Security
Group to all of my servers. For
instance, | might use changes to the
default Security Group to allow all
servers to talk to my Puppetmaster
server on its custom port. As another
example, | use a VPN to access my
cloud network, and that VPN is
granted access to SSH into all of the
servers in my environment.
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Finally, | never store a secret in
my userdata file. Often when you
spawn a server in EC2, you provide
the server with a userdata file. A
number of AMIs (Amazon Machine
Images—the OS install image you
choose) are configured to execute
the userdata script. Although in
some cases this file is used to pass
specific configuration values on
to the server, many people (myself
included) use the file as a post-
install script. In my case, | use
it to configure my configuration
management system (Puppet) and
from that point on let it take over
the configuration of the system.
What you may not know is that the
contents of the userdata script are
available via an API call to any user
who is on the system throughout
the life of the instance. If you
use the userdata file to inject
any sort of secrets (certificates or
SSH private keys, passwords or
shared secrets the system uses in
its configuration, or anything you
wouldn’t want a regular user to
see), those secrets will be visible to
any user on the system. In fact, if
you happen to use Puppet yourself
(or otherwise have facter installed
on the system), facter itself will
return the contents of that userdata
script for you.
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Handling Secrets

It's incredibly important to think
about how you manage secrets

in a cloud environment beyond
just the userdata script. The fact
is, despite your best efforts, you
still often will need to store a
private key or password in plain
text somewhere on the system.

As | mentioned, | use Puppet for
configuration management of my
systems. | store all of my Puppet
configuration within Git to keep
track of changes and provide an
audit trail if | ever need it. Having
all of your configuration in Git

is a great practice, but the first
security practice | recommend
with respect to secrets is to avoid
storing any plain-text secrets in your
configuration management system.
Whenever possible, | try to generate
secrets on the hosts that need
them, so that means instead of
pushing up a GPG or SSH key pair
to a server, | use my configuration
management system to generate
one on the host itself.

Another practice | put in place
is to store secrets in ramdisk
whenever possible. This avoids the
problem of securely deleting files
on a hard drive that may go away
at any moment. We just wrote a
basic module in our configuration
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management system that automates
the process of moving a sensitive
file to /dev/shm, named after its
checksum, and creating a symlink
in the original location. Of course,
if you go this route, you will need
to be aware that any files stored in
ramdisk will disappear after reboot
(that's the whole idea), so don’t
store anything there you can’t
regenerate after a reboot, although
| generally just respawn instances

instead of reboot them in the cloud.

In many cases, the secret |
generate on the host doesn’t
ever need to leave the system.

In other situations, | may need

to share the public component

of a key pair to other servers. In
that instance, Puppet imports and
stores the generated public key in
its database and then can export

it onto any other host that needs
it. In some cases, I've had to write
some custom Puppet facts to aid in
exporting some of this data.

Even with all of these practices in
place, sometimes it is a lot simpler
just to store a database password
in your configuration management
system. In those cases, | use an
add-on module to Puppet called
hiera-gpg that allows you to store
GPG-encrypted YAML files with your
Puppet configuration that contain

sensitive configuration settings. Each
independent environment (such as
development and production) has

its own Puppetmasters and its own
GPG keys. Each sysadmin adds each
of these keys to his or her own GPG
keychain, and we use a wrapper
script to aid in editing these
hiera-gpg files. The wrapper script
is told what file to edit and what
environment it's for, and it makes
sure the file is encrypted so that
any sysadmin and the Puppetmaster
in that particular environment

can open it.

These techniques barely scratch
the surface of the sorts of measures
you should put in place when
hosting sensitive servers in the
cloud, and this is by no means the
complete list of systems | have
in place. In a future article, | will
follow up with other techniques
| use to keep my servers safe in
hostile territory.m

Kyle Rankin is a Sr. Systems Administrator in the San Francisco
Bay Area and the author of a number of books, including The
Official Ubuntu Server Book, Knoppix Hacks and Ubuntu Hacks.
He is currently the president of the North Bay Linux Users Group.
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Vagrant

SHAWN POWERS

Simplified

Vagrant can be overwhelming, but don’t let that stop you from
taking advantage of this awesome tool.

I admit it, some tools confuse

me. | know they must be amazing,
because programs don't get popular
by being dumb (well, reality TV,

but that’s another story). | have the
same sort of confusion with Vagrant
that | have with Wine, Docker, Chef
and countless other amazing tools
people constantly rave about. So in
this article, I'm going to break down
Vagrant into its simplest form.

Don’t get me wrong, | could follow
along with the tutorials and get a
virtual machine running by typing
the magic vagrant up command.
The thing is, | really don’t like magic
when it comes to computers. | like
to know what is happening, why it’s
happening and where to look when
things go wrong. Ultimately that's
my goal, to be able to fix it when
it breaks. Without an understanding
of how things truly work, it gets
really scary when the magic button
quits working.
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What it Is
Simply put, Vagrant is a front end to
an underlying virtualization program.
By default, the back-end program is
VirtualBox, although Vagrant can work
with other underlying virtualization
systems. This realization was important
for me, because the line between what
had to be inside VirtualBox and what
Vagrant actually did on its own was
murky. If you use Vagrant, you don't
ever need to start VirtualBox—truly. It
won't hurt anything if you do start it,
but Vagrant uses VirtualBox more like a
tool than a system.

Another reason this is important
is because it means there is no
intermingled dependencies between
Vagrant and VirtualBox. By that |
mean you can take your Vagrantfiles
to another computer, and it will
work just fine. It simply will use the
copy of VirtualBox you have installed
on the new computer and work
exactly the same.
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When Does It Make Sense to
Use Vagrant?
Much like brushing your teeth with a
hairbrush doesn’t make much sense,
using Vagrant for setting up your
permanent data center might not
be the best idea. Sure, you could
use it, but Vagrant really excels at
building VMs very fast and destroying
them when you're finished. In fact,
most people use Vagrant for one of
two things: creating a development
environment to test their code and
creating temporary servers on demand
when the workload requires it.

One of the nice side effects of
using Vagrant is that it forces you
to think of your persistent data as
separate from your server. I've found
that even in situations where I'm not
using Vagrant, I'm now smarter about
making sure my data isn't dependent
on a single point of failure. An
example is my /usr/local/bin folder.
Most of my machines have tons of
little scripts I've written that live in
the /usr/local/bin folder. Since I've

been using Vagrant, | think about my
scripts as something that should be
accessible by my machines, but maybe
not stored in the local file space on

a server. Sure, | have backups, but if

| can keep my data separate from my
server filesystem, moving to a new
server is much easier.

What It Actually Does

| already mentioned that Vagrant is
a front end to VirtualBox. Of course,
VirtualBox already has a command-
line interface, but Vagrant is far
more powerful. Rather than install
an operating system, Vagrant takes
a “template” of a fully installed
machine and creates a clone. That
means you can have a fully running
system in seconds instead of going
through the installation process.
The “templates” are referred to as
“boxes” in the Vagrant world, and
there’s no need to make your own.
You can download generic boxes of
most Linux distributions, which means
zero setup time.
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Figure 1. There are really only two locations to worry about: the .vagrant.d folder in your
home directory and the project folder you create.

There are three main pieces to using Python. The Python executable
the Vagrant puzzle. Figure 1 shows needs to be installed, but it's just an
a diagram of those parts and their interpreter that executes the Python
connection to each other. code. With Vagrant, it's the same

1) The Virtualization System: By sort of thing. VirtualBox is just the
default, this is VirtualBox. It is the program Vagrant uses to run its own
engine that makes Vagrant boxes code. If VirtualBox is installed, your

work, but it doesn’t keep track of any  work is done.
VM files or configuration. It's a bit like 2) The .vagrant.d Folder: This
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actually took me a while to figure
out. Those “boxes” | mentioned
earlier are downloaded to this
folder so that when you create a
new VM, it doesn’t have to
re-download the box, it just uses
your local cached copy. Once | knew
where the folder was, it was easier
to fix things when | messed up. |
tend to learn by experimentation,
and so | invariably break things. At
first, | couldn’t figure out how to
get rid of the boxes | incorrectly
downloaded, but clearing them out
of the .vagrant.d folder in my home
directory did the trick.

3) The Project Folder: My
favorite feature of Vagrant is that
every VM lives inside its own folder.
Everything to do with the VM is
in that folder, so you don’t have
to worry about the configuration
file being in one folder, the hard
drive image being in another folder
and so on. The folder can also be
created anywhere, and it functions
independently from other project
folders. They don’t even depend
on the original “box” once they're
created, because the box is cloned

into the project folder when you
create the Vagrant instance.

The project folder contains the
Vagrantfile, which is the single
configuration file for the virtual
machine. It contains the settings
for what type of hardware you
want to have VirtualBox use (how
much RAM and so on), and it can
contain startup scripts that will
customize your VM as it is created.
In fact, a common thing to do with
the Vagrantfile is to start Chef
and automatically configure the
entire machine from a Chef server!
Thankfully, the Vagrantfile can be
very simple, and Vagrant creates
one for you by default the first time
you create a VM.

The Step-by-Step Process
I’'m almost to the point where most
Web tutorials start, which is to
create a VM with Vagrant. Now that
you know what Vagrant is doing,
the process is far more interesting
and less mysterious. Here is the
step-by-step process:

1) Install VirtualBox and Vagrant:
On a Debian-based distro like Ubuntu,
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you simply type:
sudo apt-get install vagrant virtualbox

and allow the programs to be
installed. There’s no need to open
VirtualBox, just have it installed.

2) Download a Box File: This is
how you populate the .vagrant.d
folder in your home directory with
a template or box file. To choose
what box you want, head over to
http://vagrantbox.es, and copy
the URL of whatever base you want
to start with. Lots of contributed
boxes are available, so pick one
that makes sense for you, and
copy the URL to your clipboard.
Then, to get the box to your local
cache, type:

vagrant box add NAME http://example.com/boxurl/mybox.box

Note that NAME is just an arbitrary
name that you pick to name your
box. If you go with an Ubuntu 14.04
image, you could name it something
like “trusty64” so you can reference
it easily later. The command will
download the box file and store it
with whatever name you chose.

3) Create a Project Folder:
Somewhere on your system, create
a folder for the VM. It truly can be
anywhere. | usually make it on my
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desktop at first, so | easily can see
it—basically:

mkdir ~/Desktop/myfirstvm
Then, switch into that folder:
cd ~/Desktop/myfirstvm

4) Initialize Your Vagrant Image:
Now you simply type:

vagrant init NAME

The vagrant program will create
a Vagrantfile with a default
configuration. Basically, it contains
information on what box file to use
when creating the VM. If you want
to do advanced configuration on
the Vagrantfile (I'll touch on that
later), you can edit it, but by default,
it will work with the file untouched.

5) Start Your VM: The VM
configuration file has been created
in the myfirstvm folder, but the VM
hasn’'t been created yet. In order to
do that, type:

vagrant up

Note that you have to be inside
the myfirstvm folder in order to
have this work. Because you could
have multiple folders with VMs
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(mysecondvm, for instance), the only
way to tell Vagrant what VM you want
to start is to be in the correct folder.
Vagrant now will create a virtual
machine based on the box file you
downloaded earlier. The virtual hard
drive and all configuration files will
be stored in a folder called .vagrant
inside the myfirstvm folder (refer back
to Figure 1 for details). On the screen,
you will see the computer starting,
and once it's all set, you have a fully
running VM.

6) Do Something with Your VM:
This was another stumbling point for
me. | had a running VM, but how to
interact with it? Thankfully, Vagrant
offers a cool feature, namely SSH.
Still inside that myfirstvm folder, type:

vagrant ssh

and you will be logged in via SSH
to the running VM! Even though
you don’t know any passwords on
the machine, you always can access
it via the vagrant ssh command
because Vagrant automatically creates
a keypair that allows you to log in
without entering a password. Once
you're logged in, you can do whatever
you want on the system, including
changing passwords, installing
software and so on.

7) Manipulate Your VM: After

you exit out of your VM, you'll drop
back into your local machine inside
the myfirstvm folder. The VM still is
running, but you can do other things
with Vagrant:

B vagrant halt — shuts down the VM.
B vagrant suspend — pauses the VM.

B vagrant resume — resumes a
paused VM.

M vagrant destroy — erases the VM
(not the Vagrantfile).

Where to Go from Here

| hope that makes the Vagrant
workflow clear. If it seems simple
enough, but not terribly useful,
that's about all the basics will get
you. Although it’s cool to be able to
create and destroy VMs so quickly,
by itself, the process isn’t very
useful. Thankfully, Vagrant bakes

in a few other awesome features. |
already mentioned the vagrant ssh
command that allows you to SSH in
to the VM instantly, but that is only
the tip of the iceberg.

First, you have the /vagrant folder
inside the VM. This is a folder that
is mounted automatically inside
the running VM, and it points to
the project folder itself on the
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main system. So any files you
store in “myfirstvm” alongside
the Vagrantfile will be accessible
from inside the VM in the /vagrant
folder. What makes that useful is
that you can destroy the VM, create
a new VM, and the files in your
project folder won’t be erased. That
is convenient if you want to have
persistent data that isn’'t destroyed
when you do a vagrant destroy,
but it's even more useful when
you combine it with the scripting
capability of the Vagrantfile itself.
Admittedly, it gets a little
complicated, but the Vagrantfile can
be edited using basic Ruby language
to automate the creation and bootup
of the VM. Here's a simple example of
an edited Vagrantfile:

# Sample Vagrantfile with startup script
VAGRANTFILE_API_VERSION = "2"

Vagrant.configure (VAGRANTFILE_API_VERSION) do |[config]|
config.vm.box = "NAME"

config.vm.provision :shell, path: "startup.sh"

end

The only line | added was the
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config.vm.provision line. The other
lines were created automatically
when [ initially typed vagrant init.
Basically, what the provision statement
does is tell Vagrant that once it starts
the VM to execute the startup.sh
script. Where does it find the startup.sh
file? In that shared space, namely the
“myfirstym” folder. So create a file in
your myfirstvm folder alongside the
Vagrantfile itself called startup.sh:

# This is the startup.sh file called by Vagrantfile
apt-get update

apt-get install -y apache2
Make sure the file is executable:
chmod +x startup.sh

Then, have Vagrant create a new
VM. If you haven’'t “destroyed” the
existing VM, do that, and then type
vagrant up to create a new one.
This time, you should see the machine
get created and booted, but you also
should see the system download and
install Apache, because it executes the
startup.sh file on boot!
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That Was the Light-Bulb Moment
for Me

Once | understood how Vagrant can
call a script when it creates the VM,
| started to realize just how powerful
and automated Vagrant can be.
And truly, that's just scratching the
surface of the things you can do
with the Vagrantfile commands.
Using that file, you can customize
the settings of the VM itself

(RAM, CPU and so on); you can
create port-forward settings so

you can access the Vagrant VM's
ports by connecting to your local
system’s ports (that's actually how
vagrant ssh works); and you

can configure a VM fully by running
a program like Chef when the VM
is created.

Vagrant isn't the perfect tool for
every job, but if you need a fast,
highly configurable virtual machine
that can be automated and scripted, it
might be the right tool for you. Once
| understood how Vagrant worked, it
seemed much less like a magic button
and much more like an awesome
tool. And if you totally mess up

your configuration files while you're
experimenting? Just erase the files

in your /home/user/.vagrant.d/ folder
and start with a fresh project folder.
All the configuration is done inside
the Vagrantfile itself, and even that
is created for you automatically when
you type vagrant init.

If you want to learn more about
the various advanced options Vagrant
offers, check out its very nicely
organized documentation site:
https://docs.vagrantup.com/v2.

At the very least, try the example |
showed here. It's really cool to see how
fast and automated Vagrant makes the
entire virtualization experience.m

Shawn Powers is the Associate Editor for Linux Journal.

He’s also the Gadget Guy for LinuxJournal.com, and he has an

interesting collection of vintage Garfield coffee mugs. Don't let
his silly hairdo fool you, he’s a pretty ordinary guy and can be
reached via e-mail at shawn@linuxjournal.com. Or, swing by

the #linuxjournal IRC channel on Freenode.net.
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NEW PRODUCTS

Acromag’s ARCX box

The new ARCX box is the solution that gives
users in the military/aerospace industries
the mission computer they truly want,
proffers industrial 1/0 specialist Acromag.
ARCX box is Acromag’s new, small-form-
factor mission computer with Intel Multi-Core CPU that is also rugged, customizable and
conduction-cooled. Targeted applications include vetronics, C4ISR, payload management,
and command and control. The computer’s unique expandable features include PMC,
XMC, mini PCle, mSATA module slots, optional front I/O panel and secondary connectors,
and it was engineered rugged with Size, Weight and Power (SWaP) to address space
requirements of vehicle electronics. Compatible with industry standards, manufactured

to IP67 standards and shock-and-vibration tested to MIL-STD-810G, the ARCX box
computers are available either as single or double PMC/XMC slot versions.
http://www.acromag.com

”’“’””“ - MetaCase’s MetaEdit+

The new v5.1 release of MetaEdit+ from MetaCase adds
a wide range of new features to the company’s flagship
domain-specific modeling and code generation tool.
MetaEdit+ 5.1 is aimed at expert developers who seek to
generate efficient, complete code directly from domain-
specific models. MetaCase notes the advantages of Metakdit+, which gives language engineers

the means to create graphical domain-specific languages and code generators in a few
hours. The new MetaEdit+ offers collaboration for both language creation and use: multiple
team members can define domain-specific modeling languages together and share them
instantly to the whole team. As a result, domain-specific languages created by different
language engineers can be integrated, tested and shared easily. MetaCase further notes

the advantages of collaboration in language development, for which MetaEdit+ 5.1 offers
“unparalleled support”, for improving both the quality and acceptance of domain-specific
languages. Versions of MetaEdit+ are available for Linux, Windows and Mac OS X.
http://www.metacase.com
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Panasas ActiveStor

Though the claim about its new ActiveStor 16 appears counterintuitive,
Panasas says it's real. The company promises that the ActiveStor 16 hybrid
scale-out NAS appliance delivers an industry first: performance that increases
with scale alongside enterprise-grade reliability that improves at scale. With
help from the company’s most advanced storage operating system release
to date, PanFS 6.0, ActiveStor eliminates the fundamental compromises
between performance, capacity and reliability that storage users previously
have come to accept, states the company. The means to reach the increased
performance results from the ActiveStor 16 appliance’s 50% increase in
storage density and from PanFS 6.0’s delivery of RAID 6+ triple-parity data
protection for a 150x increase in reliability over dual-parity products.
http://www.panasas.com

SUSE Linux Enterprise

.
More than six years have passed since the last major release of

SUSE Linux Enterprise, but the company says that it is worth
the wait. The SUSE Linux Enterprise 12 platform release, with
its array of operating systems and extensions, is now available.
The most notable innovations are to be found in SUSE Linux
Enterprise Server for x86_64, IBM Power Systems and IBM
System z. A feature sampling includes full system rollback,
live-kernel patching ability, software modules, integration of
both BTRFS and XFS filesystems, more advanced Linux containers technology and the Docker
framework as an integral part of the OS. Also noteworthy is the updated customer portal,
the SUSE Customer Center, which features a new dashboard that simplifies subscriptions,
access to patches and updates and communication with SUSE customer support. Finally, SUSE
integration with Microsoft now will be easier as well thanks to a new Virtual Machine driver
pack for Windows servers. The upshot of the these and many other additions, says SUSE, is
that the new platform helps enterprises stay agile, reclaim budget and easily leverage future
open-source innovation, helping them compete more effectively.
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http://www.suse.com
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B

Seven More Languages
in Seven Weeks

Languages That Are

Bruce A. Tate, Fred Daoud, lan
Dees and Jack Moffitt’s Seven

More Languages in Seven Weeks N
(Pragmatic Programmers) SR

The publisher Pragmatic Programmers compares programming languages to spoken
languages. Both can make you smarter and give you new tools and abstractions to address
problems that come your way. They add that if you make the commitment to read books
like Seven More Languages in Seven Weeks: Languages That Are Shaping the Future, you
will experience profound change in how you perform. And how you perform over time will
require “radical improvement”, because the industry is changing in profound ways—that is,
from object-oriented to functional languages. The publisher says that with this book, it aims
higher than simply a “Hello, World” treatment, instead taking readers on a step-by-step
journey through the most important paradigms of our time. This profound journey occurs
through exploration of the Lua, Factor, Elixir, EIm, Julia, MiniKanren and Idris languages.
http://pragprog.com

_ swrzy | Charles Platt’s Encyclopedia of

Encycopediaof . # | EJectronic Components, Volume 2
Electronic

Components (Maker Media/O’Reilly Media)

Signal Processing
Diodes - Transistors » Ghips

ms.;%.sm?ﬁﬂwa If you are a.nything like the geek writing j[hiS blurb, yo.u
ORI 1 X see books like Charles Platt's Encyclopedia of Electronic

, gf#;'.' 2N Components, Volume 2, and you feel an insatiable instinct to
4 , 1 J -:; .. browse. This second book of a three-volume set covers signal
oReLLY Make: processing, including LEDs, LCDs, audio, thyristors, digital

logic and amplification. Photographs, schematics and diagrams
are included. Readers will learn what each component does, how it works, why it's useful
and what variants exist. No matter how much readers know about electronics, says
publisher Maker Media, they’ll find fascinating details they've never come across before.
The Encyclopedia is targeted at teachers, hobbyists, engineers and students of all ages and
abilities who seek reliable, fact-checked information right at their fingertips.
http://www.oreilly.com
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NEW PRODUCTS

A~ - Thinlabs Device Manager

oy
- Administering your thin-client or PC environment is
. the job of the upgraded Thinlabs Device Manager
t[?’,?/a DS 4.0, a solution for Linux and Windows embedded
systems. TDM 4.0 features an intuitive graphical
interface powerful enough to manage both PCs and thin clients over a LAN, large multi-
site WAN or isolated devices behind a NAT firewall router. Advances vis-a-vis the previous
edition include remote script deployment and execution, automatic provisioning of new or
existing devices using profiles and silent software distribution. TDM 4.0 is included with all
Thinlabs integrated thin clients and thin-client computers or is also available on a per-site or

per-seat license model with non-Thinlabs products.
http://www.thinlabs.com

Zentyal Server i

=g vashboard Cl
What is slick about Zentyal Server 4.0 is that *mm j “ — | 5 |
it integrates both Samba and OpenChange :m L e i *'Z_ g
technologies, enabling native support for mixed mmz - = —
IT environments that include Linux, Windows : fom Sty W —
and Mac OS clients, as well as mobile devices e~ | e imen — .
with ActiveSync. Therefore, Zentyal Server 4.0 = "E“E e =

Irarservee ey B
1

is able to offer full native Microsoft Outlook
compatibility without plugins or connectors. Zentyal says that the Small Business

Server can be set up in less than 30 minutes and is both easy to use and affordable.
Complementary to the version 4 release’s mail and mail-related directory features, other
improvements also have been added, such as a restructured and improved L2TP module,
free configuration backup in the cloud via the Zentyal Server Ul and quality-assurance
processes that improve the stability of product releases.

http://www.zentyal.org/server

Please send information about releases of Linux-related products to newproducts@linuxjournal.com or

New Products c/o Linux Journal, PO Box 980985, Houston, TX 77098. Submissions are edited for length and content.

WWW.LINUXJOURNAL.COM / JANUARY 2015 / 63


http://www.thinlabs.com
mailto:newproducts@linuxjournal.com
http://www.zentyal.org/server
http://www.linuxjournal.com

FEATURE How to Perform an Internal Security Review

How to Perform an

INTERNAL
SECURITY
REVIEW

How does your network stack up
to potential security threats?
You won’'t know until you look.

JERAMIAH BOWLING
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ne of the most persistent
themes in the past decade of
computing has been security.
When asked what concerns them
most, IT managers consistently list
security in their top three answers.
It should concern them. In this
year alone, we've seen numerous
data breaches hit big companies,
and we’ve had the disclosures of
the Heartbleed and Shellshock
vulnerabilities. Prognosticators say
more vulnerabilities are on the way.
One way to make sure your house is in
order is to perform an internal security
review—a multi-pronged process that
discovers and documents what is on
your network and what is in place to
protect your users and your data.

In this article, | walk through
performing a very basic security
review of a fictitious company and
produce a report of the findings
and recommendations for any
deficiencies discovered. Before
starting, let’s look at the reasons
for performing a review.

For one, a healthy paranoia is
a good quality for any security
professional to have. You want to
know what is on your network, what
it does and how it operates. Two,
you may be required to do audits or
subject to audits based on regulatory

requirements (PCl or HIPAA) for your
industry. If your company is subject
to an outside compliance audit,

an internal review is an excellent

way to prepare for a real one. It
shows potential auditors that you

are prepared and proactive against
security threats. Finally, it can identify
weaknesses in your current defenses
so that you can address them prior

to an incident. If there is any time to
have an honest discussion about your
company’s approach to security, it is
well before an audit, or worse, before
a breach takes place.

Define the Scope
Let's kick off the process by defining
the scope. Start with identifying the
drivers behind your review. Are you
doing it as a best practice or are there
any regulatory requirements you need
to satisfy? If the answer to the latter
is yes, there may be existing guidance
or checklists specific to that standard
you will want to consult. If the
answer is no, who is your audience?
Is it departmental? Is it upper
management? Know the answer so
you can tailor your report effectively
for the best outcome.

If you are presenting the report
to decision-makers, you may have
influence over budget and personnel
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decisions. If it is being done for the
IT department, you may want to
highlight technical issues that affect
day-to-day operations.

Next, decide how you want to
collect the data needed for the
review. Are you limited in scope
by time, personnel, expertise or
budgeting concerns? How do you
take all of the information and
craft it into a coherent report?
There are a multitude of questions
to answer before getting started,
and your mileage may vary. Make
sure to document your planned
scope for the report and come to
an agreement with decision-makers
before performing any other work.

For my example company, I'm
limiting the work to the tools
included in this article and the
portions of the sample environment
that they will test. | have opted to
use several industry-standard tools
found on the Kali Linux (formerly
Backtrack) distribution. My fictional
bosses have specified that | perform
less-intensive data-gathering
tasks (scanning, discovery) during
production hours and save the
vulnerability scans for overnight due
to the traffic generated and possible
side effects on client machines.
Below is the sample scope that | will
follow for the rest of the process.
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Sample Scope:

1. Gather internal documentation
regarding network and systems.

2. Perform host discovery on
production networks during
normal business hours.

3. Perform network traffic baseline
testing during production and
after hours.

4. Perform an inventory scan of all
found hardware and software.

5. Perform a vulnerability scan on
workstations and servers.

If you have multiple people involved
in the day-to-day operations of your IT
group, the review should be prepared
as a team. The review process can
be invaluable as a cross-training and
knowledge-sharing tool.

Data Gathering

After the defining scope, let’s move

on to the process of data gathering.

| want to collect as much existing
information about my enterprise to give
the most complete picture possible.
This information can come from many
sources both on-line and off-line. I'm
going to collect any network drawings,
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server build documents, operating
procedures, policies and so on that
pertain to daily operations or security
for analysis with later findings. It may
seem odd to include policies, but
often security directives can come in
the form of non-technical controls.

If you aren’t sure what constitutes a
policy, they are usually in the form of a
handbook or written document/memo.
Sometimes they are simply a verbal

or known policy. If there are such
polices, be sure to document them. It's
always better to have a policy than
not have one. It often happens in the
course of the review process that a
known or verbal policy becomes a
documented policy. | also will want to
gather information about any or all
hardware, software, network devices
and their placement in the enterprise.
This will help me identify any unusual
and/or unauthorized devices found in
the next step.

Network and Host Discovery

Now |I'm going to move from
collecting data to generating it. | do
this in order to compare what | find
to what actually is on our network

as well as to create a list of hosts for
our vulnerability scans. Here again |
have some decisions to make. What
do | want to scan and how deep? The
longer you scan, the more information

you generate. There are many types
of scans you can perform, but you
always need to be aware of the cost
and labor. Sometimes a penetration
test is worth it, but it may have to be
done after hours. Scanning tools can
break an application or OS with the
wrong options selected. How much
data are you generating and where
do you store it? As has been the
pattern, document these decisions for
the final report.

To get started, let’s generate a listing
of the devices on the network. There
are multiple tools to do this, but the
easiest to get going is netdiscover.
Launch your Kali workstation and click
on the Applications menu, then Kali
Linux—Information Gathering—Network
Scanners—netdiscover. This will launch
a terminal prompt. Type netdiscover
-r YOURIPSEGMENT/SUBNET (for
example, 192.168.77.0/24) to scan the
local subnet (Figure 1).

You can scan entire ranges and
classes, but to save time let’s limit the
results to known subnets. You also
could use nmap/Zenmap, which also is
included in Kali, to discover as well as
scan ports and create basic maps. Run
netdiscover on each of your subnets and
pipe the results to a text file. If you share
the same address classes, you could
try running the program without any
switches, which will look at everything
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root@kali: ~

File Edit
Currently scanning:

Search  Terminal

Finished!

View Help

| Screen View: Unigue Hosts

8 Captured ARP Reqg/Rep packets, from 6 hosts. Total size: 480

Count Len C Vendor

Bz 126 re L lE S,
a1 WM Inc.
@l v Inc.
Bl V Inc.
Bl WMy Inc.
0z 126 VMware, Inc.

Figure 1. netdiscover Searching for IPs

in the class range (for example,
192.168.77.0/16). When you have run
netdiscover on each of your subnets,
combine and filter the text files into one
file that contains all the IP addresses
you want to scan for vulnerabilities.
Compare your findings with any
documents/drawings collected in the
previous section to detect systems
not included in those items. Note any
exceptions found for the report.

Next, you're going to take some
sample captures of network traffic
to check for any unusual activity.
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I've found more rogue activity on
networks using sniffers and IDS
systems than | have with any other
tools. You also can use sniffers to
troubleshoot faulty or misconfigured
applications as unauthorized channels.
You will want to take captures at both
peak times and off hours to get a
feel for what traffic is traversing your
network and establish a baseline of
normal flow.

In Kali, click on Applications—Kali
Linux—Sniffing/Spoofing—Network
Sniffers=Wireshark. Wireshark will
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The Wireshark Metwork Analyzer [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10}] - | O/ X

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©® 4dm | e o e«pa F I EE 1 | el & | 8

Filter: ~ | Expression...

The World's Most Popular Network Protocol Analyzer

_ TR
WIRESHARK

_Interface List

|. ]
¥ Live list of the capture interfaces
{counts incoming packets)

‘ Start

~ Chooseone or more interfaces to capture from, then Start

@ nflog
=] any

® Capture Options

Start a capture with detailed options

Capture Help

*eth0 [Wireshark 1.10.2 (SWN Rev 51934 from /trunk-1.10})] .

Version 1.10.2 (SVN Rev 51934 from /trunk-1.10)

__ Copwre __§ __ Fils ] Online

= Open

Opena previously captured file

Open Recent:

© Sample Captures

Arichassortment of example capture files onthe wiki

W ebsite

Visit the project's website

= User's Guide
'i@'

 The User's Guide (online version)

© Security

Work withWireshark as securely as p

. Profile: Default

Figure 2. Wireshark Start Screen

start with its basic screen (Figure
2). Select the interface you want
to listen on and click Start. The
default setting on Kali is set to
promiscuous mode, but you may
need to do further configuration if
you want a more thorough capture.
Allow the capture to run for as long
as you deem necessary. This may
depend on the size of your subnet,
bandwidth and storage. My rule of
thumb is to take samples of 5-10
minutes at peak times (morning,

middle of the day).

Review your captures and look for
items of big concern. Are there any
protocols being used that you don’t
recognize or that are unauthorized?
Are there any IPs or traffic-related
behavior that look out of place?
Make sure to note any unusual
findings for the final report. In my
test capture (Figure 3), | can see an
abundance of traffic between one of
my Windows clients another external
host. As | inspect the packet, | see
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capture_11-10.pcapng [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10}]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

eednmi|a

48

.075843000 206.33.33.11

192.168.77.99 TCP
'1.590170000 2C

Fh e R 182.168.77.89

0
]
0

16 0.524955000 192.168.77.99
1
1
1 236 HITR/1.1 200 OK
1
2

= OLUMLENL- LENGLIT  LATR

[content length: 1]
‘Server: FlashCom/4.5.3\r\n
Content-Type: application/x-fes\rin
! Date: Mon. 10 Noy 2014 14:39:16 GMIArin. i
0030 01 f5 cl b0 00 00 48 54 54 50 2f 31 2Ze 31 20 32 ...... HT TP/1.1 2
0040 30 30 20 4f 4b 0d 0a 43 61 63 68 65 2d 43 6f Ge 00 OK..C ache-Con
0050 74 72 6f 6c 3a 20 6e 6T 2d 63 61 63 68 65 0d 0a  trol: no -cache..

00B0 Content- Length:
0o70 :

[ele;={a} Com/4.5. 3. . [Heahe=1
0020 nt-Type: applica
00a0 tion/x-f cs..Date
[olelTe] : Mon, 1 © MNov 20
00cd 14 14:39 :16 GMT.
00do .Connect 1on: kee
000 p-alive. ...!

Packets: 26275 - Displayed: 23508 (859.5%

[*ethO [Wireshark 1.... Dkali; ~ £ capture_11-10.pcapn...

Figure 3. The results of my scan—looks like | found some Flash traffic.

XC aedPa T2 EE guuF @EE=||

Filter: ip.addr == 192.168.77.99 v |Expression... Clear Apply Save
No. Time Source Destination Protocol | Lengtl | Info
1 0.000000000 192.168.77.99 206.33.33.11 HTTP 257 POST /idle/WdimxwkwUZhySI6Z/430 HTTR/1.1
2 0.011408000 206.33.33.11 192.168.77.99 TCP 60 http = 52696 [ACK] Seq=1 Ack=204 Win=501 Len:
14 0.524254000 206.33.33.11 192.168.77.99 HTTP 236 HTTP/1.1 200 OK
206.33.33.11 TCR 60 52696 = http [ACK] Seq=204 Ack=183 Win=254 Lt
48 1,064702000 192.168.77.99 206.33.33.11 HTTP 257 POST /fidle/WdimxwkwUZhySJ6Z/431 HITP/1.1

60 http = 52696 [ACK] Seq=183 Ack=407 Win=501 Lt

51 1.590445000 192.168.77.99 206.33.33.11 TCP 60 52696 = http [ACK] Seq=407 Ack=365 Win=254 Lt
52 2.127760000 192.168.77.99 206.33.33.11 HTTP 257 POST /fidle/WdimxwkwUzZhySI6Z/432 HTTR/1.1
53 2138953000 206.33.33.11 192.168.77.99 TCR 60 httn = 52696 [ACK] Sen=365 Ack=A10 Win=501 | ¢

it is connecting to a Flash-based
server. It turns out my test user is
using a streaming service from his
workstation. This could be allowed
or it might not be. Either way, Flash
player has plenty of vulnerabilities to
exploit. As you review the captures,
note any exceptions to normal or
expected traffic.

Inventory
This step may or may not be required
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for what you need. | consider it a
best practice. Just like it is a good
idea to know everything that is
running on your network, you also
should maintain an inventory of your
hardware and software. Plenty of
software exists that can do this in an
automated fashion, but most of it

Is commercial. Let’s use Open-AudiT
here, an open-source alternative.
Installation is easy, and the program
is straightforward to use. | deployed
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File Edit View History Bookmarks Tools Help
! Open-AudIT - System Display 3 | «) Opmantek

‘ [&I’;. localhost/omk/oae/logintredirect_url=/omk/oae

v 2 [9] &

Username

Password

Click here to [

¢} Open-AudIT Enterprise
1.4.1

Authentication required: default credentials
are admin/password

Username

Password

Additional Opmantek products and modules for
enhanced functions available for download from
https /fopmantek.com.

Support available through Opmantek's community

2] | and send to the

semner.

Figure 4. Open-AudiT logon screen—you also can use the “Audit this PC” button to

inventory the client.

Open-AudiT on a CentOS 6 server, as

it unfortunately is not included in Kali.

Once installed, you can use a Web
interface to manage the program.
You can use some of the automated
methods included in the program
(SSH, SNMP) to add systems, or you
simply can visit the server’'s Web page
and use the “Audit this PC” button
from a client machine (Figure 4).

Once the inventory process is
completed, review the findings and
look for any unexpected software

installations (Figure 5). Some users
love to install their own software. This
can be a problem, because you can’t
update or patch what you don’t know
is there. As before, note any findings
of concern related to hardware or
software you encounter, specifically
those you discover vulnerabilities for
in the next section.

Vulnerability Scans
Now let's move on to the task of
vulnerability scanning your systems.
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Open-AudIT - System Display - Mozilla Firefox
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Figure 5. Inventory of Found Software

Let’s use an open-source tool called
OpenVAS (Vulnerability Assessment
System) for the scans. OpenVAS

can be notoriously difficult to
install, but on Kali, it is a snap,

and should you run into any install
issues, there is plenty of information
on the Internet.

In Kali, click on the Applications
menu, then mouse over Vulnerability
Analysis—=0penVAS—"openvas initial
setup”. This will start the install
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process. At the end of the setup, an
administrator login and password are
displayed. Save these for later use.
After the install is complete, come
back to the same section and select
“openvas start”. After a few seconds,
load a browser and navigate to
https://yourkailipaddress:932. Log
in with the admin account and the
password you recorded during set up.
Ignore the welcome screen, as you will
save time by performing a bigger scan.
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Figure 6. The Results of the OpenVAS Scan

Click on the Configuration—=Targets
link. On the Targets page, click on the
white star in the menu bar to create
a new target. Enter a name for the
Scan and any comments. Click on the
browse button to find the text file
with the list of hosts generated from
netdiscover. Under Port List, select
“OpenVAS Default”. In the “Alive
Test” drop-down, select Consider
Alive. Click Save Target. Now click

on the Scan Management link in the

menu and then click on Tasks. On the
page, click on the star in the menu
again to create a new task. Give the
scan a name and add any comments.
In the “Scan Config” section, select
“Full and fast”. Under Targets, select
your target. Check the box marked
yes next to “Add results to Asset
Management”, and click on Create
Task. This takes you back to the Task
Details page. Click on the green play
button in the menu bar to start the
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Figure 7. Vulnerabilities Found in the Scan

task. You can set the refresh rate of
the scan status in the drop-down in
the middle of the page. | set ours to
60 seconds. This scan will take a while
(depending on the number of hosts
scanned). When the scan is complete,
OpenVAS will generate a report.

If you navigate back to Scan
Management—Reports, you should
see your report listed (Figure 6). As
you can see, the scan found a high
severity vulnerability (Figures 7 and 8).
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This turned out to be a false positive
from my test Microsoft Exchange
server. However, there still were
several medium-level vulnerabilities
that should be addressed. Review the
rest of the scan results and note any
items of concern. Save the report to a
separate location when you are done.
OpenVAS does a nice job of
exporting formatting reports in .pdf
(Figure 9). As you analyze the report,
make your own determinations of
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Trojan horses 192.168.77.4 208/tcp

Summary

An unknown service runs on this port. It is sometimes opened by Trojan horses. Unless you know for sure what is behind it, you'd better
check your system.

Vulnerability Detection Result

An unknown service runs on this port.
It is sometimes opened by this/these Trojan horse(s):
“tWinHole

Unless you know for sure what is behind it, you'd better
check your system

#*% Anyway, don't panic, OpenVAS only found an open port. It may
#*% have been dynamically allocated to some service (RPC...)

Solution: if a trojan horse is running, run a good antivirus scanner

Solution
if & trojan horse is running, run a good antivirus scanner

Figure 8. Description of One of the Found Vulnerabilities

risk and assign a level you feel is
commensurate with the vulnerability.
Use labels you feel comfortable with
(High, Medium, Low and so on).
You know your enterprise better
than anyone, so you should feel
comfortable assigning risk to any

found vulnerabilities on your systems.

Although “risk” is an immensely
broad topic, if you don’t have a lot
of experience assigning it, you
always can use the commonly

accepted risk formula to assign levels:

Risk = Threat x Vulnerability x Impact.
In a nutshell, the formula breaks
down to what is the threat (hackers,

malicious employees and so on),
times how serious is the vulnerability
(high/well known, easy to execute),
times the damage done in money,
reputation or data loss if the event
occurs. Make sure you differentiate
between your defined levels of risk
and the severity of a vulnerability.
For example, if you discovered a
medium severity vulnerability on your
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report-al7ed832-a37b-4702-919e-b77163d01c2d.pdf
File Edit View Go Bookmarks Help

i B Next | |1 (1 of 161) | Fit Page Width v| |

Scan Report

November 6, 2014

Summary

This document reports on the results of an antomatic security scan. The scan started at
Tue Nov 4 15:35:05 2014 UTC and ended at Tue Nov 4 16:56:30 2014 UTC. The report first
swmnmarises the results found. Then, for each host, the report describes every issue found.

Contents

Please consider the advice given in each description, in order to rectify the issue.

1 Result Overview 2
2 Results per Host 2
S I 5 | 2
211 High B0B/Lep . . o o o o e e e e e e e e e e e e e e e e e e e 3
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Figure 9. The OpenVAS Scan Report in PDF Format

public-facing Web server, because it is
exposed to a public network and your
company’s reputation would take a hit
if the site is defaced, the risk is higher
than if this were an internal Web
server with the same vulnerability,

but accessible only to employees. So
you would classify the vulnerability as
High to the external Web server and
Medium (or low) to an internal server.

Writing the Report
Now you've come to the all-important

task of organizing the final report. If
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you've been documenting the review
process as you went along, it should be
a straightforward task. Take the data
you have collected and analyzed, and
organize it into a coherent, flowing
document. | have provided a basic outline,
but I've included links to some on-line
sample reports in the Resources section
that are broader and far more detailed.
Any report you write should include the
following sections at a minimum:

1. Executive summary: defines the
purpose of the report and your
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audience. Explain the drivers
behind the review.

. Scope and tools used: what did you
test and what were the limits of
those tests? When were the tests
performed and by whom? List all
tools used to generate your results.

. Findings: include any or all results
from your test. What did your
tests reveal? Present these in
an organized fashion, logically
classifying them so they make sense.

. Concerns and remediation: your
analysis of the findings. Highlight
unknown results (unexpected hosts or
devices found, over- or under-licensed
software, serious vulnerabilities and so
on), and discuss any plans of action.
Are any of your defined security

Resources

Kali: http://www.kali.org

Wireshark: http://www.wireshark.org
OpenVAS: http://www.openvas.org

Open-AudIT: http://www.open-audit.org

policies being circumvented? Are your
policies and their controls effective?

Remember, your final report should
be customized to meet your needs,
which may require additional
work/tests not included here. That
said, once you understand the basic
review process, you can add in those
required items as you go and build
your report to what you need.

Jeramiah Bowling has been a systems administrator and
network engineer for more than 15 years. He works for a
regional accounting and auditing firm in Hunt Valley, Maryland,
and holds numerous industry certifications including the
CISSP. Your comments are welcome at jh50c@yahoo.com.

T e e e e e e e e e e e e e e
Send comments or feedback via
http://www.linuxjournal.com/contact
or to ljeditor@linuxjournal.com.

Sample Reports: http://csrc.nist.gov/groups/SMA/fasp/documents/security_controls/
App_CA_Security_Assessment_Summary_Template_030408.doc and
https://www.honeywellprocess.com/library/marketing/notes/honeywell-iits-cyber-

assesssment-sample-report.pdf
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arge enterprises and nuclear

laboratories aren’t the only

organizations that need an
Internet access policy and a means
of enforcing it. My household has an
Internet access policy, and the technique
I've used to enforce it is applicable to
almost any organization. In our case, I'm
not too concerned about outside security
threats. Our network is is behind a NAT
router, and our Wi-Fi has a ridiculously
ugly password. Our workstations
are either Linux or properly patched
Windows machines (if there is such a
thing). No, our concerns come from
inside our network: our kids like to play
Web-based games, and that often gets
in the way of chores and homework.

We're also concerned they might
stumble upon Web content that
we'd rather they not access. So no,
we're not protecting nuclear secrets
or intellectual property, but we
are enabling the household to run
smoothly without undue distractions.
In general, my wife and | don’t care

if our kids play games on-line or stream
media. But, if their homework or chores
don’t get completed, we want a means
of “grounding” them from this content.
The problem is that we also home
school, and much of their educational
content is also on-line. So, we can’t
simply block their access. We need
something a bit more flexible.

When | set out to solve this
problem, | made a list of the goals
| wanted to accomplish:

1. 1 don’t want managing my kid’s
Internet access to become a full-
time job. | want to be able to set a
policy and have it implemented.

2. My wife doesn’t want to know how
to log in, modify a configuration
file and restart a proxy deemon.

She needs to be able to point her
browser, check a few boxes and get
on with her life.

3. I don’t want to write too much code.
I'm willing to write a little bit of code,
but I'm not interested in re-inventing
the wheel if it already exists.

4. | want to be able to enforce
almost any policy that makes
sense for our household.

5. I don't want anything | do to break
their Internet access when they take
their laptops outside the house.

I’'m sure my household isn’t the
only organization interested in
these results. However, | made an
assumption that may not make sense
in other organizations: my kids won't
be taking any sophisticated measures
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to circumvent our policy. However, |
do reserve the right to participate in
the arms race if they do.

For the purpose of this article,
anytime this assumption leads
to a configuration that may not
make sense in more sophisticated
environments, I'll try to discuss a
few options that will allow you to
strengthen your configuration.

| wasn't able to find any single
software package that was flexible
enough to do what | wanted and
also easy enough to use, so that it
wouldn’t take considerable effort on
the part of my wife and me to employ
it. | was able to see that the Squid
proxy server had the potential of
doing what | wanted with just a little
bit of coding on my part. My code will
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tell the proxy server how to handle
each request as it comes in. The proxy
either will complete the request for
the user or send the user a Web page
indicating that the site the user is
trying to access has been blocked.
This is how the proxy will implement
whatever policy we choose.

I've decided that | want to be able
to give my family members one of
four levels of Internet access. At the
two extremes, family members with
“open"” access can go just about
anywhere they want, whereas family
members with “blocked” access
can’t go anywhere on the Internet.
My wife and | will have open access,
for example. If one of the boys is
grounded from the Internet, we’ll
simply set him as blocked.
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However, it might be nice to be
able to allow our kids to go to only
a predetermined list of sites, say for
educational purposes. In this case, we
need a “whitelist-only” access level.
Finally, I'm planning on a “filtered”
access level where we can be a bit
more granular and block things like
music download, Flash games and
Java applets. This is the access level
the boys generally will have. We then
can say “no more games” and have
the proxy enforce that policy.

Because | don’t want to write
an actual interface for all of this, |
simply use phpMyAdmin to update
a database and set policy (Figure
1). In order to grant a particular
access level, | simply update the
corresponding cell in the grid, with 1
being on, and 0 being off.

Policy enforcement also will require
some client configuration, which I'll
discuss in @ moment. However, I'm

also going to discuss using OpenDNS
as a means of filtering out things that
I’d rather not spend my time testing
and filtering. This is a good example
of a security-in-depth posture.

I've configured OpenDNS to filter
out the content that | don’t anticipate
ever changing my mind about. |
don’t think there's any reason for my
family to be able to access dating
sites, gambling sites or porn sites
(Figure 2). Although not perfect, the
OpenDNS people do a pretty good
job of filtering this content without
me having to do any testing myself.
When that kind of testing fails, it has
the potential for some really awkward
moments—I'd just assume pass.

Earlier in this article, | mentioned
that this would require some client
configuration. Most Web browsers
allow you to configure them to use
a proxy server to access the Internet.
The naive approach is simply to turn

' name ip blocked whitelist only filtered open games flash java video music
click the drop-down arrow

to toggle column®s visibility Jfslg g {vR Nl W] 0 W] 1 1 1 1 1 1

2 |Julie's Laptop 192.168.1.20 0 0 0 1 1 1 1 1 1

3 Branden's PC 192.168.1.30 0 0 1 0 1 1 1 1 1

4 Brandon's Laptop |192.168.1.31 0 0 1 0 1 1 1 1 1

5 Brian's Laptop 192.168.1.32 0 0 1 0 1 1 1 1 1

9 Tyler's Laptop 192.168.1.33 0 ] 1 0 1 1 1 1 1

Figure 1. phpMyAdmin Interface for Changing Access Policy
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on proxy access by checking the check
box. However, if my kids take their
laptops to the library, where our proxy
isn’t available, they won't be able to

Choose the categories you want to block.

s Custom
v Academic Fraud v
¥/ Alcohol =
— Automotive =
— Chat -
¥ Drugs =
— ' File Storage -
¥ Gambling —
—/ Government -
—  Humor -
¥ Lingerie/Bikini i
News/Media =
__| P2P/File sharing o
— Podcasts =
— ' Portals —
— Religious —
¥ Sexuality =
— Sports ¥
¥ Tobacco _
__| Visual Search Engines iy
—  Webmail
i, APPLY

Adult Themes

Anime/Manga/Webcomic

Ecommerce/Shopping

Financial Institutions

Hate/Discrimination

Instant Messaging

Proxy/Anonymizer

Research/Reference

Social Networking

Weapons

v
o

3

v

P-~tection :
“""Hedlth and Fitness

IS

access the Internet, and that violates
goal number five. So, I've opted to
use the automatic proxy configuration
that most modern browsers support.

Educational Institutions

Forums/Message boards

German Youth

Jobs/Employment

Photo Sharing

Pornography

Search Engines

Software/Technology

Television

Looking for security categories?

Figure 2. OpenDNS filters out the easy stuff.
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This requires that | write a JavaScript
function that determines how Web
sites are to be accessed, either directly
or via a proxy (Listing 1).

Every time your browser
accesses a Web site, it calls the
FindProxyForURL () function to see
what method it should use to access
the site: directly or via a proxy. The
function shown in Listing 1 is just an
example, but it demonstrates a few
use cases that are worth mentioning.
As you can see from line 15, you can
return a semicolon-delimited list of
methods to use. Your browser will
try them in turn. In this case, if the

Listing 1. Automatic Proxy Configuration Script

proxy happens to be inaccessible, you
will fall back to DIRECT access to the
Web site in question. In a more strict
environment, that may not be the
correct policy.

On line 11, you can see that I'm
ensuring that Web sites on our local
network are accessed directly. On line
7, I'm demonstrating how to test for
particular hostnames. There are a few
Web sites that | access through a VPN
tunnel on my workstation, so | cannot
use the proxy. Finally, on line 3, you
see something interesting. Here, I'm
testing to see if a particular hostname
is resolvable to an IP address. I've

1 function FindProxyForURL(url, host) {

2

3 if (!isResolvable("proxy.example.com") {
4 return "DIRECT";

5 }

6

7 if (shExpMatch(host, "*.example.com")) {
8 return "DIRECT";

g }

10

11 if (isInNet(host, "10.0.0.0", "255.0.0.0")) {
12 return "DIRECT";

13 }

14

15 return "PROXY 10.1.1.158:3128; DIRECT";
16 }
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configured our LAN's DNS server to
resolve that name, but no other DNS
server would be able to. This way,
when our kids take their laptops

out of our network, their browser
doesn’t try to use our proxy. Sure,
we simply could fail over to direct
access like we did on line 15, but fail
over takes time.

The automatic proxy configuration
is something that a more sophisticated
user could circumvent. There
are add-ins for various browsers
that would prevent the user from
changing this configuration.
However, that wouldn’t prevent the
user from installing a new browser
or starting a new Firefox profile.
The fool-proof method to enforce
this policy is at the gateway router:
simply set a firewall rule that
prevents access to the Web coming
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from any IP address except the proxy.
This even could be done for specific
client-host combinations, if needed.

While you're adding firewall rules
to your gateway router, you might
be tempted to configure the router
to forward all Web traffic through
the proxy, forming what often is
called a transparent proxy. However,
according to RFC 3143, thisisn't a
recommended configuration, because
it often breaks things like browser
cache and history.

So now that I've discussed client,
DNS and possible router configuration,
it's time to look at the Squid proxy
server configuration. The installation
itself was pretty straightforward. |
just used my distribution’s package
management system, so | won't
discuss that here. The Squid proxy
provides a lot of knobs that you can
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turn in order to optimize its cache and
your Internet connection. Even though
performance improvements are a nice
ancillary benefit from implementing
the proxy server, those configuration
options are beyond the scope of

this discussion. That leaves the

single configuration change that is
necessary in order plug my code into
the system. All that was needed was
to edit the /etc/squid/squid.conf file
and add a single line:

redirect_program /etc/squid/redirector.pl

This one directive essentially
tells the Squid proxy to “ask”
my program how to handle every
request that clients make. The
program logic is pretty simple:

1. Listen on STDIN for requests.
2. Parse the request.
3. Make a decision based on policy.
4. Return the answer to the proxy.
Let’s look at the sample code in
Listing 2.
The main loop begins on line 11,
where it reads from STDIN. Lines 11—

24 mostly are concerned with parsing
the request from the Squid proxy.

Lines 25-28 are where the program
gueries the database to see what

the particular client’s permissions

are. Lines 29-57 check to see what
permissions were read in from the
database and return appropriately. In
the case where the client is allowed
“filtered” access to the Internet, |
have a skeleton of the logic that |
have in mind. | didn't want to bog this
article down with trivial code. It was
more important to demonstrate the
structure and general logic of a Squid
proxy redirector than it was to supply
complete code. But you can see that

| could implement just about any
conceivable access policy in just a few
lines of code and regular expressions.

The send_answer () function
starting on line 67 really doesn’t do
much at this point, but in the future,
| could add some logging capability
here pretty easily.

The is_on_list() function
starting on line 72 is perhaps a bit
interesting. This function takes the
hostname that the client is trying
to access and breaks it up into a list
of subdomains. Then it checks
if those subdomains are listed in
the database, whose name was
passed in as a parameter. This way,
| simply can put example.com in
the database, and it will match
example.com, www.example.com or
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Listing 2. The Proxy Redirector

1
2
3
4
5
6
7

#!/usr/bin/perl

use DBI;

$blocked = "http://192.168.1.10/blocked.html";

my $dbh = DBI->connect("dbi:mysql:authentication:host=

=192.168.1.10", "user", "password") || die("Can\'t

wconnect to database.\n");

8

9
10
11
12
13
14
15
16
17
18
19

20
21
22
23
24
25

26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43

44
45
46

$1=1;

while (<STDIN>) {
my ($sth, $r, $c);

my ($url, $client, $d, $method, $proxy_ip, $proxy_port);

chomp($r = $_);

if ($r !~ m/\S+/) { next; }

($url, $client, $d, $method, $proxy_ip, $proxy_port)

w= split(/\s/, $r);

$client =~ s/\/-//;
$proxy_ip =~ s/myip=//;
$proxy_port =~ s/myport=//;

$sth = $dbh->prepare("select * from web_clients

wphere ip=\'$client\'");
$sth->execute();

$c = $sth->fetchrow_hashref();
if ($c->{blocked} eq "1") {

send_answer ($blocked) ;

next;

if ($c->{whitelist_only} eq "1") {

if (!is_on_list("dom_whitelist", $url)) {

send_answer ($blocked) ;

next;

if ($c->{filtered} eq "1") {
if ($c->{games} eq "0") {
# Check URL to see if it's

=on our games list

if ($c->{flash} eq "0") {
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47

48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86

87
88
89
90
91
92
93
94
95

# Check URL to see if it looks
=1like flash
}
send_answer ($url);
next;
}
if ($c->{open} eq "1") {
send_answer ($url);
next;
}
send_answer ($url);
next;
}
exit 0;
sub send_answer {
my ($a) = @_;
print "$a\n";
}
sub is_on_list {
my($list, $url) = @_;
my($o, @a, $i, @b, $b, $sth, $c);
$url =~ s/™https*:\/\///;
$url =~ s/~.+\@//;
$url =~ s/[:\/1.*//;
@a = reverse(split(/\./, $url));
foreach $i (0 .. $#a) {
push(@b, $a[$il);
$b = join(".", reverse(@h));
$sth = $dbh->prepare("select count(*) from
w$list where name=\'$b\'");
$sth->execute();
($c) = $sth->fetchrow_array();
if ($c > 0) { return $c; }
}
return $c+0;
}
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webmail.example.com, for example.

By passing in different table names,
| can use the same matching algorithm
to match any number of different
access control lists.

As you can see, the code really
isnt very complex. But, by adding
a bit more complexity, | should
be able to enforce just about any
access policy | can imagine. There is,
however, one area that needs to be
improved. As written, the program
accesses the database several times
for each access request that it
handles. This is extremely inefficient,
and by the time you read this, |
probably will have implemented
some sort of caching mechanism.

However, caching also will make
the system less responsive either to
changes to access policy or access
control lists, as | will have to wait for
the cached information to expire or
restart the proxy deemon.

In practice, I've seen something
that is worth mentioning. Most Web
browsers have their own caching
mechanism. Because of this cache,
if you change an access policy
at the proxy, your clients aren’t
always aware of the change. In
the case where you “open up”
access, customers will need to
refresh their cache in order to
access previously blocked content.

In the case where you restrict access,
that content still may be available
until the cache expires. One solution
is to set the local cache size to O
and simply rely upon the proxy
server’'s cache.

Also, once the clients have been
configured to talk to a proxy on the
local network, it becomes possible
to swap in different proxies or even
to daisy-chain proxies without the
client needing to do anything. This
opens up the possibility of using
Dan’s Guardian, for example, to
do content filtering in addition to
access control.

By this time, many of you might
think I'm some kind of uber-strict
control freak. However, my family
spends a lot of time on the Internet—
sometimes to a fault. Most of the
time, my family members use the
Internet in an appropriate manner, but
when they don’t, my wife and | need
a means of enforcing household rules
without having to keep a constant
watch over our kids.m

Mike Diehl has used Linux since it came on 5.25" floppy disks. He
lives in Blythewood, South Carolina, with his wife and four sons.

LR
Send comments or feedback via

http://www.linuxjournal.com/contact
or to ljeditor@linuxjournal.com.
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SECURITY
IN THREE Ds:

DETECT, DECIDE
and DENY

How to detect
dubious login attempts
and deny access
to hackers.

FEDERICO KEREKI
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henever a server is
accessible via the Internet,
it's a safe bet that hackers
will be trying to access it. Just
look at the SSH logs for any server
you use, and you'll surely find lots
of “authentication failure” lines,
originating from IPs that have
nothing to do with you or your
business. Brute-force attempts
(such as “dictionary attacks”) try
different passwords over and over
to try to get into your box, and
there's always a chance that they
eventually will succeed. Thus, it's
a good idea to apply these “three
Ds” for your security: detect
intruder attempts, decide when
they’ve gone “over the top”
(past what would be acceptable
for honest-to-goodness typing
mistakes), and deny them access
at least for a (longish!) while.
Several tools manage this kind
of monitoring (see the Resources
section). In this article, | describe
installing, configuring and running
DenyHosts. With it, you'll have a

running background deemon that will
check your system continuously for
access attempts, decide if they look
unsafe, block them and inform you.
DenyHosts even can be configured to
share information with other servers,
so whenever a hacker is detected

on one system, it will be blocked on
other systems too.

Installation and Configuration
DenyHosts’ current version is 2.6
(from June 2013). It is a Python
script, and you probably already
have that language installed. If not,
you’'ll need to use your distribution
package tool to set it up first. You
need version 2.3 or higher.

Many distributions already provide
a "denyhosts” package, and using
your system tools is the simplest
installation method. For example,
type sudo apt-get install
denyhosts for Ubuntu, sudo yum
install denyhosts for Red Hat
or sudo zypper install
denyhosts for OpenSUSE. Otherwise,
you can download the tar.gz file

DenyH26TS
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(see Resources) and then do: edit the denyhosts.cfg file to configure
DenyHosts for your environment.

$ tar zxvf DenyHosts-2.6.tar.gz (Should that file not exist, do cp

$ cd DenyHosts-2.6 denyhosts.cfg-dist denyhosts.cfgto

$ sudo python setup.py install get a basic sample configuration file to
start with.) Blank lines and lines starting

No matter how you install with # are ignored. There are plenty

DenyHosts, a /usr/share/denyhosts will of comments to help you understand

be created, with all configuration and each configuration item, but pay close

script files within it. You'll want to attention to some key items (Table 1).

Table 1. Key Configuration ltems for DenyHosts

PARAMETERS EXPLANATIONS

SECURE_LOG Location of the access log: /var/log/secure for Red Hat, /var/log/auth.log for Ubuntu or
OpenSUSE, and so on. DenyHosts will scan this file to detect possible hacking attempts.

HOSTS_DENY Location of the restricted host file, usually /etc/hosts.deny. DenyHosts will add lines
to this file whenever a possible intruder is detected.

LOCK_FILE A file path and name: this file is created when DenyHosts starts and is deleted when it
exits. If you try to run DenyHosts, and this file exists, Denyhosts will exit immediately,
preventing more than one instance from running at the same time.

WORK_DIR The directory DenyHosts will use for its own data.

DAEMON_LOG Location of the log file that DenyHosts will use to report its status when run in

deemon mode.

DAEMON_SLEEP

Amount of time that DenyHosts will wait before checking the SECURE_LOG.

DAEMON_PURGE

Amount of time between purges of old entries in HOSTS_DENY (see PURGE_DENY
below).

BLOCK_SERVICE

What service should be blocked in HOSTS_DENY. Set it to “sshd” to disable only
SSH access or to “ALL” to block every attempt from the remote host.

ADMIN_EMAIL

Address to which e-mail messages regarding blocked hosts and suspicious logins
should be sent. If you set this to a non-blank value, you’ll need to set SMTP_HOST,
SMTP_PORT, SMTP_USERNAME and SMTP_PASSWORD as well, so DenyHosts can
connect to your mail server.

DENY_THRESHOLD_INVALID,
DENY_THRESHOLD_VALID
and DENY_THRESHOLD_ROOT

After how many failed login attempts DenyHosts should block a host (due to wrong
user account names, correct user names but wrong passwords or failed root access
attempts). But, you shouldn’t allow remote root access at all; see the Resources
section for some suggestions about this!

RESET_ON_SUCCESS

If set to “yes”, the failed count for the server will be reset to zero after a successful login.

AGE_RESET_INVALID,
AGE_RESET_VALID
and AGE_RESET_ROOT

After what period of time the failed count for the host will be reset to 0 for wrong user
account attempts, wrong password attempts and root access attempts.

PURGE_DENY

Time after which HOSTS_DENY entries will be purged if you run DenyHosts with
the --purge flag. | usually go with “1w” (one week), but you can leave it blank (never
purge), or you can use minutes, hours, days or weeks.

PURGE_THRESHOLD

How many times a host can be purged until DenyHosts decides it’s a confirmed risk
and stops purging it, thus disabling it forever. Set this to zero to disable the feature.
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As an extra assurance that you
won't be banned from your own
server, you should edit /etc/hosts.allow
and add a line for each IP you
use, in a format like sshd:
111.222.33.44. DenyHosts has a
file of its own, allowed-hosts, that
defines IPs (one per line) that won't
ever be blocked.

Now you are ready to start running
DenyHosts—Ilet’s move on to that!

Running DenyHosts

You can run DenyHosts periodically
(let’s say as a cron job), but it's better
to run it in daeemon mode. DenyHosts
then will run in the background,
checking the access logs to detect
possible intruders. For this, you need
to create an extra configuration file by
executing cp daemon-control-dist
daemon-control. Then, edit the file
to make sure its three parameters are

Table 2. Running DenyHosts in deemon mode requires extra configuration.

DARA - DI A A °

DENYHOSTS_BIN

Should point to the denyhosts.py script.

DENYHOSTS_CFG

Should point to the denyhosts.cfg configuration file.

DENYHOSTS_LOCK

Should point to the same file as LOCK_FILE in Table 1.

. SSH's
. » SSH service - » /var
1. The hacker tries to _ 2. SSH logs the failed /log
Would be log in, but fails ‘ attempt
intruder /auth.log
file
5. If the hacker tries again,
SSH will reject it, because
of the hosts.deny block 3. DenyHosts
that DenyHosts added monitors
all attempts,
to decide when
“enough is
enough”
/etc LA
/hosts.den .
: i/ DenyHosts
file 4. If a hacker has exceeded
g the predefined limits,

—_—

DenyHosts blocks

access from the remote host

Figure 1. DenyHosts monitors the access logs and eventually locks out the hacker’s host.
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ONCE DENYHOSTS IS RUNNING, IT WILL
MONITOR THE LOGS, AND AFTER DETECTING
REPEATED FAILED LOGIN ATTEMPTS, WHEN
CERTAIN THRESHOLDS ARE REACHED,

IT WILL DECIDE TO BLOCK THE REMOTE IP
TO DENY THE WOULD-BE HACKER ALL
POSSIBILITIES OF CONNECTION.

defined correctly (Table 2).

Then, all you need to do is start the
service with /etc/init.d/denyhosts
restart or service denyhosts
restart, depending on your server,
and you are set. From that moment on,
DenyHosts will monitor login attempts,
and upon detection of oft-repeated
failures, it will decide to deny all access
to the would-be intruder (Figure 1). Just
in case, you also should set DenyHosts
to start automatically on reboot—doing
sudo chkconfig denyhosts onisa
way to manage this.

Once DenyHosts is running, it will
monitor the logs, and after detecting
repeated failed login attempts, when
certain thresholds are reached, it will
decide to block the remote IP to deny
the would-be hacker all possibilities of
connection. For example, | deliberately
entered wrong passwords time after
time, and eventually | was blocked
(Figure 1 also explains why DenyHosts
needs to run as root; otherwise, it
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wouldn’t be able to edit the hosts.
deny file):

> ssh fkereki@your.own.server
fkereki@your.own.server's password:
Permission denied, please try again.
fkereki@your.own.server's password:
Permission denied, please try again.
fkereki@your.own.server's password:
Permission denied (publickey,password).
> ssh fkereki@your.own.server
fkereki@your.own.server's password:
Permission denied, please try again.
fkereki@your.own.server's password:
Permission denied, please try again.
fkereki@your.own.server's password:

Permission denied (publickey,password).

several attempts, and then...

> ssh fkereki@your.own.server

ssh_exchange_identification: read: Connection reset by peer
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DON’T GET LOCKED OUT!

It goes without saying, you should test DenyHosts to verify that it’s running.
Of course, and most important, keep at least an open shell in your server
while you do your testing; otherwise, should anything go wrong, you could
get locked out of your own IP address, and you’d have a nice problem!

While you try accessing the server from a different machine, you can use
tail -f to monitor both the hosts.deny file and DenyHosts’ own log file
(see the HOSTS_DENY and DAEMON_LOG configuration parameters in
Table 1). After a few failed attempts, you should see changes in both files,
and you should be getting an e-mail message as well, confirming that your

configuration is fine.

Table 3. Sharing blocked IPs with other servers helps everybody.

PARAMETERS EXPLANATIONS

SYNC_SERVER To what server you should connect for central synchronization.
Currently, xmlrpc.denyhosts.net:9911 is the only available server, but in
the future, organizations may install their own synchronizing servers for
internal usage.

SYNC_INTERVAL How often to synchronize with the server.

SYNC_UPLOAD and SYNC_DOWNLOAD Whether DenyHosts should upload and download banned IPs; the
logical option is YES in both cases.

SYNC_DOWNLOAD_THRESHOLD Download only IPs that have been detected and blocked at least by this
number of DenyHosts distinct servers.
SYNC_DOWNLOAD_RESILIENCY Download only IPs that have been detected over this period. The larger

this value, the more probable the IP is an actual hacker.

DenyHosts eventually will
lift the restriction (depending
on the configuration), but if a
valid user somehow managed to
get banned from a valid server,
you can fix the problem without
further delay (see the Forgiving
a User sidebar).

Sharing Results

DenyHosts provides another
service that allows you to share
whatever IPs you block with other
servers around the world, and

vice versa. The idea is simple.

If anybody detects that hacking
attempts are coming from a certain
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FORGIVING USERS

No matter how careful, once

in a while someone messes
up, enters the wrong password
too many times and gets
banned by DenyHosts. How

can you fix this? Once you’ve
decided that the errant user
should be forgiven, take the
following steps:

1. Learn the user’s current IP so
you can enable it again.

2. Stop DenyHosts.

3. Check every file in the

IP, every server that blocks it
without waiting to be attacked is
made a bit safer. There are a few
parameters you need to consider,
as shown in Table 3.

Sharing this information is
usually a good idea, so you can
stave off would-be hackers even
before they start sniffing at your

server. The sharing service currently

is free (although donations
are accepted), but eventually
businesses might be charged for it,
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WORK_DIR directory (see
Table 1), and delete every
line in which the IP appears
(using grep will help).

. Edit /etc/hosts.deny in the
same way.

5. Restart DenyHosts.

Now, if the user tries again,
access should be granted.

Don’t be tempted to skip step 3.
If you do, as soon as you restart
DenyHosts, the remote IP will be
blocked again!

as the DenyHosts FAQ states. You
can contact the DenyHosts creator
to license the server component
and run your own sharing server.

Conclusion

Security is a 24/7 job, and all the
tools that you can add into the mix
go a long way toward making your
server secure. DenyHosts is easy

to install, and it provides quick
detection of hacking attempts,
blocking remote hackers and
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Resources

You can find DenyHosts at http://denyhosts.sourceforge.net, and download it from

the project’s site at http://sourceforge.net/projects/denyhosts. Several common

questions are answered at http://denyhosts.sourceforge.net/faq.html.

Other tools with similar goals are BlockHosts at http://www.aczoom.com/tools/

blockhosts and Fail2Ban at http://www.fail2ban.org.

I’ve previously written other articles on security measures for Linux Journal:

“PAM—Securing Linux Boxes Everywhere” (January 2009), “Implement Port-Knocking

Security with knockd” (January 2010) and “More Secure SSH Connections”

(January 2014).

impeding brute-force attacks.
Although it's not a “silver bullet”
solution for all possible intruder
problems, it's a worthy tool that you
should add to your security toolkit.
Give it a try!m

Federico Kereki is a Uruguayan systems engineer with more
than 25 years of experience developing systems, doing
consulting work and teaching at universities. He is currently
working as a Ul Architect at Globant, using a good mixture of
development frameworks, programming tools and operating
systems—and FLOSS, whenever possible! A couple years
ago, he wrote the Essential GWT book, in which you also can
find some security concerns for Web applications. You can
reach Federico at fkereki@gmail.com.
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KNOWLEDGE HUB

WEBCASTS

==== Learnthe 5 Critical Success Factors to Accelerate
=. [T Service Delivery in a Cloud-Enabled Data Center

-—
LI
I —
Today's organizations face an unparalleled rate of change. Cloud-enabled data centers are increasingly seen as a way to accelerate
IT service delivery and increase utilization of resources while reducing operating expenses. Building a cloud starts with virtualizing
your IT environment, but an end-to-end cloud orchestration solution is key to optimizing the cloud to drive real productivity gains.

> http://Inxjr.nl/IBM5factors

Modernizing SAP Environments with Minimum
. Risk—a Path to Big Data

Sponsor: SAP | Topic: Big Data

Is the data explosion in today’s world a liability or a competitive advantage for your business? Exploiting massive amounts

of data to make sound business decisions is a business imperative for success and a high priority for many firms. With rapid
advances in x86 processing power and storage, enterprise application and database workloads are increasingly being moved
from UNIX to Linux as part of IT modernization efforts. Modernizing application environments has numerous TCO and ROI
benefits but the transformation needs to be managed carefully and performed with minimal downtime. Join this webinar to
hear from top IDC analyst, Richard Villars, about the path you can start taking now to enable your organization to get the
benefits of turning data into actionable insights with exciting x86 technology.

> http://Inxjr.nl/modsap

WHITE PAPERS

Dl’l’ White Paper: JBoss Enterprise Application
Platform for OpenShift Enterprise

Sponsor: DLT Solutions

Red Hat's® JBoss Enterprise Application Platform for OpenShift Enterprise offering provides IT organizations with a simple and
straightforward way to deploy and manage Java applications. This optional OpenShift Enterprise component further extends
the developer and manageability benefits inherent in JBoss Enterprise Application Platform for on-premise cloud environments.

Unlike other multi-product offerings, this is not a bundling of two separate products. JBoss Enterprise Middleware has been
hosted on the OpenShift public offering for more than 18 months. And many capabilities and features of JBoss Enterprise
Application Platform 6 and JBoss Developer Studio 5 (which is also included in this offering) are based upon that experience.

This real-world understanding of how application servers operate and function in cloud environments is now available in this
single on-premise offering, JBoss Enterprise Application Platform for OpenShift Enterprise, for enterprises looking for cloud
benefits within their own datacenters.

> http://Inxjr.nl/jbossapp
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Linux Management with Red Hat Satellite:
Q* redhat. Measuring Business Impact and ROI

Sponsor: Red Hat | Topic: Linux Management

Linux has become a key foundation for supporting today's rapidly growing IT environments. Linux is being used to de-
ploy business applications and databases, trading on its reputation as a low-cost operating environment. For many IT
organizations, Linux is a mainstay for deploying Web servers and has evolved from handling basic file, print, and utility
workloads to running mission-critical applications and databases, physically, virtually, and in the cloud. As Linux grows
in importance in terms of value to the business, managing Linux environments to high standards of service quality —
availability, security, and performance — becomes an essential requirement for business success.

> http://Inxjr.nl/RHS-ROI

Standardized Operating Environments
- for IT Efficiency

Sponsor: Red Hat

The Red Hat® Standard Operating Environment SOE helps you define, deploy, and maintain Red Hat Enterprise Linux®
and third-party applications as an SOE. The SOE is fully aligned with your requirements as an effective and managed
process, and fully integrated with your IT environment and processes.

Benefits of an SOE:

SOE is a specification for a tested, standard selection of computer hardware, software, and their configuration for use
on computers within an organization. The modular nature of the Red Hat SOE lets you select the most appropriate
solutions to address your business' IT needs.

SOE leads to:

e Dramatically reduced deployment time.

e Software deployed and configured in a standardized manner.

e Simplified maintenance due to standardization.

e |ncreased stability and reduced support and management costs.

e There are many benefits to having an SOE within larger environments, such as:
e Less total cost of ownership (TCO) for the IT environment.
e More effective support.
e Faster deployment times.

e Standardization.

\

http://Inxjr.nl/RH-SOE

WWW.LINUXJOURNAL.COM / JANUARY 2015 / 97


http://lnxjr.nl/RHS-ROI
http://lnxjr.nl/RH-SOE
http://www.linuxjournal.com

EOF

Hats Off

-
DOC SEARLS

to Mozilla

Appreciating our friend in the browser non-business.

irefox turned ten years old

last November and celebrated

the occasion with a new
version (33.1) that featured a much-
welcomed developer edition. It also
featured a “forget” button that lets
you backspace through time, blowing
away history, cookies and open tabs:
one more privacy tool for the shed.

Those were two among many new
moves by Mozilla, Firefox's parent,
all siding with individuals leaning
against two prevailing winds that
have blown across the on-line world
for at least a decade.

The first is centralization.

Ten years ago, we still were in
what Tantek Celik calls “the heyday
of the independent Web"”. Back
then, it was easy to homestead on
the Net's frontier with your own
domain, site, blog, e-mail and so on.
“We all assumed that it was sort of
our inevitable destiny that the Web
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was open, the Internet was open,
everyone had their own identity”,
Tantek says. Now most of us live

and work in feudal fiefdoms: the
Kingdom of Google, the Duchy of
Facebook, the Empire of Apple, the
Electorate of Amazon, the Principality
of Twitter. That we can travel between
these castles does not diminish our
dependent stature.

On mobile devices, we also live
inside the castles of carriers, plus every
app’s own walled garden inside those
castles. This is very different from the
personal computing world, where the
Net and the Web are the infrastructural
contexts. The Net by nature (its base
protocols) has no national boundaries,
no tariffs, no “roaming” between
countries and carrier networks. The
Web by nature is all about links. But
apps aren’t about links. They are silos
by design. Worse, we don’t acquire
them in the open marketplace, but
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through company stores inside Apple,
Google and Microsoft.

The second is surveillance.

We are watched constantly on
the commercial Net: in our browsers,
though our mobile devices and
now by our cars as well. Our
overlords rationalize surveillance
with five assumptions:

1. People can be better known by
machines than by themselves.

2. People are always looking to
buy something.

3. The best form of advertising is the
most personalized.

4. Secretly following people is good
for business, law enforcement,
government and other institutional
graces of civilization.

5. Nobody’'s stopping us, so it must
be okay.

We now have massive data centers

devoted to crunching data gathered
about us and gurgling billions (trillions?)
of ads back at us everywhere, whether
we like it or not, with utter disregard
for collateral damage in the form of ill
will and waste levels of 99% and up.

For all the talk about being
“conversational” and “personal”,
most marketing on-line today is
programmatic—in other words, done
by robotic algorithms. Fraud is also
rampant and rarely discussed, despite
being obvious and huge. Meanwhile,
on the lack-of-demand side of our
non-relationships with advertising
machinery, nearly all of us lie and hide
to protect our privacy on-line.

The massively clear market message
sent by adblocking (144 million
people do it, including 41% of
18-29-year-olds) is also dismissed
by the advertising industry, which
would have us believe that blocking
surveillance (aka tracking) would
“break the Web”. They forget that
both advertising and the Web got
along fine without surveillance before
the craze started.
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No other name-brand entity, with
hundreds of millions of users already,
is in a better position than Mozilla to
help us fight against all this. Mozilla
makes the only popular browser
that is open source, uncompromised
by commercial parentage and on
the side of the individual. Yes, the
company does get major funding
from Google, but it also has an
extreme need to differentiate
Firefox from Chrome. Guiding that
differentiation are who they work
for—you and me—and with.

It's no accident that Mozilla is
now partnering with the Tor Project
and the Center for Democracy &
Technology to (among other things)
integrate Tor with the Firefox code
base and to host Tor middle relays.
Mozilla is also working on tracking
protection services to give users
more control. Both of these efforts
are part of a new effort called the
Polaris Privacy Initiative.

There’s also Mozilla’s Linux-based
Firefox OS for phones. It includes
the Personal Interest Dashboard and
a new initiative being tested (and
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not yet public as | write this) called
Subscribe the Web. From what I've
gathered so far, it offers a new
funding mechanism for publishers as
an alternative (or a supplement) to
advertising models.

The list goes on.

What says the most, at least to me,
is a video line in the sand that Mozilla
put up on Firefox's 10th anniversary.
It's called “Choose Independent”.
Here's the script:

Who owns the Internet?

The answer is no one.

The answer is everyone.

Which is why thousands of
volunteers around the globe give

their time and talent.

To create an Internet experience
that’s owned by everyone.

And doesn’t own you.

Where your information isn’t being
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bought and sold.
Where power is in your hands.
Not in a corporate database.

That's why ten years ago we
created Firefox.

Nonprofit. Non-corporate.
Non-compromised.

Choosing Firefox isn’t just choosing
a browser.

It's a vote for personal freedom.

It's how we keep your independence
online burning bright.

That we is us. No other browser
maker with real market heft can
say the same thing—or with the
same integrity.

It's good to have them on our side.m

Doc Searls is Senior Editor of Linux Journal. He is also a fellow
with the Berkman Center for Internet and Society at Harvard
University and the Center for Information Technology and
Society at UC Santa Barbara.
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Resources

Celebrating 10 Years of Firefox:
https://blog.mozilla.org/blog/2014/11/10/celebrating-10-years-of-firefox-2

Firefox Developer Edition: https://www.mozilla.org/en-US/firefox/developer
Tantek Celik: http://tantek.com

Tantek Celik, “Why We Need the IndieWeb”:
https://www.youtube.com/watch?v=HNmMKO7Gr4TE&noredirect=1

“Verizon Wireless Injects ldentifiers to Track Mobile Customers’ Online Activities”:
http://thehackernews.com/2014/10/verizon-wireless-injects-identifiers-to.html

“Data Monitoring Saves Some People Money on Car Insurance, But Others Will Pay More”:
http://www.forbes.com/sites/adamtanner/2013/08/14/data-monitoring-saves-some-
people-money-on-car-insurance-but-some-will-pay-more

“Digital Ad Fraud Is Rampant. Here’s Why So Little Has Been Done About It”:
http://adage.com/article/digital/online-ad-fraud/292285

“Lying and Hiding in the Name of Privacy”:
http://customercommons.org/2013/05/08/lying-and-hiding-in-the-name-of-privacy

“2014 Report: Adblocking Goes Mainstream”:
http://blog.pagefair.com/2014/adblocking-report

The Mozilla Manifesto: https://www.mozilla.org/en-US/about/manifesto

Mozilla Foundation Financing:
http://en.wikipedia.org/wiki/Mozilla_Foundation#Financing

Tor Partnering with Mozilla: https://blog.torproject.org/blog/partnering-mozilla
The Tor Project: https://blog.torproject.org/blog
Center for Democracy & Technology: https://cdt.org

“Introducing Polaris Privacy Initiative to Accelerate User-focused Privacy Online”:
http://blog.mozilla.org/privacy/2014/11/10/introducing-polaris-privacy-initiative-
to-accelerate-user-focused-privacy-online

“Tracking Protection in Firefox”:
http://monica-at-mozilla.blogspot.com.au/2014/11/tracking-protection-in-firefox.html

Firefox OS for Phones: http://en.wikipedia.org/wiki/Firefox_OS

Firefox Interest Dashboard: https://addons.mozilla.org/en-US/firefox/addon/
firefox-interest-dashboard/?src=cb-dl-recentlyadded

“Firefox: Choose Independent” Video:
https://www.youtube.com/watch?v=Lt0OGa5M8AuU
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Slow Down
to Speed Up

Continuouns Quality Assurance
in a DevOps Environment

By Bill Childers

DevOps is one of the newest and largest movements in Information
Technology in the past few years. The name DevOps is a portmanteau
of “Development” and “Operations” and is meant to denote a fusion of
these two functions in a company. Whether or not your business actually
does combine the two functions, the lessons and tools learned from the
DevOps movement and attitude can be applied throughout the entire
Information Technology space. This eBook focuses on one of the key
attributes of the DevOps movement: Quality Assurance. At any point,
you should be able to release your product, code or configuration—so

long as you continue keeping your deliverables in a deployable state. This is done by “slowing
down” to include a Quality Assurance step at each point in your workflow. The sooner you catch
an error or trouble condition and fix it, the faster you can get back on track. This will lower the
amount of rework required and keep your team’s momentum going in a forward direction,
enabling your group to move on to new projects and challenges.
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Build a
Private Cloud
for Less Than

$10,000!

By Mike Diehl

This eBook presents a compelling argument as to why you should
consider re-architecting your enterprise toward a private cloud. It
outlines some of the design considerations that you need to be
aware of before implementing your own private cloud, and it
describes using the DevCloud installer in order to install OpenStack
on an Ubuntu 14 server. Finally, this eBook will familiarize you with
the features and day-to-day operations of an OpenStack-based
private cloud architecture, all for less than $10K!
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