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SUSE Enterprise Storage, the leading 
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the cost.
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Doing Old 
Things in 
New Ways
O

 

As technology advances, the impossible becomes the practical. 

 

 

ever played Lunar Lander

column will be right up your alley.

VIDEO:  
Shawn 
Powers  
runs 
through 
the latest 
issue.

SHAWN 
POWERS

Shawn Powers is the 
Associate Editor for 
Linux Journal. He’s  
also the Gadget Guy  
for LinuxJournal.com,  
and he has an  
interesting collection  
of vintage Garfield  
coffee mugs. Don’t  
let his silly hairdo  
fool you, he’s a  
pretty ordinary guy  
and can be reached  
via email at  
shawn@linuxjournal.com.  
Or, swing by the  
#linuxjournal IRC  
channel on  
Freenode.net.
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time to upgrade. Rather than buying a huge server, however, Kyle decided to create 

old power hogs, check out his column.

I decided I wanted to do old things in new ways, but the things I wanted to do were 

Super Mario Brothers 3

dreams about building experience points by killing Slime Molds, come play along.

We have a guest columnist this issue talking about SNMP. Andrew Kirch explains 

Linux Journal. I learned a lot this month, and as a 

reward, I plan to play Nintendo. Maybe not as long as I did in high school, but I think 

Current_Issue.tar.gz

9  |  September 2016  |  http://www.linuxjournal.com

LJ269-Sep2016.indd   9 8/23/16   10:01 AM

http://www.linuxjournal.com


Tux in Public!
On a recent trip to western New York State, I sat down to use the public 

—Cranky Frankie

Shawn Powers replies: I had the same experience at a local library 
here in Michigan. There was an entire room of computers running some 
sort of Linux with KDE!

About Let’s Encrypt
Linux Journal

browser about untrusted sites. LJ is a great journal, with great articles!
—Jerome Verleye

[ LETTERS ]LETTERS
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Proxmox Kernel Is Not Debian-Based

—Cheng-Han Wu

John S. Tonello replies: Thanks for the clarification about Proxmox 
VE. To clarify, is it fair to say the kernel is pure Red Hat or Ubuntu, but 
the environment is something like Debian 6/7? I wanted to let readers 
know that the CLI interface is closer to a Debian experience than, say, 
Ubuntu, and avoid delving too deep into the kernel itself, which is a 
more advanced topic.

Thanks for writing. Proxmox VE is a great tool and one more people 
should know about!

Cheng-Han Wu replies:  

https://pve.proxmox.com/wiki/
Package_repositories.

LJ has so many pages 
to introduce it!

4232, a Short Animation Film Using Software Libre

4232  
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processing.

4232

can help others artists in their work.

their dream animations.

4232.

4232
surrounded by a big dome, the aristocracy has converted poor people 

into a big barren desert. Some people have escaped this metropolis and 

desert and pollution.

4232 4232 preserves his 
consciousness and relates to them how he escaped the metropolis. 

4232
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recover their consciousness.

Go to 
—Ernesto Bazzano

Shawn Powers replies: Ernesto, wow! It’s 
great to see open-source software used so 
extensively. In my quick perusal of your site, 
I wasn’t able to find a sample of the end 
product, but your process looks fascinating. 
Please consider pitching an article idea our way, 
I’m sure our readers would love to learn more 
about your methods.

WRITE LJ A LETTER 
We love hearing from our readers. Please send us your comments 
and feedback via http://www.linuxjournal.com/contact.

PHOTO OF THE MONTH
Remember, send your Linux-related photos  
to ljeditor@linuxjournal.com!

RETURN TO CONTENTS
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email address for issue delivery, paying your 
invoice, viewing your account details or other 
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Email us at subs@linuxjournal.com or reach 
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ACCESSING THE DIGITAL ARCHIVE: 
Your monthly download notifications 
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and to the digital archive. To access the 
digital archive at any time, log in at 
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mail them to Linux Journal, PO Box 980985, 
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edited for space and clarity.
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UPFRONT

diff -u
What’s New in  
Kernel Development
Intel has been working on some code to support its ISH

hardware, but without changing the ABI  
so that existing code could run on hardware containing ISH chips, without 
needing to rewrite the source code.

Srinivas Pandruvada was the Intel engineer to send out the  
 

was still in an early state, and he wanted to make sure it was heading 
in the right direction.

Several kernel developers were happy to see these patches, though 

the kernel soon.
Patching a running kernel without having to reboot is insanely 

call ing paths are updated to point only to the new code. Assuming 

UPFRONT 
NEWS + FUN

NEXT  
Editors’ Choice

PREVIOUS  
Letters
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the old, the system should experience no trouble.
One problem with this is that the new code has to wait until no 

other thread is running in the old code, and only then do the switch. 

must rely on the old code. Josh Poimboeuf recently submitted some 
changes to the live-patching code to make the kernel switch to 

process exited the old code, the next time it needed that code, it 
would see only the new, patched version. Over time, more and more 
processes would switch over to the new code, until the old code 

is nuts. For instance, Jessica Yu
sleeping in an uninterruptible state, it might never be able to let go 

And as David Laight pointed out, such a process would need special 

Big Kernel Lock

Peter Zijlstra recently noticed that some kernel code would check 
a lock too early and potentially miss important state changes. He 

relied a l ittle too heavily on the user understanding the inner 
Linus Torvalds objected very strongly, 

have been locking experts have gotten it wrong. So it is completely 

or it needs to be a clear and 

LJ269-Sep2016.indd   15 8/23/16   10:01 AM
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Fortunately, as Tejun Heo

problem might not be needed anymore and simply could be removed 

to him, and the thread petered out.

multiple separate systems, all the while running everything on just 
one. And, since the virtual systems need to communicate their needs 

give users absolutely every privi lege they expect.
Serge E. Hallyn

extended attributes

they may have privi leges on that system that appear to be greater 

example, regular users can be root on their personalized virtual 

 

with an alternative that had lesser security privi leges. However, as 
Eric W. Biederman put it, creating alternative xattrs actually would 

 

 
security privi leges.

Mimi Zohar  

original patch would detect the attempt to gain improper security 
powers and use alternate xattrs to prevent it. But, sometimes the 
simpler idea is better.—Zack Brown
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“OSCON was very 
valuable and professional,

giving me fresh energy 
and lots of inspiration.”

— Rob de Jong, Soltegro
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Android Candy: Did 
You See That Cat Video?
I love cruising the 
internet looking 

sure everyone 
who works at a 

themselves down 

time to time. 

never can seem 

I like the best 

to show someone 

Android device, 
you can save 

https://www.videoder.net

you happen across!—Shawn Powers

(Screenshot from https://www.videoder.net)
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Web-Based Music!
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the background.

download at http://beardedspice.github.io

—Shawn Powers

LINUX JOURNAL
on your
e-Reader

Customized  
Kindle  
and Nook  
editions  
available

LEARN MORE

e-Reader  
editions 
FREE for  

Subscribers
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Wish Minecraft  
Were Open Source?
Minecraft is sti l l  a huge hit and loved by mill ions all around the 

 
 

at http://www.minetest.net have created a Minecraft

Minetest

Minecraft but are hesitant to 
Minetest

—Shawn Powers

(Screenshot from http://www.minetest.net)
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When you’re presented with new opportunities, you want to focus on turning 
them into successes, not whether your IT solution can support them.

Peer 1 Hosting powers your business with our wholly owned FastFiber NetworkTM, 

solutions that are secure, scalable, and customized for your business.

Unsurpassed performance and reliability help build your business foundation to 
be rock-solid, ready for high growth, and deliver the fast user experience your 
customers expect.

Want more on cloud? 
Call: 844.855.6655  |  go.peer1.com/linux  |  Vew Cloud Webinar:  

Public and Private Cloud    |    Managed Hosting    |    Dedicated Hosting    |    Colocation

power your business to its full potential

break down 
your innovation barriers

Where every interaction matters.
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3D CAD Modeling
 

 
http://www.openscad.org

sudo  apt-­get  install  openscad

 

compiling an executable.

environment or by executing the openscad

LJ269-Sep2016.indd   24 8/23/16   10:01 AM
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projects, as well as preview or render your object.
When you are ready to start a new project, you can click on the 

menu item File

cube([2,  3,  4]);;

Figure 1. When you first start OpenSCAD, you’ll see a listing of the most recent projects 
along with a selection of examples.

LJ269-Sep2016.indd   25 8/23/16   10:01 AM
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UPFRONT

order to trigger a rendering, you can do a preview by clicking the 
menu item Design Preview or pressing F5.

 
cylinders and polygons. In order to do things with those basic units, 

can apply to them. For example, you can move an object with the 

translate([5,0,0])  {  

        sphere(1,  center=true);;  

}

Figure 2. The main window for OpenSCAD, where you can define the objects to be rendered.
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OpenSCAD projects are based on a tree structure. So 
translate, apply to the children  

 
curly braces.

on a single l ine. For example, you could move and then rotate a cube 
with this command:

translate([2,2,2])  rotate([45,0,0])  cube(2);;

In this case, you also could place the cube command on the same 
line, since there is only one child.

elements. Several basic elements are available, such as circles, 

Figure 3. As a “Hello World” example, you can draw a basic cube with a single command.

LJ269-Sep2016.indd   27 8/23/16   10:01 AM
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and extends it through the third dimension. An example would be 

allows you to combine multiple objects in other ways. You can  
merge multiple overlapping objects together with the union 

 

Figure 4. You can apply transformations to your project elements.
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THEY  
SAID IT
He who would 
travel happily 
must travel light.
—Antoine de 
Saint-Exupéry

In the absences 
of a decent time 
machine, fiction 
remains the most 
sturdy vehicle  
for visiting  
other eras.
—Tom Nolan

Never help a 
child with a task 
at which he feels 
he can succeed.
—Maria Montessori

If the universe 
is bigger and 
stranger than  
I can imagine,  
it’s best to  
meet it with an 
empty bladder.
—John Scalzi

If the wind will 
not serve, take  
to the oars.
—Latin Proverb

 

these available combinations can lead to rather 
complex behaviors.

 

 
the Design Render menu item, or more directly, 

 

 

 

has shown you enough so you can see where 

real objects in a simple way. I was able to cover 

manual to see all the other things you can do with 
—Joey Bernard
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A Switch  
for Your Pi

called the ControlBlock. It allows game controllers to 
be connected as regular joystick devices, but it also has a really incredible 

http://blog.petrockblock.com have 

 By connecting a toggle switch, the Raspberry Pi can be turned on. 

Raspberry Pi, the PowerBlock initiates the shutdown command, and 
then powers down the system.

EDITORS’
CHOICE
★

™

EDITORS’ CHOICE

NEXT  
Dave Taylor’s  
Work the Shell

PREVIOUS  
UpFront
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the award goes to the PowerBlock. We love Raspberry Pi projects so much 

over to http://blog.petrockblock.com.—Shawn Powers

EDITORS' CHOICE

RETURN TO CONTENTS
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DAVE TAYLOR

Dave Taylor has been 
hacking shell scripts  
on Unix and Linux  
systems for a really 
long time. He’s the  
author of Learning  
Unix for Mac OS X 
and the popular shell 
scripting book Wicked 
Cool Shell Scripts  
(new edition  
coming soon!).  
He can be found on 
Twitter as @DaveTaylor, 
and you can reach  
him through his  
tech Q&A site: http://
www.AskDaveTaylor.com.

WORK THE SHELL

Let’s Go to  
Mars with  
Martian Lander
Figuring out all the formulas needed for a simple 
physics game on Mars.

REMEMBER THAT I SAID “LET’S WRITE ANOTHER 
GAME” IN MY LAST COLUMN? Well, this is the 

dimensions can be rather complicated, so in the 

am going to discount terrain issues, although clearly 

in the Schiaparelli crater.

NEXT  
Kyle Rankin’s  
Hack and /

PREVIOUS  
Editors’ Choice
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a game where you enter thrust commands second by second and either 

Gravitational Mathematics

pulled toward its center.
F = G m1 m2 / r2, and the big 

idea is that every object in the universe attracts every other object with 

mass between a planet and a spaceship are enormous too, allowing me 
velocity = gravity * time.

worry about here.

distance =  
( gravity * time**2 ) / 2.

 
(32 * (10**2))/2 = 1600 feet

LJ269-Sep2016.indd   33 8/23/16   10:01 AM

http://www.linuxjournal.com


WORK THE SHELL

34  |  September 2016  |  http://www.linuxjournal.com

 
to be a crash!

speedH = initial speed – thrust.  
So to stop all horizontal speed, a burst that exactly matches the 

essentially instantaneously.

 thrustH = thrust * (angle / 90)

 thrustV = thrust * (1 – (angle / 90))

100*(45/90) = 
50fps and 100 * (1 – (45/90)) = 50
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Building the Program from the Math
 

 
 

in deep space.

 

 

desired outcome!
huge 

have both horizontal and vertical velocity and vertical gravitational 
pull. Like this:

 thrustH = thrust * (angle / 90)

 thrustV = thrust * (1 – (angle / 90))

 velocityH = velocityH – thrustH

 velocityV = (velocityV + gravity) – thrustV

second then, height = height – (velocityV).
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second zero:

 thrustH = 20 * ( 45/90 ) = 10

 thrustV = 20 * ( (1 – (45/90) ) = 10

 velocityH = (100 – 10) = 90

 velocityV = (0 + 12.1 – 10) = 2.1

 height = (5280 – 2.1) = 5278.9

basic calculations.

take a deep breath, physics nerds.

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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Practical training in the tools, techniques, and  
leadership skills needed to build a solid foundation 
in the evolving world of software architecture.

Save 20%
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“Finally, a conference tuned for
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Papa’s Got  
a Brand  
New NAS
Racks of x86 servers are so 2005! Now is the age 
of low-power ARMs.

IT USED TO BE THAT THE TRUE SIGN YOU WERE 
DEALING WITH A LINUX GEEK

else could you experiment with networked servers 

home network by combining some things I bought 

KYLE RANKIN

Kyle Rankin is a Sr. 

Systems Administrator 

in the San Francisco  

Bay Area and the author 

of a number of books, 

including The Official 

Ubuntu Server Book, 

Knoppix Hacks and 

Ubuntu Hacks. He is 

currently the president 

of the North Bay Linux 

Users’ Group.
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case I ever needed to work on the server directly.

It’s an ARM’s World

solutions given this machine was going to run all day. As I started 

all my services, two or three might do the trick and not only be 
cheaper than a standard motherboard but lower power as well.
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a NAS, even recent Raspberry Pis have some limitations.

network and storage I/O, maybe it could be a contender.

I’ve Got That Feeling: Banana Pi

project is completely unrelated to Raspberry Pi, even though the 

Unfortunately when you are talking about a 
home server, in particular a NAS, even recent 
Raspberry Pis have some limitations.
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newer larger drives out there, and that still would be cheaper than 

Given how cheap the Banana Pis were, I started applying some cloud 

through creating a GlusterFS cluster on Raspberry Pis, and I realized 
that Banana Pis would work even better in that case.

being reliable, I would need to add a third Banana Pi to the cluster. 

making this a bit too complicated.
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I Feel Good: ODROID XU4
It was around this point that I started researching other small ARM computers 

eight
ARM processor. Now this is some pretty respectable hardware that had a 

More important with this enclosure than the price was that I realized 
since the drives would be presented to the computer individually, even 

over the edge, so even though I had a couple Banana Pis in the house, I 

on the hardware to arrive.

The Payback
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provide at least standard Debian images, so once my board arrived,  
it was simple to set up a Debian server similar to my existing one  

 

 

 

Really the main thing I miss on this new setup is virtualization. I 

The eight-core processor so far has been more 
than enough for all of the standard tasks I put 
my home server through, and this machine 
serves as a DNS server, secondary MX, home 
NAS and a number of other services without 
skipping a beat.
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Figure 1. My New Server Rack

LJ269-Sep2016.indd   44 8/23/16   10:01 AM

http://www.linuxjournal.com


HACK AND /

45  |  September 2016  |  http://www.linuxjournal.com

 

 
to come by.

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.

RETURN TO CONTENTS
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THE OPEN-SOURCE CLASSROOM

My Childhood 
in a Cigar Box
What’s better than playing Nintendo on a  
65" screen? Nothing!

I GREW UP IN THE 1980S. 

got up early to watch cartoons. It also was the heyday 

were none anywhere near the neighborhood where I 

Frogger, Pac-Man and 
Yars’ Revenge
to impact me, however, was the original Nintendo 

SHAWN 
POWERS

Shawn Powers is the 
Associate Editor for 
Linux Journal. He’s  
also the Gadget Guy  
for LinuxJournal.com,  
and he has an  
interesting collection  
of vintage Garfield  
coffee mugs. Don’t  
let his silly hairdo  
fool you, he’s a  
pretty ordinary guy  
and can be reached  
via email at  
shawn@linuxjournal.com.  
Or, swing by the  
#linuxjournal IRC  
channel on  
Freenode.net.
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Linux Journal

awesome!

The Goal

 Play Nintendo and Super Nintendo games using emulation on a 
Raspberry Pi.

 Boot up, select and play games using nothing more than the controller 

 Plug controllers into emulation machine using either original 

 
 

added nostalgia.
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Figure 1.  
This is the 
completed 
system. Notice the 
working power 
LED and both 
types of controllers 
plugged in. The 
screen shows 
Emulation Station’s 
front end.
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you can support whatever games you want.

The Really Long List of Parts

buy a new RPi twice, because new iterations kept coming out! I started 

http://blog.petrockblock.com

want, but buying this device makes the project simple and incredibly 

ones on Amazon, but they might work.
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particular one because it has a round mounting hole. Round holes are 

 

holding things while soldering. Be sure to get rosin core solder as well.

Figure 2. This is the cigar box I used. It was surprisingly sturdy, but obviously not the 
only option for building something like this.
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Figure 3. The ControlBlock from petRockBlock is amazing. Truly, it took this project to 
the next level. I can’t recommend it highly enough.

Figure 4. This adapter was from Amazon, and it is my way of cheating. I’m not good at 
soldering, so prebuilt cables are awesome. Unfortunately, 3-feet long was the shortest option.
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The Procedure—Controllers

can plug them in to the same wiring harness, and it wil l work the 

I wanted to have swappable controllers, I had to make them both 

Figure 5. Although shaped differently, the NES and SNES controllers use the exact same 
wiring. That makes the controllers interchangeable too, which is awesome.

The cool thing about NES and SNES controllers 
is that they use the exact same wiring.
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Figure 6. The mounting holes are ugly, but hot glue covers a multitude of sins.
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The Procedure—Raspberry Pi

Figure 7.  
I have no problem 
cutting up $7 
extension cables. 
I still wish I 
hadn’t cut the 
end of one of my 
NES controllers 
though—that still 
hurts.
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but probably not.

Sweet!

Figure 8. If you look closely you can see my poorly drilled holes. You also can see why I 
had to move the RPi. The HDMI connector was just too big.
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Figure 9.  
The SNES/NES 
controllers use 
only a fraction of 
the GPIO pins. If 
you’re using the 
ControlBlock for 
an arcade setup, it 
supports far more 
buttons.
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The Procedure—Other Stuff

inconvenient, but rather than cut and solder them shorter, I just coiled 

Figure 10. Another cheat: the HDMI/USB flush-mount extension required me to drill a 
big round hole instead of chipping out a square mounting hole.
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Figure 11. This is most of the stuff I gathered to finish this project. That Raspberry Pi is 
one of the older ones. I’ll re-use it for something else!
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Software

 
it. Plus, the money goes to a single person who develops them and gives  

 
 

http://blog.petrockblock.com  

 

you have a Raspberry Pi with network capabil ity, it sets up a writable 
SMB guest share called “ROMS” that you can connect to and upload 

ones available at the very least.

 

 

What Now?

LJ269-Sep2016.indd   59 8/23/16   10:02 AM

http://www.linuxjournal.com
http://blog.petrockblock.com


THE OPEN-SOURCE CLASSROOM

60  |  September 2016  |  http://www.linuxjournal.com

can hold down the select key and then press various buttons on the 

old games using the original controllers, but on a huge LCD screen 

My next gaming project wil l be to create a new arcade system. My 

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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ANDREW 
KIRCH

Andrew Kirch has 
more than ten years 
of experience working 
as a systems/network 
administrator, with 
specializations 
including DevOps, 
SNMP and NMS. 
Andrew is Senior 
Solutions Architect 
at GoVanguard, a 
managed IT and 
DevOps services 
firm in New York. 
Prior to working at 
GoVanguard, Andrew 
was the Community 
Manager at Zenoss. In 
his spare time, he puts 
computer crackers in 
prison, flies airplanes 
and keeps honeybees. 
He graduated in the 
class of 2000 from Howe 
Military School.

UNDER THE SINK

Under  
the Sink
SNMP is a powerful, nearly ubiquitous tool for 
network management. Read on to find out how 
to use it and why it’s threatened.

free

top and Glances all are valid responses. How would 

and there is a tool to make the job easier. However, 

resulting in proprietary standards creeping in where 
there once was a more open standard.

NEXT  
New Products

PREVIOUS  
Shawn Powers’ 
The Open-Source  
Classroom

GUEST  
COLUMNIST
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RAM there is. Yes, and this is important, the M in SNMP really does stand 

not be discussing it here.

History of SNMP

load it placed on network hardware, which, at the time, had very low 

public began to access the internet, and during the next decade, security 

How Is SNMP Used?

protocol allowing a central collection system called a Network 

memory, network and storage utilization.
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SNMP Data Structure

can be decoded very simply.
Given an example OID, 1.3.6.1.2.1.1.1.0, each number has the 

1.3.6.1.2.1.1.1.0  =  STRING:  "Linux  foo.example.lan    

   2.6.32-­573.1.1.v6.i686  #1  SMP  Fri  Aug  21  14:37:07  MDT  2015  i686"

From this description, you can determine that the system this agent is 
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ignored.

being called “private”, these MIBs are almost always available.

What Types of OIDs Are There and How Is Each Used?

STRING. You can tell because 

1.3.6.1.2.1.1.1.0  =  STRING:  "Linux  foo.example.lan    

   2.6.32-­573.1.1.v6.i686  #1  SMP  Fri  Aug  21  14:37:07  MDT  2015  i686"

data.

 IP Address: this returns an IP address.
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numbers.

GOTO, 

value.

What Is an MIB, and Isn’t a Name Better Than a Bunch of 
Numbers Anyway?

1.3.6.1.2.1.1.1.0

remember all the values.

1.3.6.1.2.1.1.1.0  =  STRING:  "Linux  foo.example.lan    

2.6.32-­573.1.1.v6.i686  #1  SMP  Fri  Aug  21  14:37:07  MDT  2015  i686"

becomes much easier to read:

SNMPv2-­MIB::sysDescr.0  =  STRING:  Linux  foo.example.lan    

   2.6.32-­573.1.1.v6.i686  #1  SMP  Fri  Aug  21  14:37:07  MDT  2015  i686
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sysDescr, the SNMP client 

sysDescr  OBJECT-­TYPE  

        SYNTAX            DisplayString  (SIZE  (0..255))  

        MAX-­ACCESS    read-­only  

        STATUS            current  

        DESCRIPTION  

                "A  textual  description  of  the  entity.  This  value  should  

                include  the  full  name  and  version  identification  of  

                the  system's  hardware  type,  software  operating-­system,  

                and  networking  software."  

        ::=  {  system  1  }

How Does SNMP v1/v2c Work in Linux?

rocommunity  public  

syslocation  Somewhere  (In  the  World)  

syscontact  Overworked  Admin  <admin@paymemore.com>

[user@foo  mibs]$  snmpget  -­v2c  -­c  public  localhost  SNMPv2-­MIB::sysDescr.0  

SNMPv2-­MIB::sysDescr.0  =  STRING:  Linux  foo.example.lan    
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   2.6.32-­573.1.1.v6.i686  #1  SMP  Fri  Aug  21  14:37:07  MDT  2015  i686

snmpwalk

lot
head:

[user@foo  mibs]$  snmpwalk  -­v2c  -­c  public  localhost  |  head  

SNMPv2-­MIB::sysDescr.0  =  STRING:  Linux  foo.example.lan    

   2.6.32-­573.1.1.v6.i686  #1  SMP  Fri  Aug  21  14:37:07  MDT  2015  i686  

SNMPv2-­MIB::sysObjectID.0  =  OID:  NET-­SNMP-­MIB::netSnmpAgentOIDs.10  

DISMAN-­EVENT-­MIB::sysUpTimeInstance  =  Timeticks:  (154)  0:00:01.54  

SNMPv2-­MIB::sysContact.0  =  STRING:  Overworked  Admin  <overworked@admin.com>  

SNMPv2-­MIB::sysName.0  =  STRING:  foo.example.lan  

SNMPv2-­MIB::sysLocation.0  =  STRING:  Somewhere  out  there

As snmpwalk runs, sysDescr.0 shows up again, then another OID 
called SysObjectID NET-­SNMP-­

MIB::netSnmpAgentOIDs.10. snmpwalk will look up that OID and 

unencrypted.

How Does SNMPv3 Work in Linux?

[root@foo  mibs]  #  service  snmpd  stop  

Stopping  snmpd:                                                                          [    OK    ]  
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[root@foo  mibs]  #  net-­snmp-­create-­v3-­user  -­ro  -­A  snmpv3authPass    

   -­a  SHA  -­X  userpass  -­x  AES  user  

adding  the  following  line  to  /var/lib/net-­snmp/snmpd.conf:  

        createUser  user  SHA  "snmpv3authPass"  AES  userpass  

adding  the  following  line  to  /etc/snmp/snmpd.conf:  

        rouser  user

rocommunity line you added earlier:

#rocommunity  public

Restart snmpd, and run snmpwalk

[user@foo  mibs]$  snmpwalk  -­u  user  -­A  snmpv3authPass  -­a  SHA  -­X    

   userpass  -­x  AES  -­l  authPriv  127.0.0.1  -­v3  |  head  

SNMPv2-­MIB::sysDescr.0  =  STRING:  Linux  clearos65.trelane.lan    

   2.6.32-­573.1.1.v6.i686  #1  SMP  Fri  Aug  21  14:37:07  MDT  2015  i686  

SNMPv2-­MIB::sysObjectID.0  =  OID:  NET-­SNMP-­MIB::netSnmpAgentOIDs.10  

DISMAN-­EVENT-­MIB::sysUpTimeInstance  =  Timeticks:  (12756)  0:02:07.56  

SNMPv2-­MIB::sysContact.0  =  STRING:  Overworked  Admin    

   <overworked@admin.com>  

SNMPv2-­MIB::sysName.0  =  STRING:  clearos65.trelane.lan  

SNMPv2-­MIB::sysLocation.0  =  STRING:  Somewhere  out  there  

SNMPv2-­MIB::sysORLastChange.0  =  Timeticks:  (42)  0:00:00.42  

SNMPv2-­MIB::sysORID.1  =  OID:  SNMP-­MPD-­MIB::snmpMPDMIBObjects.3.1.1  

SNMPv2-­MIB::sysORID.2  =  OID:  SNMP-­USER-­BASED-­SM-­MIB::usmMIBCompliance  

SNMPv2-­MIB::sysORID.3  =  OID:    

   SNMP-­FRAMEWORK-­MIB::snmpFrameworkMIBCompliance

[user@foo  mibs]$snmpwalk  -­v2c  -­c  public  localhost  

Timeout:  No  Response  from  localhost
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What Is Happening to SNMP Due to the Lack of Implemented 
Updates to the Standard Since 2004? Despite being widely adopted, 

Windows, replacing it with WMI and then WinRM. Other vendors, and 

are no apparent plans to do so, leaving that standard dead in the water.
Returning a Value

like network attached storage, 

 
is to continue to be relevant.

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.

RETURN TO CONTENTS
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PyCon
Kiwi  2016

nzpug.org

Proposals for talks, 
tutorials, and posters: 
nzpug.org/call-for-proposals

Kiwi PyCon is a community-focussed 
conference for the New Zealand python community.
A three-day conference of talks, tutorials, and 
many other activities.

Location: Dunedin, New Zealand
Conference: 9/10/11 September
Sprints: 12/13 September
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Ascensio System 
SIA’s ONLYOFFICE
Ascensio System SIA boasts that its 
ONLYOFFICE office and productivity suite 
combines the best from the MS Office 
and Google Docs worlds. ONLYOFFICE 
is a free and open-source solution and 

is distributed under the AGPL v.3 license. Ascensio says that its 
solution trumps Google Docs’ collaborative capabilities, allowing 
users to choose how to co-edit documents—for example, “Fast” 
(like in Google Docs) or “Strict” (when the changes appear after 
saving). ONLYOFFICE also out-features MS Office Online, asserts 
Ascensio, allowing its users to work with auto-shapes, -formulas 
and -charts online. Regarding file formats, Ascensio claims better 
support for MS Office formats than any other open-source office 
suite, and it is fully compatible with OpenDocument formats as 
well. The recently updated ONLYOFFICE 8.9 features the updated 
collaboration system called Community Server, which includes 
mail and calendar integration and mail autoreply. Meanwhile, 
the updated document editors, aka the Document Server, now 
offer fast real-time co-editing, commenting and integrated chat, 
reviewing and tracking changes, and version history.
http://onlyoffice.com
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CodeLathe FileCloud Google 
Chrome Extension
Nearly everyone in today’s enterprises is connected throughout the 
day to a web browser, of which anywhere from 44–71% are Google 
Chrome. Seeking to make this vast number of users’ work more 
productive is developer CodeLathe, whose new “amazingly easy-
to-use” FileCloud extension for Google Chrome enables users to 
save documents, images and screen captures directly from Chrome 
to CodeLathe’s FileCloud private cloud file-sharing solution. When 
using the FileCloud for Chrome extension, FileCloud users now can 
save and share information easily while working within Chrome by 
selecting content, opening the right-click context menu in Chrome 
and then selecting the “Save to FileCloud” option. The FileCloud 
Chrome extension is particularly useful for teams who work 
closely together in areas like product and market research, web 
design and others. FileCloud client apps are available for common 
desktop and mobile platforms including Linux, Mac, iOS, Android, 
Windows, Windows Phone 8 and now Chrome.
http://getfilecloud.com
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Naztech’s Roadstar 5 Car Charger
The “5” in Naztech’s new Roadstar 5 Car Charger refers to the 
abundant five ports offered by the device, intended to end in-vehicle 
debates on who gets to charge their device next. Naztech says that 
its new charger delivers superior charging power and speed while 
protecting tablet and smartphone batteries and motherboards. The 
Roadstar 5 features a compact design with five illuminated USB 
ports integrated on two units. The main unit that plugs in to the 
vehicle’s electrical outlet offers two ports with the remaining three 
found on an extendible hub. Connected by a six-foot cable, the hub 
clips onto the backseat or center console, allowing users to access 
devices conveniently from anywhere in the car while charging. The 
Roadstar 5 integrates Naztech’s IntelliQ Technology that enables 
smart communication between the charger and the attached devices, 
resulting in the optimal and safest delivery of power and current 
level, as well as short-circuit and overcharge protection.
http://naztech.com
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Synopsys’ Coverity
The new version 8.5 of Synopsys’ Coverity extends the security 
umbrella of the static analysis tool to mitigate a wider range 
of security vulnerabilities. Coverity, a core component of 
Synopsys’ Software Integrity Platform, is an automated software 
testing tool that analyzes source code to detect critical security 
vulnerabilities and defects early in the software development 
lifecycle. Coverity 8.5 adds static analysis capabilities for 
Ruby and node.js web applications, as well as Android mobile 
applications. In addition, version 8.5 expands security analysis 
to address a wider range of security vulnerabilities and adds 
complete support for MISRA C 2012 coding guidelines used in 
medical device, automotive and other safety-critical industries. 
This version of Coverity is ISO 26262-certified, demonstrating 
Synopsys’ efforts to address vehicle security and safety in the 
midst of emerging industry trends, such as connected cars and 
autonomous driving. To support its growing customer base 
and expand its software integrity business in the Asia Pacific 
region, Synopsys now offers a localized version of Coverity 
8.5 in simplified Chinese, including a localized user interface, 
reporting, IDE plugins and documentation.
http://synopsys.com
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Nativ Disc
Although most music lovers stream or download music today, the 
stubborn pre-millennials among us have legacy CD collections 
at home. This demographic is the perfect target group for Nativ 
Disc, a bit-perfect CD Ripper that allows users to import up to 
12,000 CDs—in lossless FLAC, uncompressed WAV or lossy MP3 
format—into their Nativ Vita high-resolution music player. 
Nativ Disc and Nativ Vita are produced by Nativ, a self-described 
“nimble and innovative tech startup” that designs audiophile-
level components with the latest and greatest in technology by 
leveraging the power of the crowd through an open platform. 
To make Nativ Disc the best it can be, Nativ partnered with 
music-database specialist Gracenote to deliver a more immersive 
experience and help users re-discover music like never before.
http://nativsound.com
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Epiq Solutions’ Sidekiq M.2

Following on its resounding success with its Sidekiq MiniPCIe 
card, wireless communications systems specialist Epiq Solutions 
recently added the Sidekiq M.2 state-of-the-art, small form-factor, 
software-defined radio (SDR) card. Epiq Solutions explains that 
the Sidekiq product line provides a breakthrough small form-
factor SDR transceiver solution ready for integration into systems 
that support either MiniPCIe or now the M.2 card form factors. 
Compared to the Sidekiq MiniPCIe card, this next-generation 
product provides benefits such as a 20% size reduction, double 
the data throughput with its Gen2 PCIe interface, full 2x2 
MIMO RF interface and increased FPGA resources with a Xilinx 
Artix-7 FPGA. Other features of the Sidekiq M.2 card include RF 
tuning range of 70MHz to 6GHz, up to 50MHz RF bandwidth per 
channel, flexible RF front end supporting two operating modes, 
2.1 W typical power consumption and PDK including software 
API and FPGA source code.
http://epiqsolutions.com/sidekiq
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Senet IoT Foundry
Startup companies and even large enterprises may not be able 
to harness the full range of skills required to deliver vertically 
complete IoT solutions to their customers. To assist these 
companies in getting to market and solving their customers’ 
problems, Senet introduces Senet IoT Foundry, a suite of 
development services—training, development tools, a network 
sandbox and technical consulting services—that help IoT solution 
developers create and launch LoRa-compliant IoT products 
and applications. Senet calls itself the first and only North 
American provider of public, LoRa-based, low-power, wide-area 
networks (LPWANs) for Internet of Things (IoT) applications, 
putting it in a strong position to support companies in their 
commercialization of LoRa-based LPWAN products and solutions. 
Senet is a contributing member of the LoRa Alliance and was 
the first in North America to gain FCC certification on LoRa-
based sensors and gateways. As a result, the company claims to 
possess a treasure chest of high-level designs, best practices and 
development tools that can benefit other ecosystem partners. 
Users of Senet IoT Foundry services can opt to follow the 
Foundry’s four-step development program, or pick and choose  
the services they need most.
http://senetco.com

LJ269-Sep2016.indd   78 8/23/16   10:02 AM

http://www.linuxjournal.com
http://senetco.com


NEW PRODUCTS

79  |  September 2016  |  http://www.linuxjournal.com

Please send information about  
releases of Linux-related products  
to newproducts@linuxjournal.com  
or New Products c/o Linux Journal,  
PO Box 980985, Houston, TX 77098.  
Submissions are edited for length  
and content.

RETURN TO CONTENTS

Steven Ovadia’s 
Learn Linux 
in a Month of 
Lunches (Manning 
Publications Co.)
Yes, Steven Ovadia’s new book for Linux 
“noobs” is titled Learn Linux in a Month 
of Lunches, but readers may need two-
hour lunches and weekends to attain 

the ambitious goal implied in the title. No matter though, because 
this “study while dining” series of books from Manning Publications 
offers a fine approach to learning the essentials of our beloved OS, 
from installation to networking, installing software and securing a 
system. Readers just curious about Linux or needing to get up and 
running for their jobs will appreciate how this book concentrates on 
need-to-know tasks. By digesting targeted, easy-to-follow, compact 
lessons, readers learn how to use the command line, customize a 
desktop, print, choose the right application for their needs and 
more. Readers who make it to the end of the book are treated 
to topics like filesystems, GitLab and using Linux professionally—
for example, certifications. Although new Linux users may be 
overwhelmed at first, Ovadia’s book illustrates how learning Linux 
doesn’t have to be hard, and the payoff is great.
http://manning.com
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Understanding 

Firewalld
in Multi-Zone 

Configurations
Firewalls are essential for system security, but they 

can be overwhelmingly complex. Firewalld employs 
the concept of “zones” to organize traffic, greatly 

simplifying the firewall design process. 

NATHAN R. VANCE and WILLIAM F. POLIK
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S
could harbor a vulnerability that grants unauthorized access to the system.

combinations interact with the system, and the rest do not.

For more than a decade, iptables has provided the userland abstraction 

applied causing the packet to be accepted, rejected or dropped.

provides examples to remedy this situation.

Firewalld Design Goals
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#  firewall-­cmd  <some  modification>

#  firewall-­cmd  -­-­permanent  <some  modification>  

#  firewall-­cmd  -­-­reload

Zones

#  firewall-­cmd  -­-­get-­zones  

block  dmz  drop  external  home  internal  public  trusted  work

#  firewall-­cmd  -­-­get-­active-­zones  

public  

    interfaces:  eno1  eno2

Interfaces

only active zone.
Sources are incoming IP address ranges, which also can be assigned to 

which rules should be applied to that source.
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#  firewall-­cmd  -­-­zone=public  -­-­list-­all  

public  (default,  active)  

    interfaces:  eno1  eno2  

    sources:    

    services:  dhcpv6-­client  ssh  

    ports:    

    masquerade:  no  

    forward-­ports:    

    icmp-­blocks:  

    rich  rules:  

#  firewall-­cmd  -­-­permanent  -­-­zone=public  -­-­get-­target  

default

Going line by line through the output:

 public  (default,  active) indicates that the public zone is the 

 interfaces:  eno1  eno2

 sources:

Since specifying a source is not required, 
for every packet there will be a zone with 
a matching interface, but there won’t 
necessarily be a zone with a matching source.
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 services:  dhcpv6-­client  ssh lists the services allowed through 

services by executing firewall-­cmd  -­-­get-­services.

 ports:

 masquerade:  no

acting as a router.

 forward-­ports:

 icmp-­blocks:

 rich  rules:

 default

the above settings.

A Simple Single-Zoned Example

currently allowed by the public zone and reload:

#  firewall-­cmd  -­-­permanent  -­-­zone=public  -­-­remove-­service=dhcpv6-­client  

#  firewall-­cmd  -­-­permanent  -­-­zone=public  -­-­remove-­service=ssh  

#  firewall-­cmd  -­-­reload

#  firewall-­cmd  -­-­zone=public  -­-­list-­all  

public  (default,  active)  

    interfaces:  eno1  eno2  
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    sources:    

    services:    

    ports:    

    masquerade:  no  

    forward-­ports:    

    icmp-­blocks:  

    rich  rules:  

#  firewall-­cmd  -­-­permanent  -­-­zone=public  -­-­get-­target  

default

-­-­permanent

#  firewall-­cmd  -­-­zone=public  -­-­add-­service=ssh  -­-­timeout=5m

Targets

determines the behavior:

 ACCEPT: accept the packet.

 %%REJECT%%: reject the packet, returning a reject reply.

 DROP: drop the packet, returning no reply.

 default
problem, and kicks it “upstairs”.

zones with targets other than default in which the target was applied 
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target DROP

Precedence

here. Otherwise, we pass the packet on.

Otherwise, we pass the packet on.

86  |  September 2016  |  http://www.linuxjournal.com

Therefore, the general design pattern for 
multi-zoned firewalld configurations is to 
create a privileged source zone to allow 
specific IP’s elevated access to system services 
and a restrictive interface zone to limit the 
access of everyone else.
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A Simple Multi-Zoned Example

#  firewall-­cmd  -­-­permanent  -­-­zone=public  -­-­remove-­service=ssh  

#  firewall-­cmd  -­-­permanent  -­-­zone=public  -­-­add-­service=http  

#  firewall-­cmd  -­-­permanent  -­-­zone=internal  -­-­add-­source=1.1.1.1  

#  firewall-­cmd  -­-­reload

#  firewall-­cmd  -­-­zone=public  -­-­list-­all  

public  (default,  active)  

    interfaces:  eno1  eno2  

    sources:    

    services:  dhcpv6-­client  http  

    ports:    

    masquerade:  no  

    forward-­ports:    

    icmp-­blocks:  

    rich  rules:  

#  firewall-­cmd  -­-­permanent  -­-­zone=public  -­-­get-­target  

default  

#  firewall-­cmd  -­-­zone=internal  -­-­list-­all  

internal  (active)  

    interfaces:    

    sources:  1.1.1.1  

    services:  dhcpv6-­client  mdns  samba-­client  ssh  

    ports:    

    masquerade:  no  

    forward-­ports:    

    icmp-­blocks:  
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    rich  rules:  

#  firewall-­cmd  -­-­permanent  -­-­zone=internal  -­-­get-­target  

default

ssh

ssh

default, the 

allow it, but the target is default

aptly named because it drops all connections:

#  firewall-­cmd  -­-­permanent  -­-­zone=drop  -­-­add-­source=3.3.3.3  

#  firewall-­cmd  -­-­reload

DROP

A Practical Multi-Zoned Example

You want the entire world to have http and https access, your 

Given the naming, it seems logical to commandeer the public zone 
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with http and https:

#  firewall-­cmd  -­-­permanent  -­-­zone=public  -­-­remove-­service=dhcpv6-­client  

#  firewall-­cmd  -­-­permanent  -­-­zone=public  -­-­remove-­service=ssh  

#  firewall-­cmd  -­-­permanent  -­-­zone=public  -­-­add-­service=http  

#  firewall-­cmd  -­-­permanent  -­-­zone=public  -­-­add-­service=https

#  firewall-­cmd  -­-­permanent  -­-­zone=internal  -­-­remove-­service=mdns  

#  firewall-­cmd  -­-­permanent  -­-­zone=internal  -­-­remove-­service=samba-­client  

#  firewall-­cmd  -­-­permanent  -­-­zone=internal  -­-­remove-­service=dhcpv6-­client  

#  firewall-­cmd  -­-­permanent  -­-­zone=internal  -­-­add-­source=1.1.0.0/16

 
a rich rule:

#  firewall-­cmd  -­-­permanent  -­-­zone=internal  -­-­add-­rich-­rule='rule    

   family=ipv4  source  address="1.1.1.0/8"  service  name="samba"    

   accept'

Finally, reload, pulling the changes into the active session:

#  firewall-­cmd  -­-­reload

ssh in to your  

It is more secure to exhibit the behavior of an 
inactive IP and instead drop the connection.
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DROP rather than default to accomplish this:

#  firewall-­cmd  -­-­permanent  -­-­zone=public  -­-­set-­target=DROP  

#  firewall-­cmd  -­-­reload

DROP, pinging could pass through 
default targets passed it on to the 

#  firewall-­cmd  -­-­permanent  -­-­zone=internal  -­-­add-­rich-­rule='rule    

   protocol  value="icmp"  accept'  

#  firewall-­cmd  -­-­reload

#  firewall-­cmd  -­-­zone=public  -­-­list-­all  

public  (default,  active)  

    interfaces:  eno1  eno2  

    sources:    

    services:  http  https  

    ports:    

    masquerade:  no  

    forward-­ports:    

    icmp-­blocks:  

    rich  rules:  

#  firewall-­cmd  -­-­permanent  -­-­zone=public  -­-­get-­target  

DROP  

#  firewall-­cmd  -­-­zone=internal  -­-­list-­all  

internal  (active)  

    interfaces:    

    sources:  1.1.0.0/16  
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    services:  ssh  

    ports:    

    masquerade:  no  

    forward-­ports:    

    icmp-­blocks:  

    rich  rules:  

                rule  family=ipv4  source  address="1.1.1.0/8"    

                   service  name="samba"  accept  

                rule  protocol  value="icmp"  accept  

#  firewall-­cmd  -­-­permanent  -­-­zone=internal  -­-­get-­target  

default

layer, internal, is a source zone and spans your organization, which is a 

next layer should use a source zone, and additional layers should use 
rich rules within the source zone.

Debugging

rise to ambiguity much more easily than its predecessor, iptables. Should 

#  iptables  -­S  

-­P  INPUT  ACCEPT  

...  (forward  and  output  lines)  ...  

-­N  INPUT_ZONES  

-­N  INPUT_ZONES_SOURCE  

-­N  INPUT_direct  
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-­N  IN_internal  

-­N  IN_internal_allow  

-­N  IN_internal_deny  

-­N  IN_public  

-­N  IN_public_allow  

-­N  IN_public_deny  

-­A  INPUT  -­m  conntrack  -­-­ctstate  RELATED,ESTABLISHED  -­j  ACCEPT  

-­A  INPUT  -­i  lo  -­j  ACCEPT  

-­A  INPUT  -­j  INPUT_ZONES_SOURCE  

-­A  INPUT  -­j  INPUT_ZONES  

-­A  INPUT  -­p  icmp  -­j  ACCEPT  

-­A  INPUT  -­m  conntrack  -­-­ctstate  INVALID  -­j  DROP  

-­A  INPUT  -­j  REJECT  -­-­reject-­with  icmp-­host-­prohibited  

...  (forward  and  output  lines)  ...  

-­A  INPUT_ZONES  -­i  eno1  -­j  IN_public  

-­A  INPUT_ZONES  -­i  eno2  -­j  IN_public  

-­A  INPUT_ZONES  -­j  IN_public  

-­A  INPUT_ZONES_SOURCE  -­s  1.1.0.0/16  -­g  IN_internal  

-­A  IN_internal  -­j  IN_internal_deny  

-­A  IN_internal  -­j  IN_internal_allow  

-­A  IN_internal_allow  -­p  tcp  -­m  tcp  -­-­dport  22  -­m  conntrack    

   -­-­ctstate  NEW  -­j  ACCEPT  

-­A  IN_internal_allow  -­s  1.1.1.0/8  -­p  udp  -­m  udp  -­-­dport  137    

   -­m  conntrack  -­-­ctstate  NEW  -­j  ACCEPT  

-­A  IN_internal_allow  -­s  1.1.1.0/8  -­p  udp  -­m  udp  -­-­dport  138    

   -­m  conntrack  -­-­ctstate  NEW  -­j  ACCEPT  

-­A  IN_internal_allow  -­s  1.1.1.0/8  -­p  tcp  -­m  tcp  -­-­dport  139    

   -­m  conntrack  -­-­ctstate  NEW  -­j  ACCEPT  

-­A  IN_internal_allow  -­s  1.1.1.0/8  -­p  tcp  -­m  tcp  -­-­dport  445    

   -­m  conntrack  -­-­ctstate  NEW  -­j  ACCEPT  

-­A  IN_internal_allow  -­p  icmp  -­m  conntrack  -­-­ctstate  NEW    

   -­j  ACCEPT  

-­A  IN_public  -­j  IN_public_deny  

-­A  IN_public  -­j  IN_public_allow  

-­A  IN_public  -­j  DROP  

-­A  IN_public_allow  -­p  tcp  -­m  tcp  -­-­dport  80  -­m  conntrack    
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   -­-­ctstate  NEW  -­j  ACCEPT  

-­A  IN_public_allow  -­p  tcp  -­m  tcp  -­-­dport  443  -­m  conntrack    

   -­-­ctstate  NEW  -­j  ACCEPT

-­N

-­A

packets go to the INPUT_ZONES_SOURCE chain, at which point IPs are 

the INPUT_ZONES

everything else is rejected.

Conclusion

Nathan Vance is a computer science major at Hope College in Holland, Michigan. He installed Linux Mint 
12 as a high school junior and now prefers Arch Linux. He drives a home-built electric-powered ’95 Ford 
Probe with a Raspberry Pi car computer.

William Polik is a computational chemistry professor at Hope College in Holland, Michigan. He cut his 
programming teeth with Turbo Pascal 3 in 1986 and joined the Linux revolution with Red Hat 5 in 1997. 
He founded two web-based software companies: DiscusWare LLC and WebMO LLC.
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L inux Journal previously has published articles that provide 

and use cp or rsync

respectively, I proceeded to invoke the rsync

$  rsync  -­av  -­-­progress  -­-­inplace  \  

/media/usb0/*  /media/usb1/

lsusb and blkid

FEATURE: Hard Drive Rescue with a Raspberry Pi and Relay
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at 

#  ddrescue  -­dv  /dev/sdb1  ./freeagent.img  \  

./freeagent.log

to recover. I ensured that there was enough space on the destination 

possible. Although this is optional, it will be very much needed in this 

It is also possible to run ddrescue with a retry option, in which case it 

Armed with the above knowledge, I planned the recovery process:

ddrescue command as above.

FEATURE: Hard Drive Rescue with a Raspberry Pi and Relay
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considering the sometimes tiny progress being made on each iteration, 

process and start staring again. I needed to upgrade my solution to 

this running at https://www.raspberrypi.org/documentation/raspbian  
 
 

 

disk. Once you have the device name and the partition to be recovered, 

$  udevadm  info  -­-­query=property  -­-­name  /dev/sdb1

disk and powering it up:

$  udevadm  monitor  -­-­environment

FEATURE: Hard Drive Rescue with a Raspberry Pi and Relay
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UDEV  [6899.460576]  add  /devices/platform/soc/...  

ACTION=add  

DEVNAME=/dev/sdb1  

DEVTYPE=partition  

ID_SERIAL=ST3750640AS_5QD463QL  

ID_SERIAL_SHORT=5QD463QL  

ID_TYPE=disk  

SUBSYSTEM=block  

TAGS=:systemd:

saved in the /etc/udev/rules.d directory. It is a good idea not to add 

ACTION=="add",  KERNEL=="sd?1",  \  

ENV{SUBSYSTEM}=="block",  \  

ENV{ID_SERIAL}=="ST3750640AS_5QD463QL",  \  

ENV{DEVTYPE}=="partition",  \  

RUN+="/opt/bin/freeagent.sh  '%E{DEVNAME}'"

RUN can be 

protracted duration will be terminated prematurely and unconditionally 

FEATURE: Hard Drive Rescue with a Raspberry Pi and Relay
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elegant than others. I relocated the main job to another script and 

the RUN

#!/bin/bash  

export  HDDEVNAME=$1  

at  -­f  "/opt/bin/ddfreeagent.sh"  now

 

#!/bin/bash  

  

IMG=/media/usb0/freeagent/freeagent.img  

LOG=/media/usb0/freeagent/freeagent.log  

  

/usr/bin/ddrescue  -­dv  ${HDDEVNAME}  ${IMG}  ${LOG}

FEATURE: Hard Drive Rescue with a Raspberry Pi and Relay

The Raspberry Pi makes interfacing a relay 
to a PC even easier, which adds more weight 
to this choice of target device or platform on 
which to implement the solution.
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through a relay.

udev rule implemented above spawns a script that starts the ddrescue 

returns with an error code, which is caught and processed accordingly. 

playing with naked wires that will carry dangerous voltage levels. It is 

what you are doing.

interchangeable. Working with these little boxes is very convenient, 

isolation circuits.

FEATURE: Hard Drive Rescue with a Raspberry Pi and Relay
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pin goes to the negative terminal, and the chosen output pin goes to 
the positive.

section along its length and severed the live cable. Both ends were 

FEATURE: Hard Drive Rescue with a Raspberry Pi and Relay

Figure 1. Hardware Setup
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pins. I use the GPIO numbers in the script here.

$  echo  "21"  >  /sys/class/gpio/export

$  echo  "out"  >  /sys/class/gpio/gpio21/direction

switches on the hard disk:

$  echo  "1"  >  /sys/class/gpio/gpio21/value

$  echo  "0"  >  /sys/class/gpio/gpio21/value

$  echo  "21"  >  /sys/class/gpio/unexport

whole process took and how many times I otherwise would have had 

triggering the relay to turn on the hard disk.

FEATURE: Hard Drive Rescue with a Raspberry Pi and Relay
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Listing 1. ddfreeagent.sh

#!/bin/bash  
  
IMGFILE=/media/usb0/freeagent/freeagent.img  
LOGFILE=/media/usb0/freeagent/freeagent.log  
RUNLOG=/media/usb0/freeagent/ddrun.log  
PIN=21  
  
do_log  ()  
{  
    echo  -­n  $(date)  >>  ${RUNLOG}  
    echo  -­n  ","  >>  ${RUNLOG}  
    echo  -­n  $(cat  /proc/uptime  |  cut  -­d'  '  -­f1)  >>  ${RUNLOG}  
    echo  -­n  ","  >>  ${RUNLOG}  
    echo  $1  >>  ${RUNLOG}  
}  
  
#Initialize  log  file  
if  !  [  -­f  ${RUNLOG}  ];;  then  
    do_log  START  
fi  
  
/usr/bin/ddrescue  -­dv  ${HDDEVNAME}  ${IMGFILE}  ${LOGFILE}  
if  [  $?  -­eq  0  ]  
then  
    #Yay!  ddrescue  completed  successfully.  
    do_log  PASS  
  
    #  Clean  up  now  and  exit  
    echo  "0"  >  /sys/class/gpio/gpio${PIN}/value  
    echo  ${PIN}  >  /sys/class/gpio/unexport  
  
    exit  
else  
    #Oops;;  another  ddrescue  error.  
    do_log  FAIL  
  
    #Power-­cycle  the  hard  disk.  
    echo  "0"  >  /sys/class/gpio/gpio${PIN}/value  
    sleep  10  
    echo  "1"  >  /sys/class/gpio/gpio${PIN}/value  
fi
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ready. I then mounted the image with a simple mount command:

$  mount  /media/usb0/freeagent/freeagent.img  /media/usb3/

$  rsync  -­av  -­-­progress  -­-­inplace  /media/usb3/*  /media/usb0/backup

target scripts and/or comment out the line containing the udev rule.

Andrew Addo works as an engineer with a leading navigation solution provider. He recently added salsa 
to his list of hobbies, and he welcomes your comments sent to and.addo@gmail.com.
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Last Stand
Time to get root for our selves.

L inux has built countless cathedrals, but sti l l 
no bazaar.

By that I mean every corporate cathedral 

every human being on the commercial net remains 

entire existence in the commercial world is inside 

and great exposure to whatever those running the 
cathedrals wish to know about us.
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was talking about in The Cathedral and the Bazaar

millennium: 
 

closed “cathedral” environments with open “bazaar” ones. Linux was, 

http://www.linuxjournal.com/

it motivates some readers to admit that Linux has been used at least 

geeks working today on creating an open marketplace, setting everyone 

made the surveillance economy possible.
“Give me a place to stand and I can move the world”, Archimedes said. 

“Give me a place to stand and I can move  
the world”, Archimedes said. Each of us has 
that place with the internet. What we lack  
is a fulcrum.
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able to call ourselves whatever we please when dealing with other entities 

across all those systems.

walk down a city street, we do not want or need everybody we pass or 
encounter to know who we are, or anything about us, other than the 

a name badge, but even in those cases, some people still just use their 

What happens in all these cases is data sharing on a need-to-know 

http://www.dictionary.com/

we like it or not.
Faust was the scholar in German legend who sold his soul to the devil 

https://en.wikipedia.org/
wiki/Faust

their many agents believe it is both possible and desirable to know 
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everything about users and customers, either by direct surveillance 
through browsers and apps or indirectly through access providers and 
other third parties.

toward crosshairs on eyeballs and eardrums.
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in LJ two months ago: 

many more working on the same case. And soon. Because identity is 
our last stand
we secure our independence and liberty online. It is the only way the 

it and work on code: next month, at the next Internet Identity 
http://www.internetidentityworkshop.com  

http://www.windley.com
http:// identitywoman.net

https://en.wikipedia.org/wiki/

http://www.computerhistory.org

https://www.eventbrite.com/e/
.
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