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If There Was a 
Problem? Yo, 
I’ll Solve It...

I
some problems the penguin way.

Reuven M. Lerner starts out with how to program 
computers to do work we’d rather not do ourselves. 

as boring as collating paperwork, sorting documents by 
subject is monotonous at best. Reuven describes how to 

even someone with innocent intent, to violate your 
copyrights. Adding a watermark to your photos is a 

Next, we look at managing problems with Kyle 

VIDEO:  
Shawn 
Powers  
runs 
through 
the latest 
issue.

SHAWN 
POWERS

Shawn Powers is the 
Associate Editor for 
Linux Journal. He’s  
also the Gadget Guy  
for LinuxJournal.com,  
and he has an  
interesting collection  
of vintage Garfield  
coffee mugs. Don’t  
let his silly hairdo  
fool you, he’s a  
pretty ordinary guy  
and can be reached  
via email at  
shawn@linuxjournal.com.  
Or, swing by the  
#linuxjournal IRC  
channel on  
Freenode.net.
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service to me and my users. Now, there are many digital systems that 

system is never updated. It does a single job, and it does it well, so why 

keeping embedded systems secure.

problem like your car’s embedded computer getting hacked or an 

Current_Issue.tar.gz
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UPFRONT

UPFRONT 
NEWS + FUN
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Editors’ Choice

PREVIOUS  
Current_Issue.tar.gz

diff -u

that can keep growing without bound. At the OS level, access to RAM 

by however much work the system tries to do.
So, when Liang Li wanted to raise the x86-64

that would tide us over until the next time it needed to be increased.

upcoming hardware would support.
Paolo Bonzini pointed out that 

particular, using LA57 mode to access high memory addresses would 
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them to a workaround on older systems. But in 

systems, which would make that particular change 
very unattractive.

It’s possible that this hardware bug may slow down 

not yet been answered.

integrity might even rank higher than security in 
overall importance. Fortunately, I don’t think that 
choice has ever had to be made.

hand, however. Recently, Yi Zhang described a 
security exploit that could allow a hostile user to 
corrupt data in the ext4

Andreas Dilger and Valdis Kletnieks both 

to preventing the corruption, to alert the user to 

Yi had bigger ambitions though. He said that the 

with the user.
Al Viro’s the VFS guy, and he seemed open to 

the discussion. At that point, the conversation 

somewhere very soon.
RCU  
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that is boot time.
Paul McKenney

really made the data available all the way through the boot process, instead 

Synchronous Grace Periods, which couldn’t be induced 

typically induces Synchronous Grace Periods had begun to activate during 
that phase, which was leading to occasional crashes.

Paul posted a patch to make Synchronous Grace Periods work throughout 

Rafael J. Wysocki, Borislav Petkov and  
Lv Zheng ACPI. 

Kirill A. Shutemov recently posted a patch to allow Linux userspace 

Li’s work mentioned previously. However, it is apparently much more 

security, it’s important to make sure that the semantics—the ways user 
code can interact with the kernel—remain consistent, or at least clear.

discussion, with Linus Torvalds

when and how user code could access high address memory. Predictably, 

which anyone who wanted a given binary to access high address memory 

It’s likely that the debate will continue, but at least now there’s a clear 
baseline. Any prospective solution should present the user with a similarly 

—Zack Brown
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YouTube on  
the Big Screen

videos, I couldn’t be happier. Plus, I can check email on my phone while 

—Shawn Powers
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Non-Linux FOSS: 
Mac2Imgur

keystroke. Sharing them used to mean dragging them to my Dropbox, and 

to http://imgur.com and provides a link in the clipboard. It even has options 

https://github.com/

imgur at —Shawn Powers
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I’ll Gladly Pay  
You Tuesday for a 
Hamburger Today
unless those days land on a weekend, in which case I get paid the 

will understand the more complex schedules. In my case, I needed two 

BEGIN:VCALENDAR  

BEGIN:VEVENT  

DTSTART:20170101  

DTEND:20170101  

RRULE:FREQ=MONTHLY;;BYDAY=FR;;BYMONTHDAY=13  

RRULE:FREQ=MONTHLY;;BYDAY=FR;;BYMONTHDAY=14  

RRULE:FREQ=MONTHLY;;BYDAY=MO,TU,WE,TH,FR;;BYMONTHDAY=15  

SUMMARY:  Get  Paid  

END:VEVENT  

END:VCALENDAR

DTSTART and DTEND
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BEGIN:VCALENDAR  

BEGIN:VEVENT  

DTSTART:20170101  

DTEND:20170101  

RRULE:FREQ=MONTHLY;;BYDAY=MO,TU,WE,TH,FR;;BYSETPOS=-­1;;WKST=MO;;  

SUMMARY:  Get  Paid  

END:VEVENT  

END:VCALENDAR

a calendar, and you’ll be asked to which calendar to add the event. 

—Shawn Powers
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Solving Physics  
Problems on Linux

Figure 1. Executing ElmerGUI starts the main application, which controls all the other 
steps involved in using Elmer.
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sudo  apt-­add-­repository  ppa:elmer-­csc-­ubuntu/elmer-­csc-­ppa  

sudo  apt-­get  update  

sudo  apt-­get  install  elmerfem-­csc

Debian repositories, so be sure that they haven’t been previously installed on 

terminal and start it with the command ElmerGUI

Figure 2. The ElmerGUI geometry viewer allows you to see the object you’ll be using 
during your calculations.

LJ276-April2017.indd   19 3/22/17   7:14 PM
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the application and leaves you with an empty workspace.

into the subsections that will be used during the actual calculation phase. 

Figure 3. ElmerGUI also can handle meshing your objects in the pre-processing step.
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Let’s look at the heat distribution across a pump section and see how the 
 

rotate it around, so you can get a good look at it and make sure it’s 

so that it can be used in the solver stage.

Figure 4. The model summary tells you things like the number of nodes, edges and volume 
elements within your model.

LJ276-April2017.indd   21 3/22/17   7:14 PM
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Summary menu item, 

Cad model menu item to bring up 
the geometry viewer again and then click Model

Remesh to redo the 

Now that the object is loaded, let’s start setting some initial conditions. For 

Figure 5.  
The model setup 
window allows 
you to set initial 
conditions for  
the entire model  
as a whole.
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Model Setup menu item.

iterations or time step procedures, among many other options. You also 

Clicking Model Add opens an editing window to create a 

through this pump part. Since you need to apply this to the entire object, 

Material pops up a window 

Figure 6. You can add equations to define the physical processes you are trying to model.

LJ276-April2017.indd   23 3/22/17   7:14 PM
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the material type to the object directly here.
Clicking Model Body Force pops up a window where you can enter 

Clicking the Model Boundary Condition menu item will pop  
 

In this case, say you want to create a new boundary temperature 
°

Figure 7. You can set all of the physical properties of the materials used within your object.
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Figure 8. You can set body forces  
that define forcing values for the  
equations being used.

Figure 9. You can set boundary  
conditions for your equations to be  
used by the solver stage.

Figure 10. Select the sections that need to have a boundary condition applied to it.
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up asking you to set a boundary condition, where you can select the 

 
Now, click Run Start Solver to start the whole process. Once it’s 

 

Figure 11. You can open an editor to manipulate the solver input file directly.
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Figure 12. After the solver is done, you’ll see a window showing how quickly 
convergence happened.

Figure 13. Paraview can provide sophisticated visualization tools for your output files.
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processing step. In this example, cl ick the 
Run

you can get a very sophisticated visualization 

 
 

 
I hope it has whetted your appetite enough  
to look at the other sample problems and use 

research interests.—Joey Bernard

THEY  
SAID IT
Creativity 
is allowing 
yourself to make 
mistakes. Art is 
knowing which 
ones to keep.
—Scott Adams

Words, once  
they are printed, 
have a life of 
their own.
—Carol Burnett

I don’t hire 
people who  
have to be told 
to be nice. I hire 
nice people.
—Leona Helmsley

We make a living 
by what we get, 
we make a life by 
what we give.
—Winston Churchill

I have learned 
that to be  
with those I  
like is enough.
—Walt Whitman

RETURN TO CONTENTS
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™

Partial List of 2017 Speakers.

Show & Conference:  Flagg Management Inc, 
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flaggmgmt@msn.com

Ed Turkel
HPC Strategist,
Dell EMC

Natalia Vassilieva
Sr Research Manager,
Hewlett Packard Labs

Register Today.

Low-Cost Conference at $295.

Save $100.

Register for Free Show

14th Annual 

2017 HPC FOR WALL STREET –
CLOUD & DATA CENTERS Show & Conference
April 3, 2017 (Monday)   Roosevelt Hotel, NYC                                           Madison Ave & 45th, next to Grand Central Station

Plan to attend low-cost conference at $295. Save $100.
Qualified End Users may register as our guests, but must confirm 
their title and responsibility.
Register for the free show online at: www.flaggmgmt.com/linux

advanced  hardware accelerators

PENGUIN
 COMPUTING

Visit: www.flaggmgmt.com/linux
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Android Candy: 
If Not This Then 
Stringify

you want a l ight to turn on as you enter a room, several minutes 

allow multiple results along with conditionals. Basically, you write a 

 
 

but it’s only possible to manipulate your account on a mobile device 

 

EDITORS’
CHOICE
★

™

EDITORS’ CHOICE

NEXT  
Reuven M. Lerner’s  
At the Forge

PREVIOUS  
UpFront
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and/or more reliable 
 

certainly has the 
promise to surpass 

 
the very least, the 

l ikely wil l make  
both services strive 

 
wil l need to  

 
and become  

 

awesome ideas, 

Choice award. Give 
it a try, and see 

the service hard 
enough to stress its 
reliabil ity. I’m hoping 

 
—Shawn Powers

EDITORS' CHOICE

RETURN TO CONTENTS

(Screenshot from Google Play Store)

LJ276-April2017.indd   31 3/22/17   7:14 PM

http://www.linuxjournal.com


32  |  April 2017  |  http://www.linuxjournal.com

AT THE FORGE

REUVEN M. 
LERNER

Reuven M. Lerner, a  
longtime Web developer, 
offers training and  
consulting services in 
Python, Git, PostgreSQL 
and data science. He has 
written two programming 
ebooks (Practice Makes 
Python and Practice Makes 
Regexp) and publishes  
a free weekly newsletter  
for programmers, at  
http://lerner.co.il/ 
newsletter. Reuven tweets 
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Classifying 
Text
How can you categorize documents using machine 
learning? It’s simpler than you might think. 

IN MY LAST FEW ARTICLES, I’ve looked at several 
ways one can apply machine learning, both supervised 
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more sophisticated than that nowadays, but as you’ll see over the course 

Organizing the Data

model  =  CLASS()  

model.fit(X,  y)  

model.predict(new_data_X)

CLASS

new_data_X, 
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numeric. So, you turn category names into numbers, country names 
into numbers, color names into numbers—basically, everything has to 
be a number.

How, then, can you deal with textual data? It’s true that bytes are 
numbers, but that won’t really help here; you want to deal with words 
and sentences, not with individual characters.

word existed in the document.

 I’m hungry, and need to eat lunch.

 Call me, and we’ll go eat.

 Do you need to eat?

i'm  hungry  and  need  to  eat  lunch  call  me  we'll  go  do  you  

1          1          1        1    1        1      1      0        0          0    0      0    0  

0          0          1        0    0        1      0      1        1          1    1      0    0  

0          0          0        1    1        1      0      0        0          0    0      1    1

appeared in which documents. But with just three short sentences that 
I constructed to have overlapping vocabulary, it’s already starting to get 
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model can handle it—and, thus, can make predictions. Note that you’ll 

Creating a DTM

but the languages have similar vocabularies, and I was wondering how 
accurately a model could actually do some categorization.

 

from  glob  import  glob  

  

#  read  Ruby  files  

ruby_files  =  [open(filename).read()  

                            for  filename  in  glob("Programs/*.rb")]  

  

#  read  Python  files  

python_files  =  [open(filename).read()  

                                for  filename  in  glob("Programs/*.py")]  

  

#  all  input  files  

input_text  =  ruby_files  +  python_files  

  

#  set  up  categories  

input_text_categories  =  [0]  *  len(ruby_files)  +  [1]    

   *  len(python_files)
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input_text

input_text_categories

 
 

make this easy:

from  sklearn.feature_extraction.text  import  CountVectorizer  

  

cv  =  CountVectorizer()  

cv_dtm  =  cv.fit_transform(input_text)

CountVectorizer

your text.
Notice that I use cv.fit_transform

a little bit, when I want to make a prediction or two.

Creating a Model

course, it’s generally a good idea to test your models and even tweak the 

I create and then train my model:

from  sklearn.naive_bayes  import  MultinomialNB  

nb  =  MultinomialNB()  

nb.fit(input_text_dtm,  input_text_categories)

CountVectorizer
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MultinomialNB

some new documents:

docs_new  =  ['class  Foo(object):\nprint  "Hello,  {}".format(self.name)\n',  

                        'x  =  [10,  20,  30]\n',  

                      '10.times  do  {|i|  puts  i}']

docs_new

second could be either Ruby or Python, and the third is in Ruby.

cv, the 
CountVectorizer

method to train it with a new vocabulary. Rather, I’m going to use 

will allow the model to compare the documents with the previous ones:

docs_new_dtm  =  cv.transform(docs_new)

Now to make a prediction:

nb.predict(docs_new_dtm)

array([1,  1,  0])

imagine, the more documents with which you train, the more accurate 
your categorization is likely to be.

CountVectorizer and MultinomialNB just as I did here, the 
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hyperparameters to try to improve it even more.

Summary

can use to create them.

RESOURCES

I used Python (http://python.org) and the many parts of the SciPy stack (NumPy,  
SciPy, Pandas, Matplotlib and scikit-learn) in this article. All are available from PyPI 
(http://PyPI.python.org) or from ScyPy.org (http://scipy.org).

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.

RETURN TO CONTENTS
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Dave Taylor has been 
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author of Learning  
Unix for Mac OS X  
and Wicked Cool  
Shell Scripts. You can  
find him on Twitter  
as @DaveTaylor,  
or reach him through 
his tech Q&A site: http://
www.AskDaveTaylor.com.

WORK THE SHELL

Watermarking 
Images—from 
the Command 
Line
It’s pretty darn easy to analyze and manipulate 
images from within a shell script.

US GEEKS MOSTLY THINK OF THE COMMAND LINE 
AS THE BEST PLACE FOR TEXT MANIPULATION. It’s a 
natural with cat, grep and shell scripts. But although you 

terminal window, it turns out to be pretty darn easy to 
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Finding Those Big Darn Image Files
find, but the goal here is 

to do something more sophisticated, so let’s pair it with the ImageMagick 
command identify.

for  name  in  `find  *{png,jpg}  -­size  +8M  -­print`  

do  

        echo  file  $name  is  bigger  than  8MB  

done

ls  -­l

the rudimentary echo statement with something more advanced:

dimensions=$(identify  $name  |  cut  -­d\    -­f3)  

size=$(identify  $name  |  cut  -­d\    -­f7)  

echo  "File  $name  ($dimensions)  has  file  size  $size"

$  sh  bigimages.sh  

File  screenshot-­6.png  (1800x490)  has  file  size  9.639MB  

$
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  ls  -­l and particularly 

Why? Because lots of people who aren’t tech-savvy upload images 
directly from digital cameras—images that can be enormous. They resize 
the displayed image in their blog posts, but the original files are way 
larger than necessary, slowing down their sites unnecessarily.

size test with find: -­size  +8M. find
and comparisons, and the test -­size  8M

find

echo 

Add a Watermark

image dimensions but to add watermarks. You’ve seen watermarks 
on images all over the web. Sometimes it’s a l ittle copyright notice, 

convert command. 

image, the command is simple:

convert  $source  label:'LinuxJournal.com'-­append  $output

-­pointsize, and to 

position, use -­gravity.
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convert  $source  -­pointsize  80  -­gravity  east  \  

        label:'LinuxJournal.com'  -­append  $output

latter is this:

predot=$(echo  $name  |  rev  |  cut  -­d.  -­f2-­  |  rev)  

postdot=$(echo  $name  |  rev  |  cut  -­d.  -­f1  |  rev)  

newname=$(echo  ${predot}-­wm.$postdot)

cut, the way to grab just the 

the name, grab the first

to denote the version that has the watermark added.

$copy

composite  -­dissolve  100  $copy  $source  $output

You can move it to the lower right by using -­gravity—literally. 

convert  -­label 

composite
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composite  -­dissolve  100  -­gravity  southeast  $copy  $source  $output

for loop, and you’ve got a handy script that can add 
text watermarks along the bottom or overlay a graphic watermark or 
copyright instead.

In both cases, notice that the ImageMagick commands always create 
replace an image with a version that 

composite  -­dissolve  100  $copy  $source  $output  

mv  $output  $source

Ideally though, you’d check to ensure that the composite command 

composite $?

$output. Here’s the latter, since then you aren’t reliant on composite 
having accurate return codes:

composite  -­dissolve  100  $copy  $source  $output  

if  [  -­x  $output  ]  ;;  then  

    mv  $output  $source  

else  

    echo  "Couldn't  replace  $source,  $output  wasn't  created?"  

fi

-­x

-­s

Magic with Images
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gravity 
setting shows—be glad I didn’t delve into the geometry parameters—but 

Remember, it all starts at http://www.imagemagick.org.

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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Sysadmin 101: 
Ticketing
Learn why tickets aren’t busywork, but rather 
an important part of a professional system  
administrator’s toolkit.

THIS IS THE THIRD IN A SERIES OF ARTICLES ON 
SYSTEM ADMINISTRATOR FUNDAMENTALS where 

that might be obvious to longtime sysadmins, but 
news to someone just coming into this position.

sysadmin: ticketing.
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an organization, so many sysadmins avoid or it use it begrudgingly. Also, 

tickets, but you wish you didn’t, I hope I can share how to structure a 

Why Tickets Are Important

organization that some administrators think are unnecessary or even a 

Tickets Ensure That Tasks Aren’t Forgotten  Sysadmins are asked 

anything else, you immediately could start working on that task, and 

remember it the next time you look at your ticketing system.
Tickets Make Sure the Task Is Done Right

what someone wants you to do, you may not remember on Monday all 

capture exactly what people want done in their own words and provides 

Tickets Help You Prioritize Tasks
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tasks are captured in tickets, the team lead or manager can go through 

standing over your shoulder.

important tasks they can point to when they need to explain why they 

help direct the conversation about why a particular task should be put 

Tickets Distribute the Work
distributing tickets and projects is easy. Once your team grows though, it’s 

team who is most productive and going to them directly when they have 

sure no one gets burned out, and also to ensure that everyone learns 
how to do things. Otherwise, you end up cultivating specialists within the 
team that always take tickets related to certain systems, which leads to 
problems later when that team member goes on vacation.

Tickets Provide an Audit Trail for Changes

discover two weeks later that something stopped working, and with a 

Every time you change a system, you create an 
opportunity for something to break.
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patch, you can point to command output that you capture and then store 
in the corresponding ticket.

Qualities of an Effective Ticketing System

people complain about tickets, what they are really complaining about is 

Some systems that developers use to track code through the 

though, the simpler the ticketing system the better. Because you already 

based on someone walking up and tapping them on the shoulder in less 
than a minute.

Ideally, the ticketing system would allow you some other way to 

state or add comments, all the better, as you potentially can integrate 
those into your other automation scripts. For instance, I’ve created a 
production deployment script that integrates with my ticketing system, 
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Favor ticketing systems that allow you to create dependencies or 

systems also make it easier to build a master ticket to track a project 
and then break that large project down into individual tickets that 

ticket can give you a clue about where you are in a project.

How to Manage and Organize Tickets

 Open: a task that needs to be completed, but hasn’t been assigned 
to anyone.

reassign to someone else.

 In progress: a task that has been assigned to someone who is currently 

 Resolved: the sysadmin believes the task has been completed and  

A well run ticketing system should provide the team with the answers 

be able to claim tickets, and team leads or managers should be able 
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ordered by priority. It should be clear what tasks they should put on their 

need against everyone else’s needs.
A good manager should reserve the right to weigh the priority assigned 

up or down based on its urgency relative to the other tasks. It also may be 
the case where a task that was low urgency two weeks ago has become 

I approach ticket priority as a way for users 
to help inform the team about how important 
the ticket is to them, but not how urgent it is 
for the team.
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are captured in the ticketing system. Sometimes a coworker can be 

those cases where you really are going to drop everything to work on 

problem crops up based on this urgent change, you’ll see this ticket 
along with other tasks completed that day and it will help you track 
down the cause.

on a particular service, don’t assign that person every task related to 

mundane grunt work that must be done. Be sure to distribute those 
tasks throughout the team so no one gets burnt out.

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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THE OPEN-SOURCE CLASSROOM

Actually  
Cutting  
the Cord
Local broadcast channels on Roku? Yes!

IN MY LAST ARTICLE, I TALKED ABOUT VARIOUS 
STREAMING OPTIONS AVAILABLE FOR FOLKS WHO 
WANT TO GET RID OF THEIR CABLE BILLS. You 

I hadn’t actually canceled my cable service because I 
couldn’t get local channels. Since writing that article, I did 

channels anyway. But, it wasn’t as easy as putting rabbit 

channels is something you’re interested in doing, but 
struggle with the logistics, I encourage you to read on.

Finding Towers
Figuring out what channels are available in your 

SHAWN 
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let his silly hairdo  
fool you, he’s a  
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shawn@linuxjournal.com.  
Or, swing by the  
#linuxjournal IRC  
channel on  
Freenode.net.
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websites and apps were created that can help you determine your 

decided to try it anyway. And, I currently get all the major stations 

http://antennaweb.org

that are really weak. Still, I’d like to know what’s available.

Figure 1. Who knew living in a small town would mean better reception?
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https://play.google.com/store/apps/details?id=ar.com.lichtmaier.antenas.

Figure 2. This was depressing.

Figure 3. Thankfully, TV Fool offers information on distant stations.
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Choosing Antennas
Once you’ve determined which towers you want to try, you can choose 

Figure 4.  
These apps  
make pointing 
antennas so  
much easier.
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distance, however, you’ll need a directional antenna. And, even those 

and weaknesses.

50 years, that channel recognition is hard to give up. So those stations 

Antenna Angle
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towers, however, the best thing to do is connect a television and make 

Figure 5. This photo doesn’t do the size of the antenna justice. It’s enormous!
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minor adjustments until you get the most stations to come in clearly. 

in clearly one day might not come in at all on another day. It can be 

Figure 6.  
This antenna 
hasn’t arrived  
yet, but I have 
high hopes.
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antenna can’t get at the same time, a bow tie might work better. 

return them when they don’t work like you hope. I didn’t do that, and 
I now have three antennas I can no longer return.

Amp? Preamp?

antennas, which are marketed as magic bullets to enhance even the 

If you go to a department store, you’ll likely 
see lots of amplified antennas, which are 
marketed as magic bullets to enhance even 
the weakest signal. That’s not what amps do 
for television signal.
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Figure 7.  
The preamp  
is as close to  
the antenna  
as possible.
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connecting to televisions.

Multiple Antennas?

two directional antennas and combine the signal to get both. Logically, 

Figure 8.  
The power 
injector can  
be a bit away  
from the  
actual preamp.
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end up with neither.

multiple antennas, but some people do.

Seven Televisions?

Figure 9. I’ve heard good things about the Tablo, just not the price.
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really high on my priority list, so I chose to install an HDHomeRun 

means I can watch my local television stations even while traveling. 

Figure 10. I love the HDHomeRun, but I wish it had more than two tuners.
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https://github.com/
jumpmanjay/HDGrandSlam.bundle

get to the television. It’s interesting to note that both channels take 

Am I a Happy Cord-Cutter?

Figure 11.  
HD Grand Slam 
has a cooler  
icon, but I prefer 
HDHR Viewer 2.
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Roku devices connected to them. Roku allows me to use PlayStation 

article altogether.
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VMKings’ VPS Hosting Solution

http://vmkings.com
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Mender

that integrates both an updater client and deployment management 

reason, including power loss on the device or poor network connectivity. 

http://mender.io
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MultiTaction’s MT Canvus-Connect

by enabling multiple remote locations to collaborate in real time. 

 
 

http://multitaction.com
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CodeLathe’s Tonido Personal Cloud

limited only by users’ hard drive capacities. CloudLathe also boasts 

across three continents and six countries.
http://tonido.com
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Omesh Tickoo and 
Ravi Iyer’s Making 
Sense of Sensors 
(Apress)

surrounded by sensors collecting 

exploit them will be pleased to learn about the new book Making Sense 
of Sensors
published by Apress, the book is subtitled End-to-End Algorithms and 
Infrastructure Design from Wearable-Devices to Data Centers. Presented 
in a manner that permits readers to associate the examples with their 

readers with the tools to understand how sensor data is converted into 

on relationship extraction, knowledge representation and management.
http://apress.com
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openHAB
Partners Canonical, openHAB Foundation and Azul Systems have 

many protocols and technologies, which enables consumers to mix and 

openHAB can be packaged and distributed as a single application, 
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PasswordPing Ltd.’s Exposed 
Password and Credentials API Service

known, compromised credentials, PasswordPing Ltd. announced the 

to update their credentials when they set up their account, reset their 
password or log in to their account. At its core, PasswordPing is a 

returns a result indicating whether that password has been exposed. 

returns a result indicating whether those credentials have been 

and prompted to change the password.
http://passwordping.com
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or New Products c/o Linux Journal,  
PO Box 980985, Houston, TX 77098.  
Submissions are edited for length  
and content.
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CyKick Labs Ltd.’s Telepath

big data to apply behavioral analytics and machine learning to protect 

understanding normative site visitor behavior, inspecting enterprise web 

disruption, business logic abuse and insider threats.
http://cykicklabs.com
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ROBOTS
AND LINUX,
A MATCH MADE IN SPACE

As robots become more prevalent, they soon will be 
working alongside humans, relieving some of the 
burdens as well as taking on more of the dangers. 
The systems to make that happen are being built 
today, and they are using Linux in a major way. 

PAUL FERRETTI
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I have loved space and all things space since those early days. 

Alas, I did not become an astronaut; instead, I ended up in 

closest I have come to working with NASA is vicariously through 

my nephew who works at the Johnson Space Center in Houston. I spent 

many summers with my nephew building and programming robots, 

and it’s a hobby that I still enjoy very much.

Challenges was called the Space Robotics Challenge, I immediately 

 

 

the challenge.

NASA AND THE SPACE ROBOTICS CHALLENGE

NASA has made these challenges accessible to everyone.

LJ276-April2017.indd   77 3/22/17   7:15 PM
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up to the door, press a button to open the door and then walk through 

Figure 1. Using RVIZ to Check Line of Sight
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FEATUREFEATURE: Robots and Linux, a Match Made in Space

addition, the challenge would be using the Robotics Operating System 

Figure 2. Robot in Starting Position

Figure 3. Robot in Finished Position
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ROBOTICS AND LINUX

to extend work that was done by others, mainly at universities such as 

FEATURE: Robots and Linux, a Match Made in Space
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FEATURE: Robots and Linux, a Match Made in Space

REQUIREMENTS FOR THE SRC

ROBOT OPERATING SYSTEM

large industrial automation systems.

and the most support.

GAZEBO
Robot simulation is an essential component in every roboticist’s toolbox. 

IT MAKES COMPLETE SENSE THAT 
LINUX WOULD EMERGE AS THE 
DOMINANT PLATFORM FOR ROBOTICS.
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FEATUREFEATURE: Robots and Linux, a Match Made in Space

that is constantly adding new simulations as well as extending existing ones.

Boston Dynamics; Baxter, an industrial robot, built by Rethink Robotics; 

INSTALLING ROS

USING DOCKER

GAZEBO IS A 3D MULTI-ROBOT 
SIMULATOR THAT GENERATES BOTH 
REALISTIC SENSOR FEEDBACK AND 
PHYSICALLY PLAUSIBLE INTERACTIONS 
BETWEEN OBJECTS, AND IT INCLUDES 
A HIGHLY ACCURATE SIMULATION OF 
RIGID-BODY PHYSICS.
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my Docker container, I never was able to get the SRC Simulation to run 

elegant solution. I installed an additional hard drive in my computer and 

Installing ROS was a breeze. I simply navigated to the ROS website and 

ROS, complete with tutorials to get me up and running with total ease.

GAZEBO INSTALLATION
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FEATUREFEATURE: Robots and Linux, a Match Made in Space

QUALIFICATION ROUND

languages and have them work together seamlessly through the creation 

control usually involves multiple nodes. Nodes can control things like a laser 

the robot’s world. For the SRCSim, our team had nodes that controlled the 

other languages also will work. Our team chose Python mainly because 

THE ROS ENVIRONMENT ALLOWS 
YOU TO CODE IN MANY LANGUAGES. 
IN FACT, YOU CAN CODE IN MULTIPLE 
LANGUAGES AND HAVE THEM WORK 
TOGETHER SEAMLESSLY THROUGH THE 
CREATION OF SEPARATE ROS NODES.
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to pitch in wherever needed.

each one dedicated to various operations was a real plus. Many times, I would 
have one terminal to launch the simulation, another terminal to produce 

open at a time all communicating via the ROS messaging network.

CHALLENGE RESULTS

wanted to get some experience with Linux and Python, having never 

experience, and I recommend that anyone who has an interest in robotics 

article as a starting point.

TEAM MEMBERS
For the Space Robotics Challenge, my team, named Patriot Robotics, 
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FEATURE

brought a bit more experience to the team than others, we all worked 

experience both rewarding and enjoyable.

CONCLUSION

FEATURE: Robots and Linux, a Match Made in Space

The TurtleSim Tutorial
One of the best things about ROS is that it has a very rich tutorial 
l ibrary. The tutorials are a great way to come up to speed with ROS 
and Gazebo. If you are interested in learning ROS, one of the first 
tutorials you should try is the turtlesim.

The turtlesim teaches you how to create ROS packages, work  
with multiple nodes, publish and subscribe to topics, and work with 
ROS services.

The tutorial provides step-by-step instructions as well as 
several online videos to walk you through the process of setting 
up and running the simulation. The simulation involves hands-on 
programming and command-line interaction through ROS. Learning 
how to make the simulated turtle move, rotate or spawn copies of 
itself are just some of the features of this tutorial.

The turtlesim is a fun and easy way to get ROS up and running. 
If for no other reason than to just control a simulated turtle, I 
encourage you to give it a try.
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FEATURE

resources, anyone with little or no experience can set up and run the 

Paul Ferretti has more than 20 years of experience as a software engineer. He is a Senior Member 
of the IEEE and a former Vice Chair for the Washington DC/Northern Virginia Chapter of the IEEE 
Robotics and Automation Society. He welcomes your comments sent to pferretti@ieee.org.

FEATURE: Robots and Linux, a Match Made in Space

Resources
ROS History: http://www.ros.org/history

About ROS: 

ROS.org, Installing from Source: http://wiki.ros.org/indigo/Installation/Source

Space Robotics Centennial Challenge:  

STMD: Centennial Challenges:  

Space Center, Houston: https://spacecenter.org

Johnson Space Center: https://www.nasa.gov/centers/johnson/home/index.html

Open Source Robotics Foundation: 

The Institute for Human & Machine Cognition (IHMC): https://www.ihmc.us

Patriot Robotics: http://www.patriotrobotics.net

Gazebo: http://gazebosim.org

Tutorials for Gazebo: 

tutlesim: http://wiki.ros.org/turtlesim

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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Key Considerations 
for Software 
Updates for 

Embedded Linux 
and IoT

How can we reliably update embedded Linux? 

EYSTEIN STENBERG
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T he Mirai botnet attack that enslaved poorly secured connected 

FEATURE: Key Considerations for Software Updates for Embedded Linux and IoT

Figure 1. Linux Kernel Fix Timing
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in Code Complete

bugs and vulnerabilities as well.
From this, it should be clear that having a way to deploy bug and 

embedded Linux.

The State of Software Updates in the Embedded Industry

main takeaways are described below.

hardware to the customers.

FEATURE: Key Considerations for Software Updates for Embedded Linux and IoT
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includes local updates, where a technician would need to go to a device 

where you could update only one at the time, essentially precluding any 
mass updates. Finally, some had the capability to deploy mass updates to 

FEATURE: Key Considerations for Software Updates for Embedded Linux and IoT

Figure 2. Survey Response to Whether 
Software Updates Are Being Deployed  
to Embedded Products, and If So, Which 
Tools Were Used

Figure 3. Survey Results on Software 
Update Methods
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well known in Linux desktop and server environments as well.

provide atomicity during the update process. Atomicity means that 

because embedded devices could lose power or be rebooted at any 

consistency across 
devices

The Embedded Environment

important to see in which aspects an embedded device is different with 

FEATURE: Key Considerations for Software Updates for Embedded Linux and IoT
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Unreliable Power
embedded system, and this is a widely known issue: an embedded 
device can, in general, lose power at any time. For example, a smart 
portable audio system can be unplugged as it is moved around in 

systems in cars can lose power intermittently as the car is started or 

power to run out.

redundant power systems will ensure that power is never lost.
Unreliable Network

it is more common to use wireless standards that have longer range but 

generally adopted by embedded devices as technology evolves, just 
like what happened with smartphones where you can now stream 

data points per day on the temperature and moisture measurements 

especially industrial ones, always will have a limited network data rate.

low coverage, like underground.

FEATURE: Key Considerations for Software Updates for Embedded Linux and IoT
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Security issues over public wireless networks are much more implicit 

authenticate the update, allowing an attacker to inject malicious code 
while the update is taking place.

Expensive Physical Access

distributed geographically.
 

there is a critical issue with an update to the Linux kernel that cannot 

those homes or asking customers to send devices back to the vendor 
can be prohibitive.

million dollar range, perhaps even billions.
Five-to-Ten-Year Device Lifetime

typical to replace common consumer electronics devices like smartphones 
and laptops every two to three years.

In conclusion, in the embedded environment, people need to be very 

due to the power and network properties, but it is also a very expensive 

Key Criteria for Embedded Software Updaters

FEATURE: Key Considerations for Software Updates for Embedded Linux and IoT
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Robust and Secure
As you’ve seen, both the power and the network can be very unreliable 
and insecure in an embedded environment. An embedded updater 

Atomic Updates

to handle intermittent update errors like sudden power loss. For an 

 An update is always either completed fully or not at all.

 No software component partially 
installed update.

unplugged your desktop during the installation—the application being 
updated probably wouldn’t start at all.

Consistent Deployments  An important approach to mitigate the 

test results, you need a test environment that is as identical as possible 
to the production environment. It is a classic problem in general 

FEATURE: Key Considerations for Software Updates for Embedded Linux and IoT
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the same, block by block, in the test and production environments, 
then there are guaranteed similarities. Contrast this to a deployment 

versions, or patches, on the test and production environments, and 
maybe even across the production environments as well. Over time, 

reasons that are inconsistent and hard to diagnose.
Authenticity Checks before Updates  From a security perspective, it 

devices are simply broadcasting their desire to install an update, and 

choosing into the device.
 

server to the device.

code signing is employed, where digital signatures 

an attacker can still deploy only updates that have been signed by the 

 Sanity Checks after Updates

FEATURE: Key Considerations for Software Updates for Embedded Linux and IoT
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cases, they could run several. In either instance, it’s important to check 

running? Do they have network access? Can the user interact with them 

because the device boots; there should be a way to integrate custom 
application sanity checks as well. Finally, a critical check that should 
be covered by the updater generically is this: Is it possible to deploy 
another update?

roll back
avoided while the issue is being diagnosed and resolved.

Integration with Existing Development Workflow

can choose all the tools and processes you like the best. However, once 

FEATURE: Key Considerations for Software Updates for Embedded Linux and IoT

Figure 4. General Workflow for Deploying Software Updates
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because the device OS needs to be replaced, potentially also together with 

For homegrown updaters, this criteria is typically implicitly taken 
into account, because teams tend to start with what they have and see 
what is the shortest path to develop and integrate an updater into it. 
Since existing build systems tend to output packages like rpm or opkg 
easily, this is an approach that integrates well and is chosen by many 

Bandwidth  As I mentioned previously, embedded devices typically 

that takes more, simply because it would cost less and take less time to 
deploy an update.

based update mechanisms that could be employed to reduce bandwidth 

Downtime during Update
is desirable to have as little downtime on the device as possible. How 

is it a consumer audio system that isn’t used at night?

FEATURE: Key Considerations for Software Updates for Embedded Linux and IoT
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is shown in Figure 5.
Deployment Management  As you can see, many design choices 

updater client.
However, once an updater client is installed and working on 

FEATURE: Key Considerations for Software Updates for Embedded Linux and IoT

Figure 5.  
Dual-A/B rootfs 
Partition Update 
Design
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Conclusion

Eystein Stenberg has more than seven years of experience in security and systems management 
software and has spoken at various conferences. You can reach him at eystein@mender.io.

Resources

SWUpdate (https://sbabic.github.io/swupdate) is a very flexible client-side embedded 
updater for full image updates, licensed GPL version 2.0+.

Mender (https://www.mender.io), the project the author of this article is involved in, focuses 
on ease of use and consists of a client updater and management server with a UI and is 
licensed under Apache License 2.0.

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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A Field Guide to the World  
of Modern Data Stores
building your application. Should you use a relational database? How about a 

 

 

Sponsor: IBM

> https://geekguide.linuxjournal.com/content/field-guide-world-modern-data-stores

Why NoSQL? Your database options in the new  
non-relational world

Sponsor: IBM

> https://geekguide.linuxjournal.com/content/why-nosql-your-database-options-new-non-relational-world

Estimating CPU Per Query With Weighted Linear Regression

Author: Baron Schwartz

> https://geekguide.linuxjournal.com/content/estimating-cpu-query-weighted-linear-regression
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Database Performance Monitoring Buyer’s Guide
 

 

> https://geekguide.linuxjournal.com/content/database-performance-monitoring-buyer%E2%80%99s-guide

The Essential Guide To Queueing Theory

by how much waiting takes place, and waiting is waste. Minimizing this waste is extremely 

Author: Baron Schwartz

> https://geekguide.linuxjournal.com/content/essential-guide-queueing-theory

Sampling a Stream of Events  
With a Probabilistic Sketch
Stream processing is a hot topic today. As modern Big Data processing systems have evolved, 

Author: Baron Schwartz

> https://geekguide.linuxjournal.com/content/sampling-stream-events-probabilistic-sketch
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Doc Searls is Senior 
Editor of Linux Journal. 
He is also a fellow with 
the Berkman Center for 
Internet and Society  
at Harvard University 
and the Center for  
Information Technology 
and Society at  
UC Santa Barbara.

How to Fix 
the Edge
If silo builders control the edge, the distributed 
future can’t happen.

I  

pendulum swing between centralized and distributed 
computing that goes like this:

PREVIOUS 
Feature: Key Considerations for Software  
Updates for Embedded Linux and IoT
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to happen at end points, on the edge, and not in central clouds. 

latency is lowest and proximity highest: at the edges. Machines will 

because, he says, humans are bad at many decisions that machines do 

pilots, gathering data, learning and reacting in real time, yet leaving 

sense, infer and act. Here’s 
how those sort out.

Sense

https://www.lytro.com

doing or ought to do.
Infer

Act
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do. Again, people will get to do what people do best. And, they’ll do 

machines do best on their own.
Meanwhile, the old centralized cloud will become what he calls a 

everything everywhere, and push relevant learnings back out to the 

learning gets pushed back out to the machines and humans at the 

His predictions:

load on core networks and share data locally.

not just the logical kind.

 

 Also expect new programming languages addressing edge use cases.
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All that is good as far as it goes, which is 
toward what companies will do. But what 
about the human beings who own and use this 
self-educating and self-actualizing machinery?
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http://www.windley.com/

captive. For all their expertise in using the internet, these companies 

their economic and technological boats. In that respect, they are l ike 
coal and oil companies: expert at geology, extraction and bringing 
goods to market, while paying the least respect to the absolute 

that burning those goods cause in the world.

there need to be able to use those things expertly and casually, just 
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one and move on.

 
smart things on Peter Levine’s model, we will have more need to  
solve existing problems that get worse every day in present time. 
Some examples:

better than that.

mightily in Linux Journal
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people and things subordinate dependents, and see problems only 
si los can solve. All your things and people wil l be captive, by design. 
No way around it.

challenge and doing something about it.

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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