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EOF January 2017
I have been an avid and loyal Linux Journal  

disgusted. I will not be renewing. Politics has no place in a magazine  
such as LJ

—Doug McComber

Doc Searls replies: Thanks for writing. And for debugging mine.

Under similar criticisms in the web version of the column, I 
wrote this (

):

fulp01 isn’t a troll. He’s a subscriber, and we value those.

He’s also right to call me to task. Judging from the almost entirely negative 
response this column has received so far, I was the one doing the trolling, 
though that wasn’t my intent.

Calling Trump a troll also distracted readers from my main point, which is 
that journalism is suffering in a world where a business based on surveillance 
is programmatically dividing people into mutually hostile echo chambers, 
which makes democracy suffer as well. And that, because this whole 
echo-system is programmatic, and to a high degree runs on Linux-based 
infrastructure, we (or at least some of us) are in a position to help fix it.

[ LETTERS ]LETTERS
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I also wrote a similar response for the magazine, and 
something like it in my March 2017 column. Hope 
those help, and that you stay with us.

Open-Source Classroom—Passwords, 
Security Questions

 

social media or other online accounts ever do have 

consistent. Regarding password managers, since I 

Dropbox with a very strong high entropy password 

 
to log on, keep in mind that you can be compelled  

and hence is under 5th Amendment protection.
—Mark Dean
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Shawn Powers replies: That’s all really good information, and I’ve 
considered the alternate persona thing as well. Having security questions 
for password recovery just seems like a bad idea, since most of the 
questions are fairly easy to figure out, especially if you know the person. 
My bank, for example, asks, “Where were you born?”, “Who’s your 
favorite singer?” and “Who’s your favorite author”, which are all things 
widely known to anyone who knows me even online.

You’re also correct about the biometrics. They’re not a great way to secure 
a phone, but they do offer a convenience factor that in some cases I deem 
worth the downside. Thankfully, some apps require multiple authentication 
factors. Copay, my Bitcoin wallet, for instance, can be forced to require 
a password and biometrics. Anyway, I think the best thing we can do 
as an IT community is make sure we’re educating folks who might not 
understand the significance of securing their accounts and data. Often just 
understanding is enough to get people to make better choices.

Politics Don’t Belong in Technical Publications
I respect that this is your publication, but as a customer, I wanted to let 
you know my opinion and intent should the political rants continue. I 
don’t read this publication to learn about opinions of Trump, the electoral 
college or the Clintons. I subscribe and pay for Linux-related news and 
information. Simply put, if the political overtones continue, I’ll save myself 
the subscription cost, browse to Fox news or CNN, and not read this 
publication in the future.

Thank you for your consideration, and I hope to see less word count 
about politics and more interesting content about Linux.
—G. Powers

Doc Searls replies: Grant, I assume you are writing in response to my 
“Debugging Democracy” column in the January 2017 issue—the one 
and only time in two decades of writing for Linux Journal that I’ve ever 
brought up politics (or at least that I remember).

So you know, I’ve already responded to similar pushback from other 

LETTERS
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readers. Here is what I wrote in response to a reader named Mark:

Mark is right. I do owe readers an apology. By calling Donald Trump  
a troll (take a look at the Wikipedia definition of Internet troll  
(https://en.wikipedia.org/wiki/Internet_troll), and draw your own 
conclusions), I was being a troll as well. Even though trolling wasn’t my 
intent, that has been the effect so far: every response to my January 
column, both here and on our website, has been as negative as Mark’s, 
and for the same reasons.

Opening with that remark also failed to support the main purpose of 
that column, which was to call for help in rescuing journalism—and 
real journals such as this one—from drowning in a sea of “content”, 
way too much of which is crap routed by algorithms aimed by 
surveil lance-gathered data into echo chambers of the l ike-minded. 
This has the effect of increasing enmity and blame toward those 
in echo chambers with opposing sympathies, which is worse than 
dangerous in democratic societies, because it tears apart the center 
spaces of basic agreement those societies require. You can  
see how this looks in ’s Blue Feed, Red Feed 
site (http://graphics.wsj.com/blue-feed-red-feed), subtitled  
“See Liberal Facebook and Conservative Facebook, Side by Side”.

I am sure most of the systems driving us into hostile camps are built on Linux. 
(Isn’t everything now?) So I don’t think I’m off base calling for help here.

I believe that was published (with Mark’s letter) in the March 2017 issue.

I hope this addresses your concerns. If not, let us know.

Doc Searls’ Columns

 
monthly Linux Journal columns. I suspect some readers are occasionally 

LETTERS
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that LJ
 

—David Klann

Linux Desktop Use Case (from De Bortoli Wines, Australia)

 and 
.

—Bill

Doc Searls and Content

keep paying

—Aki Korhonen

LETTERS
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Doc Searls replies: Thanks, Aki. Good points.

I think all news is partial, in at least two meanings of the word: it’s both 
incomplete and biased in some way. I also think the internet has utterly 
changed all the old media outlets by supporting countless new ones, while 
social media on the net has driven coverage and conversation into echo-
systems that not only don’t talk with each other, but distrust and dislike 
each other more and more, as they get fed one-sided “content”, because 
that’s what algorithms send to them. As I mentioned previously, to see  
this at work, check out ’s “Blue Feed/Red Feed”:  

. Kinda scary. In the old media 
world, there was common ground. In the new one, it’s pretty much gone.

I agree that big-name big-city papers and broadcasters ignored much of 
the country, roughly since Bush the Elder, which is why many people in 

LETTERS
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those places feel left behind. But other media came in and served those 
people, who not only just elected a president they prefer, but also gave 
the GOP a majority in both houses of Congress. Hit SCAN on your radio, 
even in major markets, and most of the non-sports talk you’ll hear is hard 
right. When I’m in red states, it seems like every establishment that has 
TVs for patrons (even hospital waiting rooms) is playing Fox News.

At this point, however, both of the old media sides are in trouble, because 
the internet isn’t just changing every media game; it’s inviting many new 
ones, most of which we haven’t seen yet.

Shotcut

 

a great success.

 
 

 
 

—Walter B. Kulecz

Shawn Powers replies: Thanks for the heads up. I’ve never tried 
Shotcut, but I’ll give it a whirl. I’ll try to write up a review as well, 
depending on how my experience goes.

New F150!

LJ
—David

LETTERS
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Shawn Powers replies: David, not only do I really have an F-150, but 
check out the license plate!

LETTERS

PHOTOS
Send your Linux-related photos to  
ljeditor@linuxjournal.com, and 
we'll publish the best ones here.

RETURN TO CONTENTS

WRITE LJ A LETTER 
We love hearing from our  
readers. Please send us your 
comments and feedback via  
http://www.linuxjournal.com/contact.

Shawn’s F150—check out the license plate!
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diff -u

patch has to include updates to all user code that uses that particular 

Luis R. Rodriguez

least make more sense and tolerate updates more easily. At the same 

init code contained race conditions that would have an impact on any 
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UPFRONT

Greg Kroah-Hartman and Bjorn Andersson had 

Binoy Jayan
crypto code

initialization vector  
the dm-crypt.c Milan Broz warned against moving the code 

like Ondrej Mosnáçek
problems Binoy wanted to address.

the exact implementation.
Nikita 

Yushchenko recently pointed out that while PCI devices potentially 

 
Arnd Bergmann

19  |  May 2017  |  http://www.linuxjournal.com

LJ277-May2017.indd   19 4/25/17   2:56 PM

http://www.linuxjournal.com


20  |  May 2017  |  http://www.linuxjournal.com

UPFRONT

remains open.

process tend to be highly controversial.
multiboot specification

Chao Peng tried to do this recently, 
and H. Peter Anvin

a bad idea, because you always want to do things in the latest step 
possible during the boot process, being the most upgradeable, and 

is actively a negative step. It is declared an “Open Standard” but 
anything can be such declared; it really is a claim that “everything 
should work l ike Grub.”

—Zack Brown
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UPFRONT

Spend Bitcoin Anywhere

electricity the Bitcoin blockchain consumes using dirty power sources, 

places to spend Bitcoin directly, and services like Purse.io exist that 

 
https://bitpay.com/card  

 
the same thing, which is convert your Bitcoin into currency that 
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at the current price, and the dollar amount is stored in your account. 

have on your card, the BitPay card is the way to go.

personally used both.—Shawn Powers

LJ277-May2017.indd   23 4/25/17   2:56 PM

http://www.linuxjournal.com


24  |  May 2017  |  http://www.linuxjournal.com

UPFRONT

Gaming Like It’s 1989

automatically l ike they did back in middle school.

yes
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way to go: .

—Shawn Powers
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UPFRONT

Image Processing  
on Linux

gone in the other direction much. So in this article, I cover a popular 

https:// imagej.net/Fi j i

 

 
 

other option is to install Fiji and get the most commonly used plugins 

 

Figure 1. You get a very minimal interface when you first start Fiji.
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work with ImageJ, the Fiji installation includes several sample images. 
Click the File

Figure 2. Several sample images are available that you can use as you learn how to work 
with ImageJ.

LJ277-May2017.indd   27 4/25/17   2:56 PM
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UPFRONT

might be interested in working on.

as the installed plugins, each time ImageJ is started.

become a bit unwieldy, so you may want to be judicious in your 

the Help

clicking File Open Samples

Figure 3. You can force a manual check of what updates are available.
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You then can select Analyze Set Scale, and it wil l set the number 

Image
Binary Make 

Figure 4. With ImageJ, you can count objects within an image.
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UPFRONT

Figure 5.  
For many image 
analysis tasks, you 
need to set a scale 
to the image.

Figure 6.  
There are tools to 
do automatic tasks 
like thresholding.
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Clear.  
Now you can analyze the image and see what objects are there.

Making sure that there are no areas selected in the image, cl ick 
Analyze Analyze Particles to pop up a window where you can select 
the minimum size, what results to display and what to show in the 

Figure 8 shows an overall look at what was discovered in the 

each individual particle.

Figure 7. You can generate a reduced image with identified particles.
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UPFRONT

multiple times. Clicking Plugins Macros Record pops up a new window 

other images by clicking Plugins Macros Run.

go to Process Batch Macro to pop up a new window where you can 

source directory where the input images are located and the output 

Figure 8. One of the output results includes a summary list of the particles identified.
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directory where you want the output images to be written. You also 

done, start the batch run by clicking the Process button at the bottom 

Figure 9. You can run a macro on a batch of input image files with a single command.
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UPFRONT

Considering that there are more than 500 

tutorials are available, along with the very 

—Joey Bernard

THEY  
SAID IT
Everything that 
I understand, I 
understand only 
because I love.
—Leo Tolstoy

The human 
brain is unique 
in that it is the 
only container 
of which it can 
be said that the 
more you put 
into it, the more 
it will hold.
—Glenn Doman

Fear does not 
have any special 
power unless you 
empower it by 
submitting to it.
—Les Brown

Train yourself 
to let go of the 
things you fear  
to lose.
—George Lucas

Let us so live that 
when we come 
to die even the 
undertaker will 
be sorry.
—Mark TwainRETURN TO CONTENTS
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When you’re presented with new opportunities, you want to focus on turning 
them into successes, not whether your IT solution can support them.

Peer 1 Hosting powers your business with our wholly owned FastFiber NetworkTM, 

solutions that are secure, scalable, and customized for your business.

Unsurpassed performance and reliability help build your business foundation to 
be rock-solid, ready for high growth, and deliver the fast user experience your 
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Want more on cloud? 
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Non-Linux FOSS:  
How to Make  
Windows Better? 
Make It Chocolatey!

Linux Journal club member Kris 

http://chocolatey.org
your installed packages up to date as easily as you can with Linux.

the installers and went through the process on your own.
Installation on Windows can be done via the command prompt 

 

EDITORS’
CHOICE
★

™

EDITORS’ CHOICE

NEXT  
Reuven M. Lerner’s  
At the Forge

PREVIOUS  
UpFront
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you can install with:

@powershell  -­NoProfile  -­ExecutionPolicy  Bypass  -­Command    

   "iex  ((New-­Object  System.Net.WebClient).DownloadString  

('https://chocolatey.org/install.ps1'))"  &&  SET    

   "PATH=%PATH%;;%ALLUSERSPROFILE%\chocolatey\bin"

Or even better, visit https://chocolatey.org/install

makes me happy to see smart security choices.
So, thanks to making Windows a bit more like Linux and easing the process 

—Shawn Powers

EDITORS' CHOICE

RETURN TO CONTENTS
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AT THE FORGE

REUVEN M. 
LERNER

Reuven M. Lerner, a  
longtime Web developer, 
offers training and  
consulting services in 
Python, Git, PostgreSQL 
and data science. He has 
written two programming 
ebooks (Practice Makes 
Python and Practice Makes 
Regexp) and publishes  
a free weekly newsletter  
for programmers, at  
http://lerner.co.il/ 
newsletter. Reuven tweets 
at @reuvenmlerner and 
lives in Modi’in, Israel, with 
his wife and three children.

Novelty  
and Outlier 
Detection
Which of these data points doesn’t belong?  
Machine learning can tell you.

IN MY THE LAST FEW ARTICLES,

model using existing data and then ask that model 
to predict an outcome based on new data.

amazing ways machine learning is being applied 

writing this piece, it was announced that machine 
learning models actually might be able to predict 

NEXT  
Dave Taylor’s  
Work the Shell

PREVIOUS  
Editors’ Choice
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AT THE FORGE

By asking the computer to divide data into distinct groups, you gain the 

coherent groups, it also can be used to decide which data points belong 

you could answer with such a system:

 
IP address?

 
at a given hour?

during a drought?

maximum values and then tell the computer to use those thresholds 
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but the basic theory and practice presented here should at least 

Finding Anomalies

 

>>>  a  =  np.array([10,10,10,10,10,10,10])  

>>>  print("std  =  {},  mean  =  {}".format(a.std(),  a.mean()))  

  

std  =  0.0,  mean  =  10.0

In the above example, I have a NumPy array containing seven instances 

In this example, the mean remains the same, but the standard deviation 

>>>  a  =  np.array([5,15,0,20,-­5,25,10])  

>>>  print("std  =  {},  mean  =  {}".format(a.std(),  a.mean()))  

  

std  =  10.0,  mean  =  10.0

Here, the mean has not changed, but the standard deviation has. You 
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can do something like this:

>>>  a  =  np.array([-­5,15,0,20,-­5,25,1000])  

>>>  print(a.std())  

  

347.19282415231044  

  

>>>  min_cutoff  =  a.mean()  -­  a.std()*2  

>>>  max_cutoff  =  a.mean()  +  a.std()*2  

  

>>>  print(a[(a<min_cutoff)  |  (a>max_cutoff)])  

  

array([1000])

>>>  new_data  =  np.array([-­5000,  -­3000,  -­1000,  -­500,  20,  60,  500,  800,  

>>>  900])  

>>>  print(new_data[(new_data<min_cutoff)  |  (new_data>max_cutoff)])  

  

array([-­5000,  -­3000,  -­1000,      900])

implement and simple to automate.

whether something is “inside” or “outside”, right?

LJ277-May2017.indd   41 4/25/17   2:56 PM

http://www.linuxjournal.com


AT THE FORGE

42  |  May 2017  |  http://www.linuxjournal.com

Getting More Sophisticated

your model.

indicating that the patient needs additional attention?
In order to experiment with novelty and outlier detection, I downloaded 

.

.

>>>  df  =  pd.read_csv('/Users/reuven/downloads/914914.csv',  

        usecols=['PRCP',  'DATE'])

>>>  df['DATE']  =  df['DATE'].astype(np.str)  

>>>  df['MONTH']  =  df['DATE'].str[4:6].astype(np.int8)  

>>>  df['DAY']  =  df['DATE'].str[6:8].astype(np.int8)  

>>>  df.drop('DATE',  inplace=True,  axis=1)
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models to work with three separate numeric columns, rather than a single 

make it easier to understand whether snow in July is abnormal. I ignore 

help me as a predictor in this model.

the date and the month.

on a given day is normal or an outlier?

model to distinguish between inliers and outliers.

Creating a Model

IsolationForest estimator 

>>>  from  sklearn.ensemble  import  IsolationForest  

>>>  model  =  IsolationForest()  

>>>  model.fit(df)

>>>  Series(model.predict(df)).value_counts()

In the above code, I run model.predict(df)
to the model and asks it to predict whether these are normal, expected 
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result into a Pandas series and then calling value_counts, I see:

  1        317  

-­1          36

Now what? I can ask the system to make some predictions:

for  i  in  range(1,  13):  

        print(model.predict([[15,  i,  16]]))

 

zero precipitation:

for  i  in  range(1,  13):  

        print(model.predict([[0,  i,  16]]))

train_test_split:

>>>  from  sklearn.model_selection  import  train_test_split  

>>>  X_train,  X_test  =  train_test_split(df)  

>>>  model.fit(X_train)  

>>>  Series(model.predict(X_test)).value_counts()

  1        77  

-­1        12  

dtype:  int64
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Conclusion

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.

RETURN TO CONTENTS

RESOURCES

I used Python (http://python.org) and many parts of the SciPy stack (NumPy, SciPy, 
Pandas, Matplotlib and scikit-learn) in this article. All are available from PyPI  
(http://PyPI.python.org) or from SciPy.org (https://www.scipy.org).

The documentation for scikit-learn has some (but not a great deal of) documentation on 
novelty/outlier detection: 

A simple Python package for detecting anomalies, lsanomaly, is available on PyPI  
and GitHub: https://github.com/lsanomaly/lsanomaly. It might be worth consideration  
for simple data sets.

As I mentioned previously, the US government’s NOAA (National Oceanic and Atmospheric 
Administration) site contains a treasure trove of weather and climate data, which you can 
download for free at .
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DAVE TAYLOR

Dave Taylor has been 
hacking shell scripts  
on UNIX and Linux  
systems for a really 
long time. He’s the  
author of Learning  
Unix for Mac OS X  
and Wicked Cool  
Shell Scripts. You can  
find him on Twitter  
as @DaveTaylor,  
or reach him through 
his tech Q&A site: http://
www.AskDaveTaylor.com.

WORK THE SHELL

Working with 
YouTube and 
Extracting 
Audio
A fun and simple script to make YouTube  
work for you.

IN MY LAST FEW ARTICLES,  
 

 
As I explained, ImageMagick makes it easy to work 
with images, adding watermarks and analyzing 

Linux file command, and much, much more.
Continuing in a similar vein, I want to look at 

audio and video in this article. Well, maybe “listen” 

NEXT  
Kyle Rankin’s  
Hack and /

PREVIOUS  
Reuven M. Lerner’s  
At the Forge
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YouTube to MP3 Audio

their music l ibraries.
Note: be leery of copyright issues with any download and 

conversion of content. Just because it’s on Vimeo, YouTube or  
other online service, doesn’t mean you have permission to extract  
the audio or even download it and save it on your computer.

who wants to risk malware or be plagued by porn site ads? Yech.
 

on GitHub that covers all your needs. At its most basic, it lets you 

.

.

Let’s start with the most basic functionality: 
downloading a video from YouTube so you 
can watch it on your Linux system.
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As an aside: I have a YouTube channel where I review consumer 
electronics and gadgets. You should subscribe! Find all my videos  
at http://youtube.com/askdavetaylor.

can handle the variations.
 

is now as simple as:

youtube-­dl  'https://www.youtube.com/watch?v=BFL1E77hTHQ'

$    youtube-­dl  'https://www.youtube.com/watch?v=BFL1E77hTHQ'  

[youtube]  BFL1E77hTHQ:  Downloading  webpage  

[youtube]  BFL1E77hTHQ:  Downloading  video  info  webpage  

[youtube]  BFL1E77hTHQ:  Extracting  video  information  

[youtube]  BFL1E77hTHQ:  Downloading  MPD  manifest  

WARNING:  Requested  formats  are  incompatible  for  merge  and    

will  be  merged  into  mkv.  

[download]  Destination:  1More  Quad  Driver  In-­Ear  Headphones  

Reviewed-­BFL1E77hTHQ.f137.mp4  

[download]  100%  of  118.74MiB  in  02:49  

[download]  Destination:  1More  Quad  Driver  In-­Ear  Headphones  

Reviewed-­BFL1E77hTHQ.f251.webm  

[download]  100%  of  4.81MiB  in  00:03  

[ffmpeg]  Merging  formats  into  "1More  Quad  Driver  In-­Ear    

Headphones  Reviewed-­BFL1E77hTHQ.mkv"  

Deleting  original  file  1More  Quad  Driver  In-­Ear  Headphones  

Reviewed-­BFL1E77hTHQ.f137.mp4  (pass  -­k  to  keep)  

Deleting  original  file  1More  Quad  Driver  In-­Ear  Headphones  

Reviewed-­BFL1E77hTHQ.f251.webm  (pass  -­k  to  keep)  

$
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most important: merging  formats  into  ...  mkv.

ls  

particularly desirable:

$  ls  -­lh  *mkv  

-­rw-­r-­-­r-­-­    1  taylor    staff      124M  Jan  31  16:56  1More  Quad    

Driver  In-­Ear  Headphones  Reviewed-­BFL1E77hTHQ.mkv

$  youtube-­dl  -­o  1more-­review.mp4  -­f  mp4  \  

        'https://www.youtube.com/watch?v=BFL1E77hTHQ'  

[youtube]  BFL1E77hTHQ:  Downloading  webpage  

[youtube]  BFL1E77hTHQ:  Downloading  video  info  webpage  

[youtube]  BFL1E77hTHQ:  Extracting  video  information  

[youtube]  BFL1E77hTHQ:  Downloading  MPD  manifest  

[download]  Destination:  1more-­review.mp4  

[download]  100%  of  57.63MiB  in  00:27

 
 

$  ls  -­lh  *mp4  

-­rw-­r-­-­r-­-­@  1  taylor    staff    58M  Jan  31  16:57  1more-­review.mp4
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Downloading Just the Audio Track

$  youtube-­dl  -­x  -­-­audio-­format  mp3  \  

        'https://www.youtube.com/watch?v=BFL1E77hTHQ'  

[youtube]  BFL1E77hTHQ:  Downloading  webpage  

[youtube]  BFL1E77hTHQ:  Downloading  video  info  webpage  

Figure 1. Downloaded YouTube Video Playing in Ubuntu Player
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[youtube]  BFL1E77hTHQ:  Extracting  video  information  

[youtube]  BFL1E77hTHQ:  Downloading  MPD  manifest  

[download]  Destination:  1More  Quad  Driver  In-­Ear  Headphones  

Reviewed-­BFL1E77hTHQ.webm  

[download]  100%  of  4.81MiB  in  00:07  

[ffmpeg]  Destination:  1More  Quad  Driver  In-­Ear  Headphones  

Reviewed-­BFL1E77hTHQ.mp3  

Deleting  original  file  1More  Quad  Driver  In-­Ear  Headphones  

Reviewed-­BFL1E77hTHQ.webm  (pass  -­k  to  keep)  

$  ls  -­lh  *mp3  

-­rw-­r-­-­r-­-­    1  taylor    staff      4.0M  Jan  31  18:22  1More  Quad    

Driver  In-­Ear  Headphones  Reviewed-­BFL1E77hTHQ.mp3

-­o  output-­filename

Writing a Wrapper Script

 
 

the -­a

or just needs a simple reminder:

if  [  $#  -­eq  0  ]  ;;  then  

    echo  "Usage:  $(basename  $0)  {-­a}  YouTubeURL  {outputfile}"  

    echo  "      where  -­a  extracts  the  audio  portion  in  MP3  format"  

    exit  1  

fi
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youtubedl="/usr/local/bin/youtube-­dl"  

audioflags="-­x  -­-­audio-­format  mp3"  

videoflags="-­f  mp4"  

flags=$videoflags              #  default  set  of  command  flags  

audioonly=0                          #  default  is  audio  +  video

-­a audioonly

if  [  "$1"  =  "-­a"  ]  ;;  then  

    audioonly=1  

    flags=$audioflags  

    shift  

fi

shift command moves all the parameters 
$2 becomes $1

if  [  $#  -­eq  1  ]  ;;  then  

    #  no  output  filename  specified  

    outfile=$(echo  "$1"  |  cut  -­d=  -­f2)  

    if  [  $audioonly  -­eq  1  ]  ;;  then  

        outfile="$outfile.mp3"  

    else  

        outfile="$outfile.mp4"  

    fi  

else  

    outfile="$2"  

fi
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youtube-­yadda-­yadaa?value=shortcode. It extracts the shortcode 

youtube-­dl command:

$youtubedl  $flags  -­o  "$outfile"  "$1"

$  ytdl  'https://www.youtube.com/watch?v=5yXDzg_QDGw'  wiper.mp4

And an audio portion with:

$  ytdl  -­a  'https://www.youtube.com/watch?v=5yXDzg_QDGw'

Nice, eh?

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.

RETURN TO CONTENTS
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Sysadmin 101: 
Leveling Up
There’s more to sysadmin experience than a name. 
Find out the skills behind these sysadmin titles.

THIS IS THE FOURTH IN A SERIES OF ARTICLES ON 
SYSTEMS ADMINISTRATOR FUNDAMENTALS. 
days, DevOps has made even the job title “systems 
administrator” seems a bit archaic like the “systems 

backgrounds without much prior sysadmin experience.
In the past, a sysadmin would enter the role at a 

junior level and be mentored by a senior sysadmin on 
the team, but in many cases these days, companies go 

DevOps hire. As a result, the DevOps engineer might 
be thrust into the role at a junior level with no mentor 

KYLE RANKIN

Kyle Rankin is VP of 

engineering operations 

at Final, Inc., the 

author of many 

books including Linux 

Hardening in Hostile 

Networks, DevOps 

Troubleshooting and  

The Official Ubuntu Server 

Book, and a columnist 

for Linux Journal.  

Follow him @kylerankin.
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how you should use tickets. In this article, I describe the overall sysadmin 
career path and what I consider the attributes that might make you a 

with some tips on how to level up.

sysadmin skills, their work ethic and the opportunities they get to gain 

Junior Systems Administrator
Junior sysadmins are early on in their sysadmin training. It might be their 

attributes are common among junior sysadmins:

individual tasks do.

 It may take weeks or even months to be productive at a new job.

help to complete it.
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your procedures step by step, but they may not understand exactly 

at a new organization until they are productive and can start doing 

documentation themselves, just make sure that a more senior team 

they wil l get as they master daily tickets.

strict deadline, so they can take the time they need to research and 
get it right. At this level, a more senior team member wil l need to 

a couple projects that wil l help prepare junior sysadmins to level 

a playbook.
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Mid-Level Systems Administrator

to existing tasks.

sysadmins has to do with their independence. As sysadmins become 
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completely alone, no matter what, it will take much longer.

junior counterparts, and they are able to complete simple projects 
independently. Junior sysadmins might be able to maintain an existing 

need to reach out to more experienced team members to make sure they 
are on the right track.

members on the team, at least with daily tasks.

they want to level up is to take on projects and help triage emergencies. 

emergencies and projects they work through, and that realization builds 

moving to the next level.

Senior Systems Administrator
Although some may consider people to be senior sysadmins based on a 
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that marks senior sysadmins.

head, and you absolutely need help to complete them. Later on, you 
master daily tasks, but weird emergencies or complex projects still may 
intimidate you. Senior sysadmins have completed so many projects 
and responded to so many emergencies, that they eventually build the 

tickets, senior sysadmins approach any task that comes their way.
Here are some attributes common to senior sysadmins:

 
use and can distill complex tasks down into simple playbooks 

 

 
best practices.

appropriate designs to solve new problems.
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to tackle any sysadmin task is the humility that comes with a career 

up with multiple ways to tackle a problem, each with pros and cons, 

might track some project they completed themselves through its 

sense”, starts to warn them when they see something that is going 

in developing this expertise that they are able to level up to the last 
major level outside management.

Systems Architect

sysadmins over time end up spending more time mentoring their 
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are paths that blend those two extremes. In this last section, I describe 

to: systems architect.
In many organizations, the line between a systems architect and a 

a systems architect.

particular problem along with their pros and cons.

 When solving a problem, they come up with multiple approaches 

as it scales.

and not be distracted by hype or popularity.

architecture versus a bad one and how to choose one technology 
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repeat themselves over a long enough timeline. Systems architects have 

burned at some point in the past by adopting an immature technology 

are more likely to get caught up in the hype behind a particular new 
technology and want to use it everywhere, systems architects are more 

Conclusion
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THE OPEN-SOURCE CLASSROOM

Tracking 
Down Blips
Wonder who (or what) is hogging your  
bandwidth? Install a network monitor.

IN A PREVIOUS ARTICLE, I  explained the process 

 

explain. In my case, there was a “blip” every 

network doing things on the internet without my 
knowledge. So, the hunt began.

SHAWN 
POWERS

Shawn Powers is the 
Associate Editor for 
Linux Journal. He’s  
also the Gadget Guy  
for LinuxJournal.com,  
and he has an  
interesting collection  
of vintage Garfield  
coffee mugs. Don’t  
let his silly hairdo  
fool you, he’s a  
pretty ordinary guy  
and can be reached  
via email at  
shawn@linuxjournal.com.  
Or, swing by the  
#linuxjournal IRC  
channel on  
Freenode.net.
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capturing all

ways to accomplish that.

Sniffing All the Data

that the network data coming in is repeated to every port on the hub, 

time, “switching” technology entered the picture. A switch would accept 
data on every port, but repeat the packets only to the single port on 

that had hubs connected to each port. It was a way to segregate the 

Figure 1. That blip drove me crazy for weeks.

LJ277-May2017.indd   65 4/25/17   2:56 PM

http://www.linuxjournal.com


THE OPEN-SOURCE CLASSROOM

66  |  May 2017  |  http://www.linuxjournal.com

Wi-Fi Hubs?
Although Ethernet networks rarely use hub technology anymore, Wi-Fi 
doesn’t have that same luxury. In fact, the reason Wi-Fi access points 
can support only a certain number of devices before they become 
unusable is that Wi-Fi functions conceptually like a hub. All the devices 
on a Wi-Fi network receive all the packets and “accept” only packets 
destined for them. That’s the reason it is so important to be security-
conscious when using a public Wi-Fi network. Anyone else connected 
can see all your traffic, so make sure any sensitive data is encrypted 
via SSL, or even better, encrypt all your traffic via VPN.

Figure 2. This is the bottleneck through which all internet traffic flows.
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determine where that place is. In my case, I want to monitor internet 

Option 1: Use a Hub

to every port on the hub, you simply plug the monitoring computer in 

Figure 3. A hub is technically an option, but not a good one.
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Option 2: Mirror a Port on Your Switch

already populated with unmanaged switches, perhaps consider getting  

Figure 4. This is probably the best way to monitor traffic, but it requires a managed switch, 
which I didn’t have.
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Option 3: Inline Linux Bridge

Figure 5. Although possibly not the best way to do it, this is probably the nerdiest. It’s also 
the way I did it, because it didn’t require any new hardware.
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have a managed switch. Basically, in this setup, you need a monitoring 

just getting a managed switch and doing a mirrored port.

Option 4: Use Your Router

My Bridge Install

apt-­get  install  bridge-­utils

#  The  loopback  network  interface  

auto  lo  

iface  lo  inet  loopback  

  

#  The  bridge  interface  

auto  br0  

iface  br0  inet  dhcp  

        bridge_ports  eth0  eth1  

        bridge_stp  off  
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        bridge_fd  0  

        bridge_maxwait  0

looking at my example. You either can restart networking or, even better, 
reboot your system to make sure it comes up properly on startup. Once up 
and running, the ifconfig command should look something like mine:

spowers@pooky:~$  ifconfig  

br0        Link  encap:Ethernet    HWaddr  00:25:90:34:d4:3a      

              inet  addr:192.168.1.6    Bcast:192.168.1.255    Mask:255.255.255.0  

              inet6  addr:  fe80::225:90ff:fe34:d43a/64  Scope:Link  

              UP  BROADCAST  RUNNING  MULTICAST    MTU:1500    Metric:1  

              RX  packets:1820381471  errors:0  dropped:0  overruns:0  frame:0  

              TX  packets:124514207  errors:0  dropped:0  overruns:0  carrier:0  

              collisions:0  txqueuelen:1000    

              RX  bytes:1850742830285  (1.8  TB)    TX  bytes:34896441989  (34.8  GB)  

  

eth0    Link  encap:Ethernet    HWaddr  00:25:90:34:d4:3a      

              inet6  addr:  fe80::225:90ff:fe34:d43a/64  Scope:Link  

              UP  BROADCAST  RUNNING  MULTICAST    MTU:1500    Metric:1  

              RX  packets:1040590501  errors:0  dropped:56421  overruns:0  frame:0  

              TX  packets:782968757  errors:0  dropped:0  overruns:0  carrier:0  

              collisions:0  txqueuelen:1000    

              RX  bytes:1101548247906  (1.1  TB)    TX  bytes:493789819966  (493.7  GB)  

              Interrupt:16  Memory:fb5e0000-­fb600000    

  

eth1    Link  encap:Ethernet    HWaddr  00:25:90:34:d4:3b      

              UP  BROADCAST  RUNNING  MULTICAST    MTU:1500    Metric:1  

              RX  packets:1001689311  errors:0  dropped:55961  overruns:0  frame:0  

              TX  packets:1165557388  errors:0  dropped:0  overruns:0  carrier:0  

              collisions:0  txqueuelen:1000    

              RX  bytes:797026007540  (797.0  GB)    TX  bytes:1134936725326  (1.1  TB)  

              Interrupt:17  Memory:fb6e0000-­fb700000

LJ277-May2017.indd   71 4/25/17   2:56 PM

http://www.linuxjournal.com


THE OPEN-SOURCE CLASSROOM

72  |  May 2017  |  http://www.linuxjournal.com

The Software

check out some others too:

 Darkstat: 

 Ntop: http://www.ntop.org

 Wireshark: https://www.wireshark.org

 BandwidthD: 

download loop or something.
 

apt-­get  install
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Figure 6. I love BandwidthD; it’s full of so much juicy data.
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What about My Blip?

single device on my network and compared it to the spikes on my Cacti 

Figure 7. Having a set of graphs for each device on the network is amazingly convenient. 
Having it done automatically is just plain amazing.
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the periodic speedtest, my network blips stopped.

internet connection stays up.
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ioSafe Server 5

server” designed to eliminate data 
loss and minimize downtime. Server 5 
protects data in real time and delivers 
instant disaster recovery with a true  

°
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iguazio’s Continuous  
Analytics Solution

Solution. Deploying a continuous data consumption approach, the 

pipeline complexities while seamlessly integrating with Apache Spark 

secures the data and allows accessing the same records simultaneously 

http://iguazio.com
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Retro United Ltd.’s Write!

but write, you still need a tool to record your thoughts. Realizing the 

http://wri.tt
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Wibu-Systems CmASIC

computing technology leaders”. CmASIC is a module that Intelligent 

 

endpoint. Integrating CmASIC is a snap, as the module is delivered in 

 

http://wibu.us
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Gábor Farkas’ 
Pract ical 
GIS (Packt 
Publishing)

book Practical GIS is a guide to 
applying these tools to managing 

at minimal cost. Farkas deploys 

explains how to use it to generate 

database also is treated in the book.
http://packtpub.com
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Crank Software’s Storyboard Suite
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CloudBees, Inc.’s CloudBees 
Jenkins Enterprise

are adopting continuous 

pipelines to accelerate 

development and delivery 

critical and need to be 
scalable, secure, stable 

It can run anywhere, including public cloud or private cloud, virtual 

http://cloudbees.com
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3D Imaging of 
Heart Activity 
with Open-Source Software
We chose open-source tools 
for their superior quality,  
not because they’re  
free. It turned out we  
needed some closed  
source tools as well. 

JACQUES DE HOOGE

LJ277-May2017.indd   84 4/25/17   2:56 PM

http://www.linuxjournal.com


85  |  May 2017  |  http://www.linuxjournal.com

FEATUREFEATURE: 3D Imaging of Heart Activity with Open-Source Software

85  |  May 2017  |  http://www.linuxjournal.com

H
surgery. Development took us along a path that involved both Linux and 
Windows. I share our experiences in this article.

that exactly shows how the lungs, the spine and the chest bone bend 

 

Linux distributions, and they can be installed on others easily.

the Dijkstra shortest path algorithm, are routinely used in car navigation 
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systems. So, no rocket science.

we had to do was tie it together, which, we thought, would be simple. 

Figure 1. Electrical Field of the Heart Penetrating the Lungs (Top View)
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compile the whole bunch were all incompatible.

object orientation: encapsulation, inheritance and polymorphism, but 

attention to this step, so we assumed it was trivial and that something 
like Blender could be used. Not so.

Will It Still Be Here Next Year?

simple at all. We tried Blender and at least a dozen things, but 

smoothing to make things look nice.
As I am writing this, I am sitting behind a steel desk, my bare wrists 

running over the edge to a wall outlet. Now suppose I want to draw up 

tiny gaps puttied automatically. For visualization, this model is great. 

looking results, they only rarely produce something accurate enough 
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FEATURE

least two months trying them in every possible combination. In the end, 

Christmas ball ourselves. We decided upon Python, NumPy and OpenGL to 

FEATURE: 3D Imaging of Heart Activity with Open-Source Software

Figure 2. Smoothing causes short-circuits between tissue patches.
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FEATURE: 3D Imaging of Heart Activity with Open-Source Software

Sometimes basic tools were completely lacking; sometimes several 
incompatible versions were on the same distribution.

everything properly had taken so much time, we attempted to repair 

Simply uninstalling a development tool turned out to have wrecked our 
OS beyond repair by mere mortals.

CLang was said to be the solution, and indeed, it was better at some 
points, but worse at others.

system that was near to impossible to repair. What to expect in three 
years? Or six? With regard to every component we used, we had to pose 
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cripple our system over and over again.

uncharted dependencies. In the end, it worked out. We now can install 

The Right Tool for the Job
Computations are best done on one or more Linux boxes, but physicians 

other problem was about the one missing Christmas ball: obtaining 

embarked on writing this missing ball, and since Windows was available 
on every laptop in the hospital, we started development in the  

The only viable path out of this 
dilemma was to start with a very  
bare-bones Linux and follow a rigid 
script to install exactly everything  
we wanted in exactly the right  
order, manually accounting for 
uncharted dependencies.
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since radiologists were to spend many hours using this application, we paid 

loved the result and spent many hours drawing up topologically correct 

Figure 3. Electrical Activity in a Male Adult Heart, Viewed from the Inside
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to our Linux Christmas tree. Suddenly our graphics were slow, memory 

in the Windows world. Being able to entertain such a stable cooperation 

Since we already had learned enough to doubt our capacities as system 

part running on Windows and the computational back end on Linux, not 
an unusual combination. For synchronization, we considered dinosaurs 

and standardization on two mainstream, highly complementary languages: 
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Deployment for Non-Travelers

personal assistance. Reliably deploying and supporting a setup over 

Since we already had separated computation and visualization, 
having the latter run in a browser seemed doable. Not without reason, 

inheritance were embedded so deeply in our thinking, that using 

into some alternatives, most notably Pythons that could run in the 

others producing slow, bulky code, yet others lean and mean but 

So we had to roll our own. Having such positive experiences with 
open source, it seemed only logical to choose this path ourselves. We 

away any moment. But, that changed earlier than we had expected. 
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FEATURE

People started to notice our little compiler; they even used it 

in particular and open source in general. We clearly had been drawn 
into something bigger than ourselves.

FEATURE: 3D Imaging of Heart Activity with Open-Source Software

Figure 4. Class-Based Object Orientation in the Browser
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reliable can anything as complex and vulnerable as an operating 

developers that may withdraw their support at any time? How about 

lead developer in many teams with many companies large and small, 

think you can survive without them, creating your own proprietary 

Jacques de Hooge is a developer of technical and scientific applications, and he lives 
in Rotterdam, the Netherlands, with his wife, two kids and a cat. After graduating from 
the Delft University of Technology, he started his own company, GEATEC engineering, 
which specializes in software for computation, visualization, real-time control and  
simulation. He is co-author of several scientific publications in the area of medical  
technology and initiator of the Transcrypt open-source project. He’s also a part-time 
lecturer at the Rotterdam University of Applied Sciences, and he has provided in-company 
training for many years, on subjects ranging from programming in C++ and Python to 
software development quality control.
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BYOC
Build Your Own Cluster, 

Part I—Design
Cluster computing mainly has been  
relegated to the professional realm.  

It doesn’t have to be that way. Anyone with  
modest Linux experience can build their one. 

NATHAN R. VANCE, MICHAEL L. POUBLON and WILLIAM F. POLIK
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C Clusters speed up calculations by computing a single task in 
parallel or by computing multiple tasks simultaneously, thus 
rapidly solving extremely large or computationally intensive 

tasks, optionally communicate among themselves, and return the 

subcontracts with the compute node workers. When a worker is done, 

this case, a calculated result.

set up a cluster automagically. Although that method has the obvious 

Cluster design goals include:

 Robustness:

 Reliability:

 Portability: the same process and tools used in this guide can be used 

FEATURE: BYOC: Build Your Own Cluster, Part I—Design
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 Scalability:  

 No “Magic”:

 Heterogeneity:

 Simplicity: the approach outlined here should allow people with 

 Low-Cost:

Cluster Hardware

components can be broken down into six general categories: the 

computers and spare parts.
Computers

must work well with Linux. For scalability, the compute nodes need to 

FEATURE: BYOC: Build Your Own Cluster, Part I—Design
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the isolated internal compute node network.

Networking  Your network switch needs to have at least as many 
 

also are essential.
Physical Configuration

Power Distribution
 

exist that report current.
Additionally, the head node and storage unit should be plugged in to 

FEATURE: BYOC: Build Your Own Cluster, Part I—Design
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on a power outage, potentially corrupting data.
Access

monitor and keyboard, that can serve this purpose well.
Once the cluster is set up, you will be able to access compute  

 

abnormal operation, such as when initially setting up the cluster  
or when diagnosing a problem, you can access the compute nodes 

 
you can plug in to whatever node is having troubles. Another option  

cables will be.
Spares

FEATURE: BYOC: Build Your Own Cluster, Part I—Design
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 Compute nodes.

 Networking cables.

 Rack and mounting hardware.

 Power strips.

Network Setup

start with communication. First, give your cluster a name. Names are used 

 External network:
hostname.domain.suffix, 

where the hostname is whatever you want, and the domain.suffix 

guide is name.university.edu.

 Internal network:

external name used in conjunction with a numbering scheme. For 

FEATURE: BYOC: Build Your Own Cluster, Part I—Design
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node: name00 name01

cluster, but the computers themselves deal with numeric IP addresses. 

network: static and dynamic assignment.

 Static assignment:

 Dynamic assignment: each compute node has an identical 

uses dynamic IP assignment.

Storage Node

node that acts as an access point to the cluster, along with many compute 

Disk Partitioning

drives, in Linux, they are mounted under directories called “mount points” 
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 root (/)

 /boot

to keep this on a separate partition, but we will keep them on the 
same partition as root.

 /admin

nodes in a scalable way.

 /home

 /export

be subsumed under /home/export instead.

 /scratch

recommended to have a large partition on all compute nodes set aside 

 swap

slower than using RAM. Perhaps a decade ago when RAM was 
expensive, it would have been advisable to have a large swap partition. 
But now that RAM is cheap, it is best not to swap at all but instead buy 

that is designed to use the /scratch partition.
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RAID Devices

integrated directly into the head node, a separate component connected 

node partitions a must.
Several commonly used RAID levels achieve increased size and speed, 

 RAID 0

FEATURE: BYOC: Build Your Own Cluster, Part I—Design

Table 1. Head Node

/ (includes boot) 200GB

/admin 200GB

/home (includes export) rest of space

Table 2. Compute Node

/ 200GB

/scratch rest of space

LJ277-May2017.indd   104 4/25/17   2:56 PM

http://www.linuxjournal.com


105  |  May 2017  |  http://www.linuxjournal.com

 RAID 1
increase by “mirroring” data writes to two or more disks, allowing one 

the same as its smallest drive.

 RAID 5 is similar to RAID 0 except that it includes redundant parity 

 RAID 6

Hot Spares

Assembly
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Ideally when starting out, your compute nodes all should be identical, 
 

In our experience, however, this ideal is seldom maintained over the 

Maintenance

maintenance, or to add new nodes to the cluster.

complete installation on a single node, save a disk image and write that 

so that they can be applied during an automated install. Such installation 
scripts typically record basic settings similar to those that would be 

system upgrade. Most major distributions support this method. On 
CentOS, it is called kickstart.

scripts are used to build the cluster, and an image can be used to replace 
a bad hard disk on a compute node.
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System Software

until the operating system installs on the head node and compute nodes 

system on every node with networking in place.

Application Software

do with it. You already should have done some research to be sure 

Conclusion
In this article, we discussed the considerations that go into designing 

without their installation and administration becoming impractical. We 
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then discussed the hardware that goes into the cluster, including the 

an external network connection and an isolated internal network. 

In the next article, we will install the base operating system and set 
up network connectivity. In the process, we will create two kickstart 
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Will 
Anything 
Make Linux 
Obsolete?
Or is Linux immortal?

Remember blogging? Hell, remember magazine 

some now.
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Linux Journal, on our 

good writers, basically. Some blogs turned into online pubs. BoingBoing, 

in Medium, where they get about the same numbers. Meanwhile, I 

Linux Journal is still going strong, 

persist, but in a diminished state relative to what obsolesced them.

understanding how one medium obsolesces another is the tetrad 
group of four

LJ277-May2017.indd   113 4/25/17   2:56 PM

http://www.linuxjournal.com


EOF

114  |  May 2017  |  http://www.linuxjournal.com

 What does the medium enhance?

 What does the medium make obsolete?

 What does the medium retrieve that had been obsolesced earlier?

Figure 1. Media Tetrad
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 enhanced music, news and talk.

I use obsolesce and obsolesced to be consistent both with the 

computing world, where using obsolete and obsoleted as present 
obsolesce

 retrieved recordings.

 retrieved gossip.
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 obsolesce Linux.

Media and Formal Cause

Formal causality kicks in whenever “coming events cast their shadows 
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In Understanding Media, Marshall McLuhan writes, “Any technology 
gradually creates a totally new human environment”, adding:

railway did not introduce movement or transportation or wheel or 

work and leisure.

people tended not to look at it.

Media and Formal Cause

get inside, hoping perhaps to add another layer to their environment....”
In Media and Formal Cause

authority on cities:

observations and reasoning are correct, the reverse is true: that rural 
economies, including agricultural work, are directly built upon city 

LJ277-May2017.indd   117 4/25/17   2:56 PM

http://www.linuxjournal.com


EOF

118  |  May 2017  |  http://www.linuxjournal.com

content delivery networks, Android devices and much more. All those are 

I believe this is one reason why Linux kernel development is dedicated 

 

Figure 2. Netcraft’s February 2017 Web Server Survey
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then to nginx and Other.

to Apache. So maybe one should add Apache and nginx together. We do 
that with Linux and BSD sometimes.

might call utility computing. What are they

 retrieved centralization.

 
typo in March brought down some huge services that run on  
AWS: 

swing in a distributed direction, I do have to give silos their due  

AWS is a triumph of centralization. So are 
Twitter, Facebook and other social-media giants 
that obsolesced journalism and blogging.
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retrieve it the same way Linux retrieved what was already developed 
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