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Manage data expansion 
with SUSE Enterprise 
Storage.
SUSE Enterprise Storage, the leading 
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the cost.
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The Wacky 
World of Linux

O  

code, and the next you can get stuck in a nostalgia 

had to install it on? Linux. Yet, in this wacky world 

things to talk about.

disaster inevitably happens. Yes, the obvious answer 

than that, and Reuven provides sound advice.

and although you still will learn some awesome 
coding skills, you do it while creating a dice game. 

interesting. Be sure to check it out.
Kyle Rankin teaches how to take a vacation 

VIDEO:  
Shawn 
Powers  
runs 
through 
the latest 
issue.

SHAWN 
POWERS

Shawn Powers is the 
Associate Editor for 
Linux Journal. He’s  
also the Gadget Guy  
for LinuxJournal.com,  
and he has an  
interesting collection  
of vintage Garfield  
coffee mugs. Don’t  
let his silly hairdo  
fool you, he’s a  
pretty ordinary guy  
and can be reached  
via email at  
shawn@linuxjournal.com.  
Or, swing by the  
#linuxjournal IRC  
channel on  
Freenode.net.
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worth reading.

services. Bill Dengler shows how to create your own streaming radio 

along the way.
Linux Journal
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Another Way

predot=$(echo    $name    |    rev    |    cut    -­-­d.    -­-­f2-­-­    |    rev)  

postdot=$(echo    $name    |    rev    |    cut    -­-­d.    -­-­f1    |    rev)  

newname=$(echo    ${predot}-­-­wm.$postdot)

I would use this:

predot=${name%.*}  

postdot=${name##*.}  

newname=${predot}-­wm.$postdot

newname==${name%.*}-­wm.${name##*.}

—G. Allard

Dave Taylor replies: Thanks for sharing the fancy way to do those data field 
chops in Bash. The reason I don’t use those sorts of notations is simply because 
I believe it makes the script considerably harder to understand and edit if you 
ever go back to it weeks, months or years later. I actually have two goals I’m 

[ LETTERS ]LETTERS
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trying to attain simultaneously with my column: write interesting code and 
make sure it’s as understandable as possible for the widest range of readers.

Beetle

I have enjoyed the magazine a lot over the years. Keep it up.
—Steve Witt

Shawn Powers replies: I actually have two Beetles.

1) 1973 Super Beetle Convertible: it’s my daily driver in the summer. 
(Winters are hard on Beetles here in Michigan. The salt eats them, so I 
only drive them in the summer.) It’s orange with a black top, and it is in 

LETTERS
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Figure 1. 1973 Super Beetle Convertible
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the perfect shape for driving. The paint isn’t perfect, and the top isn’t 
perfect, but they’re presentable. Mechanically, it’s solid, without any rust. 
It’s not a show car, but because it’s a bug, it turns heads!

2) This was my first bug, a couple years ago. It’s a yellow 1975 Basic  
Beetle, model 110. It’s a very unique model, because it was made only  
in 1975, and it is the “worst” outfitted Beetle ever made! In 1975,  
inflation was rising like crazy, but VW wanted to offer a Beetle for less 
than $3,000, so the company stripped down the Standard Beetle as much 
as it could and sent one to every dealership with a price of $2,999.

The car came with all black trim, no ventilation blower, no radio, a  
partial inside header cover, stripped down handles on the door, no sound-
proofing in the engine compartment, and every other shortcut the VW 
folks could think of. Mine has a few modifications from its original model 

LETTERS
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Figure 2. 1975 Basic Beetle
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110 status. There’s an aftermarket sunroof, some 
chrome trim (although the original flat black was 
in the car, and I hope to put it back on), a radio 
and a conversion to carburetor. I love having such 
a unique piece of Beetle history, but having a super 
stripped-down car is an odd bragging point!

Here are some details about the model 110:  

.

Anyway, good luck with your daughter’s car. It 
sounds like a wonderful project! I just wish I had a 
garage, because working in the driveway is no fun!
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diff -u

Arnd Bergmann has recommended that the minimum supported 
GCC

Geert 
Uytterhoeven
Linux kernels with success.

initial ly would produce more and more unnecessary warnings, making 

ARM.
 

as they had to accommodate older and older GCC versions. Some  

into the kernel.

upgraded without risking massive breakage, and so they just sit there 

business has no choice but to upgrade its kernel in order to keep the 
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UPFRONT

system secure. As long as the company can sti l l  use all its old tools to 
do that, it won’t have to worry about the large expenditures needed 
to retool the entire system and possibly discover that it can’t be done 
within the available budget.

The oldest supported version of GNU Make is being raised from 
3.80 to 3.81. Masahiro Yamada inadvertently broke Linux support 
for Make 3.80 in 2014 with a cleanup patch that made it into the 
kernel without anyone noticing the compatibil ity issue.

In fact, in the intervening three years, no one else has noticed the 
issue either. Instead, Masahiro himself discovered what had happened 
and recently suggested updating the documentation to l ist Make 
version 3.81 as the official minimum version.

There were no objections of any kind. Being broken for three years 
with no one noticing is a fairly good argument in favor of dropping 
support for a given version of a tool. Even Linus Torvalds, in his 
comment to the thread, seemed to indicate that this time period was 

15  |  August 2017  |  http://www.linuxjournal.com
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UPFRONT

enough to claim there were no active users of a given version.
As in the case of GCC, if even a single active user can be found 

for an old version of a tool, the Linux folks wil l make a big effort to 
continue to support that version. But as shown in the case of Make, 
with no such users standing forth, no such effort wil l be made.

The fi lesystem mounting API has been needing an update to help 
distinguish between a variety of actions that user code might take. 
But, it’s also been needing new features to support modern ideas l ike 
containers for virtualization. Recently, David Howells addressed the 
latter, posting some patches to implement mount contexts. These 
would hold various binary data, along with the mount options, for 
use by the code performing the mount or by the fi lesystem itself.

This is valuable because it al lows more detailed error reporting, 
which is useful for something l ike fi lesystem mounting that can fail in 
many different ways. But as Miklos Szeredi put it, David’s code didn’t 
go far enough to clean up the overall mount API.

Miklos wanted the mount API to have sharp distinctions between 
creating a filesystem instance, attaching a filesystem within an existing 
mounted directory, editing the superblock and adjusting the mount 
properties. David’s work did this a little, but not enough, said Miklos.

But, David wasn’t convinced of the necessity of having such 
extremely sharp distinctions between actions that were, after all,  
very closely related.

Ultimately, Miklos agreed that “everything that works now should 
work the same way on the old as well as the new interfaces.” This 
way at least, there would be no breakage, and other developers could 
pick up where David’s work left off.—Zack Brown
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Litebook
Linux Journal reader Kevin Bruce dropped me an email about a  

 
https://alpha.store

 
 

 
drive, but everything else is the same as the base model. Rather  

boot, I was giddy to see how amazing it looked.
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Finally, you can see two things in the photo. One, I have a really 
 

and red are the same thing. Honestly, I think the pink looks cooler 
than red anyway, but it was odd.

—Shawn Powers

LJ280-Aug2017.indd   19 7/19/17   12:53 PM

http://www.linuxjournal.com


20  |  August 2017  |  http://www.linuxjournal.com

UPFRONT

Microsoft Office on  
a Linux Machine?!

 
 

 

LJ280-Aug2017.indd   20 7/19/17   12:53 PM

http://www.linuxjournal.com


UPFRONT

21  |  August 2017  |  http://www.linuxjournal.com

and even printing worked well. You can see in the screenshot that 

—Shawn Powers

LINUX JOURNAL
on your Android device

www.linuxjournal.com/android

For more information about advertising opportunities within Linux Journal iPhone, iPad and 
Android apps, contact John Grogan at +1-713-344-1956 x2 or ads@linuxjournal.com.

Download the app 
now from the 

Google Play Store.
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Android Candy:  
Clip-on Lenses

honestly, the results are a bit disappointing.

http://a.co/3b3AdGC

° wide angle lens that 

Figure 1. This is my backyard taken with my Sony Xperia.
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Figure 2. Oddly, the cheaper lens felt nicer but performed worse, and the more expensive 
lens felt cheaper but performed better.

Figure 3. This lens felt so solid, I expected much better results.
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the phone less unwieldy when taking a photo. As you can tell in 

can do natively.

be sadly disappointed.—Shawn Powers

Figure 4. This has a wider angle and a clearer picture, but both were disappointments.
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October 23 & 24  | Raleigh, NC USA

More than 3,000 technologists and decision makers are expected from all over the U.S. and the world

www.AllThingsOpen.org

FEATURING THE MOST WELL-KNOWN EXPERTS IN THE WORLD:

Jeff Atwood 
Stack Over!ow

Sara Chipps 
Jewelbots

Kelsey Hightower
Google Cloud 

Yehuda Katz 
Tilde Inc

Angie Jones
Twitter 

T H E  L A R G E S T  O P E N  S O U R C E  C O N F E R E N C E  O N  T H E  E A S T  C O A S T
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Emacs for Science

 

sudo  add-­apt-­repository  ppa:ubuntu-­elisp/ppa  

sudo  update  

sudo  install  emacs-­snapshot

 

git  clone  https://github.com/jkitchin/scimax.git

Start it with the command:

emacs-­snapshot  -­q  -­l  path/to/scimax/init.el
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scimax is to make research more easily reproducible and to handle 

is probably something you will want to look into as a potent tool. 

Figure 1. You will see several new menu item entries at the top of your Emacs window.
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such as articles, books or web pages.

l ike PDF.

bibtex entries.

org-­mime

google-­this

Along with communicating with the outside world, the other 
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abil ity to run external programs and have their output inserted into  

dil igent and put it into practice, but you no longer have the excuse  
 

have the results pulled back in and inserted as the displayed text in 
the original location.

always can go back to the original code that generated some result 

the abil ity to set up projects. A project is essentially a directory with 

through a given project.
Projecti le assumes that these project directories are under some 

explicit control over a Git repository, scimax includes extensions to 
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starting with nb-­

and archive these notebooks. Now, you have 

maybe the learning curve. But, as the old saying 
goes, nothing worth doing is easy, and I think 

people.—Joey Bernard

RETURN TO CONTENTS

Resources

 Scimax: https://github.com/jkitchin/scimax

http://orgmode.org

THEY 
SAID IT
The shoe that 
fits one person 
pinches another; 
there is no recipe 
for living that 
suits all cases.
—Carl Jung

Courage is the 
ladder on which 
all the other 
virtues mount.
—Clare Booth Luce

The thing women 
have got to learn 
is that nobody 
gives you power. 
You just take it.
—Roseanne Barr

One man practicing 
sportsmanship  
is better than  
a hundred 
teaching it.
—Knute Rockne

The man who 
is swimming 
against the 
stream knows the 
strength of it.
—Woodrow Wilson
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THE  GLOBAL  WOMEN  IN  STEM  
CONFERENCE  &  AWARDS.

omen  are  increasingly  becoming  the  engine  
driving  global  economic  growth  and  

women  who  are  making  this  possible  in  spite  

EXPERIENCE  THE  THREE  AMAZING  DAYS  THAT  FLY  BY,  BUT  STAY  WITH  YOU  FOREVER.

SEPTEMBER
10th-­‐12th

SAN
FRANCISCO

WWW.WOMENINSTEMCONFERENCE.COM
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pile up in my inbox.

years ago. See, Google Inbox allows me to keep inbox zero with minimal 

 

 

something interesting I want to read later at my leisure, I can snooze it. In the 

completely 

 
up your regular Gmail inbox by logging in at http://inbox.google.com in  

—Shawn Powers

EDITORS' CHOICE

RETURN TO CONTENTS
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AT THE FORGE

REUVEN M. 
LERNER

Reuven M. Lerner, a  
longtime Web developer, 
offers training and  
consulting services in 
Python, Git, PostgreSQL 
and data science. He has 
written two programming 
ebooks (Practice Makes 
Python and Practice Makes 
Regexp) and publishes  
a free weekly newsletter  
for programmers, at  
http://lerner.co.il/ 
newsletter. Reuven tweets 
at @reuvenmlerner and 
lives in Modi’in, Israel, with 
his wife and three children.

Avoiding 
Disaster
Worried that your server will go down?  
You should be. Here are some disaster-planning 
tips for server owners. 

IF YOU OWN A CAR OR A HOUSE, YOU ALMOST 
CERTAINLY HAVE INSURANCE. Insurance seems l ike 

the best possible coverage, and then you hope you 
never need to use the insurance. Insurance seems 

pay insurance and hope never to have to use it, 

disasters to happen, or even expect them to occur, 

NEXT  
Dave Taylor’s  
Work the Shell

PREVIOUS  
Editors’ Choice
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AT THE FORGE

but rather because you have to.

 

the investment.
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The Parts of a Web Application
Before I can talk about disaster preparation and recovery, it’s important 
to consider the different parts of a web application and what those 
various parts mean for your planning.

For many years, my website was trivially small and simple. Even if it 
contained some simple programs, those generally were used for sending 
email or for dynamically displaying different assets to visitors. The entire 
site consisted of some static HTML, images, JavaScript and CSS. No 
database or other excitement was necessary.

At the other end of the spectrum, many people have full-blown web 
applications, sitting on multiple servers, with one or more databases and 
caches, as well as HTTP servers with extensively edited configuration files.

But even when considering those two extremes, you can see that a web 
application consists of only a few parts:

n The application software itself.

n Static assets for that application.

n Configuration file(s) for the HTTP server(s).

n Database configuration files.

n Database schema and contents.

Assuming that you’re using a high-level language, such as Python, Ruby 
or JavaScript, everything in this list either is a file or can be turned into 

Indeed, I prefer to keep my sites in Git,  
backed up on a commercial hosting service, 
such as GitHub or Bitbucket, and then 
deployed using a system like Capistrano.
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keep my sites in Git, backed up on a commercial hosting service, such as 
GitHub or Bitbucket, and then deployed using a system like Capistrano.

In other words, you develop the site on your own development 

git  

push to your central repository. In order to deploy your application, you 
then use Capistrano to do a cap  deploy

is located in at least three locations: your development machine, the 
server and the repository. And those central repositories tend to be 

company to ensure that things are reliable.

Backing Up Databases
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previous version.

#!/bin/sh  

  

BACKUP_ROOT="/home/database-­backups/"  

YEAR=`/bin/date  +'%Y'`  

MONTH=`/bin/date  +'%m'`  

DAY=`/bin/date  +'%d'`  

  

DIRECTORY="$BACKUP_ROOT/$YEAR/$MONTH/$DAY"  

USERNAME=dbuser  

DATABASE=dbname  

HOST=localhost  

PORT=3306  

  

/bin/mkdir  -­p  $DIRECTORY  

  

/usr/bin/mysqldump  -­h  $HOST  -­-­databases  $DATABASE  -­u  $USERNAME      

   |  /bin/gzip  -­-­best  -­-­verbose  >      

   $DIRECTORY/$DATABASE-­dump.gz

mkdir command 
-­p option tells mkdir

will exist.
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mysqldump

mysqldump and pipe it into gzip, 

experience that dumping every hour can cause some load problems. 

unhappy that I was dumping and compressing every hour, which they saw 

uses find
always a bit nervous about programs that automatically erase backups, so 

Another crucial thing to do is to check your database dumps 
occasionally to be sure that they are working the way you want. It turns 
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database to check its integrity is a good practice, both to ensure that the 

an emergency.

Storing Backups

was located on more than one machine, ensuring its integrity. By contrast, 

your database dumps will be inaccessible.

you can use rsync rsync 

I should note that using rsync

physically present to enter the password.

system. You can set up a cron job to run a program that copies the 

Similarly, you might consider using Dropbox. Dropbox is best known 
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which means you can have Dropbox distribute your backup databases 

LAMP is conditional.

Conclusion

associated database is crucial.

be able to get back up in no time.

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.

RETURN TO CONTENTS
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DAVE TAYLOR

Dave Taylor has been 
hacking shell scripts  
on UNIX and Linux  
systems for a really 
long time. He’s the  
author of Learning  
Unix for Mac OS X  
and Wicked Cool  
Shell Scripts. You can  
find him on Twitter  
as @DaveTaylor,  
or reach him through 
his tech Q&A site: http://
www.AskDaveTaylor.com.

WORK THE SHELL

Let’s Play 
Bunco!
Bunco—a dice game that makes Yahtzee  
look complicated!

I HAVEN’T DUG INTO ANY GAME PROGRAMMING 
FOR A WHILE, so I thought it was high time to do 

pub or tavern.
Played in six rounds with three dice, the game is 

simple. You roll all three dice and have to match the 

value as the round number is worth one point.
Played properly, the game also involves teams, 

NEXT  
Kyle Rankin’s  
Hack and /

PREVIOUS  
Reuven M. Lerner’s  
At the Forge
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Let’s Do the Math

having the same value.

And So into the Coding
As with every game, the hardest part is really having a good random 

$RANDOM, 
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$  echo  $RANDOM  $RANDOM  $RANDOM  

10252  22142  14863

$  echo  $((  $RANDOM  %  6  ))  

3  

$  echo  $((  $RANDOM  %  6  ))  

0

$  echo  $((  (  $RANDOM  %  6  )  +  1  ))  

6

rolldie()  

{  

      local  result=$1  

      rolled=$((  (  $RANDOM  %  6  )  +  1  ))  

      eval  $result=$rolled  

}

eval

rolldie  die1

die1

rolldie  die1  ;;  rolldie  die2  ;;  rolldie  die3
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if  [  $die1  -­eq  $die2  ]  &&  [  $die2  -­eq  $die3  ]  ;;  then  

    if  [  $die1  -­eq  $round  ]  ;;  then  

        echo  "BUNCO!"  

        score=25  

    else  

        echo  "Mini  Bunco!"  

        score=5  

    fi

[  cond1  ]  &&  [  cond2  ]

thinking that you could also write it as cond1  -­a  cond2

to the solution.

whether the die matches the current round value:

if  [  $die1  -­eq  $round  ]  ;;  then  

    score=1  

fi  

if  [  $die2  -­eq  $round  ]  ;;  then  

    score=$((  $score  +  1  ))  

fi  

if  [  $die3  -­eq  $round  ]  ;;  then  

    score=$((  $score  +  1  ))  

fi

 
 

else  
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$  sh  bunco.sh  5  

You  rolled:  1  1  5  

score  =  1  

$  sh  bunco.sh  2  

You  rolled:  6  4  3  

score  =  0  

$  sh  bunco.sh  1  

You  rolled:  1  1  1  

BUNCO!  

score  =  25

hundred times and then checking to see what percentage are Bunco or 

BuncoRound()  

{  

      #  roll,  display,  and  score  a  round  of  bunco!  

      #  round  is  specified  when  invoked,  score  added  to  totalscore  

  

      local  score=0  ;;  local  round=$1  ;;  local  hidescore=0  

  

      rolldie  die1  ;;  rolldie  die2  ;;  rolldie  die3  

      echo  Round  $round.  You  rolled:  $die1  $die2  $die3  

  

      if  [  $die1  -­eq  $die2  ]  &&  [  $die2  -­eq  $die3  ]  ;;  then  

          if  [  $die1  -­eq  $round  ]  ;;  then  
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              echo  "    BUNCO!"  

              score=25  

              hidescore=1  

          else  

              echo  "    Mini  Bunco!"  

              score=5  

              hidescore=1  

          fi  

      else  

          if  [  $die1  -­eq  $round  ]  ;;  then  

              score=1  

          fi  

          if  [  $die2  -­eq  $round  ]  ;;  then  

              score=$((  $score  +  1  ))  

          fi  

          if  [  $die3  -­eq  $round  ]  ;;  then  

              score=$((  $score  +  1  ))  

          fi  

      fi  

  

      if  [  $hidescore  -­eq  0  ]  ;;  then  

          echo  "    score  this  round:  $score"  

      fi  

  

      totalscore=$((  $totalscore  +  $score  ))  

}

Bunco, Mini  Bunco or a 
$hidescore

for loop:

for  round  in  {1..6}  ;;  do  

    BuncoRound  $round  

done
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what happens:

$  sh  bunco.sh  1  

Round  1.  You  rolled:  2  3  3  

    score  this  round:  0  

Round  2.  You  rolled:  2  6  6  

    score  this  round:  1  

Round  3.  You  rolled:  1  2  4  

    score  this  round:  0  

Round  4.  You  rolled:  2  1  4  

    score  this  round:  1  

Round  5.  You  rolled:  5  5  6  

    score  this  round:  2  

Round  6.  You  rolled:  2  1  3  

    score  this  round:  0  

Game  over.  Your  total  score  was  4

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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Discover the Future – at the World’s Largest
Commercial Drone Conference & Expo

“If you want to see the state-of-the-art and expand 
your knowledge about the drone industry, 
InterDrone is the place to be.”
—George Gorrill, Structural Engineer, Thomas Engineering Group

September 6-8, 2017
Las Vegas
www.InterDrone.com

Register Early for the 
Biggest Discount!
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Preparing  
for Vacation
What to expect when you are expecting to go on 
vacation.

EVERY YEAR OR TWO MY FAMILY AND I LIKE TO 
TAKE A VACATION ABROAD. Normally, vacation is 

progress in your career, you start to gain more 
expertise and responsibilities over systems, and even 

that I would need to jump on an emergency while I 

you unplug on your next trip.

KYLE RANKIN

Kyle Rankin is VP of 

engineering operations 

at Final, Inc., the 

author of many 

books including Linux 

Hardening in Hostile 

Networks, DevOps 

Troubleshooting and  

The Official Ubuntu Server 

Book, and a columnist 

for Linux Journal.  

Follow him @kylerankin.
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Preparing Your Computer

vacation is whether you will need to take your work laptop with you. 
Depending on your organization and its security controls, you might 

personal computer, tablet or phone, or you may be able to connect to 

need a computer, because you can just serve an advisory role over the 
phone or chat with other people on the team and walk them through 

a backup, leave your expensive work computer behind and use a cheaper 

Documentation
Good documentation is the best way to reduce or eliminate how much 

or not you are about to go on vacation.

security patches, how you add and remove users, and how the overall 

should make sure you document not only how to use the automation 
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name, and then customize the alert so that it provides a direct link to 
the playbook in the wiki.

should make sure your documentation covers it.
Finally, have your team maintain a page to capture anything that 

happens while you are gone that they want to tell you about when you 

about things when you get back.

Stable State
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that might add extra load to your systems while you are gone, pause 

Emergency Contact Methods
Although it would be great to unplug completely while on vacation, 

an emergency. Depending on where you plan to travel, some contact 

plan to get a local sim card, text messages sent over the cell network 

communicate that new number to your team.
Discuss with your team what escalation path they should use to contact 

plan would provide me with unlimited text messages and the same data 

I disabled email syncing while I was on vacation and instructed everyone 
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days. In general, set expectations on your availability, and also make sure 

Conclusion

interrupted. Finally, when you get back, do a post mortem with your 
team about anything that went wrong and any documentation that 

next vacation.

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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Register Today: HPC, Cloud, AI, Machine Learning, Data Centers,  Big Data,
Linux, Low Latency,  Networks, Cost Savings. 
Capital Markets, Systems, Architecture, Cloud, Machine Learning and AI is
driving solutions for large data centers and HPC computing.

Go online for the full conference program and save
$100. Includes general sessions, drill down sessions,
an industry luncheon, $295 in advance. $395 on site.

Qualified end-users are invited to register at no
charge. for the full conference.

Don’t have time for the full Conference? Register
for the free Show. at: www.flaggmgmt.com/hpc

Register online: www.flaggmgmt.com/hpc

Wall Street IT speakers and Gold
Sponsors will lead drill-down ses-
sions in the Grand Ballroom program.

HPC sponsors and
exhibitors to show and
demonstrate all new
HPC systems at the
Show.

Visit: www.flaggmgmt.com/hpc

Meetup September 12, Tuesday, for Finance, Trading, Banking,
Exchanges, Brokerage, Funds, at one time and one place.

14th AnnualHIGH PERFORMANCE COMPUTING
FOR WALL STREET- CLOUD, AI AND DATA CENTERS
Show and Conference
September 12, 2017 (Tuesday) Roosevelt Hotel, NYC
                                                             Madison Ave and 45th St, next to Grand Central Station

2017

Need Sponsorship and Exhibit Information?
Show & Conference:  Flagg Management Inc
353 Lexington Avenue, New York 10016
(212) 286 0333   fax: (212) 286 0086    
flaggmgmt@msn.com

Show Hours:  Tues, Sept 12 8:00 - 4:00
Conference Hours: 8:30 - 4:50

™

2016 Sponsors
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THE OPEN-SOURCE CLASSROOM

Ansible: the 
Automation 
Framework 
That Thinks 
Like a Sysadmin
With Ansible, managing 50 servers is a lot like 
managing one server! 

I’VE WRITTEN ABOUT AND TRAINED FOLKS ON 
VARIOUS DEVOPS TOOLS THROUGH THE YEARS, 

SHAWN 
POWERS

Shawn Powers is the 
Associate Editor for 
Linux Journal. He’s  
also the Gadget Guy  
for LinuxJournal.com,  
and he has an  
interesting collection  
of vintage Garfield  
coffee mugs. Don’t  
let his silly hairdo  
fool you, he’s a  
pretty ordinary guy  
and can be reached  
via email at  
shawn@linuxjournal.com.  
Or, swing by the  
#linuxjournal IRC  
channel on  
Freenode.net.
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other alternatives.

Getting to the Starting Line

the system, install packages and so on.

Connecting to a remote computer and elevating privilege is a scary thing 

security decisions in your hands.
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dissimilar really to compare.

Some SSH Scenarios
1) SSHing into remote computer as root with password in Ansible config.

to allow the root user to connect remotely. Second, putting a root 

is a possibility, 

2) SSHing into a remote computer as a regular user, using a password 
stored in the Ansible config.

to consider how privilege escalation will take place on the remote server. 

3) SSHing into a remote computer as a regular user, authenticating with 
a key pair that has an empty passphrase.
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my internal network, I typically use a key pair without a passphrase to 

4) SSHing into a remote computer as a regular user, authenticating with 
a key pair that is secured by a passphrase.

 

same could be done by just using a standard password login and not 
 

to be typing a password on the command line anyway, why not add  

5) SSHing with a passphrase-protected key pair, but using ssh-agent 
to “unlock” the private key.

LJ280-Aug2017.indd   59 7/19/17   12:54 PM

http://www.linuxjournal.com


THE OPEN-SOURCE CLASSROOM

60  |  August 2017  |  http://www.linuxjournal.com

Privilege Escalation
Once your Ansible server connects to its clients via SSH, it needs to be 

you need to consider how a regular user on the client computer gains 

situations to consider, although there are certainly other options.
1) Escalate privilege with su.
For Red Hat/CentOS users, the instinct might be to use su in order 

password during install, and to gain privileged access, you need to 

total access to the remote system, it also gives you total access to the 

have the ability to authenticate with key pairs, so the password either 

sound like a horrible idea, because it is.
2) Escalate privilege with sudo.

group has access to sudo a command and execute it with root privileges. 

sudo  su  -­

3) Escalate privilege with sudo and configure NOPASSWD in the 
sudoers file.
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again, that although it is convenient, it is not a terribly secure idea.
4) Escalate privilege with sudo and configure NOPASSWD on  

specific executables.

Implementing Your Plan

computer, looks something like this:

#  ssh-­keygen  

#  ssh-­copy-­id  -­i  .ssh/id_dsa.pub  remoteuser@remote.computer.ip  

#  ssh  remoteuser@remote.computer.ip

that last step should get you into the remote computer without typing  
a password or passphrase.

#  sudo  visudo
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to install Ansible.

Installing Ansible

sudo  yum  install  epel-­release

sudo  yum  install  ansible

sudo  apt-­add-­repository  spa:ansible/ansible  

(press  ENTER  to  access  the  key  and  add  the  repo)

sudo  apt-­get  update  

sudo  apt-­get  install  ansible

Configuring Ansible Hosts File

and it looks something like this:
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#  file  /etc/ansible/hosts  

  

[webservers]  

blogserver  ansible_host=192.168.1.5  

wikiserver  ansible_host=192.168.1.10  

  

[dbservers]  

mysql_1  ansible_host=192.168.1.22  

pgsql_1  ansible_host=192.168.1.23

ansible_host  

ansible_ssh_pass  

ansible_become  

ansible_become_method  

ansible_become_user  

ansible_become_pass

The Ansible Vault
I also should note that although the setup is more complex, and not 

something you’ll likely do during your first foray into the world of Ansible, 

the program does offer a way to encrypt passwords in a vault. Once 

you’re familiar with Ansible and you want to put it into production,  

storing those passwords in an encrypted Ansible vault is ideal. But in  

the spirit of learning to crawl before you walk, I recommend starting in a 

non-production environment and using passwordless methods at first.
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Finally, you should test your system to make sure your clients are 

each host:

ansible  -­m  ping  all

showing a ping:  pong

authentication:

ansible  -­m  shell  -­a  'uptime'  webservers

uptime

webservers group.

above, take this time to make sure authentication is working. Check 
out http://docs.ansible.com

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.

RETURN TO CONTENTS
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NEW PRODUCTS

NEXT  
Feature: Creating  
an Internet Radio  
Station with Icecast  
and Liquidsoap

s
PREVIOUS  
Shawn Powers’ 
The Open-Source  
Classroom

s

JMR SiloStor NVMe SSD Drives
Compute-intensive 
workflows are the 
environments in which 
the newly developed JMR 
SiloStor NVMe family of SSD 
drives is designed to show 
its colors. Ideal for HPC,  
data centers, genome 
research, content creation, 
CGI/animation, codec 
processing and gaming,  

among others, the SiloStor drive family comes in three NVMe/PCIe 
configurations: single-drive module, x4 PCIe connectivity in 512GB/1TB/2TB 
capacities; dual-drive, x8 connectivity in 1TB/2TB/4TB capacities; and  
quad-drive module, x8 connectivity, available in 2TB/4TB/8TB capacities.  
The dual- and quad-drive cards incorporate a PCIe switch, and the drives can 
be striped (on a single card) for additional performance. All SiloStor designs 
incorporate active heatsink coolers on the drive modules themselves, maintaining 
low operating temperatures even during intensive sequential write operations. 
Key performance metrics include <1 mS average access time of <1 mS, 2 million 
hours MTBF, 1,200 TBW minimum endurance, 90,000/70,000 IOPS random 4K 
read/write speed and 4,000/3,000 MB/sequential read/write speed.
http://jmr.com
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WPS Office 2016 for Linux

http://www.wps.com and 
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Ocado Technology’s Kubermesh

 

technology and external gains as the Open Source community deploys  
and develops Kubermesh in new and exciting ways.
http://www.ocadotechnology.com
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Nativ Vita

http://nativsound.com
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Sander van Vugt’s 
Linux Foundat ion 
Cert ified Engineer 
(LFCE) Video  
Course (Pearson  
IT Certification)

 

comprehensive video instruction. Containing everything that exam candidates 
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Zed A. Shaw’s 
Learn Py thon 3 
the Hard Way 
(Addison-Wesley 
Professional)

promise in his Hard Way

Learn Python 3 the 
Hard Way: A Very Simple Introduction to the Terrifyingly Beautiful World of 
Computers and Code. In the book, readers learn Python by working through 

look like, and how to read, write and think about computer code. Shaw 

programming, Python packaging, automated testing and much more. 

LJ280-Aug2017.indd   71 7/19/17   12:54 PM

http://www.linuxjournal.com
http://awprofessional.com


NEW PRODUCTS

72  |  August 2017  |  http://www.linuxjournal.com

BeBop Sensors, Inc.’s Marcel 
Modular Data Gloves

 
 

boards can be added to the printed circuit board assembly stack to  

audio creation kit is available, enabling content creators to customize  
and add to the haptic library.
http://bebopsensors.com
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RETURN TO CONTENTS

Please send information about  
releases of Linux-related products  
to newproducts@linuxjournal.com  
or New Products c/o Linux Journal,  
PO Box 980985, Houston, TX 77098.  
Submissions are edited for length  
and content.

TeamViewer Linux Host

support, remote access and online meetings, addresses additional critical 

Linux devices that are in standby mode and connected to a power supply. 

account owners to share their contacts with each other to support the wider 

http://teamviewer.com
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Feature: Linux  
Filesystem Events  
with inotify

PREVIOUS  
New Products

Creating an

Internet 
Radio Station

with Icecast 
and Liquidsoap

Ever wanted to stream prerecorded music or a live event, such  
as a lecture or concert for an internet audience? With Icecast  

and Liquidsoap, you can set up a full-featured, flexible internet 
radio station using free software and open standards. 

BILL DENGLER
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FEATUREFEATURE: Creating an Internet Radio Station with Icecast and Liquidsoap

I can be used to create an internet radio station or a privately running 
jukebox and many things in between. It is very versatile in that new 

streams, with automated recording and seamless switching between live and 

 
https://www.xiph.org
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<location>The  Heart  of  Gold</location>  

<admin>zaphodb42@mail.example.com</admin>

change that to ten:

<sources>10</sources>

<burst-­on-­connect>0</burst-­on-­connect>  

                <burst-­size>0</burst-­size>

they are mentioned later in the article:

<source-­password>dontpanic</source-­password>  

        <relay-­password>dontpanic42</relay-­password>  

                        <admin-­user>zaphod</admin-­user>  

                        <admin-­password>2Headsarebetterthanone!</admin-­password>

<hostname>example.com</hostname>
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chown  icecast2:icecast  /etc/icecast2/icecast.xml

systemctl  enable  icecast2  

systemctl  start  icecast2

Many distributions provide broken  
and out-of-date versions of Liquidsoap  
in their repositories. For this reason  
(along with improved ability to customize  
your installation), the Liquidsoap  
developers recommend installing it using  
the OCaml Package Manager (opam).
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FEATURE

systems, the adduser and gpasswd utilities allow you to create users 

username represent 

adduser  username  

gpasswd  -­a  username  sudo

by running:

opam  init

eval  `opam  config  env`

opam  install  depext  

opam  depext  taglib  mad  lame  vorbis  cry  ssl  samplerate    

   magic  opus  liquidsoap

depext with install:

opam  install  taglib  mad  lame  vorbis  cry  ssl  samplerate    

   magic  opus  liquidsoap

FEATURE: Creating an Internet Radio Station with Icecast and Liquidsoap
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git  clone  https://github.com/savonet/liquidsoap-­daemon  

cd  liquidsoap-­daemon  

./daemonize-­liquidsoap.sh

mkdir  -­p  ~/music/music1  ~/music/jingles  ~/archives

output.dummy(blank())

order, jingles inserted approximately every seven songs, smart  

music.mp3, music.ogg and music.opus stream stored music and jingles 

back to music when the live stream is down:

#Settings  

set("server.telnet",  true)  

set("server.telnet.port",  1234)  

set("harbor.bind_addr","0.0.0.0")  

#  Music  playlists  

music1  =  playlist("~/music/music1")  

#  Some  jingles  
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jingles  =  playlist("~/music/jingles")  

#  If  something  goes  wrong,  we'll  play  this  

security  =  single("~/music/default.ogg")  

#  Start  building  the  feed  with  music  

radio  =  random([music1])  

#  Add  the  security,  requests  and  smart  crossfade  

radio  =  fallback(track_sensitive  =  false,    

   [smart_crossfade(fallback([request.queue(id="request"),  

radio])),security])  

#  Now  add  some  jingles  

radio  =  random(weights  =  [1,  7],[jingles,  radio])  #  This  plays    

#  a  jingle  once  every  approximately  seven  songs,  change  7  to    

#  another  number  to  change  this  

#  Add  a  skip  command  for  the  music  stream  

server.register(  

usage="skip",  

description="Skip  the  current  song.",  

"skip",  

fun(_)  -­>  begin  source.skip(radio)  "Done!"  end  

#Add  support  for  live  streams.  

live  =  

audio_to_stereo(input.harbor("live",port=8080,password=  

"dontpanic1764",buffer=1.0))  #dontpanic1764  is  the    

#  password  used  to  connect  a  live  stream;;  it  can  (and  should)  be  

#  different  from  the  source-­password  in  icecast.xml.  

full  =  fallback(track_sensitive=false,  

[live,radio])  

#  Dump  archives  

file_name  =  '~/archives/%Y-­%m-­%d-­%H:%M:%S$(if  $(title),  

"-­$(title)","").ogg'  

output.file(%vorbis,file_name,live,fallible=true)  

#  Stream  it  out  

output.icecast(%mp3.vbr,  

host  =  "localhost",  port  =  8000,  

password  =  "dontpanic",  mount  =  "music.mp3",  

name="myStation  Music  Service",  description="This  is  the  myStation    
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   music  stream.  Add  some  information  about  your  station's  automated    

   programming.",  

radio)  

output.icecast(%vorbis,  

host  =  "localhost",  port  =  8000,  

password  =  "dontpanic",  mount  =  "music.ogg",  

name="myStation  Music  Service",  description="This  is  the  myStation    

   music  stream.  Add  some  information  about  your  station's    

   automated  programming.",  

radio)  

output.icecast(%opus(vbr="unconstrained",bitrate=60),  

host  =  "localhost",  port  =  8000,  

password  =  "dontpanic",  mount  =  "music.opus",  

name="myStation  Music  Service",  description="This  is  the  myStation    

   music  stream.  Add  some  information  about  your  station's    

   automated  programming.",  

radio)  

output.icecast(%mp3.vbr,  

host  =  "localhost",  port  =  8000,  

password  =  "dontpanic",  mount  =  "stream.mp3",  

name="myStation  Main  Stream",  description="The  myStation  main  stream.",  

full)  

output.icecast(%vorbis,    

host="localhost",port=8000,password="dontpanic",  

mount="stream.ogg",  

name="myStation  Main  Stream",  description="The  myStation  main  stream.",  

full)  

output.icecast(%opus(vbr="unconstrained",bitrate=60),    

   description="The  myStation  main  stream.",  

host="localhost",port=8000,password="dontpanic",  

mount="stream.opus",  

full)

Multiple Music Playlists
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music1 

music1 accordingly.

the stream, add a line below radio  =  random([music1]), where n 

radio  =  random(weights  =  [1,  n],[music2,  radio])

#  Music  playlists  

music1  =  playlist("~/music/music1")  

music2  =  playlist("~/music/music2")  

music3  =  playlist("~/music/music3")  

...  

radio  =  random([music1])  

radio  =  random(weights  =  [1,  6],[music2,  radio])  

radio  =  random(weights  =  [1,12],[music3,  radio])

File-Based Playlists
 

music1  =  playlist("~/music/music1.pls")

Sequential Playback

mode="sequential"

music1  =  playlist("~/music/music1",mode="sequential")
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random

rotate:

radio  =  rotate(weights  =  [1,  7],[jingles,  radio])

Compression and Normalization

 
input.harbor live stream, wrap it in an nrj() operator, like so:

music1  =  nrj(playlist("~/music/music1"))

Talking Over Automated Programming
You can add a mountpoint allowing you to talk over the automated 

#Add  support  for  live  

streams

p=0.15 to adjust:

#  Talk  over  stream  using  microphone  mount.  

mic=input.harbor("mic",port=8080,password="dontpanic1764",buffer=1.0)  

radio  =  smooth_add(delay=0.8,  p=0.15,  normal=radio,  special=mic)

Finishing Up
 

sudo  systemctl  start  liquidsoap
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sudo  systemctl  enable  liquidsoap

music.opus will appear, playing automated programming. Also, stream.mp3,  
stream.ogg and stream.opus will play automated programming unless a 
live stream is connected.

restart it with systemctl  restart  icecast2.

 
http://www.altacast.com/index.php/downloads

Ladiocast, available in the Mac App Store. For Linux, install DarkIce 

 Port: 8080

ability to talk over automated programming, replace live with mic to 
talk over the music.

 

depending on your source client.

FEATURE: Creating an Internet Radio Station with Icecast and Liquidsoap
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telnet  localhost  1234

uri

request.push  uri

one, simply type skip.
help, or type help 

particular command.
quit.

FEATURE: Creating an Internet Radio Station with Icecast and Liquidsoap

In addition to Liquidsoap’s telnet 
interface, Icecast also has a web-based 
administrative interface that you can 
use to view listener statistics, kill 
Liquidsoap’s streams or move listeners 
among mountpoints.
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Bill Dengler has been a Linux user and tinkerer since age nine. He was born totally blind due 
to a rare genetic condition called Norrie Disease, so he relies on a screen reader to access his 
computer. He is currently pursuing an International Baccalaureate diploma. Feel free to send 
him questions and comments at codeofdusk@gmail.com.
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I
t is, at times, important to know when things change in the  

 

Linux Journal

 

who can write a Bourne shell script or set a crontab the ability to react 

The inotifywait Utility

you can load them with yum:

  #  yum  install  inotify-­tools  

Loaded  plugins:  langpacks,  ulninfo  

ol7_UEKR4                                                                            |  1.2  kB      00:00  

ol7_latest                                                                          |  1.4  kB      00:00  

Resolving  Dependencies  

-­-­>  Running  transaction  check  

-­-­-­>  Package  inotify-­tools.x86_64  0:3.14-­8.el7  will  be  installed  

-­-­>  Finished  Dependency  Resolution  

FEATURE: Linux Filesystem Events with inotify
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Dependencies  Resolved  

    

==============================================================  

Package                  Arch              Version                Repository          Size  

==============================================================  

Installing:  

inotify-­tools      x86_64          3.14-­8.el7          ol7_latest          50  k  

    

Transaction  Summary  

==============================================================  

Install    1  Package  

    

Total  download  size:  50  k  

Installed  size:  111  k  

Is  this  ok  [y/d/N]:  y  

Downloading  packages:  

inotify-­tools-­3.14-­8.el7.x86_64.rpm                              |    50  kB      00:00  

Running  transaction  check  

Running  transaction  test  

Transaction  test  succeeded  

Running  transaction  

Warning:  RPMDB  altered  outside  of  yum.  

    Installing  :  inotify-­tools-­3.14-­8.el7.x86_64                                  1/1  

    Verifying    :  inotify-­tools-­3.14-­8.el7.x86_64                                  1/1  

  

Installed:  

    inotify-­tools.x86_64  0:3.14-­8.el7                                                                                            

  

Complete!

primary interest.

FEATURE: Linux Filesystem Events with inotify
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watches the /tmp directory:

$  inotifywait  -­m  /tmp  

Setting  up  watches.  

Watches  established.

in /tmp:

$  touch  /tmp/hello  

$  cp  /etc/passwd  /tmp  

$  rm  /tmp/passwd  

$  touch  /tmp/goodbye  

$  rm  /tmp/hello  /tmp/goodbye

/tmp/  CREATE  hello  

/tmp/  OPEN  hello  

/tmp/  ATTRIB  hello  

/tmp/  CLOSE_WRITE,CLOSE  hello  

/tmp/  CREATE  passwd  

/tmp/  OPEN  passwd  

/tmp/  MODIFY  passwd  

/tmp/  CLOSE_WRITE,CLOSE  passwd  

/tmp/  DELETE  passwd  

/tmp/  CREATE  goodbye  

/tmp/  OPEN  goodbye  

/tmp/  ATTRIB  goodbye  

/tmp/  CLOSE_WRITE,CLOSE  goodbye  

/tmp/  DELETE  hello  

/tmp/  DELETE  goodbye
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$  man  inotifywait  |  col  -­b  |  sed  -­n  '/diagnostic/,/helpful/p'  

    inotifywait  will  output  diagnostic  information  on  standard  error  and  

    event  information  on  standard  output.  The  event  output  can  be  config-­  

    ured,  but  by  default  it  consists  of  lines  of  the  following  form:  

  

    watched_filename  EVENT_NAMES  event_filename  

  

  

    watched_filename  

        is  the  name  of  the  file  on  which  the  event  occurred.  If  the  

        file  is  a  directory,  a  trailing  slash  is  output.  

  

    EVENT_NAMES  

        are  the  names  of  the  inotify  events  which  occurred,  separated  by  

        commas.  

  

    event_filename  

        is  output  only  when  the  event  occurred  on  a  directory,  and  in  

        this  case  the  name  of  the  file  within  the  directory  which  caused  

        this  event  is  output.  

  

        By  default,  any  special  characters  in  filenames  are  not  escaped  

        in  any  way.  This  can  make  the  output  of  inotifywait  difficult  

        to  parse  in  awk  scripts  or  similar.  The  -­-­csv  and  -­-­format  

        options  will  be  helpful  in  this  case.

interest with the -­e
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when the close_write

#!/bin/sh  

unset  IFS                                                                  #  default  of  space,  tab  and  nl  

                                                                                    #  Wait  for  filesystem  events  

inotifywait  -­m  -­e  close_write  \  

      /tmp  /var/tmp  /home/oracle/arch-­orcl/  |  

while  read  dir  op  file  

do  [[  "${dir}"  ==  '/tmp/'  &&  "${file}"  ==  *.txt  ]]  &&  

            echo  "Import  job  should  start  on  $file  ($dir  $op)."  

  

      [[  "${dir}"  ==  '/var/tmp/'  &&  "${file}"  ==  CLOSE_WEEK*.txt  ]]  &&  

            echo  Weekly  backup  is  ready.  

  

      [[  "${dir}"  ==  '/home/oracle/arch-­orcl/'  &&  "${file}"  ==  *.ARC  ]]  &&  

            su  -­  oracle  -­c  'ORACLE_SID=orcl  ~oracle/bin/log_shipper'  &  

  

      [[  "${dir}"  ==  '/tmp/'  &&  "${file}"  ==  SHUT  ]]  &&  break  

  

      ((step+=1))  

done  

  

echo  We  processed  $step  events.

shells will report this variable as null.
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has a slightly longer explanation:

#  man  mksh  |  col  -­b  |  sed  -­n  '/The  parts/,/do  so/p'  

    The  parts  of  a  pipeline,  like  below,  are  executed  in  subshells.  Thus,  

    variable  assignments  inside  them  fail.  Use  co-­processes  instead.  

  

    foo  |  bar  |  read  baz                    #  will  not  change  $baz  

    foo  |  bar  |&  read  -­p  baz            #  will,  however,  do  so

General  features  of  at&t  ksh88  that  are  not  (yet)  in  pdksh:  

    -­  the  last  command  of  a  pipeline  is  not  run  in  the  parent  shell  

    -­  `echo  foo  |  read  bar;;  echo  $bar'  prints  foo  in  at&t  ksh,  nothing  

        in  pdksh  (ie,  the  read  is  done  in  a  separate  process  in  pdksh).  

    -­  in  pdksh,  if  the  last  command  of  a  pipeline  is  a  shell  builtin,  it    

        is  not  executed  in  the  parent  shell,  so  "echo  a  b  |  read  foo  bar"    

        does  not  set  foo  and  bar  in  the  parent  shell  (at&t  ksh  will).  

        This  may  get  fixed  in  the  future,  but  it  may  take  a  while.  

  

$  man  pdksh  |  col  -­b  |  sed  -­n  '/BTW,  the/,/aware/p'  

    BTW,  the  most  frequently  reported  bug  is  

        echo  hi  |  read  a;;  echo  $a      #  Does  not  print  hi  

    I'm  aware  of  this  and  there  is  no  need  to  report  it.

$  cp  /etc/passwd  /tmp/newdata.txt  

$  cp  /etc/group  /var/tmp/CLOSE_WEEK20170407.txt  

$  cp  /etc/passwd  /tmp/SHUT

#  ./inotify.sh    
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Setting  up  watches.  

Watches  established.  

Import  job  should  start  on  newdata.txt  (/tmp/  CLOSE_WRITE,CLOSE).  

Weekly  backup  is  ready.  

We  processed  events.

$  function  pps  {  typeset  a  IFS=\|  ;;  ps  ax  |  while  read  a  

do  case  $a  in  *$1*|+([!0-­9]))  echo  $a;;;;  esac;;  done  }  

  

  

$  pps  inot  

    PID  TTY            STAT      TIME  COMMAND  

  3394  pts/1        S+          0:00  /bin/sh  ./inotify.sh  

  3395  pts/1        S+          0:00  inotifywait  -­m  -­e  close_write  /tmp  /var/tmp  

  3396  pts/1        S+          0:00  /bin/sh  ./inotify.sh

 
 

#/bin/sh to #/bin/ksh93 will correct the problem, and only one shell 
process wil l be seen:

#  ./inotify.ksh93  

Setting  up  watches.  

Watches  established.  

Import  job  should  start  on  newdata.txt  (/tmp/  CLOSE_WRITE,CLOSE).  

Weekly  backup  is  ready.  

We  processed  2  events.  

  

  

$  pps  inot  

    PID  TTY            STAT      TIME  COMMAND  

  3583  pts/1        S+          0:00  /bin/ksh93  ./inotify.sh  

  3584  pts/1        S+          0:00  inotifywait  -­m  -­e  close_write  /tmp  /var/tmp
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$  ll  /bin/[bkm]+([aksh93])  /etc/alternatives/ksh  

-­rwxr-­xr-­x.  1  root  root    960456  Dec    6  11:11  /bin/bash  

lrwxrwxrwx.  1  root  root            21  Apr    3  21:01  /bin/ksh  -­>  

                                                                                              /etc/alternatives/ksh  

-­rwxr-­xr-­x.  1  root  root  1518944  Aug  31    2016  /bin/ksh93  

-­rwxr-­xr-­x.  1  root  root    296208  May    3    2014  /bin/mksh  

lrwxrwxrwx.  1  root  root            10  Apr    3  21:01  /etc/alternatives/ksh  -­>  

                                                                                                        /bin/ksh93

assuming that a coprocess is used. Converting the script to use a Korn 

#!/bin/mksh  

unset  IFS                                                            #  default  of  space,  tab  and  nl  

                                                                              #  Wait  for  filesystem  events  

inotifywait  -­m  -­e  close_write  \  

      /tmp/  /var/tmp/  /home/oracle/arch-­orcl/  \  

      2>/dev/null  |&                                            #  Launch  as  Korn  coprocess  

  

while  read  -­p  dir  op  file                            #  Read  from  Korn  coprocess  

do  [[  "${dir}"  ==  '/tmp/'  &&  "${file}"  ==  *.txt  ]]  &&  

            print  "Import  job  should  start  on  $file  ($dir  $op)."  

  

      [[  "${dir}"  ==  '/var/tmp/'  &&  "${file}"  ==  CLOSE_WEEK*.txt  ]]  &&  

            print  Weekly  backup  is  ready.  

  

      [[  "${dir}"  ==  '/home/oracle/arch-­orcl/'  &&  "${file}"  ==  *.ARC  ]]  &&  

            su  -­  oracle  -­c  'ORACLE_SID=orcl  ~oracle/bin/log_shipper'  &  

FEATURE: Linux Filesystem Events with inotify

LJ280-Aug2017.indd   96 7/19/17   12:54 PM

http://www.linuxjournal.com


97  |  August 2017  |  http://www.linuxjournal.com

  

      [[  "${dir}"  ==  '/tmp/'  &&  "${file}"  ==  SHUT  ]]  &&  break  

  

      ((step+=1))  

done  

  

echo  We  processed  $step  events.

https://www.amazon.com/

Caution:

 Send each output message to standard output.

 Flush its standard output whenever it writes a message.

An fflush(NULL)

A Practical Application—Oracle Log Shipping
 

 
 

in an Oracle database.
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to compress, encrypt and/or distribute the archived logs to backup 

handling archived logs:

http://www.nongnu.org/lzip

well known utilities, both in compression ability and also structural 

http://www.ncsl.org/

openssl  enc program can be  
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cannot skip logs.

scp program will be used to copy the log to a remote server, 

Given these design parameters, this is an implementation:

#  cat  ~oracle/archutils/process_logs  

  

#!/bin/ksh93  

  

set  -­euo  pipefail  

IFS=$'\n\t'    #  http://redsymbol.net/articles/unofficial-­bash-­strict-­mode/  

  

(  

  flock  -­n  9  ||  exit  1                    #  Critical  section-­allow  only  one  process.  

  

  ARCHDIR=~oracle/arch-­${ORACLE_SID}  

  

  APREFIX=${ORACLE_SID}_1_  

  

  ASUFFIX=.ARC  
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  CURLOG=$(<~oracle/.curlog-­$ORACLE_SID)  

  

  File="${ARCHDIR}/${APREFIX}${CURLOG}${ASUFFIX}"  

  

  [[  !  -­f  "$File"  ]]  &&  exit  

  

  while  [[  -­f  "$File"  ]]  

  do  ((NEXTCURLOG=CURLOG+1))  

  

        NextFile="${ARCHDIR}/${APREFIX}${NEXTCURLOG}${ASUFFIX}"    

  

        [[  !  -­f  "$NextFile"  ]]  &&  sleep  60    #  Ensure  ARCH  has  finished  

  

        nice  /usr/local/bin/lzip  -­9q  "$File"  

  

        until  scp  "${File}.lz"  "yourcompany.com:~oracle/arch-­$ORACLE_SID"  

        do  sleep  5  

        done  

  

        CURLOG=$NEXTCURLOG  

  

        File="$NextFile"  

  done  

  

  echo  $CURLOG  >  ~oracle/.curlog-­$ORACLE_SID  

  

)  9>~oracle/.processing_logs-­$ORACLE_SID

A standby server, or a DataGuard server in primitive standby  
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desired recovery point:

#  cat  ~oracle/archutils/delay-­lock.sh  

  

#!/bin/ksh93  

  

(  

  flock  -­n  9  ||  exit  1                            #  Critical  section-­only  one  process.  

  

  WINDOW=43200                                            #  12  hours  

  

  LOG_DEST=~oracle/arch-­$ORACLE_SID  

  

  OLDLOG_DEST=$LOG_DEST-­applied  

  

  function  fage  {  print  $((  $(date  +%s)  -­  $(stat  -­c  %Y  "$1")  ))  

    }  #  File  age  in  seconds  -­  Requires  GNU  extended  date  &  stat  

  

  cd  $LOG_DEST  

  

  of=$(ls  -­t  |  tail  -­1)                          #  Oldest  file  in  directory  

  

  [[  -­z  "$of"  ||  $(fage  "$of")  -­lt  $WINDOW  ]]  &&  exit  

  

  for  x  in  $(ls  -­rt)                                        #  Order  by  ascending  file  mtime  

  do  if  [[  $(fage  "$x")  -­ge  $WINDOW  ]]  

        then  y=$(basename  $x  .lz)                    #  lzip  compression  is  optional  

  

                  [[  "$y"  !=  "$x"  ]]  &&  /usr/local/bin/lzip  -­dkq  "$x"  

  

                  $ORACLE_HOME/bin/sqlplus  '/  as  sysdba'  >  /dev/null  2>&1  <<-­EOF  

      recover  standby  database;;  

      $LOG_DEST/$y  

      cancel  

      quit  

      EOF  
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                  [[  "$y"  !=  "$x"  ]]  &&  rm  "$y"  

  

                  mv  "$x"  $OLDLOG_DEST  

        fi  

  

  done  

)  9>  ~oracle/.recovering-­$ORACLE_SID

tools to control concurrency, which is a common issue when using 

introduce many improvements to these approaches.

The incron System

repository, you can load it with yum:

#  yum  install  incron  

Loaded  plugins:  langpacks,  ulninfo  

Resolving  Dependencies  

-­-­>  Running  transaction  check  

-­-­-­>  Package  incron.x86_64  0:0.5.10-­8.el7  will  be  installed  

-­-­>  Finished  Dependency  Resolution  

  

Dependencies  Resolved  

  

=================================================================  

  Package              Arch              Version                      Repository        Size  

=================================================================  

Installing:  
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  incron                x86_64          0.5.10-­8.el7            epel                    92  k  

  

Transaction  Summary  

==================================================================  

Install    1  Package  

  

Total  download  size:  92  k  

Installed  size:  249  k  

Is  this  ok  [y/d/N]:  y  

Downloading  packages:  

incron-­0.5.10-­8.el7.x86_64.rpm                                            |    92  kB      00:01            

Running  transaction  check  

Running  transaction  test  

Transaction  test  succeeded  

Running  transaction  

    Installing  :  incron-­0.5.10-­8.el7.x86_64                                                    1/1    

    Verifying    :  incron-­0.5.10-­8.el7.x86_64                                                    1/1    

  

Installed:  

    incron.x86_64  0:0.5.10-­8.el7                                                                                                      

  

Complete!

On a systemd distribution with the appropriate service units, you can 

#  systemctl  start  incrond  

#  systemctl  enable  incrond  

Created  symlink  from  

      /etc/systemd/system/multi-­user.target.wants/incrond.service  

to  /usr/lib/systemd/system/incrond.service.

<path>  <mask>  <command>
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Below is an example entry that was set with the -­e option:

$  incrontab  -­e                #vi  session  follows  

  

$  incrontab  -­l  

/tmp/  IN_ALL_EVENTS  /home/luser/myincron.sh  $@  $%  $#

You can record a simple script and mark it with execute permission:

$  cat  myincron.sh  

#!/bin/sh  

  

echo  -­e  "path:  $1  op:  $2  \t  file:  $3"  >>  ~/op  

  

$  chmod  755  myincron.sh

$  cat  ~/op  

  

path:  /tmp/  op:  IN_ATTRIB              file:  hello  

path:  /tmp/  op:  IN_CREATE              file:  hello  

path:  /tmp/  op:  IN_OPEN                  file:  hello  

path:  /tmp/  op:  IN_CLOSE_WRITE    file:  hello  

path:  /tmp/  op:  IN_OPEN                  file:  passwd  

path:  /tmp/  op:  IN_CLOSE_WRITE    file:  passwd  

path:  /tmp/  op:  IN_MODIFY              file:  passwd  

path:  /tmp/  op:  IN_CREATE              file:  passwd  

path:  /tmp/  op:  IN_DELETE              file:  passwd  

path:  /tmp/  op:  IN_CREATE              file:  goodbye  

path:  /tmp/  op:  IN_ATTRIB              file:  goodbye  

path:  /tmp/  op:  IN_OPEN                  file:  goodbye  

path:  /tmp/  op:  IN_CLOSE_WRITE    file:  goodbye  

path:  /tmp/  op:  IN_DELETE              file:  hello  

path:  /tmp/  op:  IN_DELETE              file:  goodbye

FEATURE: Linux Filesystem Events with inotify

LJ280-Aug2017.indd   104 7/19/17   12:54 PM

http://www.linuxjournal.com


105  |  August 2017  |  http://www.linuxjournal.com

IN_CLOSE_WRITE event on a directory object is  
 

 

$  man  5  incrontab  |  col  -­b  |  sed  -­n  '/EVENT  SYMBOLS/,/child  process/p'  

  

EVENT  SYMBOLS  

  

These  basic  event  mask  symbols  are  defined:  

  

IN_ACCESS                    File  was  accessed  (read)  (*)  

IN_ATTRIB                    Metadata  changed  (permissions,  timestamps,  extended  

                                      attributes,  etc.)  (*)  

IN_CLOSE_WRITE          File  opened  for  writing  was  closed  (*)  

IN_CLOSE_NOWRITE      File  not  opened  for  writing  was  closed  (*)  

IN_CREATE                    File/directory  created  in  watched  directory  (*)  

IN_DELETE                    File/directory  deleted  from  watched  directory  (*)  

IN_DELETE_SELF          Watched  file/directory  was  itself  deleted  

IN_MODIFY                    File  was  modified  (*)  

IN_MOVE_SELF              Watched  file/directory  was  itself  moved  

IN_MOVED_FROM            File  moved  out  of  watched  directory  (*)  

IN_MOVED_TO                File  moved  into  watched  directory  (*)  

IN_OPEN                        File  was  opened  (*)  

  

When  monitoring  a  directory,  the  events  marked  with  an  asterisk  (*)  

above  can  occur  for  files  in  the  directory,  in  which  case  the  name  

field  in  the  returned  event  data  identifies  the  name  of  the  file  within  

the  directory.  

  

The  IN_ALL_EVENTS  symbol  is  defined  as  a  bit  mask  of  all  of  the  above  

events.  Two  additional  convenience  symbols  are  IN_MOVE,  which  is  a  com-­  

bination  of  IN_MOVED_FROM  and  IN_MOVED_TO,  and  IN_CLOSE,  which  combines  

IN_CLOSE_WRITE  and  IN_CLOSE_NOWRITE.  

  

The  following  further  symbols  can  be  specified  in  the  mask:  
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IN_DONT_FOLLOW         Don't  dereference  pathname  if  it  is  a  symbolic  link  

IN_ONESHOT        Monitor  pathname  for  only  one  event  

IN_ONLYDIR        Only  watch  pathname  if  it  is  a  directory  

  

Additionally,  there  is  a  symbol  which  doesn't  appear  in  the  inotify  sym-­  

bol  set.  It  is  IN_NO_LOOP.  This  symbol  disables  monitoring  events  until  

the  current  one  is  completely  handled  (until  its  child  process  exits).

Path Units under systemd

in a l ighthearted article by Paul Brown at OCS-Mag  

$  man  systemd.path  |  col  -­b  |  sed  -­n  '/Internally,/,/systems./p'  

  

Internally,  path  units  use  the  inotify(7)  API  to  monitor  file  systems.  

Due  to  that,  it  suffers  by  the  same  limitations  as  inotify,  and  for  

example  cannot  be  used  to  monitor  files  or  directories  changed  by  other  

machines  on  remote  NFS  file  systems.

Note that when a systemd path unit spawns a shell script, the 
$HOME ~  
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$  cat  /etc/systemd/system/oralog.path  

  

[Unit]  

Description=Oracle  Archivelog  Monitoring  

Documentation=http://docs.yourserver.com  

  

[Path]  

PathChanged=/home/oracle/arch-­orcl/  

  

[Install]  

WantedBy=multi-­user.target

PathChanged parameter above roughly corresponds to the 
close-­write

is limited to PathExists, PathChanged and PathModified, which are 
described in man  systemd.path.

$  cat  /etc/systemd/system/oralog.service  

  

[Unit]  

Description=Oracle  Archivelog  Monitoring  

Documentation=http://docs.yourserver.com  

  

[Service]  

Type=oneshot  

Environment=ORACLE_SID=orcl  

ExecStart=/bin/sh  -­c  '/root/process_logs  >>  /tmp/plog.txt  2>&1'

oneshot parameter above alerts systemd that the program that it 
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systemctl  start

error is using it on the service unit, which will directly run the handler only 

are not represented here. Perhaps it will come in time.

Conclusion

watches, and system administrators should be liberal in educating the 
user community that the classic crontab is not an appropriate place to 

happier administrators.

Charles Fisher has an electrical engineering degree from the University of Iowa and works as a 
systems and database administrator for a Fortune 500 mining and manufacturing corporation. 
He has previously published both journal articles and technical manuals on Linux for UnixWorld 
and other McGraw-Hill publications.
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Archiving /etc/passwd

Tracking changes to the password file involves many different types of 

inotify triggering events. The vipw utility commonly will make changes 

to a temporary file, then clobber the original with it. This can be seen 

when the inode number changes:

#  ll  -­i  /etc/passwd  

199720973  -­rw-­r-­-­r-­-­  1  root  root  3928  Jul    7  12:24  /etc/passwd  

    

#  vipw  

[  make  changes  ]  

You  are  using  shadow  passwords  on  this  system.  

Would  you  like  to  edit  /etc/shadow  now  [y/n]?  n  

    

#  ll  -­i  /etc/passwd  

203784208  -­rw-­r-­-­r-­-­  1  root  root  3956  Jul    7  12:24  /etc/passwd

The destruction and replacement of /etc/passwd even occurs with 

setuid binaries called by unprivileged users:

$  ll  -­i  /etc/passwd  

203784196  -­rw-­r-­-­r-­-­  1  root  root  3928  Jun  29  14:55  /etc/passwd  

    

$  chsh  

Changing  shell  for  fishecj.  

Password:  

New  shell  [/bin/bash]:  /bin/csh  

Shell  changed.  

    

$  ll  -­i  /etc/passwd  

199720970  -­rw-­r-­-­r-­-­  1  root  root  3927  Jul    7  12:23  /etc/passwd

For this reason, all inotify triggering events should be considered when 
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tracking this file. If there is concern with an inotify queue  

overflow (in which events are lost), then the OPEN, ACCESS and  

CLOSE_NOWRITE,CLOSE triggers likely can be immediately ignored.

All other inotify events on /etc/passwd might run the following  

script to version the changes into an RCS archive and mail them  

to an administrator:

#!/bin/sh  

    

#  This  script  tracks  changes  to  the  /etc/passwd  file  from  inotify.  

#  Uses  RCS  for  archiving.  Watch  for  UID  zero.  

    

PWMAILS=Charlie.Root@openbsd.org  

    

TPDIR=~/track_passwd  

    

cd  $TPDIR  

    

if  diff  -­q  /etc/passwd  $TPDIR/passwd  

then  exit                                                                                  #  they  are  the  same  

else  sleep  5                                                                            #  let  passwd  settle  

          diff  /etc/passwd  $TPDIR/passwd  2>&1  |                #  they  are  DIFFERENT  

          mail  -­s  "/etc/passwd  changes  $(hostname  -­s)"  "$PWMAILS"  

          cp  -­f  /etc/passwd  $TPDIR                                          #  copy  for  checkin  

    

#        "SCCS,  the  source  motel!  Programs  check  in  and  never  check  out!"  

#          -­-­  Ken  Thompson  

    

          rcs  -­q  -­l  passwd                                                        #  lock  the  archive  

          ci  -­q  -­m_  passwd                                                        #  check  in  new  ver  

          co  -­q  passwd                                                                #  drop  the  new  copy  

fi  >  /dev/null  2>&1
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Here is an example email from the script for the above chfn operation:

-­-­-­-­-­Original  Message-­-­-­-­-­  

From:  root  [mailto:root@myhost.com]    

Sent:  Thursday,  July  06,  2017  2:35  PM  

To:  Fisher,  Charles  J.  <Charles.Fisher@myhost.com>;;  

Subject:  /etc/passwd  changes  myhost  

    

57c57  

<  fishecj:x:123:456:Fisher,  Charles  J.:/home/fishecj:/bin/bash  

-­-­-­  

>  fishecj:x:123:456:Fisher,  Charles  J.:/home/fishecj:/bin/csh

Further processing on the third column of /etc/passwd might detect 

UID zero (a root user) or other important user classes for emergency 

action. This might include a rollback of the file from RCS to /etc and/or 

SMS messages to security contacts.
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diversely resilient networks which enable persistent availability with or 

a cryptographic hash. IPFS removes duplications across the network and 

and countless other things built in the 

still transcendent protocols. IPFS is one 
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