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Current_Issue.tar.gz

Arrogance, 
the Biggest 
Linux Security 
Problem

L those with malicious intent. It used to be that people 
with Windows 95 were the only ones getting viruses 

Linux migrated to the cloud. Now, basically everything runs 

is important and realize it’s a topic that needs to be 
approached proactively. So this month, we look at some 
great ways to make our world a little more secure.

machines on your network using strong SSH keys and Parallel 

just execute remote commands on multiple computers over  

VIDEO:  
Shawn 
Powers  
runs 
through 
the latest 
issue.

SHAWN 
POWERS

Shawn Powers is the 
Associate Editor for 
Linux Journal. He’s  
also the Gadget Guy  
for LinuxJournal.com,  
and he has an  
interesting collection  
of vintage Garfield  
coffee mugs. Don’t  
let his silly hairdo  
fool you, he’s a  
pretty ordinary guy  
and can be reached  
via email at  
shawn@linuxjournal.com.  
Or, swing by the  
#linuxjournal IRC  
channel on  
Freenode.net.
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I previously mentioned the cloud and how Linux is a vital part in almost all 

is instant, it means your cluster can grow and shrink as you need it, saving tons 

and the compute instances are spun up in the cloud only as needed.

 
to read Kyle’s column!

another language, like Python.

evaluation tools in order to make a guessing game. Along the way, you’ll learn 

more complicated and usable code. As usual, Dave teaches valuable skills while 

We also have new products, reviews, tech tips and all the other goodies you’ve 
Linux Journal. So whether you’re trying 

and want to do it in a wise and secure 

and we’ll see you again next month!

Current_Issue.tar.gz
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Cheap Android Device for Testing Apps

apps. Can you give me a pointer to the issue where you discussed that, 
or a pointer to what is on the market that might work?
—Bob Rader

Shawn Powers replies: The article was in issue 251, March 2015. I 
haven’t looked at it in a while, and although conceptually, I’m sure it’s 
still valid, the phones listed are way outdated. I’m currently using a Sony 
Xperia Z5 Compact, which is also a bit outdated, but it still works fast 
enough for playing audio and such. I actually had Cricket Wireless service 
on the phone for a few months, but I let that expire and just use it with 
Wi-Fi now. I’m extremely happy with the device after rooting it. I went 
with the Z5 because it was small, but if size isn’t an issue, any Android 
phone from a generation or two back would be more than adequate for 
such things. Just do research in advance to make sure it’s easy to root, 
because that is essential for most nerdy endeavors!

BYOC Part III, Replacing btools with ClusterShell

suggest giving a try to ClusterShell, which is a Python tool and library 

[ LETTERS ]LETTERS

NEXT  
UpFront

PREVIOUS  
Current_Issue.tar.gz
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remote copy and so on:

bexec  <command>  -­>  clush  -­a  <command>  

bpush  <file>  <destfile>-­>  clush  -­a  -­-­copy  <file>  [-­-­dest  <destfile>]

See .
—Aurélien Cedeyn

Nathan Vance, Michael Poublon and William 
Polik reply: Thanks for your interest in cluster 
computing. There are excellent packages for 
administering nodes on a production cluster, such as 
ClusterShell (clush) or Cluster Command & Control 
(C3). The purpose of btools is to demonstrate a 
minimal, self-contained set of tools for cluster 
management. Any Linux users can then understand 
what is happening under the hood when they  
“Build Your Own Cluster (BYOC)”!

A General Request

would just strongly encourage the Linux community 
to try to debug old problems rather than make new 

most humans to keep up with.
—Sujan Swearingen

Shawn Powers replies: I understand and largely 
agree with your sentiment. As someone who has 
“re-invented the wheel” a few times, however, I 
can attest that sometimes figuring out someone 
else’s work takes more time than starting from 

At Your Service

SUBSCRIPTIONS: Linux Journal is available 
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.epub, .mobi and an online digital edition, 
as well as apps for iOS and Android devices. 
Renewing your subscription, changing your 
email address for issue delivery, paying your 
invoice, viewing your account details or other 
subscription inquiries can be done instantly 
online: http://www.linuxjournal.com/subs. 
Email us at subs@linuxjournal.com or reach 
us via postal mail at Linux Journal, PO Box 
980985, Houston, TX 77098 USA. Please 
remember to include your complete name 
and address when contacting us.

ACCESSING THE DIGITAL ARCHIVE: 
Your monthly download notifications 
will have links to the various formats 
and to the digital archive. To access the 
digital archive at any time, log in at 
http://www.linuxjournal.com/digital.

LETTERS TO THE EDITOR: We welcome your 
letters and encourage you to submit them 
at http://www.linuxjournal.com/contact or 
mail them to Linux Journal, PO Box 980985, 
Houston, TX 77098 USA. Letters may be 
edited for space and clarity.

WRITING FOR US: We always are looking 
for contributed articles, tutorials and 
real-world stories for the magazine. 
An author’s guide, a list of topics and 
due dates can be found online:  
http://www.linuxjournal.com/author.
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editors publish newsletters on both  
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tricks, an inside look at upcoming issues  
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http://www.linuxjournal.com. Subscribe 
for free today: http://www.linuxjournal.com/
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ADVERTISING: Linux Journal is a great 
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information: ads@linuxjournal.com or  
+1 713-344-1956 ext. 2.

LETTERS
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scratch. That’s not necessarily the fault of the original developer. 
As busy geeks, we tend to take the avenue of least resistance, and 
unfortunately, that often means leaving a trail of destruction and 
abandonment in our wake. Yours is a good reminder though that  
open source was built on the shoulders of those who came before. 
If we can build on the success of someone else, it will make an even 
better product in the end.

Purism
.

—John

Shawn Powers replies: I’m pretty sure that LJ columnist Kyle Rankin is 
chairman of the advisory board for that company. I know Kyle uses Purism 
laptops, and he has at least mentioned them from time to time in articles 
(search for “Purism” on http://www.linuxjournal.com to find them). 
Nevertheless, you’re correct; Purism is awesome and deserves attention!

Comments on Charles Fisher’s inotify Article
Having needed to solve a similar problem in the past, I was very 

 

—Todd Campbell

Charles Fisher responds: Assuming that the remote NFS server is 

LETTERS
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running Linux, this seems reasonable (although I have not tested it). There 
have been several Linux NFS implementations, starting with the user-space 
server in the 1990s and proceeding through all the protocol versions as 
they were introduced and implemented in the kernel. I’d be confident 
that inotify would function properly in most of them, but not certain.

Obviously, any other file sharing protocol will have even bigger problems 
(for example, SMB), and if the remote server is not Linux, inotify is not 
a workable tool. I might also point out that one of my mentions of this 
was a direct quote from a systemd manual page, and it might be a hard 
sell to get that changed.

Banana Backup Article
I much enjoyed Kyle Rankin’s “Banana Backups” article on using 

storeBackup. I have been using it on both my personal Bodhi Linux 
laptop where I do my daily work as well as on the little home server  

all my contacts, calendar, legal documents photos and music. So it’s a lot 

storeBackup is a Perl application that is very simple to set up with a single 

links and compression to reduce disk storage size.

Linux and Perl and open source, it is a solid solution in my experience and 
worth mentioning.

—Wes Wieland

LETTERS
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It’s Time for a Linux Live CD That Works for Netflix

—Stephen

Shawn Powers replies: DRM is the bane of our open-source hearts, 
isn’t it? I get so frustrated trying to make such things work on my 
system, that I have resorted to using apps and/or devices like Roku in 
order to watch streaming media. Well, honestly, I usually use Plex to 
stream media, but that requires an entire DVR system, which sort of 
takes away the whole point of Netflix, Hulu, Amazon Video and so on.  
I don’t have a great answer, other than perhaps resort to a tablet with 
an Android app, as those are almost always going to be updated and 
will work well. I wish I was more help!

Linux Live CD with VPN Included
 

any company 

When the above was posted on a Mint help chat session, these were  
the responses:

LETTERS
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 Persistence install may help.

 

solution to my dilemma!
—Stephen

Shawn Powers replies: Stephen, like your Netflix question, I don’t 
have a perfect answer. Rather than a live CD or a USB drive, perhaps a 
distribution like Qubes would work for you? I realize that’s switching 
distributions, which you wanted to avoid, but if security is a concern,  
it might be worth considering. Apart from that, I think the USB drive  
with persistence is the best option.

Firewall Help?

modem and my internal network. Although the ISP modem contains  

LETTERS
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with inside IPs.

—Patrick Op de Beeck

Shawn Powers replies: Although certainly possible with Linux,  
I have to admit for instances like this, I usually go to pfSense. It’s  
BSD-based, but it has a very powerful interface and an even more 
powerful system beneath. It’s open source and free to install anywhere. 
The company does sell hardware through a partner, but the firewall 
can be installed on any system. If you do something on your own, 
maybe pitch the idea to us at ljeditor@linuxjournal.com; perhaps  
your experience will make a good article!

LETTERS

PHOTOS
Send your Linux-related photos to  
ljeditor@linuxjournal.com, and 
we'll publish the best ones here.

RETURN TO CONTENTS

WRITE LJ A LETTER 
We love hearing from our  
readers. Please send us your 
comments and feedback via  
http://www.linuxjournal.com/contact.
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UPFRONT 
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NEXT  
Editors’ Choice

PREVIOUS  
Letters

diff -u

Salvatore Mesoraca
hostile users to trick regular users into putting sensitive data into 

the system. Regular users then innocently would use the regular piece 

instead and send the sensitive data right into the attacker’s hands.

LJ283-Nov2017.indd   18 10/19/17   2:18 PM
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UPFRONT

Kees Cook was thri l led to see this particular security hole plugged. 
He had a couple coding suggestions and also suggested documenting 
an example attack that Salvatore’s patch would stop.

But, Alexander Peslyak

attacks are simpler.” He pointed out that symbolic l inks also were 
 

/dev/shm and other potential target directories entirely unwriteable 

l ike this by more people.”

ABI preservation 
in the importance given them by Linus Torvalds and others. Now 
that Linux systems are being targeted more seriously by government 

Microsoft sti l l  rel ies so much on 

We don’t usually get to see Linus taking the lead on a particular 

created Git BitKeeper

But recently, Linus did take the reins on a lesser project. Masahiro 

19  |  November 2017  |  http://www.linuxjournal.com
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UPFRONT

Yamada
Flex and Bison

kbuild recently had added 
 
 

Linus took a look at the situation, and said, “Yeah, I think we 
probably should do that.”

regenerated improperly because gperf changed its behavior in version 

doesn’t seem to generate any version markers.”
He worked around that particular problem by hand, only to run into 

a similar problem elsewhere.
 

can solve the versioning thing easily, I certainly don’t mind getting rid 

onus on the kernel build system.”
However, he also added the caveat, “the traditional way to handle 

LJ283-Nov2017.indd   20 10/19/17   2:18 PM
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UPFRONT

something else that could do the same work. And he added, “I assume 

annoying stupid version issues with it.”

system and included many warnings that the code might be completely 

A couple weeks later, Masahiro noticed that Linus’ patch had  
 

He reported that with CONFIG_MODVERSIONS enabled, he saw a lot  

Linus looked it over, but wasn’t able to see the problem. He hadn’t 
used Modversions when he’d tested his patch, but said he’d take a 

git  clean  -­dqfx

that had slipped past his normal build test, but that clearly were visible 

how things clearly still work

hadn’t realized.”

So apparently, the kernel build system now will depend on tools 

LJ283-Nov2017.indd   21 10/19/17   2:18 PM
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UPFRONT

sources at build time, rather than storing the 

development time.
It’s hard to tell when Linus will dive into a 

diversion that happened to interest him at 

way, allowing many competing projects to vie 

new project.—Zack Brown

THEY 
SAID IT
You must  
lose a fly to  
catch a trout.
—George Herbert

I am looking for 
a lot of men who 
have an infinite 
capacity to not 
know what can’t 
be done.
—Henry Ford

Success isn’t 
permanent,  
and failure  
isn’t fatal.
—Mike Ditka

The only people 
who can change 
the world are 
people who 
want to. And not 
everybody does.
—Huge Macleod

There are some 
things you  
learn best in 
calm, and some 
in storm.
—Willa Cather
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Spyders for Science
to consider is the spyder package, which is included in the basic 

programming within Python.
You probably will want to have the latest version available, because  

Anaconda installation is up to date with the command:

conda  update  anaconda

Navigator, you simply can click the spyder icon.

Figure 1. The Anaconda Navigator provides a graphical interface for interacting with your 
installation of Anaconda.

LJ283-Nov2017.indd   23 10/19/17   2:18 PM

http://www.linuxjournal.com


24  |  November 2017  |  http://www.linuxjournal.com

UPFRONT

typing spyder and pressing enter. You may get a pop up window saying 

Once you have spyder started, you should see an open editor window 

hand side.

and their layout within the window.
You can begin working with spyder immediately in the console window. 

use to interact with the Python engine directly. It works, essentially, the 

like display variables and their contents within the variable explorer.

Figure 2. Starting up spyder gives you an empty editor window to start your first project.
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Figure 3. You can interact directly with the IPython console.

Figure 4. Spyder includes a front end, allowing you to interact with ipdb, the IPython debugger.
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UPFRONT

Python code, you can click the green arrow icon, click the menu item 
Run

the menu item Debug
debugger, which lets you step through your code one line at a time.

You can gain more control over the debugging by adding breakpoints to 

You’ll probably want to start with a static code analysis. Run it by clicking 
the “Source
will run the analysis and will provide the results in a new pane that will 

Figure 5. You can run a static code analysis to check for syntactic errors.
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catch the most obvious errors.
Once you have code that actually works, the next step is to check that 

Run

conda  install  -­c  spyder-­ide  spyder-­line-­profiler

Figure 6. When you run the profiler, you’ll get a display of how much time is being used in 
each function.
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UPFRONT

“Run
get the results in a new output pane.

You can look at how much time is spent on each line, both per hit and 

Along with optimizing time, the other parameter you’ll want to look at 

conda  install  -­c  spyder-­ide  spyder-­memory-­profiler

Figure 7. You can use the line profiler to see how efficient functions are in more detail.
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Figure 8. There is a memory profiler plugin for spyder that allows you to figure out how to 
optimize memory usage.

Figure 9. By default, spyder allows you to generate plots within the IPython console.
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UPFRONT

inline within the IPython console.

 

window instead.

And, that should be enough to get started using spyder in your 
computational science problems. In my next article, I’ll look at the version 

Figure 10. You can change the preferences on how plots are generated and displayed.
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ecological niches.—Joey Bernard

Figure 11. Generating plots in their own window allows for more interaction.
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UPFRONT

Where Wire  
Won’t Work

new products. I’ve never had property with acreage, and so the 

Figure 1. The Farm
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the remote APs in the barn. I set 
them up in WPS bridge mode, 
which involves entering the MAC 

other, and pointed them in the 

throughput is amazing, and since 
they’re using the uncluttered 5GHz 

issues with my other devices. I do 
wish the “signal strength” meter 
worked in WPS Bridge mode, but 

lights to work. You have to check 
the dB strength via the web 

 
a solid connection.

Honestly, once they’re set up, 

have an outbuilding or need to 
extend network coverage across 
an area that would be challenging 

bridges work as advertised!
—Shawn Powers

Figure 2. The EnGenius ENH500  
Outdoor Wireless Bridge
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UPFRONT

The Last Mile

is it impossible to stream HD video, it’s almost impossible to browse the 
internet at all!

https://unlimitedlteadvanced.com

 

see

crowded is slim to none.
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might look like until you get the hardware.

noticed any issues with data caps or throttl ing, even when streaming 

—Shawn Powers
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UPFRONT

Security Cameras,  
Free Software

camera system a try. I’m happy to say, it works just as well as the  
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http://video.ubnt.com

to power the cameras.
 

 

—Shawn Powers
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No Snooze  
for You!
I realized a while back that I’ve started setting 
my alarm an hour early so I can snooze over and 

good sleep, I decided I needed a change. 

things like math problems that must be solved or violently shaking your 

that must be visited and photographed in order to stop the alarm.

probably visit the bathroom while my Keurig brews a cup, but by that 
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this case, the sadistic, cruel 
developer! Check out Alarmy 
at the Google Play Store: 
https://play.google.com/
store/apps/details?id=droom.

.

here at Linux Journal, so 
thanks to Alarmy’s annoyingly 

users to wake up, it gets this 

but we don’t have an award 
—Shawn Powers

EDITORS' CHOICE
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AT THE FORGE

REUVEN M. 
LERNER

Reuven M. Lerner, a  
longtime Web developer, 
offers training and  
consulting services in 
Python, Git, PostgreSQL 
and data science. He has 
written two programming 
ebooks (Practice Makes 
Python and Practice Makes 
Regexp) and publishes  
a free weekly newsletter  
for programmers, at  
http://lerner.co.il/ 
newsletter. Reuven tweets 
at @reuvenmlerner and 
lives in Modi’in, Israel, with 
his wife and three children.

Launching 
External 
Processes in 
Python
Think it’s complex to connect your Python  
program to the UNIX shell? Think again!

IN MY PAST FEW ARTICLES, I’ve been looking into 

with threads is that they are relatively easy to work 
with and let you share data among threads without 

because data isn’t shared, and Python data structures 

that only one thread runs at a time.

NEXT  
Dave Taylor’s  
Work the Shell

PREVIOUS  
Editors’ Choice
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AT THE FORGE

because while only one thread runs at a time, a thread gives up control 

actually doing something?

circumstances: processes
run it in a new process!

So in this article, I take an initial look at working with processes in 
Python to do a very common task: invoking external commands. In so 
doing, I also cover how working with processes is structured, leading 
to my next article’s topic: the “multiprocessing” module.

Process Basics
For Linux users, nothing is more basic and everyday than a process. 

processes. When I invoke ls on the command line, I’m starting a 
process. And when I tell my computer to shut down, it does so by 

at a particular moment in time. A process has code that is running 

keyboards and screens.
A single Linux machine can run many, many processes at once. For 
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work among those cores.

up a process and even retrieve the result. For example, you can invoke the 
ls program in a new process and then view the results:

>>>  subprocess.check_output('ls')

ls 

things printed nicely. In such a case, you don’t want to view the string 

>>>  print(subprocess.check_output('ls'))

subprocess.check_output returns a 

that when you print a bytestring, Python doesn’t actually go to a new line 
when it sees \n.

You can get around this problem by telling Python to interpret newline 

>>>  print(subprocess.check_output('ls',  universal_newlines=True))

ls  -­l. Let’s try that:

>>>  print(subprocess.check_output('ls  -­l',  universal_newlines=True))
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When you do that, you get:

Traceback  (most  recent  call  last):  

    File  "<stdin>",  line  1,  in  <module>  

    File  "/usr/local/Cellar/python3/3.6.2/Frameworks/  

Python.framework/Versions/3.6/lib/python3.6/subprocess.py",  

   line  336,  in  check_output  

        **kwargs).stdout  

    File  "/usr/local/Cellar/python3/3.6.2/Frameworks/  

Python.framework/Versions/3.6/lib/python3.6/subprocess.py",  

   line  403,  in  run  

        with  Popen(*popenargs,  **kwargs)  as  process:  

    File  "/usr/local/Cellar/python3/3.6.2/Frameworks/  

Python.framework/Versions/3.6/lib/python3.6/subprocess.py",  

   line  707,  in  __init__  

        restore_signals,  start_new_session)  

    File  "/usr/local/Cellar/python3/3.6.2/Frameworks/  

Python.framework/Versions/3.6/lib/python3.6/subprocess.py",  

   line  1333,  in  _execute_child  

        raise  child_exception_type(errno_num,  err_msg)  

FileNotFoundError:  [Errno  2]  No  such  file  or  directory:  'ls  -­l'

process, giving it the Linux command ls  -­l. You might think that 
this is normal and reasonable, since running ls  -­l is something you 

ls  
is the command, and -­l

 

>>>  print(subprocess.check_output(['ls',  '-­l'],  universal_newlines=True))
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>>>  print(subprocess.check_output(['ls',  '-­l',  'urls.txt'],  

>>>  universal_newlines=True))

 
try this:

>>>  print(subprocess.check_output(['ls',  '-­l',  *.txt'],    

   universal_newlines=True))  

  

>>>  print(subprocess.check_output(['ls',  '-­l',  '*.txt'],  

>>>  universal_newlines=True))  

ls:  cannot  access  '*.txt':  No  such  file  or  directory  

Traceback  (most  recent  call  last):  

    File  "<stdin>",  line  1,  in  <module>  

    File  "/usr/local/Cellar/python3/3.6.2/Frameworks/  

Python.framework/Versions/3.6/lib/python3.6/subprocess.py",  

   line  336,  in  check_output  

        **kwargs).stdout  

    File  "/usr/local/Cellar/python3/3.6.2/Frameworks/  

Python.framework/Versions/3.6/lib/python3.6/subprocess.py",  

   line  418,  in  run  

        output=stdout,  stderr=stderr)  

subprocess.CalledProcessError:  Command  '['ls',  '-­l',  '*.txt']'    

   returned  non-­zero  exit  status  2.

 
while you might think that Linux always knows that * represents  

 
 

dividing things up and then passing them along to the underlying 
operating system.

can invoke the same call once again, but tell Python to pass the 
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>>>  print(subprocess.check_output(['ls',  '-­l',  '*.txt'],  

                                                                    shell=True,  

                                                                    universal_newlines=True))

 
and then printed it out.

shell=True 
in your call to subprocess.check_output

untrusted user, that person can insert arbitrary commands into the 
system on which check_output is running. Be sure to consider the 

shell=True

More Generally
subprocess.check_output

ls and put it 

ls  -­l  >  file-­list.txt

subprocess.run

You can try this:

>>>  subprocess.run(['/bin/ls',  '-­l'],  universal_newlines=True)

As you can see, subprocess.run  takes many similar arguments to 
subprocess.check_output

return a string, even when universal_newlines is set to True. 
subprocess.CompletedProcess, 
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You can grab this, and then see what the CompletedProcess contains:

>>>  cp  =  subprocess.run(['/bin/ls',  '-­l'],  universal_newlines=True)  

>>>  vars(cp)

You’ll get back:

{'args':  ['/bin/ls',  '-­l'],  'returncode':  0,  'stderr':  None,  

'stdout':  None}

args

returncode is accurately showing 0, meaning that everything ended just 

to subprocess.run, you need to indicate where the output should go.

subprocess.PIPE stdout keyword argument:

>>>  cp  =  subprocess.run(['/bin/ls',  '-­l'],  stdout=subprocess.PIPE,  

>>>  universal_newlines=True)  

>>>  vars(cp)

{'args':  ['/bin/ls',  '-­l'],  

  'returncode':  0,  

  'stderr':  None,  

  'stdout':  'total  344\ndrwxr-­xr-­x    1454  reuven    staff    49436    

       Sep  17  09:29  Archive\ndrwxr-­xr-­x        37  reuven    staff      1

I’m not even going to show you the rest, because it’s so long, but the 
stdout value is precisely right.

You also can assign stderr to subprocess.PIPE in order to receive 

subprocess.PIPE, which lets you grab and work with the program’s 
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in Python is that you want to do something to the text, but this will work.
You might be wondering whether you can not only write to stderr and 

subprocess.run will do the rest. For example:

>>>  cp  =  subprocess.run(['/bin/cat',  '-­n'],  stdin=open('/etc/passwd'),  

                                        stdout=subprocess.PIPE,  universal_newlines=True)

In this case, you run /bin/cat with the -­n option, numbering the lines 

subprocess.PIPE

channel to external processes.
For me, the most interesting thing is the CompletedProcess cp

process. Note that subprocess.run
cp variable will be set. 

stdout, which is normally a bytestring, but 
universal_newlines to True.

Conclusion
You’ve now seen how you can use the “subprocess” module to communicate 

Rather, this shows, at some level, how Python works with processes and the 
basic ways in which it communicates with them, using bytestrings and pipes. 

the main thread, which is what you’re doing when using threads.
In my next article, I’ll discuss how you can break problems apart in 

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.

RETURN TO CONTENTS
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DAVE TAYLOR

Dave Taylor has been 
hacking shell scripts  
on UNIX and Linux  
systems for a really 
long time. He’s the  
author of Learning  
Unix for Mac OS X  
and Wicked Cool  
Shell Scripts. He can  
be found on Twitter  
as @DaveTaylor,  
and you can reach  
him through his  
tech Q&A site http://
www.AskDaveTaylor.com.

WORK THE SHELL

A Number-
Guessing 
Game
Guess a number—Dave writes a simple  
guessing game as a demonstration of how  
to produce clear, readable shell scripts and  
solve mathematical equations.

THERE ARE SOME BASIC COMPUTER ALGORITHMS 
THAT SUGGEST GAMES, weird as that may sound. 
One example leaps right to mind: search as a strategy 

game Mastermind is based on that, with its colored 

Let’s go simpler than that though. Let’s 

NEXT  
Kyle Rankin’s  
Hack and /

PREVIOUS  
Reuven M. Lerner’s  
At the Forge
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bc binary calculator is the tool 

You knew that, right?
bc

programs, bc
bc

echo  "scale=4;;(l($LISTSIZE)/l(2))"  |  bc  -­l

bc

error. D’oh.

they say in mathematics, but bc doesn’t have that either. Instead, 
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steps="$(echo  "scale=4;;(l($LISTSIZE)/l(2)+0.99)"  |  bc  -­l  \  

              |  cut  -­d.  -­f1)"

“n”, but that’s a breeze:

value=$((  (  $RANDOM  %  $LISTSIZE  )  +  1  ))

looping and prompting them again. It’s pretty simple, actually, and you 

Still here?
Okay, let’s proceed.
You’ll recall that echo  -­n

echo  -­n  "Enter  something:  "  

read  userinput

echo  -­n  "Your  guess:  "  

read  playerguess

 
 

 
 

just bad coding.
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while  [  /bin/true  ]  

do  

      statements    

done

Within the loop, end conditions must be checked, and when met, the 

pick  a  number  

while  looping  

      ask  for  guess  

      if  guess  =  number    

            you  got  it.    

      if  guess  <  number  

            too  low,  guess  higher  

      else  guess  >  number  

            too  high,  guess  lower  

loop

What does that look like as a shell script? Hey, I thought you’d never ask:

while  [  /bin/true  ]  ;;  do  

    /bin/echo  -­n  "Your  guess:  "  

    read  playerguess  

    if  [  $playerguess  -­eq  $value  ]  ;;  then  

        echo  -­n  "Got  it!  Nice.  That  took  you  $guess  guesses."  

        steps="$(echo  "scale=4;;(l($max)/l(2)+0.99)"  |  bc  -­l  \  

                      |  cut  -­d.  -­f1)"  

        echo  "I  can  solve  it  in  less  than  $steps  steps."  

        exit  0  
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    elif  [  $playerguess  -­lt  $value  ]  ;;  then  

        echo  "Nope.  Too  low."  

    else  

        echo  "Nah.  Too  high."  

    fi  

    guess=$((  $guess  +  1  ))                    #  another  guess...  

done

You can see that I’ve added a guess counter, ingeniously called 
guess, and that the player guess is, well, playerguess

tucked into the middle is a bit gnarly looking by comparison. It 

size when invoking the program, which easily can be done by having 
LISTSIZE

max=100                  #  maxvalue  

  

if  [  $#  -­gt  0  ]  ;;  then  

    max=$1  

fi

I  probably should check that the value is indeed an integer, but I’ l l 

more grammatically correct. Here’s a test:

$  guess-­number.sh  50  

  

Guess  my  number  between  1  and  50.  Ready?  Go!  

Guess  #1  is:  25  

Nah.  Too  high.  

Guess  #2  is:  20  

Nah.  Too  high.  

Guess  #3  is:  10  
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Nah.  Too  high.  

Guess  #4  is:  5  

Nope.  Too  low.  

Guess  #5  is:  6  

Nope.  Too  low.  

Guess  #6  is:  7  

Got  it!  Nice.  That  took  you  6  guesses.  

For  the  record,  I  would  have  solved  it  no  more  than  6  steps.

should divide the remaining values by two and make that your guess, 

MAXINT

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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Lightning 
Hacks:  
Qubes Tips
Learn a few tips to get the most out of your 
Qubes desktop.

EVERY SO OFTEN I WRITE A LIGHTNING HACKS 
PIECE IN THIS SPACE. 

talks so the speaker can present various ideas that 

Linux Journal in the past. While I’ve been using 

KYLE RANKIN

Kyle Rankin is VP of 
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author of many 
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Hardening in Hostile 

Networks, DevOps 

Troubleshooting and  
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for Linux Journal.  

Follow him @kylerankin.
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Clock In, Clock Out
Generally speaking, it’s a good idea to separate your personal and work 

you’ll want some way to switch between work and personal modes.

#!/bin/bash  

  

PERSONAL_VMS="fb  personal  personal-­web  vault  finance    

   writing  sys-­whonix"  

WORK_VMS="work  work-­web  stage  prod1  prod2  vault-­work"  

  

for  i  in  $PERSONAL_VMS;;  do  qvm-­shutdown  $i;;  done  

for  i  in  $WORK_VMS;;  do  qvm-­start  $i;;  done

#!/bin/bash  

  

PERSONAL_VMS="fb  personal  personal-­web  vault"  

WORK_VMS="work  work-­web  stage  prod1  prod2  vault-­work  stage-­gpg    

   prod-­gpg  sys-­vpn-­stage  sys-­vpn-­prod1  sys-­vpn-­prod2"  

  

for  i  in  $PERSONAL_VMS;;  do  qvm-­shutdown  $i;;  done  

for  i  in  $WORK_VMS;;  do  qvm-­start  $i;;  done
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start up when I clock in or out. By creating separate lists, I can make sure 

VM Selector for URLs

#!/bin/bash  

  

VM=$(zenity  -­-­list  -­-­title  'Open  in  which  VM?'  -­-­column='VM  Name'  \  

    untrusted  \  

    dispVM  \  

    personal-­web  \  

)    

  

if  [  "$VM"  ==  "dispVM"  ];;  then  

    qvm-­open-­in-­dvm  $@  

else  

    qvm-­open-­in-­vm  $VM  $@  

fi
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I use a separate one.

Obviously, you’ll want to customize the script to present your own 

assigned to a particular user name and password, and you can tell it to 

Conclusion

 
a particular browser without a prompt at all.
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or to ljeditor@linuxjournal.com.
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Ansible, Part 
IV: Putting It 
All Together
Roles are the most complicated and yet simplest 
aspect of Ansible to learn.

I’VE MENTIONED BEFORE THAT ANSIBLE’S  
AD-HOC MODE OFTEN IS OVERLOOKED AS  
JUST A WAY TO LEARN HOW TO USE ANSIBLE. 
I couldn’t disagree with that mentality any more 

playbooks and roles.

SHAWN 
POWERS

Shawn Powers is the 
Associate Editor for 
Linux Journal. He’s  
also the Gadget Guy  
for LinuxJournal.com,  
and he has an  
interesting collection  
of vintage Garfield  
coffee mugs. Don’t  
let his silly hairdo  
fool you, he’s a  
pretty ordinary guy  
and can be reached  
via email at  
shawn@linuxjournal.com.  
Or, swing by the  
#linuxjournal IRC  
channel on  
Freenode.net.
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Ad-hoc Mode

ansible  cadlab  -­b  -­m  yum  -­a  "name=vim  state=latest"

-­b signals to 
-­m means to use the yum module, 

and the -­a says what actions to take. In this case, it’s installing the latest 

something like this:

ansible  cadlab  -­b  -­m  service  -­a  "name=httpd  state=started    

   enabled=yes"

 
 

though, that’s when it makes sense to create a playbook, which is a text 

Playbook Mode

-­-­-­  

  

-­  hosts:  cadlab  

    tasks:  

    -­  name:  install  apache2  on  CentOS  

        yum:  name=httpd  state=latest  
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        notify:  start  httpd  

        ignore_errors:  yes  

  

    -­  name:  install  apache2  on  Ubuntu  

        apt:  update_cache=yes  name=apache2  state=latest  

        notify:  start  apache2  

        ignore_errors:  yes  

  

    handlers:  

    -­  name:  start  httpd  

        service:  name=httpd  enable=yes  state=started  

  

    -­  name:  start  apache2  

        service:  name=apache2  enable=yes  state=started

Mind you, this isn’t the most elegant playbook. It contains a single 

ignore_errors command is 

Again, this method works, but it’s not pretty. It would be much better 

more things tend to evolve into a “role” in Ansible.

Roles

roles/  

    webserver/  

        tasks/  

            main.yml  

        handlers/  
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            main.yml  

        vars/  

            main.yml  

        templates/  

            index.html.j2  

            httpd.conf.j2  

        files/  

            ntp.conf

using roles is that your playbooks can look as simple as this:

-­-­-­  

  

-­  hosts:  cadlab  

    roles:  

        -­  webserver

And then the “webserver” role will be applied to the group “cadlab” 

tasks/main.yml. Any handlers mentioned in that playbook will be 

share a “role” with others and they’ll know exactly what to do with 
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Sharing Roles: Ansible Galaxy

hard work. On a small scale, roles are a great way to share with your 

comes into play.

in the naming convention. I know I’m a bit silly in that regard, but just 

https://galaxy.ansible.com, 

For simply downloading and using other people’s roles, you don’t need 

Figure 1. Click that link to browse and search for roles.
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going to https://galaxy.ansible.com and clicking “Browse Roles” on the 

developer who has written at least one Ansible book that I’ve read 
and possibly others. He shares his roles, and I encourage you to check 

distribution and things like that. You can click on the role name and 

opposed to an Ansible Galaxy server. Since most developers keep their 

Figure 2. Jeff Geerling’s roles are always worth checking out.
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code on GitHub, they don’t need to remember to upload to Ansible 
Galaxy as well.

need to use a GitHub user name to upload them, because again, roles are 

learn how to use roles in your environment.

Using ansible-galaxy to Install Roles
It’s certainly possible to download an entire repository and then unzip the 

role. In order to use Ansible to download a role, you need to do this:

sudo  ansible-­galaxy  install  geerlingguy.apache

Notice two things. First, you need to execute this command with root 
ansible-­galaxy command will install 

inside your playbooks.

ansible-­galaxy

grep to narrow down roles by a single person. 
ansible-­galaxy search 
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a playbook like this:

-­-­-­  

-­  hosts:  cadlab  

    roles:  

        -­  geerlingguy.apache

Figure 3. I love the command line, but these search results are frustrating.
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structure inside /etc/ansible/roles/geerlingguy.apache/. It’s all right there 

Creating Your Own Roles

then create your own roles manually inside it, but ansible-­galaxy does 

ansible-­galaxy  init  roles/rolename

role. It doesn’t do anything magical, but as someone who has misspelled 

Sharing Your Roles
 

 
 

you have your roles on GitHub, you can use ansible-­galaxy to 
“import” them into the publicly searchable Ansible Galaxy site.  

ansible-­galaxy  login

Figure 4. Easy Peasy, Lemon Squeezy
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visited the Ansible Galaxy website and logged in with your GitHub 

Once you’re logged in, you can add your role by typing:

ansible-­galaxy  import  githubusername  githubreponame

-­no-­wait

you want, and the role wil l be imported in the background. I really 
don’t recommend doing this until you have created roles worth 

Figure 5. It drove me nuts trying to figure out why I couldn’t authenticate.
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From Here?
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NETGEAR 48-Port Gigabit Smart 
Managed Plus Switch (GS750E)

IP network, enabling network optimization and eliminating bottlenecks and 

https://www.netgear.com
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Zentera Systems, Inc.’s  
CoIP Security Enclave

especially in a hybrid environment where numerous applications and workloads 

Application Interlock, an existing security capability that allows companies to 

to access the enclave’s network. All other applications are locked out, greatly 

security policy across all environments.
https://zentera.net
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IBM’s LinuxONE  
Enterprise System

in the newly unveiled next generation 

which Big Blue describes as “the industry’s 

building security into applications, allowing developers to spend their 

https://www.ibm.com/linuxone

LJ283-Nov2017.indd   73 10/19/17   2:19 PM

http://www.linuxjournal.com
https://www.ibm.com/linuxone


NEW PRODUCTS

74  |  November 2017  |  http://www.linuxjournal.com

Murat Yener and Onur Dundar’s 
Expert Android St udio  
(Wrox Press)

Studio is what developers can 
accomplish with Wrox Press’ new 
book Expert Android Studio, states 

Murat Yener and Onur Dundar, both 
based at Intel, plugs the holes in 
one’s Android programing skills on 
the provided tools including Android 

tips on Android tools, development 
cycle, continuous integration, release 

guidance to experienced developers who want to go beyond the ordinary 
Expert Android 

Studio

the Native Development Kit and its integration with Android Studio, the 

http://www.wrox.com/WileyCDA
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vCISO Services, LLC’s  
CISO as a Service

CISO time or on a targeted project basis. Because vCISO Services operates 

 

policy and standard creation, vendor reviews, regulatory gap analysis and 
general interim and ongoing CISO activities.
https://vcisoservices.com

LJ283-Nov2017.indd   75 10/19/17   2:19 PM

http://www.linuxjournal.com
https://vcisoservices.com


NEW PRODUCTS

76  |  November 2017  |  http://www.linuxjournal.com

Attala Systems’ Composable 
Storage Infrastructure

servers and data nodes. By eliminating legacy storage management layers, 

https://www.attalasystems.com
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VMware Workstation

types, both enable multiple operating systems to run as virtual machines 

designing, testing and operating data centers and networks. Key new 

 

seeking to run a single virtual 
machine on a corporate or BYO 

https://www.vmware.com
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I  

 

 
 

It is with considerable sadness that, during this SMB catastrophe, we 

in Linux Journal
http://www.linuxjournal.com/content/

Linux servers. Whether this is due to security situations or other concerns 

Secure SSH Keypairs
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with Daniel J. Bernstein, who has such a preeminent reputation in 

created SSH key is this:

ssh-­keygen  -­a  100  -­t  ed25519

cannot upgrade your old SSH clients and servers, your next best option is 

If you cannot upgrade your old  
SSH clients and servers, your next 
best option is likely E-521, available  
in the ECDSA key format.
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Well known cryptographer Bruce Schneier has remarked  

constants. I believe the NSA has manipulated them through their 

ssh-­keygen  -­o  -­a  100  -­b  521  -­t  ecdsa

RSA with much larger key sizes. An absolute minimum is the modern 

ssh-­keygen  -­o  -­a  100  -­b  3072  -­t  rsa

clients that are not able to work with private keys created with the -­o 
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FEATURE

http://martin.kleppmann.com/ 

when OpenSSL reprocesses the key:

$  cd  ~/.ssh  

  

$  cp  id_rsa  id_rsa-­orig  

  

$  ssh-­keygen  -­p  -­t  rsa  

Enter  file  in  which  the  key  is  (/home/cfisher/.ssh/id_rsa):    

Enter  old  passphrase:    

Key  has  comment  'cfisher@localhost.localdomain'  

Enter  new  passphrase  (empty  for  no  passphrase):    

Enter  same  passphrase  again:    

Your  identification  has  been  saved  with  the  new  passphrase.  

  

$  openssl  pkcs8  -­topk8  -­v2  aes256  -­in  id_rsa  -­out  id_rsa-­strong  

Enter  Encryption  Password:  

Verifying  -­  Enter  Encryption  Password:  

  

mv  id_rsa-­strong  id_rsa  

chmod  600  id_rsa

$  ll  .ssh  

total  32  

-­rw-­-­-­-­-­-­-­.  1  cfisher  cfisher    801  Aug  10  21:30  id_ecdsa  

-­rw-­r-­-­r-­-­.  1  cfisher  cfisher    283  Aug  10  21:30  id_ecdsa.pub  

-­rw-­-­-­-­-­-­-­.  1  cfisher  cfisher    464  Aug  10  20:49  id_ed25519  

-­rw-­r-­-­r-­-­.  1  cfisher  cfisher    111  Aug  10  20:49  id_ed25519.pub  

-­rw-­-­-­-­-­-­-­.  1  cfisher  cfisher  2638  Aug  10  21:45  id_rsa  

-­rw-­-­-­-­-­-­-­.  1  cfisher  cfisher  2675  Aug  10  21:42  id_rsa-­orig  

-­rw-­r-­-­r-­-­.  1  cfisher  cfisher    583  Aug  10  21:42  id_rsa.pub

FEATURE: Rapid, Secure Patching: Tools and Methods
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and secure.

general interactive activity. Although one hopes that all users create 

systems activities. It might be wise, however, to regenerate your 

 
 

 

 

 

https://ntruprime.cr.yp.to/index.html

released within the next two years, so take steps to ease migration now.

MACs and key exchange lest strong keys be wasted on broken crypto 
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Ciphers  chacha20-­poly1305@openssh.com,  

                aes256-­gcm@openssh.com,  

                aes128-­gcm@openssh.com,  

                aes256-­ctr,  

                aes192-­ctr,  

                aes128-­ctr  

  

MACs        hmac-­sha2-­512-­etm@openssh.com,  

                hmac-­sha2-­256-­etm@openssh.com,  

                hmac-­ripemd160-­etm@openssh.com,  

                umac-­128-­etm@openssh.com,  

                hmac-­sha2-­512,  

                hmac-­sha2-­256,  

                hmac-­ripemd160,  

                umac-­128@openssh.com  

  

KexAlgorithms  curve25519-­sha256@libssh.org,  

                            diffie-­hellman-­group-­exchange-­sha256

and should be removed. Older systems, however, may support only 

servers. Now let’s put them to use.

Scripting the SSH Agent

named key in a remote account:
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$  ssh-­copy-­id  -­i  ~/.ssh/some_key.pub  person@yourserver.com  

ssh-­copy-­id:  INFO:  Source  of  key(s)  to  be  installed:  

      "/home/cfisher/.ssh/some_key.pub"  

ssh-­copy-­id:  INFO:  attempting  to  log  in  with  the  new  key(s),  

      to  filter  out  any  that  are  already  installed  

ssh-­copy-­id:  INFO:  1  key(s)  remain  to  be  installed  -­-­  

      if  you  are  prompted  now  it  is  to  install  the  new  keys  

person@yourserver.com's  password:  

  

Number  of  key(s)  added:  1  

  

Now  try  logging  into  the  machine,  with:  

      "ssh  'person@yourserver.com'"  

and  check  to  make  sure  that  only  the  key(s)  you  wanted  were  added.

$  ssh  person@yourserver.com  'cat  >>  ~/.ssh/authorized_keys'  <  \  

            ~/.ssh/some_key.pub

$  ssh  person@yourserver.com  'chcon  -­t  ssh_home_t    

   ~/.ssh/authorized_keys'

-­i 

$  ssh  -­i  ~/.ssh/some_key  person@yourserver.com  

Enter  passphrase  for  key  '/home/v-­fishecj/.ssh/some_key':  

Last  login:  Wed  Aug  16  12:20:26  2017  from  10.58.17.14  

yourserver  $
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General, interactive users likely will cache their keys with an agent. In 

that were created in the previous section:

$  eval  $(ssh-­agent)  

Agent  pid  4394  

  

$  ssh-­add  

Enter  passphrase  for  /home/cfisher/.ssh/id_rsa:    

Identity  added:  ~cfisher/.ssh/id_rsa  (~cfisher/.ssh/id_rsa)  

Identity  added:  ~cfisher/.ssh/id_ecdsa  (cfisher@init.com)  

Identity  added:  ~cfisher/.ssh/id_ed25519  (cfisher@init.com)

SSH_AGENT_SOCK and SSH_AGENT_PID
eval  

is done with ssh-­add

$  ssh-­add    ~/.ssh/some_key  

Enter  passphrase  for  /home/cfisher/.ssh/some_key:    

Identity  added:  /home/cfisher/.ssh/some_key    

   (cfisher@localhost.localdomain)

Note that the agent will not retain the password on the key. ssh-­add 
uses any and all passwords that you enter while it runs to decrypt keys 

ssh-­add 
ssh-­agent

ssh-­add  -­l
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$  ssh-­add  -­l  

3072  SHA256:cpVFMZ17oO5n/Jfpv2qDNSNcV6ffOVYPV8vVaSm3DDo  

          /home/cfisher/.ssh/id_rsa  (RSA)  

521  SHA256:1L9/CglR7cstr54a600zDrBbcxMj/a3RtcsdjuU61VU  

          cfisher@localhost.localdomain  (ECDSA)  

256  SHA256:Vd21LEM4lixY4rIg3/Ht/w8aoMT+tRzFUR0R32SZIJc  

          cfisher@localhost.localdomain  (ED25519)  

256  SHA256:YsKtUA9Mglas7kqC4RmzO6jd2jxVNCc1OE+usR4bkcc  

          cfisher@localhost.localdomain  (ED25519)

$  sftp  person@yourserver.com  

Connected  to  yourserver.com.  

sftp>  quit  

  

$  scp  /etc/passwd  person@yourserver.com:/tmp  

passwd                                                            100%  2269        65.8KB/s      00:00  

  

$  ssh  person@yourserver.com  

      (motd  for  yourserver.com)  

$  ls  -­l  /tmp/passwd  

-­rw-­r-­-­r-­-­    1  root    wheel    2269  Aug  16  09:07  /tmp/passwd  

$  rm  /tmp/passwd  

$  exit  

Connection  to  yourserver.com  closed.

$  ssh-­add  -­x  

Enter  lock  password:    

Again:    

Agent  locked.  
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$  ssh  yourserver.com  

Enter  passphrase  for  key  '/home/cfisher/.ssh/id_rsa':  ^C

It will provide credentials again when it is unlocked:

$  ssh-­add  -­X  

Enter  lock  password:    

Agent  unlocked.

You also can set ssh-­agent
-­t

PermitRootLogin parameter can be added to the  
yes or 

no, forced-­commands-­only, which will allow only explicitly authorized 
prohibit-­password 

or without-­password
generated here.

Many hold that root should not be allowed any access. Michael W. Lucas 
SSH Mastery https://www.michaelwlucas.com/

tools/ssh

Sometimes, it seems that you need to allow users to SSH in to 

environments. When users must log in as a regular user and then 
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change to root, the system logs record the user account, providing 
accountabil ity. Logging in as root destroys that audit trail.... It is 
possible to override the security precautions and make sshd permit 

 
via SSH almost always means you’re solving the wrong problem.  

the bastions with unprivileged accounts to establish accountability.
However, one problem with remotely “changing to root” is the statistical 

https://people.eecs.berkeley.edu/~dawnsong/
su  -­ command and remote SSH 

with the highest security concerns will need to compensate.
PermitRootLogin  without-­password 

Finally, you can easily terminate ssh-­agent interactively with  
the -­k option:

$  eval  $(ssh-­agent  -­k)  

Agent  pid  4394  killed

#  cat  artano  

  

#!/bin/sh  

  

if  [[  $#  -­lt  1  ]];;  then  echo  "$0  -­  requires  commands";;  exit;;  fi  
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R="-­R5865:127.0.0.1:5865"  #  set  to  "-­2"  if  you  don't  want    

   port  forwarding  

  

eval  $(ssh-­agent  -­s)  

  

function  cleanup  {  eval  $(ssh-­agent  -­s  -­k);;  }  

  

trap  cleanup  EXIT  

  

function  remsh  {  typeset  F="/tmp/${1}"  h="$1"  p="$2";;    

   shift  2;;  echo  "#$h"  

  if  [[  "$ARTANO"  ==  "PARALLEL"  ]]  

  then  ssh  "$R"  -­p  "$p"  "$h"  "$@"  <  /dev/null  >>"${F}.out"    

     2>>"${F}.err"  &  

  else  ssh  "$R"  -­p  "$p"  "$h"  "$@"  

  fi  }        #  HOST                                                                                    PORT  CMD  

  

if  ssh-­add  ~/.ssh/master_key  

then  remsh  yourserver.com                                                                    22  "$@"  

          remsh  container.yourserver.com                                            2200  "$@"  

          remsh  anotherserver.com                                                              22  "$@"  

          #  Add  more  hosts  here.  

else  echo  Bad  password  -­  killing  agent.  Try  again.  

fi  

  

wait  

  

#######################################################################  

#  Examples:                      #  Artano  is  an  epithet  of  a  famous  mythical  being  

#  artano  'mount  /patchdir'            #  you  will  need  an  fstab  entry  for  this  

#  artano  'umount  /patchdir'  

#  artano  'yum  update  -­y  2>&1'  

#  artano  'rpm  -­Fvh  /patchdir/\*.rpm'  

#######################################################################
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ARTANO environment variable is set to PARALLEL, it 
instead will launch them all as background processes simultaneously 
and append their STDOUT and STDERR

PARALLEL

Below is an example using the yum  update

-­R

#  ./artano  'yum  update  -­y  2>&1'  

Agent  pid  3458  

Enter  passphrase  for  /root/.ssh/master_key:  

Identity  added:  /root/.ssh/master_key  (/root/.ssh/master_key)  

#yourserver.com  

Loaded  plugins:  langpacks,  ulninfo  

No  packages  marked  for  update  

#container.yourserver.com  

Loaded  plugins:  langpacks,  ulninfo  

No  packages  marked  for  update  

#anotherserver.com  

Loaded  plugins:  langpacks,  ulninfo  

No  packages  marked  for  update  

Agent  pid  3458  killed

periodically. Although this normally would be done with cron, it  
can be a centralized activity, stored in a separate script that includes 
only on the appropriate hosts:

#  artano-­fsr  'xfs_fsr  -­g  2>&1'  

Agent  pid  7897  

Enter  passphrase  for  /root/.ssh/master_key:  

Identity  added:  /root/.ssh/master_key  (/root/.ssh/master_key)  
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#yourserver.com  

#container.yourserver.com  

#anotherserver.com  

Agent  pid  7897  killed

artano

artano  'awk  -­F:  {print\$6\"/.ssh/authorized_keys\"}  \  

          /etc/passwd  |  sort  -­u  |  xargs  grep  .  2>  /dev/null'

remote nodes. Bear in mind that NFS is clear text, and sensitive content 

artano

#  tail  -­1  /etc/fstab  

1.2.3.4:/var/cache/yum/x86_64/7Server/ol7_latest/packages    

   /patchdir  nfs4  noauto,proto=tcp,port=2049  0  0

Assuming that the NFS server is mounted, RPMs can be upgraded 

#  ./artano  'rpm  -­Fvh  /patchdir/\*.rpm'  

Agent  pid  3203  

Enter  passphrase  for  /root/.ssh/master_key:  

Identity  added:  /root/.ssh/master_key  (/root/.ssh/master_key)  

#yourserver.com  

Preparing...                                                    ########################  

Updating  /  installing...  

xmlsec1-­1.2.20-­7.el7_4                                ########################  
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xmlsec1-­openssl-­1.2.20-­7.el7_4                ########################  

Cleaning  up  /  removing...  

xmlsec1-­openssl-­1.2.20-­5.el7                    ########################  

xmlsec1-­1.2.20-­5.el7                                    ########################  

#container.yourserver.com  

Preparing...                                                    ########################  

Updating  /  installing...  

xmlsec1-­1.2.20-­7.el7_4                                ########################  

xmlsec1-­openssl-­1.2.20-­7.el7_4                ########################  

Cleaning  up  /  removing...  

xmlsec1-­openssl-­1.2.20-­5.el7                    ########################  

xmlsec1-­1.2.20-­5.el7                                    ########################  

#anotherserver.com  

Preparing...                                                    ########################  

Updating  /  installing...  

xmlsec1-­1.2.20-­7.el7_4                                ########################  

xmlsec1-­openssl-­1.2.20-­7.el7_4                ########################  

Cleaning  up  /  removing...  

xmlsec1-­openssl-­1.2.20-­5.el7                    ########################  

xmlsec1-­1.2.20-­5.el7                                    ########################  

Agent  pid  3203  killed

I am assuming that my audience is already experienced with package 

 rpm  -­Uvh  package.i686.rpm

 rpm  -­Fvh  package.i686.rpm
version is installed.

 rpm  -­e  package

 rpm  -­q  package

FEATURE: Rapid, Secure Patching: Tools and Methods

LJ283-Nov2017.indd   93 10/19/17   2:19 PM

http://www.linuxjournal.com


94  |  November 2017  |  http://www.linuxjournal.com

 rpm  -­q  -­-­changelog  package

 rpm  -­qa

 rpm  -­ql  package

 rpm  -­qpl  package.i686.rpm

 rpm  -­qi  package

 rpm  -­qpi  package

 rpm  -­qf  /path/to/file  

 rpm  -­-­rebuild  package.src.rpm  
RPM under /usr/src/redhat.

 rpm2cpio  package.src.rpm  |  cpio  -­icduv  

from="" clause, 

enterprise keys.

from="*.c2.security.yourcompany.com,4.3.2.1"  ssh-­ed25519  

   AAAAC3NzaC1lZDI1NTE5AAAAIJSSazJz6A5x6fTcDFIji1X+  

svesidBonQvuDKsxo1Mx
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authorized_keys  
command="" will restrict a key to a single program or script 

and will set the SSH_ORIGINAL_COMMAND environment variable to 

restrict option also is worth 

 
@revoked status, this cannot be done with the 

RevokedKeys

any user’s authorized_keys

artano

OpenSSH that will allow keys to be registered with an authority with 

pdsh

https://puppet.com
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so this key strength discussion is completely applicable to them.
 

https://www.ansible.com  
https://saltstack.com

 

and some are closed source.

repository to use pdsh:

#  rpm  -­qa  |  grep  pdsh  

pdsh-­2.31-­1.el7.x86_64  

pdsh-­rcmd-­ssh-­2.31-­1.el7.x86_64

An SSH agent must be running while using pdsh with encrypted keys, 

basis as was done with the artano script. Below is an example using pdsh 
to run a command on three remote servers:

#  eval  $(ssh-­agent)  

Agent  pid  17106  

  

#  ssh-­add    ~/.ssh/master_key  

Enter  passphrase  for  /root/.ssh/master_key:  

Identity  added:  /root/.ssh/master_key  (/root/.ssh/master_key)  
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#  pdsh  -­w  hosta.com,hostb.com,hostc.com  uptime  

hosta:  13:24:49  up  13  days,    2:13,  6  users,  load  avg:  0.00,  0.01,  0.05  

hostb:  13:24:49  up    7  days,  21:15,  5  users,  load  avg:  0.05,  0.04,  0.05  

hostc:  13:24:49  up    9  days,    3:26,  3  users,  load  avg:  0.00,  0.01,  0.05  

  

#  eval  $(ssh-­agent  -­k)  

Agent  pid  17106  killed

-­w

PDSH_SSH_ARGS and PDSH_SSH_ARGS_APPEND environment 

be maintained by launching new host invocations as existing connections 
-­f 

option or the FANOUT environment variable. It’s interesting to note that there 
pdcp and rpdcp, which are analogous to scp.

complicated tools are introduced.

Conclusion
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 An exploit compromising Ed25519 was recently demonstrated that  

relies upon custom hardware changes to derive a usable portion of a secret key 

(https://research.kudelskisecurity.com/2017/10/04/defeating-eddsa-with-faults). 

Physical hardware security is a basic requirement for encryption integrity, and many 

common algorithms are further vulnerable to cache timing or other side channel  

attacks that can be performed by the unprivileged processes of other users.  

Use caution when granting any access to systems that process sensitive data.
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when it is not met.
In a security emergency, simple, open and well understood tools are 

Charles Fisher has an electrical engineering degree from the University of Iowa and works as a systems and 

database administrator for a Fortune 500 mining and manufacturing corporation. He has previously published 

both journal articles and technical manuals on Linux for UnixWorld and other McGraw-Hill publications.
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H
cloud provides an extremely convenient environment, as you can create, 

shut it down when that task completes.

ssh in.

5. Reconnect and restart the job using nohup.

scp the output back to the laptop.
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that automatically launches a cloud instance, executes the job, saves the 

automatically creates and uses cloud computing resources.

FEATURE: CLIC: CLuster In the Cloud

Figure 1. https://xkcd.com/1319
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Design Goals

physical cluster, there are a head node and some compute nodes. 

nodes are created only when they are needed and are deleted once they 
no longer are needed.

dimensions as possible. Ideally these include:

 Linux distro.

 Cloud node architecture.

 Cloud service provider.

 Job scheduler.

virtual machines, are by nature disposable. It would be undesirable to 

Building a CLuster In the Cloud
In order to understand what building a virtual cluster in the cloud entails, 
it is worth describing the process. For this purpose, we’re using the 
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 OS installation.

 Firewall.

 dhcp.

 Hostname resolution.

 ntp.

 SSH keys.

 NFS.

generating an SSH key pair on the head node and copying the public key 
to the compute node does not work.

solution should have been to add the head node’s keys to the head 
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mount  -­-­bind to access the original ~/.ssh:

mount  -­t  nfs4  -­o  rw  $HEAD_IP:/home  /home  

mount  -­-­bind  /  /bind-­root  

for  user  in  `ls  /home`;;  do  

        mount  -­-­bind  /bind-­root/home/$user/.ssh  /home/$user/.ssh  

done

https://slurm.schedmd.com. 

CLIC installer automates and generalizes this process.

CLIC Structure

scheduler would be overpowered:

Notice that the scheduler doesn’t actually do any scheduling. Because 

simply can spin up additional compute nodes in a virtual cluster instead 
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computing is increasing, and it can handle changes in node availability.

stalled. CLIC certainly could do something like that and integrate directly 

CLIC Dæmon

expand and contract the cluster.

currently booting. A naive algorithm would be to create as many nodes 
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zero, delete the idle nodes.

nodesToCreate  =  ceil(queueLength  /  2)  -­  nodesIdle  -­  nodesBooting  

nodesToDelete  =  ceil(nodesIdle  /  2)  when  queueLength  =  0

Variability: Heterogeneous Architectures

most cluster applications!

 

sized machines.

in that context, such as packing, where it runs multiple jobs with small 
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environment, it is better to partition out architectures so that jobs are run 

with unused cores to be deleted.

generates a job submission plugin written in Lua that places jobs in the 

Variability: Hybrid Clusters

with all the compute nodes. It’s nice to have it in the same aethereal 
location as the compute nodes, because it can communicate with them 

 
a physical head node may be more desirable:

 I already have a web server. Why do I need another?
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ssh’s in to the 
compute node and adds the head node’s address/name pairing there.

compute nodes when they boot up.

through an SSH tunnel.

CLIC Installation

node can be a local computer and the compute nodes can be in the cloud.
When installing a pure cloud cluster, one needs to generate only a 

single image, which can serve as both the head and compute nodes.
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compute node to create a compute node image.
https://github.com/nathanrvance/clic.

FEATURE: CLIC: CLuster In the Cloud

Figure 2. Pure cloud cluster installation: create a single cloud image with all necessary 
software, and use this image for the head and compute nodes.

Figure 3. Hybrid cluster installation: the physical head node and cloud compute node are 
configured separately, and CLIC syncs them.
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Performance Testing
At this point, it’s possible to run a stress test on CLIC. A simple test  

sleep  X

 
CLIC automatically spins up needed nodes to accommodate the demand. 

Figure 4. Job Submission Rate and Queue Length

Figure 5. Jobs and Nodes Running
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installed several computational chemistry engines, such as Gaussian and 

packages were all installed using their standard installation procedures 

Mission accomplished.

Conclusions and Future Work

 

also could generalize job scheduler calls so that users can access a variety 
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computational chemistry programs.
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New Hope  
for Digital 
Identity
Centralized approaches only make the 
problem worse. But there’s hope at the edge: 
with you and me.

Identity is personal. You need to start there.
In the natural world where we live and breathe, 

personal identity can get complicated, but it’s not 

name their kid Anuun or Issorartuyok, they do, and the 

Steve, he does. Again, the world copes. So does Steve.
not 

cases Steve isn’t accessing a service, but merely 
engaging with other people, and in ways so casual 

PREVIOUS 
Feature: CLIC: CLuster In the Cloud
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we know is tacit rather than explicit. As the scientist and philosopher 

describe exactly how we do that, and without knowing his or her name 

just said his name is Steve.
How we create and cope with identity in the natural world has lately 

come to be called self-sovereign, at least among digital identity obsessives 

approaches in the digital one as well.
Our main problem with identity in the digital world is that we understand 

name imprinted on a rectangle in your wallet was issued to you by some 

For your inconvenience, every organization’s identity system is also a 
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identity systems operating within HR, health care, parking, laundry, sports 

around since the last mil lennium, there is sti l l  no standard or  

mail ing address with all the administrative systems you deal 

administrative systems and thinking.

we’ve had governments, companies and churches, to name just three 

worse once we had ways to digitize what was wrong with them, and then 

only gets worse every time we click “accept” to some site’s, service’s or 
app’s terms and conditions, and create yet another login, password and 
namespace to manage.

client has no more agency or identity than the server allows it.

it was opposed so aggressively by the world’s advertisers and commercial 
publishers that people took matters into their own hands by installing 

have happened. But they didn’t, and it did.
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It should help to remember that most human interaction is not with big 

So we need to recognize three things, in this order:

to do either at all times and in all circumstances.
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So we won’t solve forever-standing identity 
problems with client-server, any more than 
we would have solved the need for personal 
computing with more generous mainframes.
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and services provided by organizations. And it means coming up, at 
last, with standard and trusted ways individual human beings can alter 

http://www.worldbank.org/

Nations, the World Bank and other large organizations trying to help 

known, while others have good reasons to be known. It’s complicated. 

can improve it. Within that scope, much is possible.

“Identity is how 
we keep track of people and things and, in turn, how they keep track of 
us.”

human dignity.

When we build interconnected systems without a core understanding 
inadvertently compromising human dignity. We 

risk accidentally
individuals in harm’s way, and unintentionally oppress those most in 

LJ283-Nov2017.indd   118 10/19/17   2:19 PM

http://www.linuxjournal.com
http://www.worldbank.org/en/topic/ict/brief/the-identity-target-in-the-post-2015-development-agenda-connections-note-19
http://www.worldbank.org/en/topic/ict/brief/the-identity-target-in-the-post-2015-development-agenda-connections-note-19
http://www.worldbank.org/en/topic/ict/brief/the-identity-target-in-the-post-2015-development-agenda-connections-note-19
https://sustainabledevelopment.un.org/sdg16
https://github.com/WebOfTrustInfo/rebooting-the-web-of-trust-fall2017/blob/master/topics-and-advance-readings/functional-identity-primer.md
https://github.com/WebOfTrustInfo/rebooting-the-web-of-trust-fall2017/blob/master/topics-and-advance-readings/functional-identity-primer.md
https://github.com/WebOfTrustInfo/rebooting-the-web-of-trust-fall2017/blob/master/topics-and-advance-readings/functional-identity-primer.md


119  |  November 2017  |  http://www.linuxjournal.com

EOF

security
political

practices that respect basic human rights.

But when engineers unwittingly

avoidable tragedies.  
What might seem a minor technicality in one conversation could lead  

is unintentionally compromised.

http://www.windley.com  
 

 
Web”: ,  

http://www.windley.com/
 

https://sovrin.org  

A universal decentralized

large corporation. As an example, I can imagine a universal, decentralized 
identity system giving rise to apps that let anyone share rides in their car 
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centralized “identity provider”.
https://identitywoman.net
http://www.internetidentityworkshop.com

But we’ll need help. I invite everyone here who wants to get in on a good 
thing soon to weigh in and help out.

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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