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M What Is It? e

e A Java-based tool for central administration of thin clients

e To perform tasks such as:
— Reboot or shutdown one or more workstations

— Upload a workstation's configuration to a server and push it back down to the
same or other workstations

— Update the contents of the flash card on one or more workstations
— Remotely power one or more workstations

e Manages fully NetVista Thin Client Express

e Can also manage TCM V2R1 thin clients (at PTF 6 or later) although
with a reduced set of functions at this time (July 2000)
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The IBM NetVista Thin Client Manager Operations Utility is a Java-based tool that can be
used to centrally manage a network of thin clients by performing operations such as

remote power on (Wake on LAN), Reboot, or Shut down, trigger an update of the operating

system components on the flash card, and backup and restore configuration files from/to
the flash card of one or more workstations.

It is a very easy-to-use tool, with a graphical interface that displays a list of workstations,
and one or more workstations can be selected to be acted upon.

Essentially, with a few clicks of the mouse, one can select a whole group of workstations
and cause an update of the contents of the flash card on all these workstations.
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The utility is very easy to install and use as everything is fairly intuitive. The best way to
describe this is to look at the main panel. On the left hand side is a list of clients where one

or more can be selected to operate on. The list of clients is managed using the buttons on
the right to add, remove and modify clients.

To perform an action, one or more clients in the list can be selected, and then a task is
then selected either from the Tasks pulldown or using the task icons.

Once the task is triggered to execute, the status is listed in the bottom portion of the panel.

In this example, as illustrated in the messages appearing in the bottom portion of the chart,
first a Refresh Workstation Status task was executed on the 9.67.239.55 unit and then a
Reboot operation was performed on the same unit, both of which were reported as having
completed successfully.
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So, what are the operations that can be performed via TCM Operations? The Tasks pulldown contains the
following operations:

o Flash Update - Cause a client to pull a flash update from a designated server

o Authenticate from Server - Changes the NVRAM parameters on the client so that on the next boot, the
client will boot from flash but authenticate from a server and also get its configuration files from a server

o Boot from Server - Changes the NVRAM parameters on the client to cause the client to boot from a
server on the next boot

o Boot from Flash - Changes the NVRAM parameters on the client to cause the client to boot from flash
on the next boot

o Shutdown/Reboot - Causes a powered on client to power down or to Reboot

o0 Wake on LAN - Causes a client currently powered off to power up and come alive

o Start or Stop Telnet Daemon - Causes the Telnet daemon to start or stop on the client. Telnet can be
used by an administration to do remote problem determination for example

o Start or Stop FTP Daemon - Causes the FTP daemon to start or stop on the client. Files can be
retrieved or stored from the unit by the administrator when doing problem determination.

o Back Up or Restore Configuration Files - Causes TCM Operations to FTP into the client to get or put
a set of configuration files. Files can be pulled from one client and pushed to another client to clone units.

o Change Remote Access Authorization - Allows changing the administrator password and the SNMP
community name passwords. If one chooses to also reboot at the same time, the changes are reflected not
only in the client configuration on the station but also in the workstation definition in the TCM Operations
Utility.

o Grant or Deny Access to Configuration Tool - Effectively locks or unlocks access to the configuration
tool on the client.

0 Reset to Factory Defaults - Resets the client to factory settings. If desired, only certain settings can be
selecting for reset instead of all settings.
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Adding Workstations
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The first task required is to add workstations (clients) to the list that can be managed by the utility. This is
done via the Add Workstation or Group Function, as illustrated here.

In the workstation address field of the panel that is presented for entry, one can enter either an IP address
or an IP Host Name. If the IP address is entered, the utility will get the IP Host name by doing a DNS
lookup.

To get the MAC address of the client, an SNMP request is sent by the Operations Utility to the client.

Notice that you can enter data for an individual workstation but also for a group. Even though the group
panel is not shown here, it would have a group name field and a range of IP addresses (Start and End) that
can be entered.

In this example, we have created a group called non-Express, which contains two stations. All we entered
was the group name and the range (9.67.239.53 to 9.67.239.54) and the utility automatically gathered the
rest of the data. In fact, in this case, it was unable to retrieve the MAC address of the .53 unit.

You can also create a group without any stations and just stations to the group later.

Notice at the bottom that you can enter the administrator password and the Read and Read/Write
Community Names that are to be used when contacting this workstation. If these names do not match the
community names that are configured on the workstation, the operation fails.

Note: The default community names as shipped is IBMNCD (as opposed to public).
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Displaying/Editing a Workstation
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Once a station has been added, the Operations Utility automatically attempts to fill in the
rest of the data, such as the host name and MAC address.

You can also cause this data to be gathered by using the Refresh Workstation status
button.

Notice that the icon representing a workstation changes according to the type or status of
the station. See the following page for a list of the icons and their meaning.

Moving the cursor over a particular entry displays data about the station, in particular
whether the status is powered ON or OFF, as illustrated here with the rectangle that starts
with Model: 2200/ Release: V2R1 ...

Once the station's status has been refreshed, a click on Display or Edit Workstation or
Group brings up the panel as illustrated here. Notice that the default Alternate Community
names for read and read/write has been added, as well as the model and release of the
station (V210 meaning V2R1MO0), the MIB version, the status and whether the station is
operating as a TCM Express unit or not.

(Note: At the moment, if you add an Express unit to the list, and then boot the unit as a
V2R1 unit, the icon will not change unless you delete the entry and add it again while it is
operating as a V2R1 unit, but that will be fixed in the next release).
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Workstation Icons Legend

Neiﬁé?&

Cannot contact unit or unable to identify workstation

IP Address or IP Host Name does not resolve via DNS

Unit responds to a PING but it either does not responds to SNMP
or it responds to SNMP with an unrecognizable string

Hik

A group of workstations

A Power PC based workstation such as a S/100, S/300 or S/1000

=

=8,

A N2200e Thin Client Express workstation

I A V2R1 workstation (N2200 or N2800)

= E

‘ > Icon is grayed out when a successful contact was made sometime
in the past but the unit is not responding to PING at this time
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This page lists the icons that are used to represent workstations and the meaning of the
different icons.

e The question mark icon indicates that either the unit cannot be contacted or, if it can be
contacted, we do not know what it is.

e The second one, identified with a circle with a diagonal bar through it (A No Parking sign in
Europe) indicates that the IP address cannot be resolved to an IP host name using a DNS
server, or the IP host name cannot be resolved to an IP address

e A general workstation icon indicates that the unit responds to a PING, but either it does not
respond to an SNMP request, or it responds to SNMP but with an unrecognizable string

e Two units represent a group

e A unit with a lightning bolt represents a Power PC based unit such as a S/100, S/300 or
S/1000

e A unit with a yellow flash and a green center represents a NetVista Express Flash based
Unit

e A unit with a starburst or sun (yellow center and green outline) represents a V2R1 station,
such as a N2200 or N2800.

e Note that for the last three icons, a grayed out version of the icon indicates that a contact
was successfully established with that unit sometime in the past but that it does not
currently respond to a PING
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We will, in a moment, take a look at the individual tasks that can be performed by the

Operation Utility. Before we do so, it may help to describe how most tasks work since they
basically all work in a similar fashion.

Most operations are performed on the workstation by an SNMP agent as a result of
receiving a request from the Operation Utility. Requests are sent from the Ultility to the
SNMP agent in the form of SNMP frames, which contain either a get request, to get the
value of a particular piece of data such as the workstation's MAC address for example, or a
set request, which is used to change the values of an existing variable, such as the IP
address of a configuration server for example.

Most variables, or pieces of data, reside in NVRAM but others are located in specific files,
such as the update.conf file for example that contains a URL to an update server.

The SNMP agent running on the workstation responds to the Operations Utility requests by
either sending back a piece of information or taking an action, such as rebooting the station
for example. In some cases, actions are delayed until a reboot, such as when changing
NVRAM values that become effective when the station reboots.

The diagram illustrated here also shows a few other components, such as an FTP daemon
that can be started or stopped by the SNMP agent and is required for Backup/Restore of
configuration files and a Telnet daemon for telnetting into the station. There is also an NFS
daemon allowing peer booting.
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The Reboot Task

e Issues a PING to see if station is responding

e Issues an SNMP set request to get the SNMP agent
on the station to cause a reboot

~

NetVista
TCM Operations

Utility
Reboot 9.67.239.55

I

Status Messages ) 9.67.239.55
expressl.raleigh. ibm. com/9. 67,239, 55/00. 06, 29,23.02. 94 ' SNMP
Ping operation: Operation completed successfull
Eehoot Operation: Operation completed successfully
Community Name Used: Workstation Write Community Name ' '
NVRAM Other
Settings | |settings
\, )
Sample Trace Cbechard-06/2000
Frame | Time Sreo MAC Addr | st MAC Addr | Protocol | Description
z L_S9s500n NSEDWZE *BROADCAST ARP PARP ARP: Redquest, Target IP: 3.67.233_55
3 L.9c5000 Hpress NEEDIZE ARP DARD ARP: Reply, Target IP: 2.67.239_.L51 Target H. ..
4 L. 955000 NSEDWZE Hpress ICHMF Echo: From 02.67.239.E51 To 02 67,232,585
E L. 9s5000 Hpress NSEDWZE ICHMP Echo Beply: To 02.67.E359. 51 From 09 67_E35_ELb
&. 231000 NSEDWZE SMMPwl; community = ibmned; Set recquest; Re. .
275000 Hpress NEEDWZE SNMP SNMPwl; comwmunity = ibmncd; Besponse; Begque. ..

© IBM Corporation

i 5
@ business tools

08/02/00

IBM NetVista Thin Clients

Page 16



Net{ffgfa

Let us take a look at the Reboot task, as a first simple example. In this chart, we show that a Reboot is
basically made up of a PING, to verify that the station is active, and then an SNMP set request, which in this
case is a reboot request.

In our example, the administrator selects a workstation in the list, whose address happens to be
9.67.239.55, and selects the Reboot task. The next events are illustrated at the bottom of the page in an
extract from a Network monitor trace.

e Frames 2 and 3 are from the communications stack that issues an ARP to get the MAC address of the
station.

e At frame 4 and 5, the Ultility issues an ICMP Echo and gets an ICMP reply back (essentially doing a PING to
verify that the unit is operational).

e At frame 6, it issues an SNMP set request to set the value of a particular object to a value. In this case, the
object identifier for example might be 1.3.6.1.4.1.4396.1.2.3.2.0 (this is SNMP nomenclature for identifying
objects) and this object or variable is set to the value 5 (whatever).

e At frame 7, the SNMP agent on the station returns a positive response indicating that this object was
successfully set.

e The SNMP agent takes action by rebooting the client.

Right above the trace extract is a listing of the status messages that appear in the Operations Utility status
area indicating that both the PING and Reboot operation were successful.

Notice that frame 6 in the trace shows the community = ibmncd which is similar to a password being used
for getting and setting SNMP variables. We will discuss this later in more details.
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Detalls of an SNMP request

= Trace of a flash update

Frame ITime ISrc MAC Addr IDEE HMAC Addr IPrDEDEDl IDEEEriptiDn
37 4_ 175000 NSEDWZE *BROADCAST ARP RBARP ARP: Request, Target IP: 9.67._2359. Gl
a8 14 175000 Xpress NSZEDWZE ARP PARP APRP: PReply, Target IP: 2.67.E33.51 Target H...
a9 14 175000 NSEDWZE Hpress SNME SMMPw]l; commuanity = robert; Get reoquest; Be. ..
L4 14 2232000 Hpress NZEDWZE SMMEP SMMPwl; commanity = robert; Besponse; PRegque. ..
LE 14 2951000 NSEDWZE Hpress SHNME SMMPwl; commuanity = rnhert;]Set request;lﬂe--.
L& 15 083000 Xpress NEEDWZE SNMP SNMPwl; community = rob ; Response; RBegque. ..
Details of an SNMP frame
=5MMEP: SNMPwl; commuanity = robert; BSet regquest; Beogquest I = ZEE5; Length = 127 (Ox7F)
SMMI: Message type = SMMPwl
SNMP: VWersiown = 0O (0x0)
SMMFP: Comwmunity = robert
=5MMTP: PDUT type = Bet redquest
SNMP: Becuest ID = ZLEE (0OxFF) . =g
SMMP: Error status = noError (0) ObJeCt Identlfler
SMMP: Error index = 0 (0x0)
=5NHMP: Sequence
=5NMEP: Sequence
SNMP: OID = 1. 2.6.1.4. 1. Z2.6.163_2.42.0 Value
SNMP: Integer Walue = 1 (0xl)
=5NMEP: Sequence
SNMP: OID = 1. 2.6.1.4. 1. Z2.56.163_2.47.0
SMMP: String Value = nfs://9_ 67 239_49/N3/flas ¥x26-FZ00-—e-03Z2-010-01 _EBOM
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For those who might be interested in a few more details, here is an example showing the

details of an SNMP frame, as taken from a Network Monitor trace of a Windows NT when
doing executing a Flash Update task from the Operations Utility.

At the top is the summary of the trace that shows the normal ARP done by the underlying
communication stack, then an SNMP get request and response (frames 39 and 54) and a
set request and response (frames 55 and 56).

The bottom part of the chart shows an expansion of the set request to show more details.
These details may not be important but they may give you a better feel for how it works.
What this shows is that the set request is for two SNMP variables, identified (using the
standard SNMP nomenclature) with their OID (Object Identifier).

In this case, it sets OID 1.3.6.1.4.1.2.6.169.2.43.0 to the value 1 and OID
1.3.6.1.4.1.2.6.169.2.47.0 to the URL identifying the update server to contact for a flash
update (nfs://9.67.239.49/NS/flashbase/x86/..... etc.etc.)

In a problem determination situation, this type of trace could be used to verify the requests
that get transmitted to the station.
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| Back Up/Restore Configuration Files N@‘E‘}I‘Sfa

LEEBEEk Up or Restore Configuration Files |

apecify the action for the selected warkstation.

Path;|DNetyistal TCMIC onigFiles aat Path |

s1000eth.raleigh.ibm.comf@.67.239.545/0

Task:
* Back up
4] | b
" Restare
% Caorresponding back up
£ Cammon back up 00.06.29.23.02.9d ;I
Finish Cancel

e Backup configuration files, from one or more workstations
e Restore configuration, from one or more workstations

e Allows for cloning of workstations
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One of the most important function that the Operations Utility allows is the backing up and restoring of the
configuration files from/to a client.

This function can be used with the normal intent of simply taking a backup of the configuration files on a
client in the event that the flash card has to be recreated, for any reasons.

It can also be used as a process to clone workstations by pulling the configuration files from one client and
pushing those files back down to multiple other stations, effectively cloning this client into multiple replicas.
This is a significant time saver in large rollout where groups of workstations are essentially the same.

Notice the following in the illustration:

e The path indicates which directory, on the server where the operations Utility is executing, will be used to
store the configuration files. The configuration files are stored under a directory based on the MAC address
of the station. We will see an example in the next pages.

e The window right below the words "Set Path" simply lists all the stations that were selected and to which the
backup applies

e |f you select Restore instead of Backup as an operation, then there is an additional selection that can be
made

—The "Corresponding Backup" simply means, for each workstation that has been selected, to restore the
files that correspond to each workstation; in other words, simply put the files back to where they came
from

—The "Common Backup" on the other hand is what is used to do cloning because it is used to restore files
that were taken from one workstation and restore them back to one or more other workstations. When you
select "Common Backup," the field to the right opens up to allow the selection of a MAC address of the
station that you want the files to originate from.
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This shows the directories that were created on the server where the Operations Ultility resides after doing
a backup of the 00.06.29.23.02.9d workstation.

Although we can not show all the files in all the directories here, in general, the following files are backed
up:
e The files that are explicitly backed up every time are cp.nsm, update.conf, and gen_cp.nsm.

—cp.nsm is the main operational configuration and gen_cp.nsm is the bootstrap configuration that is used
on the first initial boot, before the configuration tool is used for the first time. update.conf is the file that
contains the URL used to update the flash card.

e Several other files, that are created though different configuration tasks, are backed up if they exist in the
following directories:

/userbase/home/kiosk/.ICAClient

/userbase/nsmshared/kiosk/NS3270

/userbase/nsmshared/kiosk/NS3270/K

/userbase/nsmshared/kiosk/NS3270/C

/userbase/nsmshared/kiosk/NS3270/P

/userbase/nsmshared/kiosk/NS3270/W

/userbase/nsmshared/kiosk/NS5250

/userbase/nsmshared/kiosk/NS5250/K

/userbase/nsmshared/kiosk/NS5250/C

/userbase/nsmshared/kiosk/NS5250/P

/userbase/nsmshared/kiosk/NS5250/W

/userbase/nsmshared/kiosk/NSTERM

/userbase/nsmshared/kiosk/NSTERM/K
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e TCM Operations remotely starts the
FTP daemon on the client, if it is not
already active
— Note: The client must be configured to

allow remote FTP operations, otherwise
a message indicating "Cannot Access

Variable: No Access" is issued when a
backup is attempted.

e TCM Operations then initiates an
FTP operation, logging in as user
root

e Files are uploaded to the server and
stored in a directory named after
the MAC address of the station

How Does Backup/Restore Work? L
i NetVista

TCM Operations Utility )

Backup/Restore
Configurations

Start
FTPD FTP
d By
R
e ' N
SNMP
Agent

NVRAM and
Other
Settings

\ cbechard-06/2000/
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The Backup/Restore function of the Operations Utility uses FTP to upload/download files
from the client.

An FTPD daemon should be operational, by default, on the station. If the FTPD daemon is
not active, the Backup/Restore function automatically issues a remote Start/Stop for the
FTPD daemon before initiating an FTP session.

Note that the client must be configured to allow remote FTP operations for this to function.
This is the default configuration, but if the configuration on the client has been changed to
deny remote FTP operations, then a message "Cannot Access Variable: No Access"
appears in the status display of the Operations Utility. This actually indicates that the
SNMP variable for triggering the start/stop of FTPD cannot be set (because the client's
configuration prevents it from being set).

Once the FTPD is started, the Operations Utility logs in to the FTPD daemon on the client
as user root, and using the administrator password, and it initiates transfer of the files
discussed in the previous pages.

The Restore operation functions in a similar manner, except that, as discussed previously,
there are two ways of doing a restore: Corresponding or Common.
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Backup Status Messages Example

expreszsl.raleigh.ibm.com/9.67,. 239, 55/00.06. 29, 253.02.9d

Ping operation: Operation completed successfully

FITPd Enabled/Dizable Operation: Operation completed successfully
Community Name Used: Workstation Write Community Name
Configuration File Operation: Operation completed successfully
Community MName Uzed:

ao.

ao.
oo.
oo.
oo.
oo.
ao.

0&.
0&.
0&.
0&.
0&.
0a.

a9,
29,
29,
29,
29,
29,

a3
a3,
a3,
a3,
ad.
23.

Oz,
0z,
0z,
0=,
0=,
0z,

9d:
od:
od:
9d:
9d:
9d:

L2890 23,0294 230 User

Completed
Completed
Completed
Completed
Completed
Completed

root logged in.

processing Auserbase/sprofiles
processing Auserbase/profiles
processing Stermbase/profiles
processing Stermbase/profiles
processing Suserbase/home/kiosk/.ICAClient
processing Auserbase/nsmnzhared/kiosk /N33270

x

expresst raleighibm.com/M BT 239 95/00.06.249.23.02 . 9d

<)

Ne’ﬁé?a
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Here is an example of the messages that appear in the status window of the Operations
Utility during a Backup operation, indicating the progress of the backup operation.

There is also a popup window with a progress bar that appears to monitor the progress of
the operation.
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Common BackUp Restore

B iy
NetVista
x

Specify the action far the selected workstation.

Path:ID:IN etvistat TCMconfigfiles Set Path
Task:
" Backup
4 00.06.29.23.02.9d
' Restore BasicLaunchbar
i Corresponding back up ICACent Only
& Cornmaon back up 00.06.28.23.02 949 ;|
Finish izancel
=] Metvista
R jret.2.2
=] TCM
- =] configfiles
- -3 00.06,29,23.02.9d
-] BasicLaunchbar
-] ICAClent Cnly
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When using the Restore function to do a common backup Restore (essentially cloning),

you can setup backup directories under names that are meaningful, such as ICAClientOnly
for example.

Under that name, you store the configuration files extracted from a workstation that was
configured with a single Citrix Independent Computing Architecture (ICA) Client and
whenever there is a need to clone such a workstation, it is easy to pick such a name as
opposed to the MAC address from which the backup set of files came.

This is simple matter of creating this directory, using Explorer, and copying into it the
appropriate configuration files. You can also simply rename the MAC address under which
it was originally saved to a meaningful name indicating the type of configuration files.

When you use the Restore function, and select "Common backup," the drop-down list
opens up and lists whatever directories are under the path that you selected.
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e On a backup, the following are not saved with the config files
— Administrator password
— SNMP community names
— Grant/Deny Configuration Tool Access values

e Cumulative Backups and Restores

— Prior to doing a backup for the same workstation, delete the directory
containing the backup files from the previous backup

— Prior to doing a Restore to the same workstation, reset the Configuration Tool
Settings and the Application Created Settings
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There are a few other Backup/Restore considerations that one should be aware of

e First, on a backup, the Administrator password, the SNMP community names and the
Grant/Deny Configuration Tool Access values are not saved along with the configuration
files, so one should not expect that a Restore operation will set these values.

e On cumulative backups, that is when doing one backup after another of the same
workstation, it is recommended to first delete the directories containing the previously
backed up files in order to avoid the cumulative effect of files that were in the previous
backup but are not on this new backup. For example, if a particular set configuration files
from a workstation once had an ICA client defined, the backup directory contains a
...\userbase\nome\kiosk\.ICAClient directory that contains two .ini files. If that workstation's
configuration is now changed such that it does not contain an ICA Client, and a backup a
the files is done to the same directory (MAC address of the station) the files bearing a
similar names will replace the existing files but the files that are not present on the client will
not cause a delete of the files that were on the server previously (in other words, the ICA
Client files remain in the set of backup files even though they are no longer present on the
client).

e On cumulative restores, the same principle applies and a reset of the Configuration Tool
Settings and the Application Created Settings should be performed before doing a new
restore in order to get rid of previous files that are no longer part of the new set of
configuration files.
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Flash Update Task =,
- NetVista
x|

EEEFIash Update

Flash update

Server address [9.67.239.49

SRmer type |IEIru1 Metvista Thin Client Express Service LHility (MT) ;|
Flash file name |N5-1{EE-EEDD-E-D32-D1III-IZI1.EICIru1 ;|
FiniSh | ............................ CanEE| ........................... :

e Flash Update causes the station to contact a server and to
download to its flash card updated components

e A Bill of Materials (BOM) file is a file located on both the client and
the server that contains the list of components installed on the
flash card and a time/date for each component

® It requires the Express Service Utility to be installed on a server
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A flash update is the process of downloading from a server updated (or new additional)
components to replace those that are already written on the flash card of a client. Note that
this process is done on a file by file basis; that is, the update process only rewrites the files
that have been changed.

What is a flash update?

Normally, a flash update only concerns the operating system files and not the configuration
files. Those configuration files are updated either locally from the Configuration Tool on the
workstation or remotely from the Operations Utility which can download new or updated
configuration files.

This process is controlled by a Bill of Materials (BOM) file, a copy of which is located on
both the client and the server, and this file contains the list of components installed on the
flash card with a time/date for each component.

When a flash update is requested, the BOM file on the client is compared with the BOM file
on the server; if a component's time stamp indicates that there is a newer version on the
server, it is downloaded to replace the existing copy on the flash card. If the file indicates
that there is a new component to be added, it is downloaded and added to the flash card.

If a component was on the flash card previously but is no longer required, and therefore not
identified in the server's BOM file, it is simply left undisturbed.
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Flash Update - How does it work?

- N(thista

EEEFIash Update

Flash update

Server addredG [9.67.239.44

\

Finish

e Two SNMP variables are set:
— One contains a string such as "nfs://9.67.239.49/NS/flashbase/x86/NS-x86-2200-e-032-010-01.BOM"
— Another variable gets set with a value of 1 to indicate that a flash update should be done.

e This causes the SNMP agent to:
— Writes the string that contains the location of the BOM files to /termbase/profiles/update.conf
— Set an NVRAM indicator to cause the BOMSYNC module to check the BOM files

e When the BOMSYNC module runs, the NVRAM indicator causes it to compare the BOM files
(and it gets the required URL from the update.conf file)
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As for other Operations Utility task, the Flash Update task sets SNMP variables that cause
the SNMP agent on the station to take specific actions.

In this case, two SNMP variables are set:

e One contains a string such as
"nfs://9.67.239.49/NS/flashbase/x86/NS-x86-2200-e-032-010-01.BOM" based on the
entries in the Flash Update Task panel. This string indicates the file system type, the server
IP address, the directory and filename of the BOM file to use to compare to the station's
BOM file

e Another variable gets set to indicate that a flash update is required

This triggers the SNMP agent on the workstation to:
e Write the string that contains the location of the BOM files to a file called
[termbase/profiles/update.conf
e Set a bit in NVRAM that will trigger the BOMSYNC module to compare the BOM files on the
next reboot
When the BOMSYNC module runs at boot time, it checks the NVRAM bit to see if it needs
to compare the BOM files, and if so, it gets the URL to contact from the update.conf file.

This function requires that the IBM NetVista Thin Client Express Service Utility be installed
on a server (which does not have to be the same server as where the Operation Utility
operates).
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What is the Express Service Utility?

Windows NT Server

(TCE Service Utility

EID Metista
- eNOD
F-C jel.2.2
EH:I bz
EII:l flazhbaze
- P

NFS
u LIET

@ .profile
] kemel. 2200

Neii?fgfa

@ NS-x86-2200-e-032-010-01 BOM <
@ M5-x86-2200-e-032-010-02.BOM
] NS -<86-2200--032-010-03.B0M

Downlodd files that
need uppdating

Thin Client Express

NVRAM

BOMSYNC

.

Flash Card
BOM Filel)—— CPmpsg

>

re With
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The Express Service Utility is another NetVista Utility which is a set of simple NFS-based
services that are used to download files to a workstation.

Essentially, the Service Utility uses an NFS server function to download to a client a series
of files, located in the x86 directory, based on the contents of a BOM file.

The Service Utility can be installed on any Windows NT server. It does not have to be on
the same server as the Operations Utility, and it can be installed on the same server as a
NSM V1R3 or NSM V2R1.

See the NetVista Express Service Utility presentation for more details.
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Operations Utility vs Service Utility

Neiﬁé?&

Windows NT Server Windows NT Server

r - - - \ r - - -
TCE Service Utility TCM Operations Utility
522 Newist Dus
--I:I eMOD =] profile File Options Tagks Help
w3 jrel2.2 =] kerriel. 2200 N
=0 Ns 8] M -xE6-2200-2-032-01 0-01 B OM XK .
- B0 flashbase | [a8] NS-#86-2200-e-032-010-02 BOM e ﬁl A ‘E-
R =] o 8] NS -#86-2200-2-032-01 0-03.80M f Thin Client Express
\ / e 51000eth.raleigh.ibrm.comf9.67.2
B nonExpress
= babyhlue. raleigh.ibrm.comS.67.2:
P rform e B% s2a00eth.raleigh.ibrm.comf9.67.2
J
Flash\ipdat -
P Remotely’Trigger
S Flash&pdate —
( . R N
Thin Client Express
Flash Card
NVRAM
\ J
@ business tools © IBM Corporation IBM NetVista Thin Clients

08/02/00 Page 38



--"__"'-—n
NetVista
So what is the difference between the Express Service Utility and the TCM Operations
utility when it comes to a Flash Update function?

The difference is illustrated here very simply by showing that the flash update itself is
actually performed by the Express Service Utility whereas the Operations Ultility is only a
tool that can remotely trigger the flash update to occur.

When the flash update is requested on the client by the user doing an Immediate Flash
Update, the Operations Utility is not even involved, and is not required to perform the flash

update.
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Grant/Deny Access to Configuration Tool N X7 4
etVista

—

[EEErant or Deny Access to Configuration Tool x|

Specify the action for the selected workstation.

f* Grant |Readwrite mode -

Current mode
F@( Z2d only o ~ Configuration Toal Errar

Read write mode @ Your Network Administrator set this configuration tool to
read-only mode. You cannot change configuration data.

Finish Cance
]

Messages on the client

~ Configuration Tool Error

Your network administrator has disabled the Configuration Tool
on this Thin Client.

..

o
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Via this function, the administrator can restrict access to the local configuration tool on the
workstation in order to prevent a user from modifying the configuration.

The user can start the Configuration tool interface but can only access the "View Network
Information” function. A click on "Configure Workstation" or "Software Update" produces
the message that is illustrated here at the bottom, informing the user that access to the
configuration tool has been disabled by the administrator.

If Read-only mode is granted, the user can view the configuration parameters but cannot
change them. The user is given a message to that effect, as illustrated here as well.
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Authenticate from Server

, NetVista

Boot Server

[ TCM

LEEAul:henl:ical:E from Server x|

Warkstation caonfiguration sermer

Server address  |3.67.239.51

Server type Metwaork Station Manager (M)

Serer directony FNewurkEtatinnVEIuserhaseiprnﬂles

Server protocal |MFS -

- o NetVista Expre¢ss
Finish | M et Simplified |

‘ )
Fla[h Card
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The normal operation mode of a NetVista Thin Client Express is to boot from its flash card,

which means loading its operating system (kernel) from the flash card, its configuration
files and any application that needs to be loaded.

However, the Express client can also be transitioned to continue to load the its operating
system and application from its flash card, but to use configuration files from a server on
the network. This is called "Authenticate from a server" because the user at the workstation
must first identify itself with a userid and password so that the configuration files
customized for that user can be selected and downloaded to the workstation.

This mode is used in cases where there is a need for use of centralized configuration files
while maintaining the ability for a faster boot and for a reduced network bandwidth by still
loading the operating system and applications from a flash card.
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Boot From Server

, Neii?ﬁa

Boot Server

{ TCM
x| (Caeel )

(Kernel )| ( CFG )

Boot server
Server address  [9.67.239.49
Serer type Metwark Station Manager (MT) ;l

Server path lfN etworkStationy2iprodbasetabikernel 0 j

server protocol |MES ;l

NetVista Exgress
Finish | Mext Simplified | ‘ )
v v
Flagh Card

e
(PR
Apxl.
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The Boot from Server task is nearly identical to the Authenticate from Server task

except that it now sets the workstation to also get its operating system and application(s)
from a server instead of from the flash card.

In this case then, the final result is that the workstation is now operating as a V2R1 station
and not as a flash-based Express.
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. NVRAM Sample Settings

Neiﬁé?&

Boot from Authenticate From Boot From Server
Flash Server
Boot File Source Flash Flash Network
Boot File Server 0.0.0.0 0.0.0.0 9.67.239.51

Boot File Server
Directory/Filename

/kernel.2200

/kernel.2200

/NetworkStationV2/prod
base/x86/kernel.2200

Boot File Server Disabled Disabled NFS
Protocol
Configuration Server | 0.0.0.0 9.67.239.51 0.0.0.0

Configuration Server
Directory/filename

ltermbase/profiles

INetworkStationV2/userba
sel/profiles

INetworkStationVV2/user
base/profiles

Configuration Server | Flash NFS NFS
Protocol
Authentication 0.0.0.0 9.67.239.51 0.0.0.0

Server

Assuming that the authentication server and/or boot server address is 9.67.239.51 and that it is an NT server

IBM NetVista Thin Clients
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This table illustrates the changes that are made to the NVRAM settings by the SNMP

agent when using the Boot from Flash, Boot from Server and Authenticate from Server
tasks of the Operations Utility.

In this example, we have arbitrarily used 9.67.239.51 as a sample address for the boot
server,

Note that in the Boot from Server case, only the Boot server value identifies the specific
address of the server; indeed, the configuration server and authentication server IP
addresses are set to 0.0.0.0 to indicate that the same address as the boot server is to be
used.
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| Reset all ofthe configurations below to factory default settinas + NS Boot

| Reset Configuration Tool settings
| Reset administrator password

| Reset SMMP community names

| Reset software update server access configuration ﬁ

| Resetall application created settings —

™ Reset to Factory Defaults p——
«— NetVista

Choose the configuration options to reset for the selected workstation.

Settings

Done through the cfg

®t00l (Launch Bar,

etc...)

Configure 3oftware Update Server Access

Such as emulator colors

Enter the Software Update Server IP address %,51,235,45

Change the following two fields if the
Update Server is not a Windows(TM} systenm

Firmware Update Server File System Type NFS _Jl

Directory Path for the update file E;Mg;flaghbage,xga

Chamnge Lhe Tollowing Tield il a difTerent

model type or versiom is required

Software update file list name:

mS-REB-EZBG-t-GEE-B1ﬁ-E1.EﬂH
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The Reset to Factory Settings task allows the reset of individual or all settings on the thin client. Note in
particular:

¢ Reset the configuration tool settings resets only what was configured via the configuration tool on the
workstation (which does not include the application created settings such as emulator color preferences
for example).

e These application-created settings can be reset using the last check mark on the panel illustrated here

e The administrator password alone can be reset. This action actually eliminates the administrator
password, which causes access to the configuration tool on the workstation and to the NS Boot Setup
menus to be unrestricted, but at the same time removes the capability to telnet or FTP into the client.

— This action though does not change the administrator password configured in the Operations Utility
definitions for that unit, so care must be taken to make that change manually. To change the password
(as opposed to eliminating it), the Change Remote Access Authorization function is the one that should
be used.

e The community names can be reset to their default values (IBMNCD is the default read/write name)

e The "Reset software update server access configuration” resets the address of the software update server
to 0.0.0.0. The illustration here shows the configuration panel on the client's configuration tool where this
data is entered.

o |f "Reset all of the configurations below ..." is chosen (or if the configuration items are all individually
selected), then not only are all the specific identified settings reset but the NS Boot NVRAM settings are
also reset and someone must physically be at the workstation to reset the basic parameters such as
keyboard language and display resolution and IP data (if DHCP is not used). So the Reset All should be
used with more caution when used remotely.
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Group— %

Data

Station
Data
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NefVista

i Thin Client Express
13 =1000eth.raleigh.ibm.com
_ﬂﬂ hnnFy¥hrpes

EEEDisplar or Edit Workstation or Group

ﬂ Administrator passward |n5tati|:|n
Fead Community Mame |ihmncd
Alternate Read Community Mame |puh|ic
Readtrite Community Mame |ihmncd

Alternate Readtrite Community Marme Ipuhlic

EEEDisplar or Edit Workstation or Group

Waorkstation address

Model

Felease

MIB Yersion

Status

Configured as TCM Express

MAC address
C Adrministrator password

Commutl ty Name
Conficuration Tool Ope
Conmunity Name

Read Community Mame
Alternate Read Community Mame

Feadtrite Cammunity Mame
Configuration Tool 0Ope by

Conmunity Name

s1000eth.raleigh.ibm.co...
model2200

w210

2000060100002

frue
frue

y x

|00.05.28.23.02.94

|n station

hnhen

hnheﬂ

hnhen

Alternate ReadMrite Community Mame |r|:|hert
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This page illustrates the SNMP community names that are defined in the TCM Operations
Utility for a specific workstation.

Notice that there are community names that can be defined at the group level and at the
workstation level. The panel in the top left corner is the group settings whereas the panel in
the bottom right is the specific workstation settings.

The names are used as passwords, when the Operations Utility contacts a workstation in
order to either read or write an SNMP variable.

On the workstation, these same four community names (Read, Read/write, Alternate Read
and Alternate Read/write) also contain a value (the default is IBMNCD) and for any
operation performed from the Operations Utility, the name configured in the Utility is
compared with the name on the workstation. If they match, the operation is allowed,;
otherwise, the message is "Authorization failed."

Note: The community names on the thin client are stored in NVRAM (not on the flash
card). Therefore, if the client is booted from a server at any point in time (instead of flash),
the community names that are defined in TCM/NSM will overwrite the NVRAM values and
these values will therefore need to be reset if they are different from those used by the
TCM Operations Utility. Care should therefore be taken to make them the same if possible.
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Conficquration Tool Operation: Cannot perform operation, authentication
Comnmunity Name Used: Workstation Write Community Name

Conficuration Tool Operation: Cannot perform operation, authentication
Comminity Name Uzed: Workstation Alternate Write Commanity Name

Conficquration Tool Operation: Cannot perform operation, authentication

Comnmunity Name TUszed: Group Write Community Name
Conficuration Tool Operation: Cannot perform operation, authentication
Commnity Name Used: Group Alternate Write Community MName
Conficquration Tool Operation: Operation completed successfully
Comnmunity Name TUszed: Default IEM Community Name

EEXTrak

ELYOL

EEXTrak

ELYOL

| Example of Using Community Names Netvls;fa
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Here is an example of the messages issued when the Operations Utility is trying to set an
SNMP variable on the workstation.

In this example, we had set all variables on the workstation to the value "robert", except for
the Alternate Read/Write, which we set to the value "IBMNCD".

The messages indicate that 5 attempts were made to set the variable.
e The first attempt used the workstation write community name.
e The second attempt was the workstation alternate write.
e The third was the group write.

e The fourth was the group alternate write.
([

e Finally, all having failed, it tries the default IBM value of IBMNCD, which succeeded since
this is the value we had set on the workstation on the alternate write.
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Change Remote Access Authorization

LEEEhangE Remote Access Authorization

Use current
Administratar passward [
Read Community Mame [
Alternate Read Community Mame [
Readitrite Community Mame [
Alternate Readirite Community Mame [

By

hstation

robert

rabert

rabert

rabert

Finish

Neﬁ?ﬁ&
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The administrator password and the SNMP Community names on the workstation can be
changed by:

e Using the configuration tool on the workstation itself.

e Using the "Change Remote Access Authorization" function from the Operations Utility, as
shown in this illustration.

If you use the "Change Remote Access Authorization", this changes BOTH the values
stored in NVRAM on the station and the values in the Operations Utility that will be used for
comparison when performing an Operation on a remote unit that requires a read or write of
an SNMP variable.

If you want to change only the values in the Operations Utility, use the "Display or Edit
Workstation or Group" function. Not sure why one would want to do this, but that can be
done.

If you use the configuration tool on the client, that only changes the values stored in
NVRAM.
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On the client configuration tool's main panel, if you choose "Software Update," you will be
presented with the first panel shown here, and then when selecting "Configure Remote

Access Authorization ...," the second panel illustrated here appears, which allows you to
change the SNMP community names used on the client.

These are the values that are stored in NVRAM and to which the values supplied by the
Operations Utility will be compared.
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e Admin Password required for:

—FTP operations (Backup/Restore or FTP Command alone)

— Telnet operations

— Controlling access to the NS Boot Setup Utility

— Controlling access to the Configuration Tool

e SNMP Read/Write Community Name required for:
— Flash Update
— Authenticate from Server
—Boot from Server
— Boot from Flash
— Shutdown or Reboot
— Start to Stop Telnet
— Change Remote Access Authorization
— Grant or Deny Access to Configuration Tool
— Reset to Factory Defaults
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When is an administrator password or an SNMP read/write community name required?

The admin password is required for any Telnet or FTP operations, which includes the
Backup/Restore operation. Without having an admin password set, these operations
cannot be performed. The password also controls access to the NS Boot Setup Utility and

to the configuration tool on the workstation. If there is not a password set, then access to
these is not controlled.

Most tasks performed from the Operations Utility require an SNMP community name to be
able to either get the value of an SNMP variable or to set it. The tasks listed here all

require the read/write community name because they all need to set the value of an SNMP
variable.
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Wake on LAN

I JBM MetYista Thin Client Manager Operations Utility

File Oplions Tasks Help

K-@%é&ﬁgl‘%%

SEEDDeth raleigh.ibm.comi@. 67 239 540 06 29 67 0213

- _

o prE'E.E1 HII—lIIJh Itlrrl L Hrrll'i hT .'_':"3 :GII'II:I 06.29.23.02.9dp
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g o [Ewake On LAN

Click 'Finish'to perform Wake On LAMN.

Finish Cancel
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NetVista
The Wake on LAN task is to remotely power on a workstation.

Since the workstation is not active at the time that this operation is requested, it cannot be
ARPed or PINGed. So how does this work?

The MAC address of the workstation has been previously obtained via an SNMP get

request when the workstation was initially added and its status refreshed (causing the get
of the MAC address).

The Operations Utility therefore seeds the ARP table with the MAC address of the station
by temporarily creating an entry for the workstation to be powered on, and then issues the
command to wake the station up, and then removes the entry from the ARP table.
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Wake on LAN - Detalls

Netﬁgﬁ

Microsoft Hetwork Momitor - [D:ASMSADMINAnetmon\i386\captures\wakeonlan.example.cap [Det

il File  Edit Display Tool: Options ‘Window Help

~u - .

=E| FEE 8| [EelEal ¥t vl a5 2]
Frame | Time Srec MAC addr | st MAC Addr | Protocol | Description
z 6. 123000 NSEDIWZE Hpress LUy Srec Port: Tnknowan, (1120)
‘| |
aeIP: ID = 0x34aD; Proto = TUDP; Len: 130
=lLEP: Sre Port: Unkneown, (1120); Dst Port: Unknowmn (4444); Length = 110 (0Ox&E)

TULP: Source Port = 0x0446

TDP: Destination Port = 0xllEC

THP: Total length = 110 (0x&E) bytes

ULP: UDP Checksum = 0x2ZBEC

Data: Mumber of data bytes remaining = 102
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Notes _—
NetVista

For those again who have an appetite for more details on how things work, here is a bit
more information taken from a Network monitor trace.

What this shows is that the Wake on LAN is a single UDP frame (frame 2 here), addressed
to the target workstation (the name here is Express), with the data being 6 bytes of FFs
followed by multiples entries of the station's MAC address, which is in this case is

00062923029D.
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Across the Network

Neiﬁé?&

TCM
Operations
Utility

' Express y Express

All Operations Utility Tasks work across the network
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Notes e
NetVista

Note that all tasks performed from the Operations Utility, including the Wake on LAN, work
across a routed network and the workstations do not have to be located on the same LAN

segment as the Utility or on a bridged segment .

This is because all tasks use IP frames and can therefore reach wherever an IP frame can
reach in the network.
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Ordering/Installation

Neii?fgfa

Downloads

e Orderable on CD or Web Delivery » Thin Client Express Senice Utility V1R1
—URL.: http://service.boulder.ibm.com/nc Froduct ID 5645-Dd3
. . e : Fil - teeSenviceltil ize: ~16MB
— Follow link to NetVista Utilities in the NetVista ) 'HEEQSFTS cEoBnIbELILERE  S1ze
download section .
—Is a single file (tcmOpUtil.exe) of about 13MB * Thin Client Manager Operations Utility 1R 1
— Download this file to a temporary directory and run it | - roduet IDs643-Dad
. . y y File name: tcmOpltil exe, size: ~13MB
to start the installation. - Readme
— Current README files are on this page also

_ CD Order Information
o Supported Operatlng systems * Ordering Thin Client Wtilities on C0

— Windows NT Server 4.0 (Service Pack 4)

- Windows NT Terminal Server Edition 4.0 (Service Pack 4)
— Windows 2000 Professional (Beta Test Only)

— Windows 2000 Server/Advanced Server (Beta Test Only)

e JVM requirements
—The Operations utility requires a Java 1.2.2 environment.

— Install will detect an installed 1.2.2 JDK/JRE and use it. If none exist, it will install a private
1.2.2 JRE if the user requests it.

e Not necessary to reboot Windows after installing/uninstalling this product
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NetVista
The Operations Utility can be ordered on a CD or simply downloaded from the Web.
It consists of a single executable file of about 13MB.

Simply download, execute and there is not even a need to reboot for the Utility to be
operational.

It can be installed on any of the systems listed here.

Note: The Operations Utility requires that the display be able to operate in 256 colors or
greater.
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Documentation

NetVista
® The Product Publication entitled "NetVista N2200e Thin Client

Express Reference" (SA23-2803-00) is available from the
HTTP:/lwww.ibm.com/nc/pubs Web site

— It contains detailed steps for the installation and use of the Operations Utility.

e The Operations Utility also contains online Help that can be
consulted online or printed for reference.
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Notes e,
NetVista

It is recommended that you get the product publication from http://www.ibm.com/nc/pubs
because it contains the detailed steps required to install the product and to operate the

Utility.

Note that there is also online Help available from the Operations Utility that can either be
consulted or printed.
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