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Part 1; Introduction

About IBM High Rate WirelessLAN

The IBM High Rate Wireless LAN product family is a comprehensive set of network
equipment that enables you to build any type of network configuration, from a small
independent wireless network to alarge, completely wireless infrastructure. The IBM
High Rate Wireless LAN product family consists of:

e PC Card, for (mobile) computers that support the PC Card Type Il slot.
« High Rate Wireless LAN adapters, to install PC Cards into desktop computers.

¢ High Rate Wireless LAN Access Points, that enable you to connect wireless stations
to existing Ethernet LAN infrastructures.

The wireless network interface is not much different from the interface for wired LANS.
The operating system will not even notice the difference.

The wireless network interface supports al protocols that are supported by standard
Ethernet adapter cards. Like wired network interfaces, wireless network interfaces are
installed with a dedicated High Rate Wireless LAN driver, but unlike wired network
interfaces, wireless network interfaces do not need a cable to connect them to the network.
Only wireless network interfaces allow you to relocate workstations without the need to
change network cabling or connections to patch panels or hubs.

About IBM High Rate WirelessLAN Tools

The IBM High Rate Wireless LAN software suite consists of a set of management tools
that enables you to:

«  Display and modify the configuration of (remote) network components.
e Configure network components such as Access Points.

«  Diagnose the network performance and, if necessary, identify and solve network
errors.

e Manage and optimize network performance.

The IBM High Rate Wireless LAN software suite consists of the following tools:

e Client Manager

« AP Manager

The IBM High Rate WirelessLAN tools can beinstalled on stations that run the Microsoft
Windows 95, 98, ME, NT 4.0 or 2000 operating systems.

Note:  ThelBM High Rate Wireless LAN products have been designed for
interoperability with all other wirelessLAN products that use the direct sequence
radio technology, as identified in the IEEE 802.11 standard for wireless LANS.
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™ |n addition, the High Rate Wireless LAN products are certified with the Wi-Fi
@ logo for proven interoperability with the major other 802.11 products.

This meansthat your High Rate Wireless LAN hardware will communicate with
other vendors' |EEE 802.11 compliant wireless LAN products.

However, you may not aways be able to use the High Rate Wireless LAN
software suite in combination with other vendors’ products, due to the following
reasons.

e ThelEEE 802.11 standard for wireless LANs does not identify standardsfor
diagnostic or management tools; i.e. each vendor may have designed a
customized tool to configure and/or manage the | EEE 802.11 wireless
network.

e ThelBM High Rate WirelessLAN software suite has been designed to offer
an enhanced set of tools to monitor and analyze a wide range of diagnostic
tallies.

Some of these tools require additiona functionsin the hardware that (by
default) issupported by all IBM High Rate Wireless LAN products, but may
not be supported by the other vendors' products.
If other vendors' products do not allow you to display communications quality or
configuration parameters using the High Rate Wireless LAN software suite,
please refer to the documentation that was shipped with the other vendors’
product.

Client Manager

The Client Manager is adiagnostic tool to monitor wireless radio communication between
awireless station and its Access Point, or to monitor the link between two wireless
stations in an independent network.

Furthermore it can be used as a site monitor to show the coverage of the installed Access
Point in a certain area.

AP Manager

The AP Manager is primarily atool for LAN administrators or system supervisors. You
can use the AP Manager program to configure Access Points and to monitor the
performance of your wireless network. It can be run on any station in the network, either
wired or wireless.

About High Rate Wireless LAN Access Points

The Access Points are identified by either one of the following MAC addresses:

e Theuniversal MAC address of the Wireless Network Interface(s) used by the Access
Point, or

¢ Theuniversal MAC address of the Ethernet Interface.
Access Point-500

The AP-500 is a transparent bridge device equipped with:
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¢ Anintegrated Wireless Network Interface to connect Wireless Stations to a (wired)
network.

Note:  Theintegrated Wireless Network Interface of the Access Point-500 is called
interface ‘A’ in this guide.

« A 10Base-T Ethernet Interface, that can be used to connect Wireless Stations to an
Ethernet network.

For information concerning all IBM products, please refer to the documentation that was
included with your product, or visit our website at: http://www.ibm.com/pc/support

About ThisUser’'s Guide

This guide describes how to use the High Rate Wireless LAN tools to configure and
monitor wireless LANSs built with High Rate Wireless LAN products.

In this manual, you will find the following:

e Part1“Introduction” describesthe High Rate Wireless LAN tools and the sources for
finding more information.

e Part 2"“Wireless Configurations’ describes network scenarios that will be used
throughout this document.

e Part 3“Setting Up your LAN Administrator Station” describes how to select a station
to manage your High Rate Wireless LAN network, and how to install the necessary
software.

e Part 4"Basic Network Configuration” explains how to configure your particul ar
network, using three network scenarios, from simple to sophisticated.

e Part 5“Monitoring your High Rate Wireless LAN Network”, describes how to
monitor and diagnose communications quality.

e Part 6“Optimizing Performance” presents a number of considerationsto help you
sort through the complex factors that determine the performance of your wireless
LAN.

e Part 7" Security” describes how to enhance security and minimize unauthorized use
of your High Rate Wireless LAN network.

e Part 8"“Advanced Network Configurations” describes how to customize your High
Rate Wireless LAN network to support advanced networking scenarios.

This document does not describe every possible option supported by the High Rate
Wireless LAN software suite. It should serve as a general guideline to help you to decide
which tool can help you to accomplish a specific task.

For more information about specific software screens or options, you are advised to
consult the on-line help documentation.
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About I cons used in this Document

Throughout this document we use the following icons to represent the various networking
devices:

Icon Description

Wirel ess computer
Equipped with:

N =
N

E Access Point

@ Server station

E Router

ﬁ Range Extender Antenna

Network Hub
\/

¥
On-line Help Documentation

Information about specific software screens or options in your AP Manager or
Client Manager program is covered in the on-line help of the programs.

*  To access context-sensitive help on a specific screen for the High Rate WirelessLAN
programs, click the Help button or press the (F1) function key.

¢ Intheon-line help you can click the Contents tab to get an overview of the on-line
information, or click the Index tab to open an alphabetical list of specific topics.

Product specifications are listed in the user’s guide that came with your High Rate
Wireless LAN products.
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Additional Fileson your CD-ROM

The CD-ROM that is shipped with your High Rate Wireless LAN productsinclude afile
called “readme.txt”. This file contains information about the version of the software and/
or drivers on the CD-ROM.

You are advised to read thisfile prior to installing your High Rate Wireless LAN products,
asit may contain additional information that was not available when this document was
produced. You can also download or view the “readme.txt” file on the IBM High Rate
Wireless LAN website.

Other Sources of Information

For information on updates and other IBM news, see the website at: http://www.ibm.com/
pc/support.

For technical support, please consult the information at the back of this document.
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Part 2. Wireless Configurations

I ntroduction

This document describes anumber of network scenarios that may serve as an example for
building your wireless system.

Wireless systemstypically apply to indoor network environmentsthat require connectivity
for devices roaming throughout the network environment.

Wireless systems are wireless networks that service wireless (mobile) devices. Wireless
devices may roam freely throughout the network, with the only restrictions being the size
and distance of the wireless device.

Subject to the size and requirements of your LAN, awireless system can be identified by
either one of the following type of configurations:

e Independent network

e Basicinfrastructure
— Stand aone configuration

— Wireless access to ethernet networks

e Advanced infrastructures
— Multiple channel configuration

Peer-to-Peer Workgroup

A Peer-to-Peer workgroup, as pictured in Figure 2-1, isagroup of wireless devicesthat do
not bridge their data viathe Access Point. All machines within a Peer-to-Peer network are
configured to “Peer- to-Peer” mode.

The most simple independent network is one without a server, where stations
communicate Peer-to-Peer, e.g. by sharing a disk or printer via Microsoft Networking or
Novell personal NetWare.

Figure 2-1. Peer-to-Peer Workgroup
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Peer-to-Peer networks are typically used for small networks where:

e All wireless stations participate in workgroup computing, for example using the disk-
sharing option of Microsoft Networking and Printers.

e All stations are within range of awireless server.

Peer-to-Peer networks are a quick and easy solution to set up awireless network at trade-
shows, business visits or other (off-site) locations.

Basic Infrastructure

Stand Alone Configuration

In astand alone configuration (Figure 2-2), the Access Point will function as arelay base
station, that will forward the data communi cation from one computer to another within the
same wireless cell.

Thisisthe quickest and easiest way to set up asmall wireless LAN infrastructure. This
configuration is ideal for temporary installations (e.g. tradeshows) environments that do
not allow the installation of awired infrastructure.

A server isnot required in a stand alone wireless configuration; equipped devices can
communicate Peer-to-Peer, as described in “ Peer-to-Peer Workgroup” on page 2-1.

Figure 2-2. Stand Alone Configuration

The wireless infrastructure is identified by a unique network name. All equipped devices
that wish to connect to this network, must be configured with an identical network name.

Mobile wireless stations will maintain communication with the infrastructure as long as
they remain within range of the Access Point in their High Rate Wireless LAN network.

Wireless Access to Ethernet Networ ks
Connecting Access Points to an Ethernet network, as pictured in Figure 2-3, allows you to:
e create awireless environment for mobile computers, or

e connect anumber of stations (mobile and/or desktop) to an existing ethernet
infrastructure, creating alarger coverage area.
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Figure 2-3. Wireless to Ethernet Access Configuration

All wireless stations within this coverage area that wish to connect to the network must be
configured with the same network name as the Access Points.

Roaming wireless stations will automatically switch between Access Points, when
required, thus maintaining the wireless connection to the network.

Advanced Infrastructures
Multiple Channel Configuration

The stations are capabl e of switching their operating frequency channel dynamically when
roaming between Access Points that have been configured to use different radio channels.

Using different channels enables you to optimize wireless performance, assigning
different frequency channels to neighboring Access Points. Multiple frequency
configurations may prove very useful in environments where:

¢ A high concentration of wireless stations are operational.

e The stations experience a performance decrease in terms of network response times
as aresult of the collision avoidance protocol (for more information, see “RTS/CTS
Medium Reservation” on page 6-8.

Part 2: Wireless Configurations  2-3



Figure 2-4. Dual Channel Configuration

[ ] Channel A
| | Channel B

* By configuring neighboring Access Points with different frequencies, you create
separate mediums for each wireless cell. Operating at different channels, the stations
can no longer “hear” one another, and therefore no longer need to defer
communications.

¢ When the configuration pictured in Figure 2-4 represents a single channel system,
both station 1 and station 2 share the same medium. Station 1 might need to defer
communication with the Access Point when it senses that station 2 is already
communicating with the Access Point in the neighboring cell.

Asisthe case in any roaming environment, you must configure all Access Pointsin
multiple channel configurations with an identical network name.

The preferred channel separation between the channelsin neighboring cellsis 25 MHz (5
channels). Subject to the number of channels supported by the wireless client adapters
available in your country, this means that you can apply up to three different channels
within your wireless network (see Table 6-1 on page 6-14 for recommended channel
configurations).

Applying two channels that allow the maximum channel separation will decrease the
amount of channel cross-talk, and provide a noticeable performance increase over
networks with minimal channel separation.

To configure networks with multiple channels, refer to “ Frequency Channel Management”
on page 6-12.
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Part 3: Setting Up your LAN
Administrator Station

I ntroduction

High Rate Wireless LAN infrastructures are managed from the LAN administrator station.
Within this chapter decision points are described which are necessary to help you set up
LAN administrator station(s) to properly manage your network.

Typicaly, the LAN administrator station is acomputer used by the LAN administrator to
configure, manage and monitor the network. You can assign as many LAN administrator
stations as you like, depending on how you would like to manage your network.

The LAN administrator station uses the tools available in the High Rate Wireless LAN
software suite to configure and monitor your network. The following programs are
included within the High Rate Wireless LAN software site:

¢ Client Manager
e AP Manager

In this chapter, we describe how to set up the LAN administrator station in the following
network configurations:

e Peer-to-Peer workgroup - al stationswithin the network directly communicate with
all other stations. No Access Points are necessary to bridge the data.

e Infrastructure network - al stations communicate to each other and the Ethernet
backbone via Access Point interfaces.

For an overview of the High Rate Wireless LAN software tools, please refer to “About
IBM High Rate Wireless LAN Tools’ on page 1-1.

Assigning an LAN Administrator Station

Minimum Requirements

To set up the LAN administrator station, you can use any desktop or portable computer
that meets the following requirements:

e A 80486 or faster processor.

e Freedisk space of 4 MB.

¢ 8MB RAM (16 MB or more recommended).

e Microsoft Windows 95, 98, ME, 2000 or NT 4.0.

For the Client Manager you will also need:

e Thewirelessclient adapters

For the AP Manager you will need the following:

¢ Accesstothe LAN, via
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— Wireless client adapter
— Ethernet card
— dial-up connection
e High Rate Wireless LAN Access Points.

e A loaded TCP/IP protocol that provides a Windows sockets (winsock) interface. The
TCP/IP drivers can be found on the Microsoft Windows installation disks or CD-
ROM.

M anaging Peer-to-Peer Workgroups

A Peer-to-Peer workgroup consists of several stations communicating directly to each
other without bridging data via the Access Point.

Peer-to-Peer workgroups do not need the IBM High Rate Wireless LAN tools. For more
information refer to the documentation that comes with your product.

Managing Infrastructure Networks

In aninfrastructure network, you will primarily use the LAN administrator station that has
the AP Manager installed to configure your Access Points and monitor the radio traffic
between selected Access Points and stations within the network.

You may also install the Client Manager on all stations within the network, or on selected
mobile stations with the PCCard, to monitor the link between the mobile station and the
nearest Access Points.

Wired or Wireless?

The choice for awireless or wired LAN administrator station will depend on your
preferences and abilities to administer your network.

You should first determine how you would like to manage your network. If you like to
configure and monitor stations from:

e on-site, to troubleshoot problems at the physical location of the station, you may
choose to have a mobile, wireless LAN administrator station.
Tool: AP Manager and Client Manager

e acentral location, such asthe LAN administrator station, you may prefer awired
LAN administrator station.

Tool: AP Manager

e aremotelocation, viamodem, caling into aRAS or PPP entry point to your
network.

Tool: AP Manager

Your next consideration for wired or wireless station should be the size of your network.
For instance:

e inlarger networks, it may be more convenient to manage the stations from a central
location, so awired station would be more appropriate.
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* insmaller network configurations, in which there are only few Access Points, a
mobile, wireless station may be the most efficient way to configure and manage your
network.

For wireless stations the following has to be considered:

«  LAN administrators require easy access to wireless aress, e.g. for on-site
troubl eshooting.

¢ You need to perform asite verification to determine optimal placement of Access
Points.

e Itisalso possible remote configure and monitor the Access Point viaadia-up
connection. This feature is only possible when the network is externally accessible.

Of course you can assign multiple stations as LAN administrator stations, allowing for a
combination of wired and wireless stations and allowing you the freedom to choose the
most appropriate tool for the situation.

Wired Stations

A wired LAN administrator station allows you to configure and monitor Access Points
through awired backbone by using the AP Manager tool.

Configuration

A wired LAN administrator station has access to all Access Points viaawired backbone.
The Access Points are identified by means of their unique IP address.

When your LAN architecture is comprised of multiple subnets, separated by gateways or
routers, please note that the LAN administrator station which you intend to use for the
initial configuration, must be on the same subnet as the Access Points.

Once the Access Points have been configured and their |P addresses have been registered,
you can use any station to access the Access Points viathe TCP/IP protocol.

For more information on configuring your Access Point, please refer to “ Configuration
Scenarios’ on page 3-7.

Monitoring

When you use awired LAN administrator station you will not be able to move around to
different physical locations of the network to determine or optimize the placement of
stations, Access Points or antennas.

However, awired LAN administrator station can use the AP Manager remote link test and
remote statistics features to perform monitoring tasks.

With the AP Manager you can vaidate radio frequency links between a remote Access
Point and stations connected to that Access Point. For more information on monitoring,
refer to “Monitoring Options’ on page 5-17.

Wireless Stations

A wireless, mobile LAN administrator station allows you to use the Client Manager as
well asthe AP Manager.
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Monitoring

You can use the following tools to monitor your infrastructure network:
e Client Manager

— Wireless client adapter diagnostics

— Logging measurements data

— Sitemonitor

— Link test
* AP Manager

— System information

— Remote link test

— Remote statistics

For more information on monitoring your network, refer to Part 5 “Monitoring your High
Rate Wireless LAN Network”.

Installing High Rate Wireless LAN Software

Client Manager

The Client Manager is a diagnostics tool that runs on wirel ess stations only. To setup the
LAN administrator station that is capable of running the Client Manager program, the
station must be equipped with the wireless client adapter.

To install the Client Manager software, proceed as follows:

1. Insert the software CD-ROM that came with your Access Point station that you have
designated as the LAN administrator station.

If you downloaded the software from the web, please refer to the installation
instructions found on the web.

2. When the CD Browser automatically starts you can proceed with the next step. If not:
e Click the Start button on the Windows task bar, then select Run.
¢ Click the Browse button in the Run window.

e Select the drive letter of your CD-ROM player in the Browse window, then
select the file “ setup.exe”, and click the Open button.

e Click the OK button in the Run window. The CD Browser will start-up.

From the CD Browser main menu select the Install Software button.

Click on Install Client Manager.

Follow the instructions on your screen. If not available yet, a special IBM group in
the Windows Programs menu will be created. This group will provide accessto the
Client Manager.

apw

Note:  Previoudly installed versions of the Client Manager program will automatically
be replaced.
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During the installation, you will be prompted for a directory to install the program files.
The default directory for the Client Manager programis: “ C:\Program Files\IBM Wireless
LAN\Client Manager”

Throughout this manual, we make references to a variety of files. Unless otherwise
specified, you will find these filesin this default directory.

AP M anager

The AP Manager can be installed on both wireless and wired stations. To install the
program, you will need to select a station that is configured with:

*  Network Interface Card (NIC) to connect this station to the network. The NIC cards
can be of any type, including:
— Wireless client adapter (for wireless stations)
— Ethernet card

e TCP/IP protocol stack (see “Verifying the TCP/IP Protocol Settings’ on page 3-6).
Installing AP Manager

Toinstall the AP Manager software, proceed as follows:

1. Insert the software CD-ROM that came with your product in the CD-ROM drive of
the computer that you have designated as the LAN administrator station.

If you downloaded the software from the web, please refer to the installation
instructions found on the web.

2. When the CD Browser automatically starts you can proceed with the next step. If not:
¢ Click the Start button on the Windows task bar, then select Run.
e Click the Browse button in the Run window.

»  Select thedrive letter of your CD-ROM player in the Browse window, then
select the file “ setup.exe’, and click the Open button.

e Click the OK button in the Run window. The CD Browser will start-up.

From the CD Browser main menu select the Install Software button

Click on Install AP Manager.

Follow the instructions on your screen. If not available yet, a special IBM group in
the Windows Programs menu will be created. This group will provide access to the
AP Manager software to configure your Access Point.

o prw

Note:  Previously installed versions of the Client Manager program will automatically
be replaced, without affecting any other file that you might have saved into the
program’s directory. For example if you saved back-ups of Access Point
configuration files which you created with the previous version in the Access
Point program folders, these files will not be deleted or overwritten.

During the installation, you will be prompted for a directory to install the program files.
The default directory for the AP Manager program is: “ C:\Program Files\IBM Wireless
LAN\AP Manager”

Throughout this manual, we make references to a variety of files. Unless otherwise
specified, you will find these filesin this default directory.
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Verifying the TCP/IP Protocol Settings

The AP Manager program requires a TCP/IP networking protocol to communicate with
the Access Point. When setting up the Access Points for the first time you will need to
verify the TCP/IP settings of the LAN administrator station.

When the network operating system in your network does not use the TCP/IP
protocol, you will need to install it onto the LAN administrator station and assign a
user-defined | P address to each LAN administrator station.

When your network operating system uses the TCP/IP protocol, your station will
aready have an |P address assigned to it. This could either be a user-defined value, or
avalue assigned by for example a DHCP server. You do not need to modify thisIP
address.

To verify whether the TCP/IP protocol is properly installed, proceed as follows:

(@]
!

Network

5.

On the Windows task bar, click the @lStart| putton.

Point to Settings and then click on Control Panel.

In the Control Panel window, double-click the Network icon.

Verify that the list of network components includes the TCP/IP Protocol for the
wireless network interface that you will use to access the Access Point (e.g. your
ethernet or adapter).

e If Yes, close all windows using the Cancel button and proceed with
“Configuration Scenarios’” on page 3-7.
e If No, proceed as follows:
a Click the Add button.
b. Fromthelist of component types, select Protocol and click the Add button.
c. Select aTCP/IP protocol from the list displayed.
In most network environments, the Microsoft TCP/IP protocol will work
just fine. Alternatively, select a TCP/IP protocol that matches your network
operating system.
d.  When your network does not use | P addressing, enable the option Specify
an IP Address.
Thiswill disable the DHCP mechanism that would assign an | P address to
your LAN administrator station automatically in networks that include a
DHCP server.
e. Enter auser-defined valuein the IP Address field of the format
153.69.254.xxx, Where xxx may be any numerical valuein the range of 1-
253.
When configuring multiple LAN administrator stations, make sure to assign
different values to each station.
f.  Inthe Subnet Mask field enter the value 255.255.255.0
g. Click the OK button to confirm and follow the instructions as displayed on
your screen.
When prompted to restart your computer, select Yes.
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Once your computer has restarted, you will be ready to configure the Access Point viaany
of the configuration scenarios as described on “ Configuration Scenarios’ on page 3-7.

Configuration Scenarios

In the previous section you may have selected either awired, or awirelessLAN
administrator station. This section will describe some of the characteristics and features of
each type and identify whether further modifications to the setup of your computer or
“desktop workplace” are required.

Wired LAN Administrator Station

Using awired LAN administrator station allows you to configure Access Pointsvia

e A “desktop workplace” setup, connecting your computer to the Access Point viaa
hub as pictured in Figure 3-1.

e A regular wired ethernet connection as pictured in Figure 3-2.

Figure 3-1. Wired Access via a Direct Cable Connection

Selecting awired LAN administrator station is recommended in one of the following
situations:

*  You prefer to manage your Access Points from afixed central location.

«  The Access Points will be installed on remote locations, that are accessible via TCP/
I P networking.
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Figure 3-2. Wired Access via a Network Connection

LAN administrator station

Looking at Figure 3-2, the LAN administrator station has access to both Access Points A
and B viathe wired backbone.

e When these Access Points are still using the “out-of-the-box” configuration, the
Access Points can be identified by means of their ethernet MAC Address, provided
that the Access Points are on the same subnet as your LAN administrator station (i.e.
there are no routers between your LAN administrator station and the Access Point).

e When you have assigned a unique | P address value to each Access Point, you should
be able to access each Access Point from anywhere within the network by using its
unique | P address.

When installing new Access Points “ out-of-the-box”, you are advised to configure the
Access Points one-by-one using the “desktop workplace”’ scenario as pictured in Figure 3-
1 on page 3-7. Thiswill allow you to assign a unique | P address value to each unit prior to
connecting the units to the network infrastructure.

WirelessLAN Administrator Station

A wireless, mobile LAN administrator station allows you to use the AP Manager in
combination with the Client Manager tool.

Figure 3-3. Wireless Access via a Direct Connection

LAN administrator station
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Using awireless LAN administrator station allows you to configure Access Points:

«  Directly by means of awireless point-to-point connection as pictured in Figure 3-3,
or

« Indirectly by means of awireless point-to-point connection with another Access Point
that provides access to the “target” Access Point via a network backbone as pictured
in Figure 3-4 on page 3-9.

Note:  Inthe same manner in which wired networks require you to verify that all cables
are connected properly to establish connection, wirel ess networks require you to
verify that:

— the LAN administrator station is within range of the “target” Access Point,
and

— thewireless network interface setup matches the parameter values of the
Access Point(s).
When using the configuration setup as pictured in Figure 3-3, the wireless network

interface of the LAN administrator station should be configured to match the settings of
the “target” Access Point.

Figure 3-4. Wreless Access via an Indirect Connection

LAN administrator station

When looking at the scenario pictured in Figure 3-4 on page 3-9, the wirel ess network
interface of the LAN administrator station should be configured to match the settings of
Access Point B.

e Thescenario pictured in Figure 3-3 will be most convenient when configuring
multiple “ out-of-the-box” Access Points sequentially.

e The scenario pictured in Figure 3-4 will be most efficient when adding new Access
Points to an existing network or when you are not within range of the “target” Access
Point.

In both scenarios the Access Points are identified by means of their unique | P address.
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Uninstalling High Rate Wireless LAN Software

If you wish to remove the High Rate Wireless LAN software from the LAN administrator
station you can use the “Add/Remove” function of your Windows operating system.

To uninstall High Rate Wireless LAN software:

1. Onthe Windows taskbar, click the Start button.

2. Click on Settings and then Control Panel.

3. Onthe Control Panel window, double-click the Add/Remove Programs icon.

4. Select the program that you wish to uninstall, and click the Add/Remove button.

The Add/Remove option will remove program filesonly. If you have stored log filesin the
program files directory, these files will not be removed.
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Part 4. Basic Network Configuration

I ntroduction

This chapter will describe how to configure the High Rate Wireless LAN network for:
e Peer-to-Peer workgroups, and
e Infrastructure networks

Peer-to-Peer Workgroups

A Peer-to-Peer workgroup consists of several wireless stations communicating directly
with each other without bridging data via the Access Point (see Figure 4-1).

To set up a Peer-to-Peer workgroup operating with the standard protocols, do the
following:

e Setall stationsto connect to a Peer-to-Peer workgroup.
e Setdl stationsto use the same Network Name.
e Setall stationsto use an identical encryption key.

For more information to “ Peer-to-Peer Workgroup” on page 2-1.

Figure 4-1. Peer-to-Peer workgroup

Infrastructure Networks

The number of network configurationsthat you could create using Access Points and High
Rate Wireless LAN products is unlimited. Therefore, we have divided the rest of this
chapter into three sections that should help you get your network up and running.

e Theinstructions for “ Configuring Infrastructure Networks” on page 4-2 will work
fine in most networking environments.

e More advanced configurations settings are described in
Part 8 “ Advanced Network Configurations’.
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— The Advanced Parameters (page 8-1) may help you with tailoring the Access
Point configuration to meet your networking requirements.

— Configuring Large Networks (page 8-13) provides a procedure to manage
Access Point devices more efficiently.
What you Need

To manage your Access Points, you must assign a unique | P address to each Access Point
within your network.

Furthermore, your management station must also have an |P address. The TCP/IP
connection of your station should either:

*«  Beconnected to the same subnet as the Access Points, as described in Basic
Infrastructure (page 2-2), or

e Provide access to the subnet of the Access Points viarouters, gateways or another
type of LAN connection that supports the TCP/IP protocol.

Configuring I nfrastructure Networks
Basic Configuration

Introduction

This section will describe a4-step installation approach to configure your Access Pointsto
service aroaming network environment for (mobile) wireless stations.

Looking at the example pictured in Figure 4-2, each wireless cell is serviced by one
Access Point that has been set to “ Access Point Services’. All Access Points share the
same Network Name.

Figure 4-2. Basic Access Network

To connect awireless station to the High Rate Wireless LAN network, each station must
be configured with the same Network Name as the Access Point.
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To configure the wireless stations, follow the instructions as described in the
documentation that comes with your wireless client adapter.

Toinstall and configure the Access Point perform the following steps:

1.
2.
3.
4.

Install the Access Point hardware?.

Connect to the Access Point with the AP Manager program.

Set the Network Name and save configuration to the Access Point.

Create a back-up file of the new configuration settings (optional but recommended).

Repeat steps 2 to 4 for each of the Access Points that you wish to install.

Step 1 - Installing the Access Point

For installation instructions of the Access Point hardware, please refer to the Getting
Started Guide that was shipped with the Access Point.

Step 2 - Connecting to the Access Point

To connect to the Access Point, you need to address each Access Point viaits |P address.

If your network includes a BOOTP or DHCP server, the IP address will be assigned
automatically (refer to for more information about BOOTP/DHCP.

In situations where no | P addresses are assigned automatically, the IP address will be
153.69.254.254.

You must change this factory-set |P address (153.69.254.254) upon first
configuration.

To connect to the Access Point proceed as follows:

Start the AP Manager program.
Select the Access Point that you wish to configure from the list or enter the | P address
inthe field Enter the IP address for a specific Access Point (see Figure 4-3).

* A new Access Point is marked with a special icon.

*  Thislist will display all Access Points located on the same IP subnet as your
management station (see also “Modifying the Configuration” on page 8-17).

»  Togain accessto Access Points on adifferent subnet or viaadial-up connection,
enter a specific IP addressin the field Enter the IP address for a
specific Access Point.

1. Subiject to the decisions you made in Part 3 “Setting Up your LAN Administrator Station”, you may

either install the Access Points at your desk and configure them one by one, or have the Access
Points mounted directly in their various locations prior to configuring them via a network connection.
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Figure 4-3. Main AP Manager window
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3. Click the Edit button.
e If the Access Point that you select isidentified by the factory-set | P address
153.69.254.254, you will be prompted to change this | P address.
a  Enter aunique IP address for the Access Point in the field Access Point
IP Address.
b. Record the IP address on the “ Access Point Configuration Record” located
in Appendix A “ Start-up Configuration”.
4. Enter the Read Write password and click OK (default password is“public”).
e |f the Access Point is found and if you entered the right passwords, a new

window appears with parameter tabs to change the configuration (see Figure 4-
4).

e If the Access Paint is not found in the network and/or the configuration is not
read, or if the wrong password is entered, the message “Invalid password”

appears.
Click OK to return to the main AP Manager window and try again.

You are now ready to change the Access Point configuration settings.
Step 3 - Set Network Name and Save Configuration

When installing the High Rate Wireless LAN network, you are advised to modify the
default settings of the wireless network interfaces. Although the Access Point will work
fine with its factory-set values, changing the High Rate Wireless LAN parameters to
unique values will differentiate your network from possible neighboring networks.

1. Selectthetab Wireless Interfaces (see Figure 4-4).

Note:  Theintegrated Wireless Network Interface of the AP-500 is called Interface ‘' A’
in this guide.
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Figure 4-4. AP Manager Wreless Interfaces tab
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Enter the identification designator in the field Network Name for the service type that
this interface should use:

The network name can be any a phanumeric string from 1 to 32 charactersin the
rangeof “a’ to“z",“A” to“Z" and “0" t0o “9".

The network name should be the same for all wireless network interfaces that will
service wireless stations that belong to the network.

The network name distinguishes your Access Points from Access Points that belong
to aneighboring network.

For information on other Interface parameters (like the Advanced and Security
button), see Part 8 “ Advanced Network Configurations”.

When finished changing parameters, click OK to save the configuration to the Access
Point and to return to the main AP Manager window (as pictured in Figure 4-3 on
page 4-4).

At this stage, the IP address and other settings are stored in the vol atile memory of the
Access Point.

Note:  If you savethe configuration to the Access Point (by clicking the OK button), the

Access Point reboots automatically.

Thiswill complete the basic configuration of your Access Point. This basic configuration
will work efficiently in most networking situations. You are advised to make a back-up
file of this configuration as described in “ Step 4 - Create a Back-up of the Configuration”.

More advanced parameter settings are discussed in Part 8 “ Advanced Network
Configurations’.

Step 4 - Create a Back-up of the Configuration
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At al times when you change the configuration of the Access Point, we recommend that
you create a back-up file of the configuration. You can use this back-up to quickly restore
the Access Point configuration in situations where:

Your Access Point goes out of service.

You would like to recreate the original configuration of the Access Point that you had
to replace (for example following arepair).

When you need to perform aforced reload as described in
Appendix C “Forced Reload Procedure”.

To create a back-up file proceed as follows:

1
2.
3.
4.

5.

Start the AP Manager program.

Select the Access Point you want to create a backup of .

From the Access Point menu select Download Config File.

When prompted for a name, enter a name that allows you to easily recognize the
relationship between the file name and the Access Point.

Record the filename and the location where the Access Point will be installed on the
“Access Point Configuration Record” in Start-up Configuration (page A-1).

Toinstall and configure other Access Points, refer back to “Step 1 - Installing the Access
Point” on page 4-3.
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Part 5: Monitoring your High Rate
Wireless LAN Network

I ntroduction

Once your network has been configured and installed, you can use High Rate Wireless
LAN software tools to:

e Monitor the performance of your network;

e Verify optimal placement of your Access Points and wireless stations.

You are advised to verify the performance of your network on aregular basis, as
performance may change when wireless stations are relocated, or office environments add
or re-arrange cube walls, or when new equipment isinstalled that might interfere with the
wireless communication.

High Rate WirelessL AN Tools

The High Rate Wireless LAN software suite offers two tools that enable you to monitor
your network:

e Client Manager
e AP Manager
Client Manager

The Client Manager has been designed to monitor the radio performance of your network
on-site. You can use this program to:

¢ Rundynamic radio communication diagnostics with the Access Point within range of
your monitoring station.

« Display detailed link test measurement results with the Access Point nearest your
Client Manager station.

The Client Manager is amobile wireless tool that can only run on awireless station
(typicdly aportable device such as a notebook computer).

AP Manager

The AP Manager has been designed to monitor your network from a central location, e.g.
the LAN administrator station.

You can usethistool to display link test measurements between a (remote) Access Point of
your choice and a station connected to the selected Access Point.

The AP Manager tool can run on both wired stations (Ethernet) and wireless stations. To
run diagnostic measurements, the LAN administrator station must be connected to the
network infrastructure that allows the station to access the Access Point using the TCP/IP
protocol.
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Which Tool Should You Use?

The decision whether to use the Client Manager or AP Manager largely depends on your
capabilities or desire to perform diagnostic measurements on-site, or from a central

location.

Both the Client Manager and the AP Manager offer logging functions that can save
measurement data for later evaluation or comparison with previous measurements. You
can view saved log files with any ASCI| editor, or import the data into standard
spreadsheet or database applications.

Note:

Alternatively you may use the AP Manager program to monitor wireless
performance of both wireless systems via Access Points (see “ Remote Link Test
Window” on page 5-19).

The High Rate Wireless LAN products have been designed for interoperability
with all other wireless LAN products that use the direct sequence radio
technology, asidentified in the IEEE 802.11 standard for wireless LANS.
Operating in the unlicensed 2.4 GHz band, the High Rate Wireless LAN system
can transmit through walls and floors, giving you the freedom to roam
throughout the network while maintaining your network connection.

This meansthat your High Rate Wireless LAN hardware will communicate with
other vendors' |EEE 802.11 compliant wireless LAN products.

However, you may not always be able to use the High Rate Wireless LAN
software suite in combination with other vendors' products, due to the following
reasons:

e ThelEEE 802.11 standard for wirelessLANs does not identify standardsfor
diagnostic or management tools; i.e. each vendor may have designed a
customized tool to configure and/or manage the | EEE 802.11 wireless
network.

e ThelBM High Rate Wireless LAN software suite has been designed to offer
an enhanced set of tools to monitor and analyze a wide range of diagnostic
tallies.

Some of these tools require additional functionsin the hardware that (by
default) is supported by all IBM High Rate Wireless LAN products, but may
not be supported by the other vendors' products.

If other vendors’ products do not allow you to display communications quality or
configuration parameters using the High Rate Wireless LAN software suite,
please refer to the documentation that was shipped with the other vendors’
product.

Using the Client Manager

Monitoring M ethods

The Client Manager offers four monitoring methods:

e Wireless Client diagnostics (see “Diagnose Card” on page 5-16)
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Link test (see “Link Test Window” on page 5-4)
Site monitor (see “ Site Monitor Window” on page 5-8)

L ogging measurement data (see “Logging Measurement Data” on page 5-14)

The site monitor, link test and logging measurement data options are only available when
the Client Manager isinstalled in “ Advanced” mode (see “Client Manager” on page 1-2”
for more information).

To start the Client Manager tool:

1.

The Client Manager program starts automatically when Windows is started. The
Client Manager icon is displayed on the windows task bar. If the program is not
running:

*  Select the Start button on the windows task bar.
e Select Programs, and then select the IBM program group.

*  Next select Client Manager to start the Client Manager program.

Click on the Client Manager icon i in the taskbar to open the main Client Manager
window pictured in Figure 5-1.

Figure 5-1. Main Client Manager Window

E  Client Manager [ [5] =]
File  Actions Advanced Help

@ Current configuration profile I j

Shatue

Connected to network. - “rour Company Metwork Name

Radio connection : Excellent
Access Point name :
Channel 13

Signal Encryption - Orf

strength

The main Client Manager window will display the key information reguired to validate
the current network connection of your High Rate Wireless LAN station:

The name of the network to which your station is connected (*Peer-to-Peer” in case
of a Peer-to-Peer workgroup, or the network name of your Access Point
infrastructure, e.g. “Your company network name”).

The quality of the radio connection to this network:
— Excellent

— Good

— Margind

— Poor, or

— Out of range

The quality of the radio connection is aso displayed with a colored icon. The color
indicates the quality of the connection
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— Green: Excellent or good connection
— Yellow: Marginal connection

— Red: Poor connection

— Red with error sign: No connection

e The name of the Access Point to which the mobile wireless computer is connected at
that moment.

¢ Thechannd used for the connection.

«  Encryption: on/ off

If your Client Manager could not establish a network connection, this screen will display
either:

« Nowirelessnetwork card driver present - your station was unable to detect the
High Rate Wireless LAN driver. Check to make sure that the wireless client adapter is
properly connected and that you have configured your station correctly.

« Out of range - you are out of range of the network for which your station has been
configured.

e Searchingfor initial connection to network: Network Name. - the network named
Network Name can not be found.

For more detailed information use the monitoring methods as described in “Monitoring
Methods’ on page 5-2.

From the main Client Manager window (as pictured in Figure 5-1 on page 5-3) you will
a so have access to a number of menu items. These menus are described in the next

paragraphs.

If you are having problems connecting to the network:

e Click the Help button or press (F1) for troubleshooting hints

* Refer to Appendix B “Troubleshooting” for possible solutions.
Link Test Window

You can use the link test mode to perform detailed diagnostic measurements in indoor
wireless environments between your Client Manager station and one specific test partner.
Subject to the type of network to which your Client Manager station is connected, the test
partner may be either one of the following:

e The Access Point, when your Client Manager station is connected to an
“Infrastructure Network” (see Part 2 “Wireless Configurations”).
In this type of network you will not be able to select another link test partner; when
roaming throughout the wireless network environment, the link test partner may
change dynamically whenever another Access Point provides better communications
qudlity.

e The station, when your Client Manager station is connected to a Peer-to-Peer
workgroup (see Part 2 “Wireless Configurations”).
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In this type of network you will be able to select your link test partner from alist of
stations available in the independent network identified by the same network name as
your Client Manager station.

To start the link test, select Link Test in the Advanced menu of the main Client Manager
window. Thiswill display the window pictured in Figure 5-2.

Across the top of the Link Test window, you can see:

e Theradio channel on which both devices are communicating.
¢ The name of your computer (This Station),

e Thename of thelink test partner (Test Partner), and

e Thequality of the connection.

Figure5-2. Link Test Window
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The“Link Test” window provides you with three link test optionsto assist you in
analyzing the link test data:

e Test results - provides measurement results of the link test.
e Test history - provides graphical results of the link quality.

e Log Settings - set the measurement parameters to record test results for future
analysis.

Test Results Tab

The Test Resultstab is your primary screen to analyze link test results using the following
indicators:

e Signal to noiseradio (SNR)
¢  Received messages
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Signal to Noise Ratio (SNR)

The signal to noise ratio (SNR) identifies the communications quality of radio path
between your station and the link test partner. Thisindicator is updated dynamically
according to the actual status of the radio link.

The color of SNR indicator relates to the following levels of communications quality

Color Description

= Green Communication quality is“Excellent” or “Good”, no intervention is
required.

= Yellow Communication quality is“Marginal”, no intervention is required.

= Red Communication quality is “Poor”, intervention required. (see

Appendix B “Troubleshooting”)

If the level of SNR islower than expected the signal level and noise level indicators may
help you investigate the cause:

e Alow signal level indicates that the “strength” of theradio signal isfairly low: i.e.
your Client Manager station is almost ‘ out-of-range’ of itslink test partner.

e A high noiselevel indicates a source of radio interference in the radio path between
the two link test partners.
Comparing the values for your station and the link test partner will help you to
identify the location where the interference occurs, and investigate whether any
actions to eliminate or remedy the source interference resulted in a better
performance.

Received M essages

The indicator “Received Messages’ provides away to determine the efficiency of the
redio path between your Client Manager station and the link test partner.

When running alink test, your Client Manager station will exchange messageswith itstest
partner. The test partner will confirm proper receipt by returning an acknowledgment
response.

Both your wireless station and the link test partner will use these messages to:
e Measurethe signa to noiseratio (SNR).

e Compare the total number of messages sent to the number of messages received.
— When the communications quality is rated as “Excellent” or “Good”, the total
number of lost messages should be zero.
— When communications quality is “Marginal”, the total number of lost messages
may be in the range of 1% to 3%
— When the total number of messagesis >5% your network environment will most
likely suffer from performance problems.

In most situations you will see that the number of lost messages will increase whenever
the level of SNR decreases.

5-6 High Rate Wireless LAN Manager Suite - User’s Guide



The different fields for messages received at the different transmit rates (e.g. “11 Mbit/s”,
“5.5Mbit/s’, “2 Mbit/s’ and “ 1 Mbit/s’) may serve as an indicator for network throughput
efficiency.

Itisnormal behavior for High Rate Wireless LAN stations to retransmit messages that
were lost (either as aresult of aframe-collision, or because the test partner was “ out-of-
range’):

e If amessage transmission fails, your station will retransmit the “lost” frame.

e If aretransmission fails repeatedly, the station will switch to alower data speedl and
try to transmit the message again.

The higher the number of messages received with the highest transmit rate, the better your
throughput efficiency. A relatively high number of messages received at lower transmit
rates may indicate:

*  Inadequate radio performance, which can typically be related to the level of SNR, or
«  Network congestion. This may typically be the case when the SNR was rated “Good”.

In situations where you see alot of (re)transmissions at lower datarates, the lower data
speed might be the result of:

e Alink test partner that is almost “ out-of-range” of your Client Manager station. This
is easily recognized by alow level of SNR.

¢ Oneof thetest partnersisusing awireless card that does not support the high rates.

Toinvestigate link quality resultsin more detail, you can use one of the following buttons:

e Advice - to display more detailed information related to the current link quality and
troubleshooting hints to increase performance.

e Freeze - to momentarily stop the dynamic indicators and updating of numerical
values, for example to analyze the results on your screen in more detail.

¢ Reset - toreset al of the diagnostic counters back to zero.
You can use this option to investigate the results of an action to remedy a cause of
poor performance. For example after you switched off a microwave oven that you
suspect is causing interference. Clicking the Reset button will analyze the link
quality again, ignoring previous results that may have adversely influenced the
statistics.

e Help - to display general information about the Client Manager link test.
To access the on-line help system you can also press the (F1) function key on your
keyboard.

Test History Tab

You can use the Test History tab to display link test results as aline-chart. You can change
the display to include the diagnostic parameters of your choice, and a user-defined time
window. You can set the time window to display the information of the last minute, last
hour or last 24 hours.

1. The range of wireless data is related to the data speed. Radio messages transmitted at lower data
speeds will travel longer distances than messages at maximum data speed. In most network
environments, the “Auto Fall-back” transmit rate will yield the best performance results.
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For example, if you have an Access Point that shows mysterious performance problems at
regular intervals, you can run the test history mode for 24 hoursto:

«  Determine the exact time the problem occursin the selected Time window

e Anayze what was causing the performance problem without having to watch the
dynamic indicators continuously.

L og Settings Tab

You can record the link test measurementsto alog file, and use this log file to more fully
analyze the link quality. The measurement data can be logged automaticaly at regular
intervals or manually upon user-command.

For more information on log files, see “Logging Measurement Data’ on page 5-14.

Site Monitor Window

The Site Monitor option enables you to display the communications quality between your
Client Manager station and all Access Points within its range.

The site monitor has been designed for indoor roaming environments to:
«  Determine the overall wireless coverage of your network.

e Verify or optimize the placement of your Access Points, in order to provide seamless
roaming connectivity to mobile stations.

When roaming throughout a wireless network environment with your Client Manager
station, you will be able to identify areas that may not have adequate coverage, or that
suffer from in-band interference from other (wireless) equipment such as security gates,
microwave ovens or photo copiers.

To start the site monitor, select Site Monitor in the Advanced menu in the main
Client Manager window. Thiswill display the window pictured in Figure 5-3 on page 5-9.

Optionsin the Site M onitor Window

e SiteMonitor tab - the primary tab to monitor the performance of your wireless
network (see“ Site Monitor Tab” on page 5-8).

e Selection tab - enables you to scan for neighboring networks and select such
networks for monitoring (see “ Selection Tab” on page 5-10).

e Log Settingstab - allows you to enable, disable or configure the site monitor logging
options (see “Logging Measurement Data”’ on page 5-14).

AP namestab - allows you to create user-defined Access Point names for easy
identification of Access Pointsin the Site Monitor window (see “ AP Names Tab” on

page 5-13).

Note:  The Site Monitor option only works in combination with Access Points. When
you select this option in a Peer-to-Peer workgroup environment?, the Site
Monitor window will not start with the Site Monitor tab but will start with the
Selection tab described on “ Selection Tab” on page 5-10.

Site Monitor Tab
1. Independent networks never include Access Points (see also Part 2 “Wireless Configurations”)
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When you open the Site Monitor window, this will display the window pictured in
Figure 5-3.

Figure 5-3. Site Monitor window
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Displayed across the top of the Site Monitor window are the following fields:

e Current Network (SSID) - which identifies the name of the network to which you
are currently connected.

« Distance between APs - describes the Access Point density setting of the network to
which you are currently connected.

Thesefieldswill remain visible when selecting any of the other optionsin the Site Monitor
window.

Also displayed in the Site Monitor window are all Access Points that:

«  Belong to the same Infrastructure as the one to which you are currently connected,
and

«  Arewithin range of your Client Manager station.

In the site monitor mode you can customize the selection of site monitor parameters to
satisfy your personal preferences as described on “ Customizing the Site Monitor Display”
on page 5-10. The recommended selection for standard site survey proceduresis as
follows:

¢ AP name (Access Point name) - to identify devices by the name of the Access Point:
Thisnameisidentified either in:

— The System Name field of the Access Point’s configuration
(see “ SNMP Parameters’ on page 8-10).

— A user-defined Access Point Name List, that you can create using the
Client Manager tool (see “AP Names Tab” on page 5-13).
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¢ SNR - the signal to noise ratio which indicates the communications quality with the
various Access Points.

¢ Channel - toidentify which radio channel is used by each of the Access Points.

To perform a standard site survey:

1. Arrangethe site monitor display as described above.

2. Determine which locations in your network environment require wireless
connectivity.

3. Use amobile computing device to walk through your wirelessLAN environment.

4. Roaming throughout the network environment, verify that each location is covered by
at least one Access Point that provides alevel of SNR that is at least “Marginal”
(Yellow) or better.

5. (optional) Usethe Sort on button to re-arrange the display of Access Points by the
data displayed in the first column.

The first time you open the Site Monitor window, the Access Points are sorted in
descending order of the SNR values.

6. (optional) To sort Access Pointsin adifferent way, simply select another display item
in column one.

Customizing the Site Monitor Display

For specific purposes, you may wish to select one or more of the other parameters aswell,
for example:

« Display thesignal level (Signal) and noise level (Noise) to determine the cause of a
poor level of SNR.

— A low signal level would indicate a“weak” radio signdl, i.e. the Access Point is
amost ‘ out-of-range’ .

— A high noise level would indicate a source of interference in the radio path
between your Client Manager station and the Access Point.

The SNR, signal level and noise level can be displayed as dynamic indicators and/or
numerical valuesin dBm.

Selection Tab

The Selection tab enables you to select another network, in situations where you wish to:
e Verify the presence of neighboring networks.

e Determine whether such network might interfere with your network.

Which Access Points will be displayed when you start the site monitor tool is actually
determined by the configuration of the network name parameter on your Client Manager
station (Edit/Add Configuration Profile in the Actions menu of the main Client Manager
window). For example when the network name of your Client Manager station is set to:

e A specific Network Name - the station will:
— only connect to an infrastructure network identified by the same network name
when the station is powered up.
— display only the Access Points belonging to that network that are within range of
your Client Manager station.
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e “ANY” network - the monitoring station will:
— connect to the first “open” network it sees when the station is powered up.

— display all Access Points belonging to that network that are within range of your
Client Manager station.
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e Peer-to-Peer workgroup:
— aworkgroup is created between stations with the setting Peer-to-Peer.

Selecting another Wireless Network:

1. Click the Selection tab on the Site Monitor window to display the window pictured
in Figure 5-4.

Figure 5-4. Select another Network to Monitor
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Thelist of Observed Networks on this tab will show:

All networks that are operational within the range of your Client Manager
station.

The type of network that might either be an:
— Infrastructure network

— Peer-to-Peer workgroup
The number of Access Pointsin the observed infrastructure network(s).

The different radio channels used by the Access Points.

2. (Optional) Click the Scan Now button to refresh the list of observed networks.
3. Click the network of your choice to return to the Site Monitor tab and display the

diagnostic indicators®.

Note:

For reasons of security, the site monitor will not display the network name, and
the MAC address or Access Point names of the neighboring network. You can
display these values only for the infrastructure network to which you are actualy
connected.

1. Although the Site Monitor Selection tab will allow you to determine the presence of a neighboring
Independent (Ad-Hoc) network, you can not select this type of networks for Site Monitor statistics.
This is because this feature requires the presence of Access Points, that are typically not available in
Independent networks (see also Part 2 “Wireless Configurations”).
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When the list of Observed Networks does not show other networks, this means that:
e Your Client Manager station has been configured with a specific Network Name.

e Thissetting will not allow you to scan for/monitor other network infrastructures. To
do so, you will need to reconfigure your station to use the Network Name “ANY”.

e There are no other networks operational in the vicinity of your Client Manager
station, or

e The neighboring networks have been “ closed” to deny wireless compliant devicesto
establish aradio connection when these devices have been configured with:
— Thenetwork name“ANY”, or
— A zero-string SSID (the equivalent of the network name“ANY™).

For more information about “open” and “closed” networks, please consult Part
7 “ Security”.

L og Settings Tab

You can record the Site Monitor measurement resultsto alog file, and use thislog file to
more fully analyze the overall wireless coverage of your network. The measurement data
can be logged automatically at regular intervals or manually upon user-command.

For more information on log files, see “Logging Measurement Data” on page 5-14.
AP Names Tab

The AP names tab enables you to create a user-defined list of Access Point names
associated with the MAC address of the wireless network interface(s) of your Access
Points.

Thefield AP name in the Site Monitor window will display the value of the System
Name parameter that has been assigned to the Access Point upon configuration?.

To display this nameit isrequired that your computer first establishes true data
connections with such Access Points. This means your computer did not yet:

¢ Wak around
¢ Usethe AP Names tab

When you are running the Client Manager tool in site monitor mode, you can use the AP
Names tab to assign the Access Point name “on-the-fly” to any Access Point MAC
address that you spot.

When you spot Access Points identified as“unknown” proceed as follows:

1. Openthetab AP names.

2. Enter aMAC address or double-click on one of the MAC addressesin the list.

3. Enter aname that allows for easy identification of this Access Point in the Access
Point Name field.

Next click the Add to Table button to associate the name with this MAC address.
Repeat steps 2 through 4 for al other MAC addresses.

When finished return to the Site Monitor tab to proceed with the site monitor survey.

o oA

1. To assign a system name to the Access Point, you will need the AP Manager program specify this
name in the “SNMP Parameters” window as pictured in Figure 8-6 on page 8-11.
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When walking throughout the wireless networking environment, you may see new MAC
addresses appear when approaching other Access Points. If that is the case, repeat the
steps described above to complete your Access Point Name table.

The Access Point names you assign to aspotted MA C address will be saved into an ASCI|
file that you can use to:

e Sharethefile with other LAN Administrators that use the Client Manager tool to
monitor performance of the wireless network. Thisfile (“APlist.txt”) is stored in
“C:\Program Files\IBM Wireless LAN\Client Manager”, or

e Edit the names later on, using an ASCII editor, such as the MS-Windows Notepad.
L ogging M easurement Data

Both link test and site monitor enable you to |og measurement results. The measurement
data can be logged manually or at regular intervals automatically.

The Client Manager saves the data to a Comma Separated Value (*.csv) file that can be
imported into standard spreadsheet or database applications for further analysis.

Comparison of measurement data with previous measurements may help you investigate
the performance of your wireless LAN over aperiod of time, for example, to analyze the
consequences of relocated network equipment.

Both the Link Test window and the Site Monitor window have almost the same log
settings parameters. The only differenceisthat the Link Test window supports continuous
datalogging, which the Site Monitor window does not support.

Manual Data L ogging

The manual data logging function allows you to take a snapshot of the measurement data
at specific moment in time, e.g. when you are running site monitor to perform a site survey
or when you are investigating a particular source of interference.

When you choose the manual mode, you may also wish to enable the Add comments to
log option to allow you to add comments to your logging information, e.g. a description of
the location or event. If you enable this option, adialog box will appear each time you
pressthe Log Once button.

The manual datalogging option istypically used on Client Manager stations roaming the
network running site monitor.

Automatic Data L ogging

The automatic data logging function allows you to log the network performance
automatically at preset intervals. This may be useful if you wish to monitor recurring
events or variation in values over along period of time.

When you choose the automatic mode, you need to set the measurement interval to a
specific number of seconds.

Automatic datalogging istypically used when the Client Manager station isrunning alink
test at a particular location.

Setting the L ogging Options

5-14 High Rate Wireless LAN Manager Suite - User’s Guide



1

Click the Log Settings tab in the Link Test window or in the Site Monitor window to
display the window pictured in Figure 5-5.

Figure 5-5. Log Settings

B Client Manager - Link Test
Chaninel: 1 This station :  John's Workstation

Testpartner :  Access Point Floor2
Test Hgsullsl Test History ~ Log Settings | Excellent connection
Log file name EvEmee
¥ Data logging off " Automatic data lagging
Log every [o5 seconds
~ Manual data logging " Continuous data logging
I= | fdd|eamments tolag ) e per secorn
8 [ Fice pen minute

Lon LCancel Help

Enter afilename for your log file in thefield Log Filename.
If you:

Enter anew filename - anew fileis created.
Enter the same filename - the data will be appended

Use the default filename - the data will be appended.

Select the mode of logging:

Data logging off - no datais logged.

Manual data logging - to manually record your link measurements. Optionally,
you can add comments each time you log data by clicking the “Add comments’
check box.

Automatic data logging - to automatically log data. You must enter atime
interval between measurements.

Continuous data logging (only availablein Link Test window) - Automatically
log data with the following interval:

— Once per second, or
— Onceper minute

In all modes, the measurement datais saved in the file entered in the Log Filename field.
Each time new datais saved, thisinformation is appended to the existing file. If you wish
to save thedatain anew file, use thisfield to enter a new filename.

Starting/Stopping the L ogging Function

Depending on your choice of logging option, the logging button will read either Log Once
(manual option) or Start Log (automatic options).
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«  For manual logging, click the “Log Once” button each time you wish to log data.
Logging stops automatically after the datais recorded to the log file.

e For automatic logging, click the Start Log button. Click the Stop Log button to stop
the logging function.

Diagnose Card

If you suspect that your wireless client adapter may not be functioning properly, you can
select Diagnostics in the Advanced menu of the main Client Manager window to
investigate the functionality of the hardware and software of the card.

The Diagnose Card window allows you to check the software and firmware information,
configuration information as well as communication statistics.

To test the wireless client adapter, click the Test Card Now button on the Card Check tab.

Note:  Running the card test will disrupt the normal operation of your wireless client
adapter, which may result in atemporary loss of your connection to the network.

If the wireless client adapter passes all tests, thetest statuswill read “OK” in dl fields, and
the Error Code field will remain blank. If an error occurs, click the Advice button for more
information on how to handle the error.

Troubleshooting Site M onitor

When the Site Monitor does not display (all of) the Access Points that you expected, this
may be due to one or more of the following reasons:

e Your Client Manager station is “out-of-range” of the Access Points that you wish to
monitor. Typically the values for signal level and SNR are ‘0’ (zero).

e A configuration mismatch of your Client Manager station, for example:
— Your Client Manager station uses a specific network name that does not match
the name of the infrastructure that you wish to monitor.
— Your Client Manager station uses the network name “ANY”, and when it was
powered up, the station erroneously connected to the Access Point of a
neighboring network because that Access Point provided the best level of SNR.

e Theinfrastructure that you wish to monitor has been “Closed” to wireless IEEE
802.11 compliant devices that try to establish aradio connection using:

— Thenetwork name “ANY”, or
— A zero-string SSID (the equivalent of the network name “ANY”).

When your Client Manager station uses the network name “ANY”, you can use the
Selection tab to see other networks as described on “ Selection Tab” on page 5-10.

For more information on “open” and “closed” infrastructure networks, please consult Part
7 “ Security”.

Using the AP Manager

You can use the AP Manager to:
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« Display astandard set of SNMP variables to monitor general LAN traffic
performance in your network (see “Remote Statistics Tab” on page 5-22).

«  Display remote link test measurements (see “Remote Link Test Window” on
page 5-19) between a (remote) Access Point of your choice and awireless station
connected to the selected Access Point.

The AP Manager has been designed to monitor your network from a central location (e.g.
the LAN administrator station) enabling you to monitor wireless performance in areas that
can not easily be reached. For example: wireless networks in remote locations.

Monitoring Options

The AP Manager program offers a variety of diagnostic options of which the following
two are the most relevant for standard users:

e Systeminformation (see“ System Information” on page 5-18)

¢ Remotelink test (see“Remote Link Test Window” on page 5-19)

¢ Remote statistics (see “Remote Statistics Tab” on page 5-22)

All other diagnostic options are standard SNMP tallies that are not described in this
manual, but documented in the on-line help system of your AP Manager program.

Note:  All diagnostic options are described in the on-line help information of the
AP Manager. To access that you can access by pressing the (F1) function key or
clicking the Help button in your AP Manager window.

Connecting to Access Points

To start monitoring the Access Point, you must first connect to the target Access Point.

1. Startthe AP Manager program.
2. Select thetarget Access Point from the local list or enter the | P address of the Access
Point that you wish to monitor.

Alternatively, you can select Refresh Access Point List from the Access Point menu
to display all Access Points availablein your subnet.

Note:  Only Access Pointsin the same subnet as the management station are displayed
inthelist. To investigate alink outside of the subnet, enter the specific | P address
in the Enter the IP address of a specific Access Point field.

3. Click Monitor to connect to the target Access Point.
4. The monitor mode of the AP Manager window is displayed as pictured in Figure 5-6.

You can now monitor your network.
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Figure 5-6. System Information Window

Monitor Access Point - 153.69.254 253 [ %]
Interface | SMMP | ICMP | TCPAIDP | 1P | IEEE 80211 |
Swstem | BridgeleamTable | IPARPTable | Remote
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Up Time T days, 20:29
Services 2
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Link Test | Options | Frint |

Cloze I Help |

System Information

The system information does not provide on-line statistics, but is primarily used to verify
the version level of the embedded software that is loaded into the Access Point.

To display the system information for the Access Point, you must first connect to the target
Access Point (see “ Connecting to Access Points’ on page 5-17).

Select the System tab to view the system information.

e ThefieldsName, Location and Contact represent the values that have been entered
in the corresponding fields of the SNMP tab in de edit mode when the Access Point
was configured.

If you would like to change these names, please consult the section about configuring
SNMP parameters as described in “ SNMP Parameters’ on page 8-10.

e TheUp Time field displays the time interval measured from the |last time the Access
Point was reset. If the up timeis lower than expected, the Access Point may have
been reset manually or rebooted automatically.

e Thefields Services and Object ID do not display relevant information to end-users.
You will need these values and the contents of the Description field only when
contacting Technical Support to report a problem.

Providing this information to your Technical Support representative will help to
determine the cause of the problem.

To do so, you can either:
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— Usethe Print button to print the information to paper that you will fax to your
authorized reseller together, or

— Pressthe keys and simultaneously to copy the contents of this
screen to the Windows clipboard, and paste the screen capture into the e-mail
that you will send to your authorized reseller.

e Thefield Description isthe most important field of this screen. It allows you to
quickly determine whether the Access Point is running with the latest embedded
software, or might require an upgrade to support al the High Rate Wireless LAN
functiondities required.

The Description field of contains a set of strings to identify:
— Thetype of networking device (typically High Rate Wireless LAN Access Point)

— Thetype and version of the embedded software that is |oaded into this Access
Point. The value can be:

¢ vxxxlto identify software that supports Access Point services only
— The character string of the format SN-xxUTxxxxxxxx represents the unique
serial number of the Access Point.

— Thelast string of characters of the format VX.xx identify the version of the
Access Point hardwarein its“processor module”.

When reporting a problem to your Technical support representative, alwaysinclude a
completed problem report form. You can find this form in ASCI| text format
(report.txt) on the Access Point software diskettes and the IBM High Rate Wireless
LAN website.

Note:  Updatesfor the embedded software of the Access Points are usually released via
the IBM website at: http://www.ibm.com/pc/support, and with new releases on
the software CDs.

You are advised to consult the IBM website at regular intervals to find out
whether newer softwareis available for your Access Points.

Remote Link Test Window

The AP Manager remote link test enables you to investigate the radio link between the
Access Point of your choice (the “initiator station”) and a station connected to the selected
Access Point.

This station can be a wireless station connected to the selected Access Point.

Note:  Theremote link test works only in combination with Access Points.

The user-interface of the AP Manager Remote Link Test isvery similar to the Link Test of
the Client Manager.

Starting the Remote Link Test

To display the remote statistics for the Access Point, you must first connect to the target
Access Point as described in “ Connecting to Access Points’ on page 5-17.

1. To support Access Point services for PC Cards this value must read V3.57 or higher.

Part 5: Monitoring your High Rate Wireless LAN Network  5-19



1. Select the System tab and click the Link Test button to display the window pictured
in Figure 5-7.
Thefieldsin the top section of this window identify the “initiator station” you
selected when connecting to the Access Point.

Figure 5-7. Select a Link Test Partner

Select a Aemote Link Partner for 153.69.254_ 253 EHE
Mame Ilncoming Goods Department | DESCHption IAccess Paint Sh-971
Location IAccess Pairt Floar 2 Up time: |4 darys, 2:45:21

Station Mame | Address | Irterface | Radio Type I;I
Tom's Palmtop 00B0 T e 233 2 Wiavel ANAEEE
Richard's Motebook 00601 o1 e 1 1:5¢ 2 Wavel AMAEEE
“william's Work station 0060 e £:92 2 Wavel AMAEEE
Jazon's Motebook 00601 o1 e 2008 2 Wavel AMAEEE
Mary's Palmtop 00B0 o 7271 2 Wiavel ANAEEE
John's Powerstation 00601 o1 e 20ies 2 Wavel AMAEEE
Jennifer's Maotepad 00E0 el £:27 2 Wiavel ANAEEE
Harry's Handheld 00601 o f0:19:b3 2 Wiavel ANAEEE
Suzan's Scanner PC 0E0 1 d1e1f7e 2 Wavel AMAEEE
John's Workstation 0060 a2 2 Wavel AMAEEE
-
Lk Tiest | Explore |

The middle section of the “ Select Remote Link Partner for ..." window displays all
wireless devices connected to the “initiator station”. The following fields are visible:

e Thefields Station Name and Address these wireless devices are identified by
their station name and MAC address respectively.

Thislist may change as roaming mobile stations enter or exit the coverage area
of the selected Access Point.

¢ Thelnterface field identifies the slots of the Access Point into which the PCCard
has been inserted.

— 2=PCCaddotA

e TheRadio Type field identifies the type of PC Card (in the corresponding dots):
— |EEE 802.11 for PCCards
2. (Optiond) To refresh thelist, click the Refresh button.

3. Select astation from the list and click the Link Test button to display the Remote
Link Test window as pictured in Figure 5-8 on page 5-21.

Note:  Subject to the “Radio Type” of the wireless network interface that you selected,

thelay-out of the Remote Link Test windows may differ. The window pictured in
Figure 5-8 represents the window for the wireless network interface.
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Figure 5-8. Remote Link Test window
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Important Indicatorsto Monitor

The Signal to Noise Ratio (SNR) identifies the communication quality of the radio path
between the initiator station (i.e. the Access Point) and its remote link test partner.

The color of the SNR indicator, the link quality indicator, and the remote levelsindicators
relate to the following levels of communications quality:

Color Description

m Green  Communication quality is“Good”, no intervention is required.
m Yellow Communication quality is“Margina”, no intervention is required.

= Red Communication quality is “Poor”, intervention required. (see
Appendix B “Troubleshooting”)

m Blank No connection

If the level of SNR islower than expected the signal and noise level indicators may help
you investigate the cause.

Click the Details button to show the signal and noise level indicators.

e Alow signa level indicatesthat the “strength” of theradio signa isfairly low, i.e. the
Access Point selected link test partner has moved “ out-of-range”.

e A highnoiselevel indicates a source of radio interference in the radio path between
the Access Point and its link test partners.
Comparing the values for the Access Point and its link test partner will help you to
identify the location where the interference occurs, and investigate whether any
actions to eliminate or remedy the source interference resulted in a better
performance.
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For more information about the Remote Link Test window please consult the AP Manager
on-line help documentation by clicking the Help button or pressing the (F1) function key on
your keyboard.

Remote Statistics Tab

The remote statistics option allows you to monitor a set of SNMP variables for each of the
Access Point interfaces (both Ethernet and wireless).

Figure 5-9. Remote Statistics information
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Starting Remote Statistics

To display remote statistics for the Access Point, you must first connect to the target
Access Point as described in “ Connecting to Access Points’ on page 5-17.

1. Toview theremote statistics, select the Remote tab from the AP Manager window in
the monitor mode (see Figure 5-9).

The performance for each of the interfaces of the selected Access Point can be displayed.
Selecting the interface of your choice from the Select the interface pull down menu.

Note:  When one of the itemsin the pull down menu displays “WaveL AN(-1)", the
corresponding socket of the Access Point contains a WaveL AN Legacy card. To
interpret network interface tallies for this type of WaveL AN PC cards, please
consult the AP Manager on-line help documentation, or visit the IBM website at:
http://www.ibm.com/pc/support.

Important Indicatorsto Monitor
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The AP Manager Remote tab statistics display awide range of variables that provide

information about the performance of the selected Access Point.

The indicators which provide the main monitoring information is called the r atio of

Errorsto Bridge Packets. There are threeratios which are of particular diagnostic value:

¢ Inerrors/ Bridge in packets

e Out errors/ Bridge out packets

e Out collisions/ Bridge out packets

The following table provides diagnostic information relating to each of these three ratios

Table5-1. Ratio of Errorsto Bridge Packets

Ratio Errorsto

Bridge Packets Condlusion
0.1% or less Status: Performance is Good.

Impact: None.

Action: None.

0.1% and 1% Status: Performance is acceptable.

Impact: Network performance is OK, but your
network might not perform as well asyou
expected.

Action: Refer to Part 6 “ Optimizing Performance”
to determine the cause of the problem and
optimize your network performance.

1% or more Status: Performance is poor.

Impact: The performance problem may be caused
by your network cabling or connections.

Action: Refer to Part 6 “ Optimizing Performance”
to solve the problem.

2% or more Status: Performance is very poor.

Impact: Your network operating system is likely to
face severe performance problems.

Action: Refer to Part 6 “ Optimizing Performance”

to investigate the problem in more detail.

You may need to consult an external expert.

System Intervals

To display the system interval parameters to monitor the Access Point, you must first
connect to the target Access Point as described in “ Connecting to Access Points’ on

page 5-17.

Select the System tab and click the Options button to display the window pictured in

Figure 5-10.
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Figure 5-10. Intervalswindow
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In the Intervals window two different time interval parameters can be set to change to
monitor interval settings:

e Analysispolling interval (used for remote link test)
e SNMP polling interval (used for SNMP statistics)

Adjusting Analysis Polling Interval

Subject to the type of connection, you can adjust the refresh rate of the remote link test
results, also identified as the analysis polling interval.

While the remote link test will proceed to continuously collect measurement results, the
selected Access Point (initiator station) will transfer the results to the LAN administrator
station at regular intervals, which can vary from 1 to 15 seconds.

e Useashort timeinterval (e.g.1 second) for on-line monitoring, e.g., when
troubleshooting or when you have full bandwidth access viathe local network.

¢ Usealonger timeinterval (e.g. 15 seconds) when you run aremote link test only for
background information purposes, or in cases when you access the initiator stations
network via alow-speed connection (e.g. adial-up modem connection).

Adjusting SNM P Polling Interval

The data displayed in the Remote tab refreshes at regular intervalsthat can vary between 1
second and 5 minutes. Adjust the refresh rate by changing the SNMP polling interval.
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Use ashort interval (1 second) when you want to monitor remote statistics on-line,
e.g. in case of troubleshooting and/or when you have full bandwidth access to the
Access Point viathe local network.

Usealong interval (5 minutes) when you run remote statistics only for background
display purposes, in cases when you access the network of the selected Access Point
viaalow-speed connection (for example a dia-up modem connection).
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Part 6: Optimizing Performance

I ntroduction

The performance of your LAN is usually determined by a complex combination of
different factors. This section will present a number of considerations that may help you
to:

e Determine whether optimization is really needed,
e Tailor your High Rate Wireless LAN network to optimize its performance.

Consider optimizing network performance in these situations:
¢ You are troubleshooting a suspected problem
¢ LAN performanceis less then expected, or

¢ Routine checks at regular intervals show a performance degradation.

In this chapter, we recommend various solutions to some of the most commonly reported
problems. The benefit of each of the proposed solutions will largely depend on the actual
situation that caused the current performance.

CAUTION:

Create separate backup filesof the configuration data for each Access Point,
before you start changing the configuration(s). Doing so will enable you to
restoretheinitial setup of your network in case corrective actions did not
result in the desired effect.

Eliminating Redundant Traffic

Data transmitted via your network can be divided in two mgjor types of data:

¢ TrueData - isdata communicated between network stations, such as file-transfer or
e-mail. This“True Data’, usually referred to as “payload”, aso includes messages
that were retransmitted one or multiple times as aresult of acollision, malfunctioning
cable connection or poor radio link.
In the AP Manager Remote tab in the monitoring mode, the “True Data’ is displayed
as Unicast Packets.

¢ Network Overhead Data - is data exchanged between network services to control
the dataflow. This overhead data that usually referred to as “traffic load”, includes
protocol and broadcast messages and/or error messages that result from a
configuration mismatch.
In the High Rate WirelessLAN AP Manager Remote tab in the monitoring mode, the

“Network Overhead Data” is displayed as Non-Unicast Packets.

Therratio of network overhead in relation to “True Data’ differs from one networking
service to another. However when the ratio of network overhead is more than actually

© Copyright IBM Corp. 2000 6-1



required, this may affect the performance of your wireless LAN, because your “True
Data’ has to share the bandwidth capacity with the network overhead.

Eliminating redundant traffic can significantly improve the performance of your network.
Using the AP Manager you can choose from one or more of the following options:

Protocol Filtering (page 6-2): to filter protocols that are not relevant to wireless
stations.

Optimizing Wired Connections (page 6-3): to eliminate redundant error messages due
to failing connections.

Optimizing Wireless Connections (page 6-5): to avoid retransmission of lost or
collided frames.

Protocol Filtering

Some network protocols send large volumes of broadcasts to all stations. In many cases,
these protocols may not be required by your wireless stations. In these cases, protocol
filtering may prevent the transmission of unnecessary data, saving more bandwidth for the
communication of “true data’ in your network.

Do You Need Protocol Filtering?

To diagnose whether or not the protocol broadcasts degrade the performance of awireless
network, you can use the Remote Statistics tab as described on “Remote Statistics Tab” on
page 5-22.

Start the AP Manager and select the Access Point and click the Monitor button.
From the Monitor menu, select Remote Statistics.

Select the Remote tab to display the interface statistics.

Compare the number of Out collisions with the number of Bridge out packets.

1

2.
3.
4

When the number of “Out collisions” is less than 1% of the “Bridge out
packets’, thisindicates that the wireless medium is performing fine, i.e. protocol
filtering is not required, but might still be considered.

When the number of “Out collisions” is more than 1% of the “Bridge out
packets’, thisindicates that the wireless medium is very busy.

If the wireless medium is busy, and you do not see many users or excessive
traffic on the network, it might be worth investigating whether protocol filtering
will improve your network performance.

Compare the number of Unicast packets out to the number of Non-Unicast packets

out.

When the number of “Non-Unicast packets out” is relatively high when
compared to the number of “Unicast packets out”, this might indicate your
network generates alarge amount of network traffic.

This does not necessarily mean that the traffic load is caused by the protocols,
but it might be worth investigating whether protocol filtering will improve your
network performance.
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CAUTION:

It may require advanced networ king expertise to identify which protocols
areused within your network, and to decide which protocols can befiltered
without affecting the proper operation of your network operating system.

Filtering Network Protocols

When you suspect that network protocols are adversely affecting the performance of your
network, use the following procedure to filter out unnecessary or unwanted network
protocols.

1. Investigate what type of network stations and services arelocated in the environment
of your network.

2. Consult the documentation that came with your network operating system to

investigate which protocols are required for network servers and services, and for the

(wireless) stations.

Start the AP Manager program.

Select the Access Point of your choice and click the Edit button.

Select the Bridge tab to show the protocol filtering information.

On the top-right side of the protocol filtering section, click the Edit button to open the

Protocols to Filter window (pictured in Figure 8-2 on page 8-6).

Place a check mark for al protocols that you wish to filter.

(Optiona) To add a non-listed protocol to thelist, click the Custom button to enter

the protocol manually.

9. Whenfinished click OK to return to the Bridge tab.

All of the protocolsthat you have selected, and/or all of the custom protocols that you
have added manually, will be listed in the Protocol Filtering field.

10. Click OK again to save the changes to the Access Point and to return to the main
window of the AP Manager.

11. Download abackup file as described in “ Step 4 - Create a Back-up of the
Configuration” on page 4-5.

When prompted to enter a name for the back-up file, you are advised to select aname
that is different from the original configuration file.

Do not overwrite the previous version of the back-up file, since this might jeopardize
your ability to restore the original configuration if this change did not result in the
expected performance increase.

SUSUIE

o N

Repeat the steps as described under “Do You Need Protocol Filtering?’ on page 6-2 to see
whether this change resolved your problem. If this does not solve your problem, consider
one of the following options:

e Optimizing wired connections
e Optimizing wireless connections

Optimizing Wired Connections

Sometimes performance degradation of your (wireless) connection is caused by afailure
in the cabling system that connects the network to the wired infrastructure.

Such failures may be caused by one of the following situations:

e A faulty cable or connector in the wired infrastructure
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e A LAN segment that has been stretched over a distance that is too long.

Usually what will happen in thiskind of situation is that:
¢ The system does not work at al, or

e Your network system will generate alarge number of error messages as aresult of the
faulty connection(s). As these messages are taking up bandwidth, the performance of
your network may become very slow.

Checking the Cable System

The occurrence of a problem in the cabling system can be diagnosed with the remote
statistics found on “Remote” tab in the monitor mode of the AP Manager.

1. Select Interface 1: Ethernet from the pull-down menu to display the statistics for the
ethernet interface.
2. Compare the number of In errors with the number of Bridge in packets.

¢ When the number of “In errors’ is 1% or more of the “Bridge in packets’, this
may indicate a cabling problem.
3. Compare the number of packets Out errors with the number of Bridge out packets.

¢ When the number of “Out errors’ is 1% or more of the “Bridge out packets’, it is
likely that there is a cabling problem.
4. Compare the number of Out carrier sense errors with the number of Bridge out
packets.

¢ When the number of “Out carrier sense errors’ is 1% of the “Bridge out packets’
or the value of the “Out carrier sense errors’ increases too rapidly, thisindicates
insufficient space on the network due to a backbone overload, or faulty cabling.
5. Check whether the problem occurs only with the selected Access Point, or with
multiple Access Points.

e If the problem is observed on only one Access Point, the problem may liein the
connectors or cable(s) that connect the Access Point to the hub or wired
backbone.

¢ When the problem exists with multiple Access Points, it islikely to be caused by
the cables or connectors of the wired backbone, hub or the bridge/router device
that connects this network segment to your LAN.

Troubleshooting Cabling Problems

Using the procedure described above, you may have determined the area where a cabling
error might be suspected. To resolve the problem, carefully check the cabling systemin
this area to verify whether al connectors are properly seated at the:

e Access Points
e Bridges, routers and hubs
«  Wired stations connected to the cabling system.

If your network uses BNC coax cable (10Base2), make sure that terminators are placed on
both ends.

Checking the Length of Your LAN Segments
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In exceptional cases, networking problems may be caused by LAN segments that have
been stretched over (too) large distances.

In these situations, frequent collisions might occur because stations can no longer detect
the carriers transmitted by distant stations. Collided frames will no longer be received by
the addressed station.

The occurrence of aLAN segment system that istoo long can be diagnosed with the
remote statistics found on the Remote tab in the monitor mode of the AP Manager.

1. Select Interface 1: Ethernet from the pull-down menu to display the statistics for the
Ethernet interface.
2. Compare the number of In errors with the number of Bridge in packets.

*  When the number of In errors is 1% of the Bridge in packets or more, there
may be a cabling problem.
3. Monitor the value increase of the parameter Bytes in over alonger period of time.

*  When this number increases constantly with more than 600,000 bytes per
second, this may indicate a problem with the length of your LAN segment.

You may need to consult a network expert to verify and/or adjust the length of your cable
segments.

Note:  If you decideto splitthe LAN (segment) into multiple (sub) segments, make sure
that all High Rate Wireless LAN equipped devices will be grouped into the same
LAN segment. High Rate Wireless LAN stations will not be able to roam
between LAN segments that are separated by routers and/or gateways.

If this does not solve your problem, consider one of the following options as described in
this chapter:

e Protocol Filtering (page 6-2)
e Optimizing Wireless Connections (page 6-5)
Optimizing Wireless Connections

When the link quality of communications between awireless station and its Access Point
is poor, packets communicated between this station and the Access Point may get lost.
Waiting in vain for an acknowledgment of the receiving station, the sending station will
re-transmit the lost packet.

Upon receipt of the same packet for the second time, the receiving station might decide to
discard all packets received so-far, which would require that the sending station will have
to retransmit all packets once again.

Please note that:

*  Many retransmissions may affect your effective data throughput efficiency as the
“true data’ has to share the wirel ess bandwidth with the re-transmitted frames.

e Theretransmissions will also degrade the performance as perceived by the end-user
of awireless stations: e.g. saving afile will take longer if many retransmissions are
required.

A poor link quality can be caused by one or more of the following problems:
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e Thestation isamost out of range of the Access Point.

e Thereisasource of interferencein the signal path between the station and the Access
Point.

e A gtation may be “hidden” from another station within the same coverage area (for
more information on hidden stations, see the section “RTS/CTS Medium
Reservation” on page 6-8).

Diagnosing Link Quality

The occurrence of a poor link quality on the wireless network can be diagnosed in
different ways.

¢ You can use the AP Manager tool to diagnose the quality of radio communications
on-site as described in Part 5 “Monitoring your High Rate WirelessLAN Network”,
or

e Usethe AP Manager tool to investigate from your current location whether a specific
remote area is suffering from poor radio performance.

The AP Manager provides the following options to diagnose radio link quality:
— Theremote link test

— ThelEEE information

— The Remote Statistics tab

Thesetallies can be useful in determining whether or not the performance of your network
is caused by interference.

Remote Link Test

For instructions about the Remote Link Test window that displays communications as
dynamic indicators, please refer to the information about this window as described on
“Remote Link Test Window” on page 5-19.

Important indicators to monitor on the Remote Link Test window are:
e Signal to noiseratio (SNR) for an overview of the radio link quality.

e Signal level to determine whether apoor SNR is related to aweak radio signal (i.e. a
station is “out-of-range”).

¢ Noiselevel to determine whether apoor SNR is related to a source of interference.

|EEE Information

The |EEE information on the IEEE 802.11 tab in the monitor mode allows you to track
frame activity on the |EEE interface of the Access Point.
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Figure 6-1. |EEE information tab
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The three indicators that you should pay particular attention to are:

Retry Count - counts the number of framesthat are lost (due to collisions) during the
initial transmission. During normal operation, the Retry Count should be less than
3% of the Transmitted Fragment Count.

Multiple Retry Count - counts the number of framesthat are lost after the initial
transmission. During normal operation, the Multiple Retry Count will be less than
3% of the Retry Count.

Failed Count - counts the number of framesthat have reached the Retry Limit. Failed
frames will no longer attempt to re-transmit.

If the Failed Count is 1% or more of the Multiple Retry Count, your network may be
suffering from interference. Use the AP Manager Remote Link Test Window

(page 5-19) to look for either suddenly high noise figures, or low SNR values, to find
the cause of the interference.

Remote Statistics Tallies

Select the Remote tab in the monitor mode. Select either one of the interfaces from the
pull-down menu to display the statistics for the wireless network interface(s). Then, use
the following to diagnose link quality:

1

Compare the number of In errors with the number of Bridge in packets.

e When the number of “In errors’ is 1% or more of the “Bridge in packets’, this
may indicate that the wireless medium is very busy.

To verify this assumption, also compare the number of packets “Out errors’ with the

number of “Bridge out packets’.
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¢ When the number of Out errors is 1% or more of the Bridge out packets, itis
likely that one or more stations suffer form a poor link quality.
3. Compare the number of packets Out collisions with the number of Bridge out
packets.

¢ If the number of Out collisions is 1% or more of the Bridge out packets, itis
likely that the wireless medium is very busy. This might be caused by many
retransmitted frames, but it could also refer to many stations trying to
communicate at the same time.
4. You can aso use the AP Manager remote link test to analyze whether one or more
stations show a poor link quality:

e When the poor link quality is caused by alow signal level, the station is almost
out of range of the Access Point.

e When the poor link quality is caused by a high noise level, there is a source of
interference in the signal path between the station and the Access Point.
5. When one or more stations show a poor link quality, re-transmissions of frames will
disturb overall statistics and performance.

*  You may be able to solve the problem by either moving the station(s) or
eliminating the source of interference.

e |f the problemisapoor signal you may consider:
— Connecting the Range Extender Antennato the station or Access Point that
suffers from poor radio performance.

— Adding an extra Access Point to the network, or

— Adjusting the placement of your Access Points and/or antennas to provide
coverage for all wireless stations.

e If you suspect a“hidden” station, see “RTS/CTS Medium Reservation” on
page 6-8.

Note:  You can also use the Client Manager to analyze the link quality between a
remote station and the Access Point. In that case, you will need to have accessto
the “problem location” to perform on-site diagnostics.

If these options do not resolve your problem, consider one of the following options:
e Protocol Filtering (page 6-2)

e Optimizing Wired Connections (page 6-3)

«  Designing High Capacity Networks (page 6-16)

RTS/CTSMedium Reservation

It isnormal behavior for High Rate Wireless LAN stations to defer transmissions
automatically when they sense that another wireless device is using the wireless medium.

This behavior aso referred to as the Carrier Sense Multiple Access/Collision Avoidance
protocol (CSMA/CA) will avoid that wirel ess messages would collide in situations where
two or more stations would start transmissions at the same time.
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The RTS/CTS medium reservation mechanism enables you to improve wireless
performance in network environments where the CSMA/CA protocol would fail dueto the
“hidden station” problem as pictured in Figure 6-2.

Figure 6-2. The Hidden Station Problem

RTS/CTS medium reservation may provide a solution for networks where:
e Thedensity of stations and Access Pointsis very low.

¢ You witness poor network performance due to excessive frame collisions at the
Access Points.

About the Hidden Station Problem

A hidden station is a situation in which two wirel ess stations are within range of the same
Access Point, but are not within range of each other.

Figure 6-2 on page 6-9 illustrates an example of the “hidden station” problem. Both
station A and station B are within range of the Access Point however, station B cannot
“hear” station A, therefore station A is a“hidden station” for station B.

When station B starts to communicate with the Access Paint, it might not notice that
station A isalready using the wireless medium. When station A and station B send
messages at the same time, they might collide when arriving simultaneously at the Access
Point. The callision will most certainly result in aloss of messages for both stations.

In situations as pictured Figure 6-2, RTS/CTS medium reservation may provide a solution
to prevent message collisions by handing over transmission control to the Access Paint.

Troubleshooting a“hidden station” problem usually providesthe best results wheniit is
performed on the suspected stations that suffer from errors as aresult of the “ hidden
station” problem.

When configuring the PCCard parameters of an individual station you can enablethe RTS
CTS Medium Reservation parameter:

e Toenable RTS/CTS Medium Reservation parameter, choose Add/Edit configuration
profile in the Client Manager, select the Advanced tab and enable RTS/CTS Medium
Reservation.
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You can enable RTS/CTS Medium Reservation on individual stations, i.e. the setting of
this parameter does not have to be the same for all High Rate Wireless LAN equipped
devicesin your network.

Figure 6-3. Medium Reservation “ Request to Send”

About the M edium Reservation M echanism

When you enable RTS/CTS medium reservation on a suspect “hidden station”, this station
and its Access Point will use a Request to Send/Clear to Send protocol (RTS/ICTS).

e Thestation will send an RTS to the Access Point, that will include information about
the length of the frame that the station would like to transmit (see Figure 6-3).

e Upon receipt, the Access Point will respond with aCTS messageto all stations within
itsrange to:
— notify all other stationsto defer transmissions for the time-frame of the requested
transmission.
— confirm the requestor station that the Access Point has checked the medium for
availability, and has reserved it for the time-frame of the requested transmission.

The CTS processis shown in Figure 6-4 on page 6-11.
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Figure 6-4. Medium Reservation “ Clear to Send”

Note:  Inmost networking environmentsit is very unlikely that you will need to enable
RTS/CTS medium reservation on the Access Point to prevent collisions.

Since al stations connected to the Access Point are typically within range of that
Access Point, they should be able to sense whenever the Access Point is using
the medium to transmit messages via the wirel ess medium.

Enabling RTS/CTS medium reservation on the Access Point would require the
Access Point to ask for a CTS for every message that it wishesto forward to
stations within its range, even if it is forwarding traffic between stations that
belong to the same wireless cell.

This might cause redundant network overhead that could negatively affect the
throughput performance instead of providing aremedy.

If you insist on enabling RTS/CTS medium reservation on the Access Point, you will
notice that the configuration of this option for Access Pointsis dightly different from that
of stations.

The Access Points allow you to customize the sensitivity of the RTS/CTS mechanism. By
entering a user-defined frame length value in the RTS/CTS Medium Reservation
Threshold field (in the edit mode, select Interface tab, then click the Advanced button),
you can influence when the Access Point should apply the RTS/CTS mechanism. For
example:

¢ When amessage is shorter than the RTS/CTS medium reservation threshold, the
Access Point will not initiate an RTS to the addressed station, but use the CSMA/CA
protocol: i.e. it will immediately transmit the message when it sensesthat the medium
isfree.

e When the length of a message exceeds the RTS/CTS medium reservation threshold,
the Access Point will first send an RTS to the addressed station and defer
transmission until the addressed station has responded with a CTS message.

All other stations will defer their transmissions for the duration of the “radio-silence
time” identified in the CTS message.
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Enabling RTS/CTS Medium Reservation

1. Start the AP Manager program, select the Access Point that services the wireless cell
where you suspect poor performance caused by a hidden station problem and click
the Edit button.

2. Select the wireless Interfaces tab.

3. Choose the socket that contains the network interface that suffers from a hidden

station.

Click the Advanced button.

Click the RTS/CTS Medium Reservation check box.

Inthe Threshold field, enter avaue in the range of 0 to 2347.

By default, the RTS/CTS medium reservation threshold is 2347 (disabled) which
means that RTS/CTS will not be used.

o oA

¢ Inanetwork using RTS/CTS medium reservation, atypical setting for the
medium reservation threshold is 500.

e Alternatively enter avalue of your choice.
The value you enter here will determine when the Access Point will issue a Request
to Send (RTS). For example, if the value you select is 500:

e The Access Point will send use the RTS/CTS protocol for each message that
exceeds the length of 500.

e Messageswith alength that is shorter than 500, will be transmitted according to
the standard CSMA/CA protocol.
7. Click OK to return to the Interface tab.
8. Click OK again to save the new configuration to the Access Point and to return to the
main AP Manager window.
9. Next create a backup-file of the new configuration (see“ Step 4 - Create a Back-up of
the Configuration” on page 4-5).

Frequency Channel M anagement

When your network consists of more than one Access Point, we recommend that you
aternate sub-channel frequencies between adjacent Access Points to provide more
bandwidth to the wireless stations in each cell.

The number of available channelsis subject to local radio regulations that apply in your
country. A list of supported channels for your country can be found in the online
documentation of the Wireless Client Adapter.

Dual Channel Configuration

A Dual Channel system could look as follows (see Figure 6-4):

e All Access Points identified as operating on channel A would use channel 1 (2412
MHz).

e All Access Points identified as operating on channel B would use channel 11 (2462
MHz).
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Figure 6-5. Dual Channel Configuration

[ ] Channel A
[ ] Channel B

Thisway you can apply amaximum channel separation for neighboring Access Pointsthat
will easily satisfy the requirements recommended for optimal operation.

Station 1 would use channel A to communicate with its Access Point without bothering
station 2 to defer its transmissions to the neighboring Access Point. When either one of the
stations would roam to another location, it will automatically switch itsradio to any other
operating channel required to remain connected to the network.

Multiple-Channel Configuration

You can alternate the frequency channels of your Access Points between three or more
sub-channels (depending on local radio regulations that apply in your country).

Figure 6-6. Multiple Channel Configuration

|| Channel A
[ ] Channel B
| | Channel C
For example, looking at Figure 6-5, to set up athree channel system you could configure

the Access Points as follows:
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e All Access Points identified as operating on channel A would use channel 1 (2412
MHz)

e All Access Points identified as operating on channel B would use channel 6 (2437
MHz),

e All Access Points identified as operating on channel C would use channel 11 (2462
MHz)

Thiswould just meet the minimum channel separation of 25 MHz for neighboring Access
Points that is recommended for optimal operation.

A station roaming from location X to location Y would automatically switch its radio
consecutively from channel A, B to C to remain connected to the network.

In that case, you must assign different frequency channels to each card (with a separation
of 25 MHz or more) to avoid cross-talk between the two cards.

Configuring Channel Frequency

To change the frequency of your Access Point, proceed as follows:

1. Connect to the Access Point by opening the AP Manager, selecting the target Access
Point, and click the Edit button.

2. Select the wireless Interfaces tab.

3. Choose the socket (A or B) for the network interface that you would like to configure.

4. Click the Advanced button. A pull-down box will appear. Select the frequency of
your choice. The number of channelsis subject to local regulations.

5. Inthe Wireless Advanced Setup window, use the Channel pull-down menu to select a
sub-channel that allows for maximum channel separation from neighboring Access
Points (minimum channel separation: 25 MHz).

Table 6-1 lists a number of successful channel combinations that you can use to

configure High Rate Wireless LAN networks with multiple Access Points.

e For Dua Channel Configuration (page 6-12), alternate between channels A and
B.

e For Dual Channel Configuration (page 6-12), alternate between channels A, B
and C

Note:  Theavailability of the listed channelsin Table 6-1 is subject to local radio
regulations that apply in your country. A complete list of supported channels for
your country can be found in the online documentation of the Wireless Client
Adapters.

Table 6-1. Recommended Sub-Channel Configurations

Channel A Channel B Channel C
2412 MHz (1) 2437 MHz (6) 2462 MHz (11)
2417 MHz (2) 2442 MHz (7) 2467 MHz (10)
2422 MHz (3) 2447 MHz (8)

6-14 High Rate Wireless LAN Manager Suite - User's Guide



For wirel ess networks where wireless cells only have a slight overlap, you may aso
experiment with multiple channel configuration using a channel separation of lessthan 25
MHz, for example using the channels as listed in Table 6-2.

Table 6-2. Optional Sub-Channel Configurations

Channel A Channel B Channel C Channel D

2412 MHz (1) 2427 MHz (4) 2442 MHz (7) 2457 MHz (10)

6. Click OK to close the Wireless Advanced Setup window and return to the Wireless
Interfaces tab.

7. (Optional) Repest steps 3-6 to verify and/or change the frequency for the second
network interface in this Access Point.

8. Click OK again to save the new configuration to the Access Point and to return to the
main AP Manager window.

9. Next create abackup-file of the new configuration (see “ Step 4 - Create a Back-up of
the Configuration” on page 4-5).

10. Update the “ Access Point Configuration Record” in Appendix A “ Start-up
Configuration” to reflect these changes.

11. (Optionally) Modify the configurations of all your other Access Points accordingly.
We recommend that you use different frequencies for neighboring Access Points, as
described in Dual Channel Configuration (page 6-12) or Multiple-Channel
Configuration (page 6-13).

Link Integrity

In situations where the connection of the Access Point to the rest of the Ethernet network
fails, typically as aresult of abroken cable connection or network error, the Ethernet
failure might disrupt regular network communication for (roaming) wireless stations.

CAUTION:
Thisfeatureisonly used if your network provides duplicate ether net
connections.

If the wireless connection however is still intact, the wirel ess station would not roam to
another Access Point, since itsradio might still interpret its “physical” connection to the
Access Point as “good” or “acceptable”.

The Ethernet link integrity feature is a high-end solution that enables you to resolve this
type of network failures, asit allows Access Points to:

e Detect any disruption in its connection to network services by testing the link
between the Access Point and a maximum of three |P hosts.

¢ Reconnect automatically to another Access Point in situations where disruptions
occur that are not related to poor radio communications.
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Figure 6-7. Link Integrity Window
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For more information about link integrity refer to the help-file of the AP Manager
program.

Designing High Capacity Networks

In networking environments where you have either dataintensive users, or alarge number
of usersin asmall area, you may wish to improve the throughput efficiency and/or load
balancing of your Access Points.

This solution described in this section allows you to balance * maximum range for
minimum hardware investments’ versus “maximum throughput performance for higher
hardware investments’.

About the CSM A/CA Protocol

In normal network configurations, al equipped devices apply a standard mechanism to
avoid collision of wireless messages. When a station intends transmitting a message, it
will first sense whether no other station is aready transmitting (“using the wireless
medium”).

¢ |f no other transmissions are sensed, the station will start its transmission.

e If it does sense another transmission carrier, the station will apply arandom defer
timer. After the timer has expired it will start sensing the medium again to seeif it can
start transmitting.

This protocol, also referred to asthe “ Carrier Sense Multiple Access/Collision Avoidance”
(CSMAI/CA) protocol worksfine in most networking environments. The user of awireless
computing device will hardly notice the deferral behavior of the wireless radio.
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In network environments with many wireless usersin the vicinity of one another and/or
wireless stations that are engaged in heavy data traffic, you may perceive that wireless
stations show a degrading performance, perceived as long network response times when
communicating via the network.

Where poor performanceistypically caused by poor radio link quality (identified by a
poor asignal to noiseratio (SNRY)), the scenario described above may also be perceived in
areas where:

e Site monitor measurements show an excellent wireless coverage by at least two
Access Points or more on every location.

e Link test measurements at such locations may show:
— Anexcdlent SNR for communications between wirel ess stations and the Access
Point.

— A large number of messages transmitted at lower rates.

In thistype of situations the disappointing network performance might be caused by the
busy wireless traffic in that area, where the CSMA/CA protocol causes the wireless
stations to defer transmissions to often for either:

e Heavy datatraffic by other stationsin the same wireless cell

e Traffic from stations in neighboring cells, where stationsin alocation where wireless
cells overlap one another seem to suffer more than the other stations.

The last example would typically occur only in networks where all Access Points have
been configured to operate at the same frequency, or at frequencies with an insufficient
channel separation (see “Frequency Channel Management” on page 6-12).

Influencing the Deferral Behavior

To overcome the performance issue described on previous pages, you can choose to design
ahigh performance network based on the following principles:

e Add more Access Points to your network.

«  Configure Access Points in neighboring cells to operate at different frequency
channels with a maximum channel separation (see “Freguency Channel
Management” on page 6-12).

e Adjust the Distance Between APs parameter to optimize the |oad balance of the
number of wireless stations per Access Point (see “ Distance Between APS’ on
page 8-2).

CAUTION:

Distance between APsisa parameter that must be set on both the wireless
stations and the Access Point. The valuesthat you select must be the same
for ALL High Rate WirelessL AN equipped devicesin your network to
avoid unpredictable behavior of your network and the roaming connectivity
of wireless devices.

By changing the Distance between APs parameter from Large to Medium or Small, you
can virtually reduce the receiver sensitivity of the wirelessradios, that will show the
following behavior:
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e The stations will show a more active roaming behavior and connect to one of the
added Access Points more quickly.

¢ Considering the fact that you have added more Access Points, the deferral behavior
does no longer need to be as strict in environments where the density of installed
Access Points was fairly low:

— The stations will only defer transmissions when the signal level of a message
sensed on the wireless medium equals or exceeds a specific level.

— Messageswith alow signal level are not likely to be addressed at the Access
Point that services the local cell, since the more active roaming behavior should
have caused the station to connect to another Access Point.

To support the more active roaming behavior of the wireless stations and to compensate
the lower receiver sensitivity, changing the Distance between APs parameter should
correspond with the actual increase of and more dense placement of your Access Points.

The examples listed on the following pages will illustrate the effect of the various
Distance between APs configurations.

In Figure 6-8 you see the standard configuration of networks, where Distance between
APs parameter has been set to Large.

e Thereceiver sengitivity in this mode causes the wireless radio device to defer
transmissionsfor all messagesthat it senseswithin its range (identified by the colored
circles).

* Roaming stations in a specific cell will remain connected to the servicing Access
Point until they exit the wireless cell.

This setting provides you with the maximum radio range possible with the minimum
number of Access Points to cover the wireless network area

Figure 6-8. Large Distance between APs

The examplesin Figure 6-9 and Figure 6-10 show you the effect of changing the Distance
between APs parameter. Although the absolute range of the wirelessradiois till the same,
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the Distance between APs setting has virtually reduced the range of the wireless cell by
applying different levels of receiver sensitivity:

¢ Theabsolute range of the radio signa from the Access Pointsisidentified by the
gray-dotted circles

e Thereduced virtual rangeisidentified by the colored areas.

With the new settings for the Distance between APs parameter, stationswill only defer for
radio signalsthat are received at alevel that isequa or higher to the average signal as
applicable in the colored areas. Messages with alower signal level are considered to be
traffic belonging to another cell, so will be ignored when the station determines whether it
can start transmitting.

Roaming stations will start looking for/connect to another Access Point as soon as they
leave the colored area belonging to a specific Access Point.

Figure 6-9. Medium Distance between APs
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Figure 6-10. Small Distance between APs
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Part 7: Security

I ntroduction

A distinct advantage of the IEEE 802.11 standard for wireless networksis that it provides
aquick and easy way to connect your wireless station to a network. For instance, High
Rate WirelessLAN stations that have been configured with the network name“ ANY” will
connect to the first IEEE 802.11 compatible Access Point it can find within range.

The drawback of this*quick & easy connectivity” isthe vulnerability of the LAN to
unauthorized access. Does this mean that Wireless LANs are not secure? The answer is
no:

e Accessto network resourcesis controlled via standard security mechanisms, such as
user names and passwords, as implemented by all network operating systems.

e ThelBM High Rate Wireless LAN products alow you to apply additional security
measures to restrict access to your wireless medium and/or network resources.

Subject to thelevel of security required in your network environment, these measures may
include:

e Securing Access to Wireless Data (page 7-1).
¢ Wireless Data Encryption (page 7-7).

e Securing Access Point Setup (page 7-12).

e Advanced Security Maintenance (page 7-15).

Securing Accessto Wireless Data

To prevent unauthorized stations from accessing data that is transmitted over the network,
the products support the following levels of security:

e “Restrict Wireless Access to the Network”

e Dataencryption to encrypt al data transmitted via the wirel ess medium (see
“Wireless Data Encryption” on page 7-7).

These security measures that apply to communications at the “physical layer” complement
the “user name/password” validation at the “network layer” asimplemented by standard
network operating systems.

Restrict Wireless Access to the Networ k

To exclude unknown and unauthorized computing devices from establishing awireless
connection to the network, you can use the following options:

e Closing your network to all stations that have not been programmed with the correct
network name (see “ Closing the Wireless Network” on page 7-2).

e Useaccesscontrol tablesto build alist of authorized stations allowed to establish a
wireless connection with the network (see “ Access Control” on page 7-3).
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Closing the Wireless Networ k

Closing the wireless network prevents unauthorized users from accessing the Access Point
within a specified High Rate Wireless LAN network. If a user tries to access the network,
without configuring their station with the correct network name, the station will not be
able to bridge data on the Access Point.

There are two options for this type of access security: Open and Closed.

The Open configuration is the standard | EEE 802.11 mode that will allow accessto
the Access Point for:

— all stations with the correct network name.
— all stations with the network name set to “ANY™.
The Closed configuration isthe IBM High Rate Wireless LAN proprietary mode that

closes your network to all stations that have not been programmed with the correct
network name.

This option will deny access to:

— al wireless stations with the network name set to “ANY” and,

— dl non-High Rate Wireless LAN stations with a*“ zero string ESSID” or “ANY”
as network name.

Note:  The Closed option is not compliant with the IEEE 802.11 standard for wireless

LANSs.

To close your network proceed as described below:

oukrwNdE

Start the AP Manager and select the Access Point.

Click Edit to connect the Access Paint.

Select the Wireless Interfaces tab (see Figure 7-1).

PC CardClick the Security button to display the security properties.
Click the check box next to Closed Wireless System.

Click OK to confirm and close the Wireless Security Setup window.
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Figure 7-1. Close the Wreless System

Edit Access Point configuration - 192.168.1.71
Access Control | Link Integrity | Ethemet Interface |
WielessInterfaces | AccessPointlP | SNMP | Bridge |
—PC card slot &
Metwork Name: |YDUF| COMPANY NETWORK HERE
Wireless Security Setup x|

V¥ Closed Wieless System
™ Enable Encryption

—PCcard slot B

Encryption Key:
There is no PC card in thi 1 I

2]

7]

4]

W | Denyinon-encypediData

Encrypt Data Transmissions Using: I Keyp 1 ¥

H 0K Cancel | Help |

7. (Optional) Ciick the second Interrace 10 Set the Security parameters (return to step 4).

8. Click OK to save the new configuration to the Access Point and to return to the main
AP Manager window.

Your Access Point will automatically reboot and start bridging operation again alowing
access only to those users that have been configured with exactly the same network name
asidentified in the setup of your Access Point(s).

Repeat steps 1 through 9 for all other Access Points.
Access Control

Another method to restrict wireless access to the Access Pointsis to use the access control
table feature and/or the RADIUS Server Access Control feature.

If you decide to enable the access control table feature your Access Points will:

« only bridge messages to/from authorized stations, that have been identified in the
access control table.

e ignoreal requests to forward data to/from non-listed High Rate WirelessLAN
stations.

Enabling access control isamore rigid security mechanism than “ Closing the Wireless
Network”, asit requires the LAN administrators to authorize each individual Wireless
LAN station.

To authorize wireless stations to access the network, the LAN administrator(s) must:
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e append the unique universal MAC address of the Wireless LAN station to the access
control tablefile (*.thl), and

«  upload the access control table fileto all Access Points.

Note:  The access control feature does not work in network environments that require
local MAC addressing.

If you decide to enable RADIUS Access Control, you can:
e Specify the lifetime of a granted authorization
e Set the authorization password

e Assign up to two RADIUS serversfor validating the MAC address of wireless
stations.

To enable RADIUS Server Access Control refer to “Enabling RADIUS Server Access
Control” on page 7-6

Enabling Access Control

To enable access control you will first need to create an access control table file (*.thl)
using the AP Manager program.

You can upload the access control table fileinto all Access Pointsin your network as part
of a(new) configuration (see “Importing an Access Control Table” on page 7-5 for more
information).

Creating/Editing an Access Control Table

To create or edit the access control table:

1. Start the AP Manager and select the Access Point.

2. Click the Edit button.

3.  Select the Access Control tab.

4. Click the Edit button to display al MAC addresses that are currently authorized as
pictured in Figure 7-2.

By default, access control is set to <All will be permitted>, i.e. there are currently no
access restrictions defined.

5. Usethe following buttons to modify the MAC address table:

e Add -toadd MAC addressesone at atime. You can also use the Comments field
to enter aname or add a comment about the listed MAC address.

e Edit - to change entries in the table.

e Delete - to remove MAC addresses one at atime.

¢ Delete All - to remove al MAC addresses and disable access control.
e Import File - to import an existing access control table.

e Save File - to save the current access control to afile.
6. Repesat step 5 for dl stations you want to authorize to send/receive data via this
Access Point.
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Figure 7-2. Setup Access Control

Edit Access Point configuration - 192.168.1.71

‘Wireless Interfaces | Access Paint IP | SNMP I Bridge I
Access Control | Link Integity | Ethemet Interface

Edit the list of MAC addresses allowed on
this access point.

Setup the RA Setup Access Control X
MAC dddress Comment

00-60-1D-1E-22-31 Tom's Palmtop
00-60-1D-1E-1F-8F Richard's Notebook,
00-60-1D-1E-1F-92 ; kst ati

Edit
Delete

Delete Al

Import File

_ Do |
S
[h=11
IR

Save File

0K Cancel I Help

7. Click the Save file DUTION TO Make a back-Up Copy Of the access control tapie file you
just created (*.thl).

You can use thisfile later to import the configuration into other Access Points.

8. Click OK toreturn to the Access Control tab.

9. Click OK again to save the new configuration to the Access Point and to return to the
main AP Manager window.

10. (Optional) Save the configuration to alocal back-up file (*.cnf) as described in
“Step 4 - Create a Back-up of the Configuration” on page 4-5.

To save the table to all Access Points, please refer to “Importing an Access Control
Table'L.

Importing an Access Control Table

To import an access control tablefile (*.tbl) to your Access Points:

1. Start the AP Manager and connect to the Access Point in the edit mode.

2. Select the Access Control tab and click the Edit button to display al MAC addresses
that are currently authorized.

3. Click theimport File button and select the access control table file (*.thl) that you

wish to import.

Click the Open button to import the selected file.

Click OK to return to the Access Control tab.

Click OK again to save the new configuration to the Access Point and to return to the

main AP Manager window.

o0 A

1. Also refer to information on “Common Parameters” on page 8-14.
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7.

(Optional) Save the configuration to alocal back-up file (*.cnf) as described in
“Step 4 - Create a Back-up of the Configuration” on page 4-5.

Disabling Access Control

To disable access control for your Access Points:

1
2.

3.

7.
8.

Start the AP Manager and connect to the Access Point in the edit mode.

Select the Access Control tab and click the Edit button to display all MAC addresses
that are currently authorized.

To disable access control, click the Delete All button. The MAC address window will
read <All will be permitted>.

Click OK to return to the Access Control tab.

Click OK again to save the new configuration to the Access Point and to return to the
main AP Manager window.

(Optional) Save the configuration to alocal back-up file (*.cnf) as described in
“Step 4 - Create a Back-up of the Configuration” on page 4-5.

Update the “ Access Point Configuration Record” to reflect this change.

(Optional) Modify the access control settings for all other Access Points.

Enabling RADIUS Server Access Control

RADIUS Server Access Control isamethod where you use Access Points in combination
with athird-party RADIUS server.

To use RADIUS Server Access Control, you will need to:

1
2.

Setup a RADIUS server
To configure a RADIUS server:

— Thelist of MAC addresses should be entered in the server’s“ users’ file/database
aong with the password (=authorization password).

— Itisasonecessary to build alist of |P addresses of al Access Pointsthat will use
the RADIUS server. Thislist should be entered in the server’s station file/
database a ong with the authorization password.

Build alist of MAC addresses of all (wireless) stations that you wish to authorize to
establish awireless connection with your Access Point infrastructure.
Configure all Access Pointsto:

— Enable RADIUS MAC Address authentication

— Set the RADIUS Authorization Lifetime

—  Set the Authorization Password

— Identify the IP Address of the RADIUS server(s)

— Verify the Authentication Port of the RADIUS server(s)

RADIUS Server Access Control

RADIUS Access Control enablesyou to:

Specify the lifetime of a granted authorization
Set the authorization password

Assign up to two RADIUS servers for validating the MAC address of wireless
stations.
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For each RADIUS server you will need to specify:
e Theunique IP address of the RADIUS server
e TheAuthentication port as used by the selected server.

To restrict access to your network using MAC address control viaa RADIUS server:

Start the AP Manager and select the Access Point.

Click the Edit button.

Select the Access Control tab.

Click the lower Edit button to display the RADIUS server name and secret parameter.
Enable the check box Enable RADIUS Server.

* Default valueis: RADIUS Access Control Disabled

aprpwNE

For more information refer the hel p-file (press (F1)) of the AP Manager.

Wireless Data Encryption

To provide the highest level of security to wireless data transmitted via your network, you
can use the Wired Equivaent Privacy (WEP) data encryption.

WEP data encryption uses 5-character encryption keys, based on the RC4 encryption
algorithm, that will be used to encrypt/decrypt all data transmitted via the wireless
interface.

You can specify up to 4 different keysto decrypt wireless data, and select one of the
specified decryption key values to encrypt wireless data.

The option to use 4 different keys for decrypting wireless data, allows you to change your
WEP keys at regular intervals without affecting regular network performance (see also
“Maintaining WEP Encryption Keys’ on page 7-15).

Enabling WEP Encryption
To enable WEP encryption you will need to ensure that:
e All wireless devices will be configured with matching encryption key values.

You are advised to use the Access Point configuration log to write down the proposed
WEP key values, and store the information in a safe place.
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Figure 7-3. Enabling WEP Encryption

Edit Access Point configuration - 192.168.1.71

Access Contral | Link Integrity I Ethernet Interface
Wieless Intefaces | AccessPortlP | SNMP Bridge
—PC card slot A
Metwork Name: IYDUH COMPANY NETWORK HERE
Wireless Security Setup X

¥ Closed Wireless System
¥ Enable Encrypiions

—PCcadslotB—— Encryption Key:
There is no PC card ir 1 I
2|
3]
4

¥ Deny nor-encrypted Data

Encrypt Data Transmissions |sing: I Key 1 v l
oK I Cancel I Help I

Wired Equivalent Privacy (WEP) data encryption enables you to encrypt all data that will
be transmitted viathe wireless LAN medium.

To enable encryption:

1
2.
3.
4.

5.

Start the AP Manager and select the Access Point.

Click the Edit button.

Select the Wireless Interfaces tab.

Click the Security button to view the Wireless Security Setup window (see Figure 7-
3).

Select the option Enable Encryption to enable encryption, and:

e Enter up to 4 different keys to decrypt data received viathe wirelessinterface

e Select one of these keys to encrypt wireless data that is to be transmitted viathe
wirelessinterface.

Click OK to return to the Wireless Interfaces tab.

Click OK again to save the configuration to the Access Point and to return to the main

AP Manager window.

The Access Point will now reboot.
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Optionally you can choose to configure your Access Point to allow or deny non-encrypted
data

WEP Encryption Key Values

If you select to enable encryption you may choose to enter up to the following encryption
keys.

For the 128-bit RC4 encryption that supports 64-bit WEP based on RC4 encryption
algorithm are either:

e 5-digit alphanumerical valuein the range of “a-z" and “0-9”
Example: SECU1

e A 10-digit hexadecimal value, preceded by the characters “0x” (zero x).
Example: OXABCD1234FE

For the 128-bit encryption based on the RC4 encryption algorithm are either:

e 13-digit aphanumerical value in the range of “az" and “0-9”
Example: SECURE1234567

e A 26 -digit hexadecimal value, preceded by the characters“0x” (zero x).
Example: 0x1234567890ABCDEF1234567890

Hexadecimal strings that are not preceded by the leading “0x” will be interpreted as
alphanumerical string.

Note:  The WEP key values you enter will remain visible only when you enter the
character strings. As soon as you close the Security Setup window, the values
will be stored in hidden characters: i.e. a next time the Security Setup window
will be displayed, you will not be able to read the WEP key values anymore. You
are advised to write down the values you enter, prior to closing the window.

WEP Transmit Key value

If you enable WEP encryption, you can select one key for wireless data transmissions
from the list of WEP encryption key values. You can only select atransmit key that has a
correct WEP encryption key value assigned. In case you specified no more than 2 key
values, you can only select the transmit key from these two values.

CAUTION:
If you cleared the " Deny non-encrypted Data” tick box, your Access Point
may also transmit in “non-encrypting mode” .

Deny non-encrypted Data

If you decide to use wirel ess data encryption, you are advised to encrypt all data that will
be transmitted via the wireless medium.

In some cases however you may wish to choose to allow the Access Point also to process
non-encrypted data as well.

Examples of such situations could be:

¢ Network environmentsthat include .
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«  Network environments where you are about to install alarge number of wireless
stations, using “ out-of-the-box” configurations, which by default will have
encryption disabled.

If you would start-up such stations with their default configuration, these stations would
not be able to establish an initial connection to the network, since they wouldn't be able to
interpret the encrypted beacon messages.

For optimal security against unauthorized access to your network, you are advised aways
to leave the Deny non-encrypted data option enabled (=defaullt).

CAUTION:

Only when you would have good reasonsto decide otherwise, you could
clear thischeck-box, to allow the Access Point to communicate with wireless
stationsthat either support WEP encryption or not, or havethe WEP
encryption enabled or disabled.

Please read the information described in the following section prior to
clearing the Deny non-encrypted Data tick box.

How WEP Encryption works

The |EEE 802.11 standard on wireless LANs was designed to provide an easy to use, and
easy toinstall wireless network, that would allow usersto combinewirelessLAN products
from different vendors.

The drawback of easy access and interoperability is the vulnerability to unauthorized
access to and/or use of your network. Although WEP encryption provides a good way to
secure access to your wireless data, there are afew things you need to know to ensure your
network provides the right level of security.

When you enable WEP encryption there are two modes of WEP operation:
e Enable encryption & deny non-encrypted data
« Enableencryption & alow non-encrypted data

For optimal security, you are advised always to use the Deny non-encrypted data option
(=default).

Enable Encryption & Deny non-encrypted Data

When you select to enable encryption and deny non-encrypted data, your Access Point
will:

e Only process messages received at its wireless interface, when the messages have
been encrypted with either one of the four identified keys.

¢ Alwaystransmit wireless data using the selected WEP key.

e Alsoencrypt al its multicast and broadcast traffic that it will transmit to the wireless
medium.

If your network includes wireless stations configured with a non-matching WEP key, such
stations will not be able to establish a wireless connection because they will not be able to
understand (decrypt) crucial network information.
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Enable Encryption & Allow non-encrypted Data

When you select to enable encryption, but you cleared the deny non-encrypted data
check box, the Access Point will:

e Process al messages received at its wireless interface, regardless whether the
messages have been encrypted with one of the identified keys or not.

e Encrypt wireless transmissions based on the encryption settings of the addressed
station.

¢ If the addressed station does use WEP encryption, the Access Point will send the
message in encrypted format, using the selected transmit key value.

e If the addressed station does not use WEP encryption, the Access Point will send the
message in hon-encrypted format.

« If the datamessage is a multicast or broadcast message, typically addressed to “all
stations’, the Access Point will send the message in non-encrypted format.

This behavior of the Access Point is not related to the way the wireless message was
received at the Access Point. If for example awireless station that uses WEP encryption
wishes to send data to another station in the same wireless cell, the data transmission will:

*  Go encrypted from the WEP station to the Access Point

¢ Go un-encrypted from the Access Point to its final destination, if the addressed
station does not support WEP encryption, or does not have the WEP option enabled.

CAUTION:

For most networ k environmentsthat require a higher level of security than
the standar d security mechanisms supported by High Rate WirelessLAN
and most of today’s network operating systems (e.g. user names and
passwords), IBM advises against using this option, unlessyou want to
provide easy accessfor any client station and/or migration ismorecritical to
your data network than top-level security.

Good Practice Administering Encryption Keys

Like with other properties, your WEP lock is as safe aslocking the door to your house: i.e.
if you don't stick to secure policies on who will be allowed to use the key, or will know
whereto find it, even the strongest lock can be opened by an intruder.

That's why, for example you wouldn't “hide” the key to your house underneath the
doormat. Similar good practice should be applied to the keys you will use to encrypt
wireless communications.

To minimize the risk that intruders might be able to retrieve the WEP key values you are
advised to:

e Lock away any paper registration sheet that you use to define/remember the defined
WEP key values.

e Change the WEP encryption key values at regular intervals on both stations and
Access Points.
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The option to enter up to 4 different keys to decrypt data received viathe wireless
interface, enables you to define a WEP key roll-over scheme.

For example you could choose to select another transmit key every x weeks, until you
reach the fourth key. At that point in time you could enter 3 new WEP key values for the
first three WEP key entries, prior to the expiration period of the fourth key value. Once all
stations and A ccess Points have been set to use thefirst new key again, you can replace the
fourth key value with anew WEP key value.

Securing Access Point Setup

Security measures, such as access control, become ineffective when unauthorized persons
can view and modify the configuration of your Access Points.

To protect your network configuration from undesired modifications, you are advised to
implement the following measures:

¢ Read and read/write passwords

e SNMPIP address access list

e Trap host alert mechanisms (optional)
Read and Read/Write passwords

To restrict access to the Access Point configuration information, you can create two
authority levels for passwords:

¢ Read password
¢ Read/write password

Read password

A read password will only provide access to the Access Point to monitor diagnostic
information found under Monitor button in the main AP Manager window.

You can define aread password in the field Read Password on the SNMP tab (Select
Access Point from list, click Edit and select SNMP tab). The default valueis “public”.

Read/Write password

A read/write password will provide you with full accessto display Access Point diagnostic
information found under the Monitor button, as well as the configuration settings found
under the Edit button.

Entering an incorrect password will result in atime-out error, or “SNMP error no such
name”.

To define aread/write password:

1. Start the AP Manager and select the target Access Point from the list or enter a
specific |P address.

2. Click the Edit button to connect to the Access Point.

3. Select the SNMP tab.

4. Inthefield Read/Write Password, enter the new password. The default value is
“public”.
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5. Click OK to save the configuration to the Access Point. The Access Point will now
reboot.

SNMP IP Access List

In addition to the read and read/write passwords, you can restrict access to the Access
Point configuration to alimited number of authorized stations.

To authorize the High Rate Wireless LAN management station to access your Access
Points, you must identify:

« theunique IP address of the management station, and

«  the Access Point interface (port) viawhich this station will access the configuration

If you wish to authorize multiple stations, you can identify arange of 1P addresses that you
will reserve for authorized LAN administrator stations.

Note:  When using the SNMP IP access list, you should include the | P address of all
stations that will need to retrieve configuration or diagnostic information of the
Access Point, i.e. stations of administrators who use either read or read/write
passwords.

When the | P address or interface does not match the listing in the SNMP 1P accesslist, the
requester will receive atime-out error.

To authorize a management station viathe SNMP | P access list:

1. Start the AP Manager and select the Access Point.

2. Click the Edit button to connect to the Access Point.

3. Select the SNMP tab to display the SNMP parameters. The SNMP IP Access List is
visible at the bottom of the SNMP tab as pictured in Figure 8-6 on page 8-11

4. Usethefollowing buttons to modify the SNMP IP access list:

e Add - to add IP addresses to the list. (Press the F1 key for on-line Help for
possible values for these fields).

e Delete- toremove I P addresses from the list.

«  Edit - to change entriesin the list.

The default value is <All will be permitted>.
Trap Host Alerts

You can use the Trap Host mechanism to inform a network administrator when somebody
resets the Access Point, performs the forced reload procedure or if thereis an
authentication failure or alink up or down is detected. The trap host alert will enable the
network administrator to verify whether the reset or forced reload action was an
authorized action or not.

Enable Trap Host Alerts

To activate the trap host mechanism:

1. Start the AP Manager and select the Access Paint.

2. Click the Edit button to connect to the Access Point.
3. Select the SNMP tab to display the SNMP parameters.
4. Inthefield Trap Host IP Address enter:
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e Anyvalid IP address - Tothis|P addressamessageis send if the Access Point is
reset.

e 0.0.0.0 - (Initial value) - To disable SNMP Trap Agent.
5. Enter apassword inthefield Trap Host Password.

Choose a password that corresponds to the password set at the Trap Host to filter
unsolicited or unauthorized SNMP Trap messages at the Trap Host.

The Trap Host | P Password will be embedded in the SNM P Trap messages sent by
this Access Point. If the Trap Host receives a message without or with an unknown
password, the Trap message will be ignored.

e Valid Values: Any dphanumeric value in the range of az, 0-9 with aminimum
of 2 and amaximum of 31 characters.

e Initial Value: public
6. PressOK to return save the new configuration to the Access Point and to return to the
main AP Manager window.

When you activate the trap host alerts, be aware of the following:

e ThelP address should identify the trap host station, i.e. the network management
station that will be used to receive the trap messages.

e Thetrap host password isincluded in the trap messages and will help the trap host
station to identify whether areceived trap host message came from its own domain or
not.

Trap Host M essages

The following message types can be distinguished:
e Call boot trap messages

e Authentication failure messages

e Link up or down messages

Call Boot Trap M essages

A Call boot trap message can occur in one of the following situations:

e Access Point is reset

e Power down

e Access Point configuration has been changed

Authentication Failure M essages

This message type is sent to the LAN administrator station once awrong password has
been entered on a (mobile) station. However, the Access Point itself does not respond, a
time out error occurs.

Link Up or Down Messages

Thistype of message can be used to signal a problem with link integrity. If an ethernet link

is broken, a Trap message “link down” is sent. Asaresult of this message, the AP-1000
disablesit’swirelessinterface to allow client stations to disconnect from the AP-1000 and
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re-connect to another Access Point that provides a correct link to the Ethernet network.
Oncethelink isrestored, the original AP-1000 will send a“link up” message. The origina
Access Point can be used again.

Advanced Security Maintenance

Maintaining Access Control Tables

It is best to create a single access control table and store it on the harddisk of the LAN
administrator station and/or share it with other LAN administrator stations. You are
advised to use only one table for all Access Points.

For more information refer to “ Creating/Editing an Access Control Table” on page 7-4.
Maintaining WEP Encryption Keys

The WEP Encryption functionality alows the wireless system to support up to four
different keys simultaneously. Thisisin accordance with the 802.11 standard, which
defines four so-called “default keys'.

These keys can be used to smooth the transition from the usage of one key to usage of a
next key. The general requirement for two cards to transmit encrypted between each other
isthat they share acommon key value at the same key-index number in the 4-key area at
the moment of transmission. The key-index of the key that was used for encryptionis
transmitted in clear-text in the header of the message, and will be used at thereceiving side
to determine which of the 4 keys to use for decryption.

It is not mandatory that both sides (typically Access Point and High Rate Wireless LAN
station) have the same active set of 4 keys. Aslong asthere is one key in common, they
can communicate, provided they both use that common key.

Note:  The 802.11 standard also defines the possibility for having a unique key per
Station, tied to the station’s MAC Address. High Rate Wireless LAN currently
does not support that feature of the standard WEP function.

When planning the usage of different keys over time a number of aspects have to be
considered:

« thelength of time onekey staysin use;
thisisadirect trade-off between security level (= the chance of someone finding out
what the key value is) and operational overhead (= the efforts to reconfigure Access
Point and stations)

e therequirements for smooth transition from one key to another

e the minimization of end user exposure to key values

The key roll-over possihilities built in the 802.11 standard and offered by High Rate
Wireless LAN alow for anumber of scenarios, each with different values for the above

aspects.

The sequence of key configuration settings at Access Point (shown as AP=Access Point)
and Station (shown as STA) over timeis shown in anumber of tables below. Each table
reflects a certain key roll-over strategy. Notice that the column “Outward Key” shows
which key is used to encrypt traffic from AP to STA and the column “Inward Key(s)”
indicates the key(s) that are allowed and possibly used to encrypt traffic from STA to AP.
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The WEP Keys that are configured are shown in order of index number 1-2-3-4; the
column “Tx” isthe index number configured for transmission. The key values are shown
by capital lettersto indicate areal key or by zero to indicate a non-configured index.

The column “Keys 1-2-3-4" shows an equa sign (=) when the value does not change from
the previous period. Thisis particularly relevant when it concerns the stations keys, since
it is envisaged that knowledge of the key valuesistypically not transferred to the end
users, so they have to return their station equipment to an IT department to get the key
values changed. It is envisaged that changing the Txkey Index is an action that can be
done by end users, since it does not reveal secret information.

Three key roll-over strategies are distinguished:

e Single Key —No Transition (page 7-16),

e Single Key — Transition Period (page 7-16), and
e Alternative Schemes (page 7-17).

Single Key —No Transition

Table 7-1 shows a system, where at each point in time only one single key isused. The key
to be used is dictated by the AP settings, showing only one valid key at each period. This
requires a change over of keys at all stations more or less synchronous with the Access
Point configuration changes. Thisis not practical and hence there are four keys.

Table 7-1. Single Key - No Transition

Period AP Configuration | Out-ward | STA Configuration(s) | In-
ward

# | Description Keys1-2-3-4 | Tx | Key Keys1-2-3-4 | Tx Key

0 Main lifekey A | A-0-0-0 1 A A-B-C-D 1 A

1 Main lifekey B | 0-B-0-0 2 B = 2 B

2 |Mainlifekey C | 0-0-C-0 3 |C = 3 C

3 | Mainlifekey D | 0-0-0-D 4 |D = 4 D

4 Main lifekey E | E-0-0-0 1 E E-F-G-H 1 E

5 |Mainlifekey F | 0-F-0-0 2 F = 2 F

By initially configuring all stations with the keys for the first 4 periods, only the Txkey
index needs to be changed at all stations for the first three steps. At the step from period 3
to period 4, the keys have to be changed at all STAsaswell.

Single Key — Transition Period

To introduce a transition period between the main life of the successive keys, the scheme
has to be changed as shown in Table 7-2.
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Table 7-2.  Single Key - Transition Period

Period AP Configuration Out- | STA Configuration(s) | In-ward
ward

# | Description Keys 1-2-3-4 Tx | Key Keys1-2-3-4 | Tx |Key

0 [Mainlifekey A | A-0-0-0 1 A A-B-C-D 1 A

1 |TransitionA-B | A-B-0-0 2 B = 12 |A|B

2 |Mainlifekey B | 0-B-0-0 2 B = 2 B

3 |TransitionB-C | 0-B-C-0 3 |C = 23 [B]|C

4 | Mainlifekey C | 0-0-C-0 3 C = 3 C

5 |TransitionC-D |0-0-C-D 4 D = 34 |C|D

6 |Manlifekey D |0-0-0-D 4 |D = 4 D

7 | TransitionD-E | E-0-0-D 1 E A-B-C-D 4 D
E-F-G-H 1 |E

8 |Mainlifekey E | E-0-0-0 1 E-F-G-H 1 E

9 |Transition E-F | E-F-0-0 2 F = 12 |E|F

Notice that in the transition periods 1, 3 and 5 the end users can switch over from one
Txkey index to the next. At the end of this period, all stations must be over to the new key
index. Transition period 7 includes the transition to a new set of keys aswell. The total
length of time akey is used consists here of the main life time period and two transition
periods. Assuming the main lifeis much bigger than the transition, this can still be
considered to be asingle key scheme, because most of thetime only asingle key isin use.

Alter native Schemes

Alternative schemes can be envisaged, which have main life periodsin which two or more
keysare active. An exampleisgivenin Table 7-3

Table 7-3.  Alternative Schemes

Period AP Configuration Out- STA In-ward
ward | Configuration(s)

# | Description Keys1-2-3-4 | Tx |Key Keys1-2-3-4 | Tx |Key

0 Mainlifekey A | A-0-0-0 1 A A-B-C-D 1 A

1 Mainlife A+B A-B-0-0 2 B = 12 |A|B

2 Main lifeB+C 0-B-C-0 3 Cc = 23 [B|C

3 |MainlifeC+D |0-0-C-D 4 |D = 34 [C|D

4 Main life D+E E-0-0-D 1 E A-B-C-D 4 D
E-F-G-H 1 |E

5 |Mainlife E+F E-F-0-0 2 |F E-F-G-H 12 |E|F
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Table 7-3 gives a scheme where at each period two keys arein use; at the end of each
period, the oldest key isno longer valid and needs to be replaced at all stations. Advantage
of this scheme versusthe schemein Table 7-2 isthat it requires |ess frequent configuration
changes at all Access Points.
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Part 8: Advanced Networ k
Configurations

I ntroduction

To configure your High Rate Wireless LAN network beyond the basic configuration a
number of advanced aspect will be discussed:

e “Advanced Parameters’,

e “Configuring Large Networks”,

*  “Maodifying the Configuration”,

e “Restoring a Back-up Configuration”,
e “About IP Addresses and Subnets”.

Advanced Parameters

You may wish to explore the “ Advanced Parameters’ options as supported by your Access
Points, especially when administering larger networks that encompass more than 10
Access Points.

Advanced parameter optionsinclude:

e Advanced parameters, such as, RTS/CTS Medium Reservation, Distance between
Access Points.

«  Bridge parameters that enable you to filter specific networking protocols and/or
traffic between specific stations.

e Access Point parameters, or

e SNMP parameters

For most networks, the default settings for the advanced parameters will provide more
than reliable network connectivity. You are advised to change these parameters only when
you are familiar to the type of parameters, for example based upon your experience and
expertise with similar parameters in wired and/or High Rate Wireless LAN networking
environments.

Note: A number of the advanced parameters described below may be marked as
“common” parameters. This means that they should be the same for all Access
Points in your network (see also “ Configuring Large Networks’ on page 8-13).

To set the advanced parameters, simply follow the instructions as described in the previous
section, “Configuring Infrastructure Networks’ on page 4-2, to connect to the Access
Point that you wish to configure.

Advanced Parameters

If you created a basic Access Point configuration, as described in the previous section, you
may have already noticed the additional buttons in the setup window, as pictured in
Figure 4-4 on page 4-5.
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Frequency

The Frequency setup menu gives you the ability to select an operating frequency from a
range of sub-channels within the 2.4 GHz frequency band.

The number of selectable channelsis determined by the radio regulations that apply in
your country.

Click the Advanced button on the Wireless Interfaces tab of the edit mode to change the
frequency parameters.

To optimize network traffic, we recommend that you assign different operating
frequencies to Access Points that service neighboring wireless cells. Doing so, stationsin
each of the cellswill be able to use the maximum bandwidth available to their cell.

Wireless stations equipped with Wireless Client Adapters can dynamically change the
operating channel when roaming between Access Points that operate at different sub-
channels.

RTS/ICTSMedium Reservation

RTS/CTS medium reservation may provide a solution for networks where:
«  Density of stations and Access Pointsis very low.

e  You witness poor network performance due to excessive frame collisions at the
Access Points.

However in most networking environmentsit is very unlikely that you will need to enable
RTS/CTS medium reservation on the Access Point to prevent collisions. You are advised
to read the information about “Optimizing Wired Connections’ on page 6-3 prior to
changing this setting for the Access Paint.

To enable RTS/CTS medium reservation click the Advanced button on the Wireless
Interfaces tab.

Interference Robustness

The Interference Robustness can be activated in exceptional cases when troubleshooting
slow performance of your network that could be related to in-band interference from e.g.
microwave ovens. Interference will usually show apoor Signal to Noise Ratio (SNR) that
is based upon a good signal level and ahigh noise level. This behavior is often perceived
when:

— the*“trouble” station or Access Point is close to ainterference source, or

— aninterference source islocated in the signal path between the “trouble” stations and
the Access Point.

To enable Interference Robustness click the Advanced button on the Wireless Interfaces
tab in the edit mode to display the Advanced Setup window, then select the option
Interference Robustness.

Distance Between APs

In networking environments where you have either dataintensive users, or alarge number
of usersin asmall area, you may wish to consider increasing the number of Access Points
(making the distance between Access Points smaller), and then adjusting the Distance
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Between APs parameter to optimize the load balance of the number of wireless stations
per Access Point.

To change the Distance Between APs parameter display the Wireless Interfaces tab in the
edit mode and click the Advanced button. In thefield Distance Between APs choose one
of the three density options:

e Large- (default)
e Medium
e Smadll

The default setting Large provides a maximum wirel ess coverage with a minimum
number of Access Points. This option which istypically used for single-cell networks, but
will also provide an efficient and cost effective solution for most networks that include
multiple wireless cells.

CAUTION:

Thesetting for distance between Access Points must bethe samefor all High
Rate WirelessL AN equipped devicesin your wireless network. A mismatch
in the configuration setting for this parameter may have unpredictable
performanceresultsfor wireless (mobile) stationsin your network.

Medium distance between Access Points can be selected for environments where stations
experience slow network response times even though the quality of radio communications
israted as excellent. The slow response times might be experienced in areas where:

e A high number of wireless stationsis |located close to one another, causing other
stations to defer data transmissions.

e A number of wireless stations engaged in heavy network traffic is causing other
stations to defer data transmissions.

e Thesetting Large creates overlapping radio cells, which may cause stationsin one
cell to defer data transmission for stations located in the neighboring cell.

You should only select Small distance between Access Points when you are designing a
wirelessinfrastructure that will include a high concentration of Access Points: i.e. thetotal
cost of hardware investments is less critical than the maximum data throughput per cell.

Note:  The settings Medium or Small distance between Access Points require a
excellent quality of radio communications throughout the entire wireless
coverage area. In environmentswhere the actual placement of Access Pointswas
designed to obtain maximum wireless coverage with a minimum number of
Access Points, changing the distance between Access Points from Large to
Medium or Small will not yield better results. Adversely, doing so might
seriously affect the roaming performance of your wireless stations, risking
network communication errors caused by “ out-of-range” situations.

If you consider using the option Medium or Small distance between Access Pointsto

create a high performance network, you are advised to read the section “ Frequency
Channel Management” on page 6-12 as well.
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For more information about Access Point density, please consult Part 6 “Optimizing
Performance”.

Multicast Rate

The Multicast Rate identifies the preferred transmission speed for your Access Point
broadcast traffic as forwarded by the Access Point. Where transmissions at lower data
rates are usually morereliable, you may prefer higher throughput performance over
greater coverage for your wireless radio signal.

For more information about multicast rate refer to the help-file of the AP Manager
program.

Bridge Parameters

One of the ways to optimize the performance of your wireless networksis to prevent
“redundant” traffic from being transmitted over the wireless network. Redundant traffic
may include:

«  Specific network protocols exchanged by networking devices such as servers, that are
not relevant to the wireless stations.

*  Broadcast and/or multicast messages exchanged by specific networking devices such
as serversthat are not specifically addressed to the wireless stations.

e “Junk traffic” like for example error messages that are generated by malfunctioning
devices, or asthe result of incorrect network configurations that could have been
avoided (for example closed network loops).

Filtering redundant traffic will save the bandwidth of the wireless medium for the wireless
stations, optimizing throughput efficiency for these stations.

Optimizing wireless performance viathe Bridge tab can be achieved in the following
ways:

«  Protocol filtering to deny specific networking protocols from being bridged to the
wireless network interface (see “ Protocol Filtering” on page 8-5).

*  Filtering traffic exchanged between two specific stations that are identified by their
static MAC address (see “ Static MAC Address Filter” on page 8-6).

e Enabling the spanning tree mechanism to resolve the closed network loops errors (see
“Spanning Tree” on page 8-7).

e Storm threshold filtering to limit the number of messages per port and/or station from
being bridged (see “ Storm Threshold” on page 8-8).

CAUTION:
The Bridge parameter settings aretypical “common” parameters, i.e. the
Bridge parameter settings should be the same for all Access Paints.
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Figure 8-1. Bridge Tab in the Edit Mode

Edit Access Point configuration - 192.168.1.71
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To set the Bridge parameters, connect to the Access Point and select the Bridge tab to
display the bridge parameters as pictured in Figure 8-1.

Protocol Filtering

Thefiltered protocols are listed in the top section of the Bridge tab. The factory-set default
of the Access Point is <None> which will allow all protocols to be transmitted to the
wireless medium. Thisis the recommended setting when you do not require specific
protocols to be filtered.

To filter specific protocols, proceed as follows:

1. Determine the minimum set of protocols that must be bridged.
2. Click the Edit button to display the Filter Ethernet Protocols window pictured in
Figure 8-2.
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Figure 8-2. Select Ethernet Protocols to be Filtered
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3. Place acneck mark In the check box Of each protocol that does not need to be

transmitted to the wireless medium.
To stop filtering a specific protocol, clear the check box.
4. (Optional) To add a non-listed protocol to thelist, click the Custom button to enter

the protocol manually.
5. When finished click OK to return to the Bridge tab as pictured in Figure 8-1.

All of the protocolsthat you have selected, and/or all of the custom protocols that you
have added manually, will be listed in the Protocols to Filter field.
6. You can now select one of the other Bridge parameter options, change other

parameters or click OK to save your changes and return to the main AP Manager
window.

Static MAC Address Filter

To filter out traffic exchanged between stations that is not required to be sent or received
viathe wirelessinterface, you can set the Static MAC address Filter in the bottom section
of the Bridge tab. The default value, <None> will be acceptable for most networking
environments (see Figure 8-1 on page 8-5).

You can use the MAC filtering option for example to filter broadcast or multicast
messages exchanged between wired serversthat can receive each others messages also via
the wired network.

To filter out traffic between such devices add the MAC addresses of both devicesasa pair
in the Static MAC address Filter list.

The way thefilter worksis that when one of the listed stations sends a messageto aMAC
address that has been identified as a pair, the Access Point will not forward it viathe
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wireless station. All traffic that one of the stations wishesto send to any other (non-paired)
MAC address will be forwarded.

For more information about static MAC address filtering, please refer to Part
6 “Optimizing Performance”.

Spanning Tree

The Spanning Tree button allows you to set parameters that are used in determining the
optimum path for network traffic to travel.

You can use spanning tree in a network that has been designed to include loops, such as a
redundant wired link used as a back-up to the main wireless link.

Figure 8-3. Spanning Tree Setup window

Edit Access Point configuration - 192.168.1.71

Access Control | Link Integrity I Ethemet Interface |
‘Wireless Interfaces | Access Paint [P | SNMP Bridge
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<MNone>
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Interface 1 |128 |1DE|
Interface 2 |128 |1EIEI
Interface 3 |1 28 |1DE|

I Erable Sparning Tree

Preset |

Cancel | Help |

To enable spanning tree:

1. Click the Spanning Tree button to open the Spanning Tree Setup window (see
Figure 8-3).

Click the Enable Spanning Tree check box;

Use default values (see Figure 8-3);

Click OK to return to the Bridge tab.

Click OK again if you want to save this configuration and return to the main
AP Manager window. Otherwise continue changing other parameters.

apwnN

At this point, we recommend that you create abackup file, as described in “ Step 4 - Create
aBack-up of the Configuration” on page 4-5.
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Storm Threshold

The Storm Thresholds button allows you to set parameters that are used in protecting the
network against message overload as received from a single station or via a specific port.

The Storm Thresholds window allows you to determine the maximum number of
multicast and broadcast messages that will be forwarded from one port (or address) per
second.

Figure 8-4. Sorm Thresholds Protection Disabled

Storm Thresholds [ %]

Broadcast Multicast

Address Threshald IE—

Interface 1 Threshald
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Interface 2 Threshald ID
Interface 3 Threshald ID—

i
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0 = Protection dizabled

ak. I Cancel | Help |

The factory-set configuration for storm threshold protection is disabled (all values are set
to zero).

1. If you need storm threshold protection, and are unsure of the proper broadcast and
multicast valuesto input, click the Preset button for values that will provide adequate
levels for most networking environments.

2. Click OK to keep these settings and return to the Bridge tab.

Click OK again if you want to save this configuration and return to the main AP Manager
window. Otherwise continue changing other parameters.

Access point | P Parameters

The Access Point | P tab enables you to set the common | P parameters and to change the
unique | P address of your Access Points.

To change the | P parameters proceed as follows:

1. Make sureyou are connected to the right Access Point in the edit mode and select the
Access Point IP tab to display the IP parameters (see Figure 8-5 on page 8-9).
2. Verify and/or modify the parameters of your choice.

The mandatory parameters that you must specify are:

e AccessPoint “IP address” (unique for each Access Point, in case of aBOOTP
or DHCP server, this |P address is entered automatically).

e AccessPoint “ Subnet Mask” (the same for all Access Points, in case of a
BOOTP or DHCP server, this P address is entered automatically).

e (optional) Default router (usualy the same for all Access Points).
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*  (optional) Default TTL (Time To Live) (usually the same for al Access Points).
All parameters are explained in the next paragraphs.

3. When finished, proceed with configuring other parameters or click OK to save the
configuration and return to the main AP Manager window.

Figure 8-5. Setup Access Point |P Parameters

Edit Access Point configuration - 192.168.1.71
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IP address

Each Access Point needs an unique | P address. Use either:

e DHCR to obtain an |P address automatically, or

e manually enter an IP address

Note:  All Access Points must have a unique I P address value to allow you to address
each Access Point specifically. Duplicate | P address values may cause

unexpected behavior of the network and/or negative impact on network
performance.

Manually assign an | P address

In case of manually assigning an IP address, use the field Access Point IP Address to
enter avalue from the range of |P addresses assigned to your organization.

The IP addressis primarily used to address this Access Point when you use the
AP Manager program to configure and/or monitor this device.
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When your organization does not use IP addressing, you can enter a user-defined value.
For example avalue of the same pattern as the factory-set 1P address 153.69.254.254,
whereyou replace the last three digitswith anumerical valuein therange of “1” to “253".

Automatically assign an | P address

In case when a DHCP server is available on the network, an | P address will be
automatically assigned to the Access Point by the DHCP server. To enable automatically
obtaining an | P address form the DHCP server, select the field Obtain an IP address from
DHCP server on the Access Point IP tab.

For more information about DHCP refer to “BOOTP and DHCP” on page 8-19.
Subnet Mask

The field Access Point Subnet Mask is a common parameter and must be the same for
ALL network devices within your |P subnet.

You can use either the default value (255.255.0.0) or change the subnet mask to avalue
that applies in your network.

If Obtain an IP address from DHCP server isenabled, the subnet is also automatically
entered.

Default Router

Thefield Default Router IP is an optional field that is relevant when you intend to use the
Access Point support for TRAP messages (see also “ SNMP Parameters’ on page 8-10).

You can use the Default Router IP field to identify the |P address of the router which the
Access Point will use to find the Trap Host IP Address (identified in the SNMP
Parameters).

The default router and the trap host | P address described later in this chapter are only used
for TRAP messages generated by the Access Point upon areset, modification of the
configuration, or forced reload procedure.

If the value of the field Default Router IP isset to 0.0.0.0 (default), then no TRAP
messages are initiated by this Access Point.

The Default Router is also relevant if you want to manage (or just ping) the Access Point
from an other subnet.

TimeToLive(TTL)

Thefield Default TTL (Time To Live) identifies the maximum number of hops for an IP
message generated by the Access Point (typically used for the trap host messages).

The vaue will be decreased each time the message passes a router. When the TTL value
becomes 0, the message will be rejected by the next router it meets. By default, the value
is64.

SNM P Parameters

Most SNMP parameters (except for the System Location and System Name) are common
parameters, i.e. they should be the same for ALL Access Pointsin your network.

To set the SNMP parameters proceed as follows:
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1. Make sureyou are connected to the right Access Point and select the SNMP tab to
display the SNMP parameters pictured in Figure 8-6.

Figure 8-6. Setup SNMP parameters
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2. Verify and/of modify the parameters of your choice.
The recommended parameters that you should specify are:

*  Read/Write Password to restrict access to the configuration of your Access
Points, and

e System Name to alow easy identification of the Access Point when using the
diagnostic options of your software tools.

These and all other SNM P parameters are explained in the following paragraphs.

3. When finished, proceed with configuring other parameters or click OK to save the
configuration and return to the main AP Manager window.

Read Password

Change the Read Password parameter in order to prevent unauthorized accessto the
Access Points.

A read password is requested when you connect to Access Points with the Monitor option.
The default value is “public”.

With the correct read password, alocal LAN administrator can only monitor Access Point
statistics and tables, but not view or change any of the parameters.

Read/Write Password

Change the Read/Write Password parameter in order to prevent unauthorized access to
the Access Points to make changes to its configuration settings.
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A read/write password is requested when using the Edit button to connect to the Access
Point. The default valueis“ public”.

With the correct read/write password, a network supervisor can monitor Access Point
statistics and view or change any of the parameters of the configuration. Using different
valuesfor the Read and Read/Write Password parameters you can create different level s of
authority for your LAN Administrators to configure and/or monitor the Access Points.

System Contact

Usethefield System Contact to enter a generic name for the network supervisor or
department, (e.g. “Your LAN Administrator” as pictured in Figure 8-6).

System Name

Usethefield System Name field to enter ageneric logical location of the Access Point,
(e.g. “Incoming Goods Department” asin Figure 8-6).

System L ocation

Usethefield System Location to enter a generic physical location of the Access Point,
(e.g. Access Point floor 1N asin Figure 8-6).

Trap Host P Address

If you plan to use the trap alert system as described on “ Trap Host Alerts’ on page 7-13,
you can use the Trap Host IP Address field to enter the address of the network
management station that should collect the SNMP trap messages. If you do not intend to
use trap host alerts, the valueis set to “Don’'t care”.

For more detailed information about trap host messages, see “ Trap Host Alerts’ on
page 7-13.

Trap Host Password

Usethe Trap Host Password field to enter a password that will be included in the SNMP
trap messages. You can use this password at the trap host station to filter out trap messages
that may have been sent to the trap host station erroneously.

SNMP IP AccessList

You can usethe SNMP IP Access List to create an extralevel of security in addition to the
read an read/write passwords. Thiswill allow you to authorize alimited number of LAN
administrator stations to view and/or modify the configuration of the Access Points, based
upon the IP address of these stations.

Thefield SNMP IP Access List should typically include the IP address of all LAN
administrator stations that will use the AP Manager to configure and/or monitor your
Access Points.

To authorize the LAN administrator station you must enter:

e ThelP address of the station(s), and

e The Access Point network interface through which they will access the Access Point.
To indicate the interface, use either:

e “1" for ethernet
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o “2" for the wireless network interface in socket A, or

Alternatively you can use the value “x” to allow the identified IP address to accessthe
Access Point viaany of the available interfaces.

To alow multiple LAN administrator stations to access the Access Point configuration
and/or monitor parameters, you can also assign arange of |P addresses. Doing so, enter a
subnet mask value that will indicate the subnet from which all stations are authorized to
modify the SNMP setup.

Ethernet Interface

Subject to the type of interface offered by your Access Point, you can select one of the
options (see Figure).

Figure 8-7. Sdlect Ethernet Interface
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For more information about selecting the Ethernet Interface refer to the help-file of the
AP Manager program.

Configuring Large Networks

Each Access Point configuration is characterized by two types of parameters:

¢ Common parameters that must be the same for ALL Access Points in your network,
and

¢ Unique parameters that must be unique for each Access Point in your network.
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In larger networking organizations, it may become quite cumbersome to copy the common
parameters to each of the Access Points in the network in order to provide consistency
throughout the entire network. Asthe number of Access Pointsincreases, therisk of errors
(e.g. asaresult of typos) may increase as well.

Inconsistent values for common parameters, or duplicate values for the unique parameters
may have unpredictable effects on the performance of your network. Document the
configuration settings of your network in detail to avoid configuration mismatches.

Therefore, we recommend that you create atemplate file that contains all of the common
parameter settings that apply to every Access Point within the network.

Common Parameters

Common parameters, such as the network name or SNM P Read/Write Password, are used
to identify which Access Points belong to the same network environment. They
differentiate your group of Access Points from other (neighboring) network environments.

A list of common parametersis shown in Table 8-1 below, together with the AP Manager
tabs where you can view or modify the parameters.

Table 8-1. Common Access Point Parameters

Parameter AP Manager tab
= Network Name Wireless Interfaces
m Protocols to Filter Bridge

m MAC Filtering

m Access Point Subnet Mask Access Point IP
= Default Router IP

m Default TTL

= Read Password SNMP
m Read/Write Password
m SNMP P AccessList

m (optional) Trap Host IP Addressand
Password

Unique Parameters
Unique parameters such as the |P Address or System Name, are used to differentiate a

single Access Point from the group of Access Points that are operated within your
network. The most important unique parameters are listed in Table 8-2.
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Table 8-2. Unique Access Point Parameters

Parameter AP Manager Setup Menu
m Access Point |P Address Access Point IP

m System Name SNMP

m System Location

M anaging Configuration Consistency

The most convenient way to manage the configuration of alarge number of Access Points
isto configure the first Access Point and save its configuration to file. Use thisfileasa
template that you can upload to the other Access Points.

After loading the template file on each Access Point, you will modify the parameters
identified as the unique parameters, to differentiate the Access Point from the other Access
Pointsin this network.

In other words, the easiest way to manage alarge number of Access Pointsis asfollows:

1. Preparation
Identify and record all information related to each of the Access Points to be
configured.

2. Creating atemplatefile
Identify and set the common parameters that should apply to al Access Points within
your network.

3. Configuring all Access Points
Import the template file and modify al the unique identifiers to differentiate the
Access Point from the other Access Points.

CAUTION:

Werecommend that you create a backup file for each unique Access Point
configuration, using the Download Config File item from the Access Paint
menu in the main AP Manager window. Use a file name that allowsyou to
easily recognize therelationship between a file name and the specific Access
Paint.

Preparing Large-Scale Networks

To prepare the configuration, you need to carry out the following activities:

e Unpack the Access Points and record their serial number and MAC address on the
“Access Point Configuration Record” as printed in Appendix A “ Start-up
Configuration” of this document.

« Makealist of IP addresses available in your network, you will need one IP address
for each Access Point.

e Usethe"Access Point Configuration Record” to assign one | P addressto each of your
Access Points.

¢ Record theintended system location of each Access Point on the “ Access Point
Configuration Record”.
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Creating a Template File

1.

2.

To create atemplate file, configure the first Access Point as described earlier under
“Configuring Infrastructure Networks” on page 4-2.

Save the configuration of this Access Point to disk as described in * Step 4 - Create a
Back-up of the Configuration” on page 4-5.

Create acopy of the back-up file with the name “common.cnf” or any other name that
will allow you to easily recognize the file as the actual template file that we will use
as the basis to configure the other Access Pointsin your network.

CAUTION:

Do not start using your original back-up file astemplatefile. Any changes
you maketo thefile might impair your ability to fully restorethe original
configuration of your first Access Point, if the unit goes out of service.
Always store back-up copies on a separate disk and/or location.

Configuring other Access Points

Having created the template file, we can now start (re-)configuring the other Access
Points in batch-mode. For each Access Point, the procedure will be as follows:

Run AP Manager and connect to the target Access Point.

Upload the template file that contains the values that are common for all Access
Points from atemplatefile.

Set the unique parameters for each Access Paint.

Save the values to an individua configuration file on disk.

The detailed procedure is as follows:

1
2.

Start the AP Manager program.

Select the target Access Point from thelist or enter a specific Access Point | P address.
If the target Access Point is not displayed in the list, choose Refresh Access Point
List from the Access Point menu.

If the selected Access Point is still using the factory-set | P address, for example when
you are configuring a new “out-of-the-box” Access Point, you will be prompted to
change the default | P address as described earlier in this chapter on Step 2 -
Connecting to the Access Point (page 4-3).

When asked navigate to the disk and/or folder where you stored the templ ate file.
Select the template configuration file (e.g. “common.cnf”) and click the Open button.

AWARMNG:

The IP address that was displayed in the list in the main AP Manager window
has been overwritten with the | P address which was specified in the templatefile.
Follow the procedures described below to change it to the desired | P address
value. Failing to do so may lead to multiple Access Points being configured with
the same IP address, resulting in unpredictable network behavior.
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The AP Manager program has now loaded the settings as identified in the template
file. Now you must change all the parameters that should be unique to this Access
Point (see “Unique Parameters’ on page 8-14) prior to saving the configuration and
returning to the main Access Point window by clicking OK.

5. Set the unique parameters that apply to this Access Point.
The minimum set of unique parameters that you must set are listed in Table 8-2 on
page 8-15.

6. Now save the configuration to the Access Point, by clicking the OK button. You
return to the main Access Point window.

7. Create aback-up file of the configuration for this Access Point, using the Download
Config File command from the Access Point menu.

Use afile name that allows you to easily recognize the relationship between the file
name and this Access Point.

The entire set of common and unique parameters are now saved permanently into the
(non-volatile) FlashROM of the Access Point. They will remain stored in the Access
Point, even if the Access Point is reset or switched off and on again.

Repeat step 2 - 7 for every other Access Point that you wish to configure.
Completing the Installation

When you configured the Access Points at your desk, i.e. the Access Points were not yet
installed into their intended location, 1abel each Access Point with clear instructions for
your installation technicians.

1. Record theintended location of the Access Point on alabel and attach the label to the
Access Point.

2. Record the name of the file with the Access Point’s configuration data and the
location where you will install the Access Point on the “ Access Point Configuration
Record”.

3. Whenfinished, store the back-up files (* .cnf), your template file (* common.cnf”) and
your “Access Point Configuration Record” in a safe place.

M odifying the Configuration

You can modify the Access Point configuration parameters using the Edit button from the
main AP Manager window.

Keep in mind that you will need to address the Access Point using its new | P address and
the new read/write password (if you changed the Read/Write Password parameter) to open
the configuration file. If your High Rate Wireless LAN management station is awireless
station, you may need to modify the station’s interface parameters to match the values that
were originally stored in the Access Point.

Alternatively, if you have forgotten the read/write password, or any other setting required
to access the Access Point, you may need to perform aforced reload, as described in
Appendix C “Forced Reload Procedure”.

Note:  When you make changes to the configuration of a particular Access Point, you
should update the “ Access Point Configuration Record” to reflect these changes.
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Changing Common Parameters

If you need to make changes to the common parameters, i.e. the parameters that apply to
al Access Points, the most efficient way to do sois asfollows:

1. Change the common parameters for one Access Point.

2. Savethe changesto anew template file (e.g. “common.cnf”)

3. Follow the procedure as described in “ Configuring other Access Points’ on
page 8-16.

Restoring a Back-up Configuration

To restore previoudly saved back-up configuration filesto your Access Point proceed as
follows:

Start the AP Manager program.

Select the Access Point you want to upload the configuration file to.

From the Access Point menu select Upload Config File.

Select the configuration file you want to upload, and click Open.

When prompted to confirm the upload, verify whether the pop-up message reflects
the correct |P address.

grwdE

«  WhentheIP address value is correct, click Yes to proceed. The Access Point
will now reset automatically.

e If thelP addressin not correct, click No to return to cancel the upload procedure

The new parameter settings will now be loaded into the FlashROM of the Access Point.
This means that the parameters will remain intact whenever the Access Point isreset or
switched off and on again. To change the parameters again, simply repeat the procedure as
described in this section to reconfigure your Access Points.

About | P Addresses and Subnets

In larger organizations that make use of |P addressing for communications, the network
architecture may include different network segments (subnets), typically separated by a
router or gateway.

When installing the High Rate Wireless LAN infrastructure into this type of network
architecture, please note that all Access Points and wireless stations must be installed on
the same subnet, i.e. on the same side of the router or gateway.

The roaming functionality does not work over routers. When Access Points are connected
to different subnets, a mobile station may lose its network connection when it physically
enters an area where the Access Points are connected to a different subnet.

The configuration and management of your Access Points is managed viathe TCP/IP
protocol stack. This means that each Access Point and computer that you wish to useto
configure the Access Points must have a unique | P address.

You are advised to assign “static” | P addresses to the Access Points as described earlier in
this chapter. This ensures that the Access Points at specific locations will always have the
same | P address. For the LAN administrator stations you may either use a“static” IP
address or adynamic |P address that is assigned by aBOOTP or DHCP server.
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When assigning | P addressesto LAN administrator stations and Access Points, make sure
that:

e Each device hasaunique | P address.

¢ All devices use the same subnet mask.

Note:  The wireless networking system does not need IP addressing to connect normal
wireless stations to the network. Theinfrastructureisjust the “physical” medium
to connect acomputer to an Access Point, like you could use wireto connect it to
an ethernet infrastructure.

However in environments where the network operating system uses the TCP/IP
protocol, stations may need to have an |P address as well to use specific
networking services, like for example access to the internet.

BOOTP and DHCP

When powered-up for the very first time, the Access Point will broadcast a request for an
IP address. If your network includes aBOOTP or DHCP server, this server will
automatically assign an available | P address to the Access Point.

Subject to the settings of your BOOTP or DHCP services, you may need to introduce the
Access Point MAC address to the BOOTP or DHCP server. Consult the documentation of
your BOOTP/DHCP software for more information.

An |P addressthat is assigned by a DHCP server will be stored in the volatile memory of
the Access Point: i.e. if the Access Point is reset, the DHCP server may assign another IP
address. To obtain consistency in the P address, it is advised to assign a permanent |P
address to the Access Point, using the Access Point IP Address field on the Access Point
IP tab.

An IP addressthat is assigned by aBOOTP server is stored in the configuration file of the
BOOTP server. This configuration file has a one-to-one (static/fixed) mapping from MAC
addressto |P address. If aBOOTP server is used and the Access Point is reset, the IP
address of the Access Point is the same as before the reset.
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Appendix A: Start-up Configuration

I ntroduction

Your Access Point comes with installed operating software factory. Together with this
software, the Access Point has also been loaded with afactory set configuration, that
allows for “out-of-the box” operation.

Note:  The factory-set configuration should not be confused with a “default”
configuration. For example when performing a“Reboot” or “Forced Reload”
(described later in this book) the unit will NOT return to the “factory-set”
configuration.

To connect to the Access Point, the network parameters of each wireless station should be
configured to match the values as identified for the Access Point unit.

*  When powering up the Access Point for the very first time, these values should match
the values listed in Table A-1.

e For normal operation these values should match the ones you identified when
configuring the Access Point unit. You are advised to record thisinformation on the
Access Point Configuration Record in this appendix.
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Factory-set Configuration

Table A-1. Sart-up Configuration - Access Point

Access Point Parameters

Access Point IPtab | Obtain an IP address from DHCP server Enabled
Default TTL 64
SNMP tab Read Password public
Read/Write Password public
System Name XX-XX-XX-XX-XX-XX *
Trap Host I P address 0.0.0.02
Trap Host Password public
SNMP IP Access List <All will be permitted>
Bridge tab Protocols to Filter <none>
Static MAC address Filter <none>
Spanning Tree disabled
Storm Thresholds disabled

Access Control tab

(Static) Access Control

<All will be permitted>

RADIUS Server Access Control

Disabled

Link Integrity tab

Link Integrity

Disabled

1. Ethernet MAC address of the device (printed on asmall label on the processor module).
2. No SNMP traps are sent with this | P address.
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Table A-2. Start-up Configuration - Interface

Wireless Interface

Network Name WavelL AN Network
RF-Channel 2.462 MHz

Closed wireless system Disabled
Encryption Disabled

Medium reservation Disabled
Microwave oven robustness support Disabled

DTIM period 1

Distance between APs Large

Multicast rate 2 Mbit/s
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Appendix B: Troubleshooting

I ntroduction

Problems experienced in wireless LAN operation can be related to:
¢ Configuration mismatch

e Component failure

e Wired or wireless network problems.

Problem-solving Approach

To resolve a configuration mismatch you will need to compare the configuration
parameter settings of both Access Points and all stations involved.

To determine a component failure, check the LED activity of the Access Point. You can
usethe “LED Error Table” on page B-2 to determine if a problem has a hardware-rel ated
cause (component failure). This table may also provide help in diagnosing and solving
operational problems that might have other possible causes.

When your Access Point appears to have stopped responding to normal bridging requests,
you may try to reboot the device as described under “ Rebooting Access Points’ on

page B-3.

In exceptional cases you may consider to perform aforced reload procedure as described
in Appendix C “Forced Reload Procedure”.
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Table B-1. LED Error Table

Power

Ethernet

Wireless
interface A

Description/Action:

0

*-—e

A

N

Continuous
Green

Flicker
Green

Flicker
Green

Normal operation where flickering indicates
interface activity.

No action required.

Off

Off

Normal operation that indicates thereisno LAN

activity

= No action required

m (Optional) Check if al ethernet connections are
properly installed

Off

Off

Off

No power.
m Check the power cord,
m Check the power supply

Continuous
Green

Flicker
Green

Amber

Green

Amber

Network overload.

The ethernet connection sends more traffic to
wireless stations than the Access Point Bridge can
forward to the interface.

Run the AP Manager Remote Statistics to
investigate network performance.

If possible try to eliminate redundant traffic by:
= Filtering protocols
m Setting storm threshold, or

m Shut down defect ethernet stations that transmit
excessive data

Continuous
Green

Flash Red

Flash Red

Frames are rejected because of an unknown cause.

= Run the AP Manager Remote Statistics to
investigate the number of packetsin error.

= If this number isrelatively high, run aremote
link test to determine which station is causing
the packet loss.

1. Whentrafficload exceeds the wirelessthroughput capacity (>11MB/s), the Access Point will buffer such requests.
In this situation however the buffer isfull, and packets are ignored.
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Power Ethernet | Wireless Description/Action:
interface
A
@ *——o A
N
Amber Off Off Forced reload state.
Amber Amber = Prooeed_with the forced reload procedure as d_escri bedin
Appendix C “Forced Reload Procedure” of thisuser's
guide.
Amber Flicker Off Forced reload state.
Green The flickering LED indicate LAN activity on the specific
Off Flicker LAN interface. This activity istypically caused by the LAN
Green administrator station that is performing the forced reload.
m Proceed with the forced reload procedure as described in
Off Appendix C “Forced Reload Procedure” of this user's
guide.
Red - - General hardware failure
m Reboot the Access Point as described in this Appendix.
m |f the problem persists, contact IBM technical support.
- Amber - Ethernet hardware failure
= Reboot the Access Point as described in this Appendix.
= |f the problem persists, contact IBM technical support.
- Amber High Rate Wireless LAN hardware failure

m Reboot the Access Point as described in this Appendix.
m |f the problem persists, contact IBM technical support.

If the PC Card is broken, which can be tested by inserting the
card into the High Rate Wireless LAN compulter, return the
card to your authorized reseller.

Rebooting Access Points

If aparticular Access Point has stopped responding to normal bridging requests, you can
reboot (reset) the Access Point. You can reboot Access Points either manually on-the-spot
or remotely.

Upon reboot, the Access Point will run the start-up diagnostics and start bridging

operation using the configuration parameters as they were stored in the Access Point prior
to the reboot. For “out-of-the-box” Access Points, these parameterswill be asidentified in
Table A-1 on page A-2.

M anual Reboot

To reboot the Access Point manually on-the-spot proceed as follows:

1. Remove the cover of the Access Point (see the Getting Started guide that came with
your Access Point, for assistance if needed).

2. Locate the two small holes on the bottom of the processor module, marked “ Reset”
(A) and “Reload” (B) as pictured in Figure B-1.
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3.

Figure B-1. Reset Button

(oo o =]
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Use asmall pointed object, such as the tip of a ball-point, to press the Reset button.
The Access Point will restart and run the start-up diagnostics, characterized by aLED
sequence where the LEDs change color in the range Red, Amber, Green.

When the Power LED is green, and other LEDs are off or flickering (indicating LAN
activity), you can mount the cover of the Access Point.

After approximately 15 seconds, the unit will start bridging operation using the
configuration parameters as they were stored in the Access Point prior to the reboot.

Remote Reboot

To reboot the Access Point from aremote location:

1
2.

3.
4.

5.
6.

Start the AP Manager program.

Select the target Access Point from the list or enter the | P address for a specific
Access Point.

Open the Access Point menu.

Select Reboot Access Point.

The AP Manager program will now prompt you to enter the password required to

reboot the device.

Enter the Read/Write password and click OK.
The Access Point will restart and run the start-up diagnostics.

After approximately 15 seconds, the Access Point will start bridging operation using the
configuration parameters as they were stored in the Access Point prior to the reboot.

If you would like to display the configuration file or monitor the Access Point’s
performance after areboot, you may have to wait until the unit completes the start-up
diagnostics before you can access the Access Point again.
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Appendix C: Forced Reload Procedure

I ntroduction

A forced reload allows you to recover from a situation where:
e TheAccess Point has stopped responding to the system

¢ You have mislaid the unique identifiers such as IP address, SNMP read/write
password, or other parameters that prevent communication with the Access Point.

e The Access Point has been configured with incorrect parameters, preventing you to
access the Access Point viathe network interface.

CAUTION:
When you need to perform aforced reload, please keep in mind the
following:

a  The Access Points equipped with network interfaces that are set to Forced
Reload” mode can not be accessed via the wired network interface.

b. Do not performa “ Forced Reload” procedure for more than one Access
Point simultaneously.
You might risk unexpected administrative problems due to configuring
multiple units with an identical configuration image and IP address.

When in” Forced Reload Mode” the Access Point will stop bridging operation. The Access
Point is only capable of accepting a new software image to be programmed into the
FlashROM.

To access the Access Point in forced reload mode you may need to reconfigure your LAN
administrator station.

When using AP-500s you may wish to perform the forced reload using a configuration

scenario as described in Part 3 “ Setting Up your LAN Administrator Station” (see either
Figure 3-2 on page 3-8 or Figure 3-4 on page 3-9).
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Performing a Forced Reload

A forced reload procedure consists of three steps:

1. Step1- Preparations.
2. Step 2- Setto “Forced Reload” Mode.
3. Step 3- Configuring and Uploading Files.

One additional step is optional, but recommended:

e Creating aBack-up File

Step 1 - Preparations

A forced reload procedure can only be performed when you have physical accessto the
Access Point.

*  Familiarize yourself with the location of the Access Point:
Do you need special equipment to access the Access Point, such asaladder or keysto
get into the room where the Access Point is located?

« Do you have aback-up copy of the Access Point’s current configuration file (*.cnf)?
— I Yes, you can use the back-up copy to restore the original configuration.
— If No, you will need to set al the user-defined parameters for the Access Point
that apply in your network again.
Back-up copies may have been created upon initia installation using the Download
Config File option of the AP Manager program.

« If you have accessto the IBM High Rate Wireless LAN website, you can download
the latest software (*.bin) available for your Access Point.

e |tisadvised to specify atemporary |P address for the Access Point. To enter this
temporary |P address:

— Open the AP Manager program.
— Select from the Tools menu the option Options.
— Enter thetemporary |P addressin the Local IP address field.

The temporary |P address is assigned to the Access Point in forced reload mode. This
isdoneto enable configuring and uploading the software file, before the Access Point
has its definite |P address.

Two configurations of your LAN administrator station are possible to enable you to
logically access the Access Point:

¢ Your LAN administrator station is the High Rate Wireless LAN station.
e Your LAN administrator station is awired (Ethernet) station.

Your LAN administrator station isa Wired Station

Your LAN administrator station is connected to the Access Point viathe Ethernet interface
of the Access Point.

¢« Makesurethe LAN administrator station and the Access Point are connected to the
same LAN segment (subnet).
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To communicate with the Access Point in “Forced Reload” state, no routers are
allowed between the target Access Point and the LAN administrator station.

e When using IP addressing, write down the | P address that the Access Point should
use.

Your LAN administrator station isa Wireless Station

You can use awireless LAN administrator station to access the Access Point in force
reload mode ONLY | F the station has indirect access to the Access Point, as described on
“Wireless Access via an Indirect Connection” on page 3-9.

Make sure that your LAN administrator station matches the settings of the Access Point
that you will use to establish the connection to in forced reload mode.

e Makesurethe LAN administrator station is within range of the Access Point.

When using | P addressing, write down the (new) IP address that you would like to assign
to the Access Point in forced reload mode.

Step 2 - Set to “ Forced Reload” Mode

1. Remove the cover of the Access Point.
2. Locate the two small holes on the long-edge side of the processor module, marked
“Reset” (A) and “Reload” (B) (see Figure C-1).

Figure C-1. Reset and Reload Buttons

([8To o [A]]
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3. Useasmal pointed object, such asthetip of aball-point, to press the Reset button.
4. Releasethe Reset button and wait 5 seconds.

The Access Point will perform start-up diagnostics, characterized by LED activity,
where the LEDs will change color in the range Amber, Red and Green.

5. After approximately 5 seconds, use the small pointed object again to pressthe Reload
button for approximately 30 seconds.
You will see the LEDs changing color in the range Amber, Red and Green again.

6. When all LEDsturn Amber, release the Reload button.
The Power LED turnsto Amber. Other LEDs will be off, or may flicker Green to
indicate LAN activity on the associated interface.

7. Start the AP Manager program and proceed with “ Step 3 - Configuring and
Uploading Files”
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Step 3 - Configuring and Uploading Files

The compl ete configuration and upload procedure of the forced reload procedure is
pictured in Figure C-2.

Figure C-2. Configuration an upload in forced reload mode

Select Access Point
with Forced Reload status

Select menu:
Access Point -  —
Upload Software

Error Message:
Button: Edit ——m{ First Upload Software
File

Button: Monitor ——#

Prompt:
Select binary file
(*.bin)

Prompt:
YES—» Select
Configuration file

Import
configuration file
(*.cnf)?

NO
v Y
Prompt: Prompt:
View and verify - Verify
the configuration configuration
settings settings
y
Click Upload to
save the

configuration to
the access point

To configure the Access Point in forced reload status and to upload the configuration
perform the following steps:

1. Select the Access Point which isin Forced Reload.
The Access Point in Forced Reload statusis displayed in the main AP Manager at the
top of the list and can be recognized window as follows (see Figure C-3):

* the Access Point is marked with the Forced Reload icon,
¢ the Access Point is marked with the status “ Forced Reload”, and
¢ the Access Point has the | P address 153.69.254.254.
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Figure C-3. The Access Point in Forced Reload

* AP M anager M= &3

File Access Point Tools Help

Select AP group ILocaI Area MNetwork Scan j E dit Group
Add Group
Select Access Point from list
| AP name | Statuz | MALC address |
:135.5 g8 AP OL Forced Reload 00-60-10-03-D0-ED
T 135.85.152.49 AP i Online 00-60-10-03-CC-F5
W 135.85.192.42 AP 4E Orline 08-00-64-2B-5C-2B
W 135.85.192.47 AP 3ET Orline 08-00-64-2B-60-79
T 135.85.192.45 AP AT Orline 08-00-64-2B-51-FB
# 135.85.152.40 AP INZ Orline 08-00-6a-24-F8-11

Enter the IP address for a specific Access Paint

|135_35_192_43 AP OLisin Forced Reload
Edit | I anitar |

io_|

2. Select Upload Software from the Access Point menu to start the configuration and
upload procedure.

« If you click the Edit or Monitor button before uploading the software, you will
be prompted to upload the software first.

3. Inthe Open window, moveto the directory where you have installed the AP Manager
program. If you downloaded the latest Access Point software from the IBM High
Rate Wireless LAN website, select the directory where you saved the downloaded
file.

4. Fromthelist of displayed files, select the file “wpntxxx.bin” or “ap05xxx.bin”,
(where “xxx" identifies the version of the Access Point software).

5. Click the Open button to open the software file.

6. You now have the possibility to upload a back-up configuration file to the Access
Point.

Note:  When importing a configuration file, make sure you import the correct back-up
file. Configuring the Access Point with aconfiguration filethat isidentical to the
configuration of another Access Point may lead to unpredictable behavior of
your network.

»  If you do have a back-up configuration file and if you do wish to use thisfileto
configure the Access Point, click Yes.
Select the back-up configuration file (*.cnf) and click Open to open the back-up
configuration settings.

You are advised to check the configuration settings. Click Ok to continue.

« If you do not have a back-up configuration file, or if you do have afile but do
not want to use thisfile to configure the Access Paint click No.
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10.

11.

12.

You are now advised to manually modify/verify the configuration settings of the
Access Paint (i.e. assign aunique | P address, setup the High Rate WirelessLAN
parameters and, (if applicable) the other Access Point identifiers such asthe IP
Address and SNM P passwords).
The Edit Configuration window is displayed. Note that the Edit Configuration
window does not contain an OK button but an Upload button to upload the
configuration settings to the Access Point.This means that you are editing alocal

configuration file and that you are not yet connected to the Access Point.
View (and modify) the configuration settingsin all tabs.

Refer to Part 4 “Basic Network Configuration” for changing the configuration
settings.

Click the Upload button to upload the new configuration settings to the Access Point
in force reload mode.

The message “Please wait while trying to connect to the Access Point” appears.
While trying to connect to the Access Point, the | P address in the configuration
settingsis pinged.

*  Only if the IP address specified in the configuration aready exists, you are
prompted to enter anew |P address. If the IP address does not yet exists the
uploading continues.

e Because the password of the Access Point in forced reload mode is aways
“public”, you do not have to enter this password before uploading information to
the Access Point.

When prompted to confirm the “ Reload of the Remote System”, click Yes to

continue.

The local software file (“wpntxxx.bin” or “ap05xxx.bin”) will now import the
configuration settings and save these to the software (binary) file. The softwarefile
will now be overwritten by the new software file. This does not influence the
functionality of the softwarefile. For moreinformation see“ Upload Software, alL ook
under the Hood” on page D-2.

When you want to preserve the original software file, make a back-up copy of this
file.

You are again prompted to confirm the “Reload of the Remote System”. Check the
list of parameters displayed thoroughly to make sure all settings are right.

«  If the pop-up window does not display the correct | P address and/or SNMP
passwords, click No to cancel.

¢ If theIP address and/or SNMP passwords are correct, click Yes to proceed.
The AP Manager program will upload the new (restored) configuration to your
Access Point and load it into the FlashROM. The Access Point will reboot and start
bridging operation in approximately 60 seconds.

Creating a Back-up File

You are advised to save the configuration parameters of the Access Point to aback-up file
(*.cnf). To create a back-up file, use the Download Config File option from the Access
Point menu.

You are advised to create a back-up file, to anticipate future network errors that might
force you to perform aforced reload in the future.
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Save the back-up file under a name that allows for easy identification in the future.
Start-up Diagnostics

On reboot, the Access Point will perform start-up diagnostics characterized by a LED
sequence, where the LEDs will change color in the range Amber, Red and Green.

The start-up diagnostics take approximately 15 seconds. When finished the Access Point
will start bridge operation characterized by the LED activity. See Appendix
B “Troubleshooting” for more information.
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Appendix D: Upgrading Access Point Software

About the Access Point Software

The Access Point runs on embedded software, that is also referred to as “firmware” or
“Bridge Kernel”. This softwareis aready factory installed, so in normal situations, you do
not need to worry about the software of the Access Point.

In exceptional cases however, you may choose to load new Access Point softwareinto the
FlashROM of your Access Points, for example in situations where:

e You wish to upgrade your Access Point to support new functionalities.
¢ You were advised to do so by IBM support
¢ You need to perform aforced reload procedure.

The Access Point softwareis a binary file of the format “wpntxxx.bin”, where xxx
identifies the version of the Access Point software.

You can find a copy of thisfilein the program directory where you installed the
AP Manager program. For the latest version of the Access Point software versionsyou are
advised to consult the IBM High Rate Wireless LAN website.

Upload Software

When uploading Access Point software (or firmware) no changes are made to the
configuration of the Access Point. However, it is recommended to create a back-up file
using the Download Config File from the Access Point menu in case no backup-file exist
of the current configuration setting.

1. Select thetarget Access Point from thelist or enter an |P address for aspecific Access
Point.

2. Fromthe Access Point menu, select Upload Software.

The AP Manager program will prompt you to open an Access Point software file
(*.bin).

3. Moveto the directory where you have installed the AP Manager program file, or the
directory where you saved the Access Point software file you downloaded from the
IBM High Rate Wireless LAN website.

4. Fromthelist of displayed files, select the file “wpntxxx.bin”, where “xxx” identifies
the version of the Access Point software.

5. Click the Open button to open the Access Point software file.

6. Enter the password for the Access Point if you are prompted to and click OK to
continue.

7. When prompted to confirm the Access Point software upload, click Yes.

The Access Point will now reboot and start bridging operation using the parameters
as set in the softwarefile.

Confirm Upload Access Point Software

When you try to upload the Access Point software file (*.bin) to your Access Point, a
message box will pop-up asking you to confirm:
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e Theupload to the Access Point, and

*  Overwriting the Access Point software file (*.bin) that you selected for upload to the
Access Point.

You do not need to be concerned that the Access Point software file will be overwritten, as
thiswill affect neither its functionality nor its features.

Yes, Upload Access Point Software

When you select “ Yes, Upload Access Point Software”, the AP Manager program will:

1. First savethe Access Point softwarefile back to disk, using the samefilename, i.e. the
software file you opened will be overwritten.
2. Next use the saved file to upload the target Access Point.

When the Access Point software file is saved to disk, the “ Configuration Parameter Area’
of the software file is updated with the settings that were retrieved from the Access Point
or imported from the back-up file (*.cnf). The “ Software Area” of the Access Point
software file remains unchanged (see for more information “ Upload Software, a Look
under the Hood” on page D-2.

Asthe “ Software Area’ remains unchanged, overwriting the software file does not affect
the functionality or the features of this software file.

No, do not Upload Access Point Software

When you select “No, do not Upload Access Point Software”, the AP Manager program
will abort the upload operation.

If you would till like to upload the Access Point software, but hesitate to overwrite the
original softwarefile, you are advised to make aback-up copy of the original softwarefile
(*.bin) and save it to a separate (floppy) disk drive.

Upload Software, a Look under the Hood

Actually the Access Point software file consists of two information areas that are both
stored in the FlashROM of the Access Point Bridge:

1. Theactua software program area. The data in this area can not be configured by the
end-user.

2. The Configuration Parameters area that contains user-defined settings of the Access
Point. The datain this area can be modified at any moment when you use the
AP Manager program to open and save aremote config file.

What actually happens in the procedure to upload Access Point software, is that the

AP Manager program will merge the configuration parameters retrieved from the Access
Point with the software information from the Access Point software file (* .bin). These will
be saved to disk first, prior to uploading the information into the Access Paint.
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Appendix E: Help and service information

This section contains information on how to obtain online and tel ephone technical
support.

Technical support

Technical support is available during the life of your product. Assistance can be obtained
through the Personal Computing Support Web site and the IBM Automated Fax System.
During the warranty period, assistance for replacement or exchange of defective
componentsis available. In addition, if your IBM option isinstalled in an IBM computer,
you might be entitled to service at your location. Your technical support representative can
help you determine the best alternative.

Technical support

IBM Personal Computing Support Web Site http://www.ibm.com/pc/support

IBM Automated Fax System 1-800-426-3395
1-800-465-3299 (in Canada)

Marketing, installation, and configuration support through the HelpCenter will be
withdrawn or made available for afee, at IBM’s discretion, 90 days after the option has
been withdrawn from marketing. Additional support offerings, including step-by-step
installation assistance, are available for anominal fee.

Telephone technical support

To assist the technical support representative, have available as much of the following
information as possible:

Option name

Option number

Proof of purchase

Computer manufacturer, model, serial number (if IBM), and manual
Exact wording of the error message (if any)

Description of the problem

Hardware and software configuration information for your system

NougkrwdE

If possible, be at your computer. Your technical support representative might want to walk
you through the problem during the call.
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For the support telephone number and support hours by country, refer to the following
table or to the enclosed technical support insert. If the number is not provided, contact
your IBM reseller or IBM marketing representative. Response time may vary depending
on the number and nature of the calls received.

Support 24 hours aday, 7 days aweek

Canada (Toronto only) 1-416-333-3344
Canada (al others) 1-800-565-3344
U.SA./ Puerto Rico 1-800-772-2227

Power supply FRU part numbers

IBM High Rate WirelessL AN Access Point Power Supply
Region/country Part Number

US & Japan FRU 22P4935

Euro FRU 22P4936

UK FRU 22P4937

ANZ FRU 22P4939
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Appendix F: Product warranties and notices

The following section provides product warranty information and legal notices.

Warranty Statements

The warranty statements consist of two parts: Part 1 and Part 2. Part 1 varies by country.
Part 2 is the same for both statements. Be sure to read both the Part 1 that appliesto your
country and Part 2.

e United States, Puerto Rico, and Canada (Z125-4753-05 11/97) “IBM Statement of
Limited Warranty for United States, Puerto Rico, and Canada (Part 1 - General
Terms)”

*  Worldwide except Canada, Puerto Rico, Turkey, and United States (2125-5697-
01 11/97) “IBM Statement of Warranty Worldwide except Canada, Puerto Rico,
Turkey, United States (Part 1 - General Terms)” on page D-4

e Worldwide Country-Unique Ter ms'*Part 2 - Worldwide Country-Unique Terms’ on
page D-7

IBM Statement of Limited Warranty for United States, Puerto Rico,
and Canada (Part 1 - General Terms)

This Statement of Warranty includes Part 1 - General Terms and Part 2 - Country-unique
Terms. Thetermsof Part 2 may replace or modify those of Part 1. Thewarranties
provided by IBM in this Statement of Warranty apply only to Machines you purchase for
your use, and not for resale, from 1BM or your reseller. The term "Machine" means an
IBM machine, its features, conversions, upgrades, elements, or accessories, or any
combination of them. The term "Machine" does not include any software programs,
whether pre-loaded with the Machine, installed subsequently or otherwise. Unless IBM
specifies otherwise, the following warranties apply only in the country where you acquire
the Machine. Nothing in this Statement of Warranty affects any statutory rights of
consumer sthat cannot be waived or limited by contract. If you have any questions, contact
IBM or your reseller.

TheBM Warranty for Machines

Machine- IBM High-Rate Wireless Access Point
Warranty period* - 3 Years

* Contact your place of purchase for warranty service information. Some |IBM
Machines are eligible for on-site warranty service depending on the country where
serviceis performed.

IBM warrants that each Machine 1) isfree from defectsin materials and workmanship and
2) conformsto IBM's Official Published Specifications. The warranty period for a
Machine is a specified, fixed period commencing on its Date of Installation. The date on
your sales receipt is the Date of Installation, unless IBM or your reseller informs you
otherwise.
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During the warranty period IBM or your resdller, if approved by IBM to provide warranty
service, will provide repair and exchange service for the Machine, without charge, under
the type of service designated for the Machine and will manage and install engineering
changes that apply to the Machine.

If aMachine does not function as warranted during the warranty period, and IBM or your
reseller are unable to either 1) make it do so or 2) replace it with onethat is at least
functionally equivalent, you may return it to your place of purchase and your money will
be refunded. The replacement may not be new, but will be in good working order.

Extent of Warranty

The warranty does not cover the repair or exchange of a Machine resulting from misuse,
accident, modification, unsuitable physical or operating environment, improper
maintenance by you, or failure caused by a product for which IBM is not responsible. The
warranty is voided by removal or ateration of Machine or parts identification |abels.

THESE WARRANTIES ARE YOUR EXCLUSIVE WARRANTIES AND
REPLACE ALL OTHER WARRANTIES OR CONDITIONS, EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OR CONDITIONS OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE. THESE WARRANTIESGIVE YOU SPECIFIC
LEGAL RIGHTSAND YOU MAY ALSO HAVE OTHER RIGHTSWHICH VARY
FROM JURISDICTION TO JURISDICTION. SOME JURISDICTIONS DO NOT
ALLOW THE EXCLUSION OR LIMITATION OF EXPRESSOR IMPLIED
WARRANTIES, SO THE ABOVE EXCLUSION OR LIMITATION MAY NOT
APPLY TO YOU. IN THAT EVENT, SUCH WARRANTIESARE LIMITED IN
DURATION TO THE WARRANTY PERIOD. NO WARRANTIESAPPLY AFTER
THAT PERIOD.

Items Not Covered by Warranty
IBM does not warrant uninterrupted or error-free operation of a Machine.

Unless specified otherwise, IBM provides non-IBM machinesWITHOUT
WARRANTIES OF ANY KIND.

Any technical or other support provided for aMachine under warranty, such as assistance
viatelephone with "how-to" questions and those regarding Machine set-up and
installation, will be provided WITHOUT WARRANTIES OF ANY KIND.

Warranty Service

To obtain warranty service for the Machine, contact your reseller or IBM. In the United
States, call IBM at 1-800-565-3344. In Canada, cal IBM at 1-800-565-3344. You may be
required to present proof of purchase.

IBM or your reseller provides certain types of repair and exchange service, either at your

location or at a service center, to keep Machinesin, or restore them to, conformance with

their Specifications. IBM or your reseller will inform you of the available types of service
for aMachine based on its country of installation. IBM may repair the failing Machine or
exchangeit at its discretion.

When warranty service involves the exchange of a Machine or part, theitem IBM or your
reseller replaces becomes its property and the replacement becomes yours. You represent
that all removed items are genuine and unaltered. The replacement may not be new, but
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will be in good working order and at least functionally equivaent to the item replaced.
The replacement assumes the warranty service status of the replaced item.

Any feature, conversion, or upgrade IBM or your reseller services must beinstalled on a
Machine which is 1) for certain Machines, the designated, serial-numbered Machine and
2) at an engineering-change level compatible with the feature, conversion, or upgrade.
Many features, conversions, or upgrades involve the removal of parts and their return to
IBM. A part that replaces aremoved part will assume the warranty service status of the
removed part.

Before IBM or your reseller exchanges a Machine or part, you agree to remove all
features, parts, options, alterations, and attachments not under warranty service.

You also agreeto

1. ensurethat the Machine isfree of any legal obligations or restrictions that prevent its
exchange;

2. obtain authorization from the owner to have IBM or your reseller service a Machine
that you do not own; and

3. where applicable, before service is provided

a follow the problem determination, problem analysis, and service request
procedures that IBM or your reseller provides,

b. secureall programs, data, and funds contained in a Machine,

c. provide IBM or your reseller with sufficient, free, and safe access to your
facilities to permit them to fulfill their obligations, and

d. inform IBM or your reseller of changesin a Machine'slocation.

IBM isresponsible for loss of, or damage to, your Machinewhileitis1) in IBM’s
possession or 2) in transit in those cases where IBM isresponsible for the transportation
charges.

Neither IBM nor your reseller isresponsible for any of your confidential, proprietary or
personal information contained in a Machine which you return to IBM or your reseller for
any reason. You should remove al such information from the Machine prior to its return.

Production Status

Each IBM Machine is manufactured from new parts, or new and used parts. In some cases,
the Machine may not be new and may have been previously installed. Regardless of the
Machine's production status, IBM’s appropriate warranty terms apply.

Limitation of Liability

Circumstances may arise where, because of adefault on IBM’s part or other lighility, you
are entitled to recover damages from IBM. In each such instance, regardless of the basis
on which you are entitled to claim damages from IBM (including fundamental breach,
negligence, misrepresentation, or other contract or tort claim), IBM isliable for no more
than

damages for bodily injury (including death) and damage to real property and tangible
personal property; and
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the amount of any other actual direct damages, up to the greater of U.S. $100,000 (or
equivalent in local currency) or the charges (if recurring, 12 months' charges apply) for the
Machine that is the subject of the claim.

Thislimit also appliesto IBM’s suppliers and your reseller. It isthe maximum for which
IBM, its suppliers, and your reseller are collectively responsible.

UNDER NO CIRCUMSTANCESISIBM LIABLE FOR ANY OF THE
FOLLOWING: 1) THIRD-PARTY CLAIMSAGAINST YOU FOR DAMAGES
(OTHER THAN THOSE UNDER THE FIRST ITEM LISTED ABOVE); 2) LOSS
OF, OR DAMAGE TO, YOUR RECORDS OR DATA; OR 3) SPECIAL,
INCIDENTAL, OR INDIRECT DAMAGES OR FOR ANY ECONOMIC
CONSEQUENTIAL DAMAGES (INCLUDING LOST PROFITSOR SAVINGS),
EVEN IF IBM, ITSSUPPLIERSOR YOUR RESELLER ISINFORMED OF
THEIR POSSIBILITY. SOME JURISDICTIONSDO NOT ALLOW THE
EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL
DAMAGES, SO THE ABOVE LIMITATION OR EXCLUSION MAY NOT APPLY
TO YOU.

IBM Statement of Warranty Worldwide except Canada, Puerto Rico,
Turkey, United States (Part 1 - General Terms)

This Satement of Warranty includes Part 1 - General Terms and Part 2 - Country-unique
Terms. Thetermsof Part 2 may replace or modify those of Part 1. The warranties
provided by IBM in this Statement of Warranty apply only to Machines you purchase for
your use, and not for resale, from IBM or your reseller. The term "Machine" means an
IBM machine, its features, conversions, upgrades, €l ements, or accessories, or any
combination of them. The term"Machine" does not include any software programs,
whether pre-loaded with the Machine, installed subseguently or otherwise. Unless IBM
specifies otherwise, the following warranties apply only in the country where you acquire
the Machine. Nothing in this Statement of Warranty affects any statutory rights of
consumersthat cannot be waived or limited by contract. If you have any questions, contact
IBM or your reseller.

Machine - IBM High-Rate Wireless Access Point
Warranty period* - 3 Years

* Contact your place of purchase for warranty service information. Some |BM Machines
are eligible for on-site warranty service depending on the country where serviceis
performed.

The IBM Warranty for Machines

IBM warrants that each Machine 1) isfree from defectsin materials and workmanship and
2) conformsto IBM’s Official Published Specifications. The warranty period for a
Machine is a specified, fixed period commencing on its Date of Installation. The date on
your saesreceipt isthe Date of Installation, unless IBM or your reseller informs you
otherwise.

During the warranty period IBM or your reseller, if approved by IBM to provide warranty
service, will provide repair and exchange service for the Machine, without charge, under
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the type of service designated for the Machine and will manage and install engineering
changes that apply to the Machine.

If a Machine does not function as warranted during the warranty period, and IBM or your
reseller are unable to either 1) make it do so or 2) replace it with one that is at least
functionally equivalent, you may return it to your place of purchase and your money will
be refunded. The replacement may not be new, but will be in good working order.

Extent of Warranty

The warranty does not cover the repair or exchange of a Machine resulting from misuse,
accident, modification, unsuitable physical or operating environment, improper
maintenance by you, or failure caused by a product for which IBM isnot responsible. The
warranty is voided by removal or ateration of Machine or parts identification labels.

THESE WARRANTIESARE YOUR EXCLUSIVE WARRANTIES AND
REPLACE ALL OTHER WARRANTIES OR CONDITIONS, EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OR CONDITIONS OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE. THESE WARRANTIES GIVE YOU SPECIFIC
LEGAL RIGHTSAND YOU MAY ALSO HAVE OTHER RIGHTSWHICH VARY
FROM JURISDICTION TO JURISDICTION. SOME JURISDICTIONS DO NOT
ALLOW THE EXCLUSION OR LIMITATION OF EXPRESSOR IMPLIED
WARRANTIES, SO THE ABOVE EXCLUSION OR LIMITATION MAY NOT
APPLY TO YOU. IN THAT EVENT, SUCH WARRANTIESARE LIMITED IN
DURATION TO THE WARRANTY PERIOD. NO WARRANTIESAPPLY AFTER
THAT PERIOD.

Items Not Covered by Warranty
IBM does not warrant uninterrupted or error-free operation of a Machine.

Unless specified otherwise, IBM provides non-IBM machinesWITHOUT
WARRANTIES OF ANY KIND.

Any technical or other support provided for a Machine under warranty, such as assistance
viatelephone with "how-to" questions and those regarding Machine set-up and
installation, will be provided WITHOUT WARRANTIES OF ANY KIND.

Warranty Service

To obtain warranty service for the Machine, contact your reseller or IBM. You may be
required to present proof of purchase.

IBM or your reseller provides certain types of repair and exchange service, either at your

location or at a service center, to keep Machinesin, or restore them to, conformance with

their Specifications. IBM or your reseller will inform you of the available types of service
for aMachine based on its country of installation. IBM may repair the failing Machine or
exchangeit at its discretion.

When warranty service involves the exchange of aMachine or part, the item IBM or your
resdller replaces becomesiits property and the replacement becomes yours. You represent
that all removed items are genuine and unaltered. The replacement may not be new, but
will be in good working order and at least functionally equivalent to the item replaced.
The replacement assumes the warranty service status of the replaced item.
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Any feature, conversion, or upgrade IBM or your reseller services must beinstalled on a
Machine which is 1) for certain Machines, the designated, serial-numbered Machine and
2) a an engineering-change level compatible with the feature, conversion, or upgrade.
Many features, conversions, or upgrades involve the removal of parts and their return to
IBM. A part that replaces aremoved part will assume the warranty service status of the
removed part.

Before IBM or your reseller exchanges a Machine or part, you agree to remove all
features, parts, options, alterations, and attachments not under warranty service.

You also agreeto

1. ensurethat the Machineis free of any legal obligations or restrictions that prevent its
exchange;

2. obtain authorization from the owner to have IBM or your reseller service aMachine
that you do not own; and

3. where applicable, before serviceis provided

a follow the problem determination, problem analysis, and service request
proceduresthat IBM or your reseller provides,

b. secure all programs, data, and funds contained in aMachine,

c. provideIBM or your reseller with sufficient, free, and safe access to your
facilities to permit them to fulfill their obligations, and

d. inform IBM or your reseller of changesin a Machine's location.

IBM isresponsible for loss of, or damage to, your Machine whileitis1) in IBM'’s
possession or 2) in transit in those cases where IBM is responsible for the transportation
charges.

Neither IBM nor your reseller is responsible for any of your confidential, proprietary or
personal information contained in a Machine which you return to IBM or your reseller for
any reason. You should remove all such information from the Machine prior to its return.

Production Status

Each IBM Machine is manufactured from new parts, or new and used parts. |n some cases,
the Machine may not be new and may have been previously installed. Regardless of the
Machine's production status, IBM’s appropriate warranty terms apply.

Limitation of Liability

Circumstances may arise where, because of adefault on IBM’s part or other lighility, you
are entitled to recover damages from IBM. In each such instance, regardless of the basis
on which you are entitled to claim damages from IBM (including fundamental breach,
negligence, misrepresentation, or other contract or tort claim), IBM isliable for no more
than

1. damagesfor bodily injury (including death) and damage to real property and tangible
personal property; and

2. the amount of any other actual direct damages, up to the greater of U.S. $100,000 (or
equivalent in local currency) or the charges (if recurring, 12 months’ charges apply)
for the Machine that is the subject of the claim.

Thislimit also appliesto IBM’s suppliers and your reseller. It is the maximum for which
IBM, its suppliers, and your reseller are collectively responsible.
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UNDER NO CIRCUMSTANCESISIBM LIABLE FOR ANY OF THE
FOLLOWING: 1) THIRD-PARTY CLAIMSAGAINST YOU FOR DAMAGES
(OTHER THAN THOSE UNDER THE FIRST ITEM LISTED ABOVE); 2) LOSS
OF, OR DAMAGE TO, YOUR RECORDS OR DATA; OR 3) SPECIAL,
INCIDENTAL, OR INDIRECT DAMAGES OR FOR ANY ECONOMIC
CONSEQUENTIAL DAMAGES (INCLUDING LOST PROFITS OR SAVINGS),
EVEN IF IBM, ITSSUPPLIERSOR YOUR RESELLER ISINFORMED OF
THEIR POSSIBILITY. SOME JURISDICTIONSDO NOT ALLOW THE
EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL
DAMAGES, SO THE ABOVE LIMITATION OR EXCLUSION MAY NOT APPLY
TO YOU.

Part 2 - Worldwide Country-Unique Terms

ASIA PACIFIC

AUSTRALIA: ThelBM Warranty for Machines: The following paragraph is added to
this Section:

The warranties specified in this Section are in addition to any rights you may have under
the Trade Practices Act 1974 or other legislation and are only limited to the extent
permitted by the applicable legislation.

Extent of Warranty: The following replaces the first and second sentences of this
Section:

The warranty does not cover the repair or exchange of a Machine resulting from misuse,
accident, modification, unsuitable physical or operating environment, operation in other
than the Specified Operating Environment, improper maintenance by you, or failure
caused by aproduct for which IBM is not responsible.

Limitation of Liability: The following is added to this Section:

Where IBM isin breach of acondition or warranty implied by the Trade Practices Act
1974, 1BM’s liability islimited to the repair or replacement of the goods or the supply of
equivalent goods. Where that condition or warranty relates to right to sell, quiet
possession or clear title, or the goods are of akind ordinarily acquired for personal,
domestic or household use or consumption, then none of the limitations in this paragraph

apply.

PEOPLE’'SREPUBLIC OF CHINA: Governing Law: Thefollowing is added to this
Statement:
The laws of the State of New York govern this Statement.

INDIA: Limitation of Liability: The following replacesitems 1 and 2 of this Section:

liahility for bodily injury (including death) or damage to real property and tangible
personal property will be limited to that caused by IBM's negligence;

asto any other actual damage arising in any situation involving nonperformance by 1BM
pursuant to, or in any way related to the subject of this Statement of Warranty, IBM’s
liability will be limited to the charge paid by you for the individual Machine that is the
subject of the claim.

NEW ZEALAND: ThelBM Warranty for Machines: The following paragraph is
added to this Section:

The warranties specified in this Section are in addition to any rights you may have under
the Consumer Guarantees Act 1993 or other legislation which cannot be excluded or
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limited. The Consumer Guarantees Act 1993 will not apply in respect of any goods which
IBM provides, if you require the goods for the purposes of a business as defined in that
Act.

Limitation of Liability: The following is added to this Section:

Where Machines are not acquired for the purposes of a business as defined in the
Consumer Guarantees Act 1993, the limitations in this Section are subject to the
limitations in that Act.

EUROPE, MIDDLE EAST, AFRICA (EMEA)

The following terms apply to al EMEA countries.

The terms of this Statement of Warranty apply to Machines purchased from an IBM
reseller. If you purchased this Machine from IBM, the terms and conditions of the
applicable IBM agreement prevail over this warranty statement.

Warranty Service

If you purchased an IBM Machinein Austria, Belgium, Denmark, Estonia, Finland,
France, Germany, Greece, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg,
Netherlands, Norway, Portugal, Spain, Sweden, Switzerland or United Kingdom, you may
obtain warranty service for that Machine in any of those countries from either (1) an IBM
reseller approved to perform warranty service or (2) from IBM.

If you purchased an IBM Personal Computer Machinein Albania, Armenia, Belarus,
Bosnia and Herzegovina, Bulgaria, Croatia, Czech Republic, Georgia, Hungary,
Kazakhstan, Kirghizia, Federal Republic of Yugoslavia, Former Yugoslav Republic of
Macedonia (FYROM), Moldova, Poland, Romania, Russia, Slovak Republic, Slovenia, or
Ukraine, you may obtain warranty service for that Machine in any of those countries from
either (1) an IBM reseller approved to perform warranty service or (2) from IBM.

The applicable laws, Country-unique terms and competent court for this Statement are
those of the country in which the warranty serviceis being provided. However, the laws of
Austriagovern this Statement if the warranty service is provided in Albania, Armenia,
Belarus, Bosniaand Herzegovina, Bulgaria, Croatia, Czech Republic, Federal Republic of
Yugoslavia, Georgia, Hungary, Kazakhstan, Kirghizia, Former Yugoslav Republic of
Macedonia (FY ROM), Moldova, Poland, Romania, Russia, Slovak Republic, Slovenia,
and Ukraine.

The following terms apply to the country specified:

EGYPT: Limitation of Liability: The following replacesitem 2 in this Section:
2. asto any other actual direct damages, IBM’s liability will be limited to the total amount
you paid for the Machine that is the subject of the claim.

Applicability of suppliers and resellers (unchanged).

FRANCE: Limitation of Liability: The following replaces the second sentence of the
first paragraph of this Section:

In such instances, regardless of the basis on which you are entitled to claim damages from
IBM, IBM isliable for no more than: (items 1 and 2 unchanged).

GERMANY: ThelBM Warranty for Machines: The following replaces the first
sentence of the first paragraph of this Section:

The warranty for an IBM Machine covers the functionality of the Machine for its normal
use and the Machine's conformity to its Specifications.
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The following paragraphs are added to this Section:
The minimum warranty period for Machinesis six months.

In case IBM or your reseller are unable to repair an IBM Machine, you can alternatively
ask for apartial refund asfar asjustified by the reduced value of the unrepaired Machine
or ask for acancellation of the respective agreement for such Machine and get your money
refunded.

Extent of Warranty: The second paragraph does not apply.

Warranty Service: Thefollowing is added to this Section:
During the warranty period, transportation for delivery of the failing Machine to IBM will
be at IBM’s expense.

Production Status: The following paragraph replaces this Section:
Each Machineis newly manufactured. It may incorporate in addition to new parts, re-used
parts aswell.

Limitation of Liability: Thefollowing is added to this Section:
The limitations and exclusions specified in the Statement of Warranty will not apply to
damages caused by IBM with fraud or gross negligence and for express warranty.

Initem 2, replace "U.S. $100,000" with "1.000.000 DEM."

The following sentence is added to the end of the first paragraph of item 2:
IBM’s liahility under thisitemis limited to the violation of essential contractual termsin
cases of ordinary negligence.

IRELAND: Extent of Warranty: The following is added to this Section:

Except as expressly provided in these terms and conditions, all statutory conditions,
including all warrantiesimplied, but without prejudice to the generality of the foregoing
al warrantiesimplied by the Sale of Goods Act 1893 or the Sale of Goods and Supply of
Services Act 1980 are hereby excluded.

Limitation of Liability: The following replacesitems one and two of the first paragraph
of this Section:

1. death or personal injury or physical damage to your real property solely caused by
IBM’s negligence; and 2. the amount of any other actual direct damages, up to the greater
of Irish Pounds 75,000 or 125 percent of the charges (if recurring, the 12 months’ charges
apply) for the Machine that is the subject of the claim or which otherwise givesrise to the
claim.

Applicability of suppliers and resellers (unchanged).

The following paragraph is added at the end of this Section:
IBM’s entire liability and your sole remedy, whether in contract or in tort, in respect of any
default shall be limited to damages.

ITALY: Limitation of Liability: The following replaces the second sentence in the first
paragraph:

In each such instance unless otherwise provided by mandatory law, IBM isliable for no
more than: (item 1 unchanged) 2) as to any other actual damage arising in all situations
involving non-performance by IBM pursuant to, or in any way related to the subject
matter of this Statement of Warranty, IBM’s liability, will be limited to the total amount
you paid for the Machine that is the subject of the claim.

Applicability of suppliers and resellers (unchanged).
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The following replaces the second paragraph of this Section:

Unless otherwise provided by mandatory law, IBM and your reseller are not liable for any
of the following: (items 1 and 2 unchanged) 3) indirect damages, even if IBM or your
reseller isinformed of their possibility.

SOUTH AFRICA, NAMIBIA, BOTSWANA, LESOTHO AND SWAZILAND:
Limitation of Liability: The following is added to this Section:

IBM’s entire liability to you for actual damages arising in all situations involving
nonperformance by IBM in respect of the subject matter of this Statement of Warranty will
be limited to the charge paid by you for the individual Machine that is the subject of your
claim from IBM.

TURKIYE: Production Status: The following replaces this Section:
IBM fulfills customer orders for IBM Machines as newly manufactured in accordance
with IBM’s production standards.

UNITED KINGDOM: Limitation of Liability: The following replacesitems 1 and 2 of
the first paragraph of this Section:

death or personal injury or physical damage to your real property solely caused by IBM’s
negligence;

the amount of any other actual direct damages or loss, up to the greater of Pounds Sterling
150,000 or 125 percent of the charges (if recurring, the 12 months’ charges apply) for the
Machine that is the subject of the claim or which otherwise gives rise to the claim.

The following item is added to this paragraph:
3. breach of IBM’s obligations implied by Section 12 of the Sale of Goods Act 1979 or
Section 2 of the Supply of Goods and Services Act 1982.

Applicability of suppliers and resellers (unchanged).

Thefollowing is added to the end of this Section:
IBM’s entire liability and your sole remedy, whether in contract or in tort, in respect of any
default will be limited to damages.

NORTH AMERICA

CANADA: Warranty Service: The following is added to this section:
To obtain warranty service from IBM, call 1-800-565-3344. |n Toronto, call 416-383-
3344.

UNITED STATES OF AMERICA: Warranty Service: Thefollowing is added to this
section:
To obtain warranty service from IBM, call 1-800-772-2227.

Notices
This publication was devel oped for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other
countries. Consult your local IBM representative for information on the products and
services currently available in your area. Any reference to an IBM product, program, or
serviceis not intended to state or imply that only that IBM product, program, or service
may be used. Any functionally equivalent product, program, or service that does not
infringe any IBM intellectual property right may be used instead. However, it isthe user’s
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responsibility to evaluate and verify the operation of any non-IBM product, program, or
service.

IBM may have patents or pending patent applications covering subject matter described in
this document. The furnishing of this document does not give you any license to these
patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.SA

Thefollowing par agraph doesnot apply to the United Kingdom or any country
wher e such provisionsareinconsistent with local law: INTERNATIONAL BUSINESS
MACHINES CORPORATION PROVIDES THIS PUBLICATION "ASIS"' WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do
not allow disclaimer of express or implied warranties in certain transactions, therefore,
this statement may not apply to you.

Thisinformation could include technical inaccuracies or typographical errors. Changesare
periodically made to the information herein; these changes will be incorporated in new
editions of the publication. IBM may make improvements and/or changesin the
product(s) and/or the program(s) described in this publication at any time without notice.

Trademarks

The following terms are trademarks of the IBM Corporation in the United States or other
countries or both:

« IBM

Microsoft, Windows, and Windows NT, are trademarks of the Microsoft Corporation in
the United States, other countries, or both.

Other company, product, and service names may be trademarks or service marks of others.

Electronic emission notices
High-Rate Wireless LAN Access Point
Federal Communications Commission (FCC) Statement

Note: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in aresidential installation. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following
Mmeasures:
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* Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on acircuit different from that to which the
receiver is connected.

e Consult an IBM authorized dealer or service representative for help.

Properly shielded and grounded cables and connectors must be used in order to meet FCC
emission limits. Proper cables and connectors are available from IBM authorized dedlers.
IBM is not responsible for any radio or television interference caused by using other than
recommended cables and connectors or by unauthorized changes or modifications to this
equipment. Unauthorized changes or modifications could void the user’s authority to
operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) this device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired
operation.

Responsible party:
International Business Machines Corporation
New Orchard Road
Armonk, NY 10504
Telephone: 1-919-543-2193

Tested To Comply
C With FCC Standards

FOR HOME OR OFFICE USE

Industry Canada Class B emission compliance statement
This Class B digital apparatus complies with Canadian |CES-003.
Avisde conformité alaréglementation d’'Industrie Canada

Cet appareil numérique de classe B est conforme ala norme NMB-003 du Canada.

Deutsche EMV-Direktive
(electromagnetische Vertriglichkeit)

Dieses Geriit ist berechtigt in Ubereinstimmung mit dem deutschen
EMVG vom 9.Nov.92 das EG-Konformititszeichen zu fiihren.

Der Aussteller der Konformititserklidrung ist die IBM UK, Greenock.

Dieses Gerit erfiillt die Bedingungen der EN 55022 Klasse B.

European Union EM C Directive conformance statement
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This product isin conformity with the protection requirements of EU Council Directive

89/336/EEC on the approximation of the laws of the Member States relating to

electromagnetic compatibility. IBM cannot accept responsibility for any failure to satisfy

the protection requirements resulting from a nonrecommended modification of the
product, including the fitting of non-IBM option cards.

This product has been tested and found to comply with the limits for Class B Information
Technology Equipment according to CISPR 22/European Standard EN 55022. The limits

for Class B equipment were derived for typical residential environments to provide
reasonable protection against interference with licensed communication devices.

Union Européenne - Directive Conformité
électromagnétique

Ce produit est conforme aux exigences de protection de la Directive
89/336/EEC du Conseil de 1'UE sur le rapprochement des lois des Etats
membres en matiere de compatibilité électromagnétique.

IBM ne peut accepter aucune responsabilité pour le manquement aux
exigences de protection résultant d'une modification non recommandée
du produit, y compris 1'installation de cartes autres que les cartes IBM.

Ce produit a été testé et il satisfait les conditions de 1'équipement
informatique de Classe B en vertu de CISPR22 / Standard européen EN
55022. Les conditions pour I'équipement de Classe B ont été définies en
fonction d'un contexte résidentiel ordinaire afin de fournir une
protection raisonnable contre l'interférence d'appareils de
communication autorisés.

Unione Europea - Directiva EMC
(Conformidad électromagnética)

Este producto satisface los requisitos de proteccion del Consejo de la
UE, Directiva 89/336/CEE en lo que a la legislatura de los Estados
Miembros sobre compatibilidad electromagnética se refiere.

IBM no puede aceptar responsabilidad alguna si este producto deja de
satisfacer dichos requisitos de proteccién como resultado de una
modificacién no recomendada del producto, incluyendo el ajuste de
tarjetas de opcién que no sean IBM.

Este producto ha sido probado y satisface los limites para Equipos
Informaticos Clase B de conformidad con el Estdndar CISPR22 y el
Estdndar Europeo EN 55022. Los limites para los equipos de Clase B se
han establecido para entornos residenciales tipicos a fin de proporcionar
una proteccion razonable contra las interferencias con dispositivos de
comunicacién licenciados.
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Part Number:

Printed in Taiwan R.O.C. on recycled paper
containing 10% recovered post-consumer fiber.




Union Europea - Normativa EMC

Questo prodotto ¢ conforme alle normative di protezione ai sensi della
Direttiva del Consiglio dell’Unione Europea 89/336/CEE
sull’armonizzazione legislativa degli stati membri in materia di
compatibilita elettromagnetica.

IBM non accetta responsabilita alcuna per la mancata conformita alle
normative di protezione dovuta a modifiche non consigliate al prodotto,
compresa I’installazione di schede e componenti di marca diversa da
IBM.

Le prove effettuate sul presente prodotto hanno accertato che esso
rientra nei limiti stabiliti per le le apparecchiature di informatica Classe
B ai sensi del CISPR 22 / Norma Europea EN 55022. I limiti delle
apparecchiature della Classe B sono stati stabiliti al fine di fornire
ragionevole protezione da interferenze mediante dispositivi di
comunicazione in concessione in ambienti residenziali tipici.

CORE, EHLEREFTREZEIRFHES (VCC 1) DREEC
#3{5 5 X BERREHEECT. COXEL. RERRTHEATACLZAM
ELTVETHN, COEBATIAOTLED a VRERITERL TEREND
& REBEESIEECTENHYTY,

RiRERFAE IR > TELWVERYRWELTTFELY,
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