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Safety I nformation

A\

Before installing this product, read the Safety Information book.
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Prima di installare questo prodotto, leggere I'opuscol o contenente le informazioni sulla
sicurezza.
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lMpea fa ro MHcTanupate 0BOj NPOU3BOA NPOYUTA|TE ja KHUraTa co 6e3beAHOCHU MHOpMAaLnK.

Leesvoordat u dit product installeert eerst het boekje met veiligheidsvoorschriften.

Les heftet om sikkerhetsinformasjon (Safety Information) fer du installerer dette
produktet.

Przed zainstalowaniem tego produktu nalezy przeczyta¢ broszure Informacje Dotyczace
Bezpieczenistwa.

Antes de instalar este produto, leia o folheto Informacdes sobre Seguranca.

[lepen ycTaHOBKOM MPOAYKTa MPOYTUTE OPOLIIOPY 110 TEXHUKE 0€30MaCHOCTH
(Safety Information).

Pred inStalaciou tohto produktu si pre itajte Informa na brozurku o bezpe nosti.

Preden namestite ta izdelek, preberite knjiZico Varnostne informacije.

Antes de instalar este producto, lea la Informacién de Seguridad.

Las séakerhetsinformationen innan du installerar den hér produkten.
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About this book

This manual containsinstructions for installing and using the | BM® High-Rate Wireless
LAN Access Point. The manua is divided into two parts:

Part 1: Installation and user’s guide

This guide contains the product description, hardware and software installation
instructions, and product use and maintenance information.

Part 2: Appendixes

The appendixes contain help and service information, the product warranties, and notices.
Note: Theillustrationsin this manual might be dightly different from your hardware.
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Installation and user’s guide
This section provides the product and software descriptions, and the installation and user’
guide.

For help and service information, and product warranties and notices, stghtiRate
Wireless LAN Access Point Quick Start Guide included in your package.

Product description

The High-Rate Wireless LAN product family is a comprehensive set of network
equipment. You can build any type of network configuration, from a small, independent
wireless network to a large, completely wireless infrastructure. The High-Rate Wireless
LAN product family consists of:

» High-Rate Wireless LAN PC Cards, for notebook computers that support a PC Card
Type Il slot

» High-Rate Wireless LAN adapters, to install High-Rate Wireless LAN PC Cards into
desktop computers

» High-Rate Wireless LAN Access Points (APs), that enable you to connect wireless
stations to existing Ethernet LAN infrastructures

The High-Rate Wireless LAN network interface is not much different than the interface
for wired LANSs. The operating system will not even notice the difference.

The High-Rate Wireless LAN network interface supports all protocols that are supported
by standard Ethernet adapter cards. Like wired network interfaces, High-Rate Wireless
LAN network interfaces are installed with a dedicated High-Rate Wireless LAN device
driver, but unlike wired network interfaces, High-Rate Wireless LAN network interfaces
do not need cables to connect them to the network. Only High-Rate Wireless LAN
network interfaces enable you to relocate workstations without the need to change
network cabling or connections to patch panels or hubs.

The High-Rate Wireless LAN tools can be installed on stations that run the Mi€rosoft
Windows® 95, Windows 98, or Microsoft Windows NT® 4.0 operating system. The High-

Rate Wireless LAN Client Manager aso works with Microsoft Windows 2000
Professional.

TheHigh-Rate Wireless LAN products have been designed for compatibility with all other
wireless LAN products that use the direct sequence radio technology, asidentified in the
|EEE 802.11 standard for wireless LANs. Based on market-leading WaveL AN |EEE
802.11b technology, High-Rate Wireless LAN provides mobile broadband connection to
IP/Internet for businesses, homes, and public areas.

However, you might not always be able to use the High-Rate Wireless LAN software suite
with other vendors’ products, due to the following reasons:

« The IEEE 802.11 standard for wireless LANs does not identify standards for
diagnostic or management tools. Each vendor might have designed a customized
tool to configure and/or manage the IEEE 802.11 wireless network.
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« The IBM High-Rate Wireless LAN software suite has been designed to offer an
enhanced set of tools to monitor and analyze a wide range of diagnostic tallies. Some
of these tools require additional functions in the hardware that (by default) is
supported by all IBM High-Rate Wireless LAN products, but might not be supported
by the other vendors’ products.

If other vendors’ products do not work with the High-Rate Wireless LAN software suite,
refer to the documentation that comes with the other vendors’ product.

Softwar e description
The High-Rate Wireless LAN software suite consists of the High-Rate Wireless LAN
Client Manager and the High-Rate Wireless LAN AP Manager. These tools enable you to:
» Display and modify the configuration of (remote) network components
« Configure network components, such as High-Rate Wireless LAN Access Points

» Diagnose the network performance and, if necessary, identify and solve network
errors

« Manage and optimize network performance

This document does not describe every possible option supported by the High-Rate
Wireless LAN software suite. Use this document as a general guideline to help you to
decide which tool can help you to accomplish a specific task.

For more information about specific High-Rate Wireless LAN software screens or
options, consult the online help.

High-Rate WirelessLAN Client Manager

The High-Rate Wireless LAN Client Manager is a diagnostic tool that you can use to
monitor wireless radio communication between a wireless station and its High-Rate
Wireless LAN Access Point, or to monitor the link between two wireless stations in an
independent network.

It can also be used as a site monitor to show the coverage of the installed High-Rate
Wireless LAN Access Point in a certain area.

High-Rate WirelessLAN AP Manager

The High-Rate Wireless LAN Access Point Manager (High-Rate Wireless LAN

AP Manager) is primarily a tool for LAN administrators or system supervisors. You can
use the High-Rate Wireless LAN AP Manager program to configure High-Rate Wireless
LAN Access Points and to monitor the performance of your wireless network. It can be
run on wired or wireless stations in the network.

Online help

Information about specific High-Rate Wireless LAN software screens or options in your
High-Rate Wireless LAN AP Manager or High-Rate Wireless LAN Client Manager
program is included in the online help of the programs.

To access context-sensitive help on a specific screen for the High-Rate Wireless LAN
programs, clickHelp or press F1.
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In the online help, you can click the Contents tab to get an overview of the online
information, or click the Index tab to open an alphabetical list of specific topics.

Product specifications are listed in the User’s guideof your High-Rate WirelessLAN
products.

Additional files

The CD that comes with your High-Rate Wireless LAN productsinclude a
README.TXT file. This file contains information about the version of the software and
the device drivers on the CD.

Read thisfile prior to installing your High-Rate Wireless LAN products; it might contain
additional information that was not available when this document was produced. You can
also download or view the README.TXT file on the High-Rate Wireless LAN Web site.

Other sources of information

For information on updates and other High-Rate WirelessLAN news, go to the Web site at
http:www.ibm.com/pc. For technical support, consult the information in the appendixes.

Wireless configurations

This section describes a number of network scenarios that can serve as an example for
building your wireless system.

Wireless systemstypically apply to indoor network environmentsthat require connectivity
for devices roaming throughout the network environment.

Wireless systems are wireless networks that service wireless (mobile) devices. The
wireless devices can roam freely throughout the network, with the only restrictions being
the size and cabling of the wireless device.

Subject to the size and requirements of your LAN, awireless system can be identified by
one of the following types of configurations:

* Independent network

— Peer-to-Peer workgroup
» Basic infrastructure

— Standalone configuration

— Wireless access to ethernet networks
* Advanced infrastructures

— Multiple channel configuration

Installation and user’s guide  1-3



Peer-to-Peer workgroup

A Peer-to-Peer workgroup is agroup of High-Rate Wireless LAN wireless devices that do
not bridge their data through a High-Rate Wireless LAN Access Point. All machines
within a Peer-to-Peer network are configured to “Peer-to-Peer” mode.

The most simple independent network is one without a server, where stations
communicate Peer-to-Peer, that is, by sharing a disk or printer through Microsoft Network
Neighborhood.

Peer-to-Peer networks are usually used for small networks where:

« All wireless stations participate in workgroup computing, that is, they use the disk-
sharing option of Microsoft Network Neighborhood and Printers.

« All High-Rate Wireless LAN stations are within range of a wireless server.

Peer-to-Peer networks are a quick and easy solution to set up a wireless network at trade-
shows, business visits or other off-site locations.

Basic infrastructure

This section describes the two types of basic infrastructure configurations: standalone
configuration and wireless access to Ethernet networks.

Standalone configuration

In a standalone configuration, the High-Rate Wireless LAN Access Point functions as a
relay base station that forwards the data communication from one computer to another
within the same wireless cell.

This is the quickest and easiest way to set up a small wireless LAN infrastructure. This
configuration is ideal for temporary installations (for example, trade shows) and
environments where the installation of a wired infrastructure is not possible.

A server is not required in a standalone wireless configuration; equipped devices can
communicate Peer-to-Peer, as described on “Peer-to-Peer workgroup” on page 1-4.

The wireless infrastructure is identified by a unique High-Rate Wireless LAN network
name. All equipped devices must be configured with an identical High-Rate Wireless
LAN network name before connecting to the network.

Mobile wireless stations maintain communication with the infrastructure as long as they
remain within range of the High-Rate Wireless LAN Access Point in their High-Rate
Wireless LAN network.

Wireless access to Ethernet networks
Connecting High-Rate Wireless LAN Access Points to an Ethernet network enables you to
create a wireless environment for notebook computers or connect a number of High-Rate

Wireless LAN stations (notebook or desktop) to an existing Ethernet infrastructure,
creating a larger coverage area.

All wireless stations within this coverage area that are to be connected to the network must
be configured with the same High-Rate Wireless LAN network name as the High-Rate
Wireless LAN Access Points.

Roaming wireless stations automatically switch between High-Rate Wireless LAN Access
Points, when required, maintaining the wireless connection to the network.
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Advanced infrastructures

This section describes the multiple channel configuration infrastructure.
Multiple channel configuration

The High-Rate Wireless LAN stations are capable of switching their operating frequency
channel dynamically when roaming between High-Rate Wireless LAN Access Points that
have been configured to use different radio channels.

By using different channels, you can optimize wirel ess performance, assigning different
frequency channels to neighboring High-Rate Wireless LAN Access Points. Multiple
frequency configurations might prove very useful in environments where:

* A high concentration of wireless stations are operational in the same vicinity of one
another.

« The High-Rate Wireless LAN stations experience a performance decrease in terms of
network response times as a result of the High-Rate Wireless LAN collision
avoidance protocol (for more information, see “RTS/CTS protocol” on page 1-41).

By configuring neighboring High-Rate Wireless LAN Access Points with different
frequencies, you create separate mediums for each wireless cell. Operating at different
channels, the stations can no longer “hear” one another, and therefore no longer need to
defer communications.

As is the case in any roaming environment, you must configure all High-Rate Wireless
LAN Access Points in multiple channel configurations with an identical High-Rate
Wireless LAN network name.

The preferred channel separation between the channels in neighboring cells is 25 MHz
(five channels). Subject to the number of channels supported by the High-Rate Wireless
LAN PC Cards available in your country, this means that you can apply up to three
different channels within your High-Rate Wireless LAN network.

Applying two channels that allow the maximum channel separation will decrease the
amount of channel cross-talk, and provide a noticeable performance increase over
networks with minimal channel separation.

To configure networks with multiple channels, see “Frequency channel management” on
page 1-42.

Setting up the LAN administrator’s station

High-Rate Wireless LAN infrastructures are managed from a High-Rate Wireless LAN
administrator’s station. This section describes how to set up High-Rate Wireless LAN
administrator’s stations to properly manage your network.

Typically, a High-Rate Wireless LAN administrator’s station is a computer used by the
LAN administrator to configure, manage, and monitor the High-Rate Wireless LAN
network. You can assign as many administrator’s stations as you like, depending on how
you want to manage your High-Rate Wireless LAN network.
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A High-Rate Wireless LAN administrator’s station uses the tools available in the High-
Rate Wireless LAN software suite to configure and monitor your network. The following
programs are included within the High-Rate Wireless LAN software suite:

« High-Rate Wireless LAN Client Manager
* High-Rate Wireless LAN AP Manager

This section describes how to set up a High-Rate Wireless LAN administrator’s station in
the following network configurations:

» Peer-to-Peer workgroups: All stations within the network directly communicate with
all other stations. No High-Rate Wireless LAN Access Points are necessary to bridge
the data.

» Infrastructure network: All stations communicate to each other and the Ethernet
backbone through High-Rate Wireless LAN Access Point interfaces.

For an overview of the High-Rate Wireless LAN software tools, refer to“High-Rate
Wireless LAN tools” on page 1-2.

Assigning a LAN administrator’s station

To set up a High-Rate Wireless LAN administrator’s station, you can use any desktop or
notebook computer that meets the following requirements:

» An 80486 or faster processor

* 4 MB of free disk space

* 16 MB RAM

* Windows 95, Windows 98, Windows 2000, or Windows NT 4.0

For the High-Rate Wireless LAN Client Manager, you also need a High-Rate Wireless
LAN PC Card.

For the High-Rate Wireless LAN AP Manager you will need the following:
» Access to the LAN, through:
— a High-Rate Wireless LAN PC Card
— an Ethernet card
— a dial-up connection
» High-Rate Wireless LAN Access Points

« Aloaded TCP/IP protocol that provides a Windows sockets (winsock) interface. The
TCP/IP drivers can be found on the Microsoft Windows installation disks or CD.

M anaging Peer-to-Peer workgroups

A Peer-to-Peer workgroup consists of several stations communicating directly to each
other without bridging data through an access point.

Peer-to-Peer workgroups do not need the High-Rate Wireless LAN tools. For more
information, refer to théligh-Rate Wireless LAN PC Card User’s Guide
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Managing infrastructure networks

In an infrastructure network, you will primarily use an High-Rate WirelessLAN

administrator’s station that has the High-Rate Wireless LAN AP Manager installed to
configure your access points and monitor the radio traffic between selected access points
and stations within the network.

You can also install the High-Rate Wireless LAN Client Manager on all stations within the
network, or on selected mobile stations with a High-Rate Wireless LAN PC Card, to
monitor the link between the mobile station and the nearest High-Rate Wireless LAN
Access Points.

Choosing wired or wireless

The choice for a wireless or wired High-Rate Wireless LAN administrator’s station will
depend on your preferences and abilities to administer your High-Rate Wireless LAN
network.

First, determine how you would like to manage your network:

« If you prefer to configure and monitor stations from on-site and to troubleshoot
problems at the physical location of the station, you can choose to have a mobile,
wireless High-Rate Wireless LAN administrator’s station. Use the High-Rate
Wireless LAN AP Manager and High-Rate Wireless LAN Client Manager.

« If you prefer to configure and monitor stations from a central location, such as a
administrator’s station, you may prefer a wired High-Rate Wireless LAN
administrator’s station. Use the High-Rate Wireless LAN AP Manager.

« If you prefer to configure and monitor stations from a remote location, through a
modem and calling into an RAS or PPP entry point to your network, use the High-
Rate Wireless LAN AP Manager.

Your next consideration for wired or wireless station is the size of your network. In larger
networks, it might be more convenient to manage the stations from a central location, so ¢
wired station would be more appropriate. In smaller network configurations, in which
there are only few High-Rate Wireless LAN Access Points, a mobile, wireless station
might be the most efficient way to configure and manage your network.

For wireless stations, note the following information:
« LAN administrators require easy access to wireless areas.

* You need to perform a site verification to determine optimal placement of High-Rate
Wireless LAN Access Points.

 lItis also possible to remotely configure and monitor an access point through a dial-up
connection. This feature is only possible when the network is externally accessible.

You can assign multiple stations as High-Rate Wireless LAN administrator’s stations,
enabling a combination of wired and wireless stations and giving you the freedom to
choose the most appropriate tool for the situation.

Wired stations: A wired High-Rate Wireless LAN administrator’s station enables you

to configure and monitor access points through a wired backbone by using the High-Rate
Wireless LAN AP Manager tool.
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Configuration: A wired High-Rate Wireless LAN administrator’s station has access to
all High-Rate Wireless LAN Access Points through a wired backbone. The access points
are identified by means of their unique IP address.

Note: When your LAN architecture is comprised of multiple subnets, separated by
gateways or routers, note that the administrator’s station that you intend to use for
the initial configuration must be on the same subnet as the High-Rate Wireless
LAN Access Points.

When the High-Rate Wireless LAN Access Points have been configured and their IP
addresses have been registered, you can use any station to access the access points throug
the TCP/IP protocol.

For more information on configuring your High-Rate Wireless LAN Access Point, see
“Configuration scenarios” on page 1-11.

Monitoring: When you use a wired High-Rate Wireless LAN administrator’s station

you will not be able to move around to different physical locations of the network to
determine or optimize the placement of stations, High-Rate Wireless LAN Access Points,
or antennas. However, a wired High-Rate Wireless LAN administrator’s station can use
the High-Rate Wireless LAN AP Manager remote link test and remote statistics features to
perform monitoring tasks.

With the High-Rate Wireless LAN AP Manager, you can validate radio frequency links
between a remote High-Rate Wireless LAN Access Point and High-Rate Wireless LAN
stations connected to that access point. For more information on monitoring, see
“Monitoring” on page 1-8.

Wireless stations:  With a wireless High-Rate Wireless LAN administrator’s station,
you can use the High-Rate Wireless LAN Client Manager as well as the High-Rate
Wireless LAN AP Manager.

Monitoring: You can use the following High-Rate Wireless LAN tools to monitor your
infrastructure network:

» High-Rate Wireless LAN Client Manager
« PC Card diagnostics

« Logging measurements data

* Site monitor

e Link test

* High-Rate Wireless LAN AP Manager

« System information

* Remote link test

* Remote statistics

For more information on monitoring your High-Rate Wireless LAN network, see
“Monitoring” on page 1-8.
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Installing High-Rate Wireless LAN Software

This section provides information on installing the High-Rate Wireless LAN Client
Manager and the High-Rate Wireless LAN AP Manager.

Installing the High-Rate Wireless LAN Client Manager

To install the Client Manager software, do the following:

1. Insert the High-Rate Wireless LAN software CD into the CD-ROM drive of your
computer. If Autorun isenabled on your computer, the Wireless Networking Client
Software window opens.

Note: If you downloaded the software from the Web, please refer to the installation
instructions found on the Web site.

2. Click Install Client Manager; then follow the on-screen instructions.
Note: If Autorun isnot enabled on your computer, you can start Client Manager by
running the .EXE file located in the root directory of the High-Rate Wireless
LAN software CD; then following the on-screen instructions.

During the installation, you will be prompted for a directory to install the High-Rate
Wireless LAN program files. The default directory for the High-Rate Wireless LAN
Client Manager program is C:\PROGRAM FILES\IBM\WIRELESS LAN\CLIENT

MANAGER.
Installing the High-Rate Wireless LAN AP M anager

The High-Rate Wireless LAN AP Manager can be installed on both wireless and wired
stations. To install the program, you will need to select a station that is configured with:

« A network interface card (NIC) to connect this station to the network. The NIC card
can be of any type, including the High-Rate Wireless LAN PC Card (for wireless
stations) or an Ethernet card.

« A TCP/IP protocol stack

To install the AP Manager software, do the following:

1. Insert the High-Rate Wireless LAN software CD into the CD-ROM drive of your
computer. If Autorun is enabled on your computer, the Wireless Networking Client
Software window opens.

Note: If you downloaded the software from the Web, please refer to the installation
instructions found on the Web site.
2. ClickInstall AP Manager; then follow the on-screen instructions.

Note: If Autorun is not enabled on your computer, you can start AP Manager by
running the .EXE file located in the root directory of the High-Rate Wireless
LAN software CD; then following the on-screen instructions.

During the installation, you will be prompted for a directory in which to install the High-
Rate Wireless LAN program files. The default directory for the High-Rate Wireless LAN
AP Manager program is C:\PROGRAM FILES\IBM\WIRELESS LAN\AP MANAGER.
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Verifying the TCP/I P protocol settings

The High-Rate Wireless LAN AP Manager program requires a TCP/IP networking
protocol to communicate with the High-Rate Wireless LAN Access Point. When setting
up the access points for the first time you need to verify the TCP/IP settings of the
administrator’s station.

* When the network operating system in your network does not use the TCP/IP
protocol, you need to install it onto the administrator’s station and assign a user-
defined IP address to each administrator’s station.

« When your network operating system uses the TCP/IP protocol, your stations
already have an IP address assigned to it. This can be a user-defined value or a value
assigned by a DHCP server, for example. You do not need to modify this IP address.

To verify whether the TCP/IP protocol is properly installed, do the following:
1. ClickStart - Settings — Control Panel.
2. Double-clickNetwork.

3. Verify that the list of network components includes the TCP/IP Protocol for the High-
Rate Wireless LAN network interface that you want to use to access the High-Rate
Wireless LAN Access Point (your Ethernet or High-Rate Wireless LAN adapter, for

example).

 |If the list is correct, close all windows by clicki@gancel; then go to
“Configuration scenarios” on page 1-11.

« If the list is incorrect, do the following:
a. ClickAdd.
b. From the list of component types, seleadtocol; then clickAdd.

c. Select a TCP/IP protocol from the displayed list. In most network
environments, the Microsoft TCP/IP protocol will work just fine. If not,
select a TCP/IP protocol that matches your network operating system.

d. If your network does not use IP addressing, s8gatify an |P Address.
This will disable the DHCP mechanism that would assign an IP address to
your High-Rate Wireless LAN administrator’s station automatically in
networks that include a DHCP server.

e. Enter a user-defined value in the IP Address field in3Be69.254 . xxx
format, wherexxx is any numerical value in the range of 1-253.

When configuring multiple High-Rate Wireless LAN administrator’s
stations, be sure to assign different values to each station.

f. In the Subnet Mask field enter the vaRi&.255.255.0
g. Click OK; then follow the onscreen instructions.
4. Click Yesto restart your computer

When your computer has restarted, you will be ready to configure the High-Rate Wireless
LAN Access Point through any of the configuration scenarios as described in
“Configuration scenarios” on page 1-11.

1-10 High-Rate Wireless LAN Access Point User’s Guide



Configuration scenarios

In the previous section you selected awired or awireless High-Rate Wireless LAN
administrator’s station. This section describes some of the characteristics and features of
each type of administrator’s station, and identifies whether further modifications to the
setup of your computer or “desktop workplace” are required.

Configuring a wired LAN administrator’s station

If you are using a wired High-Rate Wireless LAN administrator’s station, you can
configure High-Rate Wireless LAN Access Points through:

» A “desktop workplace” setup, connecting your computer to the Access Point through
a hub

» Aregular wired Ethernet connection

Select a wired High-Rate Wireless LAN administrator’s station if one of the following
conditions exist:

* You prefer to manage your High-Rate Wireless LAN Access Points from a fixed
central location

» The High-Rate Wireless LAN Access Points will be installed on remote locations that
are accessible through TCP/IP networking

When these High-Rate Wireless LAN Access Points are still using the “out-of-the-box”
configuration, the access points can be identified by means of their Ethernet MAC
Address, provided that the access points are on the same subnet as your High-Rate
Wireless LAN administrator’s station (if there are no routers between your High-Rate
Wireless LAN administrator’s station and the High-Rate Wireless LAN Access Point).

When you have assigned a unique IP address value to each High-Rate Wireless LAN
Access Point, you will be able to access each access point from anywhere within the
network by using its unique IP address.

When installing new High-Rate Wireless LAN Access Points “out-of-the-box”, configure
the access points one-by-one using the “desktop workplace” scenario. You can assign a
unique IP address value to each unit prior to connecting the units to the network
infrastructure.

Configuring a wireless LAN administrator’s station

With awireless High-Rate Wireless LAN administrator station, you can usethe High-Rate
WirelessLAN AP Manager in combination with the High-Rate Wireless LAN
Client Manager tool.

Using a wireless High-Rate Wireless LAN administrator’s station, you can configure
access points directly through a wireless point-to-point connection, or indirectly through a
wireless point-to-point connection with another High-Rate Wireless LAN Access Point
that provides access to the “target” access point through a network backbone.

In the same way in which wired networks require you to verify that all cables are
connected properly to establish connection, High-Rate Wireless LAN networks require
you to verify that the High-Rate Wireless LAN administrator’s station is within range of
the “target” access point, and that the High-Rate Wireless LAN network interface setup
matches the parameter values of the access point(s).
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When using the configuration setup directly through of awireless point-to-point

connection, the High-Rate Wireless LAN network interface of the administrator’s station
should be configured to match the settings of the “target” High-Rate Wireless LAN
Access Point.

The direct connection scenario is most convenient when configuring multiple out-of-the-
box access points sequentially.

The indirect connection scenario is most efficient when adding new High-Rate Wireless
LAN Access Points to an existing network, or when you are not within range of the
“target” access point.

Note: In both scenarios, the High-Rate Wireless LAN Access Points are identified by
their unique IP address.

Removing High-Rate Wireless LAN software

To remove the High-Rate Wireless LAN software from a High-Rate Wireless LAN
administrator’s station, do the following:

1. ClickStart - Settings— Control Panel.

2. Double-clickAdd/Remove Programs.

3. Select the High-Rate Wireless LAN management program that you want to remove;
then clickAdd/Remove.

Note: The Add/Remove option removes only program files. If you have stored log
files in the program files directory, these files will not be removed.

Basic network configuration

This section describes how to configure a High-Rate Wireless LAN network for Peer-to-
Peer workgroups and infrastructure networks.

Peer-to-Peer workgroups

A Peer-to-Peer workgroup consists of several wireless stations communicating directly to
each other without bridging data through an access point.

To set up a Peer-to-Peer workgroup operating with the standard protocols, do the
following:

» Set all stations to connect to a Peer-to-Peer workgroup.
« Set all stations to use the same network name.

« Set all stations to use an identical encryption key.

For more information about Peer-to-Peer workgroups refer tditiieRate Wireless LAN
PC Card Quick Sart Guide.

Infrastructure networks
This section describes how to configure infrastructure networks for most networking

environments. For more advanced configuration settings, see “Advanced Network
Configurations” on page 1-60.
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Managing your High-Rate Wireless LAN Access Points

To manage your High-Rate Wireless LAN Access Points, you must assign aunique |IP
address to each access point within your network. Your High-Rate Wireless LAN
management station must also have an | P address. The TCP/IP connection of your station
needs to do one of the following:

« The TCP/IP connection needs to be connected to the same subnet as the High-Rate
Wireless LAN Access Points, as described in “Basic infrastructure” on page 1-4.

* The TCP/IP connection needs to provide access to the subnet of the High-Rate
Wireless LAN Access Points through routers, gateways or another type of LAN
connection that supports the TCP/IP protocol.

Configuring infrastructure networks
This section gives instructions on basic configuration of a High-Rate Wireless LAN
infrastructure network.

The following requirements must be met before configuring the network:

» To connect a wireless station to the High-Rate Wireless LAN network, each station
must be configured with the same Network Name as the High-Rate Wireless LAN
Access Point.

» To configure the wireless stations, follow the instructions irHigh-Rate Wireless
LAN PC Card Quick Sart Guide.

To install and configure the High-Rate Wireless LAN Access Point, do the following:
Note: Repeat steps 2 to 4 for each of the access points that you wish to install.
Step 1: Installing an access point: For installation instructions of the High-Rate

Wireless LAN Access Point hardware, refer toliigh-Rate Wireless LAN Access Point
Quick Sart Guide included with the access point.

Step 2: Connecting to an access point: To connect to a High-Rate Wireless LAN
Access Point, you need to address each access point through its IP address.

If your network includes a BOOTP or DHCP server, the IP address will be assigned
automatically refer to “BOOTP and DHCP” on page 1-73 for more information about
BOOTP/DHCP.

In situations where no IP addresses are assigned automatically, the IP address will be
153.69.254.254. You must change this factory-set IP address (153.69.254.254) upon you
first configuration.

To connect to a High-Rate Wireless LAN Access Point, do the following:
1. Start the High-Rate Wireless LAN AP Manager program.

2. Select the access point that you want to configure from the list, or enter the IP address
in theEnter the | P address for a specific Access Point field.

* A new access point is marked with a special icon.

« Alist will display all access points located on the same IP subnet as your High-
Rate Wireless LAN management station. See modifying the configuration
“Modifying the configuration” on page 1-71.
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» To gain access to an access point on a different subnet or through a dial-up
connection, enter a specific IP address in the field Enter the IP address for a
specific Access Point.

3. Click Edit.

« If the access point that you select is identified by the factory-set IP address
153.69.254.254, you will be prompted to change this IP address.

a. Enter a unique IP address for the High-Rate Wireless LAN Access Point in
the field Access Point IP Address.

b. Record the IP address on the “Configuration record” on page A-3.

4. Enter the Read Write password; then clidk (the default password is “public”).

You are now ready to change the High-Rate Wireless LAN Access Point configuration
settings.

Step 3: Setting the network name and saving the configuration: When

installing a High-Rate Wireless LAN network, modify the default settings of the High-
Rate Wireless LAN network interfaces. Although the access point will work fine with its
factory-set values, changing the High-Rate Wireless LAN parameters to unique values
will differentiate your High-Rate Wireless LAN network from possible neighboring
networks.

To set the network name and save your configuration, do the following:
1. Open the High-Rate Wireless LAN AP Manager.
2. Select th&Vireless I nterfacestab.

3. Choose the slot of the High-Rate Wireless LAN Access Point (PC card Slot A or B)
that contains the High-Rate Wireless LAN PC Card that you want to configure.

4. Enter the identification designator in thetwork Name field for the service type
that this interface should use.

» The High-Rate Wireless LAN network name can be any alphanumeric string
from 1 to 32 characters in the range of ato z, Ato Z, and 0 to 9.

» The High-Rate Wireless LAN network name must be the same for all High-Rate
Wireless LAN network interfaces that service wireless stations that belong to the
network.

» The network name distinguishes your High-Rate Wireless LAN Access Points
from access points that belong to a neighboring network.

Note: For information on other High-Rate Wireless LAN Interface parameters (like
the Advanced and Security button), see “Advanced Network Configurations”
on page 1-60.

5. Click OK to save the configuration to the Access Point and to return to the main
AP Manager window.

Note: The access point restarts automatically when you save your configuration.
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Step 4: Creating a backup file of your configuration: When you change the
configuration of a High-Rate Wireless LAN Access Point, create a backup file of the
configuration. You can use this backup file to quickly restore a High-Rate Wireless LAN
Access Point configuration in situations where:

» An access point goes out of service

* You want to recreate the original configuration of an access point that you had to
replace (following a repair, for example)

* You need to perform a forced reload as described in Appendix C, “Forced reload
procedure” on page C-1.

To create a backup file, do the following:

1. Open the High-Rate Wireless LAN AP Manager.

2. Select the access point you want to create a backup of.
3. SelecDownload Config File.
4

. When prompted for a name, enter a name that allows you to easily recognize the
relationship between the file name and the access point.

5. Record the filename and the location where the access point will be installed on the
Configuration record, found under “Configuration record” on page A-3.

To install and configure other access points, seéliple-Rate Wreless LAN PC Card
Quick Start Guide.

Monitoring your High-Rate Wireless LAN network

When your network has been configured and installed, you can use High-Rate Wireless
LAN software tools to monitor the performance of your network, and to verify optimal
placement of your High-Rate Wireless LAN Access Points and wireless stations.

Verify the performance of your network on a regular basis, as performance may change
when wireless stations are relocated, office environments change, or when new equipmen
is installed that might interfere with the wireless communication.

High-Rate WirelessLAN tools

The High-Rate Wireless LAN software suite offers two tools that enable you to monitor
your High-Rate Wireless LAN network:

» High-Rate Wireless LAN Client Manager
* High-Rate Wireless LAN AP Manager

For basic information on High-Rate Wireless LAN tools, see “Software description” on
page 1-2.
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High-Rate Wireless LAN Client Manager
High-Rate Wireless LAN Client Manager is designed to monitor the radio performance of
your network on-site. You can use this program to:

* Run dynamic radio communication diagnostics with the High-Rate Wireless LAN
Access Point within range of your monitoring station

» Display detailed link test measurement results with the access point nearest your
High-Rate Wireless LAN Client Manager station

The High-Rate Wireless LAN Client Manager is a mobile wireless tool that can only run
on a wireless station (typically a portable device such as a notebook computer).

High-Rate WirelessLAN AP Manager

The High-Rate Wireless LAN AP Manager is designed to monitor your network from a
central location, such as the administrator’s station.

You can use this tool to display link test measurements between a remote High-Rate
Wireless LAN Access Point of your choice and a station connected to the selected access
point.

The High-Rate Wireless LAN AP Manager tool can run on both wired stations (Ethernet)
and wireless stations. To run diagnostic measurements, the administrator’s station must be
connected to the network infrastructure that allows the station to access the access point
using the TCP/IP protocol.

Selecting a High-Rate Wireless LAN tool

The decision whether to use the High-Rate Wireless LAN Client Manager or High-Rate
Wireless LAN AP Manager largely depends on your capabilities and desire to perform
diagnostic measurements on-site, or from a central location.

Both the High-Rate Wireless LAN Client Manager and the High-Rate Wireless LAN

AP Manager offer logging functions that can save measurement data for later evaluation
or comparison with previous measurements. You can view saved log files with any ASCII
editor, or import the data into standard spreadsheet or database applications.

You can also use the High-Rate Wireless LAN AP Manager program to monitor wireless
performance of both wireless systems through High-Rate Wireless LAN Access Points.
see “Remote Link Test window” on page 1-30.

Monitoring a network with the High-Rate Wireless LAN Client
M anager
The High-Rate Wireless LAN Client Manager offers four monitoring methods:
« PC card diagnostics
* Link test
» Site monitor

« Logging measurement data

Note: The site monitor, link test and logging measurement data options are only available
when the High-Rate Wireless LAN Client Manager is installed in “Advanced”
mode. See “High-Rate Wireless LAN Client Manager” on page 1-2 for more
information.
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The Client Manager starts automatically when Windowsis started. The Client Manager
iconis displayed on the windows task bar. If the program is not running, do the following:

1. Click Start - Programs - IBM WirelessLAN
2. Click Client Manager.
3. Click Client Manager on the task bar to open the main Client Manager window.

The main Client Manager window will display the key information required to validate
the current network connection of your High-Rate Wireless LAN station:

« The name of the High-Rate Wireless LAN network to which your station is
connected (“Peer-to-Peer” in the case of a Peer-to-Peer workgroup, or the network
name of your High-Rate Wireless LAN Access Point infrastructure).

» The quality of the radio connection to this network, displayed with a colored icon.
The values are Excellent (green), Good (green), Marginal (yellow), Poor (red), or Out
of range (red with an error sign).

« The name of the access point to which the mobile wireless computer is connected at
that moment.

* The channel used for the connection.

» Encryption status (on or off)

If your High-Rate Wireless LAN Client Manager cannot establish a network connection,
this screen will display one of the following:

* No wireless network card driver present: Your station was unable to detect
an High-Rate Wireless LAN device driver in your High-Rate Wireless LAN station.
Check to make sure that the card is properly inserted and that you have configured
your station correctly.

e Out of range: You are out of range of the High-Rate Wireless LAN network for
which your station has been configured.

e Searching for initial connection to network: XXX: The network cannot be
found, whereXXX is the name of your network.

For more detailed information use the monitoring methods as described in “Monitoring
your High-Rate Wireless LAN network” on page 1-15.

From the main Client Manager window, you also have access to a number of menu items.
These menus are described in the next paragraphs.

If you are having problems connecting to the network, see Appendix B, “Troubleshooting
the access point” on page B-1.
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Link test

You can use the link test mode to perform detailed diagnostic measurements in indoor
wireless environments between your High-Rate Wireless LAN Client Manager station and
one specific test partner. Depending on the type of High-Rate Wireless LAN network to
which your High-Rate Wireless LAN Client Manager station is connected, the test partner
may be either one of the following:

* A High-Rate Wireless LAN Access Point, when your High-Rate Wireless LAN
Client Manager station is connected to an infrastructure network. In this type of
network you will not be able to select another link test partner; when roaming
throughout the wireless network environment, the link test partner might change
dynamically whenever another access point provides better communications quality.
See “Wireless configurations” on page 1-3 for more information on infrastructure
networking.

* A High-Rate Wireless LAN station, when your High-Rate Wireless LAN
Client Manager station is connected to an Peer-to-Peer workgroup. In this type of
network you will be able to select your link test partner from a list of stations
available in the independent network identified by the same High-Rate Wireless LAN
network name as your High-Rate Wireless LAN Client Manager station. See
“Wireless configurations” on page 1-3 for more information on Peer-to-Peer
workgroups.

To start the link test, selecink Test in the Advanced menu of the main Client Manager
window.

Across the top of the Link Test window, you can see the following:

» The radio channel on which both devices are communicating
* The name of your computer (This Station)

« The name of the link test partner (Test Partner)

» The quality of the connection

The Link Test window provides you with three link test options to assist you in analyzing
the link test data:

» Testresults: Provides measurement results of the link test.

» Test history: Provides graphical results of the link quality.

» Log Settings: Set the measurement parameters to record test results for future
analysis

Test results: The Test Results tab is your primary screen to analyze link test results
using the following indicators:

» Signal-to-noise ratio (SNR)
* Received messages

Sgnal-to-noise ratio (SNR):  The signal-to-noise ratio identifies the communications
quality of the radio path between your station and the link test partner. This indicator is
updated dynamically according to the actual status of the radio link.
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The color of SNR indicator relates to the following levels of communications quality.

Color Description

Green Communication quality is excellent or
good; no actions are necessary

Yellow Communication quality is marginal;
no actions are necessary
Red Communication quality is poor. See

Appendix B, “Troubleshooting the
access point” on page B-1.

If thelevel of SNR islower than expected the signal level and noise level indicators may
help you investigate the cause:

« Alow signal level indicates that the strength of the radio signal is fairly low.

« A high noise level indicates a source of radio interference in the radio path between
the two link test partners.

Comparing the values for your station and the link test partner helps you to identify the
location where the interference occurs, and to determine whether any actions to eliminate
or remedy the source interference result in a better performance.

Received messages. The Received Messages indicator provides a way to determine the
efficiency of the radio path between your High-Rate Wireless LAN Client Manager station
and the link test partner.

When you run a link test, your High-Rate Wireless LAN Client Manager station
exchanges messages with the test partner. The test partner confirms proper receipt by
returning an acknowledgment response.

Both your wireless station and the link test partner will use these messages to:
» Measure the signal to noise ratio (SNR)
« Compare the total number of messages sent to the number of messages received

— When the communications quality is rated as excellent or good, the total number
of lost messages is zero.

— When communications quality is marginal, the total number of lost messages is
in the range of 1% to 3%.

— When the total number of messages is >5% your network environment is
suffering from performance problems.

In most situations, the number of lost messages increases whenever the level of SNR
decreases.
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The different fields for messages received at the different transmit rates (for example, 11
MBps, 5.5 MBps, 2 MBps, and 1 MBps) can serve as an indicator for network throughput
efficiency. Itisnormal behavior for High-Rate Wireless LAN stations to retransmit
messages that were lost (either as aresult of aframe-collision, or because the test partner
was out-of-range):

» If a message transmission fails, your High-Rate Wireless LAN station retransmits the
lost frame.

 If a retransmission fails repeatedly, the station switches to a lower datd apded
tries to transmit the message again.

The higher the number of messages received with the highest transmit rate, the better your
throughput efficiency. A relatively high number of messages received at lower transmit
rates may indicate:

» Inadequate radio performance, which can typically be related to the level of SNR

« Network congestion. This is typically the case when the SNR is rated good.

In situations where there are a lot of retransmissions at lower data rates, the lower data
speed might be the result of one of the following:

« Alink test partner is almost out-of-range of your High-Rate Wireless LAN
Client Manager station. This is easily recognized by a low level of SNR.

» One of the test partners is using a wireless card that does not support the high rates.

To investigate link quality results in more detail, use one of the following buttons:

* Advice: to display more detailed information related to the current link quality and
to display troubleshooting hints.

» Freeze: to momentarily stop the dynamic indicators and updating of numerical
values (for example, to analyze the results on your screen in more detail).

» Reset: to reset all of the diagnostic counters back to zero.

You can use this option to investigate the results of an action to remedy a cause of
poor performance. ClicReset to analyze the link quality again, ignoring previous
results that might have adversely influenced the statistics.

» Help: to display general information about the High-Rate Wireless LAN
Client Manager link test.

To access the online help system, you can also press F1 on your keyboard.

1.The range of wireless datais related to the data speed. Radio messages transmitted at lower data
speeds will travel longer distances than messages at maximum data speed. In most network envi-
ronments, the “Auto Fall-back” transmit rate yields the best performance results.
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Test history: You can use the Test History tab to display link test results as aline-chart.
You can change the display to include the diagnostic parameters of your choice, and a
user-defined time window. You can set the time window to display the information of the
last minute, last hour, or last 24 hours.

For example, if you have an High-Rate Wireless LAN Access Point that shows mysterious
performance problems at regular intervals, you can run the test history mode for 24 hours
to:

« Determine the exact time the problem occurs in the selected Time window

« Analyze what was causing the performance problem without having to watch the
dynamic indicators continuously

Log settings: You can record the link test measurements to a log file, and use this log
file to more fully analyze the link quality. The measurement data can be logged
automatically at regular intervals, or manually upon user-command. For more
information on log files, see “Logging measurement data” on page 1-26.

Site monitor

With the Site Monitor option, you can display the communications quality between your
High-Rate Wireless LAN Client Manager station and all High-Rate Wireless LAN Access
Points within the range of the station.

The site monitor has been designed for indoor roaming environments to:
» Determine the overall wireless coverage of your High-Rate Wireless LAN network

 Verify or optimize the placement of your access points, to provide seamless roaming
connectivity to mobile stations

When roaming throughout a wireless network environment with your High-Rate Wireless
LAN Client Manager station, you are able to identify areas that might not have adequate
coverage, or that suffer from in-band interference from other wireless equipment such as
security gates, microwave ovens or photocopiers.

To start the site monitor, selegite Monitor in the Advanced menu in the main
Client Manager window. The Site Monitor provides the following options:

« Site Monitor tab: the primary tab to monitor the performance of your wireless
network

» Selection tab: enables you to scan for neighboring High-Rate Wireless LAN
networks and select such networks for monitoring

» LogSettingstab: allows you to enable, disable, or configure the site monitor logging
options

« AP namestab: allows you to create user-defined access point names for easy
identification of High-Rate Wireless LAN Access Points in the Site Monitor window

Note: The Site Monitor option only works in combination with High-Rate Wireless LAN
Access Points. When you select this option in a Peer-to-Peer workgroup
environment, the Site Monitor window starts with Sabection tab instead of the
Site Monitor tab.
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Site Monitor tab: Displayed across the top of the Site Monitor tab are the following
fields:

» Current Network (SSID): identifies the name of the High-Rate Wireless LAN
network to which you are currently connected

« Distance between APs: describes the access point density setting of the High-Rate
Wireless LAN network to which you are currently connected.

These fields remain visible when selecting any of the other options in the Site Monitor
window.

Also displayed in the Site Monitor window are all High-Rate Wireless LAN Access Points
that belong to the same infrastructure as the one to which you are currently connected, and
are within range of your High-Rate Wireless LAN Client Manager station.

In the site monitor mode, you can customize the selection of site monitor parameters. The
standard selection for site survey procedures is as follows:

« AP name (access point name): to identify devices by the name of the High-Rate
Wireless LAN Access Point. This name is identified either in:

— The System Name field of the configuration of the access point

— A user-defined Access Point Name List, which you can create using the High-
Rate Wireless LAN Client Manager tool

* SNR: the signal-to-noise ratio, which indicates the communications quality with the
various access points

* Channel: to identify which radio channel is used by each of the access points

To perform a standard site survey, arrange the site monitor display as described above;
then do the following:

1. Determine which locations in your network environment require wireless
connectivity.

2. Use a mobile computing device to walk through your wireless LAN environment.

3. Roaming throughout the network environment, verify that each location is covered
by at least one High-Rate Wireless LAN Access Point that provides a level of SNR
that is at least “Marginal” (Yellow) or better.

4. (Optional) ClickSort on to re-arrange the display of access points by the data
displayed in the first column.

The first time you open the Site Monitor window, the access points are sorted in
descending order of the SNR values.

5. (Optional) To sort access points in a different way, simply select another display item
in column one.
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Customizing the Site Monitor display: You might want to select one or more of the
other parameters, as well. For example:

» To display the signal level and noise level to determine the cause of a poor level of
SNR

— A low signal level indicates a weak radio signal.

— A high noise level indicates a source of interference in the radio path between
your High-Rate Wireless LAN Client Manager station and the access point.

The SNR, signal level, and noise level are displayed as dynamic indicators or as
numerical values in dBm.

» To display the MAC address of the wireless cards in the High-Rate Wireless LAN
Access Point. This option is useful if:

— You are building an access point name list as described in “AP Names tab” on
page 1-25

— Your network includes access points that are equipped with multiple High-Rate
Wireless LAN PC Cards, and you want to distinguish the cards

Selection tab: WiIth the Selection tab, you can select another High-Rate Wireless LAN
network. This is helpful in situations where you want to:

» Verify the presence of neighboring High-Rate Wireless LAN networks

« Determine whether such network might interfere with your High-Rate Wireless LAN
network

The High-Rate Wireless LAN Access Points that are displayed when you start the site
monitor tool is determined by the configuration of the High-Rate Wireless LAN network
name parameter on your High-Rate Wireless LAN Client Manager station (Edit’/Add
Configuration Profile in the Actions menu of the main Client Manager window). For
example, when the High-Rate Wireless LAN network name of your High-Rate Wireless
LAN Client Manager station is set to:

» A specific High-Rate Wireless LAN network name: The station will:

— only connect to an infrastructure network identified by the same High-Rate
Wireless LAN network name when the station is turned on

— display only the access points belonging to that network that are within range of
your High-Rate Wireless LAN Client Manager station

* “ANY” network: The monitoring station will:
— connect to the first open network it detects when the station is turned on

— display all access points belonging to that network that are within range of your
High-Rate Wireless LAN Client Manager station

» Peer-to-Peer workgroup:

— a workgroup is created between stations with the Peer-to-Peer setting.
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Selecting another wireless network: To select another wireless network, do the
following:

1. Click the Selection tab on the Site Monitor window.
Thelist of Observed Networks on this tab will show:

« All networks that are operational within the range of your High-Rate Wireless
LAN Client Manager station

» The type of network:
— Infrastructure network
— Peer-to-Peer workgroup
« The number of access points in the observed infrastructure network(s)
« The different radio channels used by the access points.
2. (Optional) ClickScan Now to refresh the list of observed networks.

3. Click the network of your choice to return to tBiée Monitor tab and display the
diagnostic indicatofs

Note: For reasons of security, the site monitor will not display the High-Rate Wireless
LAN network name, the MAC address, or access point names of the neighboring
network. You can display these values only for the infrastructure network to which
you are actually connected.

When the list of Observed Networks does not show other networks, this means that:

» Your High-Rate Wireless LAN Client Manager station has been configured with a
specific High-Rate Wireless LAN Network Name

« With this setting, you cannot scan for/monitor other network infrastructures. To do
s0, you will need to reconfigure your station to use the High-Rate Wireless LAN
Network Name “ANY”

« There are no other working networks near your High-Rate Wireless LAN
Client Manager station

* The neighboring networks have been closed to deny wireless High-Rate Wireless
LAN compliant devices, and to establish a radio connection when these devices have
been configured with:

— The High-Rate Wireless LAN network name “ANY”

— A zero-string SSID (the equivalent of the High-Rate Wireless LAN network
name “ANY")

For more information about “open” and “closed” networks, see “Securing your High-Rate
Wireless LAN network” on page 1-46.

2.Although the Site Monitor Selection tab will enable you to determine the presence of a neighbor-
ing Independent (Ad-Hoc) network, you cannot select this type of network for Site Monitor statis-
tics. Thisfeature requires the presence of High-Rate Wireless LAN Access Points, which are
typically not available in independent networks.
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Log Settingstab: You can record the Site Monitor measurement results to alog file,
and use this log file to more fully analyze the overall wireless coverage of your network.
The measurement data can be logged automatically at regular intervals or manually upon
user-command.

For more information on log files, see “Logging measurement data” on page 1-26.

AP Namestab: TheAP Namestab enables you to create a user-defined list of access
point names associated with the MAC address of the High-Rate Wireless LAN network
interface(s) of your access points.

The AP name field in the Site Monitor window displays the value of the System Name

parameter that has been assigned to the access point upon confi&.l@id'rsplay this
name your computer must first establish true data connections with such access points.
This means your computer did not yet walk around or usAfhames tab.

When you are running the High-Rate Wireless LAN Client Manager tool in site monitor
mode, you can use tié® Names tab to assign an access point name immediately to any
access point MAC address that you spot.

When you spot an High-Rate Wireless LAN Access Point identified as “unknown” do the
following:

1. Click theAP Namestab.
2. Enter a MAC address, or double-click one of M&C addressesin the list.

3. In the Access Point Name field, enter a name that allows for easy identification of
this access point.

4. Click Add to Table to associate the name with this MAC address.
Repeat steps 2 through 4 for all other MAC addresses.

6. When you are finished, click ti8g&e Monitor tab to continue the site monitor
survey.

When walking throughout the wireless networking environment, you might see new MAC
addresses appear when approaching other access points. If that is the case, repeat the st
above to complete your Access Point Name table.

The access point names you assign to a spotted MAC address will be saved into an ASCI
file that you can use to:

« Share a file with other LAN Administrators that use the High-Rate Wireless LAN
Client Manager tool to monitor performance of the wireless network. This file
(APLIST.TXT) is stored in C:\PRGRAM FILES\IBM\WIRELESS LAN\CLIENT
MANAGER.

« Edit the names later on, using an ASCII editor such as Notepad

3.To assign a system name to an High-Rate Wireless LAN Access Point, you will need the High-
Rate Wireless LAN AP Manager program specify this name in the SNM P Parameters window.
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L ogging measurement data

With both link test and site monitor, you can log measurement results. The measurement
data can be manually or automatically logged at regular intervals.

The High-Rate Wireless LAN Client Manager saves the data to a comma separated value
(CSV) file that can be imported into standard spreadsheet or database applications for
further analysis.

Comparison of measurement data with previous measurements might be helpful to gauge
the performance of your wireless LAN over a period of time.

The Link Test window and the Site Monitor window have similar log settings parameters.
The only differenceisthat the Link Test window supports continuous data logging, which
the Site Monitor window does not support.

Logging data manually: With the manual datalogging function, you can view the
measurement data at a specific moment (for example, when you are running the site
monitor to perform a site survey, or when you are investigating a particular source of
interference).

When you choose the manual mode, you can enable the Add comments to log option to
add comments to your logging information. If you enable this option, a window opens
every time you press the Log Once button.

The manual datalogging option istypically used on High-Rate Wireless LAN
Client Manager stations roaming the network running site monitor.

Logging data automatically: The automatic datalogging function allows you to log
the network performance automatically at preset intervals. Thisis useful in situations
where you want to monitor recurring events or variation in values over along period of
time.

When you choose the automatic mode, you must set the measurement interval to aspecific
number of seconds.

Automatic datalogging is typically used when the High-Rate Wireless LAN
Client Manager station is running alink test at a particular location.

Setting the logging options: To set the logging options, do the following:
1. Click the Log Settingstab in the Link Test window or in the Site Monitor window.

2. Enter afilename for your log filein the field Log Filename.
» IF you enter a new filename, a new file is created.

 If you enter the same filename or use the default filename, the data will be
appended.
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3. Select the mode of logging to one of the following:
» Data logging off: No data is logged
« Manual data logging: Manually records your log measurements.
« Automatic data logging: Automatically logs data at user-defined intervals.

« Continuous data logging (only available in the Link Test window):
Automatically logs data in the following intervals:

— Once per second

— Once per minute

In each mode, the measurement data is saved in the file entered in the Log Filename field
Each time new data is saved, this information is appended to the existing file. If you want
to save the data in a new file, enter a new filename in the Log Filename field

Sarting and stopping the logging function: Depending on your choice of logging
option, the logging button will reddg Once for manual logging, o$tart Log for
automatic logging).

« For manual logging, click og Once each time you wish to log data. Logging stops
automatically after the data is recorded to the log file.

» For automatic logging, clicBtart Log. Click Stop Log to stop the logging
function.

Diagnosing the PC Card
If you suspect that your High-Rate Wireless LAN PC Card is not functioning properly,

selectDiagnostics in the Advanced menu of the main Client Manager window to explore
the functionality of the hardware and software of the card.

In the Diagnose Card window, you can check the software and firmware information,
configuration information, and communication statistics.

To test the High-Rate Wireless LAN PC Card, click@ad Check tab in the Diagnose
Card window; then clicRest Card Now.

Attention: Running the card diagnostics disrupts the normal operation of your High-Rate
Wireless LAN PC Card, which can result in a temporary loss of your connection to the
network.

If the High-Rate Wireless LAN PC Card passes all tests, the test status d¥gilaygs|
fields, and the Error Code field remains blank. If an error occurs,A&tieice for more
information on how to handle the error.

Troubleshooting Site M onitor

When the Site Monitor does not display all of the High-Rate Wireless LAN Access Points
that you expected, this can be for one or more of the following reasons:

« Your High-Rate Wireless LAN Client Manager station is out-of-range of the access
points that you want to monitor. Typically, the values for signal level and SNR are
zero in this situation.
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» There is a configuration mismatch of your High-Rate Wireless LAN Client Manager
station. For example:

— Your High-Rate Wireless LAN Client Manager station uses a specific High-Rate
Wireless LAN network name that does not match the name of the infrastructure
that you want to monitor.

— Your High-Rate Wireless LAN Client Manager station uses the High-Rate
Wireless LAN network name “ANY”, and when it was turned on, the station
connected to an access point of a neighboring network instead, because that
access point provided the best level of SNR.

« The infrastructure that you want to monitor has been closed to wireless IEEE 802.11-
compliant devices that attempt to establish a radio connection using:

— The High-Rate Wireless LAN network name “ANY”

— A zero-string SSID (the equivalent of the High-Rate Wireless LAN network
name “ANY”)

When your High-Rate Wireless LAN Client Manager station uses the High-Rate Wireless
LAN network name “ANY”, you can use ti&election tab to select another network
name. See “Selection tab” on page 1-23 for more information.

For more information on "open" and "closed" infrastructure networks, see “Securing your
High-Rate Wireless LAN network” on page 1-46.

Using the High-Rate WirelessLAN AP Manager

You can use the High-Rate Wireless LAN AP Manager to:

» Display a standard set of SNMP variables to monitor general LAN traffic
performance in your network

» Display remote link test measurements between a remote High-Rate Wireless LAN
Access Point and a wireless station connected to the selected access point

The High-Rate Wireless LAN AP Manager is designed to monitor your network from a
central location (for example, the administrator’s station), enabling you to monitor
wireless performance in areas that cannot easily be reached (for example, wireless
networks in remote locations).

Monitoring options

The High-Rate Wireless LAN AP Manager program offers a variety of diagnostic options:
« System information
* Remote link test

* Remote statistics

All other diagnostic options are standard SNMP tallies that are not described in this
manual, but are documented in the online help information of your High-Rate Wireless
LAN AP Manager program. Press F1 or clidklp in your AP Manager window.
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Monitoring an access point
To monitor a High-Rate Wireless LAN Access Point, do the following:

1. Start the High-Rate Wireless LAN AP Manager program.

2. Select the target access point form the local list, or enter the |P address of the access
point that you want to monitor.

You can also select Refresh Access Point List from the Access Point menu to
display all access points available in your subnet.

Note: Only access points in the same subnet as the High-Rate Wireless LAN
management station are displayed in the list. To investigate alink outside of
the subnet, enter the specific P addressin the Enter the I P address of a
specific Access Point field.

3. Click Monitor to connect to the target access point. The monitor mode of the
AP Manager window opens.

You can now monitor your network.
System information

The system information verifies the version level of the embedded software that is |oaded
into the High-Rate Wireless LAN Access Point.

To display the system information for an access point, you must first connect to the target
access point. See “Monitoring an access point” on page 1-29.

Select theSystem tab to view the system information.

« The Name, Location, and Contact fields represent the values that have been entered
in the corresponding fields of tIBNM P tab in the edit mode when the access point
was configured.

« The Up Time field displays the time interval measured from the last time the access
point was reset. If the up time is lower than expected, the access point might have
been reset manually or rebooted automatically.

» The Services and Object ID fields do not display relevant information to end-users.
You need these values only when contacting High-Rate Wireless LAN Technical
support to report a problem.

Providing this information to your High-Rate Wireless LAN Technical support
representative can help to solve the problem.

To provide this information, do one of the following:

— Use the Print button to print the information to paper that you will fax to your
authorized reseller

— Press ALT + Print Scrn to copy the contents of this screen to the Windows
clipboard. Paste the screen capture into the e-mail that you will send to your
authorized reseller.
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 In the Description field, you can quickly determine whether a High-Rate Wireless
LAN Access Point is running with the latest embedded software, or if the access
point requires an upgrade to support all the required High-Rate Wireless LAN
functions.

The Description field of contains a set of strings to identify:

— The type of networking device (typically High-Rate Wireless LAN Access
Point)

— The type and version of the embedded software that is loaded into this access
point, in the format WX.xx, whereX.xx represents the software version. To
support access point services for High-Rate WIreless LAN PC Cards, you must
have version 3.57 or higher.

— The unique serial number of the access point, in the formatxBIocoocxXx,
where eaclx represents a number in the serial number.

— The version of the access point software in the processor module of the access
point, in the format YX.xx, whereX.xx represents the version number of the
software.

When reporting a problem to your High-Rate Wireless LAN Technical support
representative, you must include a completed High-Rate Wireless LAN problem
report form. You can find this form in ASCII text format (REPORT.TXT) on the
High-Rate Wireless LAN Access Point software diskettes and the IBM High-Rate
Wireless LAN Web site at

http://www.ibm.com/pc/

Software updates are usually released through the High-Rate Wireless LAN Web site,
with new releases of the software diskettes. Visit the High-Rate Wireless LAN Web
site at regular intervals to find out whether newer software is available for your
access points.

Remote Link Test window

In the High-Rate Wireless LAN AP Manager Remote Link Test window, you can
investigate the radio link between an access point of your choice (the initiator station) and
a station connected to the selected access point. This station can be a wireless station
connected to the selected access point.

Note: The remote link test works only in combination with High-Rate Wireless LAN
Access Points.

The High-Rate Wireless LAN AP Manager Remote Link Test window is similar to the
Link Test window of the High-Rate Wireless LAN Client Manager.
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Starting the remote link test: To display the remote statistics for a High-Rate
Wireless LAN Access Point, you must connect to the target access point as described in
“Monitoring an access point” on page 1-29; then do the following:

1. Click theSystem tab; then clickLink Test to open the Select a remote Link Partner
for Yo XX X0 XXX, Wherexx.xx.xxx.xxx represents the IP address of the access point.

The fields in the top section of this window identify the initiator station you selected
when connecting to the High-Rate Wireless LAN Access Point.

The middle section of the window displays all wireless devices connected to the
initiator station. The following fields are visible:

» The Station Name and Address fields identify the High-Rate Wireless LAN
devices.

This list may change as roaming mobile stations enter or exit the coverage area
of the selected access point.

« The Interface field identifies the slots of the access point into which the High-
Rate Wireless LAN PC Card has been inserted.

— 2=PC Card slot A
— 3 =PC Card slot B

» The Radio Type field identifies the type of High-Rate Wireless LAN PC Card in
the corresponding slots.

(Optional) To refresh the list, clidRefresh.

3. Select a station from the list; then clicink Test to open the Remote Link Test
window.

Note: Subject to the Radio Type of the High-Rate Wireless LAN network interface
that you selected, the layout of the Remote Link Test windows might differ.

Important indicatorsto monitor: The Signal to Noise Ratio (SNR) identifies the
communications quality of radio path between the initiator station (the High-Rate Wireless
LAN Access Point) and the remote link test partner.

The color of SNR indicator, as well of the link quality and remote levels indicators, relates
to the following levels of communications quality. See “Signal-to-noise ratio (SNR)” on
page 1-18 for details on SNR indicators.

For more information about the Remote Link Test window, see the High-Rate Wireless
LAN AP Manager online help information by pressing F1 or by clickimtp.

Remote Statistics window

In the remote statistics window, you can monitor a set of SNMP variables for each of the
High-Rate Wireless LAN Access Point interfaces (both Ethernet and wireless).

Starting remote statistics: To display remote statistics for a High-Rate Wireless LAN
Access Point, you must first connect to the target access point as described in “Monitoring
an access point” on page 1-29; then clickRlemote tab from the Monitor Access Point
window. The performance for each of the interfaces of the selected access point is
displayed. Select the interface of your choice from the pull down menu.
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Important indicators to monitor: The High-Rate WirelessLAN AP Manager Remote
statistics tab displays awide range of variables that provide information about the
performance of the selected access point.

Theindicator that provides the main monitoring information is called theratio of Errorsto
Bridge Packets. There are three ratios which are of particular diagnostic value:

* Inerrors / Bridge in packets
« Out errors / Bridge out packets
« Out collisions / Bridge out packets

The following table provides diagnostic information for the three ratios.

Ratio errorsto Bridge packets Conclusion
0.1% or less Performanceisgood. No actionis
necessary.
0.1%to 1% Performance is acceptable. See
“Optimizing performance” on page
1-33.
1% to 2% Performance is poor. There might

be a problem with network cabling
or connections. See “Optimizing
performance” on page 1-33.

2% or more Performance is very poor. Your
network might face severe
performance problems. See
“Optimizing performance” on page
1-33.

System intervals

To display the system interval parameters to monitor a High-Rate Wireless LAN Access
Point, you must first connect to the target access point as described in “Monitoring an
access point” on page 1-29.

Click the System tab; then clickOptions to open the Intervals window.

In the Intervals window, two different time interval parameters can be set to change to
monitor interval settings:

» Analysis polling interval (used for remote link test)
* SNMP polling interval (used for SNMP statistics)
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Adjusting the analysis polling interval: Subject to the type of connection, you can
adjust the refresh rate of the remote link test results, also identified as the analysis polling
interval.

While the remote link test will continuously collect measurement results, the selected
High-Rate Wireless LAN Access Point (initiator station) will transfer the results to the
LAN administrator’s station at regular intervals, which can vary from one to 15 seconds.

» Use a short time interval for online monitoring (for example, when troubleshooting,
or when you have full bandwidth access through the local network).

« Use a longer time interval when you run a remote link test only for background
information purposes, or when you access the initiator stations network through a
low-speed connection, such as a dial-up modem connection.

Adjusting the SNMP polling interval: The data displayed in tiRemote tab
refreshes at regular intervals that can vary between 1 second and 5 minutes. You can adju
the refresh rate by changing the SNMP polling interval.

* Use a short interval when you want to monitor remote statistics online (for example,
for troubleshooting, or when you have full bandwidth access to the High-Rate
Wireless LAN Access Point through the local network).

» Use a long interval when you run remote statistics only for background display
purposes, in cases when you access the network of the selected access point through
low-speed connection, such as a dial-up modem connection.

Optimizing per formance

A combination of factors usually determines Wireless LAN performance. This section
presents a number of considerations that might help you to:

« Determine causes of poor Wireless LAN performance
» Provide remedies for poor Wireless LAN performance
 Tailor your High-Rate Wireless LAN network for optimal performance

Look for ways to optimize network performance in the following situations:
» Troubleshooting a suspected problem
* Wireless LAN performance is less then expected

* Routine checks show a performance degradation

This section provides solutions to some of the most commonly reported High-Rate
Wireless LAN problems. The degree of benefit in these solutions largely depends on the
actual conditions for your LAN.

Attention: This section describes changing Wireless LAN configurations. Before you
change any configuration, create separate backup files of the configuration data for each
High-Rate Wireless LAN Access Point. Backups will allow you to restore the initial
setup.
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Eliminating traffic

Data transmitted over a network can be divided in two types:

» True data: Data communicated between network stations, such as file-transfer or e-
mail. True data, also called “payload”, includes retransmitted messages for a
collision, malfunctioning cable connection, or poor radio link.

In the High-Rate Wireless LAN AP Manageemote tab, True data is displayed as
Unicast Packets.

* Network overhead data: Data exchanged between network services to control the
dataflow. Overhead data, also called “traffic load”, includes protocol and broadcast
messages, and configuration error messages.

In the High-Rate Wireless LAN AP Manageemote tab, Network Overhead Data is
displayed as Non-Unicast Packets.

The ratio of network overhead to true data differs from one networking service to another.
When the ratio of network overhead is more than actually required, this might affect the
performance of your wireless LAN, because the true data has to share the bandwidth
capacity with the network overhead.

Eliminating redundant traffic can significantly improve the performance of your network.
Following are some options from the High-Rate Wireless LAN AP Manager:

» Protocol filtering: Eliminating unnecessary protocols to wireless stations
« Optimizing wired connections: Eliminating redundant error messages
» Optimizing wireless connections: Avoiding retransmission of lost or collided frames

Protocol filtering

Some network protocols send large volumes of protocol broadcasts to all stations. Not all
protocols might be required by your wireless stations. Using protocol filters can prevent
the transmission of unnecessary data, saving more bandwidth for the communication of
true data.

Assessing the need for protocol filtering

To determine if too many protocol broadcasts degrade the performance of a wireless
network, use th®emote Statisticstab of the High-Rate Wireless LAN AP Manager. For
more information on thRemote Statistics tab, see “Remote Statistics window” on page
1-31; then do the following:

1. Start the High-Rate Wireless LAN AP Manager; then diabnitor.
2. From the Monitor menu, seleRemote Statistics.

3. Click theRemote tab to display the High-Rate Wireless LAN interface statistics.
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4. Compare the number in the Out collisions field with the number in the Bridge out
packets field.

 If Out collisions is less than 1% of Bridge out packets, the wireless network is
performing fine. Protocol filtering is optional.

« If Out collisions is more than 1% of Bridge out packets, the wireless network is
very busy.

If the wireless network is busy, and you do not see many users on the network,
protocol filtering might improve network performance.

5. Compare the number of Unicast packets out to the number of Non-Unicast packets
out.

* A high number of Non-Unicast packets out relative to the number of Unicast
packets out might indicate a large amount of network traffic. You do not need to
filter the protocols, but it might be worth investigating whether protocol filtering
might improve network performance.

Note: Identifying and deciding which protocols can be filtered without affecting the
proper operation of your network operating system might require advanced
networking expertise.

Filtering network protocols: To filter out unnecessary or unwanted network
protocols, do the following:

1. Know what type of network stations and services are on the High-Rate Wireless LAN
environment of your network.

2. Use the documentation that came with your network operating system to determine
which protocols are required for the equipment on your network.

Start the High-Rate Wireless LAN AP Manager program.
Select an access point; then cldit.

Click theBridge tab to display the protocol filtering information.

2

On the top-right side of the protocol filtering section, chdlit to open the
Protocols to Filter window. Look for all protocols that you wish to filter.

N

To add a new protocol to the list, cli€kistom to enter the protocol manually.

8. Click OK to return to theBridge tab. All of the protocols that you have selected or
added manually will be listed in the Protocol Filtering field.

9. Click OK again to save the changes to the access point and to return to the main
window of the High-Rate Wireless LAN AP Manager.

10. Download a backup file. See “Step 4: Creating a backup file of your configuration”
on page 1-15 for further information.

When you are prompted to enter a hame for the back-up file, select a name that is
different from the original configuration file. Do not overwrite the original backup
file. Keep your ability to restore the original configuration if your changes did not
result in a performance increase.
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Repeat the steps under “Assessing the need for protocol filtering” on page 1-34 to see the
results of your changes. If problems continue, consider one of the following options:

« Optimizing wired connections

» Optimizing wireless connections
Optimizing wired connections

Sometimes a failure in the cabling system that connects the High-Rate Wireless LAN
network to the wired infrastructure causes a performance degradation. The following are
symptoms of cable failure:

* The system does not work at all

« The network generates a high volume of error messages, resulting in slowed network
performance

The following are examples of cabling system failures:
« A faulty cable or connector in the wired infrastructure
« A LAN segment might be too long
Checking the cables. The cabling system can be diagnosed with the remote statistics

found on theRemote tab in the monitor mode of the High-Rate Wireless LAN
AP Manager. To diagnose cabling problems, do the following:

1. Selectnterface 1: Ethernet from the pull-down menu to display the statistics for
the Ethernet interface.

2. Compare the number of In errors with the number of Bridge in packets.

When the number of In errors is 1% or more of the number of Bridge in packets, this
might indicate a cabling problem.

3. Compare the number of packets Out errors with the number of Bridge out packets.

When the number of Out errors is 1% or more of the number of Bridge out packets,
this might indicate a cabling problem.

4. Compare the number of Out carrier sense errors with the number of Bridge out
packets.

When the number of Out carrier sense errors is 1% of the numbers of Bridge out
packets, or the value of the Out carrier sense errors increases too rapidly, this
indicates insufficient space on the network due to a backbone overload or faulty
cabling.

5. Verify that the problem occurs only with the selected High-Rate Wireless LAN
Access Point or with multiple access points.

If the problem is observed on only one access point, the problem might be with the
connectors or cables that connect the access point to the hub or wired backbone.

If the problem exists with multiple access points, it is likely to be caused by the
cables or connectors of the wired backbone, hub or the bridge/router device that
connects this network segment to your LAN.
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To resolve a cabling problem, carefully check the cabling system in these areas to verify
whether all connectors are properly seated:

» Access points
« Bridges, routers and hubs

* Wired stations connected to the cabling system

For BNC coaxial cable (10BASE2), make sure that terminators are placed on both ends.

Checking the length of LAN segments: In exceptional cases, networking problems
might be caused by LAN segments that have been stretched over too large distances. In
these situations, frequent collisions might occur because stations can no longer detect the
carriers transmitted by distant stations. Collided frames will no longer be received by the
addressed station.

Use the remote statistics found on Remote tab in the monitor mode of the High-Rate
Wireless LAN AP Manager to determine if A LAN segment is too long:

1. Selectinterface 1: Ethernet from the pull-down menu to display the statistics for
the Ethernet interface.

2. Compare the number of In errors with the number of Bridge in packets. If the
number of In errors is 1% of the Bridge in packets or more, there might be a cabling
problem.

3. Monitor the value increase of the Bytes in parameter over a longer period of time. If
this number constantly displays more than 600,000 bytes per second, this might
indicate a problem with the length of the LAN segment.

Always consult a network expert to verify or adjust the length of cable segments.

Note: If you decide to split the LAN segment into multiple sub-segments, group all High-
Rate Wireless LAN-equipped devices into the same LAN segment. High-Rate
Wireless LAN stations will not be able to roam between LAN segments that are
separated by routers or gateways.

If checking and adjusting the length of LAN segments does not solve your problem,
consider one of the following options:

» Protocol filtering (see page 1-34)

« Optimizing wireless connections
Optimizing wir eless connections

When the link quality between a wireless station and its High-Rate Wireless LAN Access
Point is poor, packets communicated between this station and the access point might get
lost. Stations and access points will simply resend information, resulting in unnecessarily
increased traffic.

Many retransmissions might affect data transmission efficiency. The true data must share
the wireless bandwidth with the retransmitted frames. Retransmissions also degrade the
performance of the network as perceived by the wireless station user. For example, savin
a file will take longer if many retransmissions are required.
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One or more of the following can cause poor link quality:

The station is almost out of range of the access point.
A source of interference is in the signal path between the station and the access point.

A station might be “hidden” from another station within the same coverage area. For
more information on hidden stations, see “RTS/CTS protocol” on page 1-41.

Diagnosing link quality: The link quality on the wireless network can be diagnosed
with the following tools. Use the High-Rate Wireless LAN AP Manager to:

Diagnose the quality of radio communications

Investigate on-site whether a specific remote area is suffering from poor radio
performance.

The High-Rate Wireless LAN AP Manager provides the following tools to diagnose
radio link quality:

— Remote link test
— |EEE information

— Remote statistics

These readings can be usefulto determine if the performance of your High-Rate Wireless
LAN network is caused by interference.

Remote link test: For instructions about the Remote Link Test window that displays
communications indicators, see “Remote Link Test window” on page 1-30.

Use the following indicators to monitor in the Remote Link Test window:

Signal to noise ratio (SNR): For an overview of the radio link quality

Signal level: To determine whether a poor SNR is related to a weak radio signal (if a
station is out-of-range).

Noise level: To determine whether a poor SNR is related to a source of interference

|IEEE information: The IEEE information on thkEEE 802.11 tab in the monitor mode
allows you to track frame activity on the IEEE interface of the High-Rate Wireless LAN
Access Point.

Pay attention to the following indicators:

Retry Count: Counts the number of frames that are lost (due to collisions) during the
initial transmission. During normal operation, the Retry Count should be less than
3% of the Transmitted Fragment Count.

Multiple Retry Count: Counts the number of frames that are lost after the initial
transmission. During normal operation, the Multiple Retry Count will be less than
3% of the Retry Count.

Failed Count: Counts the number of frames that have reached the Retry Limit. Failed
frames will no longer attempt to re-transmit.

If the Failed Count is 1% or more of the Multiple Retry Count, a source of
interference might be present. Use the Remote Link Test window to look for high
noise figures or low SNR values, to find the cause of the interference.
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Remote statistics. To diagnose link quality using the Remote tab, do the following:

1
2.

Click the Remote tab in the monitor mode.

Select one of the interfaces from the pull-down menu to display the statistics for the
High-Rate Wireless LAN wireless network interfaces; then use the following to
diagnose link quality:

« Compare the number of In errors with the number of Bridge in packets.

If the number of In errors is 1% or more of the Bridge in packets, this might
indicate that the wireless medium is very busy.

« Compare the number of packets Out errors with the number of Bridge out
packets.

If the number of Out errors is 1% or more of the Bridge out packets, one or more
stations might have poor link quality.

« Compare the number of packets in the Out collisions field with the number of
Bridge out packets.

If the number of Out collisions is 1% or more of the Bridge out packets, it is
likely that the wireless medium is very busy. Possible reasons for this include
many retransmitted frames, and many stations communicating at the same time.

Use the AP Manager remote link test to analyze whether one or more stations show ¢
poor link quality.

» Alow signal level indicates that the station is almost out of range of the access
point.

« A high noise level indicates a source of interference in the signal path between
the station and the access point.

If a station shows a poor link quality, retransmissions of frames will disturb overall
statistics and performance. You can solve the problem by moving the stations or
eliminating the source of interference.

If the problem is a poor signal, consider the following:

« Connect a High-Rate Wireless LAN Range Extender Antenna to the station or
access point that has poor radio performance.

« Add an extra access point to the network.

« Adjust the placement of your access points or antennas to provide coverage for
all wireless stations.
The network may have "hidden stations." For more information on hidden stations,
see “Hidden stations” on page 1-41.

Note: You can also use the High-Rate Wireless LAN Client Manager to analyze the link

quality between a remote station and the access point. You must have access to the
problem location to perform on-site diagnostics.

If the problem recurs, consider one of the following options:

» Protocol filtering (see page 1-34)

« Optimizing wired connections (see page 1-36)
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Protocols
In most networks, two types of protocols are used:

« Carrier sense multiple access/collision advance (CSMA/CA)
* Request to send/clear to send (RTS/CTS)

CSMA/CA and RTS/CTS. The following sections describe each of the protocols and the
conditions in which each is used.

CSMA/CA protocol: In normal High-Rate Wireless LAN network configurations, all
equipped devices apply a standard protocol to avoid collision of wireless messages. When
a station intends to transmit a message, it will first detect if no other station is already
transmitting (using the wireless medium). If no other transmissions are detected, the High-
Rate Wireless LAN station will start its transmission. If the station does detect another
transmission carrier, the High-Rate Wireless LAN station will apply a random defer timer.
After the timer has expired, the station will detect the medium again to see if transmitting
is properly working.

This protocol works fine in most networking environments. The user of a wireless
computing device will probably not notice the deferral behavior of the wireless radio.

In network environments where many wireless users are close to one another, or wireless
stations must carry heavy data traffic, the network might show a degradation in
performance. This degradation in performance will be evident as long network response
times.

Poor performance can typically be caused by poor radio link quality. Radio link quality is
measured as the signal to noise ratio, SNR. Further evidence of poor link quality might
consist of the following:

« Site monitor measurements show an excellent wireless coverage by at least two or
more High-Rate Wireless LAN Access Points on every location

» Link test measurements at such locations might show:

— An excellent SNR for communications between wireless stations and the access
point
— A large number of messages transmitted at lower rates

In this situation, the CSMA/CA protocol itself might be the source of the problems. Busy
wireless traffic in the area can cause the CSMA/CA protocol to defer transmissions too
often for either:

» Heavy data traffic by other stations in the same wireless cell

 Traffic from stations in neighboring cells in a location where wireless cells overlap
one another

The last example usually occurs only in networks where all access points have been
configured to operate at the same frequency, or at frequencies with an insufficient channel
separation. You will need to change the frequency of some of these stations to improve
network performance. See “Frequency channel management” on page 1-42.
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The CSMA/CA protocol has the following drawbacks:
» The protocol fails due to hidden stations.

» The protocol fails when the density of High-Rate Wireless LAN stations and access
points is very low.

» The protocol fails with excessive frame collisions at the access point.

RTS/CTS protocol: The Request to Send/Clear to Send protocol (RTS/CTS) provides
some benefits over CSMA/CA. The RTS/CTS medium reservation mechanism provides
enhanced wireless network performance, and solves the problem of hidden stations.

Hidden stations: A "hidden station" occurs when two wireless stations are within range
of the same access point, but are not within range of each other. Troubleshooting a hiddel
station problem provides the best results when performed from the suspected station.
When the wireless stations send messages at the same time, they might collide when
arriving simultaneously at the access point. The collision results in a loss of messages for
both stations. RTS/CTS medium reservation will prevent message collisions by handing
over transmission control to the access point.

The RTS/CTS Medium Reservation can be set on individual stations, that is, the setting of
this parameter does not have to be the same for all High-Rate Wireless LAN equipped
devices in your network. To enable the High-Rate Wireless LAN PC Card parameters of
an individual station, start the High-Rate Wireless LAN Client Manager; then select
Add/Edit configuration profile. Click theAdvanced tab; then cliclRTS/CTS Medium
Reservation.

Enabling RTS/CTSon hidden stations: When you enable the RTS/CTS protocol on a
suspect hidden station, the following occurs:

» The station will send an RTS to the access point, which will include information
about the length of the frame that the station would like to transmit.

» Upon receipt, the access point will respond with a CTS message to all stations within
its range to:

— Notify all other stations to defer transmissions for the time frame of the
requested transmission

— Confirm the requesting station that the access point has checked the medium for
availability, and has reserved it for the time-frame of the requested transmission.

Note: RTS/CTS requires the access point to ask for a CTS for every message that it sends
even if it is forwarding traffic between stations that belong to the same wireless cell.
Using RTS/CTS when using CSMA/CA is sufficient might cause increased
network overhead, negatively affecting network performance.

Enabling RTS/CTSfor access points. RTS/CTS medium reservation configuration
for access points is slightly different from that of stations. With the RTS/CTS
configuration for access points, you can customize the sensitivity of the RTS/CTS
mechanism and determine when RTS/CTS controls data flow. To customize when
RTS/CTS works, do the following:

1. In the edit mode, click thenter face tab; then clickAdvanced.
2. Enter a frame length value in tR& S/CTS M edium Reservation Threshold field.
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You can influence when the access point should apply the RTS/CTS mechanism. For
example:

When a message is shorter than the RTS/CTS medium reservation threshold, the
access point will not initiate an RTS, but uses the CSMA/CA protocol.

When the length of a message exceeds the RTS/CTS medium reservation threshold,
the access point first sends an RTS to the station. The access point will defer
transmission until the addressed station has responded with a CTS message.

All other stations will defer their transmissions for the duration of the radio-silence
time identified in the CTS message.

To enable RTS/CTS for access points, do the following:

1.
2.

10.

Start the High-Rate Wireless LAN AP Manager program

Select the access point that services the wireless cell where you suspect poor
performance is caused by a hidden station problem; thenkdiick

Click theWirdess I nterfaces tab.

Choose the socket that contains the High-Rate Wireless LAN network interface that
suffers from a hidden station.

Click Advanced.
Click the check box next ®TS/CTS Medium Reservation.
In theThreshold field, enter a value in the range of 0 to 2347.

By default, the RTS/CTS medium reservation threshold is 2347 (disabled) which
means that RTS/CTS will not be used. In a network using RTS/CTS medium
reservation, a typical setting for the medium reservation threshold is 500. You can
enter any value you like.

The value you enter here will determine when the access point will issue a Request to
Send (RTS). For example, if the value you select is 500:

» The High-Rate Wireless LAN Access Point will use the RTS/CTS protocol for
each message that exceeds the length of 500.

» Messages with a length that is shorter than 500, will be transmitted according to
the standard CSMA/CA protocol.

Click OK to return to thénterface tab.

Click OK again to save the new configuration to the access point and to return to the
main AP Manager window.

Create a backup file of the new configuration using instructions in “Step 4: Creating a
backup file of your configuration” on page 1-15.

Frequency channel management

When your network consists of more than one High-Rate Wireless LAN Access Point, you
must alternate channel frequencies between adjacent access points to provide more
bandwidth to the wireless stations in each cell.

The number of available channels is subject to local radio regulations that apply in your
country. A list of supported channels for your country can be found in the online High-
Rate Wireless LAN PC Cardser’'s Guide
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Dual channel configuration: Apply a maximum channel separation for neighboring
access points so that one station uses a particular channel to communicate with an access
point without interfering with the transmissions of another station. When either one of the
stations roams to another location, the station will automatically switch its radio to any
other operating channel required to maintain the network connection.

Multiple channel configuration: Alternating the frequency channels of your High-
Rate Wireless LAN Access Points between three or more channels, is called multiple-
channel configuration. This configuration complieswith the minimum channel separation
(25 MHz) for optimal operation.

A station roaming from location X to location Y would automatically switch itsradio
consecutively from channel A, B to C to remain connected to the network.

When your access point is equipped with two High-Rate Wireless LAN PC Cards or the
High-Rate Wireless LAN PC Card supports multiple sub-channels, you must use two
different frequency channels, with the maximum channel separation, to avoid as much
channel cross-talk as possible.

Configuring channél frequency: To change the frequency of your High-Rate
Wireless LAN Access Point, do the following:

1. Connect to an access point by opening the High-Rate WirelessLAN AP Manager.
2. Select the target access point; then click Edit.

3. Select the Wireless I nter faces tab.
4

. Choose the socket (A or B) for the High-Rate Wireless LAN network interface that
you would like to configure.

5. Click Advanced.

« If the High-Rate Wireless LAN PC Card supports multiple sub-channels, you

can select a different operation frequency from a pull-down menu.

« If the High-Rate Wireless LAN PC Card supports only a single frequency, a
window opens stating that you have selected a Fixed Frequency Card that
cannot be changed.

6. Inthe Wireless Advanced Setup window, select a sub-channel frabinénael
pull-down menu. Select a sub-channel that is most separated from neighboring
access points (with a minimum channel separation of 25 MHz).

The following table lists channel combinations to configure a network with multiple

access points.
» For dual channel configuration, alternate between channels A and B.

» For three-channel configurations, alternate between channels A, B and C

Installation and user’s guide ~ 1-43



10.

11.
12.

Channel A Channel B Channel C
2412 MHz (1) 2472 MHz (13) 2442 MHz (7)
2417 MHz (2) 2472 MHz (13) 2442 MHz (7)
2422 MHz (3) 2472 MHz (13) 2447 MHz (8)
2427 MHz (4) 2472 MHz (13) n/a
2432 MHz (5) 2472 MHz (13) n/a
2437 MHz (6) 2472 MHz (13) 2412 MHz (1)
2442 MHz (7) 2412 MHz (1) 2472 MHz (13)
2447 MHz (8) 2412 MHz (1) 2472 MHz 13()
2452 MHz (9) 2412 MHz (1) n/a
2457 MHz (10) 2412 MHz (1) n/a
2462 MHz (11) 2412 MHz (1) 2437 MHz (6)
2467 MHz (12) 2412 MHz (1) 2442 MHz (7)
2472 MHz (13) 2412 MHz (1) 2442 MHz (7)

Note:

Click OK to close the Wireless Advanced Setup window and return to the Wireless

The availability of channelslisted in the table is subject to local radio
regulations in your country. A complete list of supported channels for your
country can be found in the online High-Rate Wireless LAN PC Card User’s

Guide

Interfaces tab.

(Optional) Repeat steps 4-7 to verify or change the frequency for the second High-

Rate Wireless LAN network interface in this access point.

Click OK again to save the new configuration to the Access Point and to return to the
main AP Manager window.

Create a backup-file of the new configuration. See“Step 4: Creating a backup file of
your configuration” on page 1-15 for more information on creating backup files.

Update the Configuration record, found under “Configuration record” on page A-3.

(Optional) Modify the configurations of all your other access points accordingly.
Use different frequencies for neighboring access points, as described in “Dual
channel configuration” on page 1-43, or “Multiple channel configuration” on page

1-43.
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Link integrity

Where the High-Rate Wireless LAN Access Point connection to the rest of the Ethernet
network fails, typically as aresult of a broken cable connection or network error, the
Ethernet failure might disrupt regular network communication for roaming wireless
stations.

Note: Only use thisfeature if your network provides duplicate Ethernet connections.

If the wireless connection is still intact, the wirel ess station will not roam to another access
point, since the radio will interpret its physical connection to the access point as at |east
acceptable.

The Ethernet link integrity feature is a high-end solution that enables you to resolve
network failures. The Ethernet link integrity feature it allows access points to:

» Detect any disruption in its connection to network services by testing the link
between the access point and a maximum of three IP hosts

» Reconnect automatically to another access point in situations where disruptions occur
that are not related to poor radio communications

For more information about link integrity, refer to the help file of the AP Manager
program.

Optimizing network capacity

In networking environments where you have data intensive users or a large number of
users in a small area, you might want to improve the throughput efficiency or load
balancing of your High-Rate Wireless LAN Access Points. This section describes how to
balance maximum range for a minimum amount of hardware investments versus
maximum throughput performance for a higher amount of hardware investment.

Changing deferral behavior
You can design a high performance network based on the following principles:
» Adding more High-Rate Wireless LAN Access Points to your network

« Configuring access points in neighboring cells to operate at different frequency
channels with a maximum channel separation. See “Configuring channel frequency”
on page 1-43.

« Adjusting the Distance Between APs parameter to optimize the load balance of the
number of wireless stations per access point. See “Distance between access points
on page 1-62

Attention: The Distance Between APs parameter must be set on both the wireless stations
and the High-Rate Wireless LAN Access Point. The values that you select must be the
same for all High-Rate Wireless LAN equipped devices in your network. If you do not set
the same distance value for all devices, the roaming quality of wireless devices will not
function properly.

By changing the Distance Between APs parameter from Large to Medium or Small, you
can virtually reduce the receiver sensitivity of wireless radios. The radios will show the
following behavior:

» The High-Rate Wireless LAN stations will show a more active roaming behavior and
connect to one of the added access points more quickly.
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« Adding more access points means the deferral behavior no longer needs to be as strict
in environments where the density of access points was fairly low:

— Stations will only defer transmissions when the signal level of a message sensed
on the wireless medium equals or exceeds a specific level.

— Messages with a low signal level are not likely to be addressed at the High-Rate
Wireless LAN Access Point that services the local cell, since the more active
roaming behavior normally causes the station to connect to another access point.

To support the more active roaming behavior of the wireless stations and to compensate
the lower receiver sensitivity, changing the Distance Between APs parameter corresponds
with the actual density in placement of the access points.

When the Distance Between APs parameter is set to Large, the receiver sensitivity causes
the wireless radio device to defer transmissions for all messages that it senses within its
range.

Roaming stations in a specific cell will remain connected to the servicing access point
until they exit the wireless cell. This setting provides you with the maximum radio range
possible with the minimum number of access points to cover the wireless network area.

Changing the Distance Between APs parameter virtually reduces the range of the wireless
cell by applying different levels of receiver sensitivity.

With the Distance Between APs parameter set to Medium or Small, stations will only
defer for radio signals that are received at a level that is equal or higher to the average
signal as applicable in the reduced virtual range. Messages with a lower signal level are
considered to be traffic belonging to another cell, so will be ignored. Roaming stations

will connect to another access point as soon as they leave the area belonging to a specific
access point.

Securing your High-Rate Wireless LAN network
This chapter provides information IBM High-Rate Wireless LAN security options.

A distinct advantage of the IEEE 802.11 standard for wireless networks is that it provides
a quick and convenient way to connect a wireless station to a network. For instance, High-
Rate Wireless LAN stations that have been configured with the network name “ANY” will
connect to the first IEEE 802.11 compatible access point it can find within range. Access
to the network is controlled via standard security mechanisms, such as user names and
passwords.

The drawback of quick and easy connectivity is the vulnerability of the LAN to
unauthorized access.

IBM High-Rate Wireless LAN products enable you to apply additional security measures
to restrict access to your wireless medium and network resources. Subject to the level of
security required in your network environment, these measures might include:

» Securing access to wireless data
* Wireless data encryption

« Securing access point setup

« Advanced security maintenance
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Restricting accessto data

To prevent unauthorized wirel ess stations from accessing data over the network, IBM
High-Rate Wireless LAN products support the following levels of security:
» Restricting access to the network

» Data encryption to encrypt all data transmitted through the wireless medium
These security measures that apply to communications at the physical layer complement

the user name/password validation at the network layer as implemented by standard
network operating systems.

Restricting wireless access to the network

To exclude unauthorized computing devices from establishing a wireless connection to the
network, use the following options:

« Programming authorized stations with the correct network name.

« Building and using access control tables of authorized stations
Closing the wireless networ k

Closing the wireless network prevents unauthorized users from using a network access
point. If a user tries to access the network without configuring their station with the correct
High-Rate Wireless LAN network name, the user will not be able to use an access point.

There are two options for network access security: open and closed.

» TheOpen configuration is IEEE 802.11-compliant and the standard mode that
enables access to the High-Rate Wireless LAN Access Point for:

— All stations with the correct High-Rate Wireless LAN network name.
— All stations with the network name field set to “ANY”

» TheClosed configuration is an IBM High-Rate Wireless LAN proprietary mode that
closes your network to all stations that have not been programmed with the correct
High-Rate Wireless LAN network name. This option denies access to:

— All High-Rate Wireless LAN stations with the High-Rate Wireless LAN
network name set to “ANY”
— All non-High-Rate Wireless LAN stations

Note: The Closed configuration is not compliant with the IEEE 802.11 standard for
wireless LANSs.

To close your High-Rate Wireless LAN network, do the following
1. Start the High-Rate Wireless LAN AP Manager; then select the Access Point.
Click Edit to connect the access point.
SelecWireless I nter faces.
Select the interfac®C card Slot A or B) of the network.
Click Security to display the security properties.
Click the check box next ©losed Wireless System.

Click OK to confirm and close the Wireless Security Setup window.

N o g s~ wDd
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8. If necessary, return to step 4 to set the Closed parameter for a second High-Rate
Wireless LAN.

9. Click OK to save the new configuration to the access point and to return to the main
AP Manager window.

Your access point will automatically reboot and start the bridging operation again,
allowing access only to those users that have been configured with exactly the same High-
Rate Wireless LAN network name as identified in the setup of your access points.

Repeat steps 1 through 9 for all other access points.
Access control

Another method to restrict wireless access to the High-Rate Wireless LAN Access Points
isto use the access control table feature or the RADIUS Server Access Control feature.
Enabling the access control table feature provides these benefits:

* The access point only bridges messages to or from authorized High-Rate Wireless
LAN stations identified in the access control table.

» The access point ignores all requests to forward data to or from non-listed High-Rate
Wireless LAN stations.

Enabling access control is a more rigid security mechanism than closing the wireless
network, because the LAN administrators must authorize each individual High-Rate
Wireless LAN PC Card for each wireless device.

If you decide to enable RADIUS Access Control, you can:
» Specify the lifetime of a granted authorization
» Set the authorization password

« Assign up to two RADIUS servers for validating the MAC address of wireless
stations

To enable RADIUS Server Access Control, see “RADIUS server access control” on page
1-50.

To authorize wireless stations to access the network, the LAN administrator must:

« Append the unique universal MAC address of the High-Rate Wireless LAN
PC Cards to the access control table file (.TBL), and

» Upload the access control table file to all access points.

Note: The access control feature does not work in network environments that require local
MAC addressing.

Enabling access control
To enable access control, create an access control table file (.TBL) using the AP Manager
program.

Copy the access control table file into all access points in your network as part of a new
configuration (see “Importing an Access Control Table” on page 1-49).
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Creating/Editing an access control table
To create or edit the access control table:

1
2.
3.

9.

Start the High-Rate Wireless LAN AP Manager and select an access point.
Click the Access Control tab

Click Edit to display all MAC addresses that are currently authorized. The default
addressisAll will be permitted.

Use the following buttons to change the MAC address table:

¢ Add: To add MAC addresses one at a time. Us&€Cthramentsfield to enter a
name or add a comment about the listed MAC address.

« Edit: To change entries in the table.

» Delete To remove MAC addresses one at a time.

» Delete All: To remove all MAC addresses and disable access control.
» Import File: To import an existing access control table

» SaveFile To save the current access control to a file.

Repeat step 4 for all stations you want to authorize to send and receive data by this
access point.

Click Savefile to create a file of the access control table. Use this file to import the
configuration to other access points.

Click OK to return to thé\ccess Control tab.

Click OK again to save the new configuration to the Access Point and to return to the
main AP Manager window.

(Optional) Save the configuration to a local backup file (.CNF).

To save the table to all High-Rate Wireless LAN Access Points, see “Importing an Access
Control Table” on page 1-49.

Importing an Access Control Table
To import an access control table file to your access points, do the following:

1.

2

Start the High-Rate Wireless LAN AP Manager and connect to an access point in the
edit mode.

Click theAccess Control tab; then clickedit to display all currently authorized
MAC addresses.

ClickImport File and select the access control table file that you want to import.
Click Open to import the selected file.
Click OK to return to thé\ccess Control tab.

Click OK again to save the new configuration to the access point and to return to the
main AP Manager window.

(Optional) Save the configuration to a local backup file.
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Disabling access control

To disable access control for your High-Rate Wireless LAN Access Points, do the
following:

1. Start the High-Rate WirelessLAN AP Manager and connect to an access point in edit
mode.

2. Click the Access Controal tab; then click Edit to display al currently authorized
MAC addresses.

3. Todisable access controal, click Delete All. The MAC address window displays A1
will be permitted.

4. Click OK to return to the Access Control tab.

5. Click OK again to save the new configuration to the access point and to return to the
main AP Manager window.

6. Update the Configuration record, found under “Configuration record” on page A-3 to
reflect your changes.

7. (Optional) Save the configuration to a local backup file (.CNF).
Using a RADIUS server

You can use an IBM High-Rate Wireless LAN with a third-party RADIUS server. To use
RADIUS server access control, do the following:

1. Setup a RADIUS server
2. Configure the RADIUS server:

» Create a list of server users with their authorization passwords in the users file or
database file of the RADIUS server.

« Build a list of IP addresses of all access points on the RADIUS server in the
station file or database along with the authorization password.

« Build a list of all wireless stations and their MAC addresses that will be using
the RADIUS server.

3. Configure all access points to:
* Enable RADIUS MAC address authentication
» Set the RADIUS authorization lifetime
« Identify the RADIUS server IP address

« Verify the RADIUS server authentication port
RADIUS server access control

With RADIUS server access control, you can do the following:
» Specify the lifetime of a granted authorization
« Set the authorization password

» Assign up to two RADIUS servers to validate wireless station MAC addresses.
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For each RADIUS server you need to specify:
* the RADIUS server IP address

» the RADIUS server authentication port

WEP encryption

To provide the highest level of security to data transmitted over the network, use wired
equivalent privacy (WEP) data encryption.

To use WEP data encryption in your network, all devices must be configured with
matching WEP encryption key values.

WEP data encryption uses five-character encryption keys, based on the RC4 encryption
algorithm, that will be used to encrypt/decrypt all data transmitted via the wireless
interface.

You can specify up to four different keys to decrypt wireless data, and select one of the
specified decryption key values to encrypt wireless data.

With the option to use four different keys for decrypting wireless data, you can change
your WEP keys at regular intervals without affecting regular network performance.

Enabling WEP encryption

Note: Use the Configuration record, found under “Configuration record” on page A-3 to
record the WEP key values. Store the information in a safe place.

To enable encryption, do the following:

1. Start the High-Rate Wireless LAN AP Manager and select an access point.
Click Edit.
Click theWireless I nter faces tab.

Click Security to view the Wireless Security Setup window.

o M 0N

SelecEnable Encryption to enable encryption.

a. Enter up to four different keys to decrypt data received through the wireless
interface.

b. Select one of these keys to encrypt wireless data that is to be transmitted througt
the wireless interface.

6. Click OK to return to th&Vireless | nterfaces tab.

7. ClickOK again to save the configuration to the access point and to return to the main
AP Manager window. The Access Point will now reset.

8. (Optional) You can choose to configure your High-Rate Wireless LAN Access Point
to allow or deny non-encrypted data.
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WEP encryption key values
If you select to enable encryption, you can choose to enter up to four encryption keys.

For the High-Rate Wireless LAN PC Card, valid values are either:
» Five-digit alphanumerical value in the range of a-z and 0-9

« A 10-digit hexadecimal value, preceded by the characters "0x" (zero Xx).

The WEP key values you enter will remain visible only when you enter the character
strings. As soon as you close the Security Setup window, the values will be stored in
hidden characters, that is, the next time the Security Setup window opens, you will not be
able to read the WEP key values anymore. Write down the values you enter on the
Configuration record, found under “Configuration record” on page A-3.

WEP transmit key value

If you enable WEP encryption, you can select one key for wireless data transmissions
from the list of WEP encryption key values. You can only select a transmit key that has a
correct WEP encryption key value assigned. If you specified no more than two key values,
you can only select the transmit key from these two values.

If you cleared the Deny non-encrypted Data check box, your High-Rate Wireless LAN
Access Point might also transmit in non-encrypting mode.

Deny non-encrypted data

If you use wireless data encryption, encrypt all data that will be transmitted through the
wireless medium.

In some cases you might want to choose to enable the access point to also process non-
encrypted data. Examples of such situations might be:

» Network environments that include both wireless stations equipped with High-Rate
Wireless LAN Silver cards that support WEP encryption and High-Rate Wireless
LAN PC Cards that do not support encryption.

* Network environments where you are about to install a large number of wireless
stations, using out-of-the-box configurations, which by default have encryption
disabled.

If you started such stations with their default configuration, these stations would not be
able to establish an initial connection to the network, since they would not be able to
interpret the encrypted beacon messages.

For optimal security against unauthorized access to your network, leave the Deny non-
encrypted data option enabled.

If you must enable the High-Rate Wireless LAN Access Point to communicate with
wireless stations that support or do not support WEP encryption, or have the WEP
encryption enabled or disabled, first go to “How WEP encryption works” on page 1-52.

How WEP encryption works

The IEEE 802.11 standard on wireless LANs was designed to provide an easy-to-use and
easy-to-install wireless network for users to combine wireless LAN products from
different vendors.
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The drawback of easy access and compatibility is the vulnerability to unauthorized access
to or use of your network. Although WEP encryption provides a good way to secure
access to your wireless data, there are a few things you need to know to ensure your
network provides the right level of security:

* When you enable WEP encryption, there are two modes of WEP operation:
— Enable encryption & deny non-encrypted data

— Enable encryption & allow non-encrypted data
Note: For optimal security, use the Deny non-encrypted data option.
Enable encryption and deny non-encrypted data
When you select to enable encryption and deny non-encrypted data, your High-Rate
Wireless LAN Access Point will:

« Only process messages received at its wireless interface, when the messages have
been encrypted with one of the four identified keys.

» Always transmit wireless data using the selected WEP key.

» Also encrypt all its multicast and broadcast traffic that it will transmit to the wireless
medium.

If your network includes wireless stations configured with a non-matching WEP key, or is
equipped with High-Rate Wireless LAN PC Cards that do not support WEP encryption,
those stations will not be able to establish a wireless connection, because they will not be
able to understand (decrypt) crucial network information.

Enable encryption and allow non-encrypted data
If you select to enable encryption, but you clear the deny non-encrypted data check box,
the High-Rate Wireless LAN Access Point will:

» Process all messages received at its wireless interface, regardless of whether the
messages have been encrypted with one of the identified keys.

» Encrypt wireless transmissions based on the encryption settings of the addressed
station.

« Send the message in encrypted format, using the selected transmit key value, if the
addressed station uses WEP encryption

« Send the message in non-encrypted format, if the addressed station does not use WE
encryption.

« Send the message in non-encrypted format, if the data message is a multicast or
broadcast message

This performance of the High-Rate Wireless LAN Access Point is not related to the way
the wireless message was received at the access point. If, for example, a wireless station
that uses WEP encryption wishes to send data to another station in the same wireless cel
the data transmission will:

* Go encrypted from the WEP station to the access point

« Go un-encrypted from the access point to its final destination, if the addressed station
does not support WEP encryption, or does not have the WEP option enabled
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Attention: Most network environments that require a higher level of security than the
standard security mechanisms supported by High-Rate Wireless LAN and most of today’s
network operating systems (for example, user names and passwords) do not use this
option, unless easy access or migration is more critical to your data network than top-level
security.

Good practice administering encryption keys

To minimize the risk that intruders might be able to retrieve the WEP key values. do the
following:

» Lock away any paper registration sheet that you use to define or remember the
defined WEP key values.

« Change the WEP encryption key values at regular intervals on both stations and
access points.

The option to enter up to four different keys to decrypt data received through the wireless
interface enables you to define a WEP key roll-over scheme.

For example, you can select another transmit key every x number of weeks, until you

reach the fourth key. At that point in time you can enter three new WEP key values for the
first three WEP key entries, prior to the expiration period of the fourth key value. When all
stations and access points have been set to use the first new key again, you can replace the
fourth key value with a new WEP key value.

Securing the access point setup

Security measures, such as access control, become ineffective when unauthorized persons
can view and modify the configuration of your High-Rate Wireless LAN Access Points.

To protect your network configuration from undesired modifications, take the following
measures:

* Read and read/write passwords
* SNMP IP address access list

» (Optional) Trap host alert mechanisms
Read and Read/Write passwords

To restrict access to the High-Rate Wireless LAN Access Point configuration information,
you can create two authority levels for passwords:
* Read password

» Read/write password

Read password: A read password will only provide access to the access point to
monitor diagnostic information found by clickiddonitor in the main High-Rate
Wireless LAN AP Manager window.

You can define a read password in the Read Password field 8NIthe tab (Select
access point from the list, clickEdit ; then click theSNM P tab). The default value is
“public”.

Read/Write password: A read/write password will provide you with full access to

display High-Rate Wireless LAN Access Point diagnostic information found by clicking
Monitor, as well as the configuration settings found by clickutt.
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Entering an incorrect password will result in atime-out error, or an error that displays
SNMP error no such name.

To define aread/write password, do the following:

1. Start the High-Rate Wireless LAN AP Manager; then select the target access point
fromthelist, or enter a specific |P address.

2. Click Edit to connect to the access point.
Click the SNM P tab.

4. Inthefield Read/Write Password, enter the new password. The default valueis
“public”.

5. Click OK to save the configuration to the access point. The access point resets.
SNMP I P access list

In addition to the read and read/write passwords, you can restrict access to the High-Rate
Wireless LAN Access Point configuration to a limited number of authorized stations.

To authorize a High-Rate Wireless LAN management station to access an access point,
you must identify:

* The unique IP address of the management station

» The access point interface (port) through which this station will access the
configuration

If you want to authorize multiple stations, you can identify a range of IP addresses that
you will reserve for authorized administrator’s stations.

Note: When using the SNMP IP access list, include the IP address of all stations that neec
to retrieve configuration or diagnostic information of the access point, that is,
stations of administrators who use either read or read/write passwords.

When the IP address or interface does not match the listing in the SNMP IP access list, the
requester will receive a time-out error.

To authorize a management station via the SNMP |IP access list, do the following:
1. Start the High-Rate Wireless LAN AP Manager and select an access point.
2. Click Edit to connect to the access point.

3. Click theSNMP tab to display the SNMP parameters. The SNMP IP Access List is
visible at the bottom of the SNMP window.

4. Use the following buttons to modify the SNMP IP access list:

e Add: To add IP addresses to the list. (Press F1 for online help for possible
values for these fields)

* Delete To remove IP addresses from the list
« Edit: To change entries in the list

The default value i811 will be permitted.
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Trap host alerts

You can use the Trap Host mechanism to inform a network administrator when someone
resets a High-Rate Wireless LAN Access Point, someone performs the forced reload
procedure, if thereis an authentication failure, or alink up or down is detected. The trap
host alert enables the network administrator to verify whether the reset or forced reload
action was an authorized action.

Enabletrap host alerts
To activate the trap host mechanism, do the following:

1. Start the High-Rate Wireless LAN AP Manager and select an access point.
2. Click Edit to connect to the access point.

3. Click the SNM P tab to display the SNMP parameters.

4. Inthefield Trap Host IP Address enter:

« Any valid IP address: A message is sent to this IP address if the Access Point is
reset.

* 0.0.0.0: (Initial value) To disable SNMP Trap Agent.
5. Enter a password in tA@ap Host Password field.

Choose a password that corresponds to the password set at the Trap Host to filter
unsolicited or unauthorized SNMP Trap messages at the Trap Host.

The Trap Host IP Password is embedded in the SNMP Trap messages sent by this
Access Point. If the Trap Host receives a message without or with an unknown
password, the Trap message is ignored.

« Valid Values: Any alphanumeric value in the range of a-z or 0-9 with a
minimum of 2 and a maximum of 31 characters.

« Initial Value: public

6. PresK to save the new configuration to the access point and to return to the main
AP Manager window.

When you activate the trap host alerts, be aware of the following:

* The IP address should identify the trap host station, that is, the network management
station that will be used to receive the trap messages.

» The trap host password is included in the trap messages and helps the trap host station
to identify whether a received trap host message came from its own domain or not.

Trap host messages

The following message types can be distinguished:
» Call boot trap messages
« Authentication failure messages

e Link up or down messages
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Call boot trap messages
A Call boot trap message can occur in the following situations:

» The access point is reset
» The power to the access point is cut off

» Access point configuration has been changed
Authentication failure messages

This type of message is sent to the administrator’s station once a wrong password has bee
entered on a (mobile) station. However, the access point itself does not respond, and a tim
out error occurs.

Link up or down messages

This kind of message can be used in case of link integrity. If, for example, in a duplicate
Ethernet connection an Ethernet link is broken automatically, a link down message can be
generated. As a result of this message, the other Ethernet connection will be used. When
the link is restored to the original connection, a link up message will be generated. The
original connection will be used again.

Advanced security maintenance

This section provides information on the more advanced security measures for your Hihg-
Rate Wireless LAN Access Point

Maintaining access control tables

Create a single access control table and store it on the hard disk drive of the
administrator’s station, or share it with other administrator’s stations. Use only one table
for all access points.

For more information, see “Creating/Editing an access control table” on page 1-49.
Maintaining WEP encryption keys

The WEP Encryption function enables the High-Rate Wireless LAN system to support up
to four different keys simultaneously. This is in accordance with the 802.11 standard that
defines four default keys.

These keys can be used to smooth the transition from the usage of one key to usage of a
next key. The general requirement for two cards to transmit encrypted information
between each other is that they share a common key value at the same key-index numbe
in the four-key area at the moment of transmission. The key-index of the key that was usec
for encryption is transmitted in clear-text in the header of the message, and will be used a
the receiving side to determine which of the four keys to use for decryption.

It is not mandatory that both sides (typically Access Point and High-Rate Wireless LAN
station) have the same active set of four keys. As long as there is one comon key, they ca
communicate, provided they both use that common key.

Note: The 802.11 standard also defines the possibility for having a unique key per station,
tied to the MAC Address of the station. High-Rate Wireless LAN currently does not
support that feature of the standard WEP function.
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When planning to use different keys over time, a number of aspects have to be considered:
» The length of time one key stays in use

This is a direct trade-off between security level (the chance of someone finding out
what the key value is) and operational overhead (the efforts to reconfigure Access
Point and High-Rate Wireless LAN stations).

» The requirements for smooth transition from one key to another

* The minimization of user exposure to key values

The key roll-over possibilities built in the 802.11 standard and offered by High-Rate
Wireless LAN allow for a number of scenarios, each with different values for the above
aspects.

The sequence of key configuration settings at access Point (AP) and High-Rate Wireless
LAN Station (STA) over time is detailed in the tables below. Each table reflects a certain
key roll-over strategy. Notice that the Outward key column shows which key is used to
encrypt traffic from AP to STA, and the Inward Keys column indicates the keys that are
allowed and possibly used to encrypt traffic from STA to AP. The WEP Keys that are
configured are shown in order of index number 1-2-3-4; the Tx column is the index
number configured for transmission. The key values are shown by capital letters to
indicate a real key, or by zero to indicate a non-configured index.

The Keys 1-2-3-4 column shows an equal sign (=) when the value does not change from
the previous period. This is relevant when it concerns the High-Rate Wireless LAN
stations keys, since knowledge of the key values is typically not transferred to the users, so
they have to return their High-Rate Wireless LAN station equipment to an IP department
to get the key values changed. Changing the Tx key Index is an action that can be done by
end users, since it does not reveal secret information.

Three key roll-over strategies are distinguished:
Single key - no transition

The following table shows a system, where at each point in time only one single key is
used. The key to be used is dictated by the AP settings, showing only one valid key at each
period. This requires a change of keys at all High-Rate Wireless LAN stations
synchronous with the access point configuration changes. This is not practical; there are
four keys.

By initially configuring all stations with the keys for the first four periods, only the Txkey
index needs to be changed at all stations for the first three steps. At the step from period 3
to period 4, the keys have to be changed at all STAs as well.

Natice that in the transition periods 1, 3 and 5 the end users can switch from one Txkey
index to the next. At the end of this period, all stations must be switched to the new key
index. Transition period 7 includes the transition to a new set of keys as well. The total
length of time a key is used consists here of the main lifetime period and two transition
periods. Assuming the main life is much bigger than the transition, this can still be
considered to be a single key scheme, because most of the time only a single key is in use.
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Period AP Configuration | Out- STA Configuration(s) | In-
ward ward
# | Description Keys1-2-3- | Tx | Key Keys1-2-3-4 | Tx Key
4
0 | Mainlifekey | A-0-0-0 1 |A A-B-C-D 1 A
A
1 | Mainlifekey B | 0-B-0-0 2 |B = 2
2 | Mainlifekey C | 0-0-C-0 3 |C = 3 C
3 | Mainlifekey | 0-0-0-D 4 |D = 4
D
4 | Mainlifekey E | E-0-0-0 1 |E E-F-G-H 1 E
5 | Mainlifekey F | 0-F-0-0 2 |F = 2 F

Single key - transition period

To introduce a transition period between the main life of the successive keys, the scheme
must be changed as shown in the following table.

Period AP Configuration Out- STA Configuration(s) | In-
ward ward
# | Description Keys1-2-3-4 T | Key Keys1-2-3-4 | Tx Key
X
0 | Mainlifekey A-0-0-0 1A A-B-C-D 1 A
A
1 | Transition A- A-B-0-0 2 | B = 12 A|B
B
2 | Mainlifekey 0-B-0-0 2 | B = 2 B
B
3 | Transition B- 0-B-C-0 3 |C = 23 B|C
C
4 | Mainlifekey 0-0-C-0 3 |C = 3 C
C
5 | Transition C- 0-0-C-D 4 | D = 34 C|D
D
6 | Mainlifekey 0-0-0-D 4 | D = 4 D
D
7 | Transition D- E-0-0-D 1 |E A-B-C-D 4 D
E E-F-G-H 1 E
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8 | Mainlifekey E-0-0-0 1 E E-F-G-H 1 E
E

9 | TransitionE-F | E-F-0-0 2 F = 12 E|F

Alternative schemes
Alternative schemes can have main life periods where two or more keys are active.

The following table gives a scheme where at each period two keysarein use; at the end of

each period, the oldest key is no longer valid and needs to be replaced at all High-Rate
Wireless LAN stations. This scheme works better than the scheme in Single key —
Transition period because it requires less frequent configuration changes at all Access
Points.

Period AP Configuration Out- STA In-
ward | Configuration(s) ward

# | Description Keys1-2-3-4 | T Key Zeys 1-2-3- | Tx Key

X

0 Mainlifekey A | A-0-0-0 1 A A-B-C-D 1 A

1 Mainlife A+B A-B-0-0 2 B = 12 A|B

2 MainlifeB+C 0-B-C-0 3 C = 23 B|C

3 Main life C+D 0-0-C-D 4 D = 314 C|D

4 Main life D+E E-0-0-D 1 E A-B-C-D 4 D

E-F-G-H 1 E
5 | MainlifeE+F E-F-0-0 2 | F E-F-G-H 12 E|F

Advanced Network Configurations

This section contains information on the following advanced configurations of the High-
Rate Wireless LAN network:

Advanced parameters
Configuring large networks
Modifying the configuration
Restoring a backup configuration
Dual PC Card configuration

IP addresses and subnets

Advanced parameters
You might want to use the Advanced parameters options that are supported by your High-

Rate Wireless LAN Access Points, especially when you are administering larger High-
Rate Wireless LAN networks that include more than 10 access points.
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Advanced parameter options include:

« Advanced High-Rate Wireless LAN parameters, such as multiple frequency channel
configurations, RTS/CTS Medium Reservation, and Distance Between Access Points

« Bridge parameters that enable you to filter specific networking protocols or traffic
between specific stations

» High-Rate Wireless LAN Access Point parameters

¢ SNMP parameters

For most networks, the default settings for the advanced parameters provide more than
reliable network connectivity. Change these parameters only when you are familiar with
the type of parameters based upon your experience and expertise with similar parameter:
in wired or High-Rate Wireless LAN networking environments.

Note: The advanced parameters described below as “common” parameters are the same
for all High-Rate Wireless LAN Access Points in your network.

To set the advanced parameters, follow the instructions in “Configuring infrastructure
networks” on page 1-13, to connect to the access point that you want to configure.

Advanced High-Rate Wireless LAN parameters

If you created a basic access point configuration you might have already noticed the
additional buttons in the High-Rate Wireless LAN setup window.

Using the frequency menu: The Frequency menu enables you to select an operating
frequency from a range of sub-channels within the 2.4 GHz frequency band. The number
of selectable channels is determined by the radio regulations that apply in your country.

To change the frequency parameters, cfidvanced on theWireless I nterfaces tab of
the edit mode.

To optimize network traffic, assign different operating frequencies to High-Rate Wireless
LAN Access Points that service neighboring wireless cells so that stations in each of the
cells will be able to use the maximum bandwidth available to their cell.

Wireless stations equipped with High-Rate Wireless LAN PC Cards can dynamically
change the operating channel when roaming between access points that operate at
different sub-channels.

Enabling RTS/CTS medium reservation: FRTS/CTS medium reservation might
provide a solution for networks where:

» Density of High-Rate Wireless LAN stations and access points is very low.
» There is poor network performance due to excessive frame collisions at the access
points.

In most networking environments, however, it is unlikely that you will need to enable
RTS/CTS medium reservation on the access point to prevent collisions. Before you
change this setting for the High-Rate Wireless LAN Access Point, read the information
about “Optimizing wired connections” on page 1-36.

To enable RTS/CTS medium reservation, chakvanced on theWireless I nterfaces tab.

Installation and user’s guide 1-61



Activating interference robustness: You can enable the Interference Robustnessin
exceptional cases when you troubleshoot slow performance of your High-Rate Wireless
LAN network that could be related to in-band interference such as from microwave ovens.
Interference usually isindicated by a poor Signal to Noise Ratio (SNR) that is based upon
agood signal level and ahigh noise level. This behavior is often perceived when:

» the “trouble” High-Rate Wireless LAN station or access point is close to a
interference source, or

« aninterference source is located in the signal path between the “trouble” stations and
the access point.

To enable Interference Robustness, clickvanced on theWireless | nterfaces tab in the
edit mode to display the Advanced Setup window; then slaleatfer ence Robustness.

Distance between access points. In networking environments where you have data
intensive users or a large number of users in a small area, you might want to increase the
number of High-Rate Wireless LAN Access Points (making the distance between access
points smaller), and then adjust the Distance Between APs parameter to optimize the load
balance of the number of wireless stations per access point. To change the Distance
Between APs parameter, display Wiéreless I nterfaces tab in the edit mode and click
Advanced. In theDistance Between APs field, select one of the following density

options:

e Large (default)
e Medium
e Small

The default setting, arge, provides a maximum wireless coverage with a minimum
number of access points. This setting is typically used for single-cell networks, but it also
provides an efficient and cost-effective solution for most networks that include multiple
wireless cells.

Note: The setting for distance between access points must be the same for all High-Rate
Wireless LAN-equipped devices in your wireless network. A mismatch in the
configuration setting for this parameter might have unpredictable performance
results for wireless (mobile) stations in your network.

Select thevl edium setting for environments where High-Rate Wireless LAN stations
experience slow network response times even though the quality of radio communications
is rated as excellent. The slow response times might be experienced in areas where:

« A high number of wireless stations is located close to one another, causing other
stations to defer data transmissions.

« A number of wireless stations engaged in heavy network traffic is causing other
stations to defer data transmissions.

« Thel arge setting creates overlapping radio cells that might cause stations in one cell
to defer data transmission for stations located in the neighboring cell.

Only select the&Small setting when you are designing a wireless infrastructure that
includes a high concentration of High-Rate Wireless LAN Access Points, that is, when the
total cost of hardware investments is less critical than the maximum data throughput per
cell.
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Note: TheM edium or Small settings require aexcellent quality of radio communications
throughout the entire wireless coverage area. In environments where the actual
placement of High-Rate Wireless LAN Access Points was designed to obtain
maximum wirel ess coverage with a minimum number of access points, changing
the distance between access points from L arge to M edium or Small does not yield
better results. In fact, changing the distance might seriously affect the roaming
performance of your wireless stations, risking network communication errors
caused by “out-of-range” situations.

Before using thdedium or Small setting to create a high performance network, be sure
to read “Frequency channel management” on page 1-42.

For more information about access point density, go to “Optimizing performance” on page
1-33.

Multicast rate: The Multicast Rate identifies the preferred transmission speed for your
High-Rate Wireless LAN Access Point broadcast traffic as forwarded by the access point.
Where transmissions at lower data rates are usually more reliable, you might prefer highet
throughput performance rather than greater coverage for your wireless radio signal.

For more information about Multicast Rate, refer to the help-file of the AP Manager
program.

Setting bridge parameters

One of the ways to optimize the performance of your wireless networks is to prevent

“redundant” traffic from being transmitted over the wireless network. Redundant traffic
might include:

» Specific network protocols exchanged by networking devices such as servers, that
are not relevant to the wireless stations.

» Broadcast or multicast messages exchanged by specific networking devices such as
servers that are not specifically addressed to the wireless stations.

« “Junk traffic”, such as, error messages that are generated by malfunctioning devices,
or as the result of incorrect network configurations that could have been avoided (for
example, closed network loops).

Filtering redundant traffic will save the bandwidth of the wireless medium for the wireless
stations, optimizing throughput efficiency for these stations.

Optimizing wireless performance through Brédge tab can be achieved in the following
ways:

» Protocol filtering to deny specific networking protocols from being bridged to the
wireless network interface

« Filtering traffic exchanged between two specific stations that are identified by their
static MAC address

» Enabling the spanning tree mechanism to resolve the closed network loops errors

« Storm threshold filtering to limit the number of messages per port and/or station from
being bridged

Note: The Bridge parameter settings are typical “common” parameters, that is, the Bridge
parameter settings are the same for all High-Rate Wireless LAN Access Points.
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To set the Bridge parameters, connect to the access point and select the Bridge tab to
display the bridge parameters

Protocol filtering: Thefiltered protocols are displayed in the top section of the Bridge
tab. The factory-set default of the High-Rate Wireless LAN Access Point is None, which
enables all protocols to be transmitted to the wireless medium. Use this setting when you
do not require specific protocols to be filtered.

To filter specific protocols, do the following:
1. Determine the minimum set of protocols that must be bridged.
2. Click the Edit button to display the Filter Ethernet Protocols window.

3. Click the check boxes of each protocol that does not need to be transmitted to the
wireless medium.

To stop filtering a specific protocol, clear the check box.

4. (Optional) To add anon-listed protocoal to thelist, click Custom to enter the protocol
manually and then click OK to return to the Bridge tab as shown.

All selected protocolsand all custom protocols that you have added manually, will be
listed in the Protocols to Filter field.

5. You can now select one of the other Bridge parameter options, change other
parameters or click OK to save your changes and return to the main High-Rate
Wireless LAN AP Manager window.

Static MAC addressfilter: To filter out traffic exchanged between stations that is not
required to be sent or received using the wireless interface, you can set the Static MAC
address Filter in the bottom section of the Bridge tab. The default value, None, is
acceptable for most networking environments.

You can use the MAC filtering option to filter broadcast or multicast messages exchanged
between wired servers that can also exchange messages using the wired network.

Tofilter out traffic between such devices, add the MAC addresses of both devicesasapair
in the Static MAC address Filter list.

When messages are filtered, one of the listed stations sends a message to aMAC address
that has been identified as a pair and the High-Rate Wireless LAN Access Point will not
forward it using the wireless station. All traffic that one of the stations wants to send to
any other (non-paired) MAC address will be forwarded.

Using the Spanning Tree feature: The Spanning Tree button enables you to set
parameters that are used in determining the optimum path for network traffic to travel.

You can use spanning tree in a network that has been designed to include loops, such asa
redundant wired link used as a backup to the main wireless link.

To enable the spanning tree feature, do the following:
1. Click Spanning Tree to open the Spanning Tree Setup window.
2. Click the Enable Spanning Tree check box.
3. Usethe default values.
4. Click OK to returnto the Bridge tab.
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5. Click OK againif you want to save this configuration and return to the main High-
Rate Wireless LAN AP Manager window. If you do not want to save this
configuration, continue changing other parameters.

Be sureto create abackup file, as described in “Step 4: Creating a backup file of your
configuration” on page 1-15.

Storm Thresholds: You can use th8torm Thresholds button to set parameters that
are used in protecting the network against message overload as received from a single
station or from a specific port.

You can use the Storm Thresholds window to determine the maximum number of
multicast and broadcast messages that will be forwarded from one port (or address) per
second.

The factory-set configuration for storm threshold protection is disabled (all values are set
to zero).

If you need storm threshold protection, and are unsure of the proper broadcast and
multicast values to input, clidRreset for values that will provide adequate levels for most
networking environments; then cli€K to keep these settings and return toBhielge

tab.

Setting access point | P parameters
You can use thAccess Point | P tab to set the common IP parameters and to change the
unique IP address of your High-Rate Wireless LAN Access Points.

To change the IP parameters, do the following:

1. Be sure you are connected to the right access point in the edit mode and click the
Access Point | P tab to display the IP parameters.

2. Verify or modify the parameters of your choice.
The mandatory parameters that you must specify are:

» Access Point IP address (unique for each access point, in case of a BOOTP or
DHCP server, this IP address is entered automatically).

» Access Point Subnet Mask (the same for all access points, in case of a BOOTP
or DHCP server, this IP address is entered automatically).

» (Optional) Default router (usually the same for all access points).
* (Optional) Default TTL (Time To Live) (usually the same for all access points).

3. When you are finished, continue with configuring other parameters oGH#do
save the configuration and return to the main High-Rate Wireless LAN AP Manager
window

IP Address. Each Access Point needs an unique IP address. Use one of the following
methods for IP addresses:

« DHCP, to obtain an IP address automatically
« Manually enter an IP address

Note: All High-Rate Wireless LAN Access Points must have a unique IP address value to
enable you to address each access point specifically. Duplicate IP address values
might cause unexpected behavior of the network or negative impact on network
performance.
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Manually assigning an | P address: To manually assign an |P address, use the
Access Point P Address field to enter a value from the range of |P addresses assigned to
your organization.

The IP address is primarily used to address this High-Rate Wireless LAN Access Point
when you use the High-Rate Wireless LAN AP Manager program to configure or monitor
that device.

When your organization does not use IP addressing, you can enter a user-defined value.
For example, you can enter a value of the same pattern as the factory-set | P address
153.69.254.254, where you replace the last three digits with anumerical valuein therange
of 1to 253.

Automatically assigning an | P address: Incasewhen aDHCP server isavailable on
the network, an | P address can be automatically assigned to the Access Point by the DHCP
server. To enable automatically obtaining an | P address form the DHCP server, select the
Obtain an | P address from the DHCP server field in the Access Point | P tab window.

For more information about DHCP, see “BOOTP and DHCP” on page 1-73.

Subnet Mask: The Access Point Subnet Mask field is a common parameter and must be
the same for ALL network devices within your IP subnet. You can use the default value
(255.255.0.0) or change the subnet mask to a value that applies in your network.

If Obtain an IP addressfrom DHCP server is enabled, the subnet is also automatically
entered.

Default Router: The Default Router IP field is an optional field for when you want to
use the High-Rate Wireless LAN Access Point support for TRAP messages. See “SNMP
parameters” on page 1-66.

You can use the Default Router IP field to identify the IP address of the router that the
High-Rate Wireless LAN Access Point will use to find the Trap Host IP Address
(identified in the SNMP Parameters).

Note: The default router and the trap host IP address are only used for TRAP messages
generated by the access point upon a reset, modification of the configuration, or
forced reload procedure.

If the value of the field Default Router IP is set to 0.0.0.0 (default), then no TRAP
messages are initiated by this Access Point.

The Default Router is also relevant if you want to manage (or just ping) the Access Point
from an other subnet.

Time To Live (TTL): The Default TTL (Time To Live) field identifies the maximum
number of hops for an IP message generated by the High-Rate Wireless LAN Access Point
(typically used for the trap host messages).

The value will be decreased each time the message passes a router. When the TTL value
becomes 0, the message will be rejected by the next router it meets. By default, the value
is 64.

SNMP parameters: Most SNMP parameters (except for the System Location and

System Name) are common parameters, that is, they are the same for ALL High-Rate
Wireless LAN Access Points in your network.
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To set the SNMP parameters, do the following:

1. Make sure you are connected to the right access point and select the SNM P tab to
display the SNMP parameters.

2. Verify or modify the parameters of your choice.
The parameters that you need to specify are:

» Read/Write Password to restrict access to the configuration of your High-Rate
Wireless LAN Access Points, and

« System Name to allow easy identification of the access point when using the
diagnostic options of your High-Rate Wireless LAN software tools.

3. When you have finished setting the SNMP parameters, continue with configuring
other parameters or cli€BK to save the configuration and return to the main
AP Manager window.

Read password: Change the Read Password parameter to prevent unauthorized access
to the High-Rate Wireless LAN Access Points.

A read password is requested when you connect to an access point with the Monitor
option. The default value is “public”. With the correct read password, a local LAN
administrator can only monitor access point statistics and tables, but not view or change
any of the parameters.

Read/write password: Change the Read/Write Password parameter to prevent
unauthorized access to the High-Rate Wireless LAN Access Points to make changes to it:
configuration settings. A read/write password is requested when using the Edit button to
connect to the access point. The default value is “public”. With the correct read/write
password, a network supervisor can monitor access point statistics and view or change an
of the parameters of the configuration. Using different values for the Read and Read/Write
Password parameters you can create different levels of authority for your LAN
Administrators to configure and/or monitor the access points.

System contact: Use the System Contact field to enter a generic name for the network
supervisor or department, such as, “Your LAN Administrator”.

System name: Use the field System Name field to enter a generic logical location of an
High-Rate Wireless LAN Access Point, such as, “Incoming Goods Department”.

System locations: Use the System Location field to enter a generic physical location of
an High-Rate Wireless LAN Access Point, such as, access point floor.

Trap Host IP Address: If you plan to use the trap alert system as described on “Trap
host alerts” on page 1-56, you can use the Trap Host IP Address field to enter the addres
of the network management station that should collect the SNMP trap messages. If you dc
not intend to use trap host alerts, the value is set to “Don’t care”.

Trap Host Password: Use the Trap Host Password field to enter a password that will be

included in the SNMP trap messages. You can use this password at the trap host station t
filter out trap messages that might have been erroneously sent to the trap host station.
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SNMP |P Access List: You can usethe SNMP IP Access List to create an extralevel of
security in addition to the read and read/write passwords. You can authorize alimited

number of administrator’s stations to view or modify the configuration of the High-Rate
Wireless LAN Access Points, based upon the IP address of these stations.

In the SNMP IP Access List field, include the IP address of all administrator’s stations that
will use the AP Manager to configure and/or monitor your access points.

To authorize a administrator’s station you must enter:
e The IP address of the stations

« The High-Rate Wireless LAN Access Point network interface through which they
will access the access point. To indicate the interface, use either:

— 1 for Ethernet
— 2 for the High-Rate Wireless LAN network interface in socket A

— 3 for the High-Rate Wireless LAN network interface in socket B

You can also use the valudo enable the identified IP address to access the access point
through any of the available interfaces.

To allow multiple administrator’s stations to access the High-Rate Wireless LAN Access
Point configuration or monitor parameters, you can also assign a range of IP addresses.
Enter a subnet mask value that will indicate the subnet from which all stations are
authorized to modify the SNMP setup.

Configuring large networks

Each High-Rate Wireless LAN Access Point configuration is characterized by two types
of parameters:

e Common parameters that must be the same for all access points in your network

« Unique parameters that must be unique for each access point in your network

In larger networking organizations, it might become cumbersome to copy the common
parameters to each of the access points in the network to provide consistency throughout
the entire network. As the number of access points increases, the risk of errors (for
example, as a result of typos) might increase as well.

Inconsistent values for common parameters, or duplicate values for the unique parameters,
might have unpredictable effects on the performance of your network. Document the
configuration settings of your network in detail to avoid configuration mismatches.

Create a template file that contains all of the common parameter settings that apply to
every High-Rate Wireless LAN Access Point within the network.

Common parameters

Common parameters, such as the High-Rate Wireless LAN network name or SNMP
Read/Write Password, are used to identify which access points belong to the same network
environment. They differentiate your group of access points from other (neighboring)
network environments.

A list of common parameters is shown in the following table, with the High-Rate Wireless
LAN AP Manager tabs where you can view or modify the parameters.
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Parameter AP Manager tab

« High-Rate Wireless LAN Wireless Interfaces
network name

« Protocols to filter Bridge
¢ MAC Filtering

¢ Access Point Subnet Mask Access Point IP
« Default Router IP
¢ Default TTL

¢ Read Password SNMP
¢ Read/Write Password
¢« SNMP IP Access List

¢ (Optional) Trap Host IP
Address and Password

Unique parameters

Unique parameters, such asthe IP Address or System Name, are used to differentiate a
single access point from the group of access points that are operated within your network.
The most important unique parameters are listed in the following table.

Parameter High-Rate WirelessLAN AP
Manager setup menu
» Access Point IP Address Access Paint IP
* System Name SNMP
» System Location

M anaging configuration consistency

The most convenient way to manage the configuration of alarge number of High-Rate
Wireless LAN Access Pointsis to configure the first access point and save its
configuration to file. Use thisfile as atemplate that you can upload to the other access
points.

After loading the templatefile on each High-Rate Wireless LAN Access Point, modify the
parameters identified as the unique parameters to differentiate the access point from the
other access points in this network.

The easiest way to manage alarge number of access pointsis as follows:

1. Preparation: ldentify and record all information related to each of the access points
to be configured.

2. Creating atemplatefile: Identify and set the common parameters that should apply
to all access points within your network.
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3.

Configuring all access points. Import the template file and modify all the unique
identifiers to differentiate the High-Rate Wireless LAN Access Point from the other
access points.

Note: Create abackup file for each unique High-Rate Wireless LAN Access Point

configuration, using the Download Config File item from the Access Point menu in
the main High-Rate Wireless LAN AP Manager window. Use afile name that
allowsyou to easily recognize the rel ationship between afile name and the specific
access point.

Preparing large-scale networks. To prepare the configuration, do the following:

Unpack the High-Rate Wireless LAN Access Points and record their serial number
and MAC address on the Configuration record, found under “Configuration record”
on page A-3.

Make a list of IP addresses available in your network. You need one IP address for
each access point.

Use the Configuration record to assign one IP address to each of your access points.

Record the intended system location of each access point on the Configuration
record.

Creating atemplatefile: To create a template file, do the following:

1.

Configure the first High-Rate Wireless LAN Access Point as described in
“Configuring infrastructure networks” on page 1-13.

Save the configuration of this access point to disk as described in “Step 4: Creating a
backup file of your configuration” on page 1-15.

Create a copy of the back-up file with the name COMMON.CNF or any other name
that enables you to easily recognize the file as the actual template file that you will
use as the basis to configure the other access points in your network.

Note: Do not start using your original backup file as a template file. Any changes you

make to the file might impair your ability to fully restore the original configuration
of your first access point, if the unit goes out of service. Always store backup copies
on a separate disk or location.

Configuring other access points: When you have created the template file, you can
start configuring the other High-Rate Wireless LAN Access Points in batch-mode. For
each access point, do the following:

1.
2.

Start the High-Rate Wireless LAN AP Manager program.

Select the target access point from the list, or enter a specific access point IP address.
If the target access point is not displayed in the list, choesed®R Access Point
List from the Access Point menu.

If the selected access point is still using the factory-set IP address, such as when you
are configuring a new out-of-the-box access point, you are prompted to change the
default IP address.

When you are prompted, navigate to the disk or folder where you stored the template
file.

Select the template configuration file (for example. COMMON.CNF) and click
Open.
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Attention: The IP address that was displayed in the list in the main High-Rate
Wireless LAN AP Manager window has been overwritten with the | P address which
was specified in the template file. Follow the procedures described below to change it
to the desired | P address value. Failing to do so might lead to multiple High-Rate
Wireless LAN Access Points being configured with the same | P address, resulting in
unpredictable network behavior.

The High-Rate Wireless LAN AP Manager program has now loaded the settings as
identified in the template file. You must change all the parameters that should be

unique to this access point (see “Unique parameters” on page 1-69) before saving the
configuration and returning to the main High-Rate Wireless LAN Access Point
window by clickingOK .

6. Set the unique parameters that apply to this access point.

7. Save the configuration to the access point by clickiKg You return to the main
High-Rate Wireless LAN Access Point window.

8. Create a backup file of the configuration for this access point, usimptird oad
Config Filecommand from the Access Point menu.

Use a file name that allows you to easily recognize the relationship between the file
name and this access point.

The entire set of common and unique parameters are now saved permanently into the
(non-volatile) Flash ROM of the High-Rate Wireless LAN Access Point. They will remain
stored in the access point, even if the access point is reset or switched off and on again.

Repeat step 2 - 7 for every other access point that you want to configure.

Completing the installation: If you configure the High-Rate Wireless LAN Access
Points at your desk, when the access points are not yet installed into their intended
location, label each access point with clear instructions for your installation technicians.

1. Record the intended location of the access point on a label and attach the label to thq
access point.

2. Record the name of the file with the access point configuration data and the location
where you will install the access point on the Configuration record.

3. When you are finished, store the back-up files (.CNF), your template file
(COMMON.CNF) and your Configuration record in a safe place, such as your
computer or a diskette.

M odifying the configur ation

You can modify the High-Rate Wireless LAN Access Point configuration parameters
using theEdit button from the main High-Rate Wireless LAN AP Manager window.

Be sure to address the access point using its new IP address and the new read/write
password (if you changed the Read/Write Password parameter) to open the configuration
file. If your High-Rate Wireless LAN management station is a wireless station, you might
need to modify the High-Rate Wireless LAN interface parameters of the station to match
the values that were originally stored in the High-Rate Wireless LAN Access Point.

If you have forgotten the read/write password, or any other setting required to access the
access point, you might need to perform a forced reload, as described in Appendix C,
“Forced reload procedure” on page C-1.
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When you make changes to the configuration of a particular access point, update the
Configuration record to reflect these changes.

Changing common parameters
If you need to make changes to the common parameters, do as follows:

1. Change the common parameters for one access point.
2. Savethe changesto a new template file (for example, COMMON.CNF).
3. Follow the procedure as described in “Configuring other access points” on page 1-70.

Restoring a backup configuration

To restore previously saved back-up configuration files to your High-Rate Wireless LAN
Access Point, do the following:

1. Start the AP Manager program.
Select the access point you want to upload the configuration file to.
From the Access Point menu, seldptoad Config File.

Select the configuration file you want to upload; then cDglen.

o > N

When prompted to confirm the upload, verify whether the displayed message reflects
the correct IP address.

« When the IP address value is correct, cWiekto proceed. The access point will
now reset automatically.

 Ifthe IP address in not correct, clilo to return to cancel the upload procedure

The new parameter settings are loaded into the Flash ROM of the High-Rate Wireless
LAN Access Point. The parameters remain intact whenever the access point is reset or
switched off and on again. To change the parameters again, repeat the procedure as
described in this section to reconfigure your access points.

Dual PC Card Configuration

You can use two PC Cards in one High-Rate Wireless LAN Access Point to:
« Migrate between various generations of the High-Rate Wireless LAN products

» Double the capacity of the Access Point

The dual slot design of the High-Rate Wireless LAN Access Point enables you to
configure the access point to operate with almost any combination of the wired and
wireless network interfaces listed above. so that your access point can provide easy
migration paths between various generations of High-Rate Wireless LAN products.

A second PC Card inserted in the second slot of the Access Point will double the capacity
of the access point. This option might be used in cases where a high rate of lost messages
prevent fast data communication.

| P addresses and subnets
In larger organizations that use IP addressing for communications, the network

architecture might include different network segments (subnets), typically separated by a
router or gateway.
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When installing an High-Rate Wireless LAN infrastructure into this type of network
architecture, note that all High-Rate Wireless LAN Access Points and wireless stations
must be installed on the same subnet, that is, on the same side of the router or gateway.

The roaming function does not work over routers. When access points are connected to
different subnets, a mobile station might lose its network connection when it enters an
area where the access points are connected to a different subnet.

The configuration and management of your access points is managed through the TCP/IP
protocol stack. Each access point and computer that you want to use to configure the
access points must have a unique | P address.

Assign “static” IP addresses to the access points to ensure that the access points at specif
locations always have the same IP address. For the administrator’s stations, you can use
“static” IP address or a dynamic IP address that is assigned by a BOOTP or DHCP server

When assigning IP addresses to administrator’s stations and access points, be sure that:
» Each device has a unique IP address

* All devices use the same subnet mask

Note: The wireless networking system does not need IP addressing to connect normal
wireless stations to the network. The High-Rate Wireless LAN infrastructure is just
the physical medium to connect a computer to an access point, like using wire to
connect it to an Ethernet infrastructure.

However, in environments where the network operating system uses the TCP/IP
protocol, stations might need to have an IP address as well to use specific
networking services, for example, access to the Internet.

BOOTP and DHCP

When turned on for the first time, the High-Rate Wireless LAN Access Point will
broadcast a request for an IP address. If your network includes a BOOTP or DHCP server

this server automatically assigns an available IP address to the acceés point.

Subject to the settings of your BOOTP or DHCP services, you might need to introduce the
High-Rate Wireless LAN Access Point MAC address to the BOOTP or DHCP server.
Refer to the documentation of your BOOTP/DHCP software for more information.

An IP address that is assigned by a DHCP server will be stored in the volatile memory of
the access point. If the access point is reset, the DHCP server might assign another IP
address. To obtain consistency in the IP address, assign a permanent IP address to the
access point, using the Access Point IP Address field ofdtess Point | P tab

An IP address that is assigned by a BOOTP server is stored in the configuration file of the
BOOTP server. This configuration file has a one-to-one (static/fixed) mapping from MAC
address to IP address. If a BOOTP server is used and the Access Point is reset, the IP
address of the access point is the same as before the reset.

4.0lder versions of the Access Point do not support dynamically assigning |P addresses. Assign an
IP address to these access points. These access points can be updated with new software to support
the dynamically assigning | P addresses.
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Appendix A. Access point startup

configuration

Your High-Rate Wireless LAN access point comes with the access point operating
software factory installed. With this software, the access point has also been |oaded with a
factory-set configuration that allows for out-of-the box operation.

The factory-set configuration is not the default configuration. If you reset the access point
or perform a Forced Reload, the unit will not return to the factory-set configuration.

To connect to a access point, configure the High-Rate Wireless LAN network parameters
of each wireless station to match the values as identified for the access point.

When you turn on an access point for thefirst time, these values match thevalueslisted in
the table under Factory set configurations.

For normal operation, match these values with the ones you identified when configuring
the access point. Record this information on the Configuration record in this appendix.

Factory set configurations

This table provides information on the factory set startup configuration and the interface
startup configuration for the High-Rate Wireless LAN Access Point.

Access Point |P tab

Obtain an IP address from DHCP server: Enabled
Default TTL: 64

SNMP tab

Read password: public

Read/write password: public

System NAMEeXx-XX-XX-XX-XX-Xx2

Trap Host IP address: 0.0.8.0

SNMP IP access listA11 will be permitted

Bridge tab

Protocols to filternone

Static MAC Address filternone
Spanning Tree: disabled
Storm Thresholds: disabled

Access Control tab

(Static) Access Contrbl:l will be permitted
RADIUS Server Access Control: disabled

Link Integrity tab

Link integrity: disabled

a. Ethernet MAC address of the device (printed on alabel on the processor mod-

ule).

b. No SNMP traps are sent with this | P address.
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High-Rate Wireless LAN network name High-Rate Wireless LAN network?
RF-Channel: 2.4 GHz 2.462 MHz: France
2.484 MHz: Japan
2.422 MHz: All other countries
Closed wireless system disabled
Encryption disabled
Medium reservation disabled
Microwave oven robustness support disabled
DTIM period 1
Distance between APs Large
Multicast rate 2 MBps

a. When your network includes M S-DOS stations using the High-Rate Wireless
LAN DOS ODI driver, change the value to a name that consists of upper-case
characters only.
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Configuration record

This section contains atable to record your configuration information.
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Appendix B. Troubleshooting the access point

This section providesinformation on troubleshooting the High-Rate Wireless LAN Access
Poaint.

Problem-solving approach

Problems experienced in wireless LAN operation can be related to:
» Configuration mismatch
» Component failure

* Wired or wireless network problems

To resolve a configuration mismatch you need to compare the configuration parameter
settings of both High-Rate Wireless LAN Access Points and all High-Rate Wireless LAN
stations in use.

To determine a component failure, check the LED activity of the access point. For the
High-Rate Wireless LAN Access Point, use the table in this appendix to determine if a
problem has a hardware-related cause (component failure). This table might also provide
help in diagnosing and solving operational problems that have other possible causes.

When your access point appears to have stopped responding to hormal bridging requests
try resetting the device as described in “Resetting the access point” on page B-3.

In exceptional cases, you might consider performing a forced reload procedure as
described in Appendix C, “Forced reload procedure” on page C-1.

LED errors

This table provides information on the LEDs for the access point.

Power Wireless Wireless
Ethernet interface A | interfaceB
Description/action
@ ——o A B
N\ N

Steady green | Flicker green | Flicker green | Flicker green | Normal operation

Steady green | Off Off Off Normal operation (no LAN
activity)

Off Off Off Off No power. Check the power cord
and power supply

Steady green | Flicker green | Amber - Network overload. Run Remote
statistics or eliminate redundant
traffic.

Steady green | Flicker green | - Amber Network overload. Run Remote
statistics or eliminate redundant
traffic.
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Power

Ethernet

Wireless
interface A

Wireless
interface B

Description/action

Steady green

Green

Amber

Amber

Network overload. Run Remote
statistics or eliminate redundant
traffic.

Steady green

Flash red

Frames arerejected. Run remote
statistics to verify the number of
packetsin error. If that number is
high, run aremote link test to
determine the problem station.

Steady green

Flash red

Frames are rejected. Run remote
statistics to verify the number of
packetsin error. If that number is
high, run aremote link test to
determine the problem station.

Steady green

Flash red

Frames are rejected. Run remote
statistics to verify the number of
packetsin error. If that number is
high, run aremote link test to
determine the problem station.

Amber

Off

Off

Off

Forced reload. See Appendix C,
“Forced reload procedure” on
page C-1.

Amber

Amber

Amber

Amber

Forced reload. See Appendix
“Forced reload procedure” on
page C-1.

C,

Amber

Flicker green

Off

Off

Forced reload. See Appendix
“Forced reload procedure” on
page C-1.

0

Amber

Off

Flicker Green

Off

Forced reload. See Appendix
“Forced reload procedure” on
page C-1.

Amber

Off

Off

Flicker green

Forced reload. See Appendix
“Forced reload procedure” on
page C-1.

Red

General hardware failure. Res
the access point using
instructions in “Resetting the
access point” on page B-3.

et

Amber

Ethernet hardware failure. Res
the access point using
instructions in “Resetting the
access point” on page B-3.

et
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Power

Ethernet

Wireless
interface A

Wireless
interface B

Description/action

Amber

High-Rate Wireless LAN
hardware failure. Reset the
access point using instructionsin
“Resetting the access point” on
page B-3.

Amber

High-Rate Wireless LAN
hardware failure. Reset the
access point using instructions ip
“Resetting the access point” on
page B-3.

Off

Off

Amber

Off

The PC Card is not recognized.
This might occur in the following
situations:

» The access point is loaded
with outdated software

e The inserted PC Card is ng¢
a High-Rate Wireless LAN
PC Card

Update the software for the
access point (see Appendix D,
“Upgrading access point
software” on page D-1) or
replace the PC Card. Refer to the
README.TXT file in the AP
Manager for more information.

—

Resetting the access point

If aHigh-Rate Wireless LAN Access Point has stopped responding to normal bridging
requests, you can reset the access point manually or remotely.

Upon reset, the High-Rate Wireless LAN Access Point runs the startup diagnostics and
startup bridging operation using the configuration parameters as they were stored in the
access point prior to the restart. For out-of-the-box access points, these parameters will be
asidentified in “Factory set configurations” on page A-1.

Resetting the access point manually

To reset the High-Rate Wireless LAN Access Point manually, do the following:

1. Remove the cover of the access point (seehmlirRate Wireless LAN Access Point
Quick Sart Guide for assistance if needed).

2. Locate the two small holes on the bottom of the processor module, rRadeténd

Reload.
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3. Useasmall pointed object, such asthetip of aball-point pen, to press the Reset
button.

The access point will restart and run the startup diagnostics, characterized by aLED
sequence where the LEDs change color in the from red to amber to green.

4. When the Power LED is green, and other LEDs are off or flickering (indicating LAN
activity), mount the cover of the access point.

After approximately 15 seconds, the unit starts the bridging operation using the
configuration parameters as they were stored in the access point prior to the restart.

Resetting the access point remotely

To reset an High-Rate Wireless LAN Access Point from aremote location, do the
following:

1. Start the High-Rate Wireless LAN AP Manager program.

2. Select thetarget access point from thelist, or enter the IP address for a specific access
point.

3. Open the access point menu.
4. Click Reboot Access Point.

5. The AP Manager program prompts you to enter the password required to reset the
device. Enter the Read/Write password; then click OK.

The access point restarts and runs the startup diagnostics.

After approximately 15 seconds, the access point starts the bridging operation, using the
configuration parameters as they were stored in the access point prior to the reset.

If you want to display the configuration file or monitor the performance of the access point
after areset, you might have to wait until the unit compl etes the startup diagnostics before

you can access the access point again.
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Appendix C. Forced reload procedure

By performing aforced reload, you can recover from a situation where:
» The High-Rate Wireless LAN Access Point has stopped responding to the system

» You have misplaced the unique identifiers such as IP address, SNMP read/write
password, or other parameters that prevent communication with the access point

» The High-Rate Wireless LAN Access Point has been configured with incorrect High-
Rate Wireless LAN parameters, preventing you to access the access point via the
High-Rate Wireless LAN network interface.

Attention:

When you must perform a forced reload, remember the following:

« Access points equipped with High-Rate Wireless LAN network interfaces that are set
to Forced Reload mode cannot be accessed through the High-Rate Wireless LAN
network interface.

» Do not perform a forced reload procedure for more than one access point at a time.

You might risk unexpected administrative problems due to configuring multiple units
with an identical configuration image and IP address.

When in Forced Reload mode, the access point stops the bridging operation. The access
point is only capable of accepting a new software image to be programmed into the Flash
ROM.

To access a High-Rate Wireless LAN Access Point in Forced Reload mode, you might
need to reconfigure your LAN administrator’s station.

If your access points are equipped with only High-Rate Wireless LAN PC Cards, you
might want to perform the forced reload using a configuration scenario as described in
“Configuration scenarios” on page 1-11.

Performing aforced reload

To perform a forced reload procedure on your High-Rate Wireless LAN Access Point, do
the following:

Step 1. Preparing for the forced reload procedure

A forced reload procedure can only be performed when you have physical access to the
High-Rate Wireless LAN Access Point. Determine the answers to the following
questions:

» Do you need special equipment to access the access point?
» Do you have a backup copy of the access point’s current configuration file (.CNF)?
If Yes, you can use the backup copy to restore the original configuration.

If No, you must reset all of the user-defined parameters for the access point that apply
in your network.

© Copyright IBM Corp. 2000 C-1



Backup copies might have been created upon initial installation, using the Download
Config File option of the High-Rate Wireless LAN AP Manager program.

If you have access to the High-Rate Wireless LAN Web site, you can download the latest
software (.BIN files) available for your access point.

Specify atemporary IP address for the access point. To enter thistemporary |P address, do
the following:

1. Open the AP Manager program.
2. Inthe Tools menu, click Options.
3. Enter thetemporary |P address in the Temporary |P address field.

The temporary |P address is assigned to the access point in Forced Reload mode.
Thisis enables configuring and uploading the software file, before the access point
has a definite | P address.

Two configurations of your LAN administrator’s station are possible to enable you to
logically access the High-Rate Wireless LAN Access Point:

* Your LAN administrator’s station is a High-Rate Wireless LAN station.

« Your LAN administrator’s station is a wired (Ethernet) station.
Your LAN administrator’s station is a High-Rate Wireless LAN station
When using | P addressing, write down the | P address that the access point should use.

You can only use a wireless LAN administrator’s station to access a High-Rate Wireless
LAN Access Point in Forced Reload mode if the station has indirect access to the access
point.

Be sure that your LAN administrator’s station matches the settings of the access point that
you use to establish the connection to in Forced Reload mode.

Be sure the LAN administrator’s station is within range of the access point.

When using IP addressing, write down the new IP address that you want to assign to the
access point in Forced Reload mode.

Your LAN administrator’s station is a wired (Ethernet) station

Your LAN administrator’s station is connected to the High-Rate Wireless LAN Access
Point through the Ethernet interface of the access point.

Be sure the LAN administrator’s station and the access point are connected to the same
LAN segment (subnet).

To communicate with an access point in Forced Reload mode, there cannot be any routers
between the target access point and the LAN administrator’s station.

Step 2: Setting the access point to Forced Reload mode
To set the access point to Forced Reload mode, do the following:

1. Remove the cover of the High-Rate Wireless LAN Access Point.

2. Locate the two small holes on the long-edge side of the processor module, marked
Reset andReload.
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7.

Use asmall pointed object, such as the tip of aball-point pen, to press the Reset
button.

Release the Reset button and wait five seconds. The access point will perform start-
up diagnostics, characterized by LED activity, where the color of the LEDs change
from amber to red to green.

After approximately five seconds, use the small pointed object again to pressthe
Reload button for approximately 30 seconds. The color of the LEDswill change
from amber to red to green again.

When all LEDs turn amber, release the Reload button.

The Power LED turns to amber. Other LEDs will be off, or might flicker green to
indicate LAN activity on the associated interface.

Start the High-Rate Wireless LAN AP Manager program; then continue with step 3.

Configuring and uploading files

Use the following illustration to see the complete configuration and upload procedure of
the forced reload procedure.

Select Access Point
with Forced Reload status

Select menu:
Access Point - —
Upload Software

Error Message:
Button: Edit ——» First Upload Software
File

Button: Monitor ——#

Prompt:
Select binary file
(*.bin)

Import
configuration file
(*.cnf)?

Prompt:
YES—I» Select
Configuration file

NO
v Y
Prompt: Prompt:
View and verify - Verify
the configuration configuration
settings settings

Y
Click Upload to
save the
configuration to
the access point
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To configure the access point in forced reload status and to upload the configuration, do
the following:

1. From the AP Manager, select the access point that isin Forced Reload mode.

An access point in Forced Reload mode is displayed in the main AP Manager
window at the top of the list, and can be recognized by the following:

» The access point is marked with the forced reload icon
* The access point is marked with the forced reload status
* The access point has the IP address 153.69.254.254.

2. Selectpload Software from the Access Point menu to start the configuration and
upload procedure.

If you click Edit or Monitor before uploading the software, you will be prompted to
upload the software first.

3. Inthe Open window, move to the directory where you have installed the AP Manager
program. If you downloaded the latest High-Rate Wireless LAN Access Point
software from the High-Rate Wireless LAN Web site, select the directory where you
saved the downloaded file.

4. From the list of displayed files, sel&®tPNTXXX.BIN (whereXXX identifies the
version of the access point software).

5. Click Open to open the software file.

You can now upload a backup configuration file to the access point.

Note: When importing a configuration file, be sure to import the correct backup file.
Configuring a High-Rate Wireless LAN Access Point with a configuration file
that is identical to the configuration of another access point might lead to
unpredictable behavior of your High-Rate Wireless LAN network.

If you have a backup configuration file and if you want to use this file to configure
the access point, clickes; then elect the backup configuration file (.CNF) and click
Open to open the backup configuration settings. Clidk to check the

configuration settings.

If you do not have a backup configuration file, or if you do have a file but do not want
to use this file to configure the access point, diick You must manually modify or
verify the configuration settings of the access point (assign a unique IP address, set
up the High-Rate Wireless LAN parameters and, (if applicable) the other access point
identifiers such as the IP Address and SNMP passwords).

The Edit Configuration window opens. The Edit Configuration window does not
contain arOK button, but contains ddpload button to upload the configuration
settings to the access point, indicating that you are editing a local configuration file
but you are not yet connected to the access point.

6. View (or modify) the configuration settings in all tabs.

See “Basic network configuration” on page 1-12 for information on how to change
the configuration settings.

7. Click Upload to upload the new configuration settings to the access point in force
reload mode.
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Themessage Please wait while trying to connect to the Access Pointis
displayed. While trying to connect to the access point, the IP addressin the
configuration settingsis pinged.

You are prompted to enter anew |P address only if the |P address specified in the
configuration already exists. If the IP address does not yet exist, the uploading
continues.

Because the password of the access point in forced reload mode is always “public”,
you do not have to enter this password before uploading information to the access
point.

8. When you are prompted to confirm the Reload of the Remote Systen¥edick

The local software file imports the configuration settings and saves these to the
software (binary) file. The old software file is overwritten by the new software file.
This does not influence the functionality of the software file. For more information,
see “Uploading software” on page D-1.

When you want to preserve the original software file, make a backup copy of this file.

9. You are again prompted to confirm the Reload of the Remote System. Thoroughly
check the list of parameters displayed to make sure all settings are correct.

If the window that opens does not display the correct IP address or SNMP passwords.
click No to cancel.

If the IP address and SNMP passwords in the window are correctYefic&
continue.

10. The High-Rate Wireless LAN AP Manager program uploads the new (restored)
configuration to your access point and loads it into the Flash ROM. The access point
resets and start the bridging operation in approximately 60 seconds.

Step 4: Creating a backup file

Save the configuration parameters of the High-Rate Wireless LAN Access Point to a
backup file (.CNF). To create a backup file, use the Download Config File option from the
access point menu.

Create a backup file in case there are network errors that might force you to perform a
forced reload in the future.

Save the backup file under a name that allows for easy identification in the future.
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Appendix D. Upgrading access point software

The High-Rate Wireless LAN Access Point runs on embedded software, also referred to as
“firmware” or “Bridge Kernel”. This software is already factory installed, so in normal
situations you do not need to worry about the software of the access point.

However, you might choose to load new access point software into the Flash ROM of your
access points if:

« You want to upgrade your access point to support new functions

* You need to perform a forced reload procedure

The High-Rate Wireless LAN Access Point software is a binary file of the format
WPNTXXX.BIN, whereXXX is the version of the access point software.

You can find a copy of this file in the program directory where you installed the High-Rate
Wireless LAN AP Manager program. For the latest version of the access point software
versions, consult the IBM High-Rate Wireless LAN Web site at

http://www.ibm.com/pc/

The access point software file consists of the following information areas that are stored in
the Flash ROM of the High-Rate Wireless LAN Access Point Bridge:

» The actual software program area. The data in this area cannot be configured by the
user.

» The Configuration Parameters area, which contains user-defined settings of the
access point. The data in this area can be modified at any moment when you use the
High-Rate Wireless LAN AP Manager program to open and save a remote
configuration file.

The High-Rate Wireless LAN AP Manager program merges the configuration parameters
retrieved from the access point with the software information from the access point
software file. These will be saved to disk first, prior to uploading the information into the
access point.

Uploading software

When uploading access point software, no changes are made to the configuration of the
access point. However, create a backup file using the Download Config File from the
Access Point menu in case no backup file exists of the current configuration setting. To
upload software, do the following:

1. Select the target access point from the list or enter an IP address for a specific acces
point.

2. From the Access Point menu, seldptoad Software.

The High-Rate Wireless LAN AP Manager program prompts you to open an access
point software file (.BIN).

3. Move to the directory where you have installed the High-Rate Wireless LAN
AP Manager program file, or the directory where you saved the access point software
file you downloaded from the High-Rate Wireless LAN Web site.
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4. Fromthelist of displayed files, select the file WPNTXXX.BIN, where XXX is the
version of the access point software.

5. Click Open to open the access point softwarefile.
6. Enter the password for the access point if you are prompted to; then click OK.
7. When prompted to confirm the access point software upload, click Yes.

The High-Rate Wireless LAN Access Point will now reset and start the bridging
operation using the parameters as set in the software file.

Confirming uploaded access point software

When you try to upload an High-Rate Wireless LAN Access Point softwarefile to your
access point, awindow opens prompting you to confirm:

1. Theupload of software to the access point

2. The overwriting of the access point software file that you selected for upload to the
access point.

You do not need to be concerned that the access point software file will be
overwritten, because it will not affect operation or the features of the access point.
Yes, upload access point software
When you select Yes, upload access point software, the High-Rate Wireless LAN
AP Manager program will:

1. Savethe access point software file back to disk, using the same filename. The
software file you opened is overwritten.

2. Usethe saved file to upload the target access point

When the access point software file is saved to disk, the “Configuration Parameter Area”
of the software file is updated with the settings that were retrieved from the High-Rate
Wireless LAN Access Point or imported from the backup file. The “Software Area” of the
access point software file remains unchanged. See the last section for more information.

Since the “Software Area” remains unchanged, overwriting the software file does not
affect the operation or the features of this software file.

No, do not upload access point software

When you seledtlo, do not upload access point software, the High-Rate Wireless LAN
AP Manager program aborts the upload operation.

If you would still like to upload the access point software, but do not want to overwrite the
original software file, make a backup copy of the original software file and save it to a
separate disk drive.
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