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Configuring an LDAP client and LDAP server

This document provides information about how to configure the Lightweight
Directory Authentication Protocol (LDAP) client and an LDAP server to support
remote authentication for the IBM® Remote Supervisor Adapter, IBM Remote
Supervisor Adapter I, and the IBM @server BladeCenter™ Management Module.

Information about configuring the following two LDAP servers is provided:
* Novell eDirectory version 8.7.1
+ Microsoft® Windows® Server 2003 Active Directory

Note: Throughout this document, the term Remote Supervisor Adapter Il is used
interchangeably with Remote Supervisor Adapter and BladeCenter management
module, unless otherwise noted.

User schema example

A simple user schema example is described in this section. This schema example is
used throughout the document to illustrate the configuration on both the LDAP client
and the LDAP server.

The user schema example is rooted at a domain component called ibm.com. That
is, every object in this tree has a root distinguished name equal to dc=ibm,dc=com.
Now assume that this tree represents a company that wants to classify users and
user groups based on their country and organization. The hierarchy is root »
country » organization » people.
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The following illustration shows a simplified view of the schema used in this
document. Note the use of a user account (userid=admin) directly below the root.

This is the administrator.

Canada H admin }
|
[

Systems

|
Systems } [Technology]

[
(rwmory] [(sowms ||

[ Software }

Vo

lavergne

gibson

green

blasiak

The following illustration shows the addition of user groups. Six user groups are
defined and added to the first level, and another user group is added to the
Software organization in the country Canada.

—4 RSA_Read_Only
RSA_US_Supervisor —4 RSA_Basic

—4 RSA_Advanced
Canada

[ Systems M Software }[Technology} [ Software M Systems }[Technology}

RSA_US_Advanced

lavergne lamothe

watters

green RSA_CA_Software

blasiak
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The users and associated user groups in[Table 1| are used to complete the schema.

Table 1. User to Group mapping

User distinguished name Group membership

cn=lavergne, o=Systems, c=us,
dc=ibm.com

cn=RSA_Supervisor, dc=ibm.com
cn=RSA_US_Supervisor, dc=ibm.com

cn=blasiak, o=Systems, c=us,
dc=ibm.com

cn=RSA_US_Advanced, dc=ibm.com

cn=gibson, o=Systems, c=us,
dc=ibm.com

cn=RSA_Basic, dc=ibm.com

cn=green, o=Systems, c=us,
dc=ibm.com

cn=RSA_Read_Only, dc=ibm.com

cn=watters, o=Systems, c=ca,

dc=ibm.com dc=ibm.com

cn=RSA_CA_Software, o=

Software, c=ca,

cn=lamothe, o=Systems, c=ca,
dc=ibm.com

dc=ibm.com

cn=RSA_CA_Software, o=

Software, c=ca,

Novell eDirectory schema view

Using the Novell ConsoleOne tool, the schema described in

|example” on page 1| was pulled into a Novell eDirectory. The following illustration
shows the top level view of the schema, as seen through the ConsoleOne tool.

[8novell Consoleone i _13i x|
File Edit View Tools Help
i e @ Lt
ra|rPe(e|d] 2lelaa] gy
Tt Canzole View
= [N M ca & admin = DNS AG lavergne-lapto
= ca P us & junk % IP AG 192 168 70.155-
E‘ RaptofhDS 28 RsA_Advanced & RaptorNDE i 88L CerlificateDNS - R
G =
e 8 RSA_Basic €@ Raptor-NDS-PS i 851 CertificatelP - Rapt
88 R3A_Read_Only [HE LDAP Server- Raptor-N.. €2 SNMP Group - Raptor-
88 R3A_Supenisor LDAF Group - Raptor-N.
88 R3A_US_Advanced €@ Hittp Server - Raptor-N
S8 Rea_Us_Supenisor B9 84S Senice - Raptor-N
21 tems 4]

JUser: admin i com

[Tree: RAPTOR

The following illustration captures the users under o=Systems,

il
File Edit View Tools Help
ez |E e ] 2sle ey
Tt Canzole View
& (& ibm.com & blasiak
By ca & gibson
[ Raptor-nDS & zroen
2 Meus & tavergne
-4 Boftwars
o st
2, Technology
aiems 4

JUser: admin i com

[Tree: RAPTOR

Group membership

c=us, dc=ibm.com.

Novell eDirectory uses an attribute called GroupMembership to identify the groups
to which a user is a member. The User object class specifically uses this attribute.
The LDAP client uses a default value of memberOf in its search request to the
LDAP server when querying the groups to which a user is a member.

You can configure the LDAP client for membership queries using one of the
following methods:

» Configure the value GroupMembership in the Group Search Attribute field on
the LDAP client.
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» Create an attribute mapping between GroupMembership and memberOf on the
Novell eDirectory LDAP server.

Complete the following steps to configure the default attribute on the LDAP client:

1. In the Remote Supervisor Adapter Il Web interface, in the left navigation pane,
click Network Protocols.

2. Scroll to the LDAP Search Attributes page. A page similar to the one in the
following illustration is displayed.

Remote Supervisor Adapter Il

View Configuration Summary

LDAP Search Attributes @

UID Search Attribute [

Group Search Attribute |

Login Permission Attribute |

Clear All Fields Cancel Save

Metwork Pratocols)

3. In the Group Search Attribute field, type the default attribute that you want.

If the Group Search Attribute field is blank, it will default to memberOf and you will
have to configure the Novell eDirectory server to map the attribute
GroupMembership to memberOf. Complete the following steps to configure the
Novell eDirectory server to map the attribute GroupMembership to memberOf.

1. Using ConsoleOne tool, right-click the LDAP Group icon and click Properties.
The Properties of LDAP Group window opens.

2. Click the Attribute Mappings tab.

3. Click Add and then create a mapping between Group Membership and
memberOf.

4. Click OK. A page similar to the one in the following illustration opens.
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Properties of LDAP Group - Raptor-NDS |

Carst | Sarr it | At agpnge | cass i | 105 it | ot | s toris snse (3]
| LDAF Group Attribute Meppings |

MNOS Attributes I LOAP Aftritades { |
(CDAF S=rver Bind Uik HepServerBndLi A
LDAP Server Idle Timeout JdapServerideTmeout I
LDAP Enable TCP IcapEnsble TP i
LDAP Enable S5L |dapEnableSSL Nodfs
LDAP TCP Port apTCPPor —l
LDAP SSL Port jdapSSLPort s
LDAP Referral -
LDAP Server List
LDAP Attriute Map v11
LDAP Class Map v11
LDAP Aﬂowdsu Tent Pa:s-swwd
LDAP Anonymous ldentty

[ldapSearclﬂe!errauwge

Search for LDAP sttributes in the mapping Bst
| _seen |

Page Oplions... 1 Cancel

Adding users to user groups

You can add users to the appropriate user groups either by adding the groups to

the profile of a user, or adding users to the profile of a group. The end result is
identical.

For example, in the user schema example on page 1, user lavergne is a member of
both RSA_US_Supervisor and RSA_Supervisor. Using a browser tool such as

Novell Console One, you can verify the schema (double-click user lavergne and
select the Memberships tab.

A page similar to the one in the following illustration opens.

Properties of lavergne K x|

eneral v | Restrictions ~ |{Memberships v i| Other | Security Equal To Me | Login Scri ights » | Figl 3
Genersl v | Resirict Riember s Other | Security Equal To Me: | Login S NS Right Right
 Sroup Mernbership |

Memberships

& RsA_US_Supervisoromi.com

Aucie] Delete
Page Opfirs. ok | cance |y | nem |
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Similarly, if the properties of the RSA_Supervisor group are displayed, and you
select the Members tab, a page similar to the one in the following illustration
opens.

Properties of RSA_Supervisor

Add Delete:

Page Options.

ok | cancel | ey | hew |

Authority levels

To use the authority levels feature, use ConsoleOne to create a new attribute
labeled UserAuthorityLevel on the Novell eDirectory. This new attribute will be used
to support authority levels. For more information about authority levels, see

FAuthority level (or login permissions) concepts” on page 26.|

Complete the following steps to create a new attribute on the Novell eDirectory:

1.
2.
3.

In the Novell ConsolOne tool, click Tools » Schema Manager.
Click the Attributes tab, and click Create.

Label the attribute UserAuthorityLevel. Leave ASN1 ID blank or see your LDAP
administrator to determine the value to use. Click Next.

Set the syntax to Case Ignore String. Click Next.

Set the flags as applicable. See your LDAP administrator to make sure these
are set correctly. Click the Public Read check box; then, click Next.

Click Finish. A page similar to the one in the following illustration opens.

[ 5chema Manager [RAPTOR] x|

Chrsses | Afirutes |

Atrautes (570)

[Trustess OF New ChiecE 2
[Type Crestor Map
I
ioelD Create...
known
Inknowm Auxiliary Class Delete,

=
I~

Close Help

Return to the Schema Manager window and click the Classes tab.

Click the Person class and click Add. Note that you can use the User object
class instead.

Scroll down to the UserAuthorityLevel attribute, select it, and add it to the
attributes for this class. Click OK.
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10.
11.

12.

13.

Setting authority
Th

Click the Group class and click Add.

Scroll down to the UserAuthorityLevel attribute, select it, and add it to the
attributes for this class. Click OK.

To verify that the attribute was successfully added to the class, in the Schema
Manager window, select the Attributes class.

Scroll to the UserAuthorityLevel attribute; then, click Info. A page similar to the
one in the following illustration opens.

e
[iser avdherityLevel % crou

Syntax:

|Caze lnore String

ASN D

e

Attribute flags:

levels
is section explains how to interpret and use the UserAuthorityLevel attribute. The

value assigned to the UserAuthorityLevel attribute determines the permissions (or
authority levels) assigned to a user after a successful authentication. The algorithm
used to assign this authority level is described in [‘Configuring the search algorithm’]

Th
nu
po

e UserAuthorityLevel attribute is read as a bit-string or Os and 1s. The bits are
mbered from left to right. The first bit is bit position 0. The second bit is bit
sition 1, and so on.

Bit position 0 - Deny Always. If set, a user will always fail authentication. Use
this function to block a particular user or users associated with a particular group.

Bit position 1 - Supervisor Access. If set, a user is given administrator
privileges. The user has read and write access to every function. If you set this
bit, you do not have to be individually set the other bits.

Bit position 2 - Read Only Access. If set, a user has read-only access and
cannot perform any maintenance procedures (for example, restart, remote
actions, and firmware updates), and nothing can be modified (using the save,
clear, or restore functions). Note that read-only and all other bits are mutually
exclusive, with read-only having the lowest precedence. That is, if any other bit is
set, this bit will be ignored.

Bit position 3 - Networking & Security. If set, a user can modify the
configuration in the Security, Network Protocols, Network Interface, Port
Assignments, and Serial Port pages in the Web interface.

Bit position 4 - User Account Management. If set, a user can add, modify, and
delete users and change the Global Login Settings in the Login Profiles page in
the Web interface.

Bit position 5 - Remote Console Access. If set, a user can access the remote
server console.

For the BladeCenter management module only: Bit position 5 - Blade Server
Remote Console Access. If set, a user can access a remote blade server video
console with keyboard and mouse control.
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Bit position 6 - Remote Console and Virtual Media Access. If set, a user can
access the remote server console and the virtual media functions for the remote
server.

For the BladeCenter management module only: Bit position 6 - Blade Server
Remote Console and Virtual Media Access. If set, a user can access a remote
blade server video console with keyboard and mouse control and can also
access the virtual media features for that remote blade server.

Bit position 7 - Remote Server Power/Restart Access. If set, a user can access
the power on and restart functions for the remote server. These functions are
available in the Power/Restart page in the Web interface.

For the BladeCenter management module only: Bit position 7 - Blade Server
and I/0 Module Power/Restart Access. If set, a user can access the power on
and restart functions for the blade servers and I/0O modules. These functions are
available on the Blade Tasks Power/Restart page and the I/O Module Tasks
Power/Restart page in the Web interface.

Bit position 8 - Basic Adapter Configuration. If set, a user can modify basic
configuration parameters in the System Settings and Alerts pages in the Web
interface.

Bit position 9 - Ability to Clear Event Logs. If set, a user can clear the event
logs. Everyone can look at the event logs, but this particular permission is
required to clear the logs.

Bit position 10 - Advanced Adapter Configuration. If set, a user has no
restrictions when configuring the adapter. In addition, the user is said to have
administrative access to the Remote Supervisor Adapter Il, meaning that the user
can also perform the following advanced functions: firmware updates, PXE
network boot, restore adapter factory defaults, modify and restore adapter
configuration from a configuration file, and restart and reset the adapter.

Bit position 11 - Reserved. Reserved for future use.

The following list contains examples and their descriptions:

010000000000 Supervisor Access (bit position 1 is set)
001000000000 Read-Only Access (bit position 2 is set)
100000000000 No Access (bit position 0 is set)

000011111100 All authorities except Advanced Adapter Configuration
000011011110 All authorities except access to virtual media

Complete the following steps to add the UserAuthorityLevel attribute to user
lavergne, and to each of the user groups:

1.

2.
3.
4

Right-click user lavergne and click Properties.
Click the Other tab. Click Add.
Scroll down to the UserAuthorityAttribute and click OK.

Fill in the value that you want for the attribute. For example, if you want to
assign Supervisor access, set the attribute to 010000000000. Click OK.

Repeat steps 1 through 4 for each user group and set the UserAuthorityLevel
as appropriate.

The following illustration shows the properties of user lavergne.
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Properties of lavergne

Leftover attributes that are not handled by custom pages:

anarsl ~ | Restrictions v | Wemberships v | Other | Seourty Equal TaMe | Login Seript | NOS Ristts + | Rististd (] ]
Edit

iattributes:
& Object Class

@ User
@ Organizational Persan
@ Person

¢ ndsLoginProperties

< Top
B S:Login Configuration|
3. SAS:Login Configuration Key
@ UserAuthoritylLevel
< p1o000000000
9. uniquelD
=% tavergne

I~ Show read only

x|

Add

ity
Delete

Page Opfions.

ok | [ canca | el

| hee |

The following illustration shows the properties of RSA_US_Supervisor.

Properties of RSA_US_Supervisor

igeral ~ | Members | Securty Esal TaMe | NDSRigrts ~ | Other | Rigtsto Files and Folders |
Edt

Leftover attribltes that are ot handled by custon pages:

@ Object Class

@ Group

¢ Top

@ UserAuthoritylLevel
'~ p1ooo0000000

I~ Show read only

i

iy

£l

Delete

Page Cplions

o | cancal | menly

[ ven |

The following table shows the UserAuthorityLevel assigned to each of the user
groups in the user schema example on page 1.

Table 2. UserAuthorityLevel assignments to user groups

User group

UserAuthorityLevel

Translation

RSA_Basic

000100000000

Networking and security

RSA_CA_Software

000101111010

Networking and security

Remote console and virtual media access
Remote server power and restart access
Basic adapter configuration

Advanced adapter configuration

RSA_Advanced

000110111100

Networking and security

Remote console and virtual media access
Remote server power and restart access
Basic adapter configuration

Advanced adapter configuration

Ability to clear event logs

RSA_Supervisor

010000000000

Supervisor access

RSA_Read_Only

001000000000

Read-only access

Configuring an LDAP client and LDAP server
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Table 2. UserAuthorityLevel assignments to user groups (continued)

User group UserAuthorityLevel Translation

RSA_US_Advanced 000110111100 Networking and security

User account management

Remote console and virtual media access
Remote server power and restart access
Basic adapter configuration

Ability to clear event logs

RSA_US_Supervisor | 010000000000 Supervisor access

Browsing the LDAP server

Before you attempt to connect from the LDAP client on the Remote Supervisor
Adapter Il to your LDAP server, connect to your LDAP server using a third-party
LDAP browser of your choice. For example, there is a directory browsing tool
available from http://www.ldapbrowser.com.

Using the LDAP browser before attempting to use the Remote Supervisor Adapter I
LDAP client has the following advantages:

* The ability to bind to a server using various credentials. This will show whether
the user accounts on the LDAP server are set up correctly. If you can bind to the
server using the browser, but cannot bind to the server using the Remote
Supervisor Adapter Il LDAP client, the LDAP client is configured incorrectly. If you
cannot bind using the browser, you will not be able to bind with the LDAP client
on the Remote Supervisor Adapter II.

» After you successfully bind to the server, you can navigate through the LDAP
server database and quickly issue search queries. This will confirm whether the
LDAP server is configured the way you want it, with respect to access to the
various objects. For example, you might find that you cannot view a particular
attribute or you might not see all of the objects you were expecting to see under
a specific search request. This indicates that the permissions assigned to the
objects (for example, what is publicly visible or what is hidden) are not configured
correctly. Contact the LDAP server administrator to correct the problem. It is
important to note that the credentials you use to bind determine what privileges
you will have on the server.

» Verify the group membership for all users. Verify the UserAuthorityLevel attribute
assigned to users and user groups.

The following illustrations show various queries and search results made to a Novell
eDirectory server configured with the user schema example from page 1. In this
case, the Softerra LDAP browser tool was used. The initial bind to the server was
made with the properties and credentials that are shown in the illustration.
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After the initial bind succeeds, the following view of the schema on the Novell
eDirectory is displayed.

_iol x|
46 =R x
wii | W {objectClass=user) -
EEREE =] [Mame [ welue: [1ype [ size -
-] en=Raptor-NDS [ sASLoginConfigurationkey D0 00 00 00 CE 00 00 00 30 81 CB 30 81 93 02 02 binar.., 236
{0 cr=admin sASLoginConfiguration 26 00 00 00 04 00 00 00 00 00 00 00 50 00 61 00 binar... €6
;g [”ERSEL”;'NDS'Pi e F=)Userauthoritylevel 010000000000 text .. 12
SrerRapton Euid laver
ane text.. @
g g mp;::? ;:;:z:sg; F=lLanguage ENGLISH text.. 7
{7 en=SAS Service - Raptor-hDS ES” Marc Lavergne .. 13
o2 en=IP AG 192.168.70.155 - Re securityEquals en=R5A_UUS_Superviser,de=ibm,com text.. 3L
7 (2] cn=55L CertifcatelP - Raptor =] passwordallowChange TRUE bewt .. 4
=] NS AG lavergnelaptop.Iir | | =l oblectclass inetOrgPerson text .. 13
e 5L CertificateDNS - Rapto | | & oblectClass erganizationalPersan text .. 20
NMP Group - Raptor-HDS =l objectclass person text.. 6
Elobjectclass ndsLoginProperties text .. 18
(=l objectClass top text.. 3
El\ng\rmme 200311061758062 tavti: IS
ElmemberoF en=R5A_Supervisor, de=ibm, com et ... 28
(= memberOf en=R54_US_Supervisor,de=ibm.com text.. 3L
a Elen lavergne text.. B8
{3 en=ghson ElacL 2#subtreedtcn=lavergne,o=Systems,c=us,de=bm.com#[...  text.. 71
- 8 n=green ElacL G#entry#cn=laverane, o=Systems,c=us, demibm com#lagi...  text.. 57
2 a ElacL 2#entry#[Public]#messageserver text .. 30 |
§ & EElacL ientry#[Root]#memberOf text .. 23
5 01 s _supsrvisor ElacL Gitantry Borlavergne) c=Systems,c=us dombmicomiiaing: texti 62
= enaneA Resd Only EElacL 2#entry#[Root]#networkAddress text ... 29
d <A US_Advanced [Emodifiershame Ch=admin,de=ibm.com oper... 18
a1 5A_UIS_Supervisor || B creatorshiame Chi=admin,de=ibm. com oper... 19
0 (] en=junk. Feum PBI[%@ oper... 16
-E, OpeniDar - | BB usedey #0# oper.. 3
|4 > [ revision 37 oper.. 2 =
[ B cnblasiak, n=5ystems,c=us,dc=bm.com _ [schema lnaded & 4

The following illustration shows a query of all users, with a request to retrieve the
userAuthorityLevel and memberOf attributes.

B cearch [localhost:389] i 2=l

[ Sear ing:
Search DM j
Fiter: | (objectclass=user) =
Attributes; | useréwtherityLevel, memberOf E|

SearchScope: © Onelevel (% Subetres level

D [ usen | [ memberof

cn=admin,dc=ibm, com
erane, o=Systems,c=us, de=ibm.com 010000000000 n=RSA_Supervisor, de=ibm, com, cn=RSA_US_Supervi...
£n=RSA_UUS_Advanced, de=ibm. com

cn=RSA_Basic, de=ibm, com

mothe o=Software,c=ca, n=RSA_CA_Software,0=Software, c=ca,dc=ibm.cam
thers, n=Software, c=ca, £n=RSA_CA_Software, n=Software, t=ta, de=ibm. com

a ystems, c=us,dc=ibm.com rv=R54_Read_Only,de=ibm.com

cr=junk, de=ibm. com

50, 0="Systems, c=us,

< 12
Seach | seveResuk. | ciep | aese |

A

The following illustration shows a query of all user groups, with a request to retrieve
the userAuthorityLevel attribute.

search [localhos

89] B i |

[~ Search Setting:
Search DN:

Fiters | (objectrlass=group) o
Attributes: | useréuthericrlevel 5

SearchScope: © Onelevel (% Subetres level

DM USEH |

n=R3A_Basic,dc=ibm, com 000100000000
A_CA_Software,o=5oftware, c=ca,dc=ibm.com 000101111010
A _Advanced, dr: 0o0110111io0
A_Supervisor,dc 010000000000
A_Read_Only,de=ibm.com 001000000000
A_UIS_advanced, de=ibr.com

n=R3A_LIS_Supervisar,dc=ibm.com 010000000000

Search I Save Result... Stop Close
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Microsoft Windows Server 2003 Active Directory schema view

This section describes some of the configuration aspects relating to capturing the
user schema example from page 1 on Microsoft Windows Server 2003 Active
Directory.

The following illustration shows the top level view of the schema, as seen through
the Active Directory Users and Computers management tool.

£ Active Directory Users and Computers i o [ 3]
5 He action Vew Window Hep | _|® gl—‘
= |Om e FOR| 2 BRavEe |
[ Active Directory Users and Compu | | lbm.com 19 objects
Hame [ Type [ Description ]
(Cleuitin biltinDomain
ca Orgarizational Unit
@) software (CAcomputers Container Default cortainer for upar...
A lamothe (&1 Domain Controllers Qrgarizational Unit Default container for dam, ..
ForeignsecurityPrincipals  Container Default container For secu..
5 RSA_CA_Software & | Faul f
€ watters ((ostandFound IostindFound Default container for orph...
(2] Systems (C3NTDS Quotas msDS-QuotaContainer Quota specifications cont...
{2 Technology (CdProgram Data Container Default location For storag.
(2 Computers €TRSA_Advanced Security Group - Global
(] Domain Controllers €5iR5n_Basic Security Group - Global
(2] ForeignSecurityPrincipals €RsA_Junk Security Group - Global
(20 Lostandround €TIRSA_Read_only Security Group - Global
(21 NTDS Quatas RS A _Supervisar Security Group - Global
(] Program Data €RsA_Us_advanced Security Group - Global
RSA_Advanced €TIRsA_LiS_Supervisor Security Group - Global
s Osystem Cantainer Buikin system settings
RSA_Junk =
. (&1 us Organizational Uit
e (Cusers Cantainer Default container for upar...
RSA_Superviscr B s i
Wei s & Infrastructure infrastructurelpdate
RSA_US_Supervisor
- System =
& us
e =
Ll | ;l_‘

Note: The organizational unit object class was used to model the country. As such,
the distinguished name for the Systems organizational unit in the US is
ou=Systems, ou=us, dc=ibm, dc=com. Note that in the Novell eDirectory schema,
the distinguished name would be 0=Systems, c=us, dc=ibm.com.

The following illustration shows the users under ou=Systems, ou=us, dc=ibm,
dc=com.

£ Active Directory Users and Computers i o [ 3]

5 He action Vew Window Hep |_ a2 gl—‘
«= mmse XSRB R e van
-] ca =] | Systems 4 objects
[=RF] thwara TR [ Type [ Description ]
lamathe
blasiak r
€78 RSi_CA_Software £ blaid el
€ vattors & aibson User
8 i € oreen User
E@) Technology € laverane User

(] Computers
{&) Domain Controllers
(21 ForeignSecurityPrincipals
(2] LostandFound
{1 NTDS Quotas
(2 Program Data
FiSA_Advanced
RSA_Basic
RSA_Junk
FiSA_Read_Only
RSA_Supervisor
RSA_US_idvanced
FiSA_LIS_Supervisor
{2 system

1] Software

1 S

Adding users to user groups

In Active Directory, you can either add groups to a specific user, or add users to a
specific group. Right-click the user or user group object; then, click Properties.
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If you select a user group and then click the Members tab, a page similar to the
one in the following illustration opens.

RSA_CA_Software Properties 1 A |
General Members | MembeerI Managed Byl Dbiectl Securityl

Members:

Mame Active Directory Folder

lbrn.com/ca/S oftware

ﬂ watters Ibm. com/calSoftware

Add... | Bemove |

(] I Cancel | Lpply |

To add or delete users from the user group, click Add or Remove.

If you select a user, and then click the MembersOf tab, a page similar to the one in
the following illustration opens.

lavergne Properties 1 A |
Environmentl Sessionsl Remate controll Terminal Services Profilel COM+
General I Address I Account | Profile I Telephones I Organization
Published Certficates ~ MemberOF | Digkin | Object | Securiy

Member of:
Mame Active Directory Folder

R5A_Supervisor
RSA_US_Supery... lbm.com

lbrn.com

Add... | Bemove |

Frimary group: Domain Users

Set Primary Group | There iz no need to change Primary group unless

you have Macintozh clients or POS[<-compliant
applications.

ok I Cancel |

Apply |

To add or delete users from the user group, click Add or Remove.
Authority levels

The section [‘Authority levels” on page 6|describes how to create a new attribute
with the Novell eDirectory server in order to support the concept of authority levels,
and how they are assigned to users who authenticate to an LDAP server from a

Remote Supervisor Adapter Il. The attribute created was called UserAuthorityLevel.
In this section, you will create this attribute on Active Directory.
1. Install the Active Directory Schema Snap-In. For more information, see the
documentation that comes with Active Directory.
14
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Start the Active Directory Schema.

Click Action » Create Attribute. Fill in the following fields:

* Set Common Name to UserAuthorityLevel.
* Set Syntax to Case Insensitive String
* Set Minimum and Maximum to 12

Contact your system administrator to assign a new X.500 OID. If you do not

want to define a new X.500 OID, use an existing attribute instead of creating a

new attribute for the authority level.

[lschmmme =
Fie Acton View Favorites Window  Help
- | |2
i Console Root'Active Directory Schema [ibm-kz3m3us5if7d.bm.com]\Attributes i o [=[E3]
|3 console Root: Name. Syntax Status Description 4
=B Active Directory Schema [ibm-kz3 | @ acc T8 Active Aecount-Explrer
O dlasees @ accounthlameHistary Unicode String Active Account-Name-|
@ @ ac . Large Active ACS-Aggregate
@ acsAloc .. Lage Active Acs-Alocable-R
@ aCSCacheTimeout Integer Active ACS-Cache-Tim
@ aCsDirection Integer Active ACS-Direction
@ aC3DIEMDeadTine Integer Active ACS-DIEM Dea
@ aCSDSEMPriority Integer Active ACS-DSEM-Frior
@ aCsDsBMRefresh Inkeger Active ACS-DSBM-Refr
@ aCSEnableACSService  Boolean Active ACS-Enable-AC
@ aCSEnableRSYPACcount, , Boolean Active ACS-Enable-R!
@ aCSEnableRSYPMessag. Boolean Active ACS-Enable-RS
@ aCsEventLoglevel Integer Active ACS-Event-Log v
4l »lal ,
[ [ [ Z

After the attribute is saved, select the Classes folde

i
File Action Yew Favorites  Window  Help

¢» | Om&FRE| D

"fii Console Root' Active Directory Schema [ibm-kz3m3u5rf7d.Ibm.com]iElasses 1 I =183}
L1 Console Root Name: Type Status Description &
El Ig active: Directory Schema [bm-et | ma e Structural — St
0 classes B2 sielink Structural Active Site-Link
-0 Atributes B2 sitelinkEridoe Structural fctive Site-LinkBridge
B sitesContainer Struckural Active Sites-Cantainer
B2 storage Structural ictive Storage
B3 subnet Struckural Active Subnet
B subnetContainer Struckural Active Subnet-Contain
B2 subSchema Structural ictive SubSchema
Btop Abstract ixctive Top
B trustedDomain Struckural Active Trusted-Domain
B2 typed brary Structural ictive Type-Library
Structural
B2 volume Struckural Active velume -
4] Hla | '

Generall Relationship  Attributes | Default Securityl

.'[: uger

Mandatory:

Dptional: accountE spires ﬂ Add...
aCSPolicyM ame -
adminCont

audio

badPasswordTime

badPwdCount

bugineszzCategory

callicense

codePage LI

Eemove

0k, I Cancel | Apply

Configuring an LDAP client and LDAP server
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6. Double-click the class user. The user Properties window opens.
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7.

10.

11.

Select the Attributes tab and then click Add. The Select Schema Object
window opens.

Select Schema Dbject I cd B |
Select a schema object:
unicodePwd ;I oK I
uniquel dentifier
uniquekd ember C |
unstuctureddddress Gt

unztucturedi ame
upgradeProductCode
uPM S uffines

url
userdccountControl
il horitul el

userCertificate

userClass

userParameters

userPassword

userPKCS12

uzerPrincipald ame

userSharedFolder

userSharedFolderOther

userSMIME Certificate —
userwforkstations LI

Scroll down to UserAuthorityLevel and click OK. This attribute will now appear
in the list of optional attributes for the user object class.

Repeat step through step [8]for the class groups. This enables

the UserAuthorityLevel attribute to be assigned to a user or a user group.
These are the only two object classes that need to use this new attribute.

Assign the UserAuthorityLevel attribute to the appropriate users and user
groups. To match the schema defined under the Novell eDirectory server, use
the same values as in |“Setting authority levels” on page 7.| You can use the
ADSI Edit tool to do this. The Microsoft ADSI Edit support tool is a Microsoft
Management Console (MMC) snap-in used to view all objects in the directory
(including schema and configuration information), modify objects, and set
access control lists on objects.

For this example, assume that you want to add the UserAuthorityLevel attribute
to user lavergne. Use ADSI Edit to do this. Note that you must supply the
appropriate credentials to connect to Active Directory. Otherwise, you might not
have the proper user privileges to modify objects on the server. The following
illustration shows the schema, as seen by ADSI, after connecting to the server.

% ADSI Edit\RootDSE [192.168.70.65]\DC=Ibm,DC=comDU=us\ 0U=5ystems'CN=lavergne
| acion wen || & =+ |Em|X & B2

Tree | CN=lavergne 0 Object(s)

ADSI Edit Name: [ class [o Name:

B B RootDSE [192.168.70.65]
£+ DC=lbm,DC=cam

{3 cu=Buitin

OU=ca
- (3 ch=Computers
{3 oU=Domain Controllers
(] Cu=ForeigrsecurityPrincipals
- ch=LostandFound
(0 cM=NTDS Quatas
{1 Cu=Program Data
- CN=RSA_Advanced
(3 cM=R3A_Basic
{3 cu=RsA_tunk
- CN=R35A_Read_Only
(0 cN=R3A_Supervisor
{1 cu=RsA_US_Advanced
-0 CN=RSA_Us_Supervisor
(0 cM=3ystem
3 o=us

=+ ou=software
=0 oU=aystems
{3 Cru=blasiak
{3 c=gibsen

{3 cu=tsers
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12. Right-click lavergne and click Properties. A window similar to the one in the
following illustration opens.

CN=lavergne Properties i

Attributes | Security I

Path: LDAP://192.168.70.65:389/CM=lavergne 01 =Spstemns, OU=uz,D

21|

Class: user

Select which properties to view: IBoth j

Select a property to view: IUserAuthorityLevel j

— Attribute Value:

Syntax: IEaseIgnoreString

Edit Attribute: ID‘I nooooooood

Walue(s): ID‘I 0000000000

Set | Clear |
(] I Cancel | Lpply |

13.
14.

Access. Click Set.

15. Click OK.

16.

Checking Active Directory configuration

In the Select which properties to view field, select UserAuthorityLevel.
In the Edit Attribute field, type 010000000000, which translates to Supervisor

You can add this attribute to user groups by following the same steps for the
user group object that you want to modify.

Before attempting to connect the Remote Supervisor Adapter Il LDAP client to the
Active Directory (to authenticate users), browse the Active Directory schema with an
LDAP browser. Issue at least the queries listed in the following table to check
authority levels and group membership.

Table 3. Checking authority levels and group membership

Search distinguished
name

Filter

Attributes

DC=ibm, DC=com

(objectclass=user)

memberOf, userAuthorityLevel

DC=ibm, DC=com

(objectclass=group)

member, userAuthorityLevel

Configuring the LDAP client

After the LDAP server is properly configured using either the Novell eDirectory
server or Microsoft Active Directory, you must then configure the Remote Supervisor
Adapter Il LDAP client to access the LDAP server.

Configuring an LDAP client and LDAP server
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Main LDAP configuration page for Novell eDirectory

The main LDAP configuration page for Novell eDirectory is shown in the following
illustration.

BladeCenter Management Module server ////;,

Simple Mail Transfer Protocol (SMTP) "]

SMTP server host name or P address |

Lightweight Directory Access Protocel (LDAP) Client e

LDAP Server (Host Name or [P

Address) Port
1.[192.188.70.155 [
2 |
3 |
Root DN |dc=\bm corm
User Search Base DN |
Group Filter [Rear
Binding Methad Client authentication 7| Set DN and password for Client Authentication
Metwork Protocolg] Set search attribute names for [DAP based authentication
urit;
Save =

The Binding Method field for Novell eDirectory must be set to Client
Authentication, as shown in the previous illustration.

Note: Novell eDirectory does not support the User Principal Name and Strict User
Principal Name options.

Main LDAP configuration page for Active Directory

The main LDAP configuration page for Active Directory is shown in the following
illustration.

BladeCenter Management Module ‘server ////},

Simple Mail Transfer Protocol (SMTP) 2]

SMTP server host name or IP addressl

Lightweight Directory Access Protocol (LDAP) Client [}

LDAP Server {Host Hame or IP

Address) Port
1. [182.186.70.65 [
2 [
3 [
Root DN idc=\hm‘dc=cnm
User Search Base DN |
Group Filter S
Binding Method Client autt i ~| Set DN and password for Client Autt

Set search attribute names for LDAP based

Sawe

Note the difference in the notation for the Distinguished Name (DN). With Active
Directory, the Root DN must be set to dc=ibm,dc=com. Using dc=ibm.com does not
work.

SN}
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Usage notes about the main LDAP configuration page
Read the following general information:

* In the user schema example that is used in this document, only one LDAP server
is configured. You can configure up to three servers. If the Port field for a server
is blank, the LDAP client will bind using the default port 389 for non-secured
connections, and 636 for secured connections. The LDAP client will only attempt
to use a secured connection if the SSL client for LDAP is enabled. The Security
page is used to configure the SSL Client for LDAP. The following illustration
shows that the SSL client is disabled.

server Remote Supervisor Adapter I
3SSL Client Configuration for LDAP Client .

SSL Client | Disabled = Save

SSL Client Certificate Management e
SSL client certificate status: No certificate or certificate signing request (CSR) has been generated

Generate a New Key and a Self-signed Certificate

Generate a hew Key and a Certificate Signing Request (CSR)

38SL Client Trusted Certificate Management e

Trusted CA Centificate 1 _Import
Trusted CA Cerificate 2 _IMport
Trusted CA Certificate 3 _ Import

|

» If more than one LDAP server is configured, it is assumed that the databases are
replicated across the servers. That is, only use multiple LDAP servers for
redundancy purposes. If invalid credentials (for example, a wrong password or
invalid user ID) are supplied during the authentication process, the LDAP client
will fail authentication immediately, without trying the next server in the list.
However, if the first server is not available, an attempt is made to authenticate
with the next server in the list.

* In the user schema example, the root of the tree is at dc=ibm.com. This is the
value that must be configured in the Root DN field for Novell eDirectory. With
Active Directory, the notation is slightly different. The root of the tree is denoted
by dc=ibm,dc=com.

* The User Search Base DN field indicates where all the searches for users and
groups begin. Leave this field blank, which means that it will default to the same
value as the Root DN. The only time it should be configured with a more specific
search distinguished name is when all users and groups in your schema can be
found below that sub-tree, making the search more efficient.

» The Group Filter field determines how group authentication is performed. If this
field is blank, group authentication is disabled. This means that a user does not
have to be a member of a specific group to pass the authentication process.
When it is configured with a value, group authentication is enabled. When group
authentication is enabled, any user who attempts to authenticate via the LDAP
server must be a member of at least one user group whose name matches the
Group Filter field. In the user schema example, the configured value is RSA*.
This means that a user will only pass group authentication if he is a member of
at least one group whose name starts with the prefix RSA.

Using the user schema example on page 1, [Table 4 on page 20| illustrates who
could successfully pass group authentication, if you configure the Group Filter
with the different values listed.
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Note: Use(Table 1 on page 3| as a cross-reference. It shows the user groups of
which each user is a member.

Table 4. Group filter scenarios

Group
Group filter authentication Matches Valid users
* Enabled All groups All users
RSA* Enabled RSA_Basic All users except
RSA_CA_Software admin
RSA_Advanced
RSA_Supervisor
RSA_Read_Only
RSA_US_Advanced
RSA_US_Supervisor
RSA_CA* Enabled RSA_CA_Software lamothe
walters
RSA_US* Enabled RSA_US_Advanced |blasiak
RSA_US_Supervisor |lavergne
RSA_Supervisor Enabled RSA_Supervisor lavergne
RSA Enabled No match None
Disabled All users

* The Binding Method field must be set to Client Authentication for access to a
Novell eDirectory server. For access to a Microsoft Active Directory server, it can
be set to Client Authentication, User Principal Name, or Strict User Principle
Name.

The concept of the User Principle Name (UPN) attribute is proprietary to the
Microsoft Active Directory server.

Do not set the Binding Method to Anonymous Authentication. Although you will
succeed in binding to the LDAP server using this method, it is unlikely that any
search requests (which are part of the authentication process) will succeed. In
most cases, the LDAP server administrator will provide very limited read access
to an anonymous user. Therefore, if the LDAP client does not have read access
to users, authentication will always fail.

When the Binding Method is set to Client Authentication, you must configure
credentials in the LDAP Client Authentication page. These credentials are used
when the LDAP client on the Remote Supervisor Adapter Il first binds to the
LDAP server. The following illustration shows the credentials used in the user
schema example environment (for Novell eDirectory). The notation for Client DN
will change to dc=ibm,dc=com for Active Directory.
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server Remote Supervisor Adapter Il

View Configuration Summary

LDAP Client Authentication @

Client DN [en=admin,de=ibm. com
Password
Canfirm password |

Reset to Defaults Cancel

Note that these credentials are used only on the initial bind to the server. The
subsequent search request for the record of the user (the one attempting to log
in to the Remote Supervisor Adapter Il) will only succeed if the LDAP server
administrator has provided sufficient user privileges to this particular client
distinguished name. If the search is successful, a second bind attempt will be
made to the server, this time with the distinguished name of the user (retrieved
from the search response) and password (from the logon attempt).

When the Binding Method is set to UPN or Strict UPN (which are only used with
Active Directory), there is no need to configure the above LDAP Client
Authentication page (any values configured in this page are ignored).

Using UPN or Strict UPN as the binding method means that the credentials (user
ID and password) provided by the user (when logging into the Remote
Supervisor Adapter Il) will be used directly as is for the credentials on the first
bind to the LDAP server. If the credentials are valid, the bind will succeed and
the user will have passed the user authentication process (group authentication
would then take place, if enabled). The only difference between UPN and Strict
UPN is that a fully qualified user name' must be provided if Strict UPN is used
(for example, lavergne @ibm.com). The user name will be parsed for the @
symbol, and it must contain it for the authentication process to proceed.

Configuring the LDAP search attribute page

To complete the configuration of the LDAP client, you must configure the LDAP
Search Attributes page.

1. With Microsoft Active Directory server, the attribute used in a search request for a specific user is changed to userPrincipalName
when a fully qualified user name is used during the login process (and binding method is UPN or Strict UPN). For example, if a
user name is lavergne@ibm.com and Strict UPN is configured, the first search request sent to the LDAP server after the initial bind
will have the form (&(objectclass=user)(userPrincipalName=Ilavergne @ibm.com)).
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LDAP search attribute page for Novell eDirectory

The following illustration shows the LDAP search attribute page for Novell
eDirectory.

server Remote Supervisor Adapter Il

View Configuration Summary

LDAP Search Attributes @

UID Search Attribute [

Group Search Attribute |

Login Permission Atribute ]UserAu(homyLeveH

Clear All Fields | Cancel

LDAP search attribute page for Active Directory

The following illustration shows the LDAP search attribute page for Active Directory.

[}
server Remote Supervisor Adapter I

View Configuration Summary

LDAP Search Attributes @

UID Search Attribute [saMAccountiName]

Group Search Attribute [

Login Permission Atribute |UserAu(homyLeve\

Clear All Fields | Cancel

Metuwork Protocols]

Usage notes about the LDAP search attribute page
Read the following important information.

UID Search Attribute field

The UID Search Attribute is used by the LDAP client on the Remote Supervisor
Adapter Il to search the user record associated with a particular user ID (the logon
name for the user attempting to gain access to the Remote Supervisor Adapter ).
When this field is blank, the default value uid is used.

For Novell eDirectory: The UID Search Attribute field should be blank. Novell
eDirectory supports the standard UID attribute.

For Active Directory: The UID Search Attribute field should be set to
sAMAccountName. Active Directory does not support the standard UID attribute.
Instead, the sAMAccountName is usually used for the logon name.
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As previously described, after the first successful bind to the LDAP server, the
LDAP client will issue its first search request (to find the distinguished name of the
user, the groups to which a user is a member, and what, if any, authority levels are
associated with this user). The search request contains a search filter, which will
have the following form (assuming that the user ID entered during the login process
was lavergne)®:

(&(objectclass=user) (uid=Tavergne))

If the UID Search Attribute field is not blank, the value configured will replace the
word uid in the previous search filter. If you choose to configure a different UID
Search Attribute, you must first use your LDAP browsing tool and issue search
requests with the appropriate filter. If the search requests are successful, you will
know that the LDAP server was properly configured to recognize this attribute.

In addition to including the search filter, the search request also contains the names
of attributes that the LDAP client needs to retrieve to complete the authentication
process. In particular, it needs to retrieve the distinguished name of the user®, the
names of the user groups to which the user is a member, and the optional authority
level.

Group Search Attribute field

To retrieve the user groups, the attribute memberOf is usually used. Active Directory
supports it, and as shown earlier in the Novell eDirectory section, the attribute
memberOf was mapped to what Novell eDirectory uses for that purpose (attribute
Group Membership).

The Group Search Attribute field should be blank if you want to use the default of
memberOf to search for group membership. If another attribute should be used
instead, you must configured it in the Group Search Attribute field.

Login Permission Attribute field

The Login Permission Attribute field is used for authority levels. There is no
default for this field. To correctly assign user authority levels to a user being
authenticated via an LDAP server, you must indicate what attribute to use.

For Novell eDirectory, you created an attribute called UserAuthorityLevel for this
purpose (see [‘Setting authority levels” on page 7). For the example user schema,
this is the value that must be configured in the Login Permission Attribute field,
as shown in the illustration in [‘LDAP search attribute page for Novell eDirectory” on|

page 22.

If the Login Permission Attribute field is blank, the user will always be assigned
Read-Only permissions (assuming that the user first passes the user authentication
process). You must configure this field to avoid this situation. The LDAP server must
be configured to recognize this attribute. You can either create a new attribute on

2. The exception, as noted on the previous page, is with Microsoft Active Directory, when the user name contains the @ symbol, and
UPN or Strict UPN is used as the binding method. In this case, the search filter is
(&(objectclass=user)(userPrincipalName=<fully_qualified_name>)), regardless of what is configured as the UID Search Attribute.

3. The distinguished name of the user is only required when the Binding Method selected is Client Authentication. This is because
after the first search request, the LDAP client must attempt to rebind to the LDAP server using the actual password provided
during the login process. This bind request will contain the distinguished name of the user and the password. This is the only
scenario in which a second bind attempt is required. With UPN and Strict UPN, the first bind attempt uses the credentials provided
by the user immediately.
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the LDAP server (as you did with the UserAuthorityLevel on both the Novell
eDirectory server and the Active Directory server), or use an attribute which already
exists in your schema.

Understanding authority levels

The authority level assigned to a user depends on several factors. For the example
user schema, assume that the attribute UserAuthorityLevel is used to identify the
authority level. There are two possibilities to consider:

» |If you want to assign an authority level directly to a user, the UserAuthorityLevel
attribute should be part of the record of the user. In this case, the value of this
attribute will be assigned directly to the user, before group authentication (if
required), is even attempted. See |“Adding users to user groups” on page 5.|

» If you do not want to assign an authority level directly to a user, the only
alternative is to assign an authority level based on the groups to which a user is
a member. In this case, you must add the UserAuthorityLevel attribute to the
appropriate user groups. See[‘Adding users to user groups” on page 5.|

If the LDAP client cannot find the UserAuthorityLevel attribute directly in the
record of the user, it will assign an authority level during the group authentication
phase. The algorithm used is described in the following sections.

If group authentication is disabled or if the ASM Group Filter is a wildcard

*):

1. Find the groups to which the user is a member. Name this set of groups Set
A.

2. For each group in Set A, read the UserAuthorityLevel.

3. The authority level assigned to the user is the strongest inclusive OR of all
the UserAuthorityLevel attributes from Set A. Strongest means that the
Read-only bit and Deny Always bit have the lowest priority, and the
supervisor bit has the highest priority.

4. If none of the groups in Set A have a UserAuthorityLevel attribute associated
with them, or if Set A is empty, the user is assigned a default authority level
of Read-Only.

Otherwise, if group authentication is enabled and the ASM Group Filter is

not a wildcard:

1. Find the groups to which the user is a member. Name this set of groups Set
A.

2. If Set A is empty, fail the authentication (because the user has failed the
group authentication).

3. Otherwise, from Set A, find the subset of groups that match the ASM Group
Filter that you defined (see ['lUsage notes about the main LDAP configuration|
|page” on page 19b for the Remote Supervisor Adapter Il. Name this subset
Set B.

4. If Set B is empty, fail the authentication (because the user has failed the
group authentication).

5. Otherwise, read the UserAuthorityLevel for each group in Set B.

6. The authority level assigned to the user is the strongest inclusive OR of all
the UserAuthorityLevel attributes from Set B.

7. If none of the groups in Set B have a UserAuthorityLevel attribute associated
with them, the user is assigned a default authority level of Read-Only.
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Appendix A. Using the LDAP search algorithm

This appendix describes the LDAP search algorithm and how the configuration
parameters for LDAP are used in the search.

Using multiple LDAP servers

You can configure up to three LDAP servers. The IP address is usually used to
identify a particular LDAP server. The port number that is used to connect to the
LDAP server can be optionally configured. If the field is blank, the default value is
389 for non-secured LDAP connections, and 636 for secured LDAP connections. In
this context, secured means that the SSL client is enabled. When the SSL client is
disabled, communication with the LDAP server is not encrypted.

For more information about setting up a client to use an LDAP server, see the IBM
Remote Supervisor Adapter Il User’s Guide or the IBM @server BladeCenter
Management Module User’s Guide.

The LDAP client always attempts to connect with the first LDAP server that is
configured. The next server configured in the list is used only if the previous server
is unavailable.

Note: If a user attempts to authenticate by using invalid user credentials (for
example, an invalid password or non-existent account) on the first server, no
attempt will be made to authenticate on the next server in the list. Multiple LDAP
servers are used to support redundancy only. Therefore, if a user account exists on
one LDAP server, it must also exist on every other configured LDAP server.

Defining the user authentication method

You can authenticate users locally or using LDAP. You can configure the
authentication method using the Global Login Settings page in the Web interface.
You can choose one of the following authentication methods:

* Local only
* LDAP only
e Local first, then LDAP
* LDAP first, then Local

Note: Use “LDAP only” authentication cautiously. If the LDAP servers are
unavailable, or if the user credentials are invalid, access to the Remote Supervisor
Adapter Il will fail.

For more information about user authentication methods, see the IBM Remote
Supervisor Adapter Il User’s Guide or the IBM @server BladeCenter Management
Module User’s Guide.

Group authentication concepts

There are two parts to user authentication:
» Validating the user ID and password (mandatory)
» Validating group membership (optional)
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To validate a user ID and password, there must be an exact match. After validation
is completed, group membership is verified, if required.

The Group Filter parameter defines whether or not group membership verification is
required. If it is blank, group membership is not verified. When configured, group
membership must be verified. This step must succeed for the user to complete user
authentication. The Group Filter parameter identifies the group (or set of groups) to
which this particular Remote Supervisor Il is a member. The filter can be one of the
following:

» A specific group name which matches only one group (for example, RSAWest)
* The wildcard character *, which matches all groups

* The wildcard character * with a prefix (for example, RSA*), which matches all
groups with that specific prefix in their name

For more information about the Group Filter parameter, see the IBM Remote
Supervisor Adapter Il User’s Guide or the IBM @server BladeCenter Management
Module User’s Guide.

After the user ID and password for a user are verified, the LDAP server is queried
for the group (or groups) of which this user is a member. Group membership
succeeds if at least one of the groups of which the user is a member matches the
Group Filter. If there is no match, group membership fails, which means that user
authentication also fails.

For example, assume the Group Filter name configured is IT*. If the user is a
member of groups Admin, ITNorth, and ITWest, there is a match. If the user is a
member of only groups Admin and Accounting, there is no match. If the Group Filter
name is *, everything matches.

Authority level (or login permissions) concepts

After a user is successfully authenticated, you must assign an authority level (or
login permissions) to the user. These login permissions identify what the user can
and cannot do while logged in. For example, some users should only have
read-only permissions, while others should have full administrative privileges (can
perform all tasks). Also, some users will have a variety of permissions, meaning that
they have write access to some tasks, and read-only access to everything else.

The login permissions are retrieved from the LDAP server. They are assigned as
follows:

 If login permissions are found in the profile for the user being authenticated, it is
these permissions that are assigned to the user.

 If login permissions are not found in the profile of the user, they must be
retrieved from the groups of which the user is a member. The login permissions
assigned are an aggregate of the login permissions of the groups that match the
ASM Group Filter.

 If login permissions are not found in the profile of the user, and are not found in
any of the groups of which the user is a member (or if group membership
verification is skipped), the user is assigned default read-only permissions.
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Configuring the search algorithm

This section describes the procedure that is used during user authentication through
an LDAP server. It is assumed that you are familiar with LDAP terminology and the
configuration parameters.

For more information about LDAP and the configuration parameters, see the IBM
Remote Supervisor Adapter Il User’s Guide or the IBM @server BladeCenter
Management Module User’s Guide.

Note: SSL messages are not covered in this document. If the SSL client for LDAP
is enabled, it is assumed that all of the messages between the LDAP client and the
LDAP server are secure.

Complete the following steps to configure the LDAP search algorithm:

1.

Retrieve the address of the next LDAP server (and port number). A bind request
is sent to the server on that port (if no port is configured, port 389 will be used
as the default if the SSL client for LDAP is disabled; port 636 will be used as
the default if the SSL client for LDAP is enabled). The contents of the bind
request depend on the Binding Method configured.

« If Client Authentication is selected in the Binding Method field, the bind
request contains the user distinguished name and password that area
configured in the LDAP Client Authentication page.

« If UPN is selected in the Binding Method field, the bind request contains the
user ID and password that are entered by the user in the login screen. That
is, whatever is entered as the user ID is passed directly to the LDAP server
as is.

« |f Strict UPN is selected in the Binding Method field, the bind request
contains the user ID and password that are entered by the user in the login
screen. The user ID must be in UPN format, meaning it must have the form
userid @somedomain.xyz. The user ID will be parsed for the @ symbol, and
user authentication will terminate immediately if it does not contain it.

Choose one of the following actions, depending on the results of the bind
request:

 If the bind request fails because the user supplied invalid credentials, the
user authentication process is terminated immediately and has failed.

 If the bind request fails for any other reason, and there is at least one more
server to try, repeat step . Otherwise, user authentication terminates and
has failed.

 If the bind request succeeds, go to step

Note: The use of “Anonymous Authentication” as the Binding Method is
discouraged because subsequent search requests will fail (when a null user ID
and null password are used as the parameters to the initial bind request).

If the initial bind request has succeeded, you can build a search request
message in order to retrieve specific user-related attributes from the LDAP
server. The search request message contains the following parameters:

« Distinguished name to be used as the search base. This parameter is set
to the configured “User Search Base DN” value. If this value is not configured
(for example, it is blank), the “Root DN” value is used instead.

» Search filter. The search filter is set to
“(&(objectClass=user)(param1=param?2))”, where
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param1 = “userPrincipalName”, if the Binding Method = UPN or Strict
UPN

param1 = Configured UID Search Attribute value
param1 = “uid”, if the configured UID Search Attribute value is blank
param2 = user ID entered by user during login process

« Attributes to retrieve. This parameter tells the LDAP server which user
attribute to retrieved from the profile of the user. The following attributes are
requested:

— distinguishedName: The distinguished name associated with the user
identified in the previous Search Filter.

— Configured Group Search Attribute value: This string represents the
name of the attribute in the profile of the user, which identifies the groups
of which the user is a member. If the configured value is blank, the default
“memberOf” is used.

— Configured Login Permission Attribute value: This string represents the
name of the attribute in the profile of the user, which identifies the login
permissions associated with this user. This parameter has no default,
which means it must be configured by the user. If it is blank, the login
permissions can never be retrieved from the LDAP server, meaning that
the user will always be assigned default read-only permissions.

The search request message is sent to the LDAP server. If a successful

response is received, go to step otherwise, user authentication terminates

and has failed.
4. If a response to the initial search request is received, choose one of the
following actions:

* If the initial Binding Method used in step 1 was UPN or Strict UPN, the
password entered by the user is verified. Go to step@

« If the initial Binding Method used in step 1 is Client Authentication, the
password entered by the user during the login process is not verified yet. Go
to step 5|

5. Retrieve the distinguished name of the user from the search response message.

A new bind request message is constructed with this distinguished name and

the password entered by the user during the login process. The bind request is

sent to the LDAP server to validate this password. Choose one of the following
actions:

 If the bind request succeeds, the user password is validated. Go to step .

 If the bind request fails because the credentials of the user were invalid, user
authentication terminates immediately and has failed.

 If the bind request fails for any other reason and if there is at least one more
LDAP server to try, repeat step |1 on page 27| Otherwise, user authentication
terminates immediately and has failed.

6. Determine if the search response (from step|3 on page 27) contains the login

permissions associated with the user. Remember that the search request
contained the attribute asking for these login permissions.

If the response does not contain the login permissions (for example, the record
of the user on the LDAP server does not contain the login permissions

attribute), go to step |7 on page 29

If the response does contain the login permissions, proceed as follows:
» Assign the login permissions to the user for the duration of the user session.
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 If the configured ASM Group Filter value is blank, there is no need to perform
group membership verification. If this is the case, user authentication
terminates and has succeeded.

 If the configured ASM Group Filter value is not blank, group membership
verification must occur. Proceed as follows:

— Retrieve the group (or groups) of which the user is a member from the
search response. Remember that the search request contained the
attribute asking for these groups.

— Find at least one group that matches the configured ASM Group Filter
value.

— If there is a match, group membership authentication succeeds. As a
result, user authentication terminates immediately, and has succeeded.

— If there is no match, group membership authentication has failed. As a
result, user authentication terminates immediately and has failed.

If the search response does not contain login permissions for the user, choose
one of the following actions:

« If the configured ASM Group Filter value is blank, there is no need to perform
group membership verification. Assign read-only permission to the user. User
authentication terminates immediately and has succeeded.

« If the configured ASM Group Filter value is not blank, complete the following
steps to perform group membership verification:

a. Retrieve the group (or groups) of which the user is a member from the
search response (from step [3 on page 27).

b. For each group name retrieved, check to see if it matches the configured
ASM Group Filter.

c. If no group name matches, group membership verification has failed. User
authentication terminates immediately and has failed.

d. If there is at least one match, group membership verification has
succeeded. Assign the login permissions to the user from these groups.

For each group name that matches, send a new search request message to the
LDAP server containing the following parameters:

* DN to be used as the search base. Use this parameter to set the
configured “User Search Base DN” value. If this value is not configured, the
“Root DN” value is used instead.

» Search filter. The search filter is set to “(&(objectClass=group)(cn=param1))”,
where param1 = the first cn parameter in the distinguished name of the group
name (for example, if the distinguished name of the group is “cn=RSA,
cn=users, dn=abc, dn=com”, param1 equals “RSA”).

» Attributes to retrieve. Use this parameter to tell the LDAP server which
attributes to retrieve. The following attributes are requested:

— distinguishedName: The distinguished name of the entry.
— Configured Login Permission Attribute

» Retrieve the login permissions from the search response, and perform a
bit-wise (for example, logical) OR operation with the current login permissions
of the user.

* If none of the search responses contain the login permissions attribute,
assign the user a default of read-only permission.
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Appendix B. Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may be
used instead. However, it is the user’s responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you any
license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785

U.S.A.

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply to
you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements and/or
changes in the product(s) and/or the program(s) described in this publication at any
time without notice.

Any references in this information to non-IBM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those
Web sites. The materials at those Web sites are not part of the materials for this
IBM product, and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.

Edition notice

© Copyright International Business Machines Corporation 2004. All rights
reserved.

U.S. Government Users Restricted Rights — Use, duplication, or disclosure
restricted by GSA ADP Schedule Contract with IBM Corp.
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Trademarks

The following terms are trademarks of International Business Machines Corporation
in the United States, other countries, or both:

Active Memory Predictive Failure
Analysis

Active PCI PS/2

Active PCI-X ServeRAID

Alert on LAN ServerGuide

BladeCenter ServerProven

C2T Interconnect TechConnect

Chipkill ThinkPad

EtherJet Tivoli

e-business logo Tivoli Enterprise

@server Update Connector

FlashCopy Wake on LAN

IBM XA-32

IBM (logo) XA-64

IntelliStation X-Architecture

NetBAY Xcel4

Netfinity XpandOnDemand

NetView xSeries

0S/2 WARP

Lotus, Lotus Notes, SmartSuite, and Domino are trademarks of Lotus Development
Corporation and/or IBM Corporation in the United States, other countries, or both.

Intel, MMX, and Pentium are trademarks of Intel Corporation in the United States,
other countries, or both.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in
the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other
countries.

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of
others.
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