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About This User’s Guide

About thisUser’s Guide

Introduction

This guide provides the installation, configuration, startup, and user instructions for the IBM®
Electronic Service Agent™ for IBM® eServer xSeries® and Netfinity® version 3.1 - Director
Extension product, hereafter referred to as "Electronic Service Agent."

Who Should Read This Guide

Thisguideisintended for IT administrators responsible for IBM Director. Readers should have extensive
knowledge of their LAN environment, a general knowledge of operating systems and database functions,
and should be familiar with or have aworking knowledge of IBM Director version 4.11.

Conventions used in this guide
This guide uses severa typeface conventions for special terms and actions. These conventions
have the following meaning:

Bold
Commands and other controls, keywords, and other information you should use literally
appear in bold.
Italics
Variables that you must provide appear initalics.
Monospace
Examples of code or text you should type appear in nonospace.

Terminology
In the chapters that follow you will see the following terms used:

IBM Director Management Console
The IBM Director Management Console is the graphical user interface from which
administrative tasks are performed. It is your primary interface to the various IBM Director tasks.
The console can be run from a desktop environment that is connected to the IBM Director
Central Management Server.

IBM Director Central Management Server
The IBM Director Central Management Server is where the management data, the server engine,
and the management application logic reside. Throughout this guide the IBM Director Central
Management Server may also be referred to as the Central Management Server.

Managed systems
Thisterm refers to Systems and devices on your network managed by your IBM Director Central
Management Server. A managed system may also be referred to as a managed server in this
User's Guide.

IBM Director Agent
The IBM Director Central Management Server manages systems and devices in your network by
communicating with the IBM Director Agent installed on each of these managed systems. The
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About This User’s Guide

agent provides all of the code and interfaces necessary for each system to be managed by IBM
Director.

Event
An event isameans of identifying a change of state of a process or device on the network. For
example, an event is generated when a critical resource threshold such as virtual memory
utilization is met.

Threshold Monitor
If you assign athreshold for a given attribute, an event is generated when the threshold is met for
the system to which the attribute applies.

For example, you can set athreshold on afile server to generate an event if there isless than 100
Mb of free space on the disk drive. When the threshold is set, the free space on the server is
monitored. When the free disk space islessthan 100 Mb, the event is generated.

Thresholds can be numeric or set as strings.

Contacting Customer Support

If you encounter problems or have technical questions regarding your xSeries server, IBM Director or
Electronic Service Agent, you should call your nearest IBM support center. Y ou should aso have your
machine type and serial number ready to give to the IBM support staff. Y our machine typeisidentified
by afour-digit number. Y ou can obtain support center contact details that are appropriate for your
country/region from the following web site:

http://publib.boulder .ibm.com/pubg/html/as400/v4r 4/ic2924/infolr zajitbl.htm

If you are aresident in the United States and you encounter problems or have technical questions
regarding IBM Director or Electronic Service Agent, you must have a SupportLine contract. Please
contact 1-800-1BM-SERV (1-800-426-7378), and select Option 2-Software Support Services. When
calling regarding Electronic Service Agent, refer to Program Number 5639-N89. For information on
SupportLine Servicesin the United States, please call 1-888-426-4343.

About Your Entitlement to Hardware Support from IBM

IBM’s standard warranty response time is the next business day. If an upgrade has been purchased,
service level response times may vary from 2 to 4 hours. However, it should be noted that service levels
are response time objectives and are not guarantees. If a system is not under warranty or thereisno

mai ntenance agreement with IBM, then your nominated company representative will be contacted by the
IBM Service Entitlement Group. Thereafter an IBM service engineer will be dispatched to the customer
site with the hardware components required to correct the problem reported.

Note: You are entitled to automatic support from IBM only if your systems are under warranty or your

organization has a maintenance agreement with IBM. This service program is not intended for customers
who have athird party maintaining their xSeries and Netfinity servers.

Related Information
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Electronic Service Agent for xSeries and Netfinity version 3.1 is designed to be installed as an extension
to your IBM Director version 4.11 system management application. Electronic Service Agent appears as
atask in the Tasks pane of your IBM Director Management Console.

If you require more information about the techniques employed in using the IBM Director Management
Console, refer to your IBM Director version 4.11 on-line help and User’s Guide. A copy of the User’s
Guideisavailable in PDF format on your IBM Director program CD-ROM.

If you require more information about the IBM Director version 4.11 product, refer to the following IBM
Director web site:

http://www-1.ibm.com/servers/eserver/xseries/systems management/xseries sm.html

Receiving Updates
Y ou can download updated versions of Electronic Service Agent when they are available from the
following World Wide Web site:

http://www.pc.ibm.com/gtechinfo/M | GR-40870.html
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Chapter 1. Introducing Electronic Service Agent

What is Electronic Service Agent?

Electronic Service Agent isan IBM program designed to help you minimize the resources required to run
and maintain your networked computers and alows IBM to provide you with enhanced problem
prevention and resolution capabilities.

Electronic Service Agent is an extension to the IBM Director version 4.11 management application. This
agent monitors your xSeries and Netfinity serversfor hardware errors. Hardware errors that meet certain
criteriafor criticality are reported to IBM.

Electronic Service Agent also administers hardware and software inventory collections, and reports
inventory changesto IBM.

All information sent to IBM is stored in a secure IBM database and used for improved problem
determination.

Electronic Service Agent should be installed on your IBM Director Central Management Server. Y ou do
not need to install Electronic Service Agent on each of your managed systems.

The key features of Electronic Service Agent include:

Automatic problem reporting: service calls placed to IBM without operator intervention
Automatic customer notification

Scheduled system inventory and diagnostic inventory reporting to an IBM database
Problem-definable threshold levels for error reporting

Configurable automatic upgrade of Electronic Service Agent

Electronic Service Agent also provides generic support for IBM’s Extended Service Levels packages. For
more information refer to Chapter 10, “Enhanced Availability Servicesfor xSeries” on page 70.

What’s new in Electronic Service Agent for xSeries and Netfinity

version 3.1
Version 3.1 of Electronic Service Agent includes the following enhancements and new features:

Support for IBM Director version 4.11

Additional operating system support

Support for an extended number of managed system (server) models
Featuresincluded in eFix 3.1:

1) Alertsfail when OP_SYS REVISION is empty

2) Enable Support for Caribbean Countries

3) Implementation of Sun JSSE

4) Updated Phone list

Support for IBM Director version 4.11
Electronic Service Agent version 3.1 is compatible only with systems running IBM Director
version 4.11.
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Additional operating system support
Electronic Service Agent now includes support for additional operating systems. For more information,
refer to Chapter 2, “Preparing Y our Network,” on page 16.

Support for an extended number of managed system (server) models
Electronic Service Agent now has the ability to monitor a greater number of managed system (server)
models. Refer to Table 1 on page 10 for further details.

Managed Systems Eligible for Electronic Service
Thisrelease of Electronic Service Agent supports the xSeries and Netfinity range of managed servers
listed in the table below.

Note: Thislist of serversis exhaustive for managed systems only, including any systems that you want to
use as aremote IBM Director Management Console. Electronic Service Agent can be installed on any
Central Management Server supporting IBM Director version 4.11. Refer to your IBM Director version
4.11 documentation for alist of supported Central Management Servers.
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List of Systems
Table 1. Electronic Service supported managed systems

Machine Type Brand Names

8478 xSeries 200

8479 xSeries 200

8480 xSeries 205

8645 xSeries 220

8646 xSeries 220

8651 Netfinity 7000 Rack Mount
8654 xSeries 330

8656 Netfinity 4500R, xSeries 340
8658 Netfinity 5100, xSeries 150, xSeries 230
8659 Netfinity 5000

8660 Netfinity 5500

8661 Netfinity 5500, Netfinity 5500 M 10
8662 Netfiniy 5500 M 20

8664 Netfinity 5600, xSeries 240
8665 Netfinity 7600, xSeries 250
8666 Netfinity 7100

8668 xSeries 232

8669 xSeries 342

8670 xSeries 345

8671 xSeries 235

8672 Netfinity 4100 R, xSeries 130, xSeries 135, xSeries 300 DC power
8673 xSeries 305

8674 xSeries 330

8676 xSeries 335

8680 Netfinity 7000 M10

8681 Netfinity 8500R

8682 Netfinity 6000R, xSeries 350
8683 xSeries 380

8684 RXE - 100

8685 xSeries 255

8686 xSeries 360

8687 xSeries 440

8688 xSeries 460

8860 xSeries 365

8870 xSeries 445

Electronic Service Agent 3.1 - Director Extension User’s Guide
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System Enrollment for Electronic Service

System enrollment is a security feature. During an enrollment process, Electronic Service Agent informs
IBM’ s service datareceiver of the existence of anew IBM Director-managed system on your network.
System information, including but not restricted to machine type, serial number, and configuration
details, isaso sent to IBM’ s service datareceiver. IBM’s service data receiver returns unique system
identifiers. Managed systems are identified by IBM’ s service data receiver using the unique system
identifiers and system configuration information during all subsequent transactions between Electronic
Service Agent and IBM’ s service data receiver.

Viewing System Information on a Secure IBM Web Site

IBM provides aweb site that allows you to view the system details and inventory information that

Electronic Service Agent collects from each of your company-owned managed systems that are enabled

and enrolled for Electronic Service. To become authorized to view this information:

¢ Obtain an IBM Registration user ID. To do this, accessthis URL:
http://www.ibm.com/registration/selfreg

* Register for authorization to view this information using the “ Advanced” page of the Untargeted
Electronic Service Agent Configuration Notebook (see page 47).

* View each of your managed systemswith IBM by accessing this URL:
http://www.ibm.com/support/electronic

* When you have obtained an IBM Registration user 1D, you will also have the authority to grant other
users access to information on this web site.

How Electronic Service Agent Works

When Electronic Service Agent is properly installed and configured, each of your managed systems must
be enabled and enrolled for Electronic Service. If you have an Enhanced Management Services for
xSeries Extended Service Levels package installed on your Central Management Server, your managed
systems should also be enabled for the appropriate Extended Service Level, if required. Thereafter,
Electronic Service Agent runsin your systems background. Electronic Service Agent has two main
functions:

* Toinitiate a Service Reguest and send it to IBM when it detects managed system hardware errors
that meet certain criteriafor criticality

* To perform information-gathering operations and hardware and software inventory updates and send
thisinformation to IBM

Initiating a Service Request

The information that Electronic Service Agent gathersis stored in your IBM Director Central
Management Server and transmitted at weekly intervalsto IBM using a dial-out or Internet connection
from your IBM Director Central Management Server to a service datareceiver inside IBM’ sfirewall.
IBM warehouses and collates this transmitted data, as shown in the diagram below.
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The process works as follows:

1.

2.

3.

An event is generated when a hardware error exceeds a preset threshold. Electronic Service Agent is

pre-configured to capture specific hardware failure events and assigh alevel of severity to them.

@ The significance of an event is determined by the level of severity that has been assigned to it.
These severity levels are utilized by Electronic Service Agent’s event filtration process, which is
optimized so that alow severity event does not mask the occurrence of an event of higher
severity.

o Thetypes of problemsthat Electronic Service Agent typically reportsto the call management
system include power failures and system overheating (as detected by the Advanced Systems
Management Adapter) and RAID drive failures.

When Electronic Service Agent captures a significant event, it sends a Service Request to IBM’s

service data receiver.

From here the Service Request is forwarded to the call management system that is appropriate for the

defective managed system location and service level. Details sent with the Service Request include

unique identifiers, system machine type and serial number, machine name (as displayed in IBM

Director), company, contact person, and location details, as well as other useful standard inventory

and diagnostic information.

If all communications have been successful, IBM’s service data receiver initially responds by

returning a Service Request Number, Branch Number and Country Code.
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5. Electronic Service Agent generates an event on successful completion of this transaction. This event,
together with the Service Request Number, Branch Number and Country Code, is recorded in IBM
Director's Event Log and the History page of the targeted Electronic Service Agent Configuration
Notebook.

Enhanced Availability Servicesfor xSeries

If you have an Enhanced Availability Services for xSeries Extended Service Levels package installed, the
sets of events that are detected by Electronic Service Agent are dependent on the Extended Service Level
for which a specific system is enabled.

Note: IBM Enhanced Availability Services for xSeries may only be available in selected countries.

Connection and Service Time

When Electronic Service Agent is configured to use a modem for communication to IBM, the event
filtration process is optimized so that the connection time between your IBM Director Central
Management Server and IBM is kept to a minimum. When Electronic Service Agent calls IBM and sends
a Service Request, and if all communications are successful, the modem connection remains open for
only a short period of time. This short timeinterval is configurable by IBM.

IBM accepts and logs callsin the form of Service Requests generated by Electronic Service Agent in
respect of a detected system fault at any time, but deals with the calls during the normal service hours of
9:00 am. to 5:00 p.m. If you are calling about a Service Request, please have the Service Request
number available.

Gathering Inventory Information
Using Electronic Service Agent’s Inventory Management feature, your systems' hardware and software
inventory can be remotely monitored and stored in a secure IBM database.

Electronic Service Agent collects and sends both standard inventory and diagnostic inventory to IBM.

Prior to running Electronic Service Agent, a complete hardware and software inventory collection must
be taken in IBM Director 4.11. Inventory collections should be initiated by a systems administrator at the
initial configuration stage of Electronic Service Agent. Systems administrators are instructed how to
perform inventory collections in Chapter 6, “ Configuring Electronic Service Agent” on page 25. When
inventory collection is complete, Electronic Service Agent checks for arecent inventory update for each
system, as shown in the following diagram.
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Standard inventory

Managed systems must be enrolled and enabled for Electronic Service before Electronic Service
Agent can collect standard inventory information from the managed systems and send it to IBM.
Managed systems are automatically enabled for Electronic Service Agent’s standard inventory
service at the time Electronic Service Agent is enabled.

Electronic Service Agent checks for arecent standard inventory update for each system that is
enrolled and enabled for Electronic Service. This check is carried out at weekly intervals on the day
and time that is configured in Electronic Service Agent’s scheduler. The scheduler is configurable by
users.

Aninventory refresh isinitiated for any system that does not have a recent successful update.
Electronic Service Agent communicates with the IBM service data receiver regardless of whether or
not there are any inventory changes to report.

The specific items of standard inventory information that Electronic Service Agent collects and sends
to IBM are configurable by users. For more information refer to Chapter 8, "Using the Untargeted
and Targeted Notebooks' and your Electronic Service Agent online help.

Diagnostic inventory

Managed systems must be enrolled, enabled for Electronic Service, and enabled for Electronic
Service Agent’s diagnostic inventory service before Electronic Service Agent can collect diagnostic
inventory information from the managed systems and send it to IBM. Managed systems are

Electronic Service Agent 3.1 - Director Extension User’s Guide 14



automatically enabled for Electronic Service Agent’ s diagnostic inventory service at the time
Electronic Service is enabled.

Specific items of diagnostic inventory information that Electronic Service Agent collects and sends
to IBM are configurable by users.

In contrast with the standard inventory information, Electronic Service Agent does not collect and
send diagnostic inventory information to IBM at weekly intervals. Instead, thisinformation is
collected from managed systems and sent to IBM when Electronic Service Agent sends a Request for
Service. Standard inventory information is also collected and sent to IBM at thistime in addition to
the weekly scheduled inventory collection and transmission.

Administering Electronic Service Agent
In order for any of your systemsto be properly monitored by IBM using Electronic Service
Agent, you must:

Properly prepare your network (refer to Chapter 2, “ Preparing your network,” on page 16).
Properly install Electronic Service Agent (refer to Chapter 3, “Obtaining and installing Electronic
Service Agent" on page 20).

Properly install IBM’s Enhanced Availability Servicesfor xSeries Extended Service Levels package
(optional). Refer to Chapter 10, “Enhanced Availability Servicesfor xSeries” on page 70.

Properly configure Electronic Service Agent (refer to Chapter 6, “Configuring Electronic Service
Agent," on page 25).

Enable each managed system for Electronic Service either individually or as part of agroup (refer to
Chapter 7, “Enabling and Enrolling One or More Systems for Electronic Service," on page 46).
Enroll each managed system that you have enabled for Electronic Service. Systems are usually
automatically enrolled when they are enabled for Electronic Service. If the automatic enrollment
transaction fails, then you can manually enroll your systems for Electronic Service (refer to Chapter
7).

Enable each managed system that you have enrolled and enabled for Electronic Service for
Electronic Service Agent’s Service Request Service if required (refer to Chapter 8). The Service
Request serviceis enabled by default when Electronic Service Agent’s Service Request Serviceis
enabled, but it can be disabled at alater stage. Electronic Service Agent will not report managed
system hardware failuresto IBM if this service is not enabled.

Enable each managed system that you have enrolled and enabled for Electronic Service for
Electronic Service Agent’s diagnostic inventory service when required, if it is not already enabled
(refer to Chapter 8). The diagnostic inventory service is enabled by default when Electronic Service
Agent’s Service Request service is enabled, but it can be disabled at a later stage. When Electronic
Service Agent sends a Service Request to IBM, it will not collect and send diagnostic inventory
information if this serviceis not enabled.

Electronic Service Agent 3.1 - Director Extension User’s Guide 15
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Chapter 2. Preparing Your Network

To prepare your environment for installing, configuring and using Electronic Service Agent, complete
the following steps:

1

If using amodem for communicating with IBM, ensure that your IBM Director Central Management
Server has access to amodem capable of dialing the IBM Electronic Service site and making a
connection at a minimum of 56 Kbps.

If your Central Management Server is running Windows 2000 Server or greater, or Advanced Server
with Service pack 2, any modem that you install will automatically be configured for RRAS (Routing
and Remote Access Service).

Electronic Service Agent 3.1 is an extension to your IBM Director version 4.11 systems management
application. IBM Director version 4.11 isa prerequisite for the installation of Electronic Service
Agent 3.1.

Y ou should therefore ensure that your network’s Central Management Server, Management Console,
and managed systems are configured with the correct processor speed and adequate amounts of free
disk space, virtua memory, and RAM beforeinstalling IBM Director version 4.11. Refer to your
IBM Director version 4.11 user documentation for detailed system requirements.

Check to see that your systems are supported. Electronic Service Agent supports the following
systems:
s |BM Director Server

*  Windows 2000 Advanced Server and Server (Service Pack 3 required)

*  Windows 2003 (Standard, Enterprise, and Web Editions) for Internet connection only
s |BM Director Agent

* Please see the Director 4.11 Documentation for supported operating systems for Director

Agent 4.11.

s |BM Director Console

*  Windows XP Professional (Service Pack 1 recommended)

*  Windows 2000, Server, and Advanced Server (Service Pack 3 required)

*  Windows 2003 (Standard, Enterprise, and Web Editions) for Internet connection only

Record information requested in Table 2 below. Y ou will use this information when configuring the
Electronic Service Agent program. See the series of screensin Chapter 6, “ Configuring Electronic
Service Agent," page 25, for a better idea of the information you will have to supply.

Table 2: Configuration Information

Setting Your details
IBM Director Central Management Server Country

location.

Modem or Internet details.
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Company details: Name, Telephone Number,
Telephone Extension, email, Enterprise or ECI
ID (optional).

Contact details: Name, Telephone Number,
Telephone Extension, email.

L ocation of your managed systems within your
company premises: Building, Floor, Office,
Address, City, Post code, State/Province.

Fill in the table as follows:

Country: the country where your Central Management Server is located

Note: During the configuration process the Central Management Server country will aso be assigned

as the default for the following:

s Company country: country location for your registered company address

s Managed systems country: country where your managed systems reside

s Contact person country: country location where the person that your company has nominated to
act as a contact for IBM service representatives resides

o If any of your systemsreside in different country locations, then you should record these
countries. Y ou can change the default country |locations later using the Electronic Service Agent
Configuration Notebook. Refer to the online help for further details.

Modem or Internet information: the modem or the Internet connection that you want to use to
communicate with IBM

Company: supply requested details

Note: The Enterprise or ECI ID field isoptional. Y our company may have an Enterprise number or
an ECI ID that is used for customer identification and unique service terms and conditions. Y our
purchasing team may be able to provide an Enterprise number, and your help desk may be able to
provide an ECI ID. ECI ID is aso known as ESC+ID or an ECCO ID.

Contact details. Thisisthe person that your company has nominated to act as a point of contact for
IBM representatives when a hardware failure occursin any of your systems.

L ocation details of your managed systems. The location details allow IBM’ s service representatives
to locate your managed systems if they need to be dispatched to your company premises with
replacement parts to rectify a system hardware failure. If you record your IBM Director Central
Management Server location details incorrectly, IBM’s service delivery will be delayed. Similarly, if
you record your managed systems' location details incorrectly, IBM service representatives will not
be dispatched to the correct site location after a hardware problem has been reported.

6. Beforeinstalling and running the Electronic Service Agent for xSeries and Netfinity program, read

the README document that is accessible from World Wide Web site:

http://www.pc.ibm.com/qtechinfo/M | GR-40870.html
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7. Version 3.1 of Electronic Service Agent is not compatible with versions of IBM Director earlier than
version 4.1. To install IBM Director version 4.11, run the install program from your IBM Director
CD-ROM and use the Select Components screen, shown below, to install the appropriate IBM
Director components as detailed in steps 8 and 9 below.

q% IEM Director Server - InstallShield Wizard

Feature and installation directory selection

Select the program features wou wank installed,

lick on an icon in the list below to change how a feature is installed,

L=t = B =t e

— Praovides the server engine and

--------- =3 ~ | IBM Director Agent application logic for IBM Directar.
--------- i=J = | IEM Directar Consale
--------- ¥ - | IBM Direckor Remate Contral Agent

--------- ¥ - | Management Processor Assistant Agent

--------- ¥ - | ServeRAID Manager This feature requires 137ME on
--------- =11 = | Swstem Health Monitaring your hard drive,
[ ¥ «| Web-based Access -
--------- ¥ - | SMMP Access and Trap Forwarding ﬂ
e | LW ) TORA Flvm ke T vmee Pl o Fie
Install ba:
:\Program FilestIEM\Director), Change. .. |
Inisballshield

Help Space < Back I Mexk = I Cancel |

Note: Steps 7-9 are provided for guidance only. For detailed instructions on installing IBM Director
version 4.11, refer to Chapter 3, “Installing and Configuring Director,” of your IBM Director User’s
Guide.

8. Install the IBM Director Management Server component on your Central Management Server. Insert
your IBM Director CD-ROM into your Central Management Server; then select Server on the Select
Components screen. When you install the IBM Director Management Server, the IBM Director
Management Console and IBM Director Agent are also installed.

Ensure that you select Director Extension in the Director Agent Configuration screen during the
installation process.

9. Install the IBM Director Agent on each of your managed systems. Insert your IBM Director
CD-ROM into each system you want to manage using |BM Director then select Client on the Select
Components screen.

Ensure that you select Director Extension in the Director Agent Configuration screen during the
installation process.

Electronic Service Agent 3.1 - Director Extension User’s Guide 18



Chapter 2: Preparing Your Network

6. Electronic Service Agent version 2.1 or Electronic Service Agent 3.0 can be upgraded to version 3.1.
If you are running aversion of Electronic Service Agent earlier than version 2.1, you should use the
"Uninstalling Electronic Service Agent" procedure detailed on page 20 to remove al down-level files
from your IBM Director Central Management Server.

Note: Electronic Service Agent version 3.1 can only be used in conjunction with IBM Director
version 4.11. If you are upgrading from Electronic Service Agent version 2.1 or version 3.0, then you
must also upgrade the version of IBM Director that is running on your Central Management Server
and Remote Director Management Consoles to version 4.11.

7. You have now completed all of the prerequisites for installing Electronic Service Agent version 3.1.
8. If you want to further enhance Electronic Service Agent’s monitoring capabilities by utilizing one of
IBM’s Enhanced Availability Services for xSeries packages, you should call your local IBM

representative.

9. Continue to Chapter 3, “Obtaining and Installing Electronic Service Agent for xSeries and Netfinity”.
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Obtaining Electronic Service Agent
The Electronic Service Agent program is available by download from the following web site:
http://www.pc.ibm.com/gtechinfo/M I GR-40870.html

Installing Electronic Service Agent
Toinstall Electronic Service Agent on your IBM Director Central Management Server:

Double-click on your setup.exe file to run the setup program and begin the installation process.

At the Language Option screen, select the language option that you want to use, and then click OK.
At the Electronic Service Agent Setup screen, click Next to continue with the program setup.

If you accept the terms and conditions of the License Agreement, click Y esto continue with the
Ssetup program.

If you accept the terms and conditions of the Communications Charges Agreement, click Yesto
continue with the setup program.

6. At the Question dialog box, click Yesto view the README file, and then click Next.

7. At the Set-up Complete screen, select Y esto restart your system now.

8. Click Finish to complete the installation.

bl A o

o

Upgrading from Electronic Service Agent for xSeries and Netfinity

version 2.1

To upgrade Electronic Service Agent from version 2.1 or version 3.0 to version 3.1 on your Central
Management Server or Remote Director Management Console, you must first upgrade IBM Director to
version 4.11 . Electronic Service Agent version 3.1 can only be used in conjunction with IBM Director
version 4.11.

1. Double-click on your setup.exe file to run the setup program and begin the installation process.

2. At the Language Option screen, select the language option that you want to use, and then click OK.

3. The Question dialog box informs you that the current installation program has detected an existing

version of Electronic Service Agent. Click Y esto update the existing version.

4. At the Electronic Service Agent Setup screen, click Next to continue with the program setup.

5. If you accept the terms and conditions of the License Agreement, click Y es to continue with the
Ssetup program.

6. If you accept the terms and conditions of the Communications Charges Agreement, click Yesto
continue with the setup program.

7. Atthe Question dialog box, click Yesto view the README file, and then click Next.

8. At theInformation dialog box, click OK.

9. At the Set-up Complete screen, select Y es to restart your system now.

10. Click Finish to complete the installation.

Uninstalling Electronic Service Agent for xSeries and Netfinity

version 3.1
To permanently remove Electronic Service Agent from your server, use your administrator console to do
the following:
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From the Windows desktop, click Start

Select Settings

Select Control Panel

Select Add/Remove Programs

Select Electronic Service Agent(tm) for xSeries and Netfinity Version 3.1

Click Add/Remove

At the Language Selection screen select the language of your choice from the pull-down list, then
click OK

Select Electronic Service Agent(tm) for xSeries and Netfinity Version 3.1 - Director Extension
Click Add/Remove

At the Language Selection screen select the language of your choice from the pull-down list, then
click OK

At the Question dialog box select Y es to restart your computer now or No to restart your computer
later, and then click OK

10. At the Set-up screen click Finish

Reinstalling Electronic Service Agent

If you properly install and fully configure Electronic Service Agent version 3.1 and then decide to
uninstall this version, your global configuration details will remain stored on your Central Management
Server. When you reinstall version 3.1 of Electronic Service Agent, your previous global configuration
settings will be utilized by thisinstallation of Electronic Service Agent. You will not be required to
configure any settings before using the agent and will therefore not be presented with the Configuration
Wizard screens. Y ou can, however, change the configuration settings after reinstallation using the
Electronic Service Agent Configuration Notebook.
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Chapter 4. Administering Electronic Service Agent Using a
Remote IBM Director Management Console

Y ou can administer Electronic Service Agent using a remote IBM Director Management Console.

Note: Electronic Service Agent version 3.1 must be installed on the Central Management Server version
4.11 first. Then upgrade Electronic Service Agent version 3.1 on all Remote Consoles managed by the
Central Management Server. Any down-level version of Electronic Service Agent on any active Remote
Console will generate a down-level version error on the Central Management Server.

To use aremote IBM Director Management Console:

1.

Ensure that the system you want to use as a Remote Consoleisincluded in the list of supported
servers detailed in your IBM Director version 4.11 user documentation.

Follow the instructions detailed in Chapter 2, “ Preparing your network.”

If your Central Management Server is running Windows 2000 Server or Advanced Server with
Service pack 2 or Windows XP, your modems will automatically be configured for RRAS (Routing
and Remote Access Service).

Install the IBM Director Management Console version 4.11 component on the server that you want to
use as a Remote IBM Director Management Console. Insert your IBM Director CD-ROM into the

server then select Console on the Select Components screen.

Ensure that you select Director Extension in the Director Agent Configuration screen during the
installation process.

Install Electronic Service Agent version 3.1 on the Remote Console system.

Reboot the server on which you have installed the Remote Console and Electronic Service Agent.
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Chapter 5. Managing Contact and L ocation Infor mation

The configuration of Electronic Service Agent using accurate contact and location information is
fundamental for IBM’s service delivery.

Contact information
Defines the contact details (including Name, Country or Region, Telephone number,
extension and email address) of the person you have nominated within your company who will
act as a point of contact. When Electronic Service Agent sends a Request for Serviceto IBM,
IBM will contact this person during the process of resolving your company’ s managed systems
hardware problems.

L ocation information
Defines the location details of your managed systems (including Building/Floor /Office,
Address, City, Postal Code, State/Province, and Country or Region)

The Electronic Service Agent interface is designed to accommaodate the following three scenarios:

* Scenario 1: Your Central Management Server and managed systems reside in the same
country/region

e Scenario 2: Your Central Management Server and managed systems reside in two different
countries/regions

* Scenario 3: Your Central Management Server resides in a different country/region from your
managed systems, and additionally your managed systems reside in anumber of countries/regions

At theinitial configuration stage of Electronic Service Agent you will be asked to configure a
country/region for your systems. If your systems (including Central Management Server) reside in more
than one country/region (scenarios 2 and 3 above), you should select the country/region where your
Central Management Server resides.

By default, the country/region that you select for your Central Management Server will also be set for the
following:

e Company country/region: country/region for your registered company address.

* Managed systems country/region: country/region where your managed systems reside.

¢ Contact person country/region: country/region where the person that your company has hominated as
apoint of contact for IBM service representatives resides.

Y ou should change the country/region settings and other details if required later using Electronic Service
Agent’s Targeted and Untargeted Configuration Notebook as follows:

e Company country/region: Assign a country/region using the Company page of the untargeted
Electronic Service Agent Configuration Notebook

* Managed systems country/region:
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If your managed systems reside in one country/region: Assign the global country/region using the
L ocations page of the untargeted Electronic Service Agent Configuration Notebook..

If your managed systems reside in more than one country/region: Assign a country/region to any
number of your managed systems using the Contact/L ocation page and associated L ocation
editor panel of the targeted Electronic Service Agent Configuration Notebook.0

¢ Contact person country/region:

o

If your managed systems reside in one country/region: Assign the global contact persons
country/region using the Contacts page of the untargeted Electronic Service Agent Configuration
Notebook.

If your managed systems reside in more than one country/region: Assign a country/region to any
number of your managed systems’ contact persons using the Contact/L ocation page and
associated Contact editor panel of the targeted Electronic Service Agent Configuration
Notebook.

Important: If you configure your IBM Director Central Management Server or managed systems
locationsincorrectly, IBM’ s service delivery may be delayed.
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Chapter 6. Configuring Electronic Service Agent

Introduction
After you have installed Electronic Service Agent, you must configure a number of settings before you
can use it to monitor your managed systems and perform any other administrative tasks.

Electronic Service Agent provides you with two different easy-to-use wizards: the Configuration Wizard
and Upgrade Wizard.

* The Configuration Wizard is displayed when you launch the Electronic Service task in these
situations:
o For thefirst time after installing Electronic Service Agent version 3.1.
o After you have exited from the configuration process of version 3.1 without having completed it
o After you have upgraded from version 2.1 that had not previously been fully configured
o After you have upgraded from version 2.1 that had previously been fully configured but you have
chosen to discard the settings that were presented to you in the Upgrade Wizard

* The Upgrade Wizard screens are displayed when you launch the Electronic Service task after you
have upgraded from either version 2.1, that had previously been fully configured.

The Electronic Service Agent Configuration Wizard

The Configuration Wizard leads you step by step through the configuration process. Y ou use the
information that you recorded during the configuration process, as described in Chapter 2, “Preparing
your network,” step 5, "Record Information,” on page 16.

To launch the Configuration Wizard so that you can configure global settings for Electronic Service
Agent:

1. Start IBM Director. Y ou see the IBM Director Management Console window with Electronic service
in the Tasks pane.

Tasks
B Active PCI Managar
Y AssetlD
B[] BladeCenter Assistant
B-%5 Capacity Manager
FH CIM Browser
EE Configure Alert Standard Formmat
Configure SNMP Agent
[E] DMI Browser

5 Electronic Serice

BB Event Action Plans
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Configuring Using the Configuration Wizard

2. Double-click on the Electronic Service task. Y ou see the Introduction screen.

Bg Electronic Service Agent Setup Wizard = ||:||5|

This wizard will help you configure Electranic Service Agent before use.
You can change the configuration later if required.

For more information about Electronic Service press Help, To continue
with configuration press Mext =

Cancell Help |

i reay |

= Hank | [ext =
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Configuring Using the Configuration Wizard

3. Click Next. You see the Country/Region screen.

By Electronic Service Agent Setup Wizard - |EI|5|

Selectthe Country ar Region where your systems are lacated.

[fyour Directar installation includes systems in maore than ane
Country or Redion, press Help for more information.

LIMITED STATES

~:Ela|:k| NE}{I‘Pl Cancell Help |

] ey |

4. The Country/Region screen allows you to select the country/region in which your Central

Management Server resides.

@ Note: During the configuration process the Central Management Server country will aso be
assigned as the default for the following:

e Company country: country location for your registered company address.

* Managed systems' country: country where your managed systems reside.

¢ Contact person country: country location where the person that your company has nominated
to act as apoint of contact for IBM service representatives resides.

o If any of your systemsreside in different country locations, you can change the default country
locations later using the Electronic Service Agent Configuration Notebook. Refer to the online
help for further information.

@ Important: If your IBM Director Central Management Server location is configured incorrectly,
IBM’s service delivery may be delayed.
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Configuring Using the Configuration Wizard

5. Click Next. You see the Communications Configuration screen, which lets you select a connection to
IBM.

Bg Electronic Service Agent Setup Wizard = Iﬂlﬂ

Wiould you like Electronic Service Agentto use a direct modem
connection to IBM ar your existing Internet connection?

MOTE-to use the moderm sendce for Windows NT Remote Access
Senice (RAS) must be installed and configured to allow outgoing
connection, but must not be started or setto start automatically. Press
Help for further information.

" Internet

dEIacl-:l | Cancell Help |

F] ey |

6. Select modem to use your modem connection or I nternet to use your Internet connection.
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Configuring Using the Configuration Wizard

If you select modem, you see a screen that |ets you enter modem data.

P Electronic Seryvice Agent Setup Wizard

nurmhberto dial.

vour lacal call form.

Selectthe modem to use for your dialup connection to 1IBM and the

Selectthe numberwhich minimizes yvour call charges and modify it to

You may press the Test Connection' button to check that the
connection to IBM is working.

Moderm
Region

ity

mHumber To Dial

=101

|Cnnexant55l< Data,Fax,\-’uic...;I

|Natinnwide =l

|a00-586-3088 Mationwide T... =]

|800-556-3089

Test Connection |

= Back |

Nenhl Cancell Help |

] Ry

Fill in these fields:
@ Modem: Select amodem from the pull-down list.

@ Region: Select theregion in which your IBM Director Central Management Server is located

from the pull-down list.

* The options displayed here are restricted by the choice of Country/Region that you have
made in the Country/Region screen of the Configuration Wizard.
e Thisfieldisdisabled if the country/region that you have selected in the Country/Region
screen of the Configuration Wizard does not have any associated regions.
o City: Select the City in which your IBM Director Central Management Server islocated from the

pull-down list.

* Thisfield offersachoice of cities relevant to the region you have selected above.
* |f the Region field is disabled, the City field offersalist of options appropriate for the
country/region that you have selected in the Country/Region screen of the Configuration

Wizard.
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Configuring Using the Configuration Wizard

@ Number to dial: The city that you have selected from the pull-down list of the City field
determines which telephone number is displayed by default in thisfield.

Note: Y ou should modify the number displayed to one that is of alocal dialing form. For
example, remove the area code or add alocal dialing prefix. Thiswill minimize your call
charges. Y our telephone number should not exceed 32 characters.

@ Test connection: Initiates atest of the current settings and displays the Connection Test window
for you to monitor the progress of the test that you are performing.
* If you select Internet, you see a screen that |ets you configure the settings for your Internet
connection.

P Electronic Service Agent Setup Wizard - |EI|5|

Enter the proxy details you need to make an Internet connection to
hitp s Mhanate B carm.

[fyou do not knowe the details, contact yvour netwark administrator.

You may press the Test connection bhutton to check your set up.

v Lse Promxy

Type Prowxy Address Port

Secure Jprosy : |EHZIEHZI

Test Connection |

dEIackl Mext = | Cancell Help |

] ey |

Fill in thesefields:

o Useproxy: Enablesthe proxy controls.
Note that the proxy must support HTTPS tunneling. In some networks thisis a different proxy
from the standard HTTP proxy. Y our network administrator can tell you the values you need for
the proxy host and port settings. These are the same values as you would use for the 'Secure
proxy setting in the system Internet settings.

o Proxy address: Enter either adotted decimal 1P address or a DNS host name of the proxy.

@ Port number: Enter the port number of the proxy.
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Configuring Using the Configuration Wizard
@ Test connection: Initiates atest of the current settings and displays the Connection Test window
for you to monitor the progress of the test that you are performing.

7. Click Next. You see the Company configuration screen.

P Electronic Service Agent Setup Wizard -10] x|

Type in details of your company.

[FYOUR COMPARY has an IBM 'Enterprise Bumber' or 'BECI D' it helps
Bl ensure that yau receive any special semvices that your campany
has arranged with 1B,

Company Marme |Test Logic
Telephone [1234567380
Extension |234—
e-iail ftest@testiogic.com

Enterprise or ECI D |ECITest

= Back | Mext = | Cancel | Help |
FITT] Reauy ||
Fill inthefields:
@ Company Name:: Type the name of your company. The details that you type should not exceed
30 characters.

o Telephone: Type the telephone number of your nominated contact person. Usually, the
telephone number that you type should not exceed 30 characters; however, sometimes the
character restrictions in thisfield are country dependent. If your company islocated in Canada or
the United States, the telephone number that you type should not exceed 10 decimal digits.

o Extension: Thismandatory field is displayed only if it is required for the country/region that you
have selected from the pull-down list of the Country/Region field of the Country/Region screen.
The character restrictions in this field are country dependent. If your company islocated in
Canada or the United States then the telephone number extension that you type should not
exceed 4 decimal digits.

@ Email: Type an email address that does not exceed 256 characters.
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Configuring Using the Configuration Wizard

o Enterpriseor ECI ID: Thisfield is optional and accepts Enterprise or ECI IDsup to 10
characters. Y our company may have an enterprise number or an ECI (Electronic Customer
Interface) ID. These numbers are used by IBM to identify each customer and their associated
unique service agreement terms and conditions. Y our purchasing team may be able to provide an
ECI ID. AnECI ID isaso known asESC + ID or ECCOID.

8. Click Next. You see the Contact configuration screen.

P Electronic Service Agent Setup Wizard - |I:I|£|

Enter details ofthe default contact person

This is the person IBM service will contact if Electranic Service
creates a Service Request for ane of your systems.

The name may be a role, like 'Central Service Desk' or a person's
narme.

[fyou have different contacts for different systems, you can enter
more details |ater.

Marne IMr. Tester T
Telephone |123455T89EI
Extension |234
a-Mail ftesterg@testiogic.corm)
ﬁEIackl Nenhl Cancell Help |

] ey |

Use the Contacts screen to configure the details of the person you have nominated within your
company who will act as a point of contact. When Electronic Service Agent sends a Service Request
to IBM, IBM will contact this person during the process of resolving your company's managed
systems' hardware problems.

Fill inthefields:

@ Name: Type the name or job title of your nominated contact person. This field accepts English or
Latin characters only. The name that you type should not exceed 22 characters.

o Telephone: Type the telephone number of your nominated contact person. Usually, the
telephone number that you type should not exceed 30 characters; however, sometimes the
character restrictions in this field are country dependent. If a contact person resides in Canada or
the United States then the telephone number that you type should not exceed 10 decimal digits.
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Configuring Using the Configuration Wizard

o Extension: This mandatory field is displayed only if it is required for the country/region that you
have selected from the pull-down list of the Country/Region field of the Country/Region screen.
The character restrictionsin this field are country/region dependent. If this person residesin
Canada or the United States then the telephone number extension that you type should not
exceed 4 decimal digits.

o Email: Type an email address that does not exceed 256 characters.

Note: If your IBM Director Central Management Server and managed systems reside in different

locations or your managed systems reside in a number of different locations or both, you must

change the country/regions where the relevant contact persons for these managed systemsreside,

either individually or on agroup basis. To do this:

a. Completethisinitial configuration stage using the Electronic Service Agent Configuration
Wizard.

b. Change the setting using the Contact/L ocation page of the targeted Electronic Service Agent
Configuration Notebook or the Contacts page of the untargeted Electronic Service Agent
Configuration Notebook to make changes.

9. Click Next. You see the Location configuration screen.

By Electronic Seryice Agent Setup Wizard - |EI|5|

Type in details ofthe location of your managed systems. This
information is used hy the IBM service representative to find the
system ifa Service Reguest is sent to [BM.

Ifyou have systems in maore than one location, you can add more
location details later.

Building!/FloorfOfice |TestZ|:|ne

Address |25 Test Lane

City [Midlands

PostCode HE

State/Province [Texas =l
ﬁEIackl Nextrl Cancell Help |

] ey |

Fill inthefields: It isimportant that you configure your managed systems' location details accurately.
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Configuring Using the Configuration Wizard

The location details that you type here will enable IBM's service representatives to locate the

defective managed systems within your company premises so that they can repair them. See the Note

on page 33.

= Building, Floor, Office: Type the location (within your company premises) of your managed
systems. The location that you type should not exceed 22 characters.

@ Address: Type the address details of your managed systems. The address that you type should
not exceed 30 characters.

o City: Typethe city in which your managed systems reside. The city that you type should not
exceed 30 characters.

o Post Code: Type the postcode appropriate for your managed systems. The postcode that you type
should not exceed 10 characters.

o State/Province: Thisfield typeis dependent upon the country/region that you have selected from
the scrollable list of the Country/Region field.

¢ |f the country/region that you have selected has a defined list of states or provinces, the
state/provinceis selectable from a pull-down list.

* If the country/region that you have selected does not have a defined list of states or
provinces, then you should type the state/province or type none. The number of characters
that you type should not exceed 30.

* By default, the field type and the list of states/provinces displayed is dependent upon the
country/region location of your Central Management Server. If your systemsreside in more
than one country location, you should edit the State/Province fields of your managed
systems. To do this:

@ Complete thisinitial configuration stage using the Electronic Service Agent
Configuration Wizard.

@ Change the setting using the Contact/L ocation page of the targeted Electronic Service
Agent Configuration Notebook or the Contacts page of the untargeted Electronic Service
Agent Configuration Notebook.

10. Click Next. Y ou see the Auto-Upgrade configuration screen.
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Configuring Using the Configuration Wizard

P Electronic Service Agent Setup Wizard . - |EI|5|

[BM may issue update packages for Electronic Service Agent to
improyve its functions or to resalve problems.

For example, IBM may add new products to the list of supported
systems, or may madify the list of events that cause Service Requests
to he sent to 1BM.

These updates may he downloaded and applied automatically, aryou
may choose to select and download updates manually.

[fyou wish to review and approve any updates hefaore they are down
loaded and applied, uncheck the 'Enable automatic updates' box.

[+ Enahble automatic updates

= Back | Cancel | Help |

] ey |

Fill in thefields. You can:
@ Configure Electronic Service Agent to download and apply program updates automatically when
they are available. This checkbox is enabled by defaullt.

¢ Select the checkbox if you want Electronic Service Agent to download and apply updates
automaticaly.

* Clear the checkbox if you want to select and download Electronic Service Agent updates
manually at alater date.
@ Manually download and apply Electronic Service Agent program updates. This allows you to
view the details about the latest program updates before choosing to download them.
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11. Click Next. Y ou see the Finish Configuration screen.

Bg Electronic Service Agent Setup Wizard - - |I:I|5|

You have campleted the required configuration far Electranic Service
Anent.

FPress Finish'to save vour settings and open the configuration
notebook where you can review and modify yvour settings, and add
mare Contacts or Locations if required.

[fyou need to change these settings in future, double click on the
‘Electronic Service'task in the Tasks' pane to open the Electronics
Serice configuration notebook,

i reay |

@ This screen is displayed when you have properly configured settings for al of the Electronic
Service Agent Configuration Wizard screens.

@ If you need to change these global configuration settings in future, you can do so using the
untargeted Electronic Service Agent Configuration Notebook.

@ Click Finish. The untargeted Electronic Service Agent Configuration Notebook is automatically
displayed. Electronic Service Agent is now ready for you to perform administrative tasks.

o Before running Electronic Service Agent, use your IBM Director Management Console to
perform an initial systems inventory. For details of performing system inventories refer to the

“Inventory Collection Operation” entry of your IBM Director online help.
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The Electronic Service Agent Upgrade Wizard

The Upgrade Wizard leads you step by step through the upgrade configuration process. Y ou should use
the information that you recorded in step 5 of Chapter 2, “Preparing your network” during the
configuration process.

To launch the Upgrade Wizard so that you can configure global settings and all contact and location
settings for Electronic Service Agent:

1. Start IBM Director

2. Double-click on the Electronic Service task in the Tasks pane of the IBM Director Management
Console. If in doubt, refer to Chapter 8, "Using the Untargeted and Targeted Notebooks," on page 47.
Y ou see the Introduction screen.

Fe Electronic Service Agent Upgrade Wizard M= E |

Electronic Service Agent has detected an installation of a previous
YEFSIon.

Electronic Service Agent requires some additional user settings, and
some maodifications to existing settings. This wizard helps you to
make the required changes.

[fyou prefer to discard your old settings, including existing Contact
and Location details, check the 'Discard existing settings' box, and
this wizard will prompt you for all reguired settings.

For more information about Electronic Service Agent, click 'Help'.

To continue with Upgrade, click ™ext='
= Maodify existing seftings

= Discard existing settings

= Hack [ = Cancel Help

3. Select an option: to modify existing settings or to discard existing settings and configure new
settings:
o If you select Discard existing settings, you see the Country configuration screen shown on page
27. Y ou go through the process of selecting configuration options on all the successive screens.
o If you select M odify existing settings, and your managed systems reside in one location, you see
the Company Upgrade screen shown on page 39.
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@ |f you select M odify existing settings, and your managed systems reside in different countries,
you see the International Upgrade screen, shown below. This screen is displayed when the
installation program has detected that you have previously configured more than one
country/region setting for two or more of the following:
¢ Communications country/region
¢ Company country/region
* Managed system location country/region

Fiz Electronic Service Agent Upgrade Wizard [_ =] |

Your current installation defines the country where yaur Director server
is located as COUNTRY, and atleast one contact or location in
anather country.

The upgrade process will set all the country details to COLRMTRY.
After the Upgrade Wizard has completed, vou may modify the any
country details ifyou wish.

Click on 'Mext="to continue.

= Back | | Cancel | Help |

] ey |

Note: Thiscurrent version of Electronic Service Agent sets all country/region entriesto that
of the previously configured country/region, that is, to the country/region that you have
previoudy selected as the location of your Central Management Server.

Y ou can modify any of your country/region settings later, when you have completed the
configuration process, using the using the untargeted Electronic Service Agent Configuration

Notebook. Y ou can modify system-specific details using the targeted Electronic Service
Agent Configuration Notebook.
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4. Click Next. You see the Company Upgrade screen.

Fiz Electronic Service Agent Upgrade Wizard [_ ] |

Type in details of your company.

Ifyour company has an IBM Enterprise Mumber' or 'ECT DY it helps
IBM ensure thatyou receive any special services that your campany
has arranged with [BM.

Cornparsy [Test Zone
Telephone |123455T89EI
Extension {234

ernail fte sti@testzone.com

Enterprise ar ECI D |ECITESt

dEIacl-:l Nex‘[bl Cancell Help |
] Ry ||

Use this screen to modify the company details that you assigned as the configuration settings for your
previous version (2.0) of Electronic Service Agent. If you are upgrading from version 1.1.2, you must
type new information in the fields.

5. Fill inthefields:

o Company: The name of your company. Edit the details as appropriate or type new details. The
details that you type should not exceed 30 characters.

o Telephone: The telephone number of your nominated contact person. Edit the details as
appropriate or type new details.

Usualy, the telephone number that you type should not exceed 30 characters: however,
sometimes the character restrictions in this field are country dependent. If your company resides
in Canada or the United States then the telephone number that you type should not exceed 10
decimal digits.

o Extension: Thisfield isdisplayed only if it is relevant for the country/region that is configured
for your systems. Edit the details as appropriate or type new details. The character restrictionsin
thisfield are country dependent. If your company is located in Canada or the United States then
the telephone number extension that you type should not exceed 4 decimal digits.

@ Email: Edit the email address as appropriate or type new details. Type an email address that does
not exceed 256 characters.
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o Enterpriseor ECI ID. Thisfield is optional and accepts Enterprise or ECI IDsup to 10
charactersin length. Y our company may have an enterprise number or an ECI (Electronic
Customer Interface) ID. These numbers are used by IBM to identify customers and their
associated unique service agreement terms and conditions. Y our purchasing team may be able to
provide an ECI ID. An ECI ID isalso known as ESC + ID or ECCOID.

6. Click Next. You see the Location Upgrade screen. This screen is displayed when the installation
program detects that you have more than one set of contact or location details configured for your
managed systems.

Fs Electronic Service Agent Upgrade Wizard [_ ] |

Information required to define contacts and locations has changed for
this version of Electronic Sernvice Agent.

Your existing installation has M Contact[s] and M Locations defined.

The following steps will display each Contact and Location in turn.
You may modify details, or delete the item ifit is no longer needed.

[fyou delete an item, any systems allocated to that iterm will be
allocated to the default. You may not delete the default.

Click 'Help' for more information on modifications regquired.

Click 'Mext="to modify each cantact or location in turn.

Cancel Help

The screen displays:

@ The number of separate locations settings previously configured for your managed systems

@ The number of associated sets of previously configured contact details for the people that your
company has nominated to act as points of contact for IBM if a hardware failure occursin any of
your company owned managed systems.

7. Click Next.

@ |f your systems reside in one country/region location, you see the Contact Upgrade screen, shown

below. When you complete this screen, you see the L ocation Upgrade screen shown on page 43.
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@ |f your systems reside in more than one country/region location, Electronic Service Agent may
detect more than one set of previously configured contact or location settings or both, and you
will see consecutive Contact Upgrade screens for each set of contact details that you have
previously configured. When you have completed modifying the contact details, you see
consecutive L ocation Upgrade screens for each set of location details that you have previously
configured.

o If you delete a contact or location that is currently assigned to one or more managed systems,
Electronic Service Agent assigns the default contact or location settings to these systems. Y ou
cannot delete the default contact or location settings

8. Fill inthefieldsin the Contact Upgrade screen.

Fig Electronic Service Agent Upgrade Wizard [_ ] |

[T Eelete

—OldContactDetails

Name [Test
Telephone [1234
email test@ibm.com

—Mew Contact Details

Marme fTest
Telephaone |1 234567340
Extension |234
ermail ftestetestzonelcom
= Back Mext = Cancel Help

Note: You cannot change the country/region setting using this screen.

o Delete: You can check the Delete box at the top of the screen to remove all information on the
screen, but if you delete a contact that is currently assigned to one or more managed systems,
Electronic Service Agent assigns the default contact settings to these systems. Y ou cannot delete
the default contact settings.
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o Old contact details: displaysthe Name, Telephone and email details that have been assigned to
one or more of your managed systems when your previous version of Electronic Service Agent
was configured. The fields are disabled; however, the contents of each field can be copied and
pasted into the fields of the New contact details section as appropriate.

If the entry in each field of the old contact detailsisvalid, the entrieswill be displayed in the
corresponding fields of the new contact details for deletion or modification. If an entry in any of
the fields of the old contact detailsis not valid, the corresponding field of the new contact details
will be empty

o (New contact details) Name: Type the name of your nominated contact person. Thisfield
accepts English or Latin characters only. The name that you type should not exceed 22
characters.

@ (New contact details) Telephone Type the telephone number of your nominated contact person.
Usually, the telephone number that you type should not exceed 30 characters; however,
sometimes the character restrictions in this field are country dependent. If this person residesin
Canada or the United States, the telephone number that you type should not exceed 10 decimal
digits.

@ (New contact details) Extension: Thisfield is displayed only if it is relevant for the
country/region that is configured for your systems. The character restrictionsin thisfield are
country dependent. If this person resides in Canada or the United States, the telephone number
extension that you type should not exceed 4 decimal digits.

o (New contact details) Email: Type an email address that does not exceed 256 characters.

Electronic Service Agent 3.1 - Director Extension User’'s Guide 42



Configuring Using the Upgrade Wizard

9. Click Next. You see the Upgrade L ocation screen.

Fiz Electronic Service Agent Upgrade Wizard [_ ] |

[T oelete
—0ld Location Details

MNarme [Test
Address [
City [Green
Post Code L3

State / Province |

—Mew Location Details

Building Floor,Office [Test

Address [Test Zone
City [Midlands
Post Code E
State fProvince  [Texas =l
dEIacl-:l Nex‘[bl Cancell Help |

] ey |

Use this screen to modify or delete the location settings that have been assigned to one or more of
your managed systems when your previous version of Electronic Service Agent was configured.
Note: You cannot change the country/region setting using this screen. Y ou can use these fields:

o Delete: Click the Delete box to delete al the information on the screen. If you delete alocation
that is currently assigned to one or more managed systems, Electronic Service Agent assigns the
default location settings to these systems. Y ou cannot delete the default location settings.

@ Old location details: Displaysthe (Building, floor, office), Address, City, Post Code and
State/Province details that have been assigned to one or more of your managed systems when
your previous version of Electronic Service Agent was configured. The fields are disabled,
however the contents of each field can be copied and pasted into the fields of the New location
details section as appropriate.

@ (New location details) Building, Floor, Office: Type the location (within your company
premises) of your managed system(s). The location that you type should not exceed 22
characters.

@ (New location details) Address :Type the address details of you managed systems. The address
that you type should not exceed 30 characters.

o (New location details) City Type the city in which your managed systemsreside. The city that
you type should not exceed 30 characters.
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o (New location details) Post Code: Type the post code appropriate for your managed systems.
The post code that you type should not exceed 10 characters in length.
@ (New location details) State/Province:
e Select from the pull-down list if available. If not, type a state/province (maximum 30
characters) or type None.
* By default, the field type and the list of states/provinces displayed are dependent upon the
country/region location of your Central Management Server.
* If your systemsreside in more than one country location, you should edit the State/Province
fields of your managed systems. To do this:
@ Completethisinitial configuration stage using the Electronic Service Agent
Configuration Wizard.
@ Change the setting using the Contact/L ocation page of the targeted Electronic Service
Agent Configuration Notebook or the Contacts page of the untargeted Electronic Service
Agent Configuration Notebook.

10. Click Next to display the Auto Update screen.

5 Electronic Service Agent Upgrade Wizard !IEI E |

|[BM may issue update packages for Electronic Service Agent to
improve its functions ar to resolve problems.

For example, IBM may add new products to the list of supported
systems, ar may modifi the list of events that cause Sewvice Requests
to be sentto IBM.

These updates may he downloaded and applied automatically, oryou
may choose to select and download updates manually.

[fyou wish to reviewy and approve any updates hefore they are down
loaded and applied, uncheck the ‘Enable autormatic updates' box.

[v Enable automatic updates

Cancel Help

Use this screen to configure the way you want to apply updates to the Electronic Service Agent

program. Y ou can:

@ Leavethe checkbox checked to configure Electronic Service Agent to download and apply
program updates automatically when they are available.
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@ Clear the checkbox if you want to select and download Electronic Service Agent updates
manually at alater date. Thisalowsyou to view the details about the latest program updates
before choosing to download them.

11. Click Next. Y ou see the Upgrade Finish screen.

5 Electronic Service Agent Upgrade Wizard !IEI E |

You have completed the required configuration of upagrade install
process for Electronic Semvice Agent.

Press Finish'to save your settings and open the configuration
notebook where vou can review and modify yvour settings, and add
rmaore Contacts or Locations if required.

Ifyou need to change these settings in future, double click on the
‘Electronic Service'task in the Tasks' pane to open the Electronics
Serniice configuration notehook,

= Back |

Cancel Help

This screen is displayed when you have properly configured settings for all of the Electronic Service

Agent Configuration Wizard screens.

@ Click Finish. The untargeted Electronic Service Agent Configuration Notebook is automatically
displayed. Electronic Service Agent is now ready for you to perform administrative tasks. You
can use it to change global configuration settings now or in the future.

= However, before running Electronic Service Agent, use your IBM Director Management Console
to perform a systems inventory. For details of performing system inventories refer to the
“Inventory Collection Operation” entry of your IBM Director online help. Also see how to
enable and enroll your systems, described in Chapter 7.
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Chapter 7. Enabling and Enrolling One or More Systems for
Electronic Service

When you have properly installed and configured Electronic Service Agent, you must enable and enroll
each of your managed systems for Electronic Service before the agent can perform information-gathering
operations and send Service Requeststo IBM.

A noteto usersupgrading from Electronic Service Agent version 2.1
If you have previously enrolled your managed systems while running Electronic Service Agent version
2.1, and you have now upgraded to version 3.1, then you will not have to enroll the same systems again

Enabling one or more managed systemsfor Electronic Service

To enable one or more managed systems for Electronic Service:

1. Open the targeted Electronic Service Agent Configuration Notebook by launching the Electronic
Service Task targeted at an individual managed system, group of managed systems, or multiple
selected managed systems.

2. Open the System page.

3. Select Enablefor Electronic Service.

4. Click Apply or click OK to close the System page.

Enrolling a managed system for Electronic Service

When you enable a managed system for Electronic Service for the first time, Electronic Service Agent
initiates an enrol Iment transaction. If this transaction is unsuccessful, you can manually initiate another
enrollment transaction.

To manually enroll a managed system for Electronic Service:

1. Openthe single targeted Electronic Service Agent Configuration Notebook by launching the
Electronic Service Task targeted at a single managed system. See page 57.

2. Openthe Test page.

3. Click Enroll System. Wait for the Enroll System Test window to confirm that the transaction has
been successful or follow on-screen instructions.

4. Click OK to closethe Test page.
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Chapter 8. Using the Untargeted and Targeted Notebooks

The IBM Director Management Console

Electronic Service Agent isinstalled asan IBM Director Extension and is visible on the IBM Director
Management Console as shown below. Refer to your IBM Director online help for more information
about using the IBM Director Console.
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Note: The Electronic Service Manually Subscribed Events filter appears as a sub-category of the Event
Log task in the Tasks pane. Thisis not intended for use; it appears automatically when Electronic Service
Agent isinstalled.

* Toview alist of systems that are eligible for Electronic Service, double-click on the Electronic
Service Eligible Systems group in the Groups pane (circled in the diagram above). Thisgroup isa
static group that is automatically populated with al of the systems managed by your IBM Director
Central Management Server that meet the dligibility criteriafor Electronic Service.

¢ Tolaunch Electronic Service Agent:
The Electronic Service Agent can be launched in untargeted or targeted mode:
@ Untargeted mode:
* Anuntargeted action is one that applies to the Electronic Service Agent installation as a
whole.
* Tolaunch Electronic Service Agent in untargeted mode, do one of these:
@ Double-click on the circled icon on the Toolbar.
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@ Double-click on the circled "Electronic Service" in the Tasks pane.

@ Right-click on the circled "Electronic Service" in the Tasks pane. Y ou see a Context
menu.
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o Select Open, the top item on the menu.
* You seethe Untargeted Electronic Service Agent Configuration Notebook.
o Targeted mode:
* A targeted action is one that appliesto one or more managed systems.
* Tolaunch Electronic Service Agent in targeted mode, do one of these:
@ Drag and drop a system listed in the Groups pane onto the circled "Electronic Service" in
the Tasks pane.
@ Drag and drop the circled "Electronc Service" task onto a system listed in the Groups
pane.
@ Right-click on asystem listed in the Groups pane. Y ou see a Context menu (shown
above). Select the circled Electronic Service.
* You seethe Targeted Electronic Service Agent Configuration Notebook. The Targeted
Notebook is discussed on page 57.

Important: Do not open more than one instance of the Electronic Service Agent Configuration Notebook
at atime. If you open and use multiple Electronic Service Agent Configuration Notebooks, some of your
data may not be saved when you close any of the Notebooks.

The Untargeted Electronic Service Agent Configuration Notebook

To use the Untargeted Notebook to change global settings:

1. Useone of the methods above. Y ou see the Untargeted Notebook, with tabs for Company, Contacts,
Locations, Communication, Scheduler, Inventory, Updates, and Advanced.

2. At the bottom of the notebook, and available to each page, are four buttons:

0] | Apply | Cancel | Help |

= When you have made changes to a page that you want to have applied to the system, click Apply.
Y ou will remain on the notebook page.
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= When you have made all changes to the notebook, click OK to save and exit.
@ Click Cancel to discard changes and exit.
o Click Help to see online help for the page.
3. Select the tabs for the pages you need to change. Y ou may select these in any order.

Untar geted Company Page
1. Click the Company tab. Y ou see the Untargeted Company page.

Py Electronic Service Agent Configuration - |I:I|£|

Cnmpanyl Cnntactsl anatinnsl Cummunicatiunl Schedulerl Imventary Updatesl Advancedl

Company [TEST LOGIC

Country or Region [UNITED STATES |
Telephone |123455T89EI

Extension 234

il ftest@ibrm.corm

Enterprise or ECHID [TEST

] Reay

2. Make necessary changes and click Apply. Field entry requirements are the same as those for the
Company Configuration screen described on page 31. Do not click OK until you are ready to exit
the notebook.
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Untar geted Contacts Page
1. Click the Contactstab. Y ou see the Untargeted Contacts page.

Eg Electronic Service Agent Configuration - |EI|£|

Company Contacts | anatiunsl Cnmmunicatinnl Schedulerl Inventnwl Updatesl Aduancedl
~ContactDetails
Mr. Tester T (Default)y
Mame Jr. Tester T
Country or Regian |UNITED STATES ;l
Telephone |123455T89EI
Extension |234
e ftester@test com
M ey Edit |
Copy Delete |
EyE | = | Cancel |
Sefas default |
(0] | Ay | Cancel | Help |

FETT ey

2. Make necessary changes and click Apply. Field entry requirements are the same as those for the
Contacts Configuration screen described on page 32. Note that you cannot delete default contact
settings.
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Untar geted L ocations Page
1. Click the Locationstab. Y ou see the Untargeted L ocations page.

Eg Electronic Service Agent Configuration - |EI|£|

Cnmpanlenntacts Lacations CnmmunicatiunlﬁchedulerlIm-'entnw Updateslﬁduancedl
~Locations
vatems (Defaulf)
Building, Floor, Office |Test Systems
Country or Region |UNITED STATES =
Address 25, Test Lane
City [mainiand
Post Code T3
State f Province |Texas =
R =1 Edit |
Copy Delete |
Save | Eancel |
=et as default |
(0] | Ay | Cancel | Help |

FETT ey

2. Make necessary changes and click Apply. Field entry requirements are the same as those for the
Contacts Configuration screen described on page 33. Note that you cannot delete default location
settings.
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Untar geted Communication Page
1. Click the Communication tab. Y ou see the Untargeted Communication page.

=10l x|

Eg Electronic Service Agent Configuration

Company | Contacts | Locations  Communication Scheduler | Inventory| Updates | Advanced |

Country or Region |UNITED STATES =l
i Dijal-Up

" Internet

—Dial-Up Connection Details

Modern [Conexant 56K Data,Fax,Yoice Modem |
Region [Mationwide |
City |300-586-3089 Mationwide Toll |

Murmber to dial |E|EIE45EI1 2240

Current configuration has never been successfully tested. Test Connection |

(0] | Ay | Cancel | Help |

FETT ey

2. Make changesto either Dial-Up or Internet, and click Apply. Field entry requirements are the same
as those for the Communication Configuration screen described in the pages beginning on page 28.
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Untar geted Scheduler Page
1. Click the Scheduler tab. Y ou see the Untargeted Scheduler page.

Pg Electronic Service Agent Configuraktion - |EI|5|
Cnmpanyl Cnntactsl Ll:n:atil:unsl Communication Bcheduler' Imfentl:unfl Updates Advancedl
Inventory data is transmitted weekly on the day and time selected.
—Day Selection —Time Selection
Sunday 03:00 |
Monday 0314
Tuesday 0320
y 03:44 J
Thursday 0400
Friday
Saturday 0420
04:45
0a:00
0414
0a:30
04a:44 -
Mext scheduled transmission: 160403 04:15
Qi | Al | Cancel | Help |
== Reawy

2. Usethis page to configure your weekly repeat schedule for inventory collection and transmission to
IBM. Select days and times, and then click Apply.

Note: All changes made to the Scheduler are applied universally to all managed systems. Different
weekly schedules cannot be set for individual managed systems or groups of managed systems.
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Untar geted Inventory Page
1. Click thelnventory tab. You see the Untargeted Inventory page.

F5 Electronic Service Agent Configuration - 10| x|

F

i+ Send all requested inventary

= Select inventory items to send

SEEEREREER R R R

L

Ok | Al | Cancel | Help |

Selent Al |

] roay

2. Usethis page to select the items of inventory information you want Electronic Service Agent to
transmit to IBM. Select one of these:

a

Send all requested inventory:

* Enables Electronic Service Agent to collect and send all configured inventory to IBM.

* Disablesthe Select al button.

* Disablesthelist of inventory items.

Select inventory itemsto send: enables the Select al button and the selectable list of inventory
items.

Select all: selectsal of theinventory itemsin the scrollable list.

Electronic Service Agent collects and transmits both standard inventory and diagnostic inventory

to IBM.

e Standard inventory:
Electronic Service Agent collects standard inventory information from your managed
systems in accordance with the inventory items that you have selected from the inventory list
and transmitsit to IBM on either on a scheduled weekly basis or at the time of sending a
Service Reguest.

* Diagnostic Inventory:
Electronic Service Agent collects diagnostic inventory information from your managed
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systems and transmitsit to IBM ONLY at the time of sending a Service Request.

@ Note: If you want Electronic Service Agent to send a managed system'’s diagnostic inventory
information to IBM, you must specifically enable the diagnostic inventory service using the
Services page of the targeted Electronic Service Agent Configuration Notebook.

Untar geted Updates Page
1. Click the Updatestab. Y ou see the Untargeted Updates page.

P Electronic Service Agent Configuration - |I:I|5|

[+ Enable automatic updates

Latest update available

Mo Updates are required

Last update applied

[ s

Mo Pending Updates

0] | | Cancel | Help |

P Reany |

2. Usethis page to configure how you want to receive Electronic Service Agent updates when they are
available. The changes that you make here will overwrite the global settings that you configured
using Electronic Service Agent's Configuration Wizard or Upgrade Wizard subsequent to installing
Electronic Service Agent. To do this, you can clear the "Enable automatic updates’ box to enable the
"Download now" button so that you can manually download one of these available program updates:
o (Latest update available) Update package: Displays the name of latest software updates
package if oneisavailable.

o (Latest update available) Date available: Displaysthe availability date of the latest software
updates package if one is available.

o (Latest update available) Details: Displays details about the latest software updates package if
oneisavailable.
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o (Latest update available) Download now: Button-click initiates a download of the latest
software updates package. Y ou may have to restart your IBM Director Central Management
Server to apply the latest program updates.

o (Latest update available) Apply now: Button-click initiates a download of the latest software
updates package. Y ou do not have to restart your Central Management Server to apply the latest
program updates.

o (Last update applied) Update package: Displaysthe name of the last software updates
package.

o (Last update applied) Date available: Displays the avail ability date of the last software updates
package.

o (Last update applied) Date applied: Displays the date that the last software updates package
was applied.

o (Last update applied) Details: Displays details about the last avail able software updates
package.

Untar geted Advanced Page
1. Click the Advanced tab. Y ou see the Untargeted Advanced page.

Pg Electronic Service Agent Configuraktion - |EI|5|

Cnmpanyl Cnntactsl Ll:n:atil:unsl Cnmmunicatinnl Schedulerl Inventory | Updates Advanced'

Authorize Weh Users

|[BM pravides aweb site where you can view details of the systems you have enabled for
Electronic Services. To autharise users to access this information, enter one or two |B
Comman Registration user |Ds.

User ID{g) [Test! [Test?]

Mo Authorization requests have been sent.

Toview details ofthe systems and to perform further user ID maintenance, please visit
hittp i i cormfsuppatielectronic

0] | Apply | Cancel | Help |

% Changes need to be applied |

2. |IBM provides aweb site that allows you to view the system details and inventory information that
Electronic Service Agent collects from each of your company-owned managed systems that are
enabled and enrolled for Electronic Service. To become authorized to view thisinformation:
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* Obtain an IBM Registration user ID. To do this, accessthis URL:
http://www.ibm.com/r egistration/selfreg

* Register for authorization to view this information using this page.

* View each of your managed systemswith IBM by accessing this URL:
http://www.ibm.com/support/electronic

Using the Targeted Electronic Service Agent Configuration Notebook
Y ou can display the Electronic Service Agent Configuration Notebook in the following three targeted
modes:

* Singletargeted: select a single managed system
* Multi-targeted: select two or more managed systems
* Group targeted: select agroup of managed systems.

Single targeted mode
As discussed on page 47, you can display the Targeted Notebook in single targeted mode by performing
any one of the following actions:

* Drag and drop a system listed in the Groups pane of the IBM Director Management Console onto the
Electronic Service task in the Tasks pane.

* Drag and drop the Electronic Service task in the Tasks pane of the IBM Director Management
Console onto a system listed in the Groups pane.

* Right-click on a system in the Groups pane and select Electronic Service from the context menu.

* Launch Electronic Service Agent in multi-targeted or group targeted mode (see below) and then
select asingle system from the list of systems displayed in the System tree of the Electronic Service
Agent Configuration Notebook. The System treeis visible in the figures in the System and History
pages of the targeted Electronic Service Agent Configuration Notebook that areillustrated later in
this chapter.

Multi-targeted mode

Y ou can display the Targeted Notebook in multi-targeted mode by performing any one of the following

actions:

e Select two or more systems listed in the Groups pane of the IBM Director Management Console,
then drag and drop any of the selected systems onto the Electronic Service task in the Tasks pane.

¢ Select two or more systems listed in the Groups pane of the IBM Director Management Console,
then drag and drop the Electronic Service task in the Tasks pane on to any of the selected systems.

e Select two or more systems listed in the Groups pane of the IBM Director Management Console, and
then right-click on any of the selected systems and select Electronic Service from the context menu.

Group targeted mode

Y ou can display the Targeted Notebook in group targeted mode by performing any one of the following

actions:

* Drag and drop agroup, listed in the Groups pane of the IBM Director Management Console onto the
Electronic Servicetask in the Tasks pane.

* Drag and drop the Electronic Service task from the Tasks pane onto a group listed in the Groups
pane.
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* Right-click on agroup listed in the Groups pane, and then select Electronic Service from the context
menu.

Note: Multi-targeted and group targeted launches of Electronic Service Agent display the same targeted
Notebook and therefore provide the same functionality.

When the Electronic Service task is launched in group or multi-targeted mode, a Systemstreeis
displayed on the left side of the Targeted Notebook (refer to the System and History pages sections
below). This System treeisvisible for all pages except the Test page which can only be used in single
targeted mode. The root of the tree is denoted as "All Selected Systems.” If you select a system from the
System tree, the targeted Electronic Service Agent Configuration Notebook switches to single targeted
mode for that selected system.

To use the Targeted Notebook to change system-specific settings:

1. Select one of the target modes described above. Y ou see the Targeted Notebook, with tabs for
System, Services, Contact/Location, History, and Test (for use in single-targeted mode only).

2. At the bottom of the notebook, and available to each page, are four buttons:

0] | Apply | Cancel | Help |

= When you have made changes to a page that you want to have applied to the system, click Apply.
Y ou will remain on the notebook page.
= When you have made al changes to the notebook, click OK to save and exit.
o Click Cancel to discard any changes you have made and exit the notebook.
@ Click Help to see online help for the page you are viewing.
3. Sdlect the tabs for the pages you need to change. Y ou may select these in any order.
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Targeted System Page
1. Select the System tab. If you selected Multi-Targeted mode, you see the Multi-Targeted view of the

System page.

T — i
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Ok | | Cancel | Help |
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2. Usethe Targeted System page to:

@ View atarget managed system's details including: Name, Machine Type, Model and Serial
Number

o Verify atarget system's enrollment status for Electronic Service

@ Enable asystem for Electronic Service

3. Fillinthefieldsand click Apply:

= Name:

¢ Single managed systems: Denotes the name of a managed system as displayed in the Group
Contents pane of your IBM Director Management Console. Thisis the name that Electronic
Service Agent sendsto IBM as the name you have designated for the system.

* Group of managed systems: Denotes the name of a group of managed systems as displayed in
the Groups pane of your IBM Director Management Console.

* Multiple Systems: Denoted as “ All selected systems.”

@ Machinetype: The machine typethat is transmitted to IBM by Electronic Service Agent. In
multi-targeted mode, the machine type is shown if all selected systems have the machine type.
Otherwise the multi-targeted machine type isindicated as “various.”

@ Modd: The machine model that is transmitted to IBM by Electronic Service Agent. In
multi-targeted mode, the model is shown if all selected systems have the same machine type.
Otherwise the multi-targeted model isindicated as “ various.”

o Serial Number: The machine serial number that is transmitted to IBM by Electronic Service
Agent. The machine serial number is displayed for single targeted systems only.

Electronic Service Agent 3.1 - Director Extension User’'s Guide 59



Using the Untargeted and Targeted Notebooks

o System enrolled: Displays“Yes' if asystem isenrolled for Electronic Service.
Note: Electronic Service Agent automatically initiates an enrollment transaction when a managed
system is enabled for Electronic Service for the first time. If this transaction fails, you can
manually initiate another enrollment transaction using the Test page of this notebook. For
multi-targeted systems, thisfield displays“Yes,” “No,” or “Some.” Thisfield entry is updated if
asystem is successfully enrolled using the Test page.

o Enablefor Electronic Service: Select the checkbox to enable one or more managed systems for
Electronic Service.

Targeted Services Page
1. Click the Servicestab. You see the Targeted Services page.

" Bectronk Service Agent Conligur abion : =|0] =]
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2. Usethis pageto:

@ Enable amanaged system for IBM's Service Request service or disable a managed system's
enablement for IBM's Service Request service.

@ Temporarily suspend or resume one or more managed systems enablement for IBM's Service
Request service.

@ Enable one or more managed systems for a non-restricted Enhanced Availability Services for
xSeries Extended Service Level or disable one or more managed systems' enablement for a
non-restricted Enhanced Availability Services Extended Service Level.

3. Fillinthefieldsand click Apply:

o (Base Services) Service Requests enabled:

e Select the checkbox to enable one or more managed systems for IBM's Service Request
service.

* Clear the checkbox to disable one or more managed systems' enablement for IBM's Service
Request service. In multi-targeted mode this checkbox may have a gray background,
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indicating that your current selection of managed systems consists of some managed systems
that are enabled for IBM's Service Request service and some that are not.

* This checkbox will automatically be selected when you enable a managed system for an
Enhanced Availability Servicesfor xSeries Extended Service Level that requires Service
Requests.

o (Base Services) Suspended:
Select the checkbox to temporarily suspend a managed system's enablement for IBM's
Service Reguest service.

* Clear the checkbox to resume IBM's Service Request service for the managed system.

* |f apersistent condition on any of your managed systems is causing an excessive number of
Service Reguests to be sent to IBM, you should temporarily suspend the managed system's
enablement for IBM's Service Request service. Y ou can later resume service for that
managed system when the problem has been rectified.

o Extended Services) none:

* Thisradio button is displayed only if you have installed an Extended Service Levels software
package on your IBM Director Central Management Server.

* Select none to disable one or more managed systems' enablement for a non-restricted
Extended Service Level.

o Premiere: Select Premiere to enable one or more managed systems for the Premiere Extended

Service Level.

o PremierePlus:

* Select Premiere Plus to enable one or more managed systems for the Premiere Plus
Extended Service Level.

* You can only enable one or more managed systems for an Extended Service Level if you
have properly installed the software for that Extended Service Level. Installation of the
Extended Service Level software requires the assistance of an IBM on-site representative.

* Youwill require the assistance of an IBM on-site service representative if you want to enable
one or more managed systems for the Premiere Plus Extended Service Level or disable one
or more managed systems' enablement for the Premiere Plus Extended.
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Contact/L ocation Page
1. Click the Contact/L ocation tab. Y ou see the Targeted Contact/L ocation page.
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2. Usethe Contact/L ocation page and associated Electronic Service New Contact and Electronic

Service New Location editor panels to:

@ Assign new contact or location details to a managed system or group of managed systems
without changing Electronic Service Agent's global settings

@ Assign Electronic Service Agent’s global default contact or location settings or both to one or
more managed systems

3. Define these settings:

o Contact: details of the person you have nominated within your company who will act as a point
of contact. When Electronic Service Agent sends a Service Request to IBM, IBM will contact
this person during the process of resolving your company's managed systems' hardware
problems.
¢ Usedefault contact: Assignsthe global default contact details to one or more managed

systems. The global default contact details are those that you configured in the Contact
screen of the Configuration Wizard or the Contacts page of the untargeted Notebook.
* Select contact: Enables the pull-down list of contact settings and the New button.
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* New :Displaysthe Electronic Service New Contact screen.

Mg Electronic Service New Contact -0 x|
Marme |Mr. Tester
Country or Region [UNITED sTATES |
Telephone |1 234567340
Extension [234
e il ftesterg@test.corm]
Save | Cancel | Help |
o ey |

Use this screen to add new contacts for one or more managed systems.
@ Location: Thelocation details will enable IBM's service representatives to locate within your
company premises the defective managed systems.
¢ Usedefault location: Assignsthe global default location details to one or more managed
systems. The global default location details are those that you configured in the Location
screen of the Configuration Wizard or the L ocations page of the untargeted Notebook.
e Select location: Enables the pull-down list of location settings and the New button.
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* New: Displaysthe Electronic Service New Location screen.

P Electronic Service New Location -0 x|

Building, Floor, Office Il'est Systems

Country or Region |UNITED STATES R4

Address |25 Test Lane

City [Midlands

Post Code K

State f Province |Texas =

Save | Cancel | Help |

P31 reany |

Use this screen to add new locations for one or more managed systems.
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Targeted History Page
1. Click the History tab. You see the Targeted History Page.
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2. Usethis pageto view Electronic Service events. These events can be generic or system-specific.

o The detailsthat are displayed for each event include:
* Date the event was detected by Electronic Service Agent
* Timethe event was detected by Electronic Service Agent
* The system for which the event recorded is applicable
* Theevent type and associated event text

@ When an event is selected from the event table, its associated details are displayed in the Event
Detailsfield.

o Refer to Chapter 9, “About Electronic Service Agent Events’ for more information about
Electronic Service Agent’s event handling capabilities.
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Targeted Test Page
1. If you arein single-targeted mode, and you have been requested to perform atest, click the Test tab.
Y ou see the Targeted Test Page.

Pg Electronic Service Agent Configuration: SANDEEP - |EI|5|

Test connectian | Test communication to 1B
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Test Service Request Send a test Service Reguest to IBM
0] | | Cancel | Help |
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2. Usethe Test pageto:

o |nitiate atest of your connection to IBM

@ Enroll asystem for Electronic Service

@ Send an immediate test Service Request to IBM and confirm that Electronic Service Agent is
successfully exchanging data

@ |nitiate an immediate inventory collection and transmission to IBM.

Y ou should perform these test actions only at the request of an IBM service engineer or
representative.
3. Usethe options as follows:

@ Test connection: Displays the Connection Test window and initiates atest of your connection to
IBM.

@ Enroll System: Displaysthe Enroll System Test window and initiates an enrol Iment transaction.
This button is disabled if your system is already enrolled for Electronic Service. Y our managed
system may have been automatically enrolled when it was enabled for Electronic Service for the
first time.

o Test Service Request:

e Thisbutton isdisabled if your system has not been enrolled for Electronic Service.
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¢ Button-click displays the Service Request Test window and initiates an immediate test
Service Request to IBM. If all communications are successful, IBM returns a Service
Request Number, Branch Number, and Country Code. These are displayed in the History
page of the Targeted Notebook.
@ Send Inventory: Displays the Send Inventory Test window and initiates an immediate inventory
collection and transmission to IBM. This button is disabled if your targeted managed systemis
not enrolled for Electronic Service.
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Chapter 9. Electronic Service Agent Events

Electronic Service Agent both detects and generates events. The events that Electronic Service Agent
detects are known as base events.

Electronic Service Agent is pre-configured to detect specific hardware failure base eventsthat are
generated by managed systems that are enabled and enrolled for Electronic Service. These base events
are listed in the tables below.

UM S Events

CIM Director Agent Events.Fan

CIM Director Agent Events. Temperature

CIM .Director Agent Events.Power Supply
CIM .Director Agent Events.V oltage Abnormal
CIM .Director Agent Events.SMART Drive
CIM .Director Agent Events.Processor PFA
CIM .Director Agent Events.Memory PFA

RAID Events

IBMPSG_ServRAID Controller.State.Failed
IBMPSG_ServRAID Controller.Logical Drive.State.Critical
IBMPSG_ServRAID Controller.Logical Drive.rebuild.Failed
IBMPSG_ServRAID Controller.Synchronize.Failed
IBMPSG_ServRAID Controller.Physical Drive.State.failed
IBMPSG_ServRAID Controller.Physical Drive.PFA Error.Yes
IBMPSG_ServRAID Controller.Enclosure.State.Failed
IBMPSG_ServRAID Controller.Enclosure.Fan.Failed
IBMPSG_ServRAID Controller.Enclosure.Power Supply.Failed
IBMPSG_ServRAID Controller.Enclosure. Temperature.Failed

Service Processor Events

Netfinity System.Critical. Temperature

Netfinity System.Critical .V oltage

Netfinity System.Critical .V oltage regulator module failure
Netfinity System.Critical .Power

Netfinity System.Critica.HDD

Netfinity System.Critica.MFF

Netfinity System.PFA

Netfinity System.Non-critical.SFF

The base events (listed above) that Electronic Service Agent processes may change in the future therefore
thislistis current only at the time of release of the Electronic Service Agent version 3.1 product.
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These rules apply:
* On detection of the base events, Electronic Service Agent assigns alevel of severity to them and then
sends a Service Request to IBM.

= Thedefined levels of severity that Electronic Service Agent can assign to an event (in ascending
order of severity) are: Unknown, harmless, warning, minor, critical and fatal. The majority of the
base events that Electronic Service Agent is configured to detect and for which it subsequently
sends a Service Request to IBM are assigned with severities in the minor and critical levels.

= Thelevels of severity that Electronic Service Agent assigns to events assists in the event
filtration process. Electronic Service Agent has a number of integrated filters. These filters
ensure that:

Rogue Service Requests are not sent to IBM because of isolated events

Repeated Service Requests are not sent to IBM for the same fault occurring on a particular
managed system

The overall rate of Service Requests sent to IBM is controlled. Electronic Service Agent
ensures that if a Service Request is sent to IBM for a particular event type, then no other
event of equal or lower severity will cause Electronic Service Agent to send a Service
Request to IBM for a specified period of time, usually 30 minutes.

* You can enhance the number of base eventsthat Electronic Service Agent processes by installing
IBM's Enhanced Availability Services for xSeries Extended Service Levels. For more information
about this refer to Chapter 10, “Enhanced Availability Servicesfor xSeries.” The events that
Electronic Service Agent generates relate to the tasks that it performs. For example:

Sending a Service Request to IBM

Transmitting system inventory updatesto IBM

Enrolling a managed system for Electronic Service

Detecting eligible managed systems

Performing tests including testing your modem connection to IBM

* All network events (including the base events that Electronic Service Agent is configured to detect)
arelisted in IBM Director's Event Log.

* Events generated by Electronic Service Agent alone are displayed in the History page of the Targeted
Electronic Service Agent Configuration Notebook.

Event Action Plan configuration

The Event Management feature of IBM Director enables you to identify, categorize, and automatically
initiate actions in response to network events. For more information about setting Event Filters and Event
Action Plans, refer to your IBM Director online help.

Electronic Service Agent adds new event types to the event typetreein IBM Director’s Event Filter
Builder interface. Y ou can use these Electronic Service events to build Event Action Plans so that
someone within your company is contacted by pager, email or telephone when Electronic Service Agent
is unable to complete itsinformation gathering operations and is unable to communicate with IBM.
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Chapter 10. Enhanced Availability Servicesfor xSeries.

Introducing IBM Operational Support Services - enhanced availability
Y our business relies on a high-performance I T infrastructure. To keep your end-user environment
running efficiently, you need to be aware of network problems and take action before they occur. IBM's
Electronic Service Agent provides you with thislevel of awareness and with servicesto assist you in
maintaining higher availability and performance.

IBM's Operational Support Services - enhanced availahility for systems management, hereafter referred
to as "Enhanced Availability" is a service designed to implement the Electronic Service Agent in your
xSeries environment.

Enhanced Availability provides IBM services specialists to enable the Electronic Service Agent and its
remote monitoring capabilities in your server environment. The result of this service is remote real-time
monitoring of your server environment, notification to you and the IBM Remote Support Center if a
problem occurs, and activation of the necessary level of support you require to keep your network up and
running.

Enhanced Availability will:
Install, configure and enable the el ectronic service agent on your managed systems

*  Assist you in preventing and planning for systems outages by monitoring systems events

*  Automatically generate problem tickets for systems events and notify you and IBM's call
management center

*  Send critical and non-critical hardware server system events and Predictive Failure Analysisto IBM
and you simultaneously

*  Monitor over 3000 system events (OEM and IBM), and notify you and IBM through a secure
network transaction

Enhanced Availability also includes a group of scal able services that provide automated solutions for

systems applications and performance management:

Applications management - Application Management eliminates the need for you to have an
internal resource to support application recovery services and enables the end user to self-heal
application failures as they occur with or without hel p-desk assistance or intervention, whichever
your environment demands. With this service, the end-user can increase his’her productivity time and
the help desk can reduce its application management workload, thereby helping to reduce the Total
Cost of Ownership.

*  Performance management - By monitoring your customers network environment for capacity and
performance issues, performance management can identify where performance problems exist and
identify possible downtime situations, by providing reports that assist customers in understanding
change, inventory, performance, and capacity management issues. In addition, asset, inventory
tracking, and software distribution help to manage the customer IT life cycle.

Note: Enhanced Availability may only be available in selected countries. Equipment utilizing the
Electronic Service Agent must be covered under an IBM warranty or mai ntenance agreement. For more
information, call your local IBM representative.
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Chapter 11. Troubleshooting

Error message - Test failed

If you have not configured your modems for RAS, then the modems will be displayed and will be
selectable from the M odem fields of the Telephone number screen of the Electronic Service Agent
Configuration Wizard and Communication page of the untargeted Electronic Service Agent
Configuration Notebook; however, they will not be functional.

Error message - Dialer service cannot be started
On some systems during reboot Windows could display an error message stating that the Dialer service
cannot be started.

To resolve the problem:
1. Goto Start Menu\Settings\Control Panel\Administrative Tools\Services.
2. Fromthelist of services, select IBM Electronic Service Agent Dialer .
3. Right click and select Properties.
4. Select Recovery tab and set the following settings, as shown in the screen image below.
o Firgt faillure: select Restart the Service
o Second failure: select Restart the Service
o Subsequent failures: select Restart the Service
o Reset fail count after: 0 days
o Restart service after: 1 minutes

IBM Electronic Service Agent Dialer Propert ed |

Generall LogOn Recovery | Dependenciesl

Select the computer's responze if this service fails.

Firzt Failure: Festart the Service
Second failure: I Restart the Service j
Subgequent failures; I Restart the Service j

Fezet fail count after; IEI days
Restart service after: |1 minutes

5. Click OK.
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Appendix A. Noticesand Trademarks

Notices
This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other
countries. Consult your local IBM representative for information on the products and services
currently available in your area. Any reference to an IBM product, program, or service is not
intended to state or imply that only that IBM product, program or service may be used. Any
functionally equivalent product, program, or service that does not infringe any IBM intellectual
property right may be used instead. However, it isthe user’s responsibility to evaluate and verify
the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not give you any license to these patents. You
can send license inquiries, in writing to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.SA.

For license enquiries regarding double-byte (DBCS) information, contact the IBM Intellectual
Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation Licensing
2-31 Roppongi 3-chome, Minato-ku

Tokyo 106

Japan

Thefollowing paragraph does not apply to the United Kingdom or any other country
wher e such provisions areinconsistent with local law:

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “AS IS’ WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE.

Some states do not allow disclaimer of express or implied warranties in certain transactions;
therefore, this statement may not apply to you. Thisinformation could include technical
inaccuracies or typographical errors. Changes are periodically made to the information herein;
these changes will be incorporated in new editions of the publication. IBM may make
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improvements and/or changes in the products and/or the programs described in this publication at
any time without notice.

Any referencesin this information to non-IBM Web sites are provided for convenience only and
do not in any manner serve as an endorsement of those web sites. The materials at those Web
sites are not part of the materials for thisIBM product and use of those web sitesis at your own
risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate
without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling (1)
the exchange of information between independently created programs and other programs
(including this one) and (2) the mutual use of information which has been exchanged, should
contact:

IBM Corporation
Department 80D

P.O. Box 12195

3039 Cornwallis
Research Triangle Park
NC 27709

U.SA.

Such information may be available, subject to appropriate terms and conditions, including in
some cases payment of afee.

The licensed program described in this document and all licensed material available for it are
provided by IBM under terms of the IBM Customer Agreement, IBM international Program
License Agreement or any equivalent agreement between us.

This information contains examples of data and reports used in daily business operations. To
illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All of these names are fictitious and any similarity to the names
and addresses used by an actual business enterpriseis entirely coincidental.

Trademarks

The following terms are trademarks of the IBM Corporation in the United States or other
countries or both: 1BM, Electronic Service Agent, Extended Services, Netfinity, OS/2, xSeries,
eServer

Javaand all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United
States, other countries, or both.
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Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft
Corporation in the United States, other countries, or both.

Intel, Intel Inside (logos), MM X and Pentium are trademarks of Intel Corporation in the United
States, other countries, or both.

Other company, product, and service names may be trademarks or service marks of others.
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Appendix B: Glossary

AGN
AT&T Globa Network.

Configuration
Adaptation of filesto a specific customer site for execution.

Configuration file

A file that contains information supplied by the customer, for example, customer contact information. It
is created or changed during the install and configuration process; may aso be changed during an
Electronic Service Agent upgrade or via commands from other subsystems or from the SDR.

Configurator
The program that performs the process of configuring to the requirements of the customer site.

Data Collector
The subsystem responsible for collecting system and information and sending it to the appropriate
destination as messages.

ECI
Electronic Customer Interface.

Encryption

A method of encoding messages to provide message security. Local encryption encodes messages
moving among distributed subsystems in a networked environment. External encryption encodes
messages before transfer between the Gateway and the SDR.

Entitlement
Relates to the level of support provided to a customer. The level of support is determined by the
contractual arrangement between IBM Global Services and the customer.

Error information

Information describing the conditions on the managed system that are beyond the specified tolerances of
normal system behavior.

Event

An event isameans of identifying a change of state of a process or device on the network. For example,
an event identifies when a critical resource threshold such as virtual memory utilization is met.

FRU
Field Replaceable Unit.

Gateway
The subsystem that establishes secure communication with the SDR and transfers messages between the
Data Collector and the SDR.

IBM Director
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A systems management product providing support for IBM xSeries servers.

ICR
IBM Common Registration.

Installation

The placement of binary, hon-customized control files, and support filesin adirectory hierarchy on the
customer system. Establishment of specific user accounts, groups, etc., and of default permissions and
authentication regquirements.

Inventory information

Information describing the basic configuration of a managed system. Included are alist of the physical
characteristics of the managed system (number of processors, amount of memory and disk, etc.), and a
list of installed software.

LAN
Local Area Network.

Log File
Files that record information about normal and abnormal operation. A file that contains entries delimited
by atime stamp.

Managed systems
An operating system instance or hardware platform monitored by Electronic Service Agent.

Problem report
A technology-neutral term describing a problem that requires the attention of IBM service personnel.
This term can be used in place of the RETAIN-specific term, problem management report (PMR).

Registration

Registration associates authorized local users with a managed system, allowing them access to data about
that system on the Electronic Service Agent web site. Registration isinitiated by Electronic Service
Agent .

Scheduledriven
Collectors and detectors that gather information about managed systems at specified times.

Service Data Receiver (SDR)
The facility onthe IBM server that receives messages from Electronic Service Agent

SSL
Secure Socket Layer.

WAN
Wide Area Network.
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