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About This User’s Guide

About this User’s Guide

Introduction

This guide provides the installation, configuration, startup, and user instructions for the IBM®
Electronic Service Agent™ for Linux® on xSeries® - version 3.2 - Director Extension product,
hereafter referred to as "Electronic Service Agent."

Who Should Read This Guide

This guide is intended for IT administrators responsible for IBM Director. Readers should have extensive
knowledge of their LAN environment, a general knowledge of operating systems and database functions,
and should be familiar with or have a working knowledge of IBM Director.

Conventions used in this guide
This guide uses several typeface conventions for special terms and actions. These conventions
have the following meaning:

Bold
Commands and other controls, keywords, and other information you should use literally
appear in bold.
Italics
Variables that you must provide appear in italics.
Monospace
Examples of code or text you should type appear in monospace.

Terminology

In the chapters that follow you will see the following terms used:

IBM Director Console
The IBM Director Console is the graphical user interface from which administrative tasks are
performed. It is your primary interface to the various IBM Director tasks. The console can be run
from a desktop environment that is connected to the IBM Director Server.

IBM Director Server
The IBM Director Server is where the management data, the server engine, and the management
application logic reside. Throughout this guide the IBM Director Server may also be referred to
as the Director Server.

Managed systems
This term refers to Systems and devices on your network managed by your IBM Director Server.
A managed system may also be referred to as a managed server in this User’s Guide.

IBM Director Agent
The IBM Director Server manages systems and devices in your network by communicating with
the IBM Director Agent installed on each of these managed systems. The agent provides all of
the code and interfaces necessary for each system to be managed by IBM Director.
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Event
An event is a means of identifying a change of state of a process or device on the network. For
example, an event is generated when a critical resource threshold such as virtual memory
utilization is met.

Threshold Monitor
If you assign a threshold for a given attribute, an event is generated when the threshold is met for
the system to which the attribute applies.

For example, you can set a threshold on a file server to generate an event if there is less than 100
Mb of free space on the disk drive. When the threshold is set, the free space on the server is
monitored. When the free disk space is less than 100 Mb, the event is generated.

Thresholds can be numeric or set as strings.

Contacting Customer Support

If you encounter problems or have technical questions regarding your xSeries server, IBM Director or
Electronic Service Agent, you should call your nearest IBM support center. You should also have your
machine type and serial number ready to give to the IBM support staff. Your machine type is identified
by a four-digit number. You can obtain support center contact details that are appropriate for your
country/region from the following web site:

www.ibm.com/planetwide/

If you are a resident in the United States and you encounter problems or have technical questions
regarding IBM Director or Electronic Service Agent, you must have a SupportLine contract. Please
contact 1-800-IBM-SERV (1-800-426-7378), and select Option 2-Software Support Services. When
calling regarding Electronic Service Agent, refer to Program Number 5639-N89. For information on
SupportLine Services in the United States, please call 1-888-426-4343.

About Your Entitlement to Hardware Support from IBM

IBM’s standard warranty response time is the next business day. If an upgrade has been purchased,
service level response times may vary from 2 to 4 hours. However, it should be noted that service levels
are response time objectives and are not guarantees. If a system is not under warranty or there is no
maintenance agreement with IBM, then your nominated company representative will be contacted by the
IBM Service Entitlement Group. Thereafter an IBM service engineer will be dispatched to the customer
site with the hardware components required to correct the problem reported.

Note: You are entitled to automatic support from IBM only if your systems are under warranty or your
organization has a maintenance agreement with IBM. This service program is not intended for customers
who have a third party maintaining their xSeries servers.

Related Information

Electronic Service Agent for xSeries version 3.2 is designed to be installed as an extension to your IBM
Director version 4.20.2 system management application. Electronic Service Agent appears as a task in the
Tasks pane of your IBM Director Console.
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If you require more information about the techniques employed in using the IBM Director Console, refer
to your IBM Director version 4.20.2 online help and User’s Guide. A copy of the User’s Guide is
available in PDF format on your IBM Director program CD-ROM.

If you require more information about the IBM Director product, refer to the following IBM Director
web site:.

http://www-1.ibm.com/servers/eserver/xseries/systems management/xseries_sm.html

Receiving Updates
You can download updated versions of Electronic Service Agent when they are available from the
following World Wide Web site:

http://www.pc.ibm.com/gtechinfo/MIGR-40870.html
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Chapter 1. Introducing Electronic Service Agent

What is Electronic Service Agent?

Electronic Service Agent is an IBM program designed to help you minimize the resources required to run
and maintain your networked computers and allows IBM to provide you with enhanced problem
prevention and resolution capabilities.

Electronic Service Agent is an extension to the IBM Director management application. This agent
monitors your xSeries servers for hardware errors. Hardware errors that meet certain criteria for
criticality are reported to IBM.

Electronic Service Agent also administers hardware and software inventory collections, and reports
inventory changes to IBM.

All information sent to IBM is stored in a secure IBM database and used for improved problem
determination.

Electronic Service Agent should be installed on your IBM Director Server. Additionally, it can be
installed on a Director Remote Console. You do not need to install Electronic Service Agent on each of
your managed systems.

The key features of Electronic Service Agent include:

* Automatic problem reporting: service calls placed to IBM without operator intervention
® Scheduled system inventory and diagnostic inventory reporting to an IBM database
* Problem-definable threshold levels for error reporting

What’s new in Electronic Service Agent for Linux® on xSeries®

version 3.2
Version 3.2 of Electronic Service Agent includes the following enhancements and new features:

¢ Support for IBM Director version 4.20.2. Please note that version 4.20 will not work. The version
must be 4.20.2
* Support for Linux ® . Support includes:
@ SUSE Linux Enterprise Server 8 for x86 (Service Pack 3 required)
@ Red Hat Enterprise Linux ES, version 3.0
@ Red Hat Enterprise Linux AS, version 3.0 for Intel x86

Managed Systems Eligible for Electronic Service

Please refer to the Readme file for the list of managed systems that are eligible.

System Enroliment for Electronic Service

System enrollment is a security feature. During an enrollment process, Electronic Service Agent informs
IBM’s service data receiver of the existence of a new IBM Director-managed system on your network.
System information, including but not restricted to machine type, serial number, and configuration
details, is also sent to IBM’s service data receiver. IBM’s service data receiver returns unique system
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identifiers. Managed systems are identified by IBM’s service data receiver using the unique system
identifiers and system configuration information during all subsequent transactions between Electronic
Service Agent and IBM’s service data receiver.

Viewing System Information on a Secure IBM Web Site

IBM provides a web site that allows you to view the system details and inventory information that

Electronic Service Agent collects from each of your company-owned managed systems that are enabled

and enrolled for Electronic Service. To become authorized to view this information:

* Obtain an IBM Registration user ID. To do this, access this URL:
http://www.ibm.com/registration/selfreg

® Register for authorization to view this information using the “Advanced” page of the Untargeted
Electronic Service Agent Configuration Notebook (see page 39).

* View each of your managed systems with IBM by accessing this URL:
http://www.ibm.com/support/electronic

*  When you have obtained an IBM Registration user ID, you will also have the authority to grant other
users access to information on this web site.

How Electronic Service Agent Works

When Electronic Service Agent is properly installed and configured, each of your managed systems must
be enabled and enrolled for Electronic Service. If you have an Enhanced Management Services for
xSeries Extended Service Levels package installed on your management server, your managed systems
should also be enabled for the appropriate Extended Service Level, if required. Thereafter, Electronic
Service Agent runs in your systems’ background. Electronic Service Agent has two main functions:

¢ To initiate a Service Request and send it to IBM when it detects managed system hardware errors
that meet certain criteria for criticality

* To perform information-gathering operations and hardware and software inventory updates and send
this information to IBM

Initiating a Service Request

The information that Electronic Service Agent gathers is stored in your IBM Director Server and
transmitted at weekly intervals to IBM using an Internet connection from your IBM Director Server to a
service data receiver inside IBM’s firewall. IBM warehouses and collates this transmitted data, as shown
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in the diagram below.
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The process works as follows:

1. Anevent is generated when a hardware error exceeds a preset threshold. Electronic Service Agent is
pre-configured to capture specific hardware failure events and assign a level of severity to them.

@ The significance of an event is determined by the level of severity that has been assigned to it.
These severity levels are utilized by Electronic Service Agent’s event filtration process, which is
optimized so that a low severity event does not mask the occurrence of an event of higher
severity.

The types of problems that Electronic Service Agent typically reports to the call management

system include power failures and system overheating (as detected by the Advanced Systems

Management Adapter) and RAID drive failures.

2. When Electronic Service Agent captures a significant event, it sends a Service Request to IBM’s
service data receiver.

3. From here the Service Request is forwarded to the call management system that is appropriate for the
defective managed system location and service level. Details sent with the Service Request include
unique identifiers, system machine type and serial number, machine name (as displayed in IBM
Director), company, contact person, and location details, as well as other useful standard inventory
and diagnostic information.

4. TIf all communications have been successful, IBM’s service data receiver initially responds by
returning a Service Request Number, Branch Number and Country Code.
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5. Electronic Service Agent generates an event on successful completion of this transaction. This event,
together with the Service Request Number, Branch Number and Country Code, is recorded in IBM
Director's Event Log and the History page of the targeted Electronic Service Agent Configuration
Notebook.

Service Time

IBM accepts and logs calls in the form of Service Requests generated by Electronic Service Agent in
respect of a detected system fault at any time, but deals with the calls during the normal service hours of
9:00 a.m. to 5:00 p.m. If you are calling about a Service Request, please have the Service Request
number available.

Gathering Inventory Information
Using Electronic Service Agent’s Inventory Management feature, your systems’ hardware and software
inventory can be remotely monitored and stored in a secure IBM database.

Electronic Service Agent collects and sends both standard inventory and diagnostic inventory to IBM.

Prior to running Electronic Service Agent, a complete hardware and software inventory collection must
be completed using IBM Director. Inventory collections should be initiated by a systems administrator at
the initial configuration stage of Electronic Service Agent. For details about performing system
inventories, refer to the “Inventory Collection Operation” entry in your IBM Director online help. When
inventory collection is complete, Electronic Service Agent checks for a recent inventory update for each
system, as shown in the following diagram.
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Electronic Service Agent for xSeries
(System Inventory)

IBM Support Center
e Service Request Queue

Extraction of System
Information for Support
Center usage

Console

{

Electronic Service
Data Receiver

IBM Global
xSeries (
Server xSeries
Server System inventory data is sent to the

Electronic Service Data Receiver where it
is routed directly to the Electronic Service
Database

IBM Director
Central
Management
Server

Electronic Service
Database

Standard inventory

* Managed systems must be enrolled and enabled for Electronic Service before Electronic Service
Agent can collect standard inventory information from the managed systems and send it to IBM.
Managed systems are automatically enabled for Electronic Service Agent’s standard inventory
service at the time Electronic Service Agent is enabled.

* Electronic Service Agent checks for a recent standard inventory update for each system that is
enrolled and enabled for Electronic Service. This check is carried out at weekly intervals on the day
and time that is configured in Electronic Service Agent’s scheduler. The scheduler is configurable by
users.

* An inventory refresh is initiated for any system that does not have a recent successful update.

* Electronic Service Agent communicates with the IBM service data receiver regardless of whether or
not there are any inventory changes to report.

* The specific items of standard inventory information that Electronic Service Agent collects and sends
to IBM are configurable by users. For more information refer to Chapter 8, "Using the Untargeted
and Targeted Notebooks" and your Electronic Service Agent online help.
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Diagnostic inventory

Managed systems must be enrolled, enabled for Electronic Service, and enabled for Electronic
Service Agent’s diagnostic inventory service before Electronic Service Agent can collect diagnostic
inventory information from the managed systems and send it to IBM. Managed systems are
automatically enabled for Electronic Service Agent’s diagnostic inventory service at the time
Electronic Service is enabled.

Specific items of diagnostic inventory information that Electronic Service Agent collects and sends
to IBM are configurable by users.

In contrast with the standard inventory information, Electronic Service Agent does not collect and
send diagnostic inventory information to IBM at weekly intervals. Instead, this information is
collected from managed systems and sent to IBM when Electronic Service Agent sends a Request for
Service. Standard inventory information is also collected and sent to IBM at this time in addition to
the weekly scheduled inventory collection and transmission.

Administering Electronic Service Agent
In order for any of your systems to be properly monitored by IBM using Electronic Service
Agent, you must:

Properly prepare your network (refer to Chapter 2, “Preparing your network,” on page 14).

Properly install Electronic Service Agent (refer to Chapter 3, “Obtaining and installing Electronic
Service Agent" on page 16).

Properly configure Electronic Service Agent (refer to Chapter 6, “Configuring Electronic Service
Agent," on page 21).

Enable each managed system for Electronic Service either individually or as part of a group (refer to
Chapter 7, “Enabling and Enrolling Systems for Electronic Service," on page 30).

Enroll each managed system that you have enabled for Electronic Service. Systems are usually
automatically enrolled when they are enabled for Electronic Service. If the automatic enrollment
transaction fails, then you can manually enroll your systems for Electronic Service (refer to Chapter
7).

Enable each managed system that you have enrolled and enabled for Electronic Service for
Electronic Service Agent’s Service Request Service if required (refer to Chapter 8, “Using the
Targeted and Untargeted Notebooks” on page 31). The Service Request Service is enabled by
default when Electronic Service Agent’s Service Request Service is enabled, but it can be disabled at
a later stage. Electronic Service Agent will not report managed system hardware failures to IBM if
this service is not enabled.

Enable each managed system that you have enrolled and enabled for Electronic Service for
Electronic Service Agent’s diagnostic inventory service when required, if it is not already enabled
(refer to Chapter 8). The diagnostic inventory service is enabled by default when Electronic Service
Agent’s Service Request service is enabled, but it can be disabled at a later stage. When Electronic
Service Agent sends a Service Request to IBM, it will not collect and send diagnostic inventory
information if this service is not enabled.
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Chapter 2. Preparing Your Network

To prepare your environment for installing, configuring and using Electronic Service Agent, complete
the following steps:

1. Ensure that your network’s management server, Director Console, and managed systems are
configured with the correct processor speed and adequate amounts of free disk space, virtual
memory, and RAM before installing IBM Director version 4.20.2. Refer to the user documentation
for detailed system requirements and installation directions.

2. Install IBM Director version 4.20.2. Version 3.2 of Electronic Service Agent is only compatible
with this version of IBM Director.

3. Check to see that your systems are supported. Electronic Service Agent supports the following
systems:
o IBM Director Server
¢ SUSE Linux Enterprise Server 8 for x86 (Service Pack 3 required)
* Red Hat Enterprise Linux ES, version 3.0
* Red Hat Enterprise Linux AS, version 3.0 for Intel x86
o IBM Director Agent
® Please see the Director 4.20.2 Documentation for supported operating systems for Director
Agent 4.20.2.
o IBM Director Console
* SUSE Linux Enterprise Server 8 for x86 (Service Pack 3 required)
¢ Red Hat Enterprise Linux ES, version 3.0
* Red Hat Enterprise Linux AS, version 3.0 for Intel x86

4. Record information requested in the table below. You will use this information when configuring the
Electronic Service Agent program. See the series of panels in Chapter 6, “Configuring Electronic
Service Agent," page 21, for a better idea of the information you will have to supply.

Configuration Information

Setting Your details
IBM Director Server Country location.

Company details: Name, Telephone Number,
Telephone Extension, email, Enterprise or ECI
ID (optional).

Contact details: Name, Telephone Number,
Telephone Extension, email.

Location of your managed systems within your
company premises: Building, Floor, Office,
Address, City, Post code, State/Province.
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Fill in the table as follows:

Country: the country where your management server is located

Note: During the configuration process the management server country will also be assigned as the

default for the following:

@ Company country: country location for your registered company address

@ Managed systems’ country: country where your managed systems reside

@ Contact person country: country location where the person that your company has nominated to
act as a contact for IBM service representatives resides

@ If any of your systems reside in different country locations, then you should record these
countries. You can change the default country locations later using the Electronic Service Agent
Configuration Notebook. Refer to the online help for further details.

Company: supply requested details

Note: The Enterprise or ECI ID field is optional. Your company may have an Enterprise number or
an ECI ID that is used for customer identification and unique service terms and conditions. Your
purchasing team may be able to provide an Enterprise number, and your help desk may be able to
provide an ECI ID. ECI ID is also known as ESC+ID or an ECCO ID.

Contact details. This is the person that your company has nominated to act as a point of contact for
IBM representatives when a hardware failure occurs in any of your systems.

Location details of your managed systems. The location details allow IBM’s service representatives
to locate your managed systems if they need to be dispatched to your company premises with
replacement parts to rectify a system hardware failure. If you record your IBM Director Server
location details incorrectly, IBM’s service delivery will be delayed. Similarly, if you record your
managed systems’ location details incorrectly, IBM service representatives will not be dispatched to
the correct site location after a hardware problem has been reported.

Before installing and running the Electronic Service Agent for xSeries program, read the README
document that is accessible from this URL:

http://www.pc.ibm.com/qtechinfo/MIGR-40870.html

Continue to Chapter 3, “Obtaining and Installing Electronic Service Agent.”
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Chapter 3. Obtaining and Installing Electronic Service
Agent

Obtaining Electronic Service Agent
The Electronic Service Agent program is available by download from the following web site:
http://www.pc.ibm.com/qtechinfo/MIGR-40870.html

Installing Electronic Service Agent
These instructions assume you are using an X11 window manager to perform the actual

installation. The setup program is an X application

To install Electronic Service Agent on your IBM Director Server:

1. Log in as the user root. Do not ‘su’ to become the user root; the product will not install properly.
2. ‘cd’ to the directory where you stored the installation program.

3. Execute the following command:

./5639-n89-de32.bin

4. At the Electronic Service Agent Setup panel, click Next to continue with the program setup.

If you accept the terms and conditions of the License Agreement, click Yes to continue with the
setup program.

6. Click Finish to complete the installation.

b

Possible Installation Problems

* Once in awhile during installation of Electronic Service Agent, the install program will “hang” on a
panel after the files have been copied to your system. As part of the installation process, an uninstall
program is created, and this step takes longer than the steps that download files to your system. Give
the installer an adequate amount of time to complete its actions.

If you are sure the installation program is in a "hang” state, you can go to the window that you
launched the product in, and type Ctlr+C. Or close the terminal window. The installation is
complete.

* If you get the following errors:

Can't connect to X11 window server using ':0.0' as the value of the
DISPLAY variable.
OR

X1lib: connection to “:0.0” refused by server
X1lib: No protocol specified

the installer is unable to run in graphical mode. Try running the installer with —console or —silent
flag. It is likely that you used ‘su’ to become the user ‘root’. You must log in as the user root. Do not run
the installer with the —console or —silent flags; your product will not install properly.
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Uninstalling Electronic Service Agent for Linux® on xSeries® version
3.2

To permanently remove Electronic Service Agent from your server:
1. Log in as the user root. Do not ‘su’ to become the user root; the product will not uninstall properly.
2. Execute the following command:

/opt/IBM/director/proddata/esa/_uninstall/uninstaller.bin

3. At the Electronic Service Agent Setup panel, click Next to continue with the program setup.
4. Click Finish to complete the uninstall.

Reinstalling Electronic Service Agent

If you properly install and fully configure Electronic Service Agent version 3.2 and then decide to
uninstall this version, your global configuration details will remain stored on your management server.
When you reinstall Electronic Service Agent, your previous global configuration settings will be utilized
by this installation. You will not be required to configure any settings before using the agent and will
therefore not be presented with the Configuration Wizard panels. You can, however, change the
configuration settings after reinstallation using the Electronic Service Agent Configuration Notebook.
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Chapter 4. Administering Electronic Service Agent Using a
Remote IBM Director Console

You can administer Electronic Service Agent using a remote IBM Director Console.

Note: Electronic Service Agent version 3.2 must be installed on the management server version 4.20.2
first. Then upgrade Electronic Service Agent version 3.2 on all Remote Consoles managed by the
management server. Any down-level version of Electronic Service Agent on any active Remote Console
will generate a down-level version error on the management server.

To use a remote IBM Director Console:

1.

Ensure that the system you want to use as a Remote Console is included in the list of supported
servers detailed in your IBM Director version 4.20.2 user documentation.

Follow the instructions detailed in Chapter 2, “Preparing your network.”

Install the IBM Director Console version 4.20.2 component on the server that you want to use as a
Remote IBM Director Console. Insert your IBM Director CD-ROM into the server then select
Console on the Select Components panel.

Install Electronic Service Agent version 3.2 on the Remote Console system:

Note: These instructions assume you are using an X11 window manager to perform the actual
installation. The setup program is an X application.

1) Login as the user root. Do not ‘su’ to become the user root; the product will not install properly.
2) ‘cd’ to the directory where you stored the installation program.

3) Execute the following command:

/5639-n89-de32.bin

4) At the Electronic Service Agent Setup panel, click Next to continue with the program setup.

5) If you accept the terms and conditions of the License Agreement, click Yes to continue with the
setup program.

6) Click Finish to complete the installation.
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Chapter 5. Managing Contact and Location Information

The configuration of Electronic Service Agent using accurate contact and location information is
fundamental for IBM’s service delivery.

Contact information
Defines the contact details (including Name, Country or Region, Telephone number,
extension and email address) of the person you have nominated within your company who will
act as a point of contact. When Electronic Service Agent sends a Request for Service to IBM,
IBM will contact this person during the process of resolving your company’s managed systems'
hardware problems.

Location information
Defines the location details of your managed systems (including Building/Floor/Office,
Address, City, Postal Code, State/Province, and Country or Region)

The Electronic Service Agent interface is designed to accommodate the following three scenarios:

® Scenario 1: Your management server and managed systems reside in the same country/region

* Scenario 2: Your management server and managed systems reside in two different countries/regions

® Scenario 3: Your management server resides in a different country/region from your managed
systems, and additionally your managed systems reside in a number of countries/regions

At the initial configuration stage of Electronic Service Agent you will be asked to configure a
country/region for your systems. If your systems (including management server) reside in more than one
country/region (scenarios 2 and 3 above), you should select the country/region where your management
server resides.

By default, the country/region that you select for your management server will also be set for the
following:

¢ Company country/region: country/region for your registered company address.

* Managed systems country/region: country/region where your managed systems reside.

¢ Contact person country/region: country/region where the person that your company has nominated as
a point of contact for IBM service representatives resides.

You should change the country/region settings and other details if required later using Electronic Service
Agent’s Targeted and Untargeted Configuration Notebook as follows:

¢ Company country/region: Assign a country/region using the Company page of the untargeted
Electronic Service Agent Configuration Notebook

* Managed systems country/region:

@ If your managed systems reside in one country/region: Assign the global country/region using the
Locations page of the untargeted Electronic Service Agent Configuration Notebook..
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@ If your managed systems reside in more than one country/region: Assign a country/region to any
number of your managed systems using the Contact/Location page and associated Location
editor panel of the targeted Electronic Service Agent Configuration Notebook.

¢ Contact person country/region:

@ If your managed systems reside in one country/region: Assign the global contact persons'
country/region using the Contacts page of the untargeted Electronic Service Agent Configuration
Notebook.

@ If your managed systems reside in more than one country/region: Assign a country/region to any
number of your managed systems’ contact persons using the Contact/Location page and
associated Contact editor panel of the targeted Electronic Service Agent Configuration
Notebook.

Important: If you configure your IBM Director Server or managed systems locations incorrectly, IBM’s
service delivery may be delayed.
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Chapter 6. Configuring Electronic Service Agent

Introduction
After you have installed Electronic Service Agent, you must configure a number of settings before you
can use it to monitor your managed systems and perform any other administrative tasks.

Electronic Service Agent provides you with an easy-to-use Configuration Wizard. It is displayed when
you launch the Electronic Service task in these situations:

@ For the first time after installing Electronic Service Agent version 3.2.

@ After you have exited from the configuration process of version 3.2 without having completed it.

The Electronic Service Agent Configuration Wizard

The Configuration Wizard leads you step by step through the configuration process. You use the
information that you recorded during the configuration process, as described in Chapter 2, ‘“Preparing
your network,” step 4, "Record information."

To launch the Configuration Wizard so that you can configure global settings for Electronic Service
Agent:

1. Start IBM Director. You see the IBM Director Console window with Electronic service in the Tasks
pane.

Tasks
B Active PCI Managar
BF AssetlD
B {liy] BladeCenter Assistant
B-%5 Capacity Manager
IH CIM Browser
EE Configure Alert Standard F ormmat
Configure SNMP Agent
] DMI Browser

5 Electronic Serice

m-BF Event Action Plans
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2. Double-click on the Electronic Service task. You see the Introduction panel.

B Electronic Service Agent Setup Wizard - = |I:I|5|

This wizard will help you configure Electranic Service Agent before use.
You can change the configuration later if required.

For more infarmation about Electronic Service press Help, To continue
with configuration press Mext =

Cancell Help |

i reay |

3. Click Next. You see the Country/Region panel .

= Hank | Mext =
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Fig Electronic Service Agent Setup Wizard i = |EI|5|

Selectthe Country ar Region where your systems are lacated.

[fyour Directar installation includes systems in more than ane
Country or Redion, press Help for more information.

~:Ela|:k| NE}{I‘Pl Cancell Help |

] ey |

4. The Country/Region panel allows you to select the country/region in which your management server
resides.

= Note: During the configuration process the management server country will also be assigned as
the default for the following:
¢ Company country: country location for your registered company address.

* Managed systems’ country: country where your managed systems reside.
¢ Contact person country: country location where the person that your company has nominated
to act as a point of contact for IBM service representatives resides.

@ If any of your systems reside in different country locations, you can change the default country
locations later using the Electronic Service Agent Configuration Notebook. Refer to the online
help for further information.

o Important: If your IBM Director Server location is configured incorrectly, IBM’s service
delivery may be delayed.
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5. Click Next. You see the Internet Connnection Configuration panel.

Fig Electronic Service Agent Setup Wizard == |

Enter the proxy details you need to make an Internet connection to
hittps Minnnnn iBmLcorm.

[fyou do naot know the details, contact your netwaork administratar.

You may press the Test connection hutton to check your set up.

Prowy Address |
Part |

[ Usge Authentication

User ID |

Fassword |

Caonfirm Password |

Test Connection |

~:Ela|:k| NE}{I‘Pl Cancell Help |

] ey |

Fill in these fields:

@ Use proxy: Enables the proxy controls.
Note that the proxy must support HTTPS tunneling. In some networks this is a different proxy
from the standard HTTP proxy. Your network administrator can tell you the values you need for
the proxy host and port settings. These are the same values as you would use for the 'Secure'
proxy setting in the system Internet settings.

@ Proxy address: Enter either a dotted decimal IP address or a DNS host name of the proxy.

@ Port number: Enter the port number of the proxy.

@ Use Authentication: Enables the authentication controls.

@ User ID: enter the user ID, up to 20 characters, specified by your network administrator.

o Password: enter the password, up to 20 characters, specified by your network administrator.

@ Confirm password: enter the password again.

o Test connection: Initiates a test of the current settings and displays the Connection Test window
for you to monitor the progress of the test that you are performing.
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7. Click Next. You see the Company configuration panel.

Fig Electronic Service Agent Setup Wizard i = |EI|5|

Type in details of yaur company.

[FYyOLUR COMPARY has an [BW ‘Enterprise Mumber' or 'BECIID' it helps
[BM ensure that you receive any special senices that your company
has arranged with 1B,

Company Mame |Test Lagic
Telephane [1 234567380
Extension |1'34—
e-Mail ftest@testiogic.com

Enterprise or ECI D |ECITest

~:Ela|:k| NE}{I‘Pl Cancell Help |

] ey |

Fill in the fields:

= Company Name::Type the name of your company. The details that you type should not exceed
30 characters.

@ Telephone: Type the telephone number of your nominated contact person, usual maximum 30
characters; country dependent. In Canada or the United States, maximum 10 decimal digits.

= Extension: This mandatory field is displayed only if it is required for the country/region that you
have selected from the pull-down list of the Country/Region field of the Country/Region panel.
The character restrictions in this field are country dependent. If your company is located in
Canada or the United States then the telephone number extension that you type should not
exceed 4 decimal digits.

@ Email: Type an email address that does not exceed 256 characters.

= Enterprise or ECI ID: This field is optional and accepts Enterprise or ECI IDs up to 10
characters. Your company may have an enterprise number or an ECI (Electronic Customer
Interface) ID. These numbers are used by IBM to identify each customer and their associated
unique service agreement terms and conditions. Your purchasing team may be able to provide an
ECIID. An ECI ID is also known as ESC + ID or ECCOID.

Electronic Service Agent 3.2 - Director Extension User’s Guide 25



Chapter 6. Configuring Electronic Service Agent

8. Click Next. You see the Contact Configuration panel.

Fig Electronic Service Agent Setup Wizard . = |EI|5|

Enter details ofthe default contact person

This is the person IBM service will contact it Electronic Sermvice
creates a Service Request for one of your systems.

The name may he a rale, like 'Central Service Desk' or a person's
narme.

[fyou have different contacts for different systerms, you can enter
mare details later.

Marme IMr. Tester T
Telephone |123455T89EI
Extension |234
e-Mail ftestergtestiogic.com|
~:Ela|:k| NE}{I‘Pl Cancell Help |

] ey |

Use the Contact Configuration panel to configure the details of the person you have nominated
within your company who will act as a point of contact. When Electronic Service Agent sends a
Service Request to IBM, IBM will contact this person during the process of resolving your
company's managed systems' hardware problems.

Fill in the fields:

@ Name: Type the name or job title of your nominated contact person. This field accepts English or
Latin characters only. The name that you type should not exceed 22 characters.

o Telephone: Type the telephone number of your nominated contact person. Usually, the
telephone number that you type should not exceed 30 characters; however, sometimes the
character restrictions in this field are country dependent. If a contact person resides in Canada or
the United States then the telephone number that you type should not exceed 10 decimal digits.

= Extension: This mandatory field is displayed only if it is required for the country/region that you
have selected from the pull-down list of the Country/Region field of the Country/Region panel.
The character restrictions in this field are country/region dependent. If this person resides in
Canada or the United States then the telephone number extension that you type should not
exceed 4 decimal digits.
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@ Email: Type an email address that does not exceed 256 characters.

Note: If your IBM Director Server and managed systems reside in different locations or your

managed systems reside in a number of different locations or both, you must change the

country/regions where the relevant contact persons for these managed systems reside, either

individually or on a group basis. To do this:

a. Complete this initial configuration stage using the Electronic Service Agent Configuration
Wizard.

b. Change the setting using the Contact/Location page of the targeted Electronic Service Agent
Configuration Notebook or the Contacts page of the untargeted Electronic Service Agent
Configuration Notebook to make changes.

9. Click Next. You see the Location CConfiguration panel.

P Electronic Service Agent Setup Wizard i = |I:I|£|

Type in details ofthe location of your managed systems. This
information is used by the IBM service representative to find the
system ifa Service Reguest is sent to [BM.

Ifyou have systems in mare than one location, you can add maore
location details later.

Building/FloorOffice |TestZ|:|ne

Address |25 Test Lane

City IMidlands

PostCode E

State/Province [Texas =l
dEIackl Nextrl Cancell Help |

] e |

Fill in the fields: It is important that you configure your managed systems' location details accurately.

The location details that you type here will enable IBM's service representatives to locate the

defective managed systems within your company premises so that they can repair them. See the Note

above.27.

@ Building, Floor, Office: Type the location (within your company premises) of your managed
systems. The location that you type should not exceed 22 characters.
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@ Address: Type the address details of your managed systems. The address that you type should
not exceed 30 characters.

@ City: Type the city in which your managed systems reside. The city that you type should not
exceed 30 characters.

@ Post Code: Type the postal code appropriate for your managed systems. The postal code that you
type should not exceed 10 characters.

o State/Province: This field type is dependent upon the country/region that you have selected from
the scrollable list of the Country/Region field.

¢ If the country/region that you have selected has a defined list of states or provinces, the
state/province is selectable from a pull-down list.

* If the country/region that you have selected does not have a defined list of states or
provinces, then you should type the state/province or type none. The number of characters
that you type should not exceed 30.

* By default, the field type and the list of states/provinces displayed is dependent upon the
country/region location of your management server. If your systems reside in more than one
country location, you should edit the State/Province fields of your managed systems. To do
this:

@ Complete this initial configuration stage using the Electronic Service Agent
Configuration Wizard.

@ Change the setting using the Contact/Location page of the targeted Electronic Service
Agent Configuration Notebook or the Contacts page of the untargeted Electronic Service
Agent Configuration Notebook.
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10. Click Next. You see the Finish Configuration panel.

Electronic Service Agent Setup Wizard L —|0O] =]

You have campleted the required configuration far Electranic Service
Anent.

Press Finish'to save yvour settings and open the configuration
notebook where vou can review and modify yvour settings, and add
mare Contacts or Locations if required.

[fyou need to change these settings in future, double click on the
‘Electronic Service'task in the Tasks' pane to open the Electronics
Serice configuration notebook,

= Back | | Cancel | Help |

i reay |

@ This panel is displayed when you have properly configured settings for all of the Electronic
Service Agent Configuration Wizard panels.

@ If you need to change these global configuration settings in future, you can do so using the
untargeted Electronic Service Agent Configuration Notebook.

@ Click Finish. The untargeted Electronic Service Agent Configuration Notebook is automatically
displayed. Electronic Service Agent is now ready for you to perform administrative tasks.

@ Before running Electronic Service Agent, use your IBM Director Console to perform an initial
systems inventory. For details of performing system inventories refer to the “Inventory

Collection Operation” entry of your IBM Director online help.
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Chapter 7. Enabling and Enrolling Systems for Electronic
Service

When you have properly installed and configured Electronic Service Agent, you must enable and enroll
each of your managed systems for Electronic Service before the agent can perform information-gathering
operations and send Service Requests to IBM.

Enabling one or more managed systems for Electronic Service

To enable one or more managed systems for Electronic Service:

1. Open the targeted Electronic Service Agent Configuration Notebook by launching the Electronic
Service Task targeted at an individual managed system, group of managed systems, or multiple
selected managed systems.

2. Open the System page.

3. Select Enable for Electronic Service.

4. Click Apply for changes to be applied, and then click OK to close the System page.

Enrolling a managed system for Electronic Service

When you enable a managed system for Electronic Service for the first time, Electronic Service Agent
initiates an enrollment transaction. If this transaction is unsuccessful, you can manually initiate another
enrollment transaction.

To manually enroll a managed system for Electronic Service:

1. Open the single targeted Electronic Service Agent Configuration Notebook by launching the
Electronic Service Task targeted at a single managed system. See “Single targeted mode” on page 40.

2. Open the Test page.

3. Click Enroll System. Wait for the Enroll System Test window to confirm that the transaction has
been successful or follow on-screen instructions.

4. Click Apply for changes to be applied, and then click OK to close the System page
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Chapter 8. Using the Untargeted and Targeted Notebooks

The IBM Director Console

Electronic Service Agent is installed as an IBM Director Extension and is visible on the IBM Director
Console as shown below. Refer to your IBM Director online help for more information about using the
IBM Director Console.

=" IBM Director Console : =10l x|
Director Tasks Associations Options Window  Help |
dald 8T Y
Groups Group Contents {G) Tasks
o All Groups {3 amaRvLLIS Wiz2ka B {7 Active PCI Manager
. 44l Systerns and 32 & DMCCALLS & AssetiD
Chagsis and Chagsis Members & 1BM 658337 55110R0 m-{ig] Blade Center Agsistant
— clusters and Cluster Mernbers —[ & I1BM 86594RY 55254HN B-%% Capacity Manager
E Complexes and Associates & IBM 86594 H5254HY FH Civ Browser
: (2 ANDEEP 4 Configure Alert Standard Format
@ Hardware Status Critical Configure SNMP Agent
— ) Hardware Status Information : [E] DMl Browser
A\ Hardware Status Warning _
—EB |BM Director Systerms [ Event Action Flans
Physical Platforms [} Event Laog
- Flatforms File Transfer
Platforrms and Platform Mermnbers Ay Hardware Status
- u Racks with Members &, Inventary
2B Systems with ASF [} EI Management Processor Assistant
- g Systems with Asset D Microsoft Cluster Browser
28 Systerns with CIM JEE Network Configuration
- g Systems with SHMP Agent [ E] Process Management
28 Systermns with Windows 2000 [ Rack Manager
| o + F
% Ready Host: SANDEEF User ID: SANDEERSdministrator 15:03 BST

Note: The Electronic Service Manually Subscribed Events filter appears as a sub-category of the Event
Log task in the Tasks pane. This is not intended for use; it appears automatically when Electronic Service
Agent is installed.

* To view a list of systems that are eligible for Electronic Service, click on the Electronic Service
Eligible Systems group in the Groups pane (circled in the diagram above). This group is a static
group that is automatically populated with all of the systems managed by your IBM Director Server
that meet the eligibility criteria for Electronic Service.

* To launch Electronic Service Agent:
The Electronic Service Agent can be launched in untargeted or targeted mode:
o Untargeted mode:
* An untargeted action is one that applies to the Electronic Service Agent installation as a
whole.
* To launch Electronic Service Agent in untargeted mode, do one of these:
@ Double-click on the circled icon on the Toolbar.
@ Double-click on the circled "Electronic Service" in the Tasks pane.
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Chapter 8. Using the Untargeted and Targeted Notebooks

Right-click on the circled "Electronic Service" in the Tasks pane. You see a Context
menu.

Select Open, the top item on the menu.

You see the Untargeted Electronic Service Agent Configuration Notebook.
Targeted mode:
A targeted action is one that applies to one or more managed systems.
To launch Electronic Service Agent in targeted mode, do one of these:

o

Drag and drop a system listed in the Groups pane onto the circled "Electronic Service" in
the Tasks pane.
Drag and drop the circled "Electronic Service" task onto a system listed in the Groups
pane.
Right-click on a system listed in the Groups pane. You see a Context menu (shown
above). Select the circled Electronic Service.

You see the Targeted Electronic Service Agent Configuration Notebook. The Targeted
Notebook is discussed on page 40.

Important: Do not open more than one instance of the Electronic Service Agent Configuration Notebook
at a time. If you open and use multiple Electronic Service Agent Configuration Notebooks, some of your
data may not be saved when you close any of the Notebooks.

The Untargeted Electronic Service Agent Configuration Notebook
To use the Untargeted Notebook to change global settings:

Use one of the methods above. You see the Untargeted Notebook, with tabs for Company, Contacts,
Locations, Communication, Scheduler, Inventory, Updates, and Advanced.

o

o

2. At the bottom of the notebook, and available to each page, are four buttons:

0] | Apply | Cancel | Help |

When you have made changes to a page that you want to have applied to the system, click Apply.
You will remain on the notebook page.
When you have made all changes to the notebook, click OK to save and exit.
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o Click Cancel to discard changes and exit.
o Click Help to see online help for the page.
3. Select the tabs for the pages you need to change. You may select these in any order.

Untargeted Company Page

1. Click the Company tab. You see the Untargeted Company page. Note: this and the succeeding
panels show an “Updates” tab, but the Update function has been removed from this version of the
application.

B Electronic Service Agent Configuration : -0 x|

Cﬂmﬂaﬂ*..fl(:nntacts Locations Cummunicatiunlﬁcheduler [mventory Updateslﬁduancedl

Company [TEST LOGIC

Country or Region [UNITED STATES =l
Telephone |1234EETEEIEI

Extension 234

email fest@ibim.com

Enterprise or ECHID  [TEST

| AfRly | Cancel | Help |

P ey

2. Make necessary changes and click Apply. Field entry requirements are the same as those for the
Company Configuration panel described on page 25. Do not click OK until you are ready to exit the
notebook.
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Untargeted Contacts Page
1. Click the Contacts tab. You see the Untargeted Contacts page.

I Electronic Service Agent Configuration O =10 x|
Company Sontacts | anatiunsl Cnmmunicatinnl Schedulerl Inventnwl Updatesl Aduancedl
-ContactDetails
Mr. Tester T (Defaulfy
Mame jr. Tester T
Country or Region |k TED STATES =]
Telephone |123455T89EI
Extension |234—
S ftester@test.com
I ey Edit |
Copy Delete |
S e | Canel |
sebas defaul |
(0] | Ay | Cancel | Help |

P ey

2. Make necessary changes and click Apply. Field entry requirements are the same as those for the
Contacts Configuration panel described on page 26. Note that you cannot delete default contact
settings.
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Untargeted Locations Page
1. Click the Locations tab. You see the Untargeted Locations page.

B Electronic Service Agent Configuration 2 N -0 x|
Cnmpanlenntacts Lacations CnmmunicatiunlﬁchedulerlIm-'entnw Updateslﬁduancedl
~Locations
stems (Defaulf)
Building, Floar, Office |Test Systems
Country or Region |UNITED STATES =
Address 25, Test Lane
City mainland
Post Code T3
State J Province |Texas =
1= Edit |
Copy Delete |
Save | Eancel |
Sebas defaul |
(0] | Ay | Cancel | Help |

P ey

2. Make necessary changes and click Apply. Field entry requirements are the same as those for the
Contacts Configuration panel described on page 27. Note that you cannot delete default location
settings.
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Untargeted Communication Page
1. Click the Communication tab. You see the Untargeted Communication page.

P Electronic Service Agent Configuration [_ O]

_——

Company| Contacts | Locations  Cormmunication | Scheduler| Inventary| Updates | Advanced |
-Internet Connection Details

[ Use prowy

Twpe Froxy Address Fort

Secure | : I_

[l Use Authentication

UseriD | Password |

Confirm Password |

Test Connection |

(] 4 | Apply | Cancel | Help |

% Changes need to he applied

2. Make changes and click Apply. Field entry requirements are the same as those for the Internet
Connection Configuration panel described on page 24.
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Untargeted Scheduler Page
1. Click the Scheduler tab. You see the Untargeted Scheduler page.

F5 Electronic Service Agent Configuration = o =]
Cnmpanyl Cnntactsl Ll:n:atil:unsl Communication | S Imfentl:unfl Updates Advancedl
Inventory data is transmitted weekly on the day and time selected.

—Day Selection —Time Selection
Sunday 03:00 |
Monday 0314
Tuesday 0320
03:44 J
Thursday 0400
Friday
Saturday 04:30
04:45
0a:00
Na:14
0a:30
04a:44 -
Mext scheduled transmission: 160403 04:15
Qe | Aty | Cancel | Help |
= Reaw

2. Use this page to configure your weekly repeat schedule for inventory collection and transmission to
IBM. Select days and times, and then click Apply.

Note: All changes made to the Scheduler are applied universally to all managed systems. Different
weekly schedules cannot be set for individual managed systems or groups of managed systems.
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Untargeted Inventory Page
1. Click the Inventory tab. You see the Untargeted Inventory page.

=101 x|

| Updates Advancedl

Pg Electronic Service Agent Configuration

Cnmpanyl Cnntactsl Ll:n:atil:unsl Cnmmunicatinnl Scheduler

F

+ Send all requested inventary

= Select inventary items to send

SEEREREEERE R R

L

Ok | Aty | Cancel | Help |

Selent Al |

] moay

2. Use this page to select the items of inventory information you want Electronic Service Agent to
transmit to IBM. Select one of these:

o

Send all requested inventory:

* Enables Electronic Service Agent to collect and send all configured inventory to IBM.

* Disables the Select all button.

* Disables the list of inventory items.

Select inventory items to send: enables the Select all button and the selectable list of inventory
items.

Select all: selects all of the inventory items in the scrollable list.

Electronic Service Agent collects and transmits both standard inventory and diagnostic inventory

to IBM.

e Standard inventory:
Electronic Service Agent collects standard inventory information from your managed
systems in accordance with the inventory items that you have selected from the inventory list
and transmits it to IBM on either on a scheduled weekly basis or at the time of sending a
Service Request.

* Diagnostic Inventory:
Electronic Service Agent collects diagnostic inventory information from your managed
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systems and transmits it to IBM ONLY at the time of sending a Service Request.

o Note: If you want Electronic Service Agent to send a managed system's diagnostic inventory
information to IBM, you must specifically enable the diagnostic inventory service using the

Services page of the targeted Electronic Service Agent Configuration Notebook.

Untargeted Advanced Page
1. Click the Advanced tab. You see the Untargeted Advanced page.

Pg Electronic Service Agent Configuration = |EI|5|

Cnmpanyl Cnntactsl Ll:n:atil:unsl Cnmmunicatinnl Schedulerl Inventory | Updates Advanced'

—Authorize Weh Users

|BM pravides aweb site where you can view details of the systems you have enahbled for
Electronic Services. To autharise users to access this information, enter one or two |BM
Comman Redgistration user |Ds.

User IDi{g) [Test! [TestZ]

Mo Authorization requests have been sent.
Toview details ofthe systems and to perform further user ID maintenance, please visit

hitpihanay b comisuppotielectranic

0] | Apply | Cancel | Help |

% Changes need to he applied

2. IBM provides a web site that allows you to view the system details and inventory information that
Electronic Service Agent collects from each of your company-owned managed systems that are
enabled and enrolled for Electronic Service. To become authorized to view this information:

* Obtain an IBM Registration user ID. To do this, access this URL:
http://www.ibm.com/registration/selfreg

* Register for authorization to view this information using this page.

* View each of your managed systems with IBM by accessing this URL:
http://www.ibm.com/support/electronic
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The Targeted Electronic Service Agent Configuration Notebook
You can display the Electronic Service Agent Configuration Notebook in the following three targeted
modes:

* Single targeted: select a single managed system
*  Multi-targeted: select two or more managed systems
*  Group targeted: select a group of managed systems.

Single targeted mode
As discussed earlier, you can display the Targeted Notebook in single targeted mode by performing any
one of the following actions:

* Drag and drop a system listed in the Groups pane of the IBM Director Console onto the Electronic
Service task in the Tasks pane.

* Drag and drop the Electronic Service task in the Tasks pane of the IBM Director Console onto a
system listed in the Groups pane.

* Right-click on a system in the Groups pane and select Electronic Service from the context menu.

* Launch Electronic Service Agent in multi-targeted or group targeted mode (see below) and then
select a single system from the list of systems displayed in the System tree of the Electronic Service
Agent Configuration Notebook. The System tree is visible in the figures in the System and History
pages of the targeted Electronic Service Agent Configuration Notebook that are illustrated later in
this chapter.

Multi-targeted mode

You can display the Targeted Notebook in multi-targeted mode by performing any one of the following

actions:

* Select two or more systems listed in the Groups pane of the IBM Director Console, then drag and
drop any of the selected systems onto the Electronic Service task in the Tasks pane.

* Select two or more systems listed in the Groups pane of the IBM Director Console, then drag and
drop the Electronic Service task in the Tasks pane on to any of the selected systems.

* Select two or more systems listed in the Groups pane of the IBM Director Console, and then
right-click on any of the selected systems and select Electronic Service from the context menu.

Group targeted mode

You can display the Targeted Notebook in group targeted mode by performing any one of the following

actions:

* Drag and drop a group, listed in the Groups pane of the IBM Director Console onto the Electronic
Service task in the Tasks pane.

* Drag and drop the Electronic Service task from the Tasks pane onto a group listed in the Groups
pane.

* Right-click on a group listed in the Groups pane, and then select Electronic Service from the context
menu.

Note: Multi-targeted and group targeted launches of Electronic Service Agent display the same targeted
Notebook and therefore provide the same functionality.

When the Electronic Service task is launched in group or multi-targeted mode, a Systems tree is
displayed on the left side of the Targeted Notebook (refer to the System and History pages sections
below). This System tree is visible for all pages except the Test page which can only be used in single

Electronic Service Agent 3.2 - Director Extension User’s Guide 40



Chapter 8. Using the Untargeted and Targeted Notebooks

targeted mode. The root of the tree is denoted as "All Selected Systems." If you select a system from the
System tree, the targeted Electronic Service Agent Configuration Notebook switches to single targeted
mode for that selected system.

To use the Targeted Notebook to change system-specific settings:

1. Select one of the target modes described above. You see the Targeted Notebook, with tabs for
System, Services, Contact/Location, History, and Test (for use in single-targeted mode only).

2. At the bottom of the notebook, and available to each page, are four buttons:

] | Apply | Cancel | Help |

= When you have made changes to a page that you want to have applied to the system, click Apply.
You will remain on the notebook page.
= When you have made all changes to the notebook, click OK to save and exit.
o Click Cancel to discard any changes you have made and exit the notebook.
o Click Help to see online help for the page you are viewing.
3. Select the tabs for the pages you need to change. You may select these in any order.

Targeted System Page
1. Select the System tab. If you selected Multi-Targeted mode, you see the Multi-Targeted view of the
System page.

- 1o x|
=T S = - =
~® AMARYLLIS_WZKA ervices CDntactILacatlun| Hlstuwl
e SAMDEEPR
Marme: hultiple machines selected,
Machine Type:
Model:
Serial Mumber:
Systern enrolled:
["| Enahle for Electronic Service
(Some systems are enabled)
ak | | Cancel | Help |
)4l [+]
= |

2. Use the Targeted System page to:
o View a target managed system's details including: Name, Machine Type, Model and Serial
Number
o Verify a target system's enrollment status for Electronic Service
o Enable a system for Electronic Service
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Fill in the fields and click Apply:

o Name:

* Single managed systems: Denotes the name of a managed system as displayed in the Group
Contents pane of your IBM Director Console. This is the name that Electronic Service Agent
sends to IBM as the name you have designated for the system.

* Group of managed systems: Denotes the name of a group of managed systems as displayed in
the Groups pane of your IBM Director Console.

*  Multiple Systems: Denoted as “All selected systems.”

o Machine type: The machine type that is transmitted to IBM by Electronic Service Agent. In
multi-targeted mode, the machine type is shown if all selected systems have the machine type.
Otherwise the multi-targeted machine type is indicated as “various.”

o Model: The machine model that is transmitted to IBM by Electronic Service Agent. In
multi-targeted mode, the model is shown if all selected systems have the same machine type.
Otherwise the multi-targeted model is indicated as “various.”

o Serial Number: The machine serial number that is transmitted to IBM by Electronic Service
Agent. The machine serial number is displayed for single targeted systems only.

o System enrolled: Displays “Yes” if a system is enrolled for Electronic Service.

Note: Electronic Service Agent automatically initiates an enrollment transaction when a managed

system is enabled for Electronic Service for the first time. If this transaction fails, you can

manually initiate another enrollment transaction using the Test page of this notebook. For
multi-targeted systems, this field displays “Yes,” “No,” or “Some.” This field entry is updated if

a system is successfully enrolled using the Test page.

o Enable for Electronic Service: Select the checkbox to enable one or more managed systems for
Electronic Service.
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Targeted Services Page
1. Click the Services tab. You see the Targeted Services page.

B Electronic Service Agent Configuration l |EI|5|
| select ystems N : - : |
8 AMARYLLIS WIKA System : | ContactIanatlnnl H|stor5t|
------- #® SANDEEP
Base Services
Inwentary serice reparts system hardware and software inventory to 1B periadically.
Qptional Service Reguest service reports systern faults to IBM automatically.
You may disable ortemporarily suspend the service request.
F; Service Reauests enabled
{Some systems are enabled)
{Some systems are enahbled for Diagnostic senices)
Ok | | Cancel | Help |
| |l |
J1T] Ready |

2. Use this page to:
o Enable a managed system for IBM's Service Request service or disable a managed system's
enablement for IBM's Service Request service.
o Temporarily suspend or resume one or more managed systems' enablement for IBM's Service
Request service.
3. Fill in the fields and click Apply:
o Service Requests enabled:

Clear the checkbox to disable one or more managed systems' enablement for IBM's Service
Request service. In multi-targeted mode this checkbox may have a gray background,
indicating that your current selection of managed systems consists of some managed systems
that are enabled for IBM's Service Request service and some that are not.

= Diagnostics enabled:

Select the checkbox to enable one or more managed systems for Electronic Service
Agent's diagnostic inventory service. Clear the checkbox to disable one or more
managed systems' enablement for Electronic Service Agent's diagnostic inventory
service. In multi-targeted mode this checkbox may have a gray background indicating
that your current selection of managed systems consists of some managed systems
that are enabled for the diagnostic inventory service and some that are not.

Note: Your selected items of diagnostic inventory information are collected from your
managed systems and sent to IBM ONLY at the time of sending a Service Request.
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Targeted Contact/Location Page
1. Click the Contact/Location tab. You see the Targeted Contact/Location page.

=10/

BRI Electronic ¢ g Eligible g . i
e # AMARYLLIS_W2KA System | Services |
L@ SAMDEER ~Contact Details

& cedefauli coptact

' Selected contact

~Location Details

% Use defaultiocation

 Selected [ocation

LI ey

0K | Apply | Cancel | Help |

Fr ey

2. Use the Contact/Location page and associated Electronic Service New Contact and Electronic

Service New Location editor panels to:

o Assign new contact or location details to a managed system or group of managed systems
without changing Electronic Service Agent's global settings

@ Assign Electronic Service Agent’s global default contact or location settings or both to one or
more managed systems

3. Define these settings:

o Contact: details of the person you have nominated within your company who will act as a point
of contact. When Electronic Service Agent sends a Service Request to IBM, IBM will contact
this person during the process of resolving your company's managed systems' hardware
problems.

* Use default contact: Assigns the global default contact details to one or more managed
systems. The global default contact details are those that you configured in the Contact panel
of the Configuration Wizard or the Contacts page of the untargeted Notebook.

* Select contact: Enables the pull-down list of contact settings and the New button.
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* New :Displays the Electronic Service New Contact panel.

Fg Electronic Service New Contack = -0 x|
Name |Mr. Tester
Country or Region [UNITED STATES ]
Telephaone |1 234567880
Extension [234
email ftesterg@test com|
Save | Cancel | Help |
i Reawy |

Use this panel to add new contacts for one or more managed systems.
o Location: The location details will enable IBM's service representatives to locate within your
company premises the defective managed systems.
¢ Use default location: Assigns the global default location details to one or more managed
systems. The global default location details are those that you configured in the Location
panel of the Configuration Wizard or the Locations page of the untargeted Notebook.
* Select location: Enables the pull-down list of location settings and the New button.
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* New: Displays the Electronic Service New Location panel.

F= Electronic Service New Location -0 x|

Building, Floor, Office Il'est Systems

Country or Region |UNITED STATES ]

Address |25 Test Lane

City IMidlands

Post Code T3

State I Province |Texas ;l

Save | Cancel | Help |

FET Rea |

Use this panel to add new locations for one or more managed systems.
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Targeted History Page
1. Click the History tab. You see the Targeted History Page.

I Electronic Service Agent Configuration = |EI|5|

RJElectro ce Eligibl
& AMARYLLIS_W2KA
-# SAMDEEFR

&l W cystern | Semices | Contacts Locatio

Date Time System Event Text
1104/2003  [12:00:31 AMARYLLIS... |Mew Electronic Service Eligible Systern discov...
11/0452003  |11:57:56 SANDEEP  |Test Connection Closed
111042003 [11:57:56 SAMDEEP  |Test Connection Ok
11042003 |11:12:02 SAMDEEPR User 'SANDEEPWAdministrator' & logged an se...
11/04/2003  [10:34:10 SAMDEEP  |Systemn 'SAMDEEFP'is offline
11/0452003  [10:19:22 SANDEEF Connection Cloged
11/0452003 11014241 SANDEEP Connection made
1110442003 [10:08:52 SAMDEEP  |User 'SAMDEEPAdministrator' § logged on se..
11/04/2003  [10:06:50 AMARYLLIS... |System AMARYLLIS_W2KA'is anline
11/04/2003  [10:02:39 AMARYLLIS.. |System AMARYLLIS_WW2KA' is aoffline
10/04/2003  [19:49:08 AMARYLLIS... |System AMARYLLIS_W2KA'is anline
10/04/2003  [19:43:07 AMARYLLIS. . |System AMARYLLIS_W2kA' is aoffline
10/04/2003  [19:36:049 SAMDEEP  |Systermn 'SAMDEEFP'is offline
10/04/2003  |19:36:00 SAMDEEPR Mew Electronic Service Eligihle Systerm discaw...
10/04/2003  [19:35:53 SAMDEEP  |User 'SAMDEEPAdministrator' § logged off ser..

Event Details

oK | Aty | Cancel | Help |

P ey

2. Use this page to view Electronic Service events. These events can be generic or system-specific.

o The details that are displayed for each event include:
* Date the event was detected by Electronic Service Agent
* Time the event was detected by Electronic Service Agent
* The system for which the event recorded is applicable
* The event type and associated event text

o When an event is selected from the event table, its associated details are displayed in the Event
Details field.

o Refer to Chapter 9, “About Electronic Service Agent Events” for more information about
Electronic Service Agent’s event handling capabilities.
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Targeted Test Page
1. If you are in single-targeted mode, and you have been requested to perform a test, click the Test tab.
You see the Targeted Test Page.

Pg Electronic Service Agent Configuration: SANDEEP = |EI|5|
Eysteml Eewicesl CnntactIanatinnl History TEST

Test connection | Test communication to 1BM

Enrolllsysten | Enroll system for Electronic Service

Send inventony | Callect systermn inventory and transmit to [BM

Test Service Request | Send a test Service Reguest to IBM
(5174 | AERLY | Cancel | Help |

=

2. Use the Test page to:

o Initiate a test of your connection to IBM

= Enroll a system for Electronic Service

@ Send an immediate test Service Request to IBM and confirm that Electronic Service Agent is
successfully exchanging data

@ Initiate an immediate inventory collection and transmission to IBM.

You should perform these test actions only at the request of an IBM service engineer or
representative.
3. Use the options as follows:

o Test connection: Displays the Connection Test window and initiates a test of your connection to
IBM.

o Enroll System: Displays the Enroll System Test window and initiates an enrollment transaction.
This button is disabled if your system is already enrolled for Electronic Service. Your managed
system may have been automatically enrolled when it was enabled for Electronic Service for the
first time.

o Test Service Request:

e This button is disabled if your system has not been enrolled for Electronic Service.
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* Button-click displays the Service Request Test window and initiates an immediate test
Service Request to IBM. If all communications are successful, IBM returns a Service
Request Number, Branch Number, and Country Code. These are displayed in the History
page of the Targeted Notebook.

o Send Inventory: Displays the Send Inventory Test window and initiates an immediate inventory
collection and transmission to IBM. This button is disabled if your targeted managed system is
not enrolled for Electronic Service.
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Chapter 9. Electronic Service Agent Events

Electronic Service Agent both detects and generates events. The events that Electronic Service Agent
detects are known as base events.

Electronic Service Agent is pre-configured to detect specific hardware failure base events that are
generated by managed systems that are enabled and enrolled for Electronic Service. These base events
are listed in the tables below.

UMS Events

CIM.Director Agent Events.Fan

CIM.Director Agent Events. Temperature
CIM.Director Agent Events.Power Supply
CIM.Director Agent Events.Voltage Abnormal
CIM.Director Agent Events. SMART Drive
CIM.Director Agent Events.Processor PFA
CIM.Director Agent Events.Memory PFA

RAID Events

IBMPSG_ServRAID Controller.State.Failed
IBMPSG_ServRAID Controller.Logical Drive.State.Critical
IBMPSG_ServRAID Controller.Logical Drive.rebuild.Failed
IBMPSG_ServRAID Controller.Synchronize.Failed
IBMPSG_ServRAID Controller.Physical Drive.State.failed
IBMPSG_ServRAID Controller.Physical Drive.PFA Error.Yes
IBMPSG_ServRAID Controller.Enclosure.State.Failed
IBMPSG_ServRAID Controller.Enclosure.Fan.Failed
IBMPSG_ServRAID Controller.Enclosure.Power Supply.Failed
IBMPSG_ServRAID Controller.Enclosure. Temperature.Failed

Service Processor Events

Netfinity System.Critical. Temperature

Netfinity System.Critical.Voltage

Netfinity System.Critical.Voltage regulator module failure
Netfinity System.Critical.Power

Netfinity System.Critical. HDD

Netfinity System.Critical. MFF

Netfinity System.PFA

Netfinity System.Non-critical. SFF

The base events (listed above) that Electronic Service Agent processes may change in the future;
therefore, this list is current only at the time of release of the Electronic Service Agent version 3.2
product.
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These rules apply:
* On detection of the base events, Electronic Service Agent assigns a level of severity to them and then
sends a Service Request to IBM.

@ The defined levels of severity that Electronic Service Agent can assign to an event (in ascending
order of severity) are: Unknown, harmless, warning, minor, critical and fatal. The majority of the
base events that Electronic Service Agent is configured to detect and for which it subsequently
sends a Service Request to IBM are assigned with severities in the minor and critical levels.

@ The levels of severity that Electronic Service Agent assigns to events assists in the event
filtration process. Electronic Service Agent has a number of integrated filters. These filters
ensure that:

* Rogue Service Requests are not sent to IBM because of isolated events

* Repeated Service Requests are not sent to IBM for the same fault occurring on a particular
managed system

* The overall rate of Service Requests sent to IBM is controlled. Electronic Service Agent
ensures that if a Service Request is sent to IBM for a particular event type, then no other
event of equal or lower severity will cause Electronic Service Agent to send a Service
Request to IBM for a specified period of time, usually 30 minutes.

¢ All network events (including the base events that Electronic Service Agent is configured to detect)
are listed in IBM Director's Event Log.

* Events generated by Electronic Service Agent alone are displayed in the History page of the Targeted
Electronic Service Agent Configuration Notebook.

Event Action Plan configuration

The Event Management feature of IBM Director enables you to identify, categorize, and automatically
initiate actions in response to network events. For more information about setting Event Filters and Event
Action Plans, refer to your IBM Director online help.

Electronic Service Agent adds new event types to the event type tree in IBM Director’s Event Filter
Builder interface. You can use these Electronic Service events to build Event Action Plans so that
someone within your company is contacted by pager, email or telephone when Electronic Service Agent
is unable to complete its information gathering operations and is unable to communicate with IBM.
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Chapter 10. Getting Help and Technical Assistance

Entitlement to Automatic Problem Submission

You are entitled to automatic problem submission from IBM only if your systems are under warranty
and/or your organization has a maintenance agreement with IBM Service. This service program is not
intended for customers who have a third party maintaining the xSeries servers. IBM’s standard warranty
response time is the next business day unless you have purchased an upgrade to the service level
agreement.

Contacting Support

If you encounter problems or have technical questions regarding Electronic Service Agent, you should
call your nearest IBM support center. You can obtain support center contact details that are appropriate
for your country/region from the following web site:

www.ibm.com/planetwide/
If you are a resident in the United States, contact support at 1-800-IBM-SERV (1-800-426-7378) and

select hardware support. You should have your machine type and serial number ready to give to the IBM
support staff. Your machine type is identified by a four-digit number.

Web Sites

IBM xSeries Support and Information
http://www-1.ibm.com/servers/eserver/support/xseries/index.html

IBM Support Center contact information
www.ibm.com/planetwide/

Electronic Service Agent installation package
http://www.pc.ibm.com/qtechinfo/MIGR-40870.html

Director 4 Web Site
IBM Director Web Site
http://www-1.ibm.com/servers/eserver/xseries/systems_management/director_4.html
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Appendix A. Notices and Trademarks

Notices
This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other
countries. Consult your local IBM representative for information on the products and services
currently available in your area. Any reference to an IBM product, program, or service is not
intended to state or imply that only that IBM product, program or service may be used. Any
functionally equivalent product, program, or service that does not infringe any IBM intellectual
property right may be used instead. However, it is the user’s responsibility to evaluate and verify
the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not give you any license to these patents. You
can send license inquiries, in writing to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

For license enquiries regarding double-byte (DBCS) information, contact the IBM Intellectual
Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation Licensing
2-31 Roppongi 3-chome, Minato-ku

Tokyo 106

Japan

The following paragraph does not apply to the United Kingdom or any other country
where such provisions are inconsistent with local law:

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE.

Some states do not allow disclaimer of express or implied warranties in certain transactions;
therefore, this statement may not apply to you. This information could include technical
inaccuracies or typographical errors. Changes are periodically made to the information herein;
these changes will be incorporated in new editions of the publication. IBM may make
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improvements and/or changes in the products and/or the programs described in this publication at
any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and
do not in any manner serve as an endorsement of those web sites. The materials at those Web
sites are not part of the materials for this IBM product and use of those web sites is at your own
risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate
without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling (1)
the exchange of information between independently created programs and other programs
(including this one) and (2) the mutual use of information which has been exchanged, should
contact:

IBM Corporation
Department 80D

P.O. Box 12195

3039 Cornwallis
Research Triangle Park
NC 27709

U.S.A.

Such information may be available, subject to appropriate terms and conditions, including in
some cases payment of a fee.

The licensed program described in this document and all licensed material available for it are
provided by IBM under terms of the IBM Customer Agreement, IBM international Program
License Agreement or any equivalent agreement between us.

This information contains examples of data and reports used in daily business operations. To
illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All of these names are fictitious and any similarity to the names
and addresses used by an actual business enterprise is entirely coincidental.

THIRD PARTY LICENSE TERMS AND CONDITIONS, NOTICES AND INFORMATION

Notwithstanding the terms and conditions of any other agreement you may have with IBM or any
of its related or affiliated entities (collectively "IBM"), the third party software code identified
below are "Excluded Components" and are subject to the following terms and conditions:

- the Excluded Components are provided on an "AS IS" basis;
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- IBM DISCLAIMS ANY AND ALL EXPRESS AND IMPLIED WARRANTIES AND
CONDITIONS WITH RESPECT TO THE EXCLUDED COMPONENTS, INCLUDING, BUT
NOT LIMITED TO, THE WARRANTY OF NON-INFRINGEMENT OR INTERFERENCE
AND THE IMPLIED WARRANTIES AND CONDITIONS OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE;

- IBM will not be liable to you or indemnify you for any claims related to the Excluded
Components; and

- IBM will not be liable for any direct, indirect, incidental, special, exemplary, punitive or
consequential damages with respect to the Excluded Components.

UnZipSFX Stub file: The Program includes “UnZipSFX stub” software from the Info-Zip group
which is Copyright (¢) 1999-2002, Info-ZIP. All rights reserved. IBM did not modify the
UnZipSFX software. There are no extra charges or costs due to the use of this code, and the
original compression sources are freely available from http://www.info-zip.org/ on the Internet.

Trademarks
The following terms are trademarks of the IBM Corporation in the United States or other
countries or both: IBM, Electronic Service Agent, Extended Services, OS/2, xSeries, eServer

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United
States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft
Corporation in the United States, other countries, or both.

Intel, Intel Inside (logos), MMX and Pentium are trademarks of Intel Corporation in the United
States, other countries, or both.

Linux is a trademark of Linus Torvalds in the United States, other countries, or both.

Other company, product, and service names may be trademarks or service marks of others.
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AGN
AT&T Global Network.

Configuration
Adaptation of files to a specific customer site for execution.

Configuration file

A file that contains information supplied by the customer, for example, customer contact information. It
is created or changed during the install and configuration process; may also be changed during an
Electronic Service Agent upgrade or via commands from other subsystems or from the SDR.

Configurator
The program that performs the process of configuring to the requirements of the customer site.

Data Collector
The subsystem responsible for collecting system and information and sending it to the appropriate
destination as messages.

ECI
Electronic Customer Interface.

Encryption

A method of encoding messages to provide message security. Local encryption encodes messages
moving among distributed subsystems in a networked environment. External encryption encodes
messages before transfer between the Gateway and the SDR.

Entitlement
Relates to the level of support provided to a customer. The level of support is determined by the
contractual arrangement between IBM Global Services and the customer.

Error information
Information describing the conditions on the managed system that are beyond the specified tolerances of
normal system behavior.

Event
An event is a means of identifying a change of state of a process or device on the network. For example,
an event identifies when a critical resource threshold such as virtual memory utilization is met.

FRU
Field Replaceable Unit.

Gateway
The subsystem that establishes secure communication with the SDR and transfers messages between the
Data Collector and the SDR.
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IBM Director
A systems management product providing support for IBM xSeries servers.

ICR
IBM Common Registration.

Installation

The placement of binary, non-customized control files, and support files in a directory hierarchy on the
customer system. Establishment of specific user accounts, groups, etc., and of default permissions and
authentication requirements.

Inventory information
Information describing the basic configuration of a managed system. Included are a list of the physical
characteristics of the managed system (number of processors, amount of memory and disk, etc.), and a
list of installed software.

LAN
Local Area Network.

Log File
Files that record information about normal and abnormal operation. A file that contains entries delimited
by a time stamp.

Managed systems
An operating system instance or hardware platform monitored by Electronic Service Agent.

Problem report
A technology-neutral term describing a problem that requires the attention of IBM service personnel.
This term can be used in place of the RETAIN-specific term, problem management report (PMR).

Registration

Registration associates authorized local users with a managed system, allowing them access to data about
that system on the Electronic Service Agent web site. Registration is initiated by Electronic Service
Agent .

Schedule driven
Collectors and detectors that gather information about managed systems at specified times.

Service Data Receiver (SDR)
The facility on the IBM server that receives messages from Electronic Service Agent

SSL
Secure Socket Layer.

WAN
Wide Area Network.
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