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1 Preface

This White Paper explains how to use IBM® Remote Deployment Manager (RDM) 4.30 or later to update
the firmware on Broadcom® network adapters (either on-board or plug-in adapters) in a client system.
You can use this document to learn how to do the following:

e Update network-adapter firmware.
e Create RDM custom tasks.
e Create RDM custom images and use them in an RDM task.
e Create RDM user parameters and use them in an RDM task.
This document provides 2 methods to create the custom task:
o Explicitly, using the step-by-step procedure in section 3 below.
e Importing from an attached file, using the procedure in section 2 below.

These methods are equivalent. Importing is much faster and less error-prone. We used RDM 4.30 to
create the attached files.

1.1 Who should read this White Paper

This White Paper is intended to help skilled RDM administrators to create deployment procedures and to
understand the concepts involved. To effectively use this White Paper, you should already have an
extensive knowledge of your Network environment, your RDM environment, and DOS batch files.

1.2 Further reference

In addition to this paper, there are various other sources of information that you can consult for RDM and
for RDM Custom tasks.

Guides

The following product documentation is available for RDM:

¢ Remote Deployment Manager 4.30 Users Reference — The main reference manual for RDM

¢ Remote Deployment Manager 4.30 Installation and Configuration Guide — Describes the complete
installation process of RDM

¢ Remote Deployment Manager 4.30 Compatibility Guide — Lists RDM-supported hardware and
software

Check the IBM Web site at http://www-307.ibm.com/pc/support/site.wss/document.do?Indocid=MIGR-
50575 to get the current versions of the above documents.

White papers

The various RDM white papers are available on the IBM Web site at http://www-
307.ibm.com/pc/support/site.wss/document.do?Indocid=MIGR-53487.
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Online help

In general, most RDM windows have online help available (except for some message windows or other
windows where no help is applicable), either using a Help menu or a Help button.

Links
The following links are available for further information:

e Support is available for supported systems (IBM and non-IBM) through e-mail or fee-based telephone
support. Telephone support is not available in all countries. For more information about the fee-based
telephone support, go to http://www.ibm.com/support or
http://service.software.ibm.com/supportline.html. For more information about e-mail support, refer to
the RDM home page.

Important; Before using RDM 4.30, check the compatibility test results and browse the rest of the RDM
Web site for additional information and tips concerning the installation and use of RDM.

Updating Broadcom Network Adapter Firmware with RDM 4.30 6
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2 Procedureto import a Task

Because RDM 4.30 (or later) has the ability to import a task, you can use the attached file (which contains
an exported copy of the task created in section 3 below) to create your custom task.

2.1 Unzip the Attached File

1. Extract the attached self-extracting ZIP file, BroadcomFirmwarel.20.17.EXE, by right clicking on the

paperclip icon and saving the file to disk.

Note: You may need Adobe Acrobat Reader 6.0.1 or later to be able to extract the file. If you are
using Adobe Acrobat Reader 7.0 or later, you may need to modify your Windows Registry to be able
to extract the file. See http://www.adobe.com/support/techdocs/328671.html and

http://www.adobe.com/support/techdocs/328671.html for configuration instructions.

Run BroadcomFirmwarel.20.17.EXE.

3. Change the target folder name to C:\, and then click the Unzip button.

WinZip Self-Extractor - BroadcomFirmwarel.20....

To unzip all files in this zelf-extractor file to the
specified folder press the Unzip button,

Unzip to folder:

Run Windip

X

Browse... ] Cloze

Owerwrite file: without prompting About

Help

4. Click the OK button when the unzip is complete.

Windip Self-Extractor @

3 File(s) unzipped successFully

5. Click the Close button to exit WinZip.

Procedure to import a Task
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[Jnzip to folder:

To unzip all files in this self-extractar file to the
gpecified folder prezs the Unzip button,

Unzip

Fiun Winip

H Browse... ]

Cloze

4

Owenarite files without prompting

About

Help

2.2 Import the Custom Task

6. From the Director console, select the Tasks, Remote Deployment Manager, Import/Export, and
Import RDM Data... menus.

@ IBM Director Console

& Messaoe Browser

ImportiExport
45 Netwark Storage. .
Wakeup Tool...

o2

2

2o Impaort RDM 3% Systems..
25 Impott RDM 4.x Systems
45 Export RDM 4.% Systems...
£ Export ROM Tasks...

.0 Export RDM Images...

Console Associations View Options  Window  Help
& - % Discover Pk E . g i _—r

AszetD »
BladeCenter Management L8 Physical Platforms v Tasks
] CIM Browser » Jamne « [ Tcpar | B Tventory =
L2 Configure Alert Standard Farrnat » [~ B Double Eagle 7968462-23A0008 (] Microsot Cluster Browser
23 Configure SHMP Agent y |-B MarRLIN 88 Metwork Configuration
% EventAction Flans » [~ Pear BET3000-2340703 #-8 ProcesdMamEnEmEnt
=5 EusritLag » |- B Puma 88433A7-99A7059 (—£F Remote Control
B o) Arlisstion e y |-B uarkz se6asRy TaZEES2 10200 | P *:3 Remate Deployment Manager
4 File Transfer B B Sahibs -
S T B e B Spruce 864820U-KPHNOED L {g PEmETats
(5, Inventory z €8 Linux Clane Install
& Microsoft Cluster Browser » €2 | inux Native Install
£ Network Configuration » €2 Power Restore
g Process Management 4 €2 RAID Clone Configuration
#F Remate Cantrol » B3 RAID Custom Corfiguration
42 Remote Deployment Manager  » B-£3 Remate Storage Configuration
& Remote Session » B3 Scan
M Resource Monitors 4 8 script
©f Scheduler » B-£ Secure Data Disposal
2 Sever Configuration Manager b B3 System Firmware Flagh
=1 SMMF Erowser » 2 yhware Native Install
1 Software Distrioution » B-£3 Windows Clone Install
o3 System Accounts 3 B-£5 Windows Native Install
Remote Deployrment b Options » £ Remote Session
) Active Consale Viewer Image Management I 651 e Mg

ler

Configuration Manager
Browser

re Distribution
Accounts

- % Import RDM Data...

o0 0

Host: RDMSERYER1 User ID: RDMSERVER 1\murphrey

7 objects ‘

7. Make sure that you are not running any other RDM tasks. Then click OK on the warning message.
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YWarning

8. Select the Browse button on the Import Data window.

Remote Deployment Manager - Import Dakta

Import data to RDM. Provide the fully-qualified path of the folder to
which the data was exported.

Import folder:

9. Navigate to the BroadcomFirmware1.20.17 folder, select the BroadcomFirmware1.20.17.xml file, and
then select the OK button.

Remote Deployment Manager - Select Import Data File

EroadcomFirmwaret. 2017 xml

BroadcomFirmmware? 20017 xml B o
= BroadcomFirmware] 2017
B repositary

10. Select the OK button on the Import Data window.

Procedure to import a Task 9
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*% Remote Deployment Manager - Import Data

that is to he imported.

Impart file:

Impaort data to RDM. Provide the path and name of the file that contains the data

CABroadcomFirmware? 201 FiBroadcomFirmaare1 . 2017 xml

Browse...

9]

Help

M Cancel |

11. Select the OK button on the Progress Indicator message window.

4. Import Data Progress

lmport of data finished successiully,

x|

12. Expand the Custom template to validate that the new task is there.

@ IBM Director Console

Consale Tasks Associations View Options Window Help

v- 2§ - 5-0-m H- 2 B a-

.ﬁ Lewel 2: IBM Directar Agents
Physical Platforms

{ Platforms and Platform Members

ﬁ Scalahle Systens and Members

----- £F Systerns with ASF

! g Systemns with ASF Secure Remote Mana
& Systerns with Asset ID

—&F Systems with CIM

|28 gystems with SNMP Agent

L g Systemns with Windows Server 2003

Groups L] Physical Platforms ¥ Tasks
T ]:r' T ETTTOTE - OTTITOT
oS All Groups Name a [ Tcrar -

| X n---ﬁ{& Remote Deployment Manager
gﬂ Al Managed Objects l-- Double Eagle T96946Z-23A0008 | o8
| : ' | €3 cMos Update
Bl Chassis and Chassis Members 5[ MARLIN s
| | 0—-£.5 Custorn
|@ Clusters and Cluster Members B[ Pearl 8673000-23A0703
I Harchware Status Critical ] Puma 88493AZ-9947059
[ L ) | |2 COMMAND %
W Hardware Status Information B[ Quark BREO5RH-TEZRAE2 10.2.00 )
| [ L2 werify Opteron Processor
/% Hardware Status Warning m- [ sanDs .
| X . | m—£.5 Donor Image
g Level 1: IBM Director Core Services Syste | 8|3 Spruce 864820U-KPHMOBD

i---ﬂﬁ Linux Clane Install
£ Linux Mative Install
€ Power Restore
;,{E RAID Clone Configuration
B-£5 RAID Custom Configuration
B-£3 Remate Storage Configuration
B—€3 Scan
5—-&3 Script
B3 Secure Data Disposal
[ 3 -ﬁﬁ Systern Firmware Flash
i---&ﬁ Whiweare Mative [nstall
B-£2 Windows Clone Install
B€3 Windows Native Install

I Q Remaote Session

& Resource Monitors

@4 scheduler

a0

Host: ROMSERVER1 User ID: RDMSERVER 1\murphrey

T objects ‘

Updating Broadcom Network Adapter Firmware with RDM 4.30
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3 Procedure to create atask manually

The Custom task template is a general-purpose template that you use to create your own processes to
run on a target system. Like most RDM tasks, it contains the following:

= A CommandList file containing the commands that are to be executed as part of the task.
= Executable programs and batch files commands that are to be executed as part of the task.

= Animage file that contains all the supporting files that are required by the commands.

This example creates a Custom flash task for Broadcom network-adapter firmware.

Note: If you want to import the actual task used in the creation of this document, follow the procedure in
section 2 above.

3.1 Acquire the network-adapter firmware files

1.

Download the firmware-update package and create the firmware-update diskette. The firmware used
to create this section of the white paper was version 1.20.7, which is no longer current. The
procedure and files remain valid for the current version. The current version of the firmware is
1.20.17, located at the following web site:

http://www-306.ibm.com/pc/support/site.wss/document.do?Indocid=MIGR-53693

Run the executable, ibm_sw_sgtk 2006-04-19a_anyos_i386.exe, which will unzip the files to a
directory.

Run the self-extracting executable, SelfExtract v120 17.EXE, to create the diskette.

Insert the diskette in your diskette drive, and run the following command:
A:\BIN.EXE —d —o C:\ >NULL

This will create the C:\UPDATE directory, which you will use in the next steps.

Note: Previous versions of this document used the following command:
A:\BIN.EXE —d —o C:\UPDATE >NULL

The current version of BIN.EXE creates the UPDATE directory automatically. If you use the older
command, it will create the C:\UPDATE\UPDATE directory.

3.2 Modify the UPDATE.BAT file

5.

Open your favorite text editor (e.g., NOTEPAD.EXE) to modify file CAUPDATE\UPDATE.BAT.

Add a “-all” parameter to every statement that runs b57diag (shown in bold in the example below).
This disconnects the network adapter from the network and enables the adapter to allow b57diag to
update the firmware. Note that this parameter is positional; it must be the first parameter on the
command.

Add error-handling statements after label “:nofile” (shown in bold in the example below). These
statements cause the task to fail and the appropriate error message to be displayed in the task’s
execution history.

Add error-handling statements after label “:syntax” (shown in bold in the example below). These
statements cause the task to fail and the appropriate error message to be displayed in the task’s
execution history.

11
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9. Add a statement “IF EXIST AANET\TREBOOT.EXE A:\NET\TREBOOT.EXE" after label “:done”
(shown in bold in the example below). This forces the system to reboot immediately after
B57DIAG.EXE updates the firmware. It is necessary, in order to prevent the task from hanging
because the system’s network connection is no longer in effect.

Note that UPDATE.BAT contains no RDM error handling to report problems that occur while the flash
program, b57diag.exe, is running. That is because at that point, the network adapter is disconnected
from the network, so there is no way to communicate with the RDM server. The only way to detect such
an error is to watch the target system’s monitor to observe any error messages.

@echo

off

echo Loading files...

if ".%1l"=="_" goto syntax

if "_%1"==""_?" goto syntax

REM the following MTM share a bin file with a another product
if ".%1"=="".8485" goto 57211PMI
if "_%1"=="".8490" goto 57211PMI
if ".%1"=="".8491" goto 57211PMI
if ".%1"=="".8837" goto 57211PMI
if ".%1"=="".8840" goto 57211PMI
if "_%1"==""_.8841" goto 57211PMI
if ".%1"=="".8849" goto 57211PMI
if ".%1"=="".8648" goto 5721ASF
if " %1"=="".6218" goto 5721ASF
if "_%1"=="".6223" goto 5721ASF
if ".%1"=="".6225" goto 5721ASF
if " %1"=="".6227" goto 5721ASF
it ".%1"=="".6228" goto 5721ASF
if ".%1"=="_7981" goto selectSoL
if ".%1"=="_.8832" goto selectSoL
if ".%1"=="_8843" goto selectSoL
if ".%1"=="_.8850" goto selectSoL
if ".%1"==""_.8864" goto 8863

if ".%1"==""_.8865" goto 8863

if "_%1"==""_.8872" goto 8863

if ".%1"==""_.8874" goto 8863

if ".%1"=="".8862" goto 8861

if "_%1"==""_.8649" goto 8647

if ".%1"=="".8848" goto 8835

if " %1"=="".6217" goto 6224

set binfile=%1\%1.bin
set params=-updatesecfg -updateasfcfg

goto

update

REM the 6224 and 6217 use the same file

16224

set binfile=6224\6224_bin
set params=-updatesecfg -updateasfcfg

goto

update

REM the 8863, 8864, 8865, 8872, 8874 use the same file

18863

set binfile=8863\8863.bin
set params=-updatesecfg -updateasfcfg

goto

update

REM 8835 and 8848 use same file

18835

set binfile=8835\8835._bin
set params=-updatesecfg -updateasfcfg

goto

update

Updating Broadcom Network Adapter Firmware with RDM 4.30 12
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REM 8861 and 8862 use same file

18861

set binfile=8861\8861.bin

set params=-updatesecfg -updateasfcfg
goto update

REM 8647 and 8649 use same file

-8647

set binfile=8647\8647.bin

set params=-updatesecfg -updateasfcfg
goto update

REM the 8837, 8840 and 8841 use the same file
:57211PMI

set binfile=BCM5721\IPMIO.BIN

set params=-updatesecfg

goto update

REM the 8648, 6223, 6225, 6227 and 6228 use the same file
:5721ASF

set binfile=BCM5721\ASFO.BIN

set params=-updatesecfg -updateasfcfg

goto update

:selectSoL

REM *** selectSoL - BEGIN

REM Prompt user for SoL configure options and flash accordingly.
CLS

TYPE %1\info.txt

echo.

CP /C01Q /N /T0,10 Select an option (Q to Quit):

IF ERRORLEVEL 3 GOTO DONE

IF ERRORLEVEL 2 GOTO DEVICE1l

IF ERRORLEVEL 1 GOTO DEVICEO

:DEVICEO
SET SoLDev=0
goto PrgSoL

:DEVICE1
SET SoLDev=1
goto PrgSoL

:PrgSoL

ECHO Flashing %1%SoLDev%.BIN Broadcom Firmware and Configuring SOL for Device %SolLDev%
set binfile=%1\%1%SolLDev%.BIN

set params=-updatesecfg -updateasfcfg

goto update

REM *** selectSoL - END

REM****skxxxksss BEGIN UPDATE
zupdate

if NOT EXIST %binfile% goto nofile

copy %binfile% eep.bin > NULL

if NOT EXIST eep.bin goto noeep

if ".%2"=="_" goto noparams

call bcomtool.exe eep.bin %2 %3 %4 %5 %6
if errorlevel 1 goto failed

znoparams

call b57diag -all -firmall eep.bin Y%params%
goto done

REM END UPDATE

:nofile

echo The ethernet firmware for the %1 was not found.

REM Added and modified the following to identify the error under RDM:
SET RDSTATUS=BCOMERRO1E The ethernet firmware for the %1 was not found.
SLEEP 10

goto end

13
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znoeep
echo Failed to create temporary binary file.
goto end

syntax

cls

echo Use UPDATE.BAT to update the firmware. Usage is as follows:
echo.

echo UPDATE DEVICE

echo.

echo where DEVICE is the 4 digit machine type or 7 character
echo part number of the device to be updated.

echo.

echo Example: To update the ethernet firmware of and IBM 8832
echo you would type:

echo.

echo UPDATE 8832

echo

echo Type LIST for a list of products that can be updated with this

echo diskette. Type HELP to view this screen again.

echo.

REM Added the following to identify the error under RDM:

SET RDSTATUS=BCOMERRO2E The command syntax was wrong: UPDATE %1 %2 %3 %4 %5 %6 %7 %8 %9
SLEEP 10

goto end

zaborted
echo Update aborted.
goto end

:failed
REM bcomtool.exe failed to execute correctly. bcomtool.exe should have provided error
message.-
goto end

:done

echo.

echo Restart your computer.

REM Added the following to force reboot under RDM:
SLEEP 10

IF EXIST A:\NET\TREBOOT.EXE TREBOOT.EXE

zend
if EXIST eep.bin del eep.bin
if EXIST NULL del NULL

Note: If you want to enable Serial over LAN (SoL) on Devicel (the default is Device 0) you will need
to customize this file. Please consult the SoL documentation for instructions.

Updating Broadcom Network Adapter Firmware with RDM 4.30 14
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3.3 Create an image containing the firmware-update files

10.

& IBM Director Console

Console

Aszsociations  View Oplions  Window  Help

&~ % Discover

»

Asset D

EladeCenter Management

& CIM Browser

@ Configure Alert Standard Format
4 Configure SMNMP Agent

¢ Event Action Plans

£5 Event Log

[EE] External Application Launch
& File Transfar

% Harchware Status

@. Inventary

@ Microsoft Cluster Browser

S8 Natwark Configuration

@? Process Management

@ Rermaote Cantral

5:3 Remote Deployment Manager
& Remate Sessian

[ Resource Manitars

4 Scheduler

% Server Configuration Manager
4= SNMP Browser

=1 Software Distribution

ﬂ Systemn Accounts

&b Message Browser

Remate Deployment Manager Tools

4 i) Active Console Viewer

s Al "R

Physical Platforms v

Tasks

| L 13 Process Management

ouble Eagle 7969467-23A0008
RLIN

parl 8673000-23A0703

ma 8849347 09A7059

uarz BEBASRM-TEZERE2
HDS

ruce 864820U-KPHMOGD

v ¥ T T T YV Y Y OF¥YF OFY Y Y FYF Y Y Y VYT Y VYT VYT YTV

Options v

@ Rermote Cantrol

] 5:3 Remate Deployment Manager
2 cMOS Update

-{ﬁ Custom

~£3 Donor Image

€2 Linux Clone Install

2 Linusx Native Instal

€3 Power Restore

%2 RAID Clone Configuration
-{ﬁ RAID Custom Configuratian

- !ﬁ Remaote Storage Configuration
-{ﬁ Scan

2 seript

€2 Secure Data Disposal

b
-

--!ﬁ Systern Firmware Flash

2 yhware MNative Install
B2 Windows Clone Install
B-£2 Windows Mative Install

I §J Remote Session

L M Resource Monitors

@4 scheduler

B cpmer Confinuratinn Manager

Image Management
ImportExport ]
€5 Network Storage. .

45 Replicate Files...

eate and Maodify Images...

o5 0

[ oy

=] wiakeup Tool...

lJER1 User ID: RDMSERVER 1imurphrey

7 objects ‘

From the Director console, select the Tasks, Remote Deployment Manager, Image
Management..., and Create and Modify Images... menus. This displays the Image Management

window.

2 Image Management

Image management can be performed on this page.

Eoit. |  Delete | Replicate. |

Image Mame | Type | Image Description | Internal Mame
00 Switch drive letter for CD and .. Windows Ma.. 06122131023266.2ip
01 Citrix DriveRemanp Windows Ma... 06114153730891 zip
Adohe Acrobat Reader 7.0.0 Windows Ma... 053917266703 zip
Adohe Acrohat Reader 7.0.7 Windows Ma.. 0612110326672 .zip
Director 4.20.2 Agent Windows MNa... Autodiscover is turned an 04289124815891 zip
Directar 4.21 Agent Windows Ma... Autodiscoveris turned on. 0553133523156 zip
Director 5.10.2 Agent Windows Ma... 06116102833781 zip
German w2003 Standard Windows Ma.. 0527131954812 zip
Microsoft Server 2003 Standard ... Windows Ma.. 0545153725806 2ip
Office 2003 - Prafessional Enter... Windows Ma... MSDMN 052410107953 zip
Office 2003 - Service Pack 1 Windows MNa... MSDMN 0525923248745 zip
Office 2003 - Service Pack 2 Windows Ma.. 06123113445828 zip
R2 for¥2003 Standard Windows Na... CD2 (R% 069105856750.2ip
isio 2003 Windows Na.. 0428919835750zip
2003 Standard Windows Ma... 042891028483559.zip
WW2003 Standard with SP1(for R2) Windows Ma... CD 1 2003 Standard wit... 066161218859.zip
W20035td Office Winzip Windows Cl... 1146847567359
Winzip 9.0 SR-1 Windows Na.. 0427514442253 zip

QK Help
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11. Select the Create... button. This displays the Create Image window.

©= Create Image

You need to select the template type to create an
image.

Template selection:

Syvstem Firrmware Flash vl

Systern Firmmware Flash
CMOS Update

Linux Mative Instalg

RAID Clone Configuration
~ Windows Clone Install
Windows Mative Install

12. Select Custom from the drop-down list, and then select the OK button. This displays the Create
Custom Image window. On the General tab, enter a name and (optionally) a description.

*< Create Custom Image [Z]E]
(SRR Setun |
Setup %

An image can be configured on this page.

Image narme:

|Elrnad|:nm Firrmware 1.2017

Image description:
Contains LIPDATE directory, including a modified UPDATE.BAT file. -

8] Zancel Help

Updating Broadcom Network Adapter Firmware with RDM 4.30
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13. Select the Setup tab, and then select the Add Folder... button.
Create Custom Image

Setup

A Custom image can he configured on this page.

Input;
# Files and Folders

i) Multi-volume, removable media

Qutput:
# File
) Folder

14. This displays a file dialog window named Select Directory. Navigate to and select the C:\update
directory. Then select the OK button.

Select directory

B PDATE
£ UxLag
T vslick

£ ¥w2000 Advanced Server fram MSDM
CIwWINDOWS
£ wmpuhb

17
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15. On the Setup page of the Create Custom Image window, select the File radio button. This will cause
RDM to create the image as a single ZIP file. Then select the OK button.

# g Create Custom Image = |EI|5|
General Eﬁ

A Custom image can he configured on this page.

Input:
® Files and Folders

Add File... Delete

CALIPDATEY

) Multirvolume, remaovable media

Browse...

Qutput:
® File
) Folder

(0] QJ Cancel Help

16. The Task Image Creation Progress window displays.

# 3 Task Image Creation Progress |

Files that have been selected are being copied.

Percent completed: 44

Megabytes copied: 9
Files copied: 44

Cancel

Updating Broadcom Network Adapter Firmware with RDM 4.30 18
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17. When the copying is complete, a message window displays.

# 2 Task Image Creation Progress

Imane successfully created

18. After the image creation is done, select the OK button on the Task Image Creation Progress window.

The main Image Management window will now contain an entry for the new image.

+3 Image Management

Image management can be performed on this page.

B[(=1/e9

Create... Edt. |  Delete | Replicate. |
Image Mame | Type | Image Description Internal Marme

00 Switch drive letter for CD and ... Windows Ma... 0612213102326,
01 Citrix CriveRemap Windows Ma... 0611415373089, .
Adobe Acrobat Reader 7.0.0 Windows Ma.. 053817266703,
Adohe Acrobat Reader 7.0.7 Windows Ma... 0612110326672,
Eroadcom Firmware 1.20.17 Contains UPDATE directory, incl... |0612514160433..
Directar 4.20.2 Agent Windows Ma... Autodiscaover is turned an 0428912481589, .
Director 4.21 Agent Windows Ma... Autodiscover is turned an, 0553133523156,
Director 5.10.2 Agent Windows Ma... 0BE11610283378..
German W2003 Standard Wiindows Ma... 0827131954812,
Microzsoft Server 2003 Standard ... Windows Ma... 0545153725506,
Office 2003 - Professional Enter... Windows Ma... MSDMN 052410107953,
Office 2003 - Service Pack 1 Wiindows Ma... MSDR 0525082324874,
Office 2003 - Service Pack 2 Wilindows Ma... 0612311344582
R2 forW2003 Standard Yiindows Ma... CD2 (R2) 069105856750....
isio 2003 Wiindows Ma... 0428919835750
Wi 2003 Standard Wilindows Ma... 0428910284835,
W 2003 Standard with SP1for B2) Windows Ma... CD 1 2003 Standard with SP1) 0BE1612188549. .
Wy 20035t Office Winzip Wiindows Cl. 1146847567359

=y

Help
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3.4 Create the Custom task that will deploy the Broadcom
firmware

i IBM Director Console

Congole Tasks Associations View  Options Window  Help

- 2 §f - K- M- F- =P B -
Groups ‘%rj Physical Platforms w Tasks
o @AIIGFDUDS Marne < | =} [-@Prncess Management -
8 All Managed Objects r Double Eagle T9694627-23A0008 | |2 Remote Contral
—EH Chassis and Chassis Members | —[5 MARLIN 082 Remote Deplovment Manager
(& Clusters and Cluster Members || —[| Pearl 8673000-23A0703 . €2 cuos Update
—E3 Hardware Status Critical (—[ Puma 8349347-3947059 o523
(M Hardware Status Information (—[ ouart BBEBSRX-T8768R2 ' » 42
/% Hardware Status Warning —[ sanDs ; Ll Edl template
= g Lewel 1: IBM Director Core Service | - Spruce B64820U-KPHMNOBD ] gg Lifux Mative Install
BB Level 2: IBM Director Agents 2 Power Restore
—[| Physical Platfarms €2 RAID Clane Carfiguration
—E Platforms B-£2 RAID Custom Gonfiguration
([ Piatiarms and Platiorm Members 4 P | %2 Remate Storage Configuration
%8 scalable Systemns and Members ®m£3 Scan
—£F gystemns with ASF Q----iﬂ Script
§ Systems with ASF Secure Remote 'l--!ILQ Secure Data Disposal
(—£¥ gystems with Azset ID w3 System Firmware Flash
(¥ gystems with CIM {2 ynware Native Install
(—£F systerns with SNMP Agent B-£2 Windows Clane Install
: § Systermns with Windows Server 20 '..{,Q Windomas Mative Install

E Remaote Session
=l Resource Monitors

%Scheduler
| . BT %Ser\rerCDnﬂguration Manager
'l I | 4 Bt n_| b || & SMMP Browser
S H O
% Reatly Host: ROMSERVER1 User ID: RDMSERVER1ymurphrey 7 objects

19. Expand Remote Deployment Manger in the Tasks pane of the Director console, and right-click
Custom. The menu is displayed.

20. Click Create new task... on the menu to access the property pages. There are two pages:
e General: Contains basic information about the task.
e Advanced: Contains the command list, user parameters, and task folder name for the task.

Enter the task information on the General page (e.g., name the task Broadcom Firmware Flash and
enter an appropriate task description).
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21.

s Remote Deployment Manager. - Custom

([TTEEM] Advanced hl%

You are creating a new task that uses the default properties that you set on the pages in this property
sheet.

Task name:

Broadcom firmwatre flash 1.2017

Task description:

Ignore failure in systerns qualification

O Run only on preconfigured systems

oK Cancel Help

Click the Advanced tab, and modify the command list this way:

R R o o e e R A R AR AR R R R AR SR R R R R R R AR R AR R R R R R AR R R R R R R R R R S e R R ARk

* Remote Deployment Manager

* (C) Copyright IBM Corp. 2004, 2006 All rights reserved.
AEAEAAAAAAAAAAXAAAAAAAAAAAXAAAAAAALAAAXAAAALAAAXAAAXAAAAXAAAXAAAXAAAAXAAAXAAAKX
* User-generated command list for the Custom task that can flash
* Broadcom network-adapter firmware.

: AEAEAAAAXAAAXAAAXAXAAAXAAAAXAAXAXAAAXAXAAXAXAAAXAXAAXAXAAAXAXAAXAXAAAXAXAAXAXAAAAXAAXAXAAAXAAAKX
BOOTTYPE !ILOADDOS /environment/dos71x

WAKE

TISETENV

1%%RAMDSK%%

; Update the firmware:
TUPDATE.BAT %%MachineType%%
UpdateAssetlID

T1SHUTDOWN

END

The command list is a list of RDM and DOS commands that perform the Custom task. Refer to
Appendix A, “Command list commands”, in the Remote Deployment Manager 4.30 User’s Reference
for information on commands and syntax within a command list.
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“*s Remote Deployment Manager - Custom

General [0 0GR

Category

Command list
Llser parametars
Task folder

Changes to the command list can be made here.

Reload

Insert... lg

LI L E L E]

; * Remote Deployment Manager

; # (C) Copyright IEM Corp. 2004, 2006 A1] rights reserved.

D EE R R EEE EEEE PR EEEEEEE R F R EEE P el
r # User—-generdted command list for the Custom task that can flash

r # Broddcom network-adapter firmware.
LI L E L E]

WAFE
1 1SETERY
1 $$RAMDSE 5

1 I EHUTDOWH
END

; Update the firmware:!
IVPDATE .BAT #iMachinelypedd
UpdatedssetID

BOOTTYPE !'LOADDOS Senvironment/dos71lx

‘ Cancel

Help

22. Place the cursor on the blank line (see the picture above), and select the Insert button. The
Command List Editor Wizard window appears.

“% Remoie Deployment Manager - Command List Editor Wizard

Select an image to be copied to the target system.

Image type:

Al images |

Mame | Tvpe Description Internal Mame
3 00 Switch drive |etter for CD ... Application 06122131023266.2ip
01 Citrix DriveRermap Application 06114153730891 z7ip
i Adobe Acrobat Reader 7.0.0  Application 0583917266703 2ip
_» Adohe Acrobat Reader 7.0.7  Application 0612110326672 7ip
® Broadcom Firrmware 1.20017 Custom Image Contains UFPDA. .. 0612514160438 zip
(s Directar 4.20.2 Agent Application Autodiscoveris . 042891248158591 zip
1 Directar 4.21 Agent Application Autodiscaveris . 0553133523156.7ip
> Director 5.10.2 Agent Application 06116102833781 z7ip
) German Y2003 Standard Operating system 052713195481 2.zip
 Microsoft Server 2003 Stand...  Application 0545153725906.Zip
i Office 2003 - Professional E...  Application S0 052410107953 2P
_» Office 2003 - Service Pack 1 Apnplication S0 052592324875 2ip
_» Office 2003 - Service Pack 2 Apnplication 06123113448828zip
2 R2 for ¥w2003 Standard Application CD2(RZ) 069105856750 zip
2 Wisio 2003 Application 0428919834740 zin
Back Mext Cancel

Updating Broadcom Network Adapter Firmware with RDM 4.30
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23. Select the custom image that you created in section 3.3 above, and then select the Next button.

“» Remote Deployment Manager - Command List Editor Wizard

Build commands to insert into the command list editor.

Target operating system: Transfer mode:
Dos = | #® Lnicast
{2 Multicast
Comment:

|ann|nad the firmvware image

MTFTP destination file path: MTFTP destination file name:
|%%RAMDSK%% BCOMPW.ZIP

Generate an unzip command
Unzip destination path:
(%% RAMDEK % %

Generated commands:

sDownload the firmware imsge

'mtftp get $3SERVER IP%% image'\00l2514160435.zip
55 RAMDEKS %Y BCOMFW. ZIP

'lunzgip -0 %%RBAMDSE:%\EBCOMFW.ZIP -d %%RAMD3IE::

Back | Einisqx. Cancel

24. Enter the appropriate data to generate the correct commands to download and unzip the custom
image you created in section 0 above:

0 Select DOS as the target operating system.

0 Leave the transfer mode as Unicast.

0 Add an optional comment, if you like.

o Enter the path and name that you want the image file to have on the target system.

0 Select the check box to generate an unzip command, and enter the path for the unzipped files.

25. Select the Finish button to add the generated commands to the command list.
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*% Remote Deployment Manager - Custom

General [0z o]

LIser parameters
Taskfolder

Changes to the command list can be made here.

Reload

EE R Rl bbb e e

; ¥ Remote Deplovment Manager

s * (C) Copyright IBM Corp. 2004, 2006 A11 rights reserved.

FE L L L L L L L L L LA AL L L L LA AL AL LA AL L L L L L L
; # User—generated command list for the Custom task that can flash

; # Brogdcoom network-adapter firpware.
I e L L e e Ry

-

EOOTTYPE !'LOADDOS Jenvironment/dosTlx

WAKE

11SETEHY

1 3 3RAMDER 55

sDovnlogd the firmwsre imdge

Imtftp get $ESERVEER T0'5f imageZ0612514160438.zip 2 :RAMDSES S\BCOMEV. ZIP
lunzip -o FFERAMDSESZ\BCOMFW.ZIP -d F5RAMDSE S S
ldel +#RAMDSEZ\BCOMFY.ZIP

; Update the firmwgre:

IUPDATE .BAT #:iMichineTypess

TpdatedssecID

1 I SHUTDOWH

END

(8] 8 h Cancel Help

Updating Broadcom Network Adapter Firmware with RDM 4.30

24




May 5, 2006

3.5 Test the new custom task

1. Drag an entry for a target system and drop it on the new Broadcom Firmware Flash task in the right
pane. The menu appears. Click Run systems ... in the menu. A message window appears.
Because there are no parameters to configure for this task, we do not need to select Configure
systems... for the initial testing.

i IBM Director Console

Console Tasks Associations  View

Options  Window  Help

!L’f Level 2: IEM Directar Agents
| - Physical Platforms
|

8 Systems with ASF

28 systems with AssetID
i—--§ Systems with GIM
2B systems with SNMP Agant

-2 | ovel 1: [BM Director Core Semvice

I [ Flatforms and Platform Members 4
lgﬂ Scalahle Systerns and Members

§ Systems with ASF Secure Remot:

I § Systermns with Windows Server 20

-F Spruce 864320U-KPHMNOE0

-

-2 B %- K- M- F- =P B -
Groups “ﬁj Physical Platforms w Tasks
o @Allernups Marrie i B8 Process Management -
i QAII Managed Objects — (& Double Eagle F9694672-23A0008 @ Remaote Control
i Bl Chassis and Chassis Members || - MARLIMN o g’.g Remote Deployment Manager
I- - Clusters and Cluster Mermbers = arl 86 | !--{E ChWOS Update
€3 Hardware Status Critical Purna 8849347-99A7 058 l'j._,g SUEtaH
| Hardware Status Information — Guarz BEEYSRY-T8Z6882 il 5;3 Broad
/N Hardvware Status Warning - sanDs 2 com Conaute sy_steme...

23 verify G
B3 Donot Image

%—--!E Linux Clone Install
— €2 Linux Native Install

—--!ﬁ Fower Restore
(3 RAID Clane Caonfiguration

B8 RAID Custom Configuration

|
:--{E Remote Storage Configuration

B-£3 Scan
[ )
(L3 Beript

il--!ﬁ Secure Data Disposal
p-{ﬁ Systermn Firmware Flash

!—--!ﬁ Whiware Mative Install

|
B3 Windows Clane Install

B3 Windows Native Install

I E Remote Session
= Resource Manitors

@50

£ o

Host: RDMSERVER1 User ID: RDOMSERVER T muUrphrey

7 ohjects

Note: You could, instead, drag the task and drop it on the system — the Director/RDM drag/drop
operation works the same way in either direction.
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& |IBM Director Console

Console Tasks Associations Wiew Options  Window  Help

na

- - 8 0-m- K- 8B «-
Groups @"l_j Physical Platforms W Tasks
o5 Al Groups Mame & | =-3% Process Management
- Al Managed Objects [ Double Eagle 795946Z- 2340008 | % Ramota Contral
B Chassis and Chassis Members | — [ MARLIN

0-€2 Rermote Deployment Manager

—[ Pearl 8673000-23A
[ Puma B8493A7-094

— [ Guarz 56695R- 7 A
- sanNDS

—[ spruce 864820U-KPHNOGD

I @ Clusters and Cluster Members
a Hardware Status Critical
I n, Hardware Status [nformation
i‘l Hardware Status Warning
I § Level 1: IEM Director Core Sernice
&P Level 2; IBM Director Agents

[ Physical Platfarrns
B Piatrorms
I - Platfarms and Platform Members 4
EZE Scalable Systerns and Members
£ cystemns with ASF
§ Systermns with ASF Secure Remat
= § Systemns with Asset 1D
8 Systems with CIM
{—=F systems with SNMP Agent
L2f systemns with Windows Server 20

Ru

Configure systems...
Mms... |

5 CMOS Update
o2 Custorn

= w1Broadeom firmwar
8 COMMAND

ﬁ;g Warify Opteron Processor
€3 Donor Image

2 Linux Clone Ingtall

8 Lir: Mative Install

%2 Power Restare

- !ﬁ RAID Clone Configuratian

w2 RAID Custom Configuration

| B Eﬁ Remate Storage Canfiguration

=3 Scan

48 Script

B2 Secure Data Disposal

B2 System Fitmware Flash

2 Vhtware Native Install

.

B2 Windows Mative Install
I E Remaote Session
®— {8 Resource Monitors

!ﬁ Windows Clane Install

A5 0

F] ey

Host: RDMSERVER1 User ID: RODMSERVER 1imurphrey

7 objects

and do a network boot.

B Broadcom Firmware Flash : 86473BX-KPWMA930

Do wou wish to create 3 schedulad job
for this task or execute immediately?

Execute Mow Cancel

2. Click the Execute now button. The target system will wake up (i.e., automatically power itself on)

Immediately after the Starting PC DOS... message appears on the system’s monitor, press the F8
key. This allows you to step through all of the batch files statement-by-statement.

Press the “y” key to execute each statement in-turn. Observe each statement, and watch for any

errors that may occur.

Note: If an error occurs, debug it, fix it as appropriate (usually in one of the files you created or

modified above), and then rerun the test.

Updating Broadcom Network Adapter Firmware with RDM 4.30
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To rerun the test, you will usually need to do the following:

a.

b
c.
d

Power off the server with the power switch.

Right-click on the server in the middle pane.

Click the Remote Deployment Manager and the Cancel Tasks menu items.

Go back to step 1 above.

i IBM Director Console

Congole Tasks Associations View  Options Window  Help

- o {f &- & o m-

=il A

!EE Scalable Systerns and Members
&8 systemns with ASF

|§ Systerns with ASF Secure Remot
28 cystems with Asset 1D

!g Systerns with GIM

Hardware Status

Set Presence Check Interval
Remaote Deployment Managel
Remote Deployment Manager Tools »

lone Configuration

L storn Cinnfinnrating
Clear Statug lcons
Cancel Tagks

®-%2 Secure Data Disposal
_--{E Systemn Firmware Flash
L2 viware Native Install
B3 Windows Clane Install
B-£2 Windows MNative Inatall

Set Status ]
|§ Systerns with SNMP Agent
. § Systermns with Windows Server 20 |
|
| & Remote Session
1 )| I T || = Resource Manitors

Groups ‘QD Physical Platforms w Tasks
o @AIIGFDUDS Marme & | B3 Process Management -

|£ All Managed Objects — (& Double Eagle F9694672-23A0008 @ Remaote Control
lm Chassis and Chassis Members i - MARLIM nﬁg Remote Deployment Manager
|@ Clusters and Cluster iembers —[E BE2%Fear 86 Cpen |indate
—E3 Hardware Status Critical [ Pumassanzal oo
| B Hardware Status Information L Quarz86695R  papame.. orm fir
| - i —

/% Hardware Status Warning i SAMDS Power Management P AR
{28 Level 1: IBM Director Core Service |- [F Spruce 864820 Praserice Check fy Opteran Processor
lﬁf Level 2 IBM Directar Agents Collect Invertory mage
| Physical Platforms Auto Renarme lone Install
r Platfarms “iew Inventory ative Install
|—{2l Platiorms and Platform Members § Event Log Rastore

@05 0O

] e

Host: RDMSERVER1 User ID: RDOMSERVER T muUrphrey

7 objects

5. Select several systems and drop them on the new Broadcom Firmware Flash task in the right pane.
The menu appears. Click Run systems... in the menu.

27




May 5, 2006

& |IBM Director Console

Console Tasks Associations Wiew Options  Window  Help
o e 8o mHPE
Groups ﬁm Physical Platforms W Tasks
] @ All Groups 3% Process Management -
(&L Al Managed Objects = |+ Remate Gontral
m Chassis and Chassis Members l MARLIM 0483 Remote Deployment Manager
|@ Clusters and Cluster Mermbers l Peatl B673000-23A0703 : #3 CMOS Update
I B Hardware Status Critical l [}{E Custom
| n, Hardware Status Information L I €3 Broadcom i
I& Hardware Status Warning l— SANDS | £2 CoMmAND Cnnure SYStems“
|§ Level 1: IBM Director Core Serice | B— Spruce 864820U-KPHMOBO *EE Verify Opter
IE Level 2: IEM Director Anents B-£3 Donor Image
| Physical Flatforms 3 Linux Clone Install
r Platforms %2 Linux Native (nstall
| Platforms and Platform Members § 4 €2 Pawer Restore
lgﬂ Scalable Systems and Members €2 RAID Clone Configuration
|§ Systems with ASF B-£2 RAID Custom Corfiguration
lg Systems with ASF Secure Remote ;---!B Remote Storage Configuration
|§ Systerns with Asset ID B-£3 sean
i---§ Systerns with CIM €2 seript
=8 gystems with SMMP Agent B-£2 Secure Data Disposal
L2f systemns with Windows Server 20 B-£3 System Firmware Flash
%5 vihware Mative Install
B2 Windows Clone Install
:l--!E Windows Mative Install
B = Remote Session
P 3 S| v || o M Resource Monitors x
< AN S
’% Ready Host: RDMSERVER1 User ID: ROMSERVERA imurphrey 7 objects

6. Click the Execute now button. The target systems will wake up (i.e., automatically power themselves
on) and do a network boot.

& Broadcom firmware flash 1.20.17 @

Doyouwish to create a scheduled joh

: for this task ar execute immediately?

Double Eagle 7969462340008
Fuma 88493A2-99A7059

Schedule Execute NDWN Cancel

7. You should observe one of the systems to make sure that the firmware flashes properly. When the
task is complete, the systems will automatically power off.
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4 Notices

This information was developed for products and services offered in the U.S.A.

IBM might not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services currently available in
your area. Any reference to an IBM product, program, or service is not intended to state or imply that only
that IBM product, program, or service might be used. Any functionally equivalent product, program, or
service that does not infringe any IBM intellectual property right might be used instead. However, it is the
user responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM might have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not give you any license to these patents. You can send
license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION “AS IS”
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or implied
warranties in certain transactions, therefore, this statement might not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication. IBM
might make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in
any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part
of the materials for this IBM product, and use of those Web sites is at your own risk.

IBM might use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Some software might differ from its retail version (if available) and might not include all user manuals or
all program functionality.

IBM makes no representations or warranties regarding third-party products or services.

4.1 Edition notice

© COPYRIGHT INTERNATIONAL BUSINESS MACHINES CORPORATION, 2004, 2005. All rights
reserved.

Note to U.S. Government Users Restricted Rights — Use, duplication or disclosure restricted by GSA
ADP Schedule Contract with IBM Corp.
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4.2 Trademarks

The following terms are trademarks of International Business Machines Corporation in the United States,
other countries, or both:

IBM
IBM (logo)
Asset ID
IntelliStation
LANCIient Control Manager
Netfinity
ServeRAID
ThinkPad
Wake on LAN
xSeries
Adaptec is a trademark of Adaptec Inc. in the United States, other countries, or both.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in the United States, other
countries, or both.

Other company, product, or service names might be trademarks or service marks of others.

Updating Broadcom Network Adapter Firmware with RDM 4.30 30




May 5, 2006

5 Glossary

BAT file. A file that contains a batch program (that is, a set of commands).

bind. Associating one or more systems to a task. This causes all information to be verified (by one of the
STC modules) and a resulting job to be scheduled to run.

console, or RDM Console. The group of programs that make up the user interface to RDM. RDM is
client/server in nature so that the Console might run on any computer and not necessarily be running on the
same computer as the RDM server or other RDM components. The RDM Console is actually an IBM Director
Console on which the RDM Console component is installed.

image. Animage is the software stored on a deployment server that is downloaded to a system during an
operation. Images vary in size and in the type of software they provide to the system. The purpose and
content of each image depends on the task to be accomplished, as well as the method used to download the
image from the deployment server to the system. A native image is built off a product installation CD. A clone
image is copied from a donor system.

job. An object managed by the scheduler and created by STC. A job is a binding of one task and one or
more systems. A job can be scheduled to run once or to recur. Sometimes a job is called by a different name
(Scheduled Task, Running Task), to emphasize some aspect of the job.

managed system. The IBM Director term for its system. Mentioned here only for clarity; the term system is
preferred when referring to an RDM system.

preboot DOS agent. The preboot DOS agent is a DOS operating system with a communications stack that is
booted from the network by the bootstrap agent. The preboot DOS agent performs actions on a system as
directed by the RDM server.

Preboot Execution Environment (PXE). PXE is an industry standard client/server interface that allows
networked computers that are not yet loaded with an operating system to be configured and booted remotely.
PXE is based on Dynamic Host Configuration Protocol (DHCP). Using the PXE protocol, clients can request
configuration parameter values and startable images from the server.

The PXE process consists of the system initiating the protocol by broadcasting a DHCPREQUEST containing
an extension that identifies the request as coming from a client that uses PXE. The server sends the client a
list of boot servers that contain the operating systems available. The client then selects and discovers a boot
server and receives the name of the executable file on the chosen boot server. The client downloads the file
using Trivial File Transfer Protocol (TFTP) and executes it, which loads the operating system.

Redundant Array of Independent Disks (RAID). RAID is way of storing the same data in different places
(thus, redundantly) on multiple hard disks. By placing data on multiple disks, I/O operations can overlap in a
balanced way, improving performance. Multiple disks increase the mean time between failure (MTBF) and
storing data redundantly increases fault-tolerance.
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system. An individual, target system being deployed or managed by RDM. In IBM Director terminology, an
RDM system is always a platform managed object. These can represent any of the supported-by-RDM
systems. They cannot represent an IBM Director object that RDM does not process, such as a chassis or an
SNMP object.

task. An already defined and configured unit of work that is available to be applied to a system or a group (of
systems). You create a task by clicking on the applicable task template from the RDM main console. RDM is
installed with predefined tasks, such as data disposal and scan.

task template. A prototype of a specific kind of RDM task. This is a term used to describe the different kinds
of tasks shown on the task pane in the main window of the RDM console. Each task template has its own
characteristics and attributes. RDM comes with a set of task templates.

Wake on LAN. Technology developed by IBM that allows LAN administrators to remotely power up systems.
The following components are essential for the Wake on LAN setup:

e  Wake on LAN-enabled network interface card (NIC).
e  Power supply that is Wake on LAN-enabled.

e  Cable which connects NIC and power supply.

e  Software that can send a magic packet to the system.

If the system has the first three of the previous components, the system is called a Wake on LAN-enabled
system. Even though a system might be powered off, the NIC keeps receiving power from the system power
supply to keep it alive. A network administrator sends a magic packet to the system through some software,
for example, RDM or Netfinity IBM Director. The NIC on the system detects the magic packet and sends a
signal to the power supply to turn it on. This process is also called waking up the system. Using RDM, this
process can be scheduled for individual systems. The Wake on LAN feature and RDM together make it very
easy for you to deploy software on individual systems on a scheduled basis.
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